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Configure MiVoice Office 400 7.0 for use with
Tetronik Digital Alarm and Communications
Server (DAKS) using SIP and AXI/XML Interface

Description: This document provides a reference to Mitel Authorized Solutions providers for
configuring the MIVO400 7.0 to connect to the Tetronik Digital Alarm and Communications
Server (DAKS) using SIP and AXI/XML Interface.

Environment: MiVoice Office 400 7.0 (9237c1), RFP 43 and RFP 35 SIP-DECT 8.3SP2-HA16, Mitel
68XX Phone and Mitel 69XX Phone 6.1.0.146, SIP-DECT Phone 632v2 (Firmware-Version 7.4.5),
612d (Firmware-Version 7.3.2), 622d (Firmware-Version 7.3.2)
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Overview

This document provides a reference to Mitel Authorized Solutions providers for configuring the Mitel
MiVO400 to connect to Tetronik Digital Alarm and Communications Server using SIP and AXI/XML
Interface. The different devices can be configured in various configurations depending on your VolP
solution. This document covers a basic setup with required option setup.

Interop History

Version Date Reason

1 March 2022 Interop with MiVoice Office 400 7.0 for use with
Tetronik Digital Alarm and Communications Server
(DAKS) using SIP and AXI/XML Interface.

Interop Status

The Interop of Service Provider Tetronik Digital Alarm and Communications Server (DAKS) has been
given a Certification status. This service provider or trunking device will be included in the Mitel
Interoperability Reference Guide (IRG). The status Service Provider Tetronik Digital Alarm and
Communications Server (DAKS) achieved is:

The most common certification which means Service Provider Tetronik
Digital Alarm and Communications Server (DAKS) has been tested and/or
@ COMPATIBLE validated by the Mitel Third-Party Interop Team. Mitel Product Support will
provide all necessary support related to the interop, but issues unique or
specific to the 3rd party will be referred to the 3rd party as appropriate.
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Software & Hardware Setup

This was the test setup to generate a basic call between Tetronik Digital Alarm and Communications
Server (DAKS) using SIP and AXI/XML Interface and with MivVO400.

Note — Although this testing was performed on the below tested variants, the scope of this testing can
be extended to other product variants that work with the same firmware. The list of components for
which this testing can be considered applicable is given in the “Additional Applicable Variants” column
of the following table —

Manufacturer Tested Variants Software Version Additional Applicable
Variants

Mitel MiVoice Office 400 Release 7.0 (9237c1) N/A

Mitel 69XX SIP and 68XX SIP 6.1.0.146 N/A

Mitel IP- DECT- BS RFP 43 & 35 | SIP-DECT 8.3 SP2- RFP 4X and RFP 3X

HA16

Mitel DECT Handsets 7.4.5 600 DECT Phone Series
632 v2 7.3.2
612d, 622d

DAKS DAKSpro300 Version 9.04c DAKSpro200

MiVO 400 and Tetronik Digital Alarm and Communications Server (DAKS) using SIP and AXI/XML 2



Tested Features

This is an overview of the features tested during the Interop test cycle and not a detailed view of the

test cases.

Feature

Feature Description

Send Text Sending text messages and alarms with different
Message priorities, differentiate priorities via text colors and/or ¥
ring tones.
Offer Alternative  Show a menu offering different response alternatives via 7
Responses menu keys or the dial pad
Receive response | Recognize answers and start escalation processes, if 7
on messages required
Establish Call several users and start a conference for all users or
emergency for those, who answered the call ¥
conference
DTMF RFC-2833 (Out-of-band) ¥
Video Making and receiving a call through DAKS with video
capable devices. N/A
TLS/SRTP Making and Receiving Calls through Secure Mode ¥

@ - No issues found

X - |ssues found, cannot recommend to use A - Issues found

N/A Not applicable

MiVO 400 and Tetronik Digital Alarm and Communications Server (DAKS) using SIP and AXI/XML




Device Limitations and Known Issues

This is a list of problems or unsupported features when Tetronik Digital Alarm and Communications
Server is connected to the MIVO400.

Feature Problem Description

Codec G.729 & G722 is not supported by DAKS.
Recommendation: G729 & G722 codecs are not supported.

For more details contact Tetronik support.

Video Calls Video calling not supported.

Recommendation: Contact Tetronik to know more about the availability
of video calling feature.

DTMF In-Band & SIP-INFO DTMF methods currently not supported.

Recommendation: Contact Mitel support for more details.
Locating and User No locating, no user monitoring is currently supported by DAKS.
monitoring

Recommendation: Contact Tetronik to know more about the availability
of this feature in upcoming releases.

MiVO 400 and Tetronik Digital Alarm and Communications Server (DAKS) using SIP and AXI/XML
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Figure 1 — Network Topology
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Configuration Notes

This section is a description of how the SIP Interop was configured. These notes should give a guideline
how a device can be configured in a customer environment and how Tetronik Digital Alarm and
Communications Server programming was configured in our test environment.

Disclaimer: Although Mitel has attempted to setup the interop testing facility as closely as
possible to a customer premise environment, implementation setup could be
different onsite. YOU MUST EXERCISE YOUR OWN DUE DILIGENCE IN REVIEWING,
planning, implementing, and testing a customer configuration.

MiV0400 SIP trunk configuration notes

The following steps show how to program a MiVO400 to interconnect with Tetronik Digital Alarm and
Communications Server (DAKS).

Configuration Template

A configuration template can be found in the same Mitel Knowledge Management System (KMS) article
as this document. The template is a Microsoft Excel spreadsheet (.XML format) solely consisting of the
SIP Peer profile option settings used during Interop testing. All other forms should be programmed as
indicated below. Importing the template can save you considerable configuration time and reduce the
likelihood of data-entry errors. Refer to the MIVO400 documentation on how the Import functionality is
used.

Network Requirements

e There must be adequate bandwidth to support the voice over IP. As a guide, the
Ethernet bandwidth is approx 85 Kb/s per G.711 voice session and 29 Kb/s per G.729
voice session (assumes 20ms packetization). As an example, for 20 simultaneous SIP
sessions, the Ethernet bandwidth consumption will be approx 1.7 Mb/s for G.711 and
0.6Mb/s. Almost all Enterprise LAN networks can support this level of traffic without
any special engineering. Please refer to the MIVO400 Engineering guidelines for further
information.

e For high quality voice, the network connectivity must support a voice-quality grade of
service (packet loss <1%, jitter < 30ms, one-way delay < 80ms).

Assumptions for MIVO400 Programming

The SIP signaling connection uses TCP on Port 5060.

MiVO 400 and Tetronik Digital Alarm and Communications Server (DAKS) using SIP and AXI/XML 6



Licensing and Option Selection

Ensure that MiVoice Office 400 is equipped with enough SIP Access Channel licenses for the connection
to Tetronik Digital Alarm and Communications Server (DAKS). Up to 30 SIP voice channels are available
for each SIP provider. For each SIP voice channel, you need a SIP Access Channels license.

System overview — Licensing — Interfaces

Check whether the required licenses are available and have the status «enabled».

Note: ATAS Interface and ATASpro Interface license is not needed for Tetronik Digital Alarm and
Communications Server (DAKS).

0o Mitel | Mo

Stata

Cards and modules ooy
Equipment 1D (EID} SO008SAE28839F CDTE 1312675352 1EGABISC
Sscurty Saies cnmme DE-Fraemanat
Configuration Communicaton sever SME Contrler
Charges Release 70
Phone book
Maimanance Support D 184075
Setup wizard Confurad users 0
User cences (used | avalibie / toa] User. 1010110
Software Assurance {SWA)
SwA s Achve unti: 20,042027 (Frée senice perid untk 20.04.2022
SWA covered users 50 (unlimited during free senice period)
Configured users requiting SWA 1o
Licence (LIC)
eerc R ——
Licensable features Licence state Additionally availsble without licence
Software
Sollware Relsace present
W Assurancs (Information stored i Licence Code - nat nesded if system has intemst access - might difer from Licence Server |
Softvara Assura fcansad untl 20.04 2027
s
Licensable features. Licence state Additionally available without licence

CTI First Party via LAN

Dialers. 2
Hospitaity Manager enabled
Hospitalty PMS Interface enabled
Hospitalty PMS Rooms 6

OpenCount Generation
OpenCount Administration
OpenCount Basic
OpenGount Healthcare
OpenCount Update Comort
OpenCount Update Premium
OpenCount Users

TWP Connection

Interfaces

ATAS Interface

ATASpro Interface

CSTA Sessions

Audio Services

Conference Bridge enabled
Number in Queue enabled
Auto-Attendant enabled
Enterprise Voice Mail enabled
Audio Record & Play Channels 2
Features

Analogue Modem
Secure VoIP enabled

Silent Intrusion

Resources

6.729 Codecs

VolF Channels for Standard Media Switch 2 2in VolP mode G.711 or Secure G.711
Network

Lync Option for SIP Access Channels

B-Channels on PRI Gards 10 or each PRI port

SIP Access Channels 4

Figure 2 — Licensing
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The tool that is needed to configure the DAKS Server at a MiVoice Office 400 system is the "MiVoice
Office 400 Web Admin", which you will find abbreviated in this document as Web Admin.

This chapter shows you how to configure the MiVoice Office 400 to operate in combination with a DAKS-

Server with the coupling realized via VolP trunk.

) OpenMobility Manager SIP-DECT %X D0 MiVoice Office 400 x +

& C A Nichtsicher | b#ps;//192.168.65.168/admin/default.asp [ 3 G B 2

D Mltel MiVoice Office 400 '?ﬂ | E | Welcome Expert mode EN

tetronik Testanlage

System overview P
o G
Configuration L= 2

Summary

Local SIP node
Users
Terminals User name
System
Services
IP network Remote SIP nodes (4) ~MName IP address / host name
1 DAKSOT daks0701 aen tetronik com:5060
Lyne 4 DAKS32 192.168.69.206:5060
PISN user 2 DAKST4 192.168.81.145:5060
AN 3 084000 192 168 65.9:5060
Hospitality
Charges
Phone book

Maintenance
Setup wizard

Copyright © 2021 Mitel Networks Corporation - All rights reserved
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Summary
Users Select
Terminals n DAKSOT (1)
System
Routing
Services General
IP network SIP node 1
SIP networking
L - Bandwidth control area Default Area
yne
PISN user Trunk group 1- DAKS07T
AlN Maximum incoming calls 30 =
Hospitality
Ch IP addressing
arges
Phone book IP address / host name daks0701.aen.tetronik.com
Maintenance Port 5060
Setup wizard
SIP signalling
Use "+' as international prefix O
Try to make external calls: Timeout (s) 2 E
‘From’ field for CLIR Anonymous with privacy/critical (RFC 3261) -
Send session refresh (RFC 4028) O
Use destination URL from "To' field -
Music on hold
Music on hold: Signalling Automatic
Send redirecting information No
Call transfer mode Re-INVITE
PRACK support (RFC 3282) O
Use SAVP for SRTP O
Session replacement support (]
Audio settings
Preferred codec G.711a
NAT
SIP keep alive
ALG support O
Relay RTP data via communication server (indirect switching) O
Authentication -
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Lyne 1
PISN user Call distribution element el
AIN DDI(DID) plan None
Hospitality DDI(DID) cut 0 a
Charges
DDI(DID) looki Left to right g
Phone book ey Sy -
Maintenance Trunk line selection mode Linear
Setup wizard Transit route None
Region None
Emergency location nherit (=
Emergency location protocol No location identifier -
Wunicipalfy Identfier Protocol No Municipalty identifer
Networking
Network type Private
Ring if NPl is 'Unknown® External
Cut CLIP 0
Ovenwrite NP1 No -
Ring back tone for incoming calls Do not generate
P P [ . ]

11




0 OpenMobility Manager SIP-DECT X pg MiVoice Office 400 * +

<« [&; A Nlchtswcher\ hitps://192.168.65.168/admin/default.asp B o B 2 H

MiVoice Office 400

| Welcome

Tl €

) Mitel

tetronik Testanlage

System overview o
Configuration

Summary

Users

Terminals

System

Routing

Graphical view

List view
Exchange
ExtJ/Int. mapping
Emergency calls
Service numbers
Data services
LCR
Blacklist
CLIP based routing
Services
IP network
Private networking
SIP networking
Lync
PISN user
AN
Hospitality
Charges
Phone book
Maintenance
Setup wizard

| > Numbering plan | > Switch group | » Outgoing | > Arrows |

Q_ Filter

Network interfaces (4) Trunk groups (4)

[

DDI(DID) plan (0)

Call distribution (2) User groups (99) Users (12)

] Bm L e |

m Check format of incoming calls Expand all sections | D \:‘

Total B channels
Call distribution element
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Figure 4 — Trunk group configuration
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Configuration of the DAKS Server

This chapter shows you how to configure the DAKS server to operate in combination with a MiVoice

Office 400 with the coupling realized via sip-trunk.

The tool that is needed to configure the DAKS Server is the "tetronik Virtual Console", which you will
find abbreviated in this document as VCON.

£ About VCON

tetronik Virtual Console
Version 2.05a (Protokoll Version 527)

Copyright © 2022 All rights reserved.

tetronik. GmbH

Silberbachstrazse 10

EBZ232 T aunusstein
Germany
phone: +49[0)61 28 /963-0

Fam: +49 016128 /963-499
e-mail: info @tetronik .com
Intermet: it/ Awwwy tetronilk .com

The cwner of the copyright haz the exclusive rights for thiz computer zoftware program protected by international

conventionz and treaties.

Ary copying or manipulation of all ar partz of this zoftware program i subject to achon pursued under civil and

crminal law and will be prozecuted ta the full extent of the law,

tetronik GrmbH does not take any rezponsibility nor liability arizing from the usage of this software program.
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S8 01 DAKS-Pro 300_AF
(-] Daks Fro CPHA2 on CPH-4241 slo
F+-{ S5L on CPH-42-1 slot 1
[ 05 on sio-41-3 5ot 3
05 on pra-41-4 glot 4
-] 150N o pra-41-4 slot 4
[ SWITCH on vsip-1-1 glot 1
[—:I--E SIP on wsip-1-1 slot 1
B2 SIP trunk #1
E-Cg SIP trunk #2
B SIP tunk #3
E-(Cg SIF trunk #4

RTF on vsip-1-1 zlot 1
[ {3 PROY on vsip-1-1 slot 1
[]-- PROIMSE on weip-1-1 glot 1
[ SERIAL or sio-41-3 shot 3

| Name Value
Function SIP
Component name wvaip-1-1
Component type wsip-1
Slot 1
Serial number ]
4

it pumber of tunkes
i inactive trunk response

SIP eror code 503 |

|

Close

-0 5IP trumk #1

&g SIP tunk #2

&0 SIF tunk #3

m-{g SIP tunk #4
RTF on weip-1-1 slot 1
[]-- PROY on weip-1-1 slot 1
[]-- PROIMS on wsip-1-1 slot 1
-] SERIAL o sio-41-3 slot 3

SDP on 200 OK

Full SDP answer
Only SAVP f TLS

SDF offer: Prefer SAVP over AVP no

ﬁ prefix incoming cut

< > |«
£ Process configuration O X
El-amd 01 DAKS-Pro 300_AF | Mame Value
I:l" Daks Pro CPH42 an CPH-42-1 zlo SIP subprotocal SIP
[ {551 an CPH-42-1 slot 1 RTP channels 0
] 05 on sio-41-3 slot 3 ] i Tk Close
-] 05 on pra-41-4 slot 4 P — & :;t I
e ISDM on pra-41-4 slot 4 - ;jﬁs =
ah i
8 SWITCH on vsin 11 st 1 ] ocal SIP P address 192.168.69.207
£ 51P on veip-1-1 siot 1 local SIP IP port 5060
UAC Address Of Record local address

always send SDP on 200 OK
on

b prefix incoming add
prefix outgaing
DTMF mode

RTP DTMF map
INVITE delay [ms]
enable MLPP

<

RTP {RFC 2833)
10

5

no
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& Precess configuration

B 01 DAKS-Pro 300_aF

[l Daks Pro CPH42 on CPH-42-1 sla
[ S5L on CPH-42-1 slot 1

-] 05 on zio-41-3 slot 3
: 05 on pra-41-4 slot 4

B[] 1SDM o pra-41-4 slot 4

] SWITCH on wsip-1-1 slot 1

E-iEg SIP on vsip-1-1 slat 1

-2 SIP tunk #1
B-Cg SIP trunk #2
210 SIP bunk #3
i SIP peer

----- {22 Plain 51P

MName | Value
Eh: peer description one peer
Eh: — Proxy —
Eh: address 192.168.65.168
[ port 5050
Eh: protocal type any (TCP or UDP)
L‘_‘_{ — Proxy authentication —
realm
user
@ password
E — Watchdog —
[zt
[z
(2
[a}

Cloze

O X

i enable SIP OPTIONS watchdog yes
Ca SIP trumk; #4 OPTIONS TO SIP-ldentity DAKSD7
-8 RTP on vsip-1-1 slat 1 OPTIONS interval ] 60
[]“ FROY on weip-1-1 slot 1 QOPTIONS ignore emor-status yes
[]-- PROIMS on wsip-1-1 slot 1 — Registrar —
g SERIAL o sio-41-3 slot 3 T no
£ > £
£
-l 01 DAKS-Pro 300_4F | Mame Value
[ Daks Pro CPH4Z2 on CPH-42-1 slo REINVITE allowad vos
[} 55L on ,EPH_42-1 slot 1 number of display columns 16
] 05 on sio-41-3 shat 3 = ) Close
05 on pra-41-4 slot 4 o] mumber of d|5p|a*,'. row.s 1 :
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Figure 6 — DAKS Configurations
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TLS Configurations details

Make sure that PBX has Secure VOIP license option enabled

o Mitel

MiVoice Office 400 Hil® | Welcome
tetronik Testanlage ~

System overview
System information
State

Cards and modules

Configuration
Summary
Users
Terminals
System
General
Access control
Cards and modules

Interfaces

Blustar Soft Phones
BluStar Soft Phone Video Options

Audio Services

Conference Bridge enabled
Number in Queue enabled
Auto-Attendant enabled
Enterprise Voice Mail enabled
Audio Record & Play Channels 2
Features

Analogue Modem

Secure VolP enabled

Silent Intrusion

Below are the required options to enable on PBX to setup TLS configurations.

o Mitel

Figure 6 —TLS Licenses

MiVoice Office 400 ® | Welcome

tetronik Testanlage

System overview
Configuration
Summary

Users

Terminals

System

Routing

Services

IP network

Priv g

SIP networking

Lync
PISN user
AIN
Hospitality
Charges
Phene book
Maintenance
Setup wizard

BEE |

Select

IP address / host name daks0701.aen.tetronik.com
Port 5061

SIP signalling

Use "+ as international prefix O

Try to make external calls: Timeout (s) 8

‘From' field for CLIR Anonymous with privacy/critical (RFC 3261)

Send session refresh (RFC 4028) O

Use destination URL from To' field

Music on hold

Music on hold: Signalling Automatic .

Send redirecting information No
Call transfer mode Re-INVITE .

PRACK support (RFC 3262) O

Use SAVP for SRTP |

Session replacement support

Audio settings
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o Mitel

MiVoice Office 400

tefronik Testanlage

Tl @

| Welcome

M Experi mode -

System overview
Configuration
Summary

Users

Terminals

System

Routing

Services

IP net

Lync
PISN user
AN
Hospitality
Charges
Phone book
Maintenance
Setup wizard

o0 Mitel

System overview
System information
State
Cards and modules
Licences
Security
Configuration
Summary
Users
Terminals
System
General
Access control
Cards and modules
Interfaces
Analogue
ISDNICAS
Digital
SIP-DECT
TDM-DECT
Media resources
Dual Homing
Extended
Routing
Services
IP network
IP addressing
DLCD

&
B KZE e

|

OO |

Select

Call transfer mode

PRACK support (RFC 3282)
Use SAVP for SRTP

Session replacement support
Audio settings

Preferred codec

NAT

SIP keep alive

ALG support

Relay RTP data via communication server (indirect switching)
Authentication

Local authentication required
User name

Password

Re-INVITE
O

Transport protocol

Transport protocol

MiVoice Office 400
tetronik Testanlage

[ show password

| Welcome

Expert mode EN

TLS settings

TLS keep alive

VolP encryption

VolP encryption (SRTP)

7IJ05 protection

Suspicious IP blocking time (min)
Max SIF authentication failures

Max SIP fransactions per IP address
Mitel SIP

Use LLDP for Mitel SIP phones

Figure 8 — Enable SRTP
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o0 Mitel

MiVoice Office 400

| Welcome
tetronik Testanlage

System overview {y
Configuration
Summary
Users
Terminals
Standard terminals
Free seating phones
Backup terminals
Phone labels
SIP registration
System
General
Access control
Cards and modules
Interfaces
SIP-DECT
TDM-DECT

Media re

Dual Homing
Extended
Routing
Services
IP network
Private networking
Haospitality
Charges
Phone book

Soft media switch

Enable

State @ Operational
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Enable
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VoIP mode Secure G711
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DSP resources audio to

Slot Card/module DSP device DECT VolP FolP

0 Mainboard SMB Controller 1

SM1_DSP1 SM-DSPX1 1 [ v | [ v |
Total 0 [} 0

Media resources / DSP related licensed features
Mobile or External Phone Extensions =

Audio Record & Play Channsls 2

Audio GSM CAS

<] <
<] <

<<

o Mitel

Figure 9 — Secure VOIP mode

MiVoice Office 400

| Welcome
tefronik Testanlage

Tl ®

|

System overview ¢y
Configuration
Summary
Users
Terminals
System
Routing
Services
IP network
IP addressing
DHCP sarver
VoIP
P t
General

Certific
Host
Public

IP blacklist

IP whitelist

SMTP server
LDAP server
Active directory
Picture server
Mitel server
CSTAservice
MSRP service
Private networking

=E e

O

State @ Notinstalled

Host certificate for SMTP client

O

State @ Notinstalled

External host certificates / CA host certificates

Validate host certificates (SIP connections only)
Host certificate Issued to Erle i
i gﬂ;lre“:e??gz‘crgind Secure /C=DE/ST=Berlin/L=Berlin/O=Mitel Deutschland 25.10.2034 07:22

‘GmbH/CN=Mitel Deutschland Secure Server Root CA
{C=ZA/ST=Western Cape/L=Cape Town/O=Thawte Consulting
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@ oK

B Thawte Premium Server CA  cc/OU=Certification Services Division/CN=Thawte Premium 01.01.2021 23:59 @ The certificate has expired
Server CAfemailAddress=premium-server@thawte.com
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Figure 10 — Import DAKS root certificate
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MiVoice Office 400 ®
D Mltel letlrorﬁLcT%slamI%ee Tl® ) Wz

System overview ) —
Configuration [ som | E=m BDE0 |
Summary
Users Select
User list Mite] 6940 SIP, 8300 - user-3800
Permission set
Digit barring -
Backup users State @& Registered with sofiware version: 6.1.0.146
Presence profile names \P address 192.168.58.3
inal
- SIP port 61320
Standard ter
a =
Free seating phones RTP Port 3000
Backup terminals MAC address 08:00:0FD9:A5:DA
Phone labels
SIP registration MBG controller None
System SIP user name 8800-T5
Routing SIP password Pn6yCF2TINEMont2oHUT e
Services
IP network WMBG SIP user name
Private networking MEG SIP passwiord
Haospitality
Transport protocol Persistent TLS
Charges
Phone book Terminal is behind NAT O
Maintenance Enable keep alive O
Setup wizard Relay RTP data via communication server 0
(indirect switching)
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Figure 11 — Enable TLS for SIP terminal
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DAKS trunk settings with TLS & MTLS

[ 05 on sio-41-3 slot 3

- 05 on pra-41-4 slat 4

(-] 1SDM on pra-41-4 slot 4
[ SWITCH on wsip-1-1 slot 1
=g 5IP an vsip1-1 slat 1
EHI SIP trurk #1
&g SIP tunk #2

Ca SIP trunk, #4
- RTF on wsip-1-1 slot 1
B[] PROY on wsip-1-1 slot 1
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[ SERIAL an sio-41-3 slot 3

Eﬁ address

= o x
-] Messaging ~ | Marmne Value
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B2 Serial Lines Dretizgingk no _
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@ local SIP IP address 1592.168.69.207
{20 GSM-SMS — —
23 Tonstall Queues local SIP IP pot 5061 |
B2 Rauland Respondsr ﬁﬁ‘l UAC Address Of Record local address
{22 3 Channel Monitar Device SDP on 200 0K always send SDF on 200 OK
{17 Texttoaice Full SDP answer an
=1 106G (] Only SAVP i TLS off
{23 Prov Server SDP offer: Prefer SAVP aver AVP no
3} S5L on CPH-42-1 slot 1 Encoding in quoted names RFC3261 (e.g. BSLASH DQUOTE)
- 05 on sio-41-3 <lot 3 prefix incoming cut 28965
{8 SWITCH o wsip1-1 slot 1 prefix incoming add
. SERIAL on sio-41-3 slot 3 i ]
= IE_lIP EFPVS'D'lLS'U‘ 1 DTMF mode RTP (RFC 2833
trun RTP DTMF map 101
g SIP tunk #2 INVITE delay fms] 5
0 SIP tunk #3 =
28 5IP tunk 4 enable MLPP no
_J& RTP i wsind 1 slnt 1 v
< H < >
O >
-l 01 DAKS-Pro 300_AF | Name Value
{8 Daks Pra CPH42 on CPH-42-1 slo T one peer =
G- [ 55L on CPH-4241 slot 1 — Progy — l—‘

mivoice40.aen tetronik com X Eee]

5061

Eﬁ protocol type TLS

] Yes
[ab] " Proxy aLthentication —
realm
user
password
— Watchdog —
enable SIP OPTIONS watchdog yes
OPTIONS.TO SIP-ldentity DAKSO7
OPTIONS interval [s] 60
OPTIONS ignore emor-status yes

— Redqistrar —
use registrar
<

no

Figure 12 — DAKS TLS settings
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Mitel OM-AXI Interface Configuration

Mitel SIP-DECT Configuration Notes

The following basic sections list how to program the Mitel SIP-DECT to interconnect with the MiVoice

Connect. The configuration settings below are basic reference points only and should not be considered

as comprehensive configuration instructions.

Basic System Configuration

This section describes basic system configuration items that are generally required for each Mitel SIP-
DECT system to work with MiVoice Connect.

Before configuration, ensure that Mitel SIP-DECT solution is installed properly and is connected to a local
area network (LAN). For installation instructions, see the SIP-DECT OM System Manual — Installation,
Maintenance and Administration Guide Error! Reference source not found..

Base Station Startup Configuration

Startup information for each RFP is provided by DHCP or by the OM Configurator. To use DHCP, specific
vendor options must be configured on the DHCP Server for SIP-DECT. In this example, the OM
Configurator is used to provide a static IP Configuration to the RFPs (RFP 48).

NOTE:

Connect RFP to your LAN and power up the units.

Open the OM Configurator and select your network interface via the General - Options Menu.
Click Scan to find the base stations connected to your LAN (enter username and password:
omm/omm (default credentials).

Select a base station entry and then double click for configuration.

Enter the configuration parameters for the RFP and click OK when all configuration parameters
are entered. For more detail, see the SIP-DECT OM System Manual — Installation, Maintenance
and Administration Guide Error! Reference source not found..

Click Send Configuration to apply the configuration to the DECT base station. This would start up
OMM on RFP.

To configure the next unit, select another base station entry from the table, set the appropriate
parameters and confirm with OK.

Click Send Configuration.

OM Configurator requires the Java Runtime Environment (JVE) version 1.7 or higher.
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Figure 13 - OM Configurator — General Tab
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Syslog server port
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System Configuration

After OMM has started up, open a browser, and connect to https://<RFP_IPAddress>. Log in with the
default OMM login credentials (username: omm, password: omm). The OMM forces password change
that is applied to OM Configurator.

OMM Web service provides basic parameters to setup the system. For more detail configuration, use
OM Management Portal (OMP), which can be downloaded from OMM. This standalone application
supports detailed OMM configuration and monitoring. OMP requires JVE version 1.7 or higher to run.

Logm
Syssem Connect
FARK AR IEFSZR

Ui fe=d jomm

Fasiwod  sesaiann

Figure 15 — Login Web Page
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System Settings

The OMM system settings menu provides the basic settings to operate the SIP-DECT system.
System name: Customer name.

Remote access: Allow SSH access.

Tone Scheme: Scheme to simulate call control tones (country-dependent).

PARK: The system needs a PARK code to operate. Use the Online PARK service to obtain a PARK
code (five or more RFP systems).

Regulatory domain: DECT regulatory domain applicable to your local region.

DECT authentication code: Define as template for the subscription of new DECT phones.

System Settings

OK | | Cancel
General settings
System name |Cc|nnect
Remote access |
Tone scheme DE ¥

DECT settings
PARK |1 F102EF52B | (31100567522545)
DECT power limit 100mW O

Encryption ]
Restrict subscription duration (]
Authentication before ciphering [l

DECT monitor O

Regulatory domain |US (FCCIC) v |
DECT authentication code |44444 |
DECT phone user login type

Freserve user device relation at DE restore (]

Auto-create on subscription |

Figure 16 - OMM System Settings
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SIP Settings

Configure the SIP connection to the call server (MiVoice Connect) to which the OMM has to connect in
the OMM System -> SIP menu. Ensure Advanced option is checked in the top bar for the long form to

appear.

SIP settings are configured via OMM Web service or OMP. The default SIP signaling port for SIP-DECT is

5060/UDP. Change this if required by the SIP-Server.

The SIP user account authentication (SIP username, Auth, and password) is part of the DECT Phone

configuration.

Status

|
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]
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DB Management
Event Log
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Pravy port 5060
Regatar server 192 16810 18
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OuUtDOound provy server
Outbound peoxy port 5080
Transpon peotocol uoeP v
Local UDPTCP port range 5060 5060
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Remove 10ute hesder

S Contact matcheng

Cat teject s2ate CoSe (U3ar reyact,
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Figure 17 - SIP Basic Settings

MiVO 400 and Tetronik Digital Alarm and Communications Server (DAKS) using SIP and AXI/XML

26



Status

System
System Settings
Provisioning
gP

User
Administration

Time Zones
SNMP
DB Management
Ewvent Log
Sites
Base Stations
SIP Users/Devices
WLAN
System Features
Licenses

Infa

RTF pori base

Predarred codec 1

Prafermed codec 2

Fredermed codec 3

Predarred codec 4

Prisferned packet trme

Silence suppression

Recefver precedence on codec negotiation
Elimiriabé comion noise packels

Single codec reply in SOP

Cugt-af-band
Method
Fayload type

Simuitaneous registrations
VWaiting time
Spread registration renewals

Ramngwal trmgs

Call forwanding / Diversion

Local line handing

Aulomatic ingback on hokd Call

Call iramsfer by hook on (Mitel 600)

Call transfar by hook (Mitel 142)
Truncate Caler Indication afles '

SIP reRegisier afler 2 active OMM falover
Call release tmeout

Hold call release tmeoul

Failed call release timeout

Call reject on slent charging

Initiakzation prefix for Push-to-talk

RTP satlings
16320

G711 u-law v
G711 Adaw *
HNone v
None v

20 ¥ |msec

DTMF settings

o

RTP(RFC 2833) ¥
im

Registration traffic shaping

4

60 msec
o

15 8L

Supplementary Services

L4

i
i
L4

21

IntercomPush.1o-Talk - Gutgoing calls

MiVO 400 and Tetronik Digital Alarm and Communications Server (DAKS) using SIP and AXI/XML

Figure 18 - SIP Advanced Settings

27



DECT Phones

SIP DECT allows multiple configuration and provisioning methods for DECT phones. A SIP ID
(user/subscriber) must be configured for each DECT phone on the SIP call server. Provisioning a user on
MiVoice Connect. When a subscriber registers with MiVoice Connect, it allows the calls to terminate to
the subscriber’s line.

To create a new DECT phone, click the new button on the OMM DECT phones page.

Display name: Extension Name.

Number: The Extension Number, for example, the terminal phone number.

IPEl: The handset hardware identifier.

DECT authentication code: Code for the handset subscription (44444). If this field is left empty, the
system wide DECT authentication code is used.

Authentication username: The SIP username.
Password: SIP Extension password.

To edit the configuration of an existing DECT phone click on the pencil icon beside the DECT phones
entry.

MiVO 400 and Tetronik Digital Alarm and Communications Server (DAKS) using SIP and AXI/XML 28



Display name

Configure SIP User/Device

General settings

DECT1

Number/SIP user nams |3l][]t}
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Figure 19 - New DECT Phone Creation via OMM Web Service
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DECT Phone Device Subscription

To subscribe new DECT phones, subscriptions must be permitted by OMM. Go to OMM SIP
Users/Devices page and select:

Select Subscription from drop down list with configured IPEI caption. This button enables subscription
for the next 24 hours.

Start button and time interval parameter under the Wildcard subscription caption. This button enables
wildcard subscription for the selected time. After expiry the subscription with configured IPEls is still
enabled for 24 hours.

sta
o - Come
s
o S _—
== " Lo
e semmme  aum
[ — e
- ol 2 5 - -
— [E—
S =
g o e
- ——
= [
T ]
ey B - . -
a +« a4 @ = e
a4+ a & - 1 s
a + a a = s
4 ¢ a9 » o e -

Figure 20 - Subscription Permission via OMM Web Service

On the DECT phone device perform the following steps:

Press the softkey »> to bring up the system menu. Navigate to the System - New system and click Ok
to confirm.

Enter the authentication code in the Auth. Code field when prompted (for example, 44444).
Enter PARK.

Confirm with Ok.
An Information box is displayed with the message Subscription — Please wait. The subscription should

finish shortly and display a success message. You can abort the subscription at any time by pressing the
Esc softkey.
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10345 0013

Protocol
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Figure 21 - SDC DECT Phone Device Subscription

For more information on the steps to follow when using subscription configured IPEI or a wildcard
subscription, see the OM SIP-DECT System Manual — Installation, Administration, and Maintenance
Guide Error! Reference source not found..
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Configuration details on MIVO400:

0 Mitel

MiVoice Office 400
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Figure 22 — SIP-DECT Configuration
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Tetronik Digital Alarm and Communications Server (DAKS) Configuration —
OM AXI Interface

This chapter shows you how to configure the DAKS server to operate in combination with a MiVoice
Office 400 with the coupling realized via om-axi messaging trunk.

The tool that is needed to configure the DAKS Server is the "tetronik Virtual Console", which you will
find abbreviated in this document as VCON.

2 About VCON

Bl tetronik Virtual Console
‘T2 Version 2.05a (Protokoll Version 527)

Copyright @ 2022, All rights reserved.

tetronik GmbH

Silberbachstrazze 10

E5232 Taunuzstein
Germany
phone: +49[0)61 28/963-0
Fa: +4910161 28/963-4199
e-mail: infoi@tetronil.com
Internet: http s Awwew tetronik.com
Note: The owner of the copyright has the exclusive nights for this computer software program protected by international

conventions and treaties.

Ay copying or manipulation of all or parts of thiz software program iz subject to action pursued under civil and
criminal law and will be prosecuted to the full extent of the law.

tetronik GmbH does not take any respongibility nor liability arizing from the uzage of thiz zoftware program.

Clozes dialog...
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Figure 22 — OM-AXI-Trunk configuration

MiVO 400 and Tetronik Digital Alarm and Communications Server (DAKS) using SIP and AXI/XML
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Glossary

MiVoice Office 400 MiVO400
MiVoice Border Gateway MBG
MiCollab MiCollab
Mitel Solutions Alliance MSA
Knowledge Management System KMS
Interoperability Reference Guide IRG

MiVO 400 and Tetronik Digital Alarm and Communications Server (DAKS) using SIP and AXI/XML
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