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MiCollab Client Deployment 1

This chapter contains the following sections:

1.1

Getting Started

Users Tab (Pre-MiCollab 7.0 only)
Deployment Profiles
Configuration Tab

Diagnostics Tab

Getting Started

1.1.1 About MiCollab Client Deployment

This blade supports the simplified deployment of MiCollab for Mobile Client. This solution is supported in
integrated and co-located MiCollab Client deployments.

End users are no longer required to enter configuration settings such as server and SIP credentials.
Administrators configure these settings and MiCollab for Mobile Clients are deployed Over the Air (OTA).
The administrator portal enables administrators to:

* deploy large groups

» leverage profiles

» download multiple files to the clients
* update clients.

0 Note:

The User Tab elements in the “MiCollab Client Deployment” application should NOT be used to create
or manage MiCollab Release 7.0 or later clients.

You use the MiCollab Client Deployment service to configure the deployment parameters, change the
default deployment profile, or to run the diagnostics. After you have configured the MiCollab Client
Deployment service when you create a user on the communication platform, the service automatically
deploys the user's MiCollab for Mobile Client. The following is a summary of the behavior for each platform:

MiVoice Business (Integrated Mode)

You create and modify users from the Users and Services application. Only phones types “UC Endpoint”
and “External Hot Desk” can be deployed. Whenever you select a deployment profile in the Users and
Services application, the user gets deployed automatically. To send out a Deployment email again, Deploy
the user from the Users and Services application.
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MiVoice Business (Collocated Mode)

You create and modify users from the MiCollab Client Service. After a user is created, it is automatically
added to the deployment and an email is send out. An email address must be configured for the user. You
re-send a Deployment email from the “MiCollab Client Deployment” Users Tab.

If existing users (Pre-MiCollab Release 7.0 ) need to be deployed, they can be added using the Users
> Import Users function. Note that this is an advanced task that should be performed by an experienced
administrator.

MiVoice MX-ONE

You create and modify users in the Users > User > Add page of the MiVoice MX-ONE Provisioning
Manager. Users are assigned with an “MiCollab role”. The Role is mapped on the MiCollab Server to the
User Template, which determines the Deployment Profile. The users are then deployed automatically.
There is no need to import users.

MiVoice 5000

You create and modify users in the GUI Telephony service > Subscribers > Subscriptions >
Characteristics page of the MiVoice 5000 Provisioning Manager. Users are assigned with an “MiCollab
role”. The Role is mapped on the MiCollab Server to the User Template, which determines the Deployment
Profile. The users are then deployed automatically. There is no need to import users.

MiVoice Office 400

You create users in the Users > User list > New page of the MiVoice Office 400 Web Admin (Expert
mode). Users are assigned with an “MiCollab role”. The Role is mapped on the MiCollab Server to the User
Template, which determines the Deployment Profile. The users are then deployed automatically. There is
no need to import users.

1.1.2 Deploy Client with MiVoice Business or MiVoice
Business Express

The deployment procedure that you used depends on if MiCollab Client is configured in Integrated Mode
or in Co-located Mode. Note that MiVoice Business Express only supports MiCollab Client in Integrated
Mode.

1.1.2.1 MiCollab Client in Integrated Mode

To deploy MiCollab for Mobile Clients with MiVoice Business or MiVoice Business Express:

1. Define deployment configuration and configure MiCollab Client Deployment.
2. Purchase and install SSL Web Server Certificate.

3. Add connections to MBGs.

4. Add profiles.
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5. Run the Diagnostic test to:

» confirm the connection to the Redirect Server, and

» validate that the MiCollab Clients on the public Internet can reach the MiCollab Client Deployment
service.

6. Customize deployment email.
7. Add the MiCollab Client for Mobile softphone user through the Users and Services application:

* Log into the MiCollab server manager.
» Under Applications, click Users and Services.
+ Click Quick Add.

» Select the default UCC (Vx.0) Premium role or create a custom role and template from the Premium
template. The template must have a Teleworker license and the MiCollab Client Feature Profile must
be licensed for Mobile SIP Softphone.

When you add Teleworker service to a user's device, the system automatically configures a
corresponding SIP service on the MiVoice Border Gateway. Note the following:

* The system sets the Set-side username on the MiVoice Border Gateway to <username-DN> (for
example smithj-7328).

* You must set the password field in the template to "Use Random Password" or "Use This Value. If
you select "Use This Value", the password value must be a strong password.

6 Note:

The user will be deployed with the default deployment profile. If you want to use a custom
default profile, create a custom template from the Premium template and select the desired
profile in the template.

» Enter the user’s first and last name.

» Enter the user’s primary e-mail address.

* Under Other Phone, enter the extension number.
* Click Save.

» The user downloads the client from the store and scans the code in the deployment e-mail with
their cell phone to initiate activation. The MiCollab for Mobile Client deployment configuration is
downloaded to the user's cell phone.

1.1.2.2 MiCollab Client in Co-located Mode

To deploy MiCollab for Mobile Clients with MiVoice Business (not applicable to MiVoice Business Express):

1. Define deployment configuration and configure MiCollab Client Deployment.
2. Add connections to MBGs.
3. Add profiles.
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4. Run the diagnostic test to:

» confirm the connection to the Redirect Server, and

» validate that the MiCollab Clients on the public Internet can reach the MiCollab Client Deployment
service.

5. Customize deployment email.

6. Program the user on the MiVoice Business with an Other Phone configured as a softphone (UC
Endpoint):

* Log into the MiVoice Business system administration.
» Under Users and Services, click Users and Services Configuration.
» Click Add > by Role and select a role that supports multiple phones.

» Configure the user entry. Under Service Profile, set Hot Desking User to No and set the Device
Type to UC Endpoint.

* Click Save Changes.
7. Synchronize the MiCollab Client database with the MiVoice Business database to obtain the user entry:

* Log into the MiCollab server manager.

» Under Applications, click MiCollab Client Service, and then click Configure MiCollab Client
Service.

» Click PBX Nodes.
» Select the box next to the MiVoice Business platform, click [Synchronize] and then click OK.
8. Add the UC Endpoint for the MiCollab Client for Mobile softphone to the user's account:

» Log into the MiCollab server manager.

» Under Applications, click MiCollab Client Service.
» Click Configure MiCollab Client Service.

» Click Accounts.

* Use Search accounts to locate the user.

» Configure the users account. Under Licensed Features assign the user with the Feature Profile
"UCC Vx.0 Premium" or with a custom profile that provides Teleworker and UC Endpoint licenses.

When you add Teleworker service to UC Endpoint devices the system automatically configures a
corresponding SIP service on the MiVoice Border Gateway. Note the following:

* The system sets the SIP username on the MiVoice Border Gateway to (username_DN) (for
example smithj_7328).

* You must set the password field in the template to "Use Random Password" or "User This Value.
If you select "User This Value", the password value must be a strong password.

* Click Save.

» The user downloads the client from the store and scans the code in the deployment e-mail with
their cell phone to initiate activation. The MiCollab for Mobile Client deployment configuration is
downloaded to the user's cell phone.

1.1.3 Deploy Client with MV5000 or MV MX-ONE

1. Define deployment configuration and configure MiCollab Client Deployment
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. Purchase and install SSL Web Server Certificate
. Add connections to MBGs.

. Add profiles.

. Customize deployment email.

. Run the diagnostic test to:

O g~ WODN

« confirm the connection to the Redirect Server, and

» validate that the MiCollab Clients on the public Internet can reach the MiCollab Client Deployment
service.

7. The user downloads the client from the store and scans the code in the deployment e-mail with their cell
phone to initiate activation.

8. The MiCollab for Mobile Client deployment configuration is downloaded to the user's cell phone.

1.2 Users Tab (Pre-MiCollab 7.0 only)

1.2.1 Manage Users

The Users tab allows you to manage and deploy existing, pre-MiCollab Release 7.0 users.

o Note:

If you change a user’s ID, you need to factory reset and redeploy the MiCollab for Mobile application.
A new deployment email needs to be sent to the user.

This tab displays a list of all users that have been manually added, synchronized from MiCollab Client
Service,Users and Services Application, MBGs and other applications.

6 Note:

If this is the first time you have logged into MiCollab Client Deployment, you should connect MBGs for
user import before importing user records. Go to Configuration, Connections to MBGs.
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Setting Description

Profile Shows the deployment profile that is used for

a user account. The deployment profile adds
deployment settings which are necessary to

set up the client software, but are NOT YET
specified by the user account information. Go to
the Deployment Profiles tab for more information.

Firstname These pieces of information are most often
imported from other applications (such as MBGs),
or entered manually. Go to Configuration >>
Lastname Connections to MBGs to set up these connections.
Go to Users >> Import Users to import user
account information from the set-up connections.

Number

MBG SIP User name The user name as it was imported from the MBG
or entered manually.

MiCollab Client Service Account MiCollab Client Service Account that is associated
with the user.

Email address The email address that will be used to send
download links and authentication credentials to a
user.

Deployed Indicates the date and time when the deployment
file was sent to a client.

Downloaded Indicates the date and time when the deployment
file was actually downloaded (and installed) for a
client.

Sync data: Synchronizes the selected data sets with their source data sets, i.e. the data set residing on
the application such as an MBG if a user was imported.

Auto deploy: This can be used to “set force config” for clients which have already been deployed (settings
downloaded) and at the same time deploy to new users.

Deploy: Deploys the configuration (download link or QR-Code) to the clients, so that users can retrieve
the new configuration (scheduled or user-initiated updates). Please note that the link or QR-Code will
be cached by the Redirect Server. User data will never be cached for security reasons. To resend a
deployment email to a user, click Deploy.
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Deploy (Local): This method of deployment allows everything to happen on the local server without using
the global redirect server. No deployment Email is sent in this method, and the only way to configure a
client is by using the QR code or URL which can be displayed by clicking the QR button on the right side
of the user list after local deployment is performed. It is important to note that this method is still under
development and is not yet supported. Full functionality will be available in a future version.

Set Force Config: This option forces the client to download its configuration from the Client Deployment
Service automatically at the next possible opportunity.

Export (CSV): Exports the selected data set(s) into a CSV. The MiCollab Client password, PBX SIP
password, Teleworker SIP password and Voicemail PIN will not be exported.

Delete: Deletes the selected user accounts from the Client Deployment.

1.2.2 Importing users

This page provides an integrated view of all user records found on all connected components (Users and
Services Application, MBGs, MiCollab Client Service).

All records can be imported to Users > Manage with the options located at the bottom of the table
(available if users have been selected):

1. Select the Deployment Profile you would like to use.

2. Select the header row check box to select all records across all pages, or select the check boxes to the
left of every row to select individual records.

3. Select Import. If you would like to deploy to users immediately, click Import and Deploy.

When MiCollab Client is configured as a stand-alone deployment without MiCollab or an MBG, you must
enter the PBX SIP fields manually. See Manually Create Users for more information.

Once the records have been imported, they will appear in the Manage view.

o Note:

Imported records cannot be modified.
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Setting Description

Firstname These pieces of information are most

often imported from other applications

(such as MBGs), or entered manually. Go
Lastname to Configuration > Connections to MBGs to

set up these connections. Go to Users > Import
Users to import user account information from the
set-up connections.

Directory Number

PBX Number PBX number or name.

MBG UserName The user name as it is synced from the MBG or
entered manually.

MiCollab Client Service Account MiCollab Client Service Account that is associated
with the user.

E-mail address The email address that will be used to send
download links and authentication credentials to a
user.

6 Note:

To configure the e-mail subject and body, go to Mobile Client deployment e-mail. To use a centralized
Deployment e-mail address, edit the deployment profile(s) by clicking Deployment Profiles > Modify.

6 Note:

The link or QR-Code will be cached by the Redirect Server. However, even if the default e-mail content
residing on the Redirect Server is used, for security reasons, user data such as First name, Last
name, Directory number, and e-mail address will never be cached.
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o Note:

Directory extension number with # cannot be synced with the MiCollab Client Deployment if a remote
MBG connection is used. Replace # with * or use a local MBG connection and Clustered MBGs for
synchronizing the data set with their source data set. For example, use 1*001 in place of 1#001.

1.2.3 Importing CSV files

This page allows you to:

» download a CSV template that you can use to import user records, or
* manually create new users.

Download CSV Template

You can download a CSV template file, add user records to the template file, and then import it into the
MiCollab Client service. Consider the following when importing a CSV file:

» Select Allow partial import to ensure erroneous data sets are ignored and only valid data sets are
imported. If this option is not selected, nothing will be imported if one data set is invalid.

» Select Allow overwrite import to avoid duplicates. This is helpful if you are importing an edited CSV
that has been exported from this application.

» ID necessary for "Allow overwrite": This setting only works to prevent duplicate entries if it contains a
row "ID", containing a value for each entry (user). Since different systems use different user IDs, this
option will only work properly (and should only be used) if the data was (re-)exported from the same
system.

« If the select box is set to "From CSV", there must be a column of the Name "Profile" within the CSV,
containing a value for each entry (user).

* Only last name and email address are mandatory settings to add/import user-account information. If
there are whole columns with without any values within the CSV, these rows have to be DELETED to
prevent existing data from being overwritten by the empty value (unless this is the desired effect).

» The order of the columns is not important for Import CSV to work.

e Note:

You can set the same PIN for all users. After setting up all user accounts, select Manage under the
Users menu. Select Export CSV at the bottom of the table. The MiCollab Client password, PBX
SIP password, Teleworker SIP password and Voicemail PIN will not be exported. However, in the
exported file, you can set the PIN to the same number sequence for all table rows and re-import the
file using Import CSV.

Manually Create New Users
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To manually add a pre-MiCollab Release 7.0 user, click Manage > Create New User. Enter the following
fields and click Save.

o Note:

Imported user data cannot be modified, and users created in this view are not synchronized with any
other applications (Users and Services, PBX, MiCollab Client Service and so on).

WhenMiCollab Client is configured as a stand-alone deployment without MiCollab or an MBG, you
must enter the PBX SIP fields manually.

Users can only self-deploy their MiCollab Clients if you create their services from the MiCollab Users
and Services application or import the users from the MiCollab Client service. If you manually create a
user from the MiCollab Client Deployment > Manually create user new user page, or import new
users via a CSYV file, self-deployment is not available.

Setting Description

Profile Select the deployment profile to use for the

new user account. The deployment profile adds
deployment settings which are necessary to set
up the client software, but are not yet specified by
the user account information. Go to Deployment
Profiles Tabfor more information.

First name The user's first name.
Last name The user's last name. This is a required setting.
Directory Number User name or device number of the PBX user

account that this account uses.

Email address The email address used to send download links
and authentication credentials to a user. This is a
required setting.

PBX SIP Host IP address of the PBX this client uses for SIP.

PBX SIP user name/Device number User name or device number of the PBX user
account that this account uses.
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Setting Description

PBX SIP password Password that allows access to the PBX SIP user
account.
MBG SIP host Displays the FQDN or IP address of the Mitel

Border Gateway (MBG) for this user's MiCollab
Mobile client account. This value is fetched from
the selected Deployment Profile.

MBG-WebRTC SIP host Displays the FQDN of the Mitel Border Gateway
(MBG) for this user's WebRTC client account. This
value is fetched from the selected Deployment
Profile.

MBG SIP user name User name of the MBG user account that this
account uses. It is synched from the MBG or
entered manually.

MBG SIP password Password that allows access to the MBG SIP user
account.

MiCollab Client Service host FQDN of the MiCollab administration server.

MiCollab Client Service user name User name for the MiCollab Client Service.

o Note:

If the MiCollab Client Service user name
changes, a factory reset has to be executed
on the client and the configuration has to be
redeployed with the option Deploy under
Action dropdown list on the page Users >
Manage.

MiCollab Client Service password Password for MiCollab Client Service user
account.
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Setting

Deployment PIN (Generate PIN) (Optional)

MiCollab Client Deployment

Description

You can set a Deployment PIN for users to
increase security for MiCollab Client deployment.
Click Generate PIN to auto-generate a PIN for the
user. The user has to enter this PIN after scanning
the QR code or clicking on the deployment link.

The Deployment PIN must be between 4 and 20
characters long and must contain only numbers.

o Note:

For security reasons, this PIN is not
included in the deployment e-mail. You must
communicate the Deployment PIN to the end
users separately.

0 Note:

You can set the same Deployment PIN for all users. After setting up all user accounts, select Manage
under the Users menu. Select Export CSV at the bottom of the table. The MiCollab Client password,
PBX SIP password, Teleworker SIP password and Voicemail PIN will not be exported. However, in the
exported file, you can set the Deployment PIN to the same number sequence for all table rows and re-
import the file using Import CSV. Ensure you communicate the Deployment PIN to end users.

6 Note:

Directory extension number with #cannot be synced with MiCollab Client Deployment if a remote
MBG connection i used. Replace #with *or use a local MBG connection and Clustered MBGs for
synchronizing the data set with their source data set. For example, use 1¥001, in place of 1#001.
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1.3 Deployment Profiles

1.3.1 Deployment Profiles Tab

The Deployment Profiles tab allows you to view, manage and create Deployment Profiles.

The Deployment Profile defines further options which are not already set within the user accounts of User
And Services, MiCollab Client Service, and MBGs. Additionally, the Deployment Profile will directly link to
one MBG.

o Note:

The deployment profile should use the default connection generated by MiCollab Client Deployment
to the local MBG. A connection to the external MBG is required only when the local MBG and external
MBG do not share their databases.

The page displays the Default Deployment Profile (delivered with this application) and any additional
Deployment Profiles.

Setting Description

Modify Use this option to change the settings made by a
Deployment Profile.

Copy Copies the Deployment Profile to use it as a
template to create a similar profile.

0 Note:

TCP as the SIP transport protocol is not supported by some Android devices. If you are using any

of the devices listed below, set the protocol to TLS. UDP is also possible, but from a functionality
perspective, TLS is preferable. The following phones have been tested and documented, but with new
phones frequently entering the market this list may not be complete: HTC One M7, HTC One Mini
601n, HTC One M8, HTC One M9, HTC One X, SONY XPERIA Z, SONY XPERIA Z2, SONY XPERIA
Z3, SONY XPERIA Z3 Compact, CAT B15Q, YotaPhone 2.
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1.3.2 Managing Deployment Profiles

If you have multiple MBGs, you must configure multiple Deployment Profiles. You may wish to use the
Copy Profile method.

Setting Description

Profile Name Descriptive name.

PBX Type Select the PBX type. This can be either MiVoice
Business, MiVoice 5000, MiVoice MX-ONE, or
MiVoice Office 400.

Call Mode This setting can be Audio or Video. When set to
Audio, the user's outgoing calls use audio. When
set to Video, outgoing calls support both audio and
video. It is recommended that you use the default
setting (Audio). Users have the ability to enable
video from the client.

Softphone Shows if the associated users use softphones
instead of deskphones, for example, use their
clients directly via their mobile phones.

Teleworker Forces the associated clients to connect to the
PBX indirectly, for example, through an MBG.

This setting mandatory in case the device is not
in the campus network (that is, directly connected
through VPN). It is also mandatory for iPhone and
Windows Phone devices (which will switch the
Teleworker Mode On automatically).

0 Note:

If the Call recording option is used along
with the softphone, please ensure that the
teleworker setting is enabled.

1.3.3 Adding or modifying a profile

To manually add a Deployment Profile:
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1. Click Create new profile.
2. Enter the following parameters.

Setting Description

General Settings

Name A descriptive name for the profile.
Use Teleworker Select the Teleworker setting for the user from the drop-
down menu.

» off to disable the Client to register via the MBG.

* on to enable a client to register via the MBG instead
of directly with the PBX. If the Client is deployed
with this setting, the user has the option to manually
change the setting, but this change will not be
overwritten by force configuration updates from
MiCollab Client Deployment.

» on (locked) to enable a client to register via the
MBG instead of directly with the PBX. If the Client
is deployed with this setting, the user has the option
to manually change the setting and this change will
be overwritten by force configuration updates from
MiCollab Client Deployment. This will always reset
the setting to on.

o Note:

If the setting is on or on (locked), then all the
mandatory MBG SIP host options are displayed.
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Setting Description

Use Softphone

Select the Softphone setting for the user from the drop-
down menu.

» off to use deskphone for calls.

» on to bypass the deskphone and have users handle
calls directly on their smartphones. If the Client is
deployed with this setting, the user has the option to
manually change the setting, but this change will not
be overwritten by force configuration updates from
MiCollab Client Deployment.

» on (locked) to bypass the deskphone and have
users handle calls directly on their smartphones. If
the Client is deployed with this setting, the user has
the option to manually change the setting and this
change will be overwritten by force configuration
updates from MiCollab Client Deployment. This will
always reset the setting to on.

MBG

Select the MBG connection to use for synchronizing
user data. To connect MBGs, go to Configuration >
Connections to MBGs.

» The MBG connection is required to collect the
teleworker credentials of each user (from an MBG
into the Client Deployment Unit) in order to provide
that information within the configuration download
when deploying a MiCollab client with softphone.

» Select an MBG that contains the user data relevant
to this Deployment Profile. In an MBG cluster where
all user data is shared (including with the local MBG),
a connection to the local MBG is preferred.

RTP timeout detection

This checkbox is selected by default to ensure that

if MiCollab Client with an active softphone call loses

its audio for more than 5 seconds, the call will be
terminated. By disabling this checkbox, MiCollab Client
will continue with the call even if there is no audio.
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Setting Description

Prefer mobile network over VolP Select this checkbox for the user to prefer mobile
network over VolP. By enabling this feature, MiCollab
Client will attempt to execute VolP calls through mobile
network over Wi-Fi in conditions where both network
connections are available. This can be useful for
environments with inconsistent Wi-Fi connections over
reliable mobile network.

o Note:

Currently, this configuration is available only for
iOS Clients.

Override user e-mail Select this checkbox if the Deployment e-mail address
(see below) should be used as the recipient of all
deployment e-mails.

Deployment e-mail address Enter an e-mail address to be used as the recipient
for the deployment file if a user account does not have
an e-mail address connected to it. This is a mandatory
setting.

Log level Select the log level at which errors should be recorded.
The collected logs are added to the server logs on

the MiCollab where they can be downloaded with
administrator privileges.

Call Mode Select Audio or Video. Audio enables outgoing audio-
only calls.
Office Number Enter the phone number used to route client calls

through the system.

For MiVoice Business, Office Number is matched to the
Hot Desking Access Number. When a client makes a
call to a telephone number shorter than the MiCollab
Client PBX Node Extension length, and they select to
make a 'Native Call', the client will first make a call to
the Office Number, then it will dial the desired number
through the PBX.
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Setting Description

Office number Pause Specifies the number of seconds that should pass
before dialing an extension.

Config download host Specify where the configuration should be downloaded.
Choose between the MiCollab Server FQDN and
Custom. The Custom setting supports the use of an
FQDN that is different from the MiCollab Server FQDN.
The Custom setting should not be used with an IP
address.

MBG SIP host This setting is only available if Use Teleworker is on
or on (locked). The MBG SIP host provides the main
features telephony, chat, presence, and so forth of the
MiCollab Mobile Client.

Specify the interface that should be used on the MBG:

« MBG’s FQDN: The FQDN of the connected MBG that
is used for MiCollab Mobile Client connections

e Custom: Enter an FQDN or IP address

¢ Custom DNS SRV: A DNS-name used for SRV
requests only

It is highly recommended to use an FQDN which only
resolves to the outside WAN even from behind the
company firewall. Custom and Custom DNS SRV
allow you to enter an IP address or domain name,
respectively.
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Setting Description

MBG-WebRTC SIP host This setting specifies the interface that should be used
on the MBG for WebRTC client connections. This field is
set by default to MBG's FQDN.

The custom setting should be used when the
deployment profile is configured with the local MBG
connection and the local MBG / MAS has a different
FQDN other than the external MBG. To allow the Web
Client to connect to the external MBG, the FQDN of the
external MBG needs to be entered into the custom field
in that case.

6 Note:

The WebRTC softphone will not connect if you
enter an |IP address here.

PBX SIP host Choose between Default or Custom DNS SRV. If set to
Default the value returned by the PBX is used. If Custom
DNS SRV is used, a field to specify the host appears.
Please note that the Softphone Setting (see below) SIP
Port is disabled.

0 Note:

If the PBX IP address is changed, a manual sync
for the users in MiCollab Client deployment is
required to enable softphone for the users.

Conference access code Enter the access code for initiating conferences (if
available) on your PBX System.
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Setting Description

Emergency numbers These numbers are exempt from any special routing and
are dialed directly! Certain numbers are pre-configured
but can be modified and more can be added. Multiple
emergency numbers must be separated with commas
and no spaces. Although it is not recommended,
emergency numbers that are not applicable to the user's
region can be deleted if the emergency number (for
example, 119) conflicts with an existing dialing string
(for example, extension 119). Before you delete an
emergency number, you should be certain that the user
will not be traveling to a region that uses it.

Softphone Settings (PBX/ Teleworker)

PBX type Select the PBX. Options are MiVoice Business, MiVoice
5000, MiVoice MX-ONE, and MiVoice Office 400.

SIP transport protocol Select TLS or TCP. TLS is the recommended setting.

0 Note:

TCP as the SIP transport protocol is not supported
by some Android devices. If you are using any

of the devices listed below, set the protocol to
TLS. UDP is also possible, but from a functionality
perspective, TLS is preferable. The following
phones have been tested and documented, but
with new phones frequently entering the market
this list may not be complete: HTC One M7, HTC
One Mini 601n, HTC One M8, HTC One M9, HTC
One X, SONY XPERIA Z, SONY XPERIA Z2,
SONY XPERIA Z3, SONY XPERIA Z3 Compact,
CAT B15Q, YotaPhone 2.
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Setting Description

SRTP mode Secure Real-time Transport Protocol mode (Off,
Mandatory, or Optional). SRTP mode option is visible
only when SIP transport protocol is set as TLS.

The SRTP mode should be set to Mandatory for the
ongoing calls to be encrypted. A padlock icon will be
displayed on the ongoing MiCollab Client call screen.

6 Note:

SRTP mode is supported for audio only.

SIP port Specify the port that should be used for the selected
protocol. This setting is only applicable if the PBX SIP
host is set to Default.

SIP DTMF method Select RFC 2833/RFC 4733 or SIP INFO. RFC 2833/
RFC 4733 is the default.

Default audio codec Select G722, G722.1, G729, Opus, PCMA, or PCMU.

0 Note:

For now, Opus audio codec is only supported in
MiVoice Business and MX-One.

6 Note:

For now, Opus audio codec is only supported in
MiVoice Business and MX-One.

This only sets the initially requested codec. The codec
used will be negotiated according to codecs requested
by other devices.
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MiCollab Client Deployment

Setting Description

Select the maximum video data-transmit rate allowed
when in a call. The default value is 768. Valid values
are: 1536, 1024, 768, 512, 384, 192, 128. If a non-
matching value is set, it will be changed to nearest
supported one e.g. 850 to 768 accordingly.

Max video RX rate (kbits/s)

Select the maximum video-receive rate that the client
will indicate in AS line. The default value is 768. Valid
values are 1536, 1024, 768, 512, 384, 192, 128. If a
non-matching value is set, it will be changed to the
nearest supported one e.g. 850 to 768 accordingly.

DSCP SIP

Specify the Types of Service (ToS) for SIP traffic. Valid
values can be created in compliance with RFC 2474,

DSCP RTP audio

Specify Types of Service (ToS) for RTP traffic. Valid
values can be created in compliance with RFC 2474.

DSCP RTP video

Specify Types of Service (ToS) for RTP Video traffic.
Valid values can be created in compliance with RFC
2474,

Verify TLS-server-certificate

Select the checkbox to validate and verify the TLS
server certificate for the SIP connection.
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Setting Description

TLS-server-certificate CA Select the TLS-server-certificate type to validate the
PBX or MBG identity on the SIP TLS connection.

Types of certificates that are supported on the TLS
connection (PBX or MBG):

* Public CA (Trusted 3rd party certificate): The admin
must apply a trusted certificate on the PBX or MBG.

* Mitel CA (built-in Mitel certificates): These
certificates are shipped along with MiVB and MBG.

» Custom: In case the administrator, who has
implemented their own Certification Authority (CA),
the admin can upload the certificate to the Client
Deployment Service and will be distributed to the
client from there. With this setting, the clients will
validate the MBG identity on the SIP TLS connection
using the certificate provided.

If the Mitel CA certificate is selected, set MBG SIP TLS
certificate option (MiVoice Border Gateway > System
Configuration > Settings) to Mitel.

If the Public CA certificate is selected, set MBG SIP
TLS certificate option to Web server.

0 Note:

MiCollab Client Deployment profile setting for
TLS server certificate validation must match the
above MBG setting. If the setting does not match,
the MiCollab Client softphones will fail to register
as validation will fail. For more information on
MBG configuration settings, see MiVoice Border
Gateway > System Configuration help section.

TLS-server-certificate CA Upload This option is available only if the Custom certificate is
selected in TLS-server-certificate CA.

Browse and select the Custom certificate issued by the
admin.
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Setting Description

Teleworker type If the account belongs to a teleworker, this option must
be set to MBG. The only Teleworker type currently
supported is MBG.

SIP transport protocol Select TLS or TCP. TLS is the recommended setting.

o Note:

TCP as the SIP transport protocol is not supported
by some Android devices. If you are using any

of the devices listed below, set the protocol to
TLS. UDP is also possible, but from a functionality
perspective, TLS is preferable. The following
phones have been tested and documented, but
with new phones frequently entering the market
this list may not be complete: HTC One M7, HTC
One Mini 601n, HTC One M8, HTC One M9, HTC
One X, SONY XPERIA Z, SONY XPERIA Z2,
SONY XPERIA Z3, SONY XPERIA Z3 Compact,
CAT B15Q, YotaPhone 2.

SRTP mode Secure Real-time Transport Protocol mode (Off,
Mandatory, or Optional)

SIP Port Specify the port that should be used for the selected
protocol.
SIP DTMF mode Choose RFC 2833/RFC 4733, or SIP INFO. RFC 2833/

RFC 4733 is used as the default mode.

Default audio codec Select G722, G722.1, G729, Opus, PCMA, or PCMU.

o Note:

For now, Opus audio codec is only supported in
MiVoice Business and MX-One.

This only sets the initially requested codec. The codec
used will be negotiated according to codecs requested
by other devices.
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Setting Description

Max video TX rate (kbits/s) Select the maximum video data-transmit rate allowed
when in a call. Default value is 768. Valid values are:
1536, 1024, 768, 512, 384, 192, 128. If a non-matching
value is set, it will be changed to nearest supported one
e.g. 850 to 768 accordingly.

Max video RX rate (kbits/s) Select the maximum video-receive rate that the client
will indicate in AS line. Default value is 768. Valid values
are 1536, 1024, 768, 512, 384, 192, 128. If a non-
matching value is set, it will be changed to nearest
supported one e.g. 850 to 768 accordingly.

DSCP SIP Specify the Types of Service (ToS) for SIP traffic. Valid
values can be created in compliance with RFC 2474,

DSCP RTP audio Specify Types of Service (ToS) for RTP traffic. Valid
values can be created in compliance with RFC 2474.

DSCP RTP video Specify Types of Service (ToS) for RTP Video traffic.
Valid values can be created in compliance with RFC
2474.

Verify TLS-server-certificate Select the checkbox to validate and verify the TLS

server certificate for the SIP connection.
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Setting Description

Select the TLS-server-certificate type to validate the
MBG identity on the SIP TLS connection.

Types of certificates that are supported on the TLS
connection (MBG):

* Public CA (Trusted 3rd party certificate): The admin

must apply a trusted certificate on the MBG.
* Mitel CA (built-in Mitel certificates): These

certificates are shipped along with MiVB and MBG.

» Custom: In case the admin who has implemented
their own Certification Authority (CA), the admin

can upload the certificate to the Client Deployment

Service and will be distributed to the client from
there. With this setting, the clients will validate the

MBG identity on the SIP TLS connection using the

certificate provided.

If Mitel CA certificate is selected, set MBG SIP TLS

certificate option (MiVoice Border Gateway > System

Configuration > Settings) to Mitel.

If Public CA certificate is selected, set MBG SIP TLS
certificate option to Web server.

0 Note:

MiCollab Client Deployment profile setting for
TLS server certificate validation must match the

above MBG setting. If the setting does not match,

the MiCollab Client softphones will fail to register
as validation will fail. For more information on

MBG configuration settings, see MiVoice Border

Gateway > System Configuration help section.

o Note:

TCP as the SIP transport protocol is not supported by some Android devices. If you are using any

of the devices listed below, set the protocol to TLS. UDP is also possible, but from a functionality

perspective, TLS is preferable. The following phones have been tested and documented, but with

new phones frequently entering the market this list may not be complete: HTC One M7, HTC One
Mini 601n, HTC One M8, HTC One M9, HTC One X, SONY XPERIA Z, SONY XPERIA Z2, SONY
XPERIA Z3, SONY XPERIA Z3 Compact, CAT B15Q, YotaPhone 2.
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Client Deployment

3. Click Validate configuration and save (recommended) to run the diagnostic tests and save the profile
settings.

or Click Save to save the profile settings only.

Configuration Tab

1 Configuration Overview

The Configuration tab allows you to perform the following tasks:

» Define Deployment Configuration

* Purchase and Install Web Server Certificate
* Add or Modify Connections to MBG

* Customize Deployment Email

2 Define Deployment Configurations

The MiCollab server can be deployed in a variety of ways, depending on which services and applications
you wish to provide, where your users are located, and whether you are using a physical or virtual system.

6 Note:

User configuration data can be downloaded three times, before it expires. Deployment data is deleted
after six weeks.

MiCollab is deployed with MiCollab Client Deployment, however, the following basic configuration
scenarios are recommended:

* MiCollab in LAN Mode Clustered with MBG(s) in the DMZ
*  MiCollab in LAN Mode Clustered with MBG(s) on the Network Edge
» MiCollab with MBG on the Network Edge (Server Gateway Mode)

6 Note:

A trusted third party SSL certificate is required for MiCollab Client Deployment. Install the certificate on
the MBG in the DMZ and on the MiCollab on the LAN.

Use these scenarios to obtain an overview of the conditions and settings that you need to employ.
For detailed instructions, refer to the documents provided with MiCollab, MBG, and MiCollab Client
Deployment. For other deployment configuration examples, see theMiCollab Engineering Guidelines.
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e Note:

The MBG Web Proxy is not supported directly on a MiCollab server in either LAN mode or Network
Edge mode.

6 Note:

For sites using Integrated Directory Services, users may need to manually enter their Active Directory
credentials on their phone after deployment.

1.4.2.1 MiCollab in LAN Mode Clustered with MBG(s) in
the DMZ

This solution consists of MiCollab on the corporate LAN and one or more MBGs providing Teleworker

and Web Proxy services in the DMZ. The Teleworker service is employed on both the MiCollab and MBG
systems while the Web Proxy Service is provided only by the MBGs. The Teleworker service in MiCollab is
only used to remotely manage the Teleworker phones that are configured on the MBGs.

To support this configuration, install the MiCollab server with the MBG application in the LAN and install
one or more standalone MBG servers in the DMZ. Then create a cluster that ties the MBGs together.

Conditions

» The MiCollab server on the LAN must be configured in "Server-only on LAN" mode and the MBG(s)
in the DMZ must be configured in "Server-only on DMZ" mode. (Note that MBG clustering is only
supported for MiCollab systems that are configured in "Server-only on LAN" mode.)

 The MBGs in the DMZ must be routable to the MiCollab server on the LAN.

» All MBGs must have the same software version. This ensures support for the full range of MBG features
and services.

*  The MBG on MiCollab and the MBG(s) in the DMZ must be added to a cluster. Clustering provides the
following benefits:

» Allows data (including Teleworker services) to be managed from the MiCollab application.

+ Enables licence pooling. Note that, although licences are pooled, it is recommended that you
purchase all Teleworker service licenses for the MBG(s) located in the DMZ in order to avoid
licensing issues.

»  The MiCollab and MBG nodes must reside in separate logical zones. Use the default zone for the node
located on the LAN (which you may rename) and create a new zone for the nodes located in the DMZ.

MiCollab in LAN Mode Clustered with MBGs in the DMZ
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IP Phone

IP Phone

Key Settings

PBX
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Internet
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' MBG Cluster

MiCollab/ M BG

The following table lists the key settings required to successfully program the systems (MiCollab, MBGs,
firewall) in conjunction MiCollab Client Deployment. For a complete programming instructions, refer to the

appropriate product documentation.

Feature System Configuration

MiCollab

Installing
the
Systems

Install MiCollab on the LAN:

1. Install and configure the MSL operating system software, configuring only
the "Local" (internal) adapter.

2. Enter the ARID and install the application software.
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Feature System Configuration

MBGs Install MBG(s) in the DMZ:

1. Install and configure the MSL operating system software, configuring only
the "Local" (internal) adapter.

2. Enter the ARID.
3. Configure the network profile:

a. Under Applications, select MiVoice Border Gateway.
b. Select System Configuration > Network Profiles.
c. Select Server-only on network DMZ.
d. Click Apply.
4. Configure the SIP options:

a. Under System Configuration, select Settings.

b. For SIP support the recommended setting is TLS. To support SIP
resiliency, select TLS or TCP. Configure matching values in the
MiCollab Mobile Client deployment profiles (below).

c. For Allowed URI names, enter the addresses that MBG should accept
in SIP requests, in addition to its own. For example, if DNS is being
used to resolve the MiCollab server on the LAN, enter its server name
in FQDN format (mycompany.com). Configure matching values in the
MiCollab Mobile Client deployment profiles (below).

5. Configure the LAN server web proxy:

a. Under Applications, select Remote proxy services.
b. Select Add new LAN server proxy.
c. Enter the WAN-side FQDN of MiCollab Client Deployment.

d. Select MiCollab as the server type and Deployment Unit as the user
interface.

e. Enable the new server and click Save.

0 Note:

To share MBG configuration data (but not IP addresses or network
profiles) amongst the systems, create a cluster. See below for
instructions.
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Feature System Configuration

Configuring | Firewall
the Firewall 1. Program firewall rules to allow the Client Deployment Service — which
resides on your MiCollab Server — to reach the Redirect Servers
(mcdepl01.easydeploy.net and mcdepl02.easydeploy.net) on port 443/
tcp. This is required to send data to the Redirect Servers which help the
clients to find the respective MiCollab server and which will also send the
deployment emails to the end user’s email address.

2. If you are using MBG Teleworker service in the DMZ, consult the MiCollab
Engineering Guidelines for a description of the port usage and firewall
settings.

Clustering | MiCollab Create a cluster:
the MBGs | and

MBGs ]
1. Access the MiCollab MBG and create a new cluster:

a. Designate the MiCollab MBG as a master by clicking Create a cluster.

b. Enter the IP address of the server you have selected to be the slave as
the IP Address of peer node.

c. Click Save.
2. Access the slave MBG and add it to the cluster:

a. Designate the MBG as a slave by clicking Join.

b. Enter the IP address of the master server as the IP Address of peer
node.

c. Click Save.
3. Synchronize the master/slave databases.
4. Set the weight of both the master and slave to 100.

5. If there are any other MBGs in the DMZ, add them as slaves and adjust
their weight value to 100.

Subdivide the cluster into two logical zones:

1. Access the MiCollab MBG and add a new cluster zone called "DMZ".
Rename the "Default" zone as "LAN" zone, add the current node to it, and
set "DMZ" as the backup zone. (You can use other names if you wish.)

2. Access the MBGs in the DMZ, add them to the "DMZ" zone, and set the
"LAN" as the backup zone.

3. Direct LAN-based devices to the a "LAN" zone and Internet-based devices
to the "DMZ" zone.
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Configuration

Release 9

Configuring
MiCollab
Client
Deployment
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MiCollab

Connect to the MBG(s):

1. Access MiCollab Client Deployment and create a connection to an
MBG in the DMZ. First enter configuration details and then generate an
authentication request.

2. Access the MBG in the DMZ, open Web Services, approve the
authentication request and copy the verifier.

3. Access MiCollab Client Deployment and paste the verifier into the newly
created MBG connection. The connection is validated with a token.

4. If there are any other MBGs in the DMZ, connect to them to the MiCollab
Client Deployment as described above.

Create deployment profiles for the MBG(s):

1. Access the MiCollab Client Deployment and either modify the default
profile (which is currently associated with the local MBG) or add a new
profile.

2. Configure the profile, ensuring that the following settings are correct:

» Use Teleworker- Select to enable Teleworker clients to register via the
MBG instead of directly to the PBX.

*  MBG- Select the MBG connection in the DMZ that this profile will
employ.

» Config download host- Specify where clients can download the
configuration. To have clients connect using DNS, select MiCollab
Server FQDN or Custom. In most cases, you will need to set this to
Custom and enter the FQDN of the MBG configured in external DNS.
If multiple MBGs are providing SIP device resiliency, a single FQDN
can be used to resolve to them. For example, use mycompany.com to
resolve to mbg1.mycompany.com and mbg2.mycompany.com.

* MBG SIP host- Specify on which interface that Teleworker clients
must use to register via the MBG.To have clients connect using DNS,
select MBG’s FQDN or Custom DNS SRV and enter the FQDN of the
MBG configured in external DNS. If multiple MBGs are providing SIP
device resiliency, a single FQDN can be used to resolve to them. For
example, use mycompany.com to resolve to mbg1.mycompany.com
and mbg2.mycompany.com.

o Note:

If DNS is used to resolve a single FQDN to multiple hosts, you
must enter this FQDN in the Allowed URI names field in the MBG
configuration settings.

« SIP transport protocol-Recommended setting is TLS. To support SIP
resiliency, select TLS or TCP. This setting must match the SIP support
setting on the MBG.

MiCollab

Client Deploym

3. [f there are any other MBGs in the DMZ, create deployment profiles for ﬂ
them.
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Feature Configuration

Add Web MBGs You are required to purchase a Third-Party SSL Certificate and install it on
Server and the MBG(s) in the DMZ and the MiCollab on the LAN. SeeMiCollab in LAN
Certificate | MiCollab Mode with MBGs in DMZ on page 48.

1.4.2.2 MiCollab in LAN Mode Clustered with MBG(s) on
the Network Edge

This solution consists of MiCollab on the corporate LAN and one or more MBGs providing Teleworker
and Web Proxy services on the network edge. The Teleworker service is employed on both the MiCollab
and MBG systems while the Web Proxy Service is provided only by the MBGs. The Teleworker service in
MiCollab is only used to remotely manage the Teleworker phones that are configured on the MBGs.

To support this configuration, install the MiCollab server with the MBG application in the LAN and install
one or more standalone MBG servers on the network edge. Then create a cluster that ties the MBGs
together.

Conditions

»  The MiCollab server on the LAN must be configured in "Server-only on LAN" mode and the MBG(s)
on the network edge must be configured in "Server-only on network edge" mode. (Note that MBG
clustering is only supported for MiCollab systems that are configured in "Server-only on LAN" mode.)

* The MBGs on the network edge must be routable to the MiCollab server on the LAN.

» All MBGs must have the same software version. This ensures support for the full range of MBG features
and services.

*  The MBG on MiCollab and the MBG(s) on the network edge must be added to a cluster. Clustering
provides the following benefits:

» Allows data (including Teleworker services) to be managed from the MiCollab application.

» Enabiles licence pooling. Note that, although licences are pooled, it is recommended that you
purchase all Teleworker service licenses for the MBG(s) located in the DMZ in order to avoid
licensing issues.

* The MiCollab and MBG nodes must reside in separate logical zones. Use the default zone for the
node located on the LAN (which you may rename) and create a new zone for the nodes located on the
network edge.

MiCollab in LAN Mode Clustered with MBG on Network Edge

Release 9.7 SP1

MiCollab Client Deployment




MiCollab Client Deployment

Web Server

k-

B

Mail Server

DMZ

C'F_“E Drata trafiic

Firewall

Key Settings

WiCollab f MBG ! Deploy-U

Internet

M BG Cluster

KiC ollab / MBG

LAN mode) (Metwork Edge mode) :

42
£

Teleworker
Phones

The following table lists the key settings required to successfully program the systems (MiCollab, MBGs,
firewall) in conjunction with MiCollab Client Deployment. For a complete programming instructions, refer to
the appropriate product documentation.

Configuration

Systems

Installing the

MiCollab

Install MiCollab on the network edge:

1. Install and configure the MSL operating system software,
configuring only the "Local" (internal) adapter.

2. Enter the ARID and install the application software.
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Feature

MBGs

Configuration

Install MBG(s) on the network edge:

1. Install and configure the MSL operating system software,
configuring the "Local" (internal) and "WAN" (external) adapters.

2. Enter the ARID.
3. Configure the network profile:

a. Under Applications, select MiVoice Border Gateway.
b. Select System Configuration > Network Profiles.
c. Select Server-gateway on network edge.
d. Click Apply.
4. Configure the SIP options:

a. Under System Configuration, select Settings.

b. For SIP support the recommended setting is TLS. To support
SIP resiliency, select TLS or TCP. Configure matching values
in the MiCollab Mobile Client deployment profiles (below).

c. For Allowed URI names, enter the addresses that MBG
should accept in SIP requests, in addition to its own. For
example, if DNS is being used to resolve the MiCollab
server on the LAN, enter its server name in FQDN format
(mycompany.com). Configure matching values in the
MiCollab Mobile Client deployment profiles (below).

5. Configure the LAN server web proxy:

a. Under Applications, select Remote proxy services.

b. Select Add new LAN server proxy.

c. Enter the WAN-side FQDN of the MiCollab Client
Deployment.

d. Select MiCollab as the server type and Deployment Unit as
the user interface.

e. Enable the new server and clickSave.

6. Enable MiCollab Client connector:

a. Under Service configuration, select Application
integration.

b. Under Mobile Client, select Mobile Client connector
enabled and enter the Mobile Client hostname or server IP
address.

o Note:

To share MBG configuration data (but not IP addresses or
network profiles) within the systems, create a cluster. See

below for instructions.
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Configuration

Configuring the
Firewall

Firewall

If you are using MBG Teleworker service on the network edge,
consult the MiCollab Engineering Guidelines for a description of the
port usage and firewall settings.

Clustering the
MBGs

MiCollab and
MBGs

Configuring
MiCollab Client
Deployment

MiCollab

Create a cluster:

1. Access the MiCollab MBG and create a new cluster:

a. Designate the MiCollab MBG as a master by clicking Create
a cluster.

b. Enter the IP address of the server you have selected to be
the slave as the IP Address of peer node.

c. Click Save.
2. Access the slave MBG and add it to the cluster:

a. Designate the MBG as a slave by clicking Join.

b. Enter the IP address of the master server as the IP Address
of peer node.

c. Click Save.
3. Synchronize the master/slave databases.
4. Set the weight of both the master and slave to 100.

5. If there are any other MBGs on the network edge, add them as
slaves and adjust their weight value to 100.

Subdivide the cluster into two logical zones:

1. Access the MiCollab MBG and add a new cluster zone called
"Edge". Rename the "Default" zone as "LAN" zone, add the
current node to it, and set "Edge" as the backup zone.(You can
use other names if you wish.)

2. Access the MBGs on the Edge, add them to the "Edge" zone,
and set the "LAN" as the backup zone.

3. Direct LAN-based devices to the a "LAN" zone and Internet-
based devices to the "Edge" zone.

Add Web
Server
Certificate

MBGs and
MiCollab

You are required to purchase a Third-Party SSL Certificate and
install it on the MBG(s) on the network edge and the MiCollab on
the LAN. SeeMiCollab Server in LAN Mode on page 62.
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1.4.2.3 MiCollab Server with MBG on the Network Edge
(Server Gateway Mode)

Network Edge (Server-Gateway) mode can be used to deploy any of the MiCollab applications. In this
configuration, MiCollab must have direct Internet access, which is required by the MBG Teleworker and
MiCollab Client applications.

Conditions

» The MiCollab server requires two Ethernet adaptors. One adapter is configured as "Local" for
connection to the LAN, and the other is configured as "WAN" for connection to the Internet. The WAN
network adapter requires a publicly routable IP address that is accessible to both the Internet and the
LAN (in other words, the server should not reside behind a NAT device).

* Preferably, MiCollab should be used in conjunction with the corporate firewall. The MiCollab system
acts as a firewall/gateway for MiCollab applications while the corporate firewall controls data traffic
for the enterprise. If your voice/telephony network and your data network are separate, connect the
MiCollab's local network adapter to the voice/telephony network in order to support the MiCollab's
telephony applications.

» Network Edge (Server-Gateway) mode involves a number of security considerations:

» Most application traffic is encrypted, because the system supports Secure Real-time Transport
Protocol (SRTP) for SIP traffic on both the ICP side as well as the set side of the network edge.
However, calls between SIP endpoints and some older Mitel MiINET devices may be unencrypted
because the MIiNET devices only support RTP. This issue does not arise when newer Mitel MINET
devices are in use.

*  When using Teleworker in conjunction with LAN-facing applications, you must ensure that they
review the configuration in relation to your corporate security policy. You may choose to deploy
Teleworker on a separate server in a DMZ.

MiCollab with MBG on Network Edge (Server Gateway) with Corporate Firewall
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Key Settings

The following table lists the key settings required to successfully program the systems (MiCollab, MBGs,
firewall) in conjunction with MiCollab Client Deployment. For a complete programming instructions, refer to
the appropriate product documentation.

Configuration

Installing the Systems MiCollab / MBG Install MiCollab on the network
edge (server-gateway):
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Feature Configuration

1. Install and configure the
MSL operating system
software, configuring the
"Local" (internal) and
"WAN" (external) adapters.
Program firewall rules to
send deployment tokens
and configuration download
URLs to the Mitel redirect
deployment servers (default
port 443).

2. Enter the ARID and install the
application software.

3. Configure the network profile:

a. Under Applications,
select MiVoice Border
Gateway.

b. Select System
Configuration > Network
Profiles.

c. Select Server-gateway
on network edge.

d. Click Apply.
4. Configure the SIP options:

a. Under System
Configuration, select
Settings.

b. For SIP support, the
recommended setting
isTLS. To support SIP
resiliency, select TCP or
TLS. To support iPhones
you MUST set to TCP.
Most Android devices
require TLS. Configure
matching values in the
MiCollab Mobile Client
deployment profiles
(below).

c. ForAllowed URI names,
enter the addresses that
MBG should accept in
SIP requests, in addition
to its own. For example,
if DNS is being used to
resolve the MiCollab
server on the LAN, enter
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Feature Configuration

its server name in FQDN
format (mycompany.com).
Configure matching values
in the MiCollab Mobile
Client deployment profile
(below).

5. Configure the LAN server
web proxy:

a. UnderApplications,
selectRemote proxy
services.

b. SelectAdd new LAN
server proxy.

c. Enter theWAN-side
FQDNof MiCollab Client
Deployment.

d. SelectMiCollabas
the server type
andDeployment Unitas
the user interface.

e. Enable the new server
and clickSave.

6. Enable MiCollab Client
connector:

a. UnderService
configuration,
selectApplication
integration.

b. UnderMobile Client,
selectMobile Client
connector enabledand
enter the Mobile Client
hostname or server IP
address.

Configuring the Firewall Firewall If you are using MBG Teleworker
service in the DMZ, consult

the MiCollab Engineering
Guidelines for a description

of the port usage and firewall
settings. Since these settings
are provided automatically

and cannot be changed, the
information is provided for
reference only.
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Feature Configuration

Configuring MiCollab Client MiCollab Create a deployment profile for
Deployment the MBG:

1. Access MiCollab Client
Deployment and modify
the default profile (which is
currently associated with the
local MBG).

2. Configure the profile,
ensuring that the following
settings are correct:

* Use Teleworker- Select to
enable Teleworker clients to
register via the MBG instead
of directly to the PBX.

 MBG- Select the local MBG
connection.

+ Config download host-
Specify where clients can
download the configuration.
To have clients connect using
DNS, select MiCollab Server
FQDN or Custom. In most
cases, you will need to set
this to Custom and enter the
FQDN of the MBG configured
in external DNS. If multiple
MBGs are providing SIP
device resiliency, a single
FQDN can be used to resolve
to them. For example, use
mycompany.com to resolve to
mbg1.mycompany.com and
mbg2.mycompany.com.

*  MBG SIP host- Specify

on which interface that
Teleworker clients must use
to register via the MBG. To
have clients connect using
DNS, select MBG’s FQDN
or Custom DNS SRV and
enter the FQDN of the MBG
configured in external DNS.

» SIP transport protocol -
Recommended setting
is TLS. To support SIP
resiliency, select TLS or TCP.
This setting must match the
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Feature Configuration

SIP support setting on the
MBG.

Assign deployment profiles to
users:

1. Access MiCollab Client
Deployment and either
modify an existing user or
add a new user.

2. Select the deployment profile
that this user account will
employ.

o Note:

Itis also possible to assign
deployment profiles using
templates in the Users
and Services application.
For conditions and
configuration instructions,
refer to the MiCollab
documentation.

Add Web Server Certificate MiCollab / MBG You are required to purchase a
Third-Party SSL Certificate and
install it on the MiCollab server.
SeeMiCollab Server in Network
Edge Mode on page 56.

1.4.3 Purchase and Install Web Server Certificate

1.4.3.1 About SSL Web Certificates

Secure Sockets Layer (SSL) is an encryption technology that creates a secure connection between a web
server and a client's web browser. Information that is transmitted must be encrypted to prevent security
issues such as eavesdropping or data tampering. An SSL web certificate is purchased from a Certificate
Authority and installed on the web server to enable encryption.

The SSL web certificate authenticates the identity of a web site and encrypts information passed between
the web server and the web client using Secure Sockets Layer (SSL) technology. The use of an SSL web
certificate on a website is usually indicated by a padlock icon in web browsers, but it can also be indicated
by a green address bar. After an SSL web certificate is installed on a website, users can be sure that the
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information that they enter such as contact or credit card information, is secured and only seen by the
organization that owns the website.

SSL encryption is required between the MiCollab servers and MiCollab for Mobile phone users because
sensitive user information and configuration data is transmitted during the deployment of the clients. The
SSL web certificate ensures that the MiCollab for Mobile clients establish secure connections during
deployment.

To support the MiCollab Client deployment, you must purchase a signed SSL web certificate from a
third-party Certificate Authority (CA) such as Entrust or GoDaddy. This involves generating a certificate
signing request (CSR) on the MiCollab or MBG server and submitting it to the CA. The CA will then return
a package containing your web server certificate, plus any intermediate certificates that are required to
maintain the certificate key chain. You then import the certificate and any required intermediate certificates
onto the MiCollab and MBG servers. The third-party SSL web certificate allows MiCollab for Mobile Client
users to establish connections and receive their deployment configurations.

e Note:

Information about different certificate chains must be obtained from the issuer. You must read and
understand the certificate installation instructions from your certificate vendor. Normally they should be
e-mailed to you whenever you receive the signed certificate from them.

Using Third-Party SSL Web Certificates
You can import third-party SSL web certificates in either PEM or PKCS#12 format:

» PEM certificates typically have extensions such as .pem, .crt, .cer, and .key. They are Base64 encoded
ASCII files and contain "-----BEGIN CERTIFICATE-----" and "-----END CERTIFICATE-----" statements.
Server certificates, intermediate certificates, and private keys can all be put into the PEM format.
Apache and similar servers use PEM format certificates. Several PEM certificates, including the private
key, can be included in a single file, one below the other, but most platforms, such as Apache, expect
the certificates and private key to be in separate files.

+ PKCS#12 or PFX format is a binary format for storing the server certificate, any intermediate
certificates, and the private key in one encryptable file. PFX files usually have extensions such as .pfx
and .p12. PFX files are typically used on Windows machines to import and export certificates and
private keys.

The MSL operating system supports the SHA-2 cryptographic hash function, along with variants such as
SHA-256.

About TLS

MiCollab and MBG might require multiple hostnames, especially if the services are running on multiple
servers. For most deployment scenariosa certificate that is valid for multiple names is required. One SSL
key plus the certificate must be used on multiple MSL servers (for example, MBG and MiCollab).

In most of the deployments, the MBG must host multiple domain names, so it is mandatory to have a
certificate which includes all the required DNS names.
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SSL Web Certificate Options

The following options are recommended:

Wildcard Certificate Extended Attributes

This is probably the easiest way, especially Use of the x509 v3 Extended attributes (as
if there is already a certificate available, e.g described below).

*.example.com.
Multiple DNS names can be included in the
Advantage: Other hosts and nodes can be added | certificate request. Many CAs allow up to 15

later without reissuing the certificate. names.
Disadvantage: Slightly more expensive than a Advantage: Sometimes a second name makes
single certificate. only a little or no price difference.

Disadvantage: Adding another DNS name
requires reissuing the certificate.
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1.4.3.2 Certificate Examples

Certificate

Description

Root Certificate Example

Below is and example of a root certificate. A root
certificate can be identified as a root certificate if “issued
to:” and “issued by:” contain the same name. Installing this
certificate on the server is typically notrequired. The root
certificate is normally pre-installed in the operating system
of the phone or the web browser.

cortincate |

General | petais | Certification Path |

ﬂ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer -
* Proves your identity to a remote computer

» Ensures software came from software publisher

» Protects software from alteration after publication

* Protects e-mai messages

» Allows data to be signed with the current time Ll

Issued to: Go Daddy Root Certificate Authority - G2

Issued by: Go Daddy Root Certificate Authority - G2

Valid from 01. 09. 2009 to 01. 01. 2038
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Certificate Description

Secure Intermediate Certificate Example | This is the "not pre-installed certificate" issued to “Go
Daddy Secure Certificate Authority - G2”. You must install
this file as an Intermediate CA.

o Note:

You might need more than one Intermediate CA if
the Intermediate CA was not signed by a root CA
known by the phone or by the web browser.

In the following example the “Issued by:” does point to
the Root CA, and no second intermediate CA is needed.
If the “Go Daddy Secure Certificate Authority - G2” root
CA from 2009 is unknown to the phone (because it is
relatively new), another (alternative) certificate chain can
be installed.

B

General | petais | Certification Path |

g Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer a
* Proves your identity to a remote computer

* Ensures software came from software publisher

» Protects software from alteration after publication

» Protects e-mail messages

» Allows data to be signed with the current time LI

*Refer to the certification authority's statement for details.

Issued to: Go Daddy Secure Certificate Authority - G2

Issued by: Go Daddy Root Certificate Authority - G2

Valid from 03. 05. 2011 to 03. 05. 2031

Learn more about certificates
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Certificate Description

Alternative Certificate Example This Alternative Certificate contains the “Go Daddy Secure
Certificate Authority - G2”, plus another intermediate
certificate “Go Daddy Root Certificate Authority - G2”. In
this case, the “Go Daddy Root Certificate Authority - G2”
is not a root certificate, because it is issued by a different
root CA: “Go Daddy Class 2 Certification Authority”.

x

General | Details | Certification Path |

g Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer

» Proves your identity to a remote computer

* Protects e-mail messages

* Ensures software came from software publisher

* Protects software from alteration after publication
« All issuance policies

* Refer to the certification authority's statement for details.

Issued to: Go Daddy Root Certificate Authority - G2

Issued by: Go Daddy Class 2 Certification Authority

valid from 01. 01. 2014 to 30. 05. 2031

Instal Certiﬁcate...l

Learn more about certificates
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Description

The "Go Daddy Class 2 Certification Authority” is much
older and it is more likely to be installed in all web
browsers and phones. Downloading the root CA certificate
(not required) will show its validly (from 2004, as shown in
the example below:

x

General | petails | Certfication Path |

g Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer

* Proves your identity to a remote computer

» Protects e-mail messages

* Ensures software came from software publisher

* Protects software from alteration after publication
» All issuance policies

Issued to: Go Daddy Class 2 Certification Authority

Issued by: Go Daddy Class 2 Certification Authority

Valid from 29. 06. 2004 to 29. 06. 2034

|LnstalCertiﬁcate...| Issuer Statement |

_ x|

1.4.3.3 Certificate Installation
1.4.3.3.1 MiCollab in LAN Mode with MBGs in DMZ

This topic describes the installation of the SSL web server certificate on a MiCollab server clustered with

MiVoice Border Gateways in the DMZ.

Certificate Installation Overview
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1. Generate the certificate signing request (CSR) on an MBG node in the DMZ. Ensure that you include
“Subject Alternate Names” for each additional server (MiCollab and MBGs) in the DMZ that will use the
certificate.

2. Submit the CSR to the Certificate Authority, complete the online registration forms and purchase your
web server certificate and intermediate certificates.

3. Install the SSL web server certificate and intermediate certificates on the MBG server from which you
generated the CSR.

4. Download the certificates and private key from the MBG server.
. Upload the certificates and private key onto the MiCollab server and the other MBG servers in the DMZ.
6. Restart the MiCollab and MBG servers.
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Generate a Certificate Signing Request (CSR) on MBG Cluster Manager Server

You need a certificate signing request (CSR) in order to purchase an SSL certificate from a third-party
Certificate Authority (CA). To generate a CSR:

1. Log into an MBG server in the DMZ.
2. Under Security, click Web Server.
3. Click the Web Server Certificate tab.
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4. Select Generate a new Certificate Signing Request (CSR), and then click Perform.

5. Enter the information required to generate a certificate signing request (CSR). If you have previously
generated a CSR, the previously entered values are displayed.

e Note:

When completing the fields, use first capital letters only (for example Ontario, not ONTARIO).

Field Name Description

Country Name (two letter code) Enter the two-letter International Organization for
Standardization- (ISO-) format country codefor
the country in which your organization is legally
registered. Examples are, CA for Canada and
US for United States.

State or Province Name Enter the full name of state or province where
your organization is located. Do not abbreviate.
The first letter of the name entered must be a
capital with remaining letters lower case. For
example, you would enter "Ontario" for Mitel
Corporation.

Locality Name The Locality Name is the city, town, route used
in the mail address of the organization that is
submitting the CSR. Enter the full name of the
city in which your organization is located. Do not
abbreviate.

Organization Name The Organization Name is the name used in

the mail address of the organization / business
submitting the CSR. Enter the name under
which your organization / business is legally
registered. The listed organization must be the
legal registrant of the domain name in the trusted
certificate request. If you are enrolling as an
individual, please enter the certificate requestor's
name in the Organization field, and the DBA
(doing business as) name in the Organizational
Unit field.
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Field Name Description

Organizational Unit Name Enter the organization unit or department
name. Use this field to differentiate between
divisions within an organization. For example,
"Engineering" or "Human Resources." If
applicable, you may enter the DBA (doing
business as) name in this field.

Common Name The default value presented in this field is the
FQDN of the server including the domain name
(for example, mbg.example.com).

The common name is the fully-qualified domain
name (FQDN) to which you plan to apply your
certificate. A web browser checks this field. It is
required.

In addition to entering a FQDN, you can also
enter a domain name with a wild card character
(e.g. *.example.com) in order to generate a wild
card certificate request.

6. Check to ensure that you have entered all the required information correctly before you generate the
CSR. If you need to make changes, regenerate the file. Do NOT modify the text of the generated file in
a text editor such as Notepad.

7. Click Generate Certificate Signing Request. The system generates a CSR file.
8. Copy the text of the CSR file.

Submit the CSR to the Certificate Authority and Purchase the SSL Certificate

1. Access the web site of a Certificate Authority and purchase a certificate for multiple domains or a
wildcard domain. You will be prompted to do the following:
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0 Note:

Each Certificate Authority has unique requirements. Accordingly, you may not be prompted for all of
the steps listed below, and some of the field names may vary.

a. Select the number of domains you wish to protect:

. Single domain: Select this option if your implementation has one MSL server on a single domain
(for example, www.domain.com and domain.com).

ii. Multi-domain: Select this option if your implementation has multiple MSL servers on a specific
number of domains (for example, www.domain.com and domain.com, plus three sub-domains).

iii. Multi-domain and wildcard: Select this option if your implementation has multiple MSL servers
with a large number of sub-domains (for example, www.domain.com and domain.com, plus an
unlimited number of sub-domains).

b. Enter your account and contact details in the CA web form:

* Login Name and Password.

* Name, Email Address, and Telephone Number.
* Organization Name and Address.

+ Domain Name.

0 Note:

Some CAs may prompt you to enter the Subject Alternate Names (SANs) or wildcard domain
in this step. For more information on these entries, see below.

*  Web Server Software.
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0 Note:

Select Apache. Other options are not supported on the MSL platform.

* Hashing Algorithm.
c. Paste the text of the CSR file into the CA web form.

d. If you have purchased a certificate for multiple domains or a wildcard domain, enter the following in
the CA web form:

» Subject Alternate Name (SAN): Enter the domain name for each service (or "virtual host") in
the LAN that you want to include in this certificate. For example, if your deployment includes a
number of MSL application servers on the LAN, you would enter the FQDN of each server such
as micollab.mitel.com, mivb.mitel.com, and micollabclient.mitel.com. If these addresses are not
configured correctly, remote client access to the LAN-based services will be denied.Note: You
can also enter an IP address as a SAN if your users are accessing an MSL application server
from the internal network rather than through the MBG / Web Proxy. Typically, you would do this
for testing purposes or to enable direct access from the LAN.

»  Wildcard: To consolidate your domain and unlimited sub-domains into a single SSL certificate,
enter a wildcard domain name. For example, if your deployment includes numerous MSL
application servers on the LAN (eg. MiCollab, MiVoice Business, MiCollab Client, MiCollab
Unified Messaging, generic MSL, and Oria), you can include them all by entering an FQDN such
as *.mitel.com.

2. Complete the purchase transaction. The Certificate Authority will do the following:

» Send you the certificate files. These include your SSL server certificate and, if required, intermediate
certificates. An intermediate certificate is a subordinate certificate issued to establish a certificate
chain that begins at the CA's trusted root certificate, carries through the intermediate and ends with
your own SSL server certificate. Some CAs provide a single intermediate certificate while others
provide multiple intermediate certificates. There should be no need to open and inspect the files,
provided that they are in the correct format and that the intermediate certificates have been bundled
into a single file by the CA. Consult the documentation provided by your Certificate Authority for
instructions to obtain, unzip and identify exactly which files you need to use.
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o Note:

» If your CA requires you to open a number of intermediate certificates and assemble
them into a single bundled file, perform this task with a text editor that employs Unix line
formatting. Do not use an editor that employs Windows line formatting such as Notepad.

» The intermediate certificate is required for MiCollab Mobile Client deployments; without
it, client connections will fail and users will be unable to download their deployment
configurations.

» Contact the administrator for the domain used in a CSR. The administrator is identified using
information supplied when your organization originally registered its internet FQDN.

3. Upload the certificate files to a location that is accessible to the MSL server.

Install the SSL Certificate Files on the MBG Server

Use the following procedure to install the certificate files that you received from the Certificate Authority
onto the MSL server that generated the CSR.

To install the SSL certificate files on the MSL server:

1. Log into the server manager of the system that was used to generate the CSR.
2. Under Security, click Web Server.

3. Click the Web Server Certificate tab.

4. Select Upload and install a web server certificate, and then click Perform.
5. Select the SSL certificate:

» Beside the SSL Certificate field, click Browse.
» Navigate to the SSL certificate, select it and click Open.
6. If you also received an Intermediate SSL certificate, select it as well:

+ Beside the Intermediate SSL Certificate field, click Browse.
* Navigate to the Intermediate SSL certificate, select it and click Open.

0 Note:

* In some cases, the CA will provide multiple intermediate certificates. Consult the CA's
documentation to determine which of these certificates you should use and, if necessary, how to
assemble them into a single bundled file.

« The intermediate certificate is required for MiCollab Mobile Client deployments; without it, client
connections will fail and users will be unable to download their deployment configurations.

7. Click Install WebServer Certificate.
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8. Restart the server to ensure all components and services that require the certificate are informed of the
certificate's presence.

Download the Certificate and Private Key from the MBG Server

. Log into the MBG server

. Under Security, click Web Server.

. Click the Web Server Certificate tab.

. Select Download the current web server certificate, and then click Perform.

. Click Save, navigate to the location you wish to store the file, and then click Save. The downloaded file
is in ZIP format. It includes the web server certificate, intermediate certificates (if installed), and private
key file.

6. Unzip the files and upload them to a location that is accessible to the other MSL servers in your
network.

a b WODN -

o Note:

Exercise caution when transferring your certificate files and private key to the other system. If
your private key is stolen, it can be used to establish fraudulent connections to your applications.
For optimum security, delete the files from any media they are stored on as soon as you have
completed the upload process.

Upload the certificates and private key onto the MiCollab and other MBG servers in the DMZ

. Log into each of the server managers.

. Under Security, click Web Server.

. Click the Web Server Certificate tab.

. Select Upload and install a web server certificate, and then click Perform.
. Select the SSL certificate:

aA b WODN =

» Beside the SSL Certificate field, click Browse.
* Navigate to the SSL certificate, select it and click Open.
6. If you also received an Intermediate SSL certificate, select it as well:

* Beside the Intermediate SSL Certificate field, click Browse.
» Navigate to the Intermediate SSL certificate, select it and click Open.
7. Import the private key pair created on the other MSL server:

» Beside the SSL Private Key field, click Browse.
» Navigate to the SSL Private Key file, select it and click Open.
8. Click Install WebServer Certificate.

9. Restart the server to ensure all components and services that require the certificate are informed of the
certificate's presence.

Release 9.7 SP1

MiCollab Client Deployment




MiCollab Client Deployment

10. To prevent fraudulent use of your certificates, delete the certificate and private key files from any media
they are stored on.

1.4.3.3.2 MiCollab Server in Network Edge Mode

This topic describes the installation of the SSL web server certificate on a MiCollab server in network edge
mode.

Certificate Installation Overview

1. Generate the certificate signing request (CSR) on the MiCollab server.

2. Submit the CSR to the Certificate Authority, complete the online registration forms and purchase your
web server certificate and intermediate certificates.

3. Install the certificates on the MiCollab server.
4. Restart the MiCollab server.
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Generate a Certificate Signing Request (CSR)
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You need a certificate signing request (CSR) in order to purchase an SSL certificate from a third-party
Certificate Authority (CA). To generate a CSR:

1. Log into the MiCollab server.

2. Under Security, click Web Server.

3. Click the Web Server Certificate tab.

4. Select Generate a new Certificate Signing Request (CSR), and then click Perform.

5. Enter the information required to generate a certificate signing request (CSR). If you have previously
generated a CSR, the previously entered values are displayed.

o Note:

When completing the fields, use first capital letters only (for example Ontario, not ONTARIO).

Field Name Description

Country Name (two letter code) Enter thetwo-letter International Organization for
Standardization- (ISO-) format country codefor
the country in which your organization is legally
registered. Examples are, CA for Canada and
US for United States.

State or Province Name Enter the full name of state or province where
your organization is located. Do not abbreviate.
The first letter of the name entered must be a
capital with remaining letters lower case. For
example, you would enter "Ontario" for Mitel
Corporation.

Locality Name The Locality Name is the city, town, route used
in the mail address of the organization that is
submitting the CSR. Enter the full name of the
city in which your organization is located. Do not
abbreviate.
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Field Name Description

Organization Name The Organization Name is the name used in

the mail address of the organization / business
submitting the CSR. Enter the name under
which your organization / business is legally
registered. The listed organization must be the
legal registrant of the domain name in the trusted
certificate request. If you are enrolling as an
individual, please enter the certificate requestor's
name in the Organization field, and the DBA
(doing business as) name in the Organizational
Unit field.

Organizational Unit Name Enter the organization unit or department
name. Use this field to differentiate between
divisions within an organization. For example,
"Engineering" or "Human Resources." If
applicable, you may enter the DBA (doing
business as) name in this field.

Common Name The default value presented in this field is the
FQDN of the server including the domain name
(for example, mbg.example.com).

The common name is the fully-qualified domain
name (FQDN) to which you plan to apply your
certificate. A web browser checks this field. It is
required.

In addition to entering a FQDN, you can also
enter a domain name with a wild card character
(e.g. *.example.com) in order to generate a wild
card certificate request.

6. Check to ensure that you have entered all the required information correctly before you generate the
CSR. If you need to make changes, regenerate the file. Do NOT modify the text of the generated file in
a text editor such as Notepad.

7. Click Generate Certificate Signing Request. The system generates a CSR file.
8. Copy the text of the CSR file.

Submit the CSR to the Certificate Authority and Purchase the SSL Certificate

1. Access the web site of a Certificate Authority and purchase a certificate. You will be prompted to do the
following:
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o Note:

Each Certificate Authority has unique requirements. Accordingly, you may not be prompted for all of
the steps listed below, and some of the field names may vary.

a. Select the number of domains you wish to protect:

» Single domain: Select this option if your implementation has one MSL server on a single domain
(for example, www.domain.com and domain.com).

* Multi-domain: Select this option if your implementation has multiple MSL servers on a specific
number of domains (for example,www.domain.com and domain.com, plus three sub-domains).

+ Multi-domain and wildcard: Select this option if your implementation has multiple MSL servers
with a large number of sub-domains (for example, www.domain.com and domain.com, plus an
unlimited number of sub-domains).

b. Enter your account and contact details in the CA web form:

* Login Name and Password.

* Name, Email Address, and Telephone Number.
» Organization Name and Address.

* Domain Name.

o Note:

Some CAs may prompt you to enter the Subject Alternate Names (SANs) or wildcard domain
in this step. For more information on these entries, see below.

*  Web Server Software.

Release 9.7 SP1

MiCollab Client Deployment




MiCollab Client Deployment

o Note:

Select Apache. Other options are not supported on the MSL platform.

» Hashing Algorithm.
c. Paste the text of the CSR file into the CA web form.

----- BEGIN CERTIFICATE REQUEST--—-
AL CAaR A0 Y AxCZA BNV BAYTAKMBME AwDa YTV

d. If you have purchased a certificate for multiple domains or a wildcard domain, enter the following in
the CA web form:

* Subject Alternate Name (SAN): Enter the domain name for each service (or "virtual host") in
the LAN that you want to include in this certificate. For example, if your deployment includes a
number of MSL application servers on the LAN, you would enter the FQDN of each server such
as micollab.mitel.com, mivb.mitel.com, and micollabclient.mitel.com. If these addresses are not
configured correctly, remote client access to the LAN-based services will be denied.

0 Note:

You can also enter an IP address as a SAN if your users are accessing an MSL application
server from the internal network rather than through the MBG / Web Proxy. Typically, you
would do this for testing purposes or to enable direct access from the LAN.

*  Wildcard: To consolidate your domain and unlimited sub-domains into a single SSL certificate,
enter a wildcard domain name. For example, if your deployment includes numerous MSL
application servers on the LAN (eg. MiCollab, MiVoice Business, MiCollab Client, MiCollab
Unified Messaging, generic MSL, and Oria), you can include them all by entering an FQDN such
as *.mitel.com.

2. Complete the purchase transaction. The Certificate Authority will do the following:

» Send you the certificate files. These include your SSL server certificate and, if required, intermediate
certificates. An intermediate certificate is a subordinate certificate issued to establish a certificate
chain that begins at the CA's trusted root certificate, carries through the intermediate and ends with
your own SSL server certificate. Some CAs provide a single intermediate certificate while others
provide multiple intermediate certificates. There should be no need to open and inspect the files,
provided that they are in the correct format and that the intermediate certificates have been bundled
into a single file by the CA. Consult the documentation provided by your Certificate Authority for
instructions to obtain, unzip and identify exactly which files you need to use.
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o Note:

» If your CA requires you to open a number of intermediate certificates and assemble
them into a single bundled file, perform this task with a text editor that employs Unix line
formatting. Do not use an editor that employs Windows line formatting such as Notepad.

» The intermediate certificate is required for MiCollab Mobile Client deployments; without
it, client connections will fail and users will be unable to download their deployment
configurations.

» Contact the administrator for the domain used in a CSR. The administrator is identified using
information supplied when your organization originally registered its internet FQDN.

3. Upload the certificate files to a location that is accessible to the MSL server.

Install the SSL Certificate Files on the MiCollab Server

Use the following procedure to install the certificate files that you received from the Certificate Authority
onto the MSL server that generated the CSR.

To install the SSL certificate files on the MSL server:

1. Log into the MiCollab Server Manager for the system that was used to generate the CSR.
2. Under Security, click Web Server.

3. Click the Web Server Certificate tab.

4. Select Upload and install a web server certificate, and then click Perform.

5. Select the SSL certificate:

» Beside the SSL Certificate field, click Browse.
» Navigate to theSSL certificate, select it and click Open.
6. If you also received an Intermediate SSL certificate, select it as well:

+ Beside the Intermediate SSL Certificate field, click Browse.
* Navigate to the Intermediate SSL certificate, select it and click Open.

o Note:

* In some cases, the CA will provide multiple intermediate certificates. Consult the CA's
documentation to determine which of these certificates you should use and, if necessary,
how to assemble them into a single bundled file.

» The intermediate certificate is required for MiCollab Mobile Client deployments; without
it, client connections will fail and users will be unable to download their deployment
configurations.

7. Click Install WebServer Certificate.
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8. Restart the server to ensure all components and services that require the certificate are informed of the
certificate's presence.

1.4.3.3.3 MiCollab Server in LAN Mode

This topic describes the installation of the SSL web server certificate on a MiCollab server in LAN mode
with a MiVoice Border Gateway on the network edge.

Certificate Installation Overview

1. Generate the certificate signing request (CSR) on the MBG server.Ensure that you include “Subject
Alternate Names” for each additional server (MiCollab and MBGs) in the DMZ that will use the
certificate.

2. Submit the CSR to the Certificate Authority, complete the online registration forms and purchase your
web server certificate and intermediate certificates.

. Install the SSL and intermediate certificates on the MBG server

. Download the certificates and private key from the MBG server

. Upload the certificates and private key onto the MiCollab server on the LAN.
. Restart the MiCollab and MBG servers.

o O A~ W
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Generate a Certificate Signing Request (CSR) on MBG Server

You need a certificate signing request (CSR) in order to purchase an SSL certificate from a third-party
Certificate Authority (CA). To generate a CSR:

1. Log into the MBG server.

2. Under Security, click Web Server.

3. Click the Web Server Certificate tab.

4. Select Generate a new Certificate Signing Request (CSR), and then click Perform.

5. Enter the information required to generate a certificate signing request (CSR). If you have previously
generated a CSR, the previously entered values are displayed.

Release 9.7 SP1

MiCollab Client Deployment



MiCollab Client Deployment

0 Note:

When completing the fields, use first capital letters only (for example Ontario, not ONTARIO).

Field Name Description

Country Name (two letter code) Enter thetwo-letter International Organization for
Standardization- (ISO-) format country codefor
the country in which your organization is legally
registered. Examples are, CA for Canada and
US for United States.

State or Province Name Enter the full name of state or province where
your organization is located. Do not abbreviate.
The first letter of the name entered must be a
capital with remaining letters lower case. For
example, you would enter "Ontario" for Mitel
Corporation.

Locality Name The Locality Name is the city, town, route used
in the mail address of the organization that is
submitting the CSR. Enter the full name of the
city in which your organization is located. Do not
abbreviate.

Organization Name The Organization Name is the name used in

the mail address of the organization / business
submitting the CSR. Enter the name under
which your organization / business is legally
registered. The listed organization must be the
legal registrant of the domain name in the trusted
certificate request. If you are enrolling as an
individual, please enter the certificate requestor's
name in the Organization field, and the DBA
(doing business as) name in the Organizational
Unit field.

Organizational Unit Name Enter the organization unit or department
name. Use this field to differentiate between
divisions within an organization. For example,
"Engineering" or "Human Resources." If
applicable, you may enter the DBA (doing
business as) name in this field.
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Field Name Description

Common Name The default value presented in this field is the
FQDN of the server including the domain name
(for example, mbg.example.com).

The common name is the fully-qualified domain
name (FQDN) to which you plan to apply your
certificate. A web browser checks this field. It is
required.

In addition to entering a FQDN, you can also
enter a domain name with a wild card character
(for example, *.example.com) in order to
generate a wild card certificate request.

6. Check to ensure that you have entered all the required information correctly before you generate the
CSR. If you need to make changes, regenerate the file. Do NOT modify the text of the generated file in
a text editor such as Notepad.

7. Click Generate Certificate Signing Request. The system generates a CSR file.
8. Copy the text of the CSR file.

Submit the CSR to the Certificate Authority and Purchase the SSL Certificate

1. Access the web site of a Certificate Authority and purchase a certificate for multiple domains or a
wildcard domain. You will be prompted to do the following:

Release 9.7 SP1

MiCollab Client Deployment



MiCollab Client Deployment

0 Note:

Each Certificate Authority has unique requirements. Accordingly, you may not be prompted for all of
the steps listed below, and some of the field names may vary.

a. Select the number of domains you wish to protect:

Single domain: Select this option if your implementation has one MSL server on a single domain
(for example, www.domain.com and domain.com).

Multi-domain: Select this option if your implementation has multiple MSL servers on a specific
number of domains (for example,www.domain.com and domain.com, plus three sub-domains).

Multi-domain and wildcard: Select this option if your implementation has multiple MSL servers

with a large number of sub-domains (for example,www.domain.com and domain.com, plus an
unlimited number of sub-domains).

b. Enter your account and contact details in the CA web form:

Release 9.7 SP1

Login Name and Password.

Name, Email Address, and Telephone Number.
Organization Name and Address.

Domain Name.

6 Note:

Some CAs may prompt you to enter the Subject Alternate Names (SANs) or wildcard domain
in this step. For more information on these entries, see below.

Web Server Software.
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o Note:

Select Apache. Other options are not supported on the MSL platform.

* Hashing Algorithm.
c. Paste the text of the CSR file into the CA web form.

----- BEGIN CERTIFICATE REQUEST--—-
MICHCCAa4CAQAWG YAXCZAIBANY BAYTAKNEMRAWDOYDVQ
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d. If you have purchased a certificate for multiple domains or a wildcard domain, enter the following in
the CA web form:

» Subject Alternate Name (SAN): Enter the domain name for each service (or "virtual host") in
the LAN that you want to include in this certificate. For example, if your deployment includes a
number of MSL application servers on the LAN, you would enter the FQDN of each server such
as micollab.mitel.com, mivb.mitel.com, and micollabclient.mitel.com. If these addresses are not
configured correctly, remote client access to the LAN-based services will be denied.

o Note:

You can also enter an IP address as a SAN if your users are accessing an MSL application
server from the internal network rather than through the MBG / Web Proxy. Typically, you
would do this for testing purposes or to enable direct access from the LAN.

»  Wildcard: To consolidate your domain and unlimited sub-domains into a single SSL certificate,
enter a wildcard domain name. For example, if your deployment includes numerous MSL
application servers on the LAN (eg. MiCollab, MiVoice Business, MiCollab Client, MiCollab
Unified Messaging, generic MSL, and Oria), you can include them all by entering an FQDN such
as *.mitel.com.

2. Complete the purchase transaction. The Certificate Authority will do the following:

» Send you the certificate files. These include your SSL server certificate and, if required, intermediate
certificates. An intermediate certificate is a subordinate certificate issued to establish a certificate
chain that begins at the CA's trusted root certificate, carries through the intermediate and ends with
your own SSL server certificate. Some CAs provide a single intermediate certificate while others
provide multiple intermediate certificates. There should be no need to open and inspect the files,
provided that they are in the correct format and that the intermediate certificates have been bundled
into a single file by the CA. Consult the documentation provided by your Certificate Authority for
instructions to obtain, unzip and identify exactly which files you need to use.
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o Note:

» If your CA requires you to open a number of intermediate certificates and assemble
them into a single bundled file, perform this task with a text editor that employs Unix line
formatting. Do not use an editor that employs Windows line formatting such as Notepad.

» The intermediate certificate is required for MiCollab Mobile Client deployments; without
it, client connections will fail and users will be unable to download their deployment
configurations.

» Contact the administrator for the domain used in a CSR. The administrator is identified using
information supplied when your organization originally registered its internet FQDN.

3. Upload the certificate files to a location that is accessible to the MSL server.

Install the SSL Certificate Files on the MBG Server

Use the following procedure to install the certificate files that you received from the Certificate Authority
onto the MSL server that generated the CSR.

To install the SSL certificate files on the MSL server:

1. Log into the MiCollab Server Manager for the system that was used to generate the CSR.
2. Under Security, click Web Server.

3. Click the Web Server Certificate tab.

4. Select Upload and install a web server certificate, and then click Perform.

5. Select the SSL certificate:

» Beside the SSL Certificate field, click Browse.
» Navigate to the SSL certificate, select it and click Open.
6. If you also received an Intermediate SSL certificate, select it as well:

+ Beside the Intermediate SSL Certificate field, click Browse.
* Navigate to the Intermediate SSL certificate, select it and click Open.

0 Note:

* In some cases, the CA will provide multiple intermediate certificates. Consult the CA's
documentation to determine which of these certificates you should use and, if necessary, how to
assemble them into a single bundled file.

« The intermediate certificate is required for MiCollab Mobile Client deployments; without it, client
connections will fail and users will be unable to download their deployment configurations.

7. Click Install WebServer Certificate.
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8. Restart the server to ensure all components and services that require the certificate are informed of the
certificate's presence.

Download the Certificate and Private Key from the MBG Server

. Log into the MBG server

. Under Security, click Web Server.

. Click the Web Server Certificate tab.

. Select Download the current web server certificate, and then click Perform.

. Click Save, navigate to the location you wish to store the file, and then click Save. The downloaded file
is in ZIP format. It includes the web server certificate, intermediate certificates (if installed), and private
key file.

6. Unzip the files and upload them to a location that is accessible to the other MSL servers in your
network.

a b WODN -

o Note:

Exercise caution when transferring your certificate files and private key to the other system. If
your private key is stolen, it can be used to establish fraudulent connections to your applications.
For optimum security, delete the files from any media they are stored on as soon as you have
completed the upload process.

Upload the certificates and private key onto the MiCollab server on the LAN

. Log into the MiCollab Server Manager for a LAN-based MSL server.

. Under Security, click Web Server.

. Click the Web Server Certificate tab.

. Select Upload and install a web server certificate, and then click Perform.
. Select the SSL certificate:

aA b WODN =

» Beside the SSL Certificate field, click Browse.
* Navigate to the SSL certificate, select it and click Open.
6. If you also received an Intermediate SSL certificate, select it as well:

* Beside the Intermediate SSL Certificate field, click Browse.
» Navigate to the Intermediate SSL certificate, select it and click Open.
7. Import the private key pair created on the other MSL server:

» Beside the SSL Private Key field, click Browse.
» Navigate to the SSL Private Keyfile, select it and click Open.
8. Click Install WebServer Certificate.

9. Restart the server to ensure all components and services that require the certificate are informed of the
certificate's presence.
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10. To prevent fraudulent use of your certificates, delete the certificate and private key files from any media

they are stored on.

1.4.34 Verify Certificate Installation

Verify the Installed Certificate

To verify that the certificate is installed:

1. Log into the server manager.
2. Under Security, click Web Server.
3. Click the Web Server Certificate tab.

4. Verify that the certificate name and issuer are displayed on the page.

Currently Installed Web Server Certificate

If a web server certificate is currently installed on the server, the details are listed on the Web Server

Certificate page in the server manager:

Field Name

Details

Issuer

Lists the following information for the certificate

authorization company that issued the certificate:

C: country code

ST: state or province

L: locality name (for example: city name)

O: name of the certificate authorization authority;
"XYZ Corporation" is the name that appears for
Mitel self-signed certificates.

OU: name of the organizational unit

CN: server hostname

Authority/ emailAddress: email address of the
Certificate Authority
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Field Name Details

Subject Lists the following information for the certificate
holder:

C: country code

ST: state or province

L: locality (for example, city name)

O: organization name (your company name)

OU: organizational unit (for example, department
name)

CN: MBG Web Proxy server hostname

Not before Date and time when the certificate takes effect.

Not after Date and time when the certificate expires.

1.4.3.5 Testing Server Certificates

You need to upload the signed certificate to the server. In most of the cases, uploading an “Intermediate
SSL Certificate” is also required. This topic describes how to test your certificates after installation to
ensure that they are fully trusted.

Background Information

The easiest way to test if your installed server certificate is fully trusted, is to use a test tool. If the web
server certificate is not valid or unknown to the mobile phone, no connection can be made and the
configuration deployment will fail.

During the TLS handshake the client will check if the certificate offered by the MiCollab or MBG server
can be verified. In some cases, the authenticity for the server cannot be verified because the signing
Certificate Authority (CA) is unknown to the phone. This is an issue which may not occur on a web
browser, because Firefox - for example - uses its own CA certificate pool and does not use the same
certificate store as the operating system.

The MiCollab server allows you to specify and upload an “Intermediate SSL Certificate file”. This file
can contain one or more intermediate certificates which are transferred to the client once it connects to
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the server. The certificate path can be validated, even if the phone does not have all Intermediate CAs
installed.

0 Note:

Certificates must be in a BASE64 encoded format (*.pem or *.crt) and the file must use the UNIX file
format.

SSL Checker

1. Go to https://www.sslshopper.com/ssl-checker.html .
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2. Enter the hostname of your UCA server:

| € @ hiips:/jwvow.sslshopper.com/ssl-checker. himl ] C"|[

Pary @py T Wonar dox @es "™ mox [e0 E]mﬁ-d|0m:ﬁ &% comportal BB comwiki T Teamcity () cQ Qum|@nw-wuu 3 vagesschau W wiki [M Gmi

55L Wizard SSL FAQ S5L Reviews SSLN

SSL Checker

SSL Checker
P This SSL Checker will help you diagnose problems with your S5L certificate installation.

You can verify the SSL certificate on your web server to make sure it is correctly
installed, valid, trusted and doesn't give any errors to any of your users. To use the SSL
Checker, simply enter your server’s hostname (must be public) in the box below and click
the Check SSL button. If you need an SSL certificate, check out the SSL Wizard.

Most Popular More Information About the SSL Checker

Bigsy, cert i

Google C - z - — e
00gle Chrome Server Hostname: uca.example.com Check S5L
BiHow to Create a Self (2.9 w.google.com)
Signed Certificate in 1IS
Fi

N uca.example.com resolves
B gg) Host Headers in IS

Server Type: Apache

S How to Create A Seif
Signed Certificate

B Erse 551 Certfcate 0 The certificate was issued by GoDaddy. (ENCUKHTEI)
o The certificate will expire in 719 days.

$SL Quick Search o The hostname ( uca.example.com ) is correctly listed in the
certificate.

Qutho I.t.)'.

*Cheap SS| Certificates

,,Cheapest Unchained The certificate is not trusted in all web browsers. You may need to install
Certificates an Intermediate/chain certificate to link it to a trusted root certlflcate.

_ Cheapest EY Learn more about thls error."_x.c.;._t.! can fix this by followmg GoDaddx s

- Certificates

JUC Certificates attention to the parrc about Intermediate certificates.

B Spacial Deals Server Common name: uca.example.com

_ Best SS1 Wildeard /" \ y  SANs: uca.example.com, mbg.example.com, awv.example.com
" Certificates

valid from July 23, 2015 to July 23, 2017

Serial Number: 4046757173024298572 (0x3828f8354e60964¢)

Signature Algorithm: sha2S6WithRSAEncryption
Ilssuer: Go Daddy Secure Certificate Authority - G2 I

., Code Signing
Certificates

0 Note:

If an error occurs as shown in the above example, most likely all the required intermediate certificates
are not installed.
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0 Note:

Information about different certificate chains must be obtained from the issuer. You must read and
understand the certificate installation instructions from your certificate vendor. Normally they should be
e-mailed to you whenever you receive the signed certificate from them.

Alternative Method for Checking Certificate: Open SSL

Instead of the using the sslshopper test site, you can use the following openssl command:

openssl s _client -CAfile /etc/pki/tls/certs/ca-bundle.crt -connect
uca. exanpl e. com 443 < /dev/ nul |

The UCA websocket connection for the client should also be verified:

openssl s client -CAfile /etc/pki/tls/certs/ca-bundle.crt -connect
uca. exanpl e. com 36008 < /dev/null

Both commands must return:
Verify return code: 0 (ok)

Identifying the Correct Intermediate Certificates

The information about the installed certificates can be contained by
connecting via web browser to the MiCollab or MBG server. Click on the
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symbol in order to find information about the installed certificate:

Certificate x|

General | Detais | Certification Path |

. a Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
* Proves your identity to a remote computer
*2.16.840.1.114413.1.7.23.1

* Refer to the certification authority's statement for details.

Issued to: uca.example.com

Issued by: Go Daddy Secure Certificate Authority - G2

valid from 24. 07. 2015 to 24. 07. 2017
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The “Issued by:” field of your certificate, that is “Go Daddy Secure Certificate Authority - G2”, helps you to
identify which CA was used to sign your MiCollab certificate.

Locate the website of the certificate authority and check the instructions: https://certs.godaddy.com/
repository/

Ebome - Condasys Wk | E-3ited Testia - Comdasys .. | EATLS certficates - Comdasy... [ 0 mas - Micolab < |2 -ERatonal . [ Do Remote proxy service x[l[_-dﬂﬁl
B8 i evoudtycom c(u) | ipeoats gooudd ooty T c|[Qunmsct 4| = ®
Esockmarks

Fapy @py T W o @es "™ wow [ g0 [ acofind | © ace £ comportal K& comwis T8 Teamaity [ cq 0] owa | € ow-wodd [l Togesschou W Wik 1 Gmad [ wetter 1}

Repository

Here's a collection of important certificate documentation.

& Certificate Problem Reporting

© GoDaddy Certificate Chain
@ GoDaddy Certificate Chain - G2
Name File Certificate Thumbprint (sha256)
GoDaddy Class 2 Certification Authority Root Certificate - G2 gdroot-glert 4514 0B 32 47 EB9C C8 C5 B4 FO DT B5 30 91 F7 32 92 08 9E 6E 54 63 £2 74 90 D3 AC A9 19 8E DA

GoDaddy Secure Server Certificate (Intermediate Certificate) - G2 O7T3A4127TGFFDOLED 27 A2 AAD49E34 C3 7646 D3 E9 76 FFEAG20B6T12E3 33324 1A AB

Microsoft to GoDaddy G2 Cross Certificate msevr-cross-gdroot-g2.ort E2DE33930A89 BIEDFEELOBFANSAS 09GO FADE 720112 CO28 22 FEOB TA B AD CEFLF3

GoDaddy G2 Code Signing Intermediate EF356C C299 AAG63 7916 C8 1A 48 6918 5B A2 F3 33 A2 06 4D 93 A3 9B Al 4F 63 Al 4A A6 B2 51

GoDaddy Secure Extended Validation Code Signing CA - G2 gd_eves-glert SEFCO102T1094B836E D9 ABFCOEI94D BF2AES 1477 8C B3 T3 54 40 85 AF 81 SC ABFE 2D
GoDaddy Certificate Bundle for Microsoft Windows Driver Signing - G2 gd_ms_drv_sign_bundle-g2.p7b C26F1TB319550E81 ASES AS 72 CH 5402 B0 2EQE 87 BETAGL B1EBD 71752974 CDEB F6 87 Il
GoDaddy Certificate Bundles - G2 gd_bundle-g2.crt ST3A412TEFFDOLEO 2T AZ AAD4SE34 CITE46 D3 E9T6 FFEAG20BET 12E3 383204 1A AG
GeDaddy PKCST Certificate Intermediates Bundle (for Windows 05) - G2 gd-g2_iis_intermediates.p7b (5 B8 DB 6C 3E E2 6E 05 34 C7 OC 4F 3E C5 B9 14 85 F2 CB6C 83 1€ DE 14 FF 79 36 9D 81 55 BE 1E

GoDaddy Certificate Bundles - G2 With Cross to G1 ST3A4L2TGFFDOLED 27 A2 AADY9E 34 C3 7646 D3 E9 76 FFGAG20B6T 12E3 38 32 04 1A A6

GoDaddy Certificate Bundles - G2 With Cross to Gl, includes Root 97 3A.41 27 6F FD 01 E0 27 A2 AA D4 9E 34 C3 78 46 D3 E9 76 FF 6A 62 0B 67 12 E3 38 32 04 1A A6

© GoDaddy Certificate Chain - G3
@ GoDaddy Certificate Chain - G4
€ Starfield Certificate Chain

@ Starfield Certificate Chain - G2

M Starfield Certificate Chain - (33 =l
x We've rebult Sync to make it easier for everyone., Please upgrade to a Firefox Account to continue syncing. | Upgrade |

Certificates can be downloaded to this repository. If the filename extension is .crt, you can open and
display the certificate with Windows .

Separating Multiple Certificates
Text Editor Example

Windows will only display the first certificate included in the file. If the file contains more than one
certificate, you can display them using a text editor. Separate both certificate sections and save them to
different files.
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e Note:

Do not use Notepad because it does not understand the UNIX line formatting.
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! C:\Users\fthrum.DE\Desktop\gd_bundle-g2.crt - Notepad++ ) [=] |_|

Fie Edit Search View Encoding Language Settings Macro Runm Plugins Window ?
| cBHE o cB|l4DD|Oe @M% 2 2|EBE|S I[EQ|@® =D 6

B cdgzen ]. gdmootgZet | = gd_bundle-g2.cit |. gdig2_bundle crt I- gd_bundle-g2g1.crt ]

E—— ———BEGIN CERTIFICATE-———— o
MIIEODCCA7igAwIBAgIBBzANBgkghkiGOw0BAQsFADCBgzELMAKGA1UEBhMCVVMx
EDACBgNVBAgQTBOFyaXpvbmEXEZARBgNVBACTCLINIb3R0c2RhbEGUXGIAYBgNVBACT
EUdvRGFkZHkuY29tLCBIJbmMuMTEwWLWY DVQQDEyvhHbyBEYWRkeSBESb2950IENlenRp
ZmljYXR1IEFldGhvemlOeSAt IEcyMB4XDTEXMDUwMzA3IMDAWMFoXDTMxMDUwMzA3
MDAWMFowgbQxCzAJBgNVBAYTALVTMRAWDgGYDVQQRIEwdBcoml 6b2 ShMEMwEQYDVQOH
EwpTY290dHNkYWx1MRowGAYDVQQREXFHbORhZGRSImNvbSwgSW5j L EtMCsGALUE
CxMkaHROcDovLZNlcnRzImdvZGFRkZHEkuY29tL3T1lcGo zaXRyvenkvMTMwMOYDVOQD
EypHbyBEYWRkeSBTZWN1cmUgQ2VydGlmaWNhdGUgRXV0aGSyaXR5IC0OgRzIwggEL
MAOGCSqGSIb3DQEBAQUAA4 IBEDWAWGGERACIBAQCS4MaQ1K92vdSTYusw2LiBCGzD
BNliF44v/z51z4/0YuY8UhzaFkVLVat4a20DYpDOD2lsmcgaFItMzEUz60] cngOv
R/6AYZ15VBTPLvQ/MDxdR/yaFrzDNSZBUY4RS1T4KL7QjL7wMDge8 TAM+GZHY2 3e
cS8ZHjzhHUSFGHbLT] 3ADgRaySvHHZqmBAZ SvNMDpS5T19ME/gd71vCxIT1lg07GyQSHY
pDNOGXrPWIO+EJYglxvTVORaudAVEV4i1RFXULSo6PvidvekyCgRUZMQWOlDxSgTn
eTOvDCAHE+] £BDnCaQJsY1L6d8EbyHSHYLmMTGFBUNUtpTrw7 00kuE9zE01L7AGME
AAGjggEaMIIBFjAPBgNVHRMBAfS8EBTADAQH/MA4GA1UdDWEE/ wQEAWIBBjAdBgNY
HQ4EFgQUQME 974 TMNIMwo ] PX+2 vz 8 LQsgM4wHwYDVR0j BBgwFoAUOpgFBxBnKLbv
9r0FQW4gwaTaD94wNAYIRwYBBQUHAQEERDAMMCQGCCsGAQUFBzABhhhodHRwOi 8w
b2NzcC5nb2RhZGRSImNvbSBwNQYDVRO£fBC4wLDAgoCigJoYkaHROcDovL2NybC5n
b2RhZGR5LmNvbS9nZHIvb3QtZ2zTuY3IsMEYGA1UdTIAQ/ MDOWOWYEVROgADAZMDEG
CCaGAQUFBWIBFiVodHRweczovLZNlenRzImdvZEGFPkZHRkuY29tL3J1cG9zaXRvenky
MAOGCSgGSIb3DQEBCWUAA4IBAQAI fmyTEMg4uJapkEv/oVIPBO9sPpyIBslQi6az
91cxG7685C/b+LrTW+C05+25Yg4MotdgY3Mxt fWoSKQ7CC2iXZDXt HwlTXFWMMS2
RJ17LJI31XubvDGGgv+QgG+EeEnriDfcFDzkSnE3ANKR/ 0yBOtg2DZ2HRocyRetawil
DsoXiWJYRBuriSUBAA/NxBti21G00wSRKpvOvHP8ds42pM322CzqrpvlKrRQOULL
GIo/ikGQI31bS/6kAlibRrLDYGCD+H1QQc7CoZDDu+8CLYIVVOSEFdkRrgeRM+2x
LXY2JtwEGS5/3YRBV3IIdvTkaWRR2ZhIn0RKCacuBRONvPi8BDAB

===——END CERTIFICATE-—=—=

————— BEGIN CERTIFICATE-——-—-
MIIDxTCCAq2gAwIBAgIBADANBgkghkiGOwOBAQsFADCEgzELMAkGALUEEBhMCV VM
EDACBgNVBAgTBOFyaXpvbmEXEzAREgNVBAcTC1INib3R0c2RhbGUXG]AYBgNVBAST
EUdvRGFkZHkuY29tLCBIJbomMuMTEWLwWY DVQQDEvhHbyBEYWRkeSESb230IENLlecnRp
ZmljYXR1IEFldGhvemlOeSAt IEcyMB4XDTASMDkwMTAWMDAWMFoXDTM3MTIzMTIz
NTklOVowgYMxXCzAJBgNVBAYTALVTMRAWDgYDVQQIEwdBoml 6b2 ShMEMwEQYDVQQOH
EwpTY290dHNkYWx1MRowGAY DVQQREXFHbORhZGRS LN vbSwgSW5j L ExMCEGALUE
AxMoR28gRGFk2HkgUm9SvdCBDZXJ0aWZpY2F0ZSBEBdXRob3JpdHkgLSBHEM ] CCASIw
DQYJRoZIhveNAQEBBQADggEPADCCAQoCggEBALSxYgix+1k09xvIGEP3gELYESKD
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Symptom

Probable Cause

Troubleshooting Certificate Installation

Corrective Action

Self signed certificate is
distributed on port TCP 36008
instead of port TCP 443

MBG does not automatically pick
up certificate changes. You must
restart the server after uploading
a new web certificate. Otherwise,
it distributes the self-signed
certificate on port TCP 36008.

Restart the MBG/MiCollab server
after installing a new web server
certificate.

You installed the root certificate,
but MiCollab for Mobile Clients
are still unable to connect.

Intermediate certificate missing
from certificate chain. You need
to install the correct intermediate
certificate bundles.

See Testing Server Certificates
for additional information.
Contact your Certificate Authority
supplier for assistance with

installing the intermediate
certificates.

Viewing MSL Server Certificates

The certificates available on a given MSL system are determined by the content of the ca-certificates rpm.
On MSL 10.4 the current version is ca-certificates-2015.2.4-65.0.1.el6_6.noarch. That rpm contains file /
etc/ssl/certs/ca-bundle.crt which contains the CA certificates of the primary Certificate Authorities. You can
look at them using the following openssl commands:

awk -v cnd='openssl x509 -noout -subject' '/BEG N {close(cmd)};{print |

cnd}' < /etc/ssl/certs/ca-bundle.crt

Below is an openssl command that can be used to show the certs being used by a particular server
connection:

-showcerts -connect 10. 35.29. 49: 443

openssl s_client

1.4.4

The Connections to MBG page initiates connections to MBGs. Typically, a connection to the local MBG is
created automatically.

Adding or Modifying Connections to MBG

6 Note:

You must verify the connection to the MBG to guarantee security.
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You can only connect an MBG if its Web Service has been activated in the MBG server manager. While
MiCollab is running in the browser, you can open the MBG Web Services in a second browser tab.

To add and verify a new MBG connection:

1. Click Create new connection and enter the following information:

Setting Description
Name Descriptive name for the MBG.
Host Hostname or IP address.

2. ClickSave and send AuthRequest. The connection is populated with a Token key and a popup window
appears.

3. Click OK in the popup window to allow the connection to the MBG.
4. Click Authorize. The MiCollab Login page is displayed.
5. Enter the MiCollab server manager Username and Password and click Login.

After you enter the credentials, the popup-window closes and the connection to the MBG is updated
with the credentials.

e Note:

Creating or re-authenticating an MBG connection is limited to primary administrator account.

6. If you accidentally close the popup-window or if it does not open (for example, due to a browser issue)
click Authenticate on the Connection page to open the pop-up window. This button is only present if the
connection to the MBG has not been verified.

7. Click Connections to MBGs. The table on the Connections to MBGs page will have been updated with
the following information:

Setting Description

ID This is the local identifier number for an MBG.
It also indicates the order in which MBGs were
added.

Name Descriptive name for the MBG.
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Setting Description

Hostname Hostname or IP address. Required to enable
Client Deployment to request the connection.

Token ID This string is needed to verify the connection
between the Client Deployment application and
the MBG.

Verified This field indicates if the verification process has

been completed for the connection to this MBG.

Expires in Days This field displays the number of days before the
Token ID expires at which time the connection
must be re-authenticated.

6 Note:

The authentication is valid for one year. After its expiry date, the connection has to be re-
authenticated.

o Note:

Events are raised before and on the date of expiry. Make sure to regularly check the Event viewer or
configure e-mail alerts.

* At expiration date: Major (orange)
» Two weeks before expiration date: Minor (yellow)
» Four weeks before expiration date: Warning (blue)

1.4.5 Customize Mobile Client deployment email

You can to customize the deployment e-mail that is sent to MiCollab for Mobile users. If left blank, the
default content (which resides on the Redirect Server) is used.
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Add your e-mail subject line and body text. If no e-mail subject and body text are saved here, the default
content, which resides on the Redirect Server, will be used. You also have the option to load the default
content here.

0 Note:

Ensure you include the placeholder links to the configuration, the Authentication Token (Authtoken),
and the QR-Code to the e-mail body.

All placeholders will be personalized according to user records when e-mails are sent out.

Setting Description

E-mail Subject Line When you click in the email subject line, the
following buttons appear:

» First name ([#HHHHirstname###])
» Last name ([####lastname#ititt])
* Device number ([###H#Hdn#HHE])

All three placeholders are contained in the subject
line by default and will be personalized according
to user records when e-mails are sent out.
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Setting Description

E-mail Body App Store links for MiCollab Mobile Client:

[##t##appstoreiHii] [#HH#iplaystore#ititi]
[#HHHEmicrosoftstore##tit] [#iHbbworld##HE]

Links to the application store for download and
installation of client.

NextGen MiCollab Client for Mac and Windows
download links:

[#HHHtappstore_maci#ii] [#HHwinpc#iHiE]

For MiCollab Servers that are upgraded from an
older version to 8.0 or higher, the administrator
must load the default text or add the link manually.

Link:[##HHinkiHHHE

Links to the configuration (via the Redirect Server).
When the end user clicks it on the mobile phone, it
initiates the download of the settings.

Authtoken: [###Hauthtoken##HE]

If a client is started for the very first time, this
authentication token can be used as an alternative
method to download the configuration.

QR-Code: [##HHtqrcode#tti]

This method can be used to generate a QR-Code
that can be scanned with a QR-Code scanning
application from a computer monitor or a tablet.
The process following the scan is identical to
clicking the download link.

Load default text

Click to load the default e-mail body text from the
Redirect Server.
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e Note:

The Deployment Profile can be used to overwrite the e-mail address of the connected users with a
general Deployment e-mail address.

e Note:

The link or QR-Code will be cached by the Redirect Server. However, even if the default e-mail content
residing on the Redirect Server is used, for security reasons, user data such as First name, Last
name, Directory number, and e-mail address will never be cached.

e Note:

MiCollab for PC Client and MiCollab for Mac Client can be deployed by clicking the direct link provided
in the deployment e-mail.

1.5 Diagnostics Tab

1.5.1 Run Diagnostics

To verify if Internet connectivity is available to support MiCollab Client Deployment, it is recommended
that you run the diagnostic test provided on this page against a deployment profile. This diagnostic test
performs three functions:

» Verifies that the MiCollab Client Deployment service can connect to the Redirect Server.
The MiCollab Client Deployment service must be able to reach the Redirect Server (https://
mcdiagnostics.easydeploy.net:443) on the Internet.

6 Note:

MiCollab Server needs to verify the identity of the Redirection Server. Therefore Proxy Server is not
supported for MiCollab Client Deployment.
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+ Validates that the MiCollab Clients on the public Internet can reach the MiCollab Client
Deployment service. This diagnostic test validates that the MiCollab Clients can reach the MiCollab
Client Deployment service to download their configuration. During the test, the Redirect Server attempts
to open an https connection to the MiCollab Client Deployment service residing on the MiCollab Server.
Note that the Redirect Server only initiates a connection to the MiCollab Client Deployment service
when you run this test. It does not deploy the client. However, after you have completed MiCollab Client
Deployment configuration, MiCollab Clients will be able to connect to the MiCollab Server to update
their configurations whenever required.

The test uses the "Config download host" configuration from the selected MiCollab Client Deployment
profile; all other MiCollab Client Deployment parameters are not relevant to this test. The test relies on
the MBG Remote proxy services configuration.

The following limitations apply:

» Configuration issues with the local Wi-Fi, the local split-DNS or with local firewalls can cause the
deployment process to fail on the mobile client even though this test validates the connection
between the MiCollab Clients on the internet and the MiCollab Client Deployment service.

* |tis possible that the connection between MiCollab Clients on the internet and the MiCollab Client
Deployment service fails validation while deployment to the Mobile Clients is successful. This
can occur if the MiCollab server has no public IP address or if an MBG is not included in the
deployment configuration. Typically, this type of deployment configuration would only be found in a
lab environment during testing.

e Note:

Geofencing (a software that helps define geographical boundaries) can cause deployments to fail.
When geofencing is enabled, traffic to and from the Redirect servers (mcdepl01.easydeploy.net,
mcdepl02.easydeploy.net and mcdiagnostics.easydeploy.net) should be allowed on port 443.

+ Validates that the MiCollab Clients on the public Internet can reach the MiCollab Client
Service.This diagnostic test validates that the MiCollab Clients can reach the MiCollab Client Service
for successful login and operation. During the test, the Redirect Server attempts to open a connection
to the Fully Qualified Domain Name (FQDN) of the MiCollab server, using TCP port 36008. The server
FQDN must be resolvable from the Internet for this test to pass.

The test relies on the MiCollab connector being enabled within the MBG's Application Integration area.

To run the Diagnostic test:

1. Select the Deployment Profile that you want to test.
2. Click Run test. The results are presented on the screen.

» If the tests are successful, you can proceed with client deployment.

» If one or both tests fail, refer to the following tables to interpret the results. The tables list possible
error messages and provide tips on how to troubleshoot a particular network issue. In most of the
cases, a network trace containing DNS traffic port 53 and tcp port 443 will help identify the problem.
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To run the Diagnostic test with MiCloud deployments:

For MiCloud deployments, users belong to different customer sites. Therefore, you must set the
'ConfigDownloadHost' field in the deployment profile to the configuration download hostname of the user's
site in order for the Diagnostic test to function correctly. To run the Diagnostic test for a user on a specific
customer site:

. Access the Deployment Profiles tab.

. Create a copy the default deployment profile.

. Access the User tab.

. Open (Modify) the user that you want to test.

. Copy the hostname from the "MiCollab Client Service host" field.

. Access the Deployment Profiles tab.

. Edit the newly created profile and copy the hostname into the "ConfigurationloadHost" field.
. Access the Diagnostics tab.

. Select the newly created Deployment Profile.

. Click Run test. The results are presented on the screen.

© ©W 0 N O G A WODN =
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Table 1: Connection test to Redirect Server

Error Message Meaning

ConnectionError: [Errno -2] Name or service not The DNS server of the MiCollab Server cannot
known resolve the name mcdiagnostics.easydeploy.net

Note: Changing the DNS server might require a
restart of the server.

ConnectionError: [Errno -3] Temporary failure in The DNS server configured on your MiCollab
name resolution Server is not reachable.

ConnectionError: [Errno 110] Connection timed out | The MiCollab Client Deployment

service cannot reach the server
tcp:mcdiagnostics.easydeploy.net:443. Packets
are being dropped, most likely because of a
firewall.

ConnectionError: [Errno 111] Connection refused The MiCollab Client Deployment service cannot
reach the server.

ConnectionError: [Errno 113] No route to host There is no route to the Redirect Server. Check
the IP configuration and the routing (that is, the
default route).
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Error Message

Meaning

SSLError: hosthame 'mcdiagnostics.easydeploy.net'
doesn't match either of "*.somehostname.com’,
'somehostname.com’

There is transparent TLS-proxy or another device
(can also be a MITM) between the MiCollab
Client Deployment service and the Redirect
Server which intercepts the TLS traffic.

SSL
routines:SSL3_GET_SERVER_CERTIFICATE:certifig
verify failed

There is transparent TLS-proxy or another device

atean also be a MITM) between the MiCollab
Client Deployment service and the Redirect
Server which intercepts the TLS traffic.

Table 2: MiCollab Client Deployment test from public internet

Error Message

Meaning/Corrective Action

ERROR: query A ENOTFOUND

The “Config download host” DNS entry
configured in the "Deployment Profile" cannot be
resolved.

ERROR: ETIMEDOUT (400 Bad Request) from
host 12.12.12.12

The "Config download host" does not reply. Most
likely, the incoming packets are dropped by a
firewall before reaching the MBG.

The MBG cannot reach the MiCollab-Server due
to dropped packets or no route to host (DMZ-
firewall, routing between MiCollab and MBG)

The MBG cannot send the request to the
MiCollab server. Check DNS and configuration on
the MBG.

Cannot reach MiCollab Client Deployment service
(503 Service Unavailable) from host 12.12.12.12

The MBG cannot reach the MiCollab-server
(DMZ-firewall).

ERROR: connect ECONNREFUSED (400 Bad
Request) from host 12.12.12.13

Packets are rejected by a firewall.

ERROR: connect EHOSTUNREACH (400 Bad
Request) from host 12.12.12.14

“Config download host” configured in the
MiCollab Client Deployment service’s deployment
profile may point to the wrong machine.

Release 9.7 SP1

MiCollab Client Deployment




MiCollab Client Deployment

Error Message Meaning/Corrective Action

ERROR: SELF_SIGNED_CERT_IN_CHAIN (400 The configured "Config download host" in the
Bad Request) from host 12.12.12.15 MiCollab Client Deployment service’s deployment
profile may point to the wrong machine and/or the
certificate is not correctly installed on the MBG.

ERROR: TLS Certificate issue. The certificate chain is
UNABLE_TO_VERIFY_LEAF_SIGNATURE missing or not properly installed. Verify that the
right intermediate certificates are installed on the
internet facing Web Proxy Server (MBG).

Cannot reach MiCollab Client Deployment service The configured "Config download host" in the
(404 Not Found) from host 12.12.12.13 MiCollab Client Deployment service points to the
wrong machine.

Check that the IP address 12.12.12.13 belongs
to the MBG which serves your MiCollab Server.
Check the MBG configuration.

Check that the "Config download host" resolves
internally to the IP address of the MiCollab Server
and not the MBG IP address.

Cannot reach MiCollab Client Deployment service The MBG does not forward the request to a

(401 Unauthorized) from host 12.12.12.12 MiCollab Server but to another machine or web
server.

Invalid MiCollab Client Deployment Config The Remote Proxy Services does not allow

download host configured (host: 12.12.12.12) access to the MiCollab Client Deployment
Service. Check the MBG Remote Proxy Services
configuration.

Incorrect “Configuration download host”
configured in the deployment profile of the
MiCollab Client Deployment service.
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Table 3: Connection test from public internet to MiCollab Client Service

Error Message

ERROR: queryA ENOTFOUND The DNS name of the MiCollab Client Service
cannot be resolved from the internet.

Error: connect ECONNREFUSED The MiCollab Client Service is not started or
not reachable. UCA websocket requests for the
TCP port 36008 are blocked by a firewall. The
MiCollab Client connector on the MBG is not
enabled or is configured incorrectly.

Error: connect ETIMEDOUT The MiCollab Client Service is not reachable or
requests for the TCP port 36008 are blocked by a
firewall.

Error: socket hang up The MiCollab Client Service does not respond.

Most likely a connection issue between MBG and
MiCollab Server.

Error: read ECONNRESET The MiCollab Client Service does not respond.
Most likely a connection issue between MBG and
MiCollab Server.

Error: DEPTH_ZERO_SELF_SIGNED_CERT TLS certificate issue. The certificate of the
MiCollab Client Service is self-signed. Make sure
that the certificate is correctly installed on both
MBG and MiCollab Server. Run the following
command from any other host on the internet in
order get more details:

openssl s _client -CAfile /etc/pkil/
tls/certs/ca-bundle.crt -connect

mas. your nashost nane. com 36008 < /
dev/nul | .
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Error Message

Meaning

Error: SELF_SIGNED_CERT_IN_CHAIN

TLS certificate issue. Run the following command
from any other host on the internet in order get
more details:

openssl s_client -CAfile /etc/pkil/
tls/certs/ca-bundle.crt -connect

mas. your mashost nanme. com 36008 < /
dev/ nul |

Error: UNABLE_TO_VERIFY_LEAF_SIGNATURE

TLS Certificate issue. The certificate chain is
missing or not properly installed. Verify that the
right intermediate certificates are installed on
the internet facing MBG. The MBG might require
a reboot after certificate installation to activate
them.

Error: Hostname/IP doesn't match certificate's
altnames

TLS certificate issue. The name of the certificate
does not match to the name used by the MiCollab
Client server. Run the following command from
any other host on the internet in order get more
details:

openssl s client -CAfile /etc/pkil/
tls/certs/ca-bundle.crt -connect

mas. your mashost nane. com 36008 < /
dev/ nul |

Error: Server responded with a non-101 status: 200

Response Headers Follow: content-type: text/html

The connection test gets a reply for the TCP port
36008, but the connection could not be identified
as a websocket connection. For some reason

a different service or server responds to the
request, but not the MiCollab Client service.
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