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CloudLink-based Authentication 1

This chapter contains the following sections:

*  Prerequisites and Supported Platforms

*  Microsoft Entra ID to CloudLink

»  Setting up a CloudLink Account for Integration

* Adding a user on Entra ID in Mitel Connect

»  Setting up MiCollab for CloudLink-based authentication

With MiCollab Release 9.3, MiCollab has introduced CloudLink (CL)-based Authentication (known as CL Auth)
for its end-users (i.e. for the MiCollab Clients).

Customers are provided with a MiCollab Client authentication choice between using MiCollab (i.e. local) or from
CloudLink (i.e. CloudLink Authentication). CloudLink can be integrated with an Identity Provider such as Entra
ID.. An Identity Provider such as Entra ID provides Single Sign-on capabilities (where users use enterprise
credentials to login to Mitel Applications) and safeguards access to data and applications while maintaining
simplicity for users.

At the same time, the credentials for CloudLink/Entra ID Authentication on MiCollab Clients can be used to
cross-launch CloudLink applications such as MiTeam Meetings, providing a seamless single sign-on experience
across Mitel Applications.

e Note:

Cross-launching is not supported on mobile clients.

e Note:

While the intent is to allow Identity Providers to provide Single Sign-on capabilities, CloudLink with no
integrations to an Identity Provider can also provide CloudLink Authentication. However, the user will be
provided with an Email with links to CloudLink to complete the CloudLink authentication process (i.e. setting
password). The benefit of having CloudLink Authentication (even without an Identity Provider) is that Single-
Sign on Credentials are still provided for CloudLink applications such as MiTeam Meetings.
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e Note:

Enabling CloudLink Authentication is a time-consuming activity, and it depends on the number of
users for whom the authentication is enabled. This activity should be performed during off-hours. For
example, onboarding 500 users, the system will take approximately 60 minutes or so.

e Note:

Creating users with CloudLink Authentication being enabled takes a little longer than creating users with
CloudLink Authentication being disabled. For example, to onboard 100 users with CloudLink Authentication
using UCC Standard Role, the system will take approximately 60 minutes or so.

e Note:

AWV doesn’t support CloudLink Authenticated users. But to make the AWV desktop client work for
CloudLink Authentication enabled user, perform the following:

* Remove any preconfigured user credentials.
* Log in with the name-only option in the client.
* Provide access code to join or use join link provided to join the conference

The CloudLink authenticated users will only be able to join the conference as participants, using the
participant access code or participant link provided by the conference owner.
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Figure 1: Data Flow Diagram between MiCollab, CloudLink and Entra ID.

1.1 Prerequisites and Supported Platforms

* CloudLink/Entra ID based Authentication is supported on MiCollab Web, PC, Android, iOS, and MAC
clients; however, it is not supported on End-user portal, AWV - Outlook portal/desktop client/Web Client,
and MiCollab for Microsoft.

» Users who have enabled CloudLink-based Authentication will not be able to use AWV (with leader
capabilities) and create AWV conferences through End-User Portal, Outlook plugin, and Ad-hoc AWV
meeting, that is, users with CloudLink-based authentication cannot be AWV users. However, these
users can still join the AWV meetings as participants.

» Users who have enabled CloudLink-based Authentication can use the Meeting Centre but only to join
meetings from other participants or their old meetings (created before they moved to CloudLink-based
authentication).

» The CloudLink-based Authentication feature should only be turned on once the CloudLink Integration is
done, and the MiCollab Clients are upgraded to Release 9.3 and above loads.

» Administrators have a choice to enable and disable CloudLink/Entra ID based Authentication for a
specific set of users.

* MiCollab can only be configured with a single source of authentication - CloudLink or OnPrem-Active
Directory. Before moving to CloudLink-based Authentication, they must disable the On-Prem AD
authentication if configured already.
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» The CloudLink-based Authentication feature is supported with MiVoice Business (on Enterprise and
Flex deployments), MiVoice MX-ONE, MiVoice 5000, MiVoice Office 400 platforms.

* MiCollab Web Clients opened on Internet Explorer does not support CloudLink Authentication.

» For CloudLink-based authentication to work, the User Principal Name on Entra ID should be the same
as MiCollab user’s Primary Email Address.

CL Auth SSO Client authentication using SSO and multi-factor authentication is supported by the following
configurations:

» User provisioning via non AD MiCollab integrations
» User provisioning via IDS - AD on-premise MiCollab integrations
» User provisioning via Entra ID CloudLink Sync MiCollab integrations

The following subsections describe the MiCollab Client behaviors and CloudLink/Entra ID/MiCollab server
configurations to enable the CloudLink/Entra ID based authentication.

1.2 Microsoft Entra ID to CloudLink

e Note:

The information contained within this section on CloudLink or Entra ID do not follow MiCollab
release cadences and content. The purpose of this section is to provide information on the basics of
integrating CloudLink with Microsoft Entra ID

Configuring the CloudLink Platform with Microsoft Entra ID allows users for your customer account to
access CloudLink applications such as MiTeam Meetings using their enterprise credentials (i.e. Entra ID
credentials: Email and password).

To proceed with this section, you must have the following:

* An Entra ID subscription
* A Mitel CloudLink account

e Note:

Entra ID authentication (formerly known as Azure Active Directory or Azure AD) is not supported in the
native application browser on Windows 10 clients. As a result, with CloudLink-based authentication
configured to use Entra ID and Conditional Access, the Windows 10 client will now launch the
authentication process through an external browser instead of relying on the native application
browser. This change will ensure a smoother and more secure authentication experience.
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1.3  Setting up a CloudLink Account for Integration

Some of these steps are consistent with steps to enable CloudLink based Chat or MiTeam Meetings.
However, for completeness, all steps will be included.

1. Log in to the MiAccess portal using your MiAccess credentials.
2. On the left tab, select Mitel Administration.

0 Mitel

MIACCESS PORTAL

DASHBOARD APPLICATIONS MITEL.COM INSIDE MITEL SELF

FAVORITES Recent news entries

Compatibility Matrix

Jan 1, 2024
Proposal Content Hub

CompetelQ Sent:
Subject:

Content Syndication

Doc Center Self-Service Content & Quote Templates

Partners --> select Applications above and scroll down to Proposal
Content Hub to launch.

InfoChannel

Knowledge Management System

Our business tool is a self-service selling resource of curated and vetted
Mitel corporate and product information. Designed with your business in
mind, we encourage you to try our specially designed end user proposals.
Whether you have a specific Mitel solution or a vertical in mind, we have a
document you can generate in minutes and get it out to your client. All
you need to do is select the type of proposal and fill in a brief intake form.
Your output document will save to your computer downloads folder. The

Learning Management System
Licenses & Services

Licenses & Services AMC

Mitel Administration
Mitel CPQ

Mitel User Group

final document is 6-10 pages long. It includes a cover page, a table of
contents, a summary of the solution, and a price quote that you
conhveniently attach as an image file. Try one today!

Questions or Suggestions? We are here for you! If you're stuck, reach out

S MNR Iy JO PR VL P R
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3. Partner can log in to the CloudLink account portal and select the Add an account link (i.e. customer
account).

If the customer account already exists, you can skip this step, search for the customer account under
Accounts and proceed to step 4.

BJ  Accounts Mitel Networks India Rituparna Deb .v

Accounts Console Tip #1 dismiss Quick Links

User Management Welcome to Mitel Administration. Here you
e Can create and manage your accounts. Add an account

View accounts

&°

Billing

iy DIeMIN

Support  Legal  EN(US) v
tel Networks

4. Fill in the required details under Account Information.

e Customer Name

»  Country

* Province/State
* Address

+ City

* Postal/Zip Code

» Default Language
» Business Type

»  Support Contact

DO Accounts CLDesignintegration Abhinay Trivedi '

) Dashboard Account Information

SAP Customer Number
A Cloud location
Europe (Frankfurt
tawa K25 2M9 o
&«
EN (US) ¥ Support contacts
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5. In the Integrations section, click + Add new.

A pop-up screen displays the Integrations panel.

Integrations + Add new
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6. Integrations will include Mitel and 3rd Party. Click the 3rd party tab.

» Mitel Integrations include (not discussed here): MiCollab, MiTeam Meetings, and MiCC.
» 3rd Party Integrations will include Single Sign-On as shown below:

* Click the Add button associated with Single Sign-On, and click Done.

Integrations

Q

6 ’S.Il'jlg[e Si Add
S50 for ent
Azure AD Sync
IA synchronize users between your Azure AD and Mitefs CloudLink based applications. Add
OKTA Sync Add
Synchronize users between your Okta directory and Mitel's CloudLink based applications.
a Microsoft Office 365 Add
Allows Mitel Cloudlink to integrate with Microsoft Office 365

The Single Sign-On is enabled for the customer account and is added to the Integrations
section of the Account Information page.

» At this point, the Single Sign-On procedure is not complete. Click the Complete Setup button.

Single Sign-On Complete setup Ty

* An integration guide link is provided that will outline the rest of the setup for Single Sign-on and
integration with Entra ID
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Single Sign-On

Enable Single Sign-On (S50) to allow your users to sign into Mitel
applications using their enterprise username and password. Visit our

nt e for detailed instructions on how to configure single sign-on
ic provider.

with you

Step 1

Fillin the name of your Identity provider (IDP),

der (IDP)

To ensure that SO with your IDP is successful, please validate and test in your own IT
sandbox prior ta deploying.

Step2
Copy and paste these values where needed in your Identity provider
Copy

https://authentication.us.dev.api.mitel.io/2017-09-01/sa.

- T =
https:/fauthentication.us.dev.api.mitel.io/2017-09.01/a. i

Step3

Fillin these values from your Identity provider integration.

i we

This completes the steps necessary to integrate the CloudLink Account with the customer Entra ID

For new customer sites, the CloudLink Account must now be integrated with MiCollab. The steps required
are identical to setting up the CloudLink based chat on MiCollab. See the MiCollab Solution Document-
CloudLink for steps to Enable CloudLink Integration.

1.4  Adding a user on Entra ID in Mitel Connect

There are multiple ways to add users in Entra ID through Ul, CSV import, PowerShell, etc. The

user creation in Entra ID is not considered and described in this document. Please refer https://
portal.azure.com/ for details. This section only describes adding a user in the Entra ID Mitel Connect app
once the user is created in Entra ID
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1. Search for Enterprise Applications on Entra ID and select Mitel Connect application.

Microsoft Azure

L enterprise i —

Services

Wel

Enterprise applications

Don't

Start
Get §.

& Bing Maps API for Enterprise
Integration accounts

E Service Bus

Resources

No results were found.

RS e e and o il

Home > Enterprise applications

Enterprise applications | All applications

Default Directory - Azure Active Directory

«

+ New application == Columns Preview features

Overview
@ Ty outthe new Enterprise Apps search preview] Gk to enabe th preview, =
© Ovenview

K Diagnose and solve problems Application type Applications status

Enterprise Applications v/ | | Any v Ay

Q Got feedback?

Application visibility

o - [ ]

Manage

Al appl

First 50 shown, to search all of your applications, enter a display name or the application ID.

£ Applcation proxy Homepage URL

B User settings hittp://www.mitel.com

Security

scm

& Conditional Access n

© Consentond permisions B s
Activity

D sign-ins

ffl Usage & insights (Preview)
& Auditlogs

& Provisioning logs (Preview)

Access reviews
@ Admin consent requests (Prev...

Object ID Application ID

a3ffdfe7-cbic-41fb. b b

6edf7bbf-e0cf-46b5-9f:
325447db-615b-4fb6-a7ad-2(c102¢9348a  20737309-d1aa-470d-acf1-792008f1c409
3bb4033a-49b7-480b-9b67-c950a5353fa4  1226aced-bbee-4414-a23c-Thae984aedab

boeb 152013d9-52b5-4d.

2. After clicking Mitel Connect, click Assign user and group.

Home > Enterprise applicalions »
i Mitel Connect | Overview
bl Enterprise Application

B Overview

Properties

[ oeployment Plan

Mansge
™ Application 1D
Il Properties -

eedliTbib-= [
& Owners

Osjeet D
& Roles and aaministratars (Pra. T s 0
2 Users and grouss .

Getting Started

D single sign-on
& provisning
© Self-senice & 1. Assign users and groups 3) 2 Setupsingle signon
Socurity 1o the ap using their Az
& Conditions Access Sssign users and grougs Gotstar

ermissions

© Token encryprion

WL 4 Conditional Access © 5 Self service
Activity ion with a Enable users to req
P B application using t

te their applieation
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3. Click Add user.

Microsoft Azure

Hame » Enterprise applications > Mitel Connect

2 Mitel Connect | Users and groups

Enterpnise Applhoation

| Rer ) Update Cr == Calwmns Gt feedback?
B oveniew -
@ The application will appear cn the Access Pansl for assignesd users, Set it 1o users? 1o no in progerties 1o prevent this
tﬂ] Deployment Plan
Maniage | First 100 shown, to search all users & groups, enter a display name
il Properties Display Name Object Type
& Owners Mo application assignments found

+ Rolos and administratars (Pre.

[
£ Users and groups

D Single sign-on

4. Search for the user and click to Select the user.

Dashboard > > Enterprise applications UserS and groups X
Add Assignment
‘ £ Search ‘
Users and groups ~
nnng
None Selected @
. nnnh
Use
. nnni
Selected items
. nnnn ‘ Remove ‘
. abolif ‘ Remove ‘
. nnny ‘ Remove ‘

o

5. Once the user is selected, click on Assign.

= Micresoft Azure P Search resources, services, and docs (G+/)

Home > Mitel Connect >

Add Assignment

Default Directory

A\ Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to
the application.

Users

1 user selacted.
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6. The user should list under the Enterprise Application — Mitel Connect.

— Microsoft Azure 22 szarch resources, services, and docs (G+/)

Home > Mitel €

nect

Enterprise Application

® [ Mitel Connect | Users and groups ]
ak

t Add user

Detault Access

7. All users listed under the Enterprise Application - Mitel Connect should appear on CloudLink account
portal. Before troubleshooting MiCollab, ensure that users from Entra ID within the Enterprise
Application — Mitel Connect are shown on CloudLink for the customer Account.

o Note:

For CloudLink-based Authentication to work, the User Principal Name on Entra ID should be the
same as the MiCollab user’s Primary Email Address.

1.5 Setting up MiCollab for CloudLink-based authentication

1.5.1 Enable CloudLink-based Authentication on MiCollab
server

e Note:

If you have an On-Prem AD connection currently being used for user authentication, you must disable
the authentication first as only one source of authentication is allowed. If On-Prem AD connection is

used only for user authentication and not for synchronization, you may proceed for deletion. Refer
below steps for deletion.

1.5.2 To delete or disable on-prem AD authentication

1. In the MiCollab Server, under Configuration, click Integrated Directory Service.
2. In the Actions column for the desired domain, click Remove.
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3. Click Remove.

4. If Authentication was enabled, you will be prompted to enter a temporary end-user login password.
Enter a temporary password, confirm the password, and then click Save. The system automatically
sends the users a Service (Welcome) Email with the temporary password and deployment Email with
the QR code.

e Note:

To prevent the system from sending a Welcome Email with a temporary password and a
deployment Email, the administrator must disable the welcome Email before Step 1 and should
enable it after Step 4 is completed.

1.5.3 To add CloudLink Platform/Entra ID authentication
for IDS

Limitations:
The following features are not supported with CloudLink IDS:

» External Search

» External Reverse Lookup

» Search Context, i.e. OU based search
* Query String

Prior to the enabling of CloudLink-based Integration on MiCollab you will notice that there are only four
Directory Server types under Integrated Directory Services:

» Active Directory
» MiVoice 5000 / MiVoice 5000 Manager
* Generic LDAP
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» ForgeRock Directory Services

MiCollab

Bpplications
Usars and

ng

Servicel ink

Status

[ ministration

MiCellab Chat Services are not enabled in the System. Click here to enable the Chat Services.

Integrated Directory Services f?\
Add connection to directory server

Before you 3dd @ directory server connaction, ensure that the Tntegrated Directory Services account is active on the directory server and that you have entered the account user nam and
pesswond comectly,

IDirectory server type | Actve Directary -
Active Directary

Primary directory server

MiVaice 5000 / MiMoica 5000 Managar
Secondary dirctory sarver | Ganaric LDAP /
e — ] ForgeRock Directory Sarvicas.

Synchronization schedube Coere | Day v et 00w - 00w
Emable authentication
Authentication anly
Authentication for AD LDS
Skip USNChanged Attribute
Bomain| |

Distinguished name

Passward |

LDAP port | 636 |

Global catategue port |
Connection method | Secure (LDAPS) w

If CloudLink Integration is enabled, CloudLink Platform will be shown under available Directory Server
Types. Refer from step 6 onwards for further configuration.

If CloudLink Integration is not enabled, then the following steps will be required to enable CloudLink on

MiCollab.

1. From Configuration > MiCollab Settings proceed to the CloudLink Integration tab.

2. Check the box I agree to the Mitel Cloud Services Terms and Conditions and then click the
Connect CloudLink button.

o0 Mitel

MiCollab

Pieplications

jrdministration

Web services

MiCollad Language

HiCollab Chat Services are not enabled in the System. Click here to enable the Chat Services.

MiCollab Settings &)

Password Strenglh | Welcome E-mail “pllect Logs  Client Deplayment Seflings ~ MiVE Shaing | CloudLink Integration

CloudLink is Mital's naxt genaralion communication platiorm service and is hosted on AWS Cloud MiCallab can easily cannec! and integrate to this platform ta provide
enhanced fealures @ g Chat Syne, persisience, file lransfers, ate

You need CloudLink Account Admin credentials o enable these features. Contact Channed Pariner or see Halp for more details
Prass "Cannact CloudLink™ fo establish connaction & activata MiCollab users on CloudLink platform
| agraa to tha Mitel Cloud Services Terms and Canditions

Connact CloudLink

3. MiCollab will indicate: You are being directed to Mitel Auth Portal for additional authentication.
Make sure your web browser pop-up blocker is disabled. Do you want to proceed?

Click OK to proceed.
4. As a Mitel Administration user administrator you will be asked by CloudLink to:
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e Note:

It is assumed that CloudLink has already been setup to include a user (administrator) and an
account (customer).

1D Mgl - Godgie Chrome - [m] *

o Mitel MiCollab & authdev.mitelio/authorizeTeient id = 62 JebddOcasaebbei2 s
00 Mitel

Applications | MiCollab Chat Services are not enabled in the System. Click here to enable

MiCollab Settings Sign in to Mitel

| Password Strength Weleame: E-mail Collect Logs Cliwnt Dieplayrr]
| 4 Enter your username

Status: Authentication is in progress. The entire
process may take few seconds to few minutes (i
depanding on the number of users and network m
spaad
CloudLink I= Mitel's nexet generation communication platform senvice and is hos) o provide

anhanced features a.g. Chat Sync, parsistence, fils transfers, atc.
‘fou need CloudLink Account Admin eredentlals 1o enable these features. Conta

Preas “Connect CloudLink® to establish connection & activate MICollab users o

] agrea to the Mitel Cloud Services Temms and Conditions

» Enter your Username (Email address)
» Enter your Password

Any users that exist on MiCollab will be sent to CloudLink. This can be confirmed by looking at the
users on CloudLink and comparing them with MiCollab.

0 Note:

At this point, CloudLink-based Authentication has not been enabled.
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5. Return to Configuration > Integrated Directory Services and click Add Connection.

o Mitel | Micollab

applications

Lisars & Sarviois

Integrated Directory Services

Audc, Web and ¥idec

Conferaring Aiddd, edit, remove, and synchromnde connections bebwsen MiCollab and directory domain controllers.
Mivescs Border Oetesvray

NuPgint Web Console Add connection | Manage detained entries (0] |

MiCollab Clint Sarsics EE—

M ollalz Clmnt Degloymaent

Servicelink

T g ————
Ela

Install Applicaticns Default Attriaute Mappings

Status

The fallgwing tabie ma & default directary servioes user data fialds 1o the MiColab user data fields,
fd ministration

Each conmecton may use defaul® sat or create its own set of atiribute mappings within the connection itssif.

Webr services
ity ||
Company Himeltm
Country |co

Systam monitaring DIDNHI‘IW'

,1,' R Department [ department

L Distinguished Mame | distingulshedName
Canfiguration Email ||-|-|,a||

1 ;... ....-: ,.::r.,:._,,-. ..h. F.u:|rac5imi|-:-releu'mn&MumbH

e

First Hirnl.lgi'.'r_'nhlanc

A pllak Gettings

MiCollal Languags Hamé Fleiment |ipF'f'nnn

6. When the new connection page is provided, select the Director Server Type dropdown field. You will
notice that CloudLink Platform will now appear. Select CloudLink Platform.

oo Mitel | Micollab

leplications

Integrated Directory Services &l

Add connection to directory server

Before you add a directory sarver connaction, ensire that the Tntegrated Directary Services account i active on the directory server and that you have entered tha account user name and
password comectly

Directory server type | Active Directory ~

. nant hctive Crnciary
Primary directary seFver Y
g d A4 WiVice 5000 ¢ MiVaice 5000 Managar
serviceLink Secondary directory server | Ganerc LDAR
Gl tnable synchronization paC

Synchronization schedule

Jrdministration Enable authentication
Wty services Authentication only
Authentication for AD LDS |
Skip USNChanged Attribate
pomain| |

Distinguished name
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7. Once CloudLink Platform is selected, the following Integrated Directory Services page will open to
further define the connection type. Click on the Enable authentication checkbox and Save.

MiCollab Status W [

Integrated Directory Services ('_;‘
Edit connection to directory server
Reconfigure an existing directory server connection
Directory server type
Enable synchronization
Enable authentication

Re-initialize on next cycle

o080

Defer all operations

Cancel il Save

Once the CloudLink/Entra ID based authentication is enabled, all existing users and new users created will
be provided with CloudLink Unified Login as detailed in the subsequent sections.

At this point, once MiCollab is integrated with CloudLink for CloudLink authentication, MiCollab Client
Users ( Web, PC, Android, iOS, and MAC Client) login in will be authenticated by Entra ID (in this example)
via CloudLink instead of MiCollab.

6 Note:

From R9.5 onwards, for performing the CloudLink Authentication procedure, the migrated user's login
ID becomes the same as their Email ID. This behavior is valid for all the first-time users performing
CloudLink Authentication. In case of manually or locally enabling and disabling CloudLink Auth from
Bulk User Provisioning (BUP)page, no changes would be seen.

1.5.4 To disable CloudLink-based authentication

MiCollab administrator can disable/enable CloudLink-based Authentication for a set of users (one or
multiple) through Bulk User Provisioning (BUP). This might be required for cases where the administrator
wishes to manage authentication locally through MiCollab for few users, for e.g. temporary users which do
not have accounts in AD.

To disable CloudLink-based authentication for specific set of users/user, please follow the below steps.

1. Under Applications, click Users and Services.
2. Click the Bulk User Provisioning tab.
3. In the Mode drop-down window, select the Bulk User Edit option.

Users+ Network Elements

Mode : |Bulk User Edit e
Bulk User Add

[l Bulk Uzer Edit

|:| r.1anag? Deta ined_(_l_l._lf!.le

4. Click on Load Users.
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5. Select the users for whom the CloudLink-based Authentication needs to be disabled.
6. Click on the Disable CL Auth button.

A Password pop-up will be opened.

7. Enter the default password of those selected users in the Default Password and Confirm Password
fields and click Submit.

8. Click on Yes to confirm. The CloudLink-based Authentication of the selected users will be disabled.

In case of any error, the error message would be displayed. Refer the Troubleshooting Errors, Alarms and
Reports for details.

1.5.5 Using CloudLink-based Authentication on the
MiCollab Clients

1. Open the MiCollab client in the web browser.
2. Enter the Email ID or login ID (received in MiCollab Welcome Email) and click Next.

Aitel Networks Corporation

3. If CloudLink-based Authentication is enabled for the user, the MiCollab client will proceed for
subsequent login through the CloudLink Unified login page.

+ Entra ID is integrated: In the CloudLink Authorization page, use your enterprise credentials to login.

« Entra ID is not integrated: In the CloudLink Authorization page, use your CloudLink password.
This password must be setup with the help of CloudLink welcome Email. Check Emails from no-
reply@mitel.io to setup your password if not done already.

00 Mitel

Sign in to Mitel

(Q Use your enterprise credentials to proceed
o
" @ single Sign on
X

nant
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6 Note:

The Email ID is auto-populated on the CloudLink Sign-in page.

00 Mitel

‘ Sign in to Mitel

Enter your password for rehantanefal S@gmal.com

- -

« Entra ID is integrated along with the Enable Mitel Credentials (optional) field in the CloudLink Portal:
On the CloudLink authorization page, you can use the credentials which were used to verify the
account in the CloudLink Portal (check Emails from no-reply@mitel.io to setup your password).

09 Mitel

Sign in to Mitel

@ Use your enterprise credentials to proceed
‘ IEI Single Sign On

Or use your Mitel credentials ~

Enter your password for
demotest3@cloudlinkauth.onmicrosoft.com

fod

Y -
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4. If CloudLink-based Authentication is not enabled, then the user proceeds for MiCollab Authentication
and on providing the Email/Login ID on the same page, next the password field opens.

prateek dhawan@hcl.com

Password

5. On successful password authentication, the user might be prompted to enter a second-factor
authentication code, for example, OTP (based on Multifactor Authentication configuration done on

Azure AD behind CL platform).

6. After the successful multifactor authentication, the client is presented with the progressing screen

followed by MiCollab Home Screen.

With this the CloudLink-based authentication is complete and user can use the MiCollab Client features.

03 Mitel

MiCollab

7. For CL authenticated users they can use the Logout functionality to logout of the Web client.

Q Sehord x =
aton ame
oz
~ Q
Comacts 5 1 5

) ree-rosens ey
5 o

w A B

% 0 + O B
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1.5.6 Manual login for native clients

CloudLink Authentication also supports manual login in native clients (iOS, Android, PC, and MAC OS).

Perform the following steps for manual login for the native clients:

1. Tap on the Mitel logo three times to open the Manual Login screen.

60 Mitel

MiCollab

2. In the Manual login screen, enter the Server Hostname and Login ID/Email ID.

09 Mitel
MiCollab
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3. Click Next.

09 Mitel

MiCollab
mivhC sveapps.com ge==—""
jains2l@mitel.com —

4. If CloudLink-based Authentication is enabled for the user, the MiCollab client will proceed for
subsequent login through the CloudLink Unified login page.

+ Entra ID is integrated: In the CloudLink Authorization page, use your enterprise credentials to login.

« Entra ID is not integrated: In the CloudLink Authorization page, use your CloudLink password.
This password must be set up with the help of CloudLink Welcome Email. Check Emails from no-
reply@mitel.ioto setup your password if not done already.

00 Mitel

Sign in to Mitel

(D Use your enterprise credentials to proceed
‘\ (& single Sign On
>

nant
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0 Note:

The Email ID is auto-populated on the CloudLink Sign-in page.

00 Mitel

‘ Sign in to Mitel

nter your password for rehantanefal S@gmal.com

- - 3

« Entra ID is integrated along with the field Enable Mitel Credentials (optional) over CloudLink Portal:
In the CloudLink authorization page, you can use the credentials which were used to verify the
account over CloudLink Portal (check Emails from no-reply@mitel.ioto setup your password).

09 Mitel

Sign in to Mitel

@ Use your enterprise credentials to proceed
‘ IEI Single Sign On

Or use your Mitel credentials ~

Enter your password for
demotest3@cloudlinkauth.onmicrosoft.com

fod

Back Next
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5. If CloudLink-based Authentication is not enabled, then the user proceeds for MiCollab Authentication,
and on providing the Email/Login ID on the same page, next the password page opens.

09 Mitel
MiCollab

03 Mitel
MiCollab

Enter Password -




CloudLink-based Synchronization 2

This chapter contains the following sections:

Prerequisites and Supported Platforms

Limitations

Setting up CloudLink Account for SCIM integration
Setting up the Provisioning Server (Entra ID)

Setting up Mitel SCIM Enterprise Application

Setting up MiCollab for CloudLink-based Synchronization
Adding a User with Microsoft Extra Sync

Deleting a User with Microsoft Entra ID Sync

CloudLink (CL)-based synchronization provides single point of user provisioning and management of MiCollab
users from the CloudLink Accounts Portal. CloudLink can further be integrated with a provisioning service such
as Entra ID with the help of SCIM interface to extend the user provisioning and management directly from the
Entra ID service portal. This feature can be turned on/off with Cloudlink-based authentication.

2.1 Prerequisites and Supported Platforms

» Cloudlink-based synchronization is supported in Integrated mode and only with MiVB platforms (On-
premise and Flex deployments).

* Once Cloudlink-based synchronization is enabled, the administrator will not be able to add new users
from MiCollab USP but from CloudLink (or 3rd party provisioning server) portal only. At the same time
attributes updates for existing users will only be allowed for limited fields.

» Users can be created by Bulk User Provisioning and MiVB platform as well.
* Cloudlink-based Synchronization can only be turned on one IDS connection.

6 Note:

CloudLink Synchronization does not support importing contacts into MiCollab, as it can be done
with on-premise AD synchronization. You can create contacts as Basic users from the Bulk User
Provisioning tab on MiCollab.

e Note:

it is not necessary to enable CloudLink-based Synchronization in order to take advantage of
CloudLink-based Authentication.
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e Note:

For Cloudlink synchronization to work, the mobile number which is entered in Entra ID must be in
e.164 format. For example, +16135922122 and +441291436000.

The following subsections describe the MiCollab Client behaviors and CloudLink/ Provisioning server
(Entra ID)/MiCollab server configurations to enable the Cloudlink-based synchronization.

2.2 Limitations

The following fields are not supported on Entra ID/CloudLink Synchronization, but they can be modified or
changed as per the below-mentioned methods:

1. Fields that can be modified from MiCollab USP

* Department
* Language
* Location
2. MiCollab user fields that cannot be populated from Entra ID

* Info

* Info 2

» Position
+ Title

* Home Element

» Secondary Phone directory Number
* Mobile Phone Number 2

+ Fax

» Distinguished Name

3. Not supported on SCIM Interface; Administrator can update their photo on Azure and the user can
update their photo in MiCollab Client.

» Photograph

e Note:

On migration from AD Sync to CloudLink Sync, the above-mentioned field values would be
maintained and not cleared. After the migration, these values can be updated or modified using the
methods specified against the field values.
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e Note:

Due to a limitation of the Microsoft Azure SCIM solution, a user details field in Entra ID that has
been mapped to an attribute will not be provisioned if the field is left blank and hence it cannot be
pushed to CloudLink. Therefore, an update of the blank field is neither received by CloudLink nor by
MiCollab. That means any field that is provisioned with a non-blank value cannot subsequently be
blanked out from the Entra ID side. As an alternate solution, the administrator can set a particular
character like "-" or a string "<blank>" instead of null fields on Entra ID. Updates using these
characters or strings will be pushed to MiCollab via Cloudlink.

For removing the services like DID, External Number, etc. the administrator needs to update it to a
random unique number. After the user is created with a service along with the provided random unique
number, delete the service from MiCollab.

2.3 Setting up CloudLink Account for SCIM integration

Prerequisite : Provide a heads-up to the Customer IT administrator that SCIM Field Attribute mapping
needs to be planned. The actual mappings will be set up in Step 14 below, but they need to be aware of
this requirement.

Follow steps mentioned in Setting up a CloudLink Account for Integration (Step 1 and Step 2) in Chapter 1,
for setting up CloudLink Account. Once the Integration is done, at the bottom of the page you will find the
option Integrations. Integrations will include Mitel and 3rd Party.

» Mitel Integrations include (not discussed here): MiCollab, MiTeam Meetings, and MiCC.
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» 3rd Party Integrations will include Entra ID Sync as shown below:

» Select the Add button beside Entra ID Sync.
» Select Done.

Integrations

Q
Mitel 3rd party
A Azure AD Single Sign-On Add
SSO for enterprises using Azure AD with Mitel's CloudLink based applications.
A Azure AD Sync Add
Synchronize users between your Azure AD and Mitel's CloudLink based applications.
a Microsoft Office 365 v Added

Allows Mitel Cloudlink to integrate with Microsoft Office 365

At this point the Entra ID Sync setup has not been completed. Click on the Settings icon.

MiCallab [ @]
MiTeam Meetings © [ &
Azure AD Single Sign.on o @
Azure AD Sync [ @]

Click on Complete setup.

Integrations + Add new

Azure AD Sync Complete setup T

Click on Generate keys.
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Azure AD Sync

Before starting ensure you have an Azure AD subscription/ account. and
have added an application object. For more infermation see online help.
It might be easier to have this portal and the Azure AD portal side-by-side as

you will be copying and pasting information from this portal to the Azure AD

Press the Generate keys button to create keys to copy to Azure AD SCIM

provisioning. Only generate keys as needed.

&, Generate keys

= =3

Click on Copy against the Tenant URL text field and Secret Token text field and save the values, as these
values would be required to be entered on Entra ID portal SCIM app configuration.

The keys generated will be used by the customer site IT personal for the Entra ID part of this configuration.
Copy the Tenant URL and Secret Token and send this information to the Customer IT person via Email.

Click Done to complete the configuration on CloudLink.

0 Note:

Click on Generate Keys button to create the keys and copy them to the Entra ID SCIM app.
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Azure AD Sync

Before starting ensure you have an Azure AD subscription/ account, and
have added an application object. For more information see online help.

It might be easier to have this portal and the Azure AD portal side-by-side as
you will be copying and pasting information from this portal to the Azure AD
portal.

Press the Generate keys button to create keys to copy to Azure AD SCIM
provisioning. Only generate keys as needed.

@\, Generate keys

Copy and paste these values where needed in Azure AD SCIM provisioning

Tenant URL Copied
https://admin.eu.dev.api.mitel.io/2017-09-01/accounts/7... ~

Secret Token

$p%PVGD7hQ9aBdrfAyKScxs+AGEWHVC@ Copy

S rre e
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M fydm Jentiil
Irmim i |
i A th I . i Cliosad| I i I i
nan L# .
& -
el Taker -
Tt Cormed o

Azure AD Sync

Belore starting ensure you have an Azure AD subscriptions accownt, and

" Aaid wry aglean o o Era e T - llf .
e added an application obpect. For more information see online help.

L might be easier to have this portal and the Apure AD portal side-by-side as
Tt A I At A TasEting Eairaiar: Froa thie artal o S A ™
you will be copying and pasting information from this portal to the Azwre AD
portal,

Priess [he Generate kKeys button (0 dreate kiys [0 Copy 10 Agure AD SCIM

provisioning. Only generate keys as needed
{1, Generate keys

Copy and paste théde values where needed in Azure AD SCIM provisianing

hittps:fadmin, e dev.api mitel o/ 201 7-09-01/accounts']

Copy

REVEED MRZX N SOTCK D+ VH LR X0 F

5 oo =

2.4  Setting up the Provisioning Server (Entra ID)

The information contained within this section on CloudLink or Entra ID does not follow MiCollab release
cadences and content. The purpose of this section is to provide information on the basics of integrating
CloudLink with Microsoft Entra ID for the provisioning and management of MiCollab users.

e Note:

Role change and Directory Number change are not allowed when done through Entra ID; similarly,
they are not allowed in the case of AD synchronization.
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2.5 Setting up Mitel SCIM Enterprise Application

To set up the Mitel SCIM Enterprise app, the administrator should have access to the Entra ID Portal.

1. In the Entra ID portal, search for Enterprise applications.

= Microsoft Azure P enterprise sfm—

Services

Wel EE.E Enterprise applications

Don't G Bing Maps API for Enterprise
Integration accounts
E Service Bus
Resources

No results were found.

Start
Get %
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2. Once the Enterprise application opens, click on the New application option.

The Browse Entra ID Gallery opens.

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Enterprise applications

s== Enterprise applications | All applications

EEE pefault Directary - Azure Active Directory

« + New ap == Columns Preview features P Got feedback?
Overview =
. 0 Try out the new Enterprise Apps search preview! Click to enable the preview. =
0 Qverview
K Diagnose and solve problems Application type Applications status Application visibility
| Enterprise Applications v | ‘ Any e | ‘ Any v | .
Manage
8 Al applications ‘ | First 50 shown, to search all of your applications, enter a display name or the application ID.
Bl Application proxy Name Homepage URL
%% User settings Mitel Cannect http://www.mitel.com

. scim
Security H

SCIM
& Conditional Access n

@ Consent and permissions H SCIM App

3. In the Browse Entra ID Gallery (Preview), switch to the old app gallery experience.

Home > Enterprise applicaticns >

| Browse Azure AD Gallery (Preview) | X

+ Create your own application (0 Request new gallery app & Got feedback?

|0 Click here to switch back to the old app qallery experiance. —» |

O Search application Single Sign-on - All User Account Management : All Categaries : All

Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform Oracle SAP
Google Cloud G

On-premises applications

Add an on-premises application Learn about Application Proxy Manage Application Proxy connectors
Configure Azure A0 Applicatio Learn how oy 10 provide secure remote access
access 1 yeur on 5
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= Microsoft Azure R Search resources, services, and docs (G+/)

Home > Enterprise applications > Browse Azure AD Gallery (Preview) >

Add an application =

ﬂ Click here to try out the new and improved app gallery. —>

Add your own app

BBR Application On-premises EEE Non-gallery
II..‘ you're application P application
developing
i Configure Azure AD Integrate any other
Regls.ter an app you're Application Proxy to application that you
working on to integrate enable secure remote don't find in the gallery

it with Azure AD

access.

Add from the aallery
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5. Under the Add your own application field, add the application with a name of your preference like
Mitel SCIM and click on Add.

You can click on Learn more under Automatic User Provisioning with SCIM to learn more on SCIM.

= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Enterprise applications > Browse Azure AD Gallery (Preview) > Add an application >

Add your own application

Name * (O

| SCIM-Test S— ;

Once you decide on a name for your new application, click the "Add" button below and we'll walk you through some
simple configuration steps to get the application working.

Supports:

SAML-based single sign-on
Learn more

Automatic User Provisioning with SCIM
Learn more

Password-based single sign-on
Learn more
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6. Click on the configured SCIM application to set it up with CloudLink.

— Microsoft Azure £ Search resources, services, and docs [(G+/)

Home » Enterprise applications

=== Enterprise applications | All applications

HE= Default Directory - Azure Active Directory
« 4 Mew application == Columns [Fal Preview features 7 Got feedback?

Overview -

. ﬂ' Try out the new Enterprise Apps search preview! Click 1o enable the preview. —
0 Qvernview
A Diagnose and solve prablems Application type Applications status Application visibility

Enterprise Applications o Any o Ay

Manage
== applications First 50 shown, to search all of vour applications, enter a display name or the application |0,
B! application proxy Mame Homepage URL
& Use settings Mitel Cannect http:/fvww.mitel.com
Security n s

. SCIR
& Conditional Access n

. SCIM Ap

a Consent and permissions n ? PP

| I:I SCIM-Test
Activity

7. Click on Provisioning, followed by Get started.

= Microsoft Azure B Search resources, services, and docs (G+/)

Home > Enterprise applications > SCIM Test

2 SCIM-Test | Provisioning >
&

Enterprise Application
«
@ Got 2 second? We would love your feedback on user provisioning. =
B overview
@ ceployment Blan

Manage

1! eroperties

& Owners Q g
& Roles and administrators (Pre.. /' .

& Users and groups

3 single sign-on

Automate identity lifecycle management with Azure Active Directory

Automatically create, update, and delete accounts n users join legve, and move within your erganization. Learn more.
E} Application proxy -
G Self-service

Security
What is provisioning? Plan an application deployment Configure automatic provisioning
% Conditional Access

& Permissions
Q@ Token encryption
Activity

D signins

8. Select the Provisioning Mode as Automatic from the drop-down list. Fill in the fields for Tenant URL
and Secret Token from CloudLink. (Refer to previous section for details. These values were copied and
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saved by the user). Refer to the Tenant URL details mentioned in the previous section. These values
were copied and saved by the user.

Microsoft Azure 2 Saarch resources, seevices, and docs (G+/)

Homae > Enterprise applications > SCIMDoc

Provisioning

B See D Discard

Provisicning ‘-’:a/’

Autormatic ™ I
Usz Azure AD to manage the creation and synchronization of user accounts in SCMDoc based on user and group
asngnment

»  Admin Credentials

Admin Credentials
Azure AD newds the following information to connect to SCMDoc’s AR and synchvonize user data

Tanan: URL "

| httpsyfadmin e dev.apimitelio/2017-08-01/accounts /78545 3-b99f-Ac0f-a0dc-Tde T8 T T 1 cTHa N2 sam ! | ‘

Secret Token

o Comecgon |
O

w Mappings

9. Click on Test Connection. Test connection should be successful.

e oo

Home spplications

Provisioning

© Sre X Disaard

Use Azure AD to manage the creation and synchronizasion of Lser accounts in SMDoc based on user and group
arsignman

v

Following information 1o connect 1o SCMDoc's A7 and synchwcrize user data

e TR )

[ ez connection ]

v Mappings

v Seqings
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Mecrosoll Arure O Search resouroes, senvioes, and docs (5.,

Home > Enterprise appiications » som

Provisioning

& ssa A Caue

Prinvitianing Mode | e ol

Ut Azuti AD to muisigl the Srilin Bnd [ynehranzrton of uidr Bodotl in 15 bited o0 uld B Froup MRt

~ i Credentials

Agmin Credentials
Azyirg AD P Eh Tl A IAASIITSN B LANRCT B B2 L AR BAS Iy nEReamnE Ll SaT

Tarnt AL * (1] gy wdmin, . v apiumiteio/ 301 7-08-01 aceownts, 21 Thati -Dedl-4343-Bc0e-sdbtil . |

A Mapairgs

Mappirgs
Wappirgs sllow you 10 Sefirg Rowy Gats thould flow batwaen applcations.
Mame Enabded

Sk your credentisl 15 Creatt mapEngE

A, Settings

Hgptifigaticn Sl

I
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11. Click on Provision Azure Active Directory Groups.

= Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > scim app ?

Provisioning

~  Admin Credentials

~ Mappings
Mappings
Mappings allow you to define how data should flow between Azure Active Directory and customappsso.
Name Enabled
Provision Azure Active Directory Groups Yes
Provision Azure Active Directory Users Yes

[ ] Restore default mappings

v Settings
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12. Under Attribute Mapping, turn off the Enabled and click Save.

— Microsoft Azure L Search resources, services, and docs (G+/)

Home > scim app > Provisioning >

Attribute Mapping

Save X Discard

Enabled /

G o )

Source Object Scope

All records

Target Object Actions
w/ Create
\/ Update

'v| Delete
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13. Click on Provision Azure Active Directory Users.

— Microsoft Azure

£ Search resources, services, and docs (G+/)

Home > scim app »

Provisioning

v Admin Credentials

~  Mappings
Mappings
Mappings allow you to define how data should flow between Azure Active Directory and customappsso.
Name Enabled
Provision Azure Active Directory Groups No
| Provision Azure Active Directory Users Yes

| | Restore default mappings

14. Add/Edit Attribute mappings

Add/Edit source to target attribute mappings. All the target attributes will be auto-populated in Entra ID
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0 Note:

Edit attribute mapping can be done for AAD users and not for AAD groups.

Mappings determine the user attributes that flow between Entra ID and the MiCollab application (via
CloudLink SCIM) when user accounts are provisioned or updated.

_ —E B

" Emeepeise applicas SERE) Edit Attribute
Attribute Mapping

0 Note:

The following SCIM attributes are supported for programming from the provisioning server (in this

case Entra ID). All the mandatory fields mentioned below in the table should be programmed from
Azure. In absence of mandatory fields, the updates will first land in the detained queue and require
Manual Intervention to save on MiCollab.

Table 1: Attribute Mapping for 'only' CloudLink Attributes

These attributes are mandatory and only needed by Cloudlink, and therefore they should not be deleted

nor any changes should be made.

Entra ID Attributes SCIM/Target Attributes MiCollab Attributes

Switch([IsSoftDeleted], , active
"False", "True", "True", "False")

MiCollab Solution Document — CloudLink Authentication and Synchronization




CloudLink-based Synchronization

Entra ID Attributes SCIM/Target Attributes MiCollab Attributes

userPrincipalName userName

telephoneNumber phoneNumbers[type eq Primary Phone Directory
"work"].value Number (DN

Table 2: Attribute Mappings

Entra ID Attributes SCIM/Target Attributes MiCollab Attributes

givenName name.givenName First Name
surName name.familyName Last Name
userPrincipalName emails[type eq "work"].value Email address
Extension attribute or any roles[primary eq "True"].value Role

available Ul attribute

mobile phoneNumbers[type eq Mobile
"mobile"].value

Extension attribute or any available
Ul attribute phoneNumbers[type eq DID

"other"].value

physicalDeliveryOfficeName address[ type eq Company name
“work”].formatted

Extension attribute or any address| type eq Street Address
available Ul attribute “work”].streetAddress
Extension attribute or any address][ type eq “work”].locality ~ City

available Ul attribute

Extension attribute or any address| type eq Postal Code
available Ul attribute “work”].postalCode
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Entra ID Attributes SCIM/Target Attributes MiCollab Attributes

Extension attribute or any address[ type eq “work”].country  Country
available Ul attribute

6 Note:

If the user synchronization is enabled from On-Prem AD and authentication is enabled from
CloudLink, theAdmin must change the IDS mapping for the login id to the “userPrincipalName”
field.

15. Click on Save mapping.

= Microsoft Azure Search resources, senvices, and docs (G-,

Attribute Mapping
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16. Turn on the Provisioning Status and Save configuration to complete.

Home Enterprise applications SCIm

Provisioning

B save X Discad
~ Mappings
Mappings
Mappings allow you to define how dam should flow beoween Azure Active Directony and customappes
Marme Enabled
P (= & Direcn (L Yot
o e TX ory Use ®

[] Restore sefauis mappings

A Sattings

Motification Em

:I Send an email notification when a failure occurs
Status
Seart and $T090 PAOVISIONING TO LLiM, And Vigw PrOvitioning STMtUL

S e — ™y
Pravisiening Taatus :jun o

Cumrent Status

Statistics to date

2.6 Setting up MiCollab for CloudLink-based

Synchronization

1. If you have an On-Prem AD connection or any other IDS connection which is currently being used for
user synchronization, you must disable the synchronization first, as only one source of synchronization
is allowed. If On-Prem AD connection is only used for user synchronization and not for authentication,

you may proceed for deletion.

2. Refer To add CloudLink Platform/Entra ID authentication for IDS step 1 to 6 for setting up CloudLink
Integration and CloudLink Platform IDS.
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3. Click on the Enable synchronization checkbox and Save.

MiCollab Status M [

Integrated Directory Services @
Edit connection to directory server
Reconfigure an existing directory server connection
Directory server type
Enable synchronization
Enable authentication
Re-initialize on next cycle

Defer all operations [

4. Once the Cloudlink-based synchronization is enabled, all existing users and new users created from the
provisioning server (Entra ID) will be synced to MiCollab.

5. Select Defer all operations to preview the synchronization updates in the detained updates queue.
From the queue, you can view, apply, modify, or cancel (delete) the updates as required.

6. Select Re-initialize on next cycle to re-initialize the user sync from CloudLink.

This option effectively forces a full synchronization on the next scheduled sync event. A full
synchronization queries the directory server for the entire set of users. This option can be used to
recover the MiCollab database from the directory server. It will most likely result in a large number of
detained user updates.

7. Once the IDS connection is made, a sync button is also provided to check for any database changes on
the provisioning server and applies the updates to the MiCollab database. This might be required when
changes are done on CloudLink (or provisioning server) when MiCollab is offline.

o Note:

» Once the synchronization is enabled, the administrator will not be allowed to add a new user(s)
from Add, and Quick Add options. Any new user addition and updates must be done from
the provisioning server portal only. Refer to Table 1 Attribute Mappings for details on MiCollab
attributes.

+ Updates made from the provisioning server (Entra ID portal in this case) to MiCollab are synced
at periodic intervals (few mins to few hours depending on the Entra ID configuration). To push
the updates immediately, use the ‘Provision on demand’ feature from Entra ID portal.

2.7 Adding a User with Microsoft Extra Sync

e Note:

The administrator needs to have an account in the Entra ID portal ( https://portal.azure.com/)

MiCollab Solution Document — CloudLink Authentication and Synchronization



https://portal.azure.com/

CloudLink-based Synchronization

There are multiple ways to add users in Entra ID through Ul, CSV import, PowerShell, etc. The

user creation in Entra ID is not considered and described in this document. Please refer https://
portal.azure.com/ for details.This section only describes adding a user in Entra ID Mitel SCIM app once the
user is created in Entra ID

1. Under Enterprise Applications on Entra ID, select the application you have created to sync with
CloudLink SCIM. In this example, the application is named Mitel SCIM.

To create an Application, refer to Setting up Mitel SCIM Enterprise Application on page 32.

Home > Enterprise applications
gzt Enterprise applications | All applications X
Custom Directory - Azure Active Directory
+ New application Columns [#] Preview features P Got feedback?
Overview
€D Try cut the new Enterprise Apps search preview! Click to enable the preview. =
O overview ’
« Diagnose and solve problems Application type Applications status Application visibility
[ merprise appiiations ] [ any <] [ay ~
Manage
H Al applications [ First 50 shown, to search all of your applications, enter a display name or the application ID
B! application proxy Name Homepage URL Object ID Application 1D
B User settings B vesom 383bf805-2508-4322-bf0-5206737... S0i0b ee-A2c2-4506-0ce8-T845ct..
—

2. On the Application page, click on the Assign users and groups option.

0 Search resources,services, and docs (6+/)

Home > Enterprise applications

== SCIM App | Overview

Lo

Enterprise Application

«

B Overview Properties
@ oeployment Plan n Name ()

SCIM A p—
Manage L o |

Application 1D ©

11 eroperties
15a013d9-52b5-4d4f-828... [

& owners

Object ID @
&, Roles and administrators (Pre.. ca623315-1084-4760-09%.. )

88 Users and groups
Getting Started

D single sign-on

® Provisioning

El application proxy & 1. Assign users and groups _3 2. Set up single sign on gj 3. Provision User Accounts.
€ self-service Provide specific users and groups access Enable users to sign into their application Automatically create and delete user
to the applications using their Azure AD credentials accounts in the application

Security ssign users and grou et stant

% Conditional Access

it Permissions

i

4. Conditional Access C 5. Self service
@ Token encryption

o request access to the
sing their Azure AD

Secure access to this application with a
customizable access policy.
Activity

Create a policy

D sign-ins Set st

MiCollab Solution Document — CloudLink Authentication and Synchronization



https://portal.azure.com/
https://portal.azure.com/

3. Click Add user.

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > Enterprise applications > SCIM App

2 SCIM App | Users and groups

Enterprise Application
-

@ e eppiication will appear on the Access Panel for assigned users. Set ‘visible to users?' 10 o in properties to prevent this. =

i Remove A2 Update Crsder == columns 2 Got feedback?

B overniew

M oeployment Plan

CloudLink-based Synchronization

Manage First 100 shown, ta search all users & groups, enter a display name.

0 Propenties Display Name Object Type

& Ouners
&, Roles and administrators (Pre... (] . A
B8 Users and groups O . sateafliercodereview Use:

3 single sign-on

User

User

B Puovsioning

B application proxy
€ self-service
Security

% Conditional Access
% Permissions
@ Token encryption
Activity

D signeins

4. Search for the applicable users and Select the user.

T

Home > Enterprise applications > SCIMDoc
Add Assignment
A o - s Ace -
Usars.
None Selected

Role assigned
Lisar
User

User

Users x

Selected items

docwalichrough.crmicroactt.com .
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5. Click Assign.

Home » Enterpmise applications > sam app

Add Assignment

Users and groups
»

1 user selected.

6. User should now appear in the Users and groups tab as shown below.

[ e 5 o

Home > Enterprize applications

F3 SCIMDoc | Users and groups

Add usae/grove Cotamns Got frecback

B Oveniew

Display Name: Object Type Roke assigned

()] ;_@m User user

&, Foles and administraters (Praview
& Usarsand groups

Activity
D Signins

i Usage &insighes
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e Note:

» The last name of a user is not mandatory in Entra ID while it is mandatory in MiCollab. So, if the
last name of the user is missing, in this scenario the user creation fails in MiCollab.

» If more than 64 characters are present in the Email ID (characters before @ and should not include
@ and the domain part), the login ID will be truncated to 64 characters which will result in user
creation failure.

» If Defer All Operations is selected under IDS, all users will be listed in detained queue list. In case
the option is not selected, then only the failed users are listed.

2.8 Deleting a User with Microsoft Entra ID Sync

The administrator needs to have an account in the Entra ID portal (https://portal.azure.com/).

There are multiple ways to delete users in Entra ID, such as through the Ul, CSV import, and PowerShell.
User deletion in Entra ID is not covered in this document. For more details, please refer to the Entra ID
portal (https://portal.azure.com/).

This section only describes deleting a user that was created via Microsoft Entra ID Sync.

1. In the Entra ID portal, navigate to Users.
2. Locate the user to be removed from MiCollab, click on the user, and select Edit Properties.
3. Click on Settings, uncheck Account Enabled, and click Save.

Seat Toledo
Properties
(O Refresh A7 Got feedback?
All Identity Job Information Contact Information Parental controls Settings On-premises

This view only contains properties that can be updated. Learn more =

Search "Settings \:':::—;rtiac‘

Showing 2 results under "Settings"

Account enabled

Usage location |
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4. In Entra ID, navigate to Enterprise Applications. Select your CloudLink provisioning application. In this
example, the application is named CloudLink Provision.

=== Enterprise applications | All applications

Default Directory
< + Newapplication () Refresh & Download exporty | @ Preview info columns | [l preview features | &7 Got feedback?
> Overview
View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.
~ Manage

The list of applications that are maintained by your organization are in application registrations.
B All applications

g Private Network B search by application name or object ID pplication type == L icati X ppli IDstartswith X T add fi
connectors 7 applications found

& User settings Name 1, ObjectID Application ID Homep

8 App launchers BN provisionMIvBSVI 1d722ccf-ab48-4a85-b5c5-1564b8ac2d33 dabcade5-8377-49cf-biTa-b785928b190d hitps://

3 E:;‘:;”ﬂ::me"“a““” I €N cloudlink provision I 3d9des 68-8abg-49be-88cf-cec3adeoaod 761673f0-a2d8-4490-bed7-168a6eddoa4a hittps://

5. Go to Provisioning. The deactivated user will be marked with "acti ve": fal se during the next
automatic sync cycle.

6. Optional: To immediately push the deactivation, select Provision on Demand, search for the user, and
click Provision.

7. In the Perform Action screen, confirm that the target attribute name is "act i ve" and the value is
"fal se".

Perform action X

Modified attributes (successful)  Data flow

User ‘SeatToledo@lindencaxoutlook.onmicrosoft.com’ was updated in customappsse

Target attribute name Source attribute value Expression Original target attribute val..  Modified target attribute v...

name formatted Join(* -, "Seat", "Toledo") Join(" *, [givenName], [surnam... Seat Toledo

0 Note:

Using Provision on Demand is not required. Microsoft Entra ID automatically sets "acti ve":
f al se during the scheduled provisioning cycle when a user is deactivated.

8. Log in to accounts.mitel.io and Navigate to Account.
9. Navigate to User Management, and select Users. Search for the user. The user should not be visible.
10. Click Add Filter, select Property, and choose Inactive.
This displays a list of all inactive users.
11. In MiCollab, under Configuration, navigate to the Integrated Directory Service option.

0o Mitel | wmicollab St
Failed to activate user(s) for CloudLink Services. Click here for details.
(Close)
Integrated Directory Services ()

v Operation Status Report
Connection successfuly deleted

/Add, edit, remove, and synchronize connections between MiCollab and directory domain controllers.
Add connection | | Manage detained entries (72) )

Domain | Last synchronization | Summary | Status | Synchronization m

Default Attribute Mappings
The following table maps the default directory services user data fields to the MiCollab user data fields.
Each connection may use the default set or create its own set of atiribute mappings within the connection itseff.
ewli ]
Company Name | company
Country \coi
DID Number |
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12. Select the mitel.io option and click Sync.

00 Mitel | micoliab e ] (B

View og fles

gl Failed to activate user(s) for CloudLink Services. Click here for details.

SDS Distribution Errors (Close)

System informaton

?S‘E“ monitoring Integrated Directory Services (3 )
ystem users

;nr:.y::;;: o reboot Add, edit, remove, and synchronize connections between MiCollab and directory domain controllers.

Configuration Add connection ] Manage detained entries (0) |

MiColab Client Integration Wizard

sy Domain | Last synchronization Summary T — m
Mot e mielio - Enabling authentication: 100% eniries: 40 errors: 7  Finished

Networks

E-mail setings

stk Default Attribute Mappings

Google Apps
Cloud Service Provider

The following table maps the default directory services user data fields to the MiCollab user data fields.

oHoP
Date and Time. Each connection may use the default set or create its own set of attribute mappings within the connection itself.
Hostnames and addresses. A
ey B
IPV6-in-IPv4 Tunnel Company Name | company
P
Ethemet Cards Country co
DID Number
Security
Remote access. Department | department
ot forardi finau =
i Distinguished Name [distinguishedName

13. The user will be marked for deletion (D). Select the user to complete the deletion from MiCollab and
MIVB.

[ D 2023-03-16... Usain Bolt usain.... usainbolt@lindencox... UCC (V4.0) Stan_.

e Note:

The actual deletion of the user typically occurs 30 days after the account is deactivated in Microsoft
Entra ID, following the standard deprovisioning process.

14. Click on Manage Detained Entries.

oo Mitel | wicoliab e

View log files

Eonst bl Failed to activate user(s) for CloudLink Services. Click here for details.

SDS Distribution Errors (Close)

System information

System monitoring Integrated Directory Services @

System users
3'“‘4‘“‘" etk Add, edit, remove, and synchronize connections between MiCollab and directory domain controllers.
prualization

Configuration

MiColab Client Integration Wizard

Reconcie Wizard
i Domain | Last synchronization Summary Status | Synchronization | Authentication Actions.

MiCollab Language

mitelio - Enabling authentication: 68% entries: 40 erors: 2~ Processing Edit Remoy
Vidyo Settngs
Networks
€ mai settings
) Default Attribute Mappings
Soogie Apps
e e Brovgs, The following table maps the default directory services user data fields to the MiCollab user data fields.
Date and Time Each connection may use the default set or create its own set of attribute mappings within the connection itself,
Hosinames and addresses -
Domains city ||
1PY6-nPvé Tunnel Company Name |company
SNMP
Ethernet Cards Country [co
Review configuration —
DID Number
Security

Remote access Department department

Port forwarding latinmuiehad Mama (dict 1

=
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15. From the Detained Queue, select the deleted user checkbox and click Save.

[ Mltel ‘ MiCollab admin@ucasvetd.sveapps.com  sas (il [

~ The Users and Services directory allows you o maintain User data and assign of remove user services. The directory lists the usernames and office numbers of the MiCollab users,
and shows the services that have been assigned to each user. Services are only available if they have been installed on the server as an application blade and are licensed.

Usersé”  Network Elementé” | User Templatesé”  User Rolesé”  Locationsé’  Departments¢’ | Bulk User Provisioning
- Mode - Manage Detained Queue| v I | Toos  ~
Vi
o [ 30, Timestamp |First.. ~ Lest.. ~2 Domain Logi.. EmalAddess @ Role Prime Ph..| Secondary .. Extemal N... | DID Number | Other Phon...| Secondary P...|
= - L I3 D 202502~ PRATEEK MITEL prate. UCC (VA0) Pre. ]+
[ A 202502 DS sascom FP1 o
| A 202502 Tanya 0 sascom fanya... Tanya@mitehtest .. UCC (V40)Entry 1005 |
[ A 200502 CLAD 001 sascom CLA.. fmctanya@gmailc... UCC (V4.0)Entry 52003 N
| A 202502 Himanshu 01 sas.com hima D L1
| A 200502 vaun 01 sascom  varun
| A 202502 Hmanshu 02 sascom  Hima. 0 |
|E A 200502 vaun 02 sascom  varun 0
| A 202502-.. Himanshu 03 ses.com  Hima. ) |
| A 202503 SAS123 10016  sascom SAS. D
| A 202502 oct 2020 sescom  oct20 D |
A 202502 IDS m sascom IDS712 )
] A 202502 DS 2 sascom IDS722 o |
] A 200502 ids2 TR sascom 05732 idsTR2@hclcom () 5601
A 200502 ids742 742 sescom ids742 7851@hcicom ) 7851 |75
] - »

When a user is deactivated in Microsoft Entra ID, they are deleted from Entra ID and MiCollab after
syncing. However, MiCollab typically does not delete the user from CloudLink, since the user might still be
using other CloudLink services. If a CloudLink Gateway is deployed, the MiVB Provisioning microservice
may delete the user from CloudLink, but this depends on the site configuration.



CloudLink and CloudLink Daemon
updates for MiCollab

All the information pertaining to CloudLink Daemon, onboarding procedure, integration details, are available in
the CloudLink Daemon Solution Guide.

With the option to integrate CloudLink under CloudLink Integration in the MiCollab Settings panel and the
CloudLink connection under CloudLink Daemon settings in the CloudLink panel, MiCollab administrators should
take note of the following:

» Integration Requirements - The server must be connected to the CloudLink platform using the CloudLink
Daemon settings in the Server Manager panel for the following.

» System Inventory and SWA Status - When the server is connected to CloudLink platform using the
controls in the CloudLink panel, the CloudLink Daemon will send system inventory to the CloudLink panel
which can be accessed in the Mitel Administration portal.

* Remote management interfaces - When the tunnels for MSL Server Manager, MiCollab administration
web interface, and MBG administration web interface are started, the administrator can access these
applications remotely in the Mitel Administration portal.

Once enabled, the launch buttons within the Mitel Administration console will open the remote
management interfaces.

e Note:

The procedure to connect the server to CloudLink platform in the CloudLink Daemon dashboard

(in the CloudLink panel) is almost identical to the procedure to connect the MiCollab applications to
CloudLink platform (in the MiCollab settings panel). The procedure for CloudLink Daemon integration
is done in the new CloudLink panel under Configurations, in the Server Manager. See the CloudLink
Daemon Solution Guide for detailed information.

» Activation Process - The procedure to connect to the CloudLink platform is identical, and in both cases the
account administrator will log into the CloudLink in order to create the connection.

» Separate Integrations: Although similar, these are two distinct integrations. Both must be
completedseparately; connecting just one will not enable full functionality..

* CloudLink Account: Ensure that the same CloudLink account is used for connecting both integrations.

» Single Server Onboarding: Only one MiCollab server should be connected to a CloudLink
account.Connecting multiple servers may result in the features not functioning properly.
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Troubleshooting Errors, Alarms and 4

Reports

This chapter contains the following sections:

¢ Alarms
e Errors

* User Summary Reports

41 Alarms

Table 3: List of Alarms and its Resolution

Scenario

Alarm Text

Severity

Resolution

When CL Adapter is
down

When CL platform
could not be
connected from CL
Adapter

SAS rest service is
down

CL Adapter
connection with

CL platform breaks
momentarily

ERROR -
AUTHSERVICE_DOWN

ERROR -
CL_CONNECT_FAILURE

ERROR -
REST_CONNECT_FAILURE

ERROR —
CL_CONNECT_FAILURE

High

High

High

Medium

Restart the CL Adapter service
using command: service
cladapter restart

Check the network connection
between MiCollab and CL
Platform

Restart the SAS Rest service
using command: service
restserver restart

Check the network connection
between MiCollab and
CloudLink Platform
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4.2 Errors

Table 4: List of Errors and its Resolution

Scenario Error String Resolution

When Administrator tries to Failed to enable CloudLink Check the connection to CL platform.
enable CL Auth from BUP Authentication.

Restart mom-server using command
service mom-server restart

Contact Mitel Support with issue and log
details

When Administrator tries to Failed to disable CloudLink
disable CL Auth from BUP Authentication.

When Administrator tries to re-  Failed to send CloudLink
send CL Account setup Email ~ Account setup Email.

4.3 User Summary Reports

This report lists the following information for the MiCollab users:

» User's First Name
* User's Last Name
* Email Address

+ UCC Bundle

*  Department

* Location



External References and Links

Table 5: External references

Serial Description
number
1 This is an attribute mapping link for Entra ID Admin

programming. The AD attribute can be configured via the
Entra ID portal.

2 CloudLink documentation for setting up Entra ID Sync
3 MiCollab Solution Document - CloudLink
4 Entra ID portal

External Link

https://docs.microsoft.com/en-us/
powershell/azure/active-directory/
using-extension-attributes-
sample?view=azureadps-2.0

https://www.mitel.com/en-ca/
document-center/technology/
cloudlink/all-releases/en/cloudlink-
accounts-html

https://www.mitel.com/document-
center/applications/collaboration/
micollab/micollab-server/913/
en/micollab-cloudlink-solution-
document

https://portal.azure.com/#home
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