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CloudLink-based Authentication

1 CloudLink-based Authentication

With MiCollab Release 9.3, MiCollab has introduced CloudLink (CL)-based
Authentication (known as CL Auth) for its end-users (i.e. for the MiCollab Clients).

Customers are provided with a MiCollab Client authentication choice between using
MiCollab (i.e. local) or from CloudLink (i.e. CloudLink Authentication). CloudLink can be
integrated with an Identity Provider such as Azure Active Directory (AD) at the CloudLink
backend. An Identity Provider such as Azure AD provides Single Sign-on capabilities
(where users use enterprise credentials to login to Mitel Applications) and safeguards
access to data and applications while maintaining simplicity for users.

At the same time, the credentials for CloudLink/Azure AD Authentication on MiCollab
Clients can be used to cross-launch CloudLink applications such as MiTeam Meetings,
thus providing a seamless single sign-on experience across Mitel Applications. This is
not valid for mobile clients.

6 Note:

While the intent is to allow Identity Providers to provide Single Sign-on capabilities,
CloudLink with no integrations to an Identity Provider can also provide CloudLink
Authentication. However, the user will be provided with an Email with links to
CloudLink to complete the CloudLink authentication process (i.e. setting password).
The benefit of having CloudLink Authentication (even without an Identity Provider) is
that Single-Sign on Credentials are still provided for CloudLink applications such as
MiTeam Meetings.

6 Note:

Enabling CloudLink Authentication is a time-consuming activity, and it depends on
the number of users for whom the authentication is enabled. This activity should be
performed during off-hours. For example, onboarding 500 users, the system will take
approximately 60 minutes or so.
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6 Note:

Creating users with CloudLink Authentication being enabled takes a little longer
than creating users with CloudLink Authentication being disabled. For example, to
onboard 100 users with CloudLink Authentication using UCC Standard Role, the
system will take approximately 60 minutes or so.

e Note:

AWV doesn’t support Cloudlink Authenticated users. But to make the AWV desktop
client work for CloudLink Authentication enabled user, perform the following:

* Remove any preconfigured user credentials.
* Log in with the name-only option in the client.
* Provide access code to join or use join link provided to join the conference

The Cloudlink authenticated users will only be able to join the conference as
participants, using the participant access code or participant link provided by the
conference owner.

MiCollab Solution Document — CloudLink Authentication and Synchronization




CloudLink-based Authentication

SCIM App

Mitel
Connect
Server

f

Mitel CloudLifk Platform

A s '
e

CloudLink
SCIM Server

[ ] MiCollab Server
_'_,_.-'-’
-

MiCollab Clients 4 ¥

L

—_— Authentication {Token) Flow

Provisioning Flow

———————  MiCollab Communication

Figure 1: Data Flow Diagram between MiCollab, CloudLink and Azure

1.1 Prerequisites and Supported Platforms

CloudLink/Azure AD based Authentication is supported on MiCollab Web, PC,

Android, iOS, and MAC clients; however, it is not supported on End-user portal, AWV -

Outlook portal/desktop client/Web Client, MiCollab for Microsoft and MiCollab Legacy
desktop Clients.

Users who have enabled CloudLink-based Authentication will not be able to use
AWV (with leader capabilities) and create AWV conferences through End-User
Portal, Outlook plugin, and Ad-hoc AWV meeting, that is, users with CloudLink-based
authentication cannot be AWV users. However, these users can still join the AWV

meetings as participants.
Users who have enabled CloudLink-based Authentication can use the Meeting Centre

but only to join meetings from other participants or their old meetings (created before
they moved to CloudLink-based authentication).
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* The CloudLink-based Authentication feature should only be turned on once the
CloudLink Integration is done, and the MiCollab Clients are upgraded to Release 9.3
and above loads.

* Administrators have a choice to enable and disable CloudLink/Azure AD based
Authentication for a specific set of users.

* MiCollab can only be configured with a single source of authentication - CloudLink
or OnPrem-Active Directory. Before moving to CloudLink-based Authentication, they
must disable the On-Prem AD authentication if configured already.

* The CloudLink-based Authentication feature is supported with MiVoice Business (on
Enterprise and Flex deployments), MiVoice MX-ONE, MiVoice 5000, MiVoice Office
400 platforms.

* MiCollab Web Clients opened on Internet Explorer does not support CloudLink
Authentication.

* For CloudLink-based authentication to work, the User Principal Name on Azure AD
should be the same as MiCollab user’s Primary Email Address.

CL Auth SSO Client authentication using SSO and multi-factor authentication is
supported by the following configurations:

* User provisioning via non AD MiCollab integrations
» User provisioning via IDS - AD on-premise MiCollab integrations
* User provisioning via Azure AD CloudLink Sync MiCollab integrations

The following subsections describe the MiCollab Client behaviors and CloudLink/
Azure AD/MiCollab server configurations to enable the CloudLink/Azure AD based
authentication.

1.2 Microsoft Azure Active Directory to CloudLink

0 Note:

The information contained within this section on CloudLink or Azure do not follow
MiCollab release cadences and content. The purpose of this section is to provide
information on the basics of integrating CloudLink with Microsoft Azure AD.

Configuring the CloudLink Platform with Microsoft Azure AD allows users for your
customer account to access CloudLink applications such as MiTeam Meetings using their
enterprise credentials (i.e. Azure credentials: Email and password).

To proceed with this section, you must have the following:

* An Azure AD subscription
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* A Mitel CloudLink account

1.3 Setting up a CloudLink Account for Integration

Some of these steps are consistent with steps to enable CloudLink based Chat or
MiTeam Meetings. However, for completeness, all steps will be included.

1. Log in to the MiAccess portal using your MiAccess credentials.
2. On the left tab, select CloudLink Accounts Console.

D M | teL DASHBOARD APPLICATIONS

MIACCESS PORTAL

FAVORITES :
Recent news entries

CloudLink Accounts Console
CloudLink Gateway Portal Sent: Aug 9, 2019
Compatibility Matrix Subject:  Scheduled M3

Content Syndication X
& Due to a scheduled maintenanc

Doc Center Wednesday.

_— n |
[ — The new version of MiAccess wi

3. Partner can log in to the CloudLink account portal and select the Add an account link
(i.e. customer account).

If the customer account already exists you can skip this step, search for the customer
account under Accounts and proceed to step 4.

DO Accounts Mt hat Test Partner Abhinay Trivedi .

Console Tip #1 dama Quick Links

MiCollab Solution Document — CloudLink Authentication and Synchronization




CloudLink-based Authentication

4. Fill in the required details under Account Information.

* Customer Name
* Country

* Province/State

* Address

+ City

» Postal/Zip Code
* Default Language
* Business Type

* Support Contact

BJ  Accounts CLDesignintegration Abhinay Trivedi .

Account Information

Ontario - Other

SAP Customer Number

Cloud location

Europe (Frankfurt
25 2M9 °

Support  legal  EN(US) v Support contacts

5. In the Integrations section, click + Add new.

A pop-up screen displays the Integrations panel.

Integrations +Add new
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6. Integrations will include Mitel and 3rd Party. Click the 3rd party tab.

» Mitel Integrations include (not discussed here): MiCollab, MiTeam Meetings, and
MiCC.

» 3rd Party Integrations will include Azure AD Single Sign-on as shown below.

* Click on the Add button beside Azure AD Single Sign-on.
+ Select Done.

Integrations

Q
3rd party
Azure AD Single Sign-On
Is S50 for enterprises using Azure AD with Mitel's CloudLink based applications Add
|:| Micto?.oft‘ﬂffice?FS‘ Add

Allows Mitel Cloudlink to integrate with Microsoft Office365

+ At this point, the Azure Single Sign-On procedure is not complete. Select the
Complete Setup button.

Integrations
MiCollab «©
MiTeam Meetings [ @)
MicC D
Azure AD Single Sign-On Complete setup

* Anintegration guide link is provided that will outline the rest of the setup for Single
Sign-on and integration with Azure.
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Azure AD Single Sign-On

Enable Single Sign-On (S50) to allow your users to sign into Mitel
applications using their enterprise username and password. Visit our

integration guide|for detailed instructions on how to configure single sign-on

with your specific provider.

Step 1

Copy and paste these values where needed in Azure AD

dentifier (Ent

. 1D B c
https:/fauthentication.eu.dev.api.mitel.io/2017-09-01/sa... Ry

jice UR

imer Service URL c
.dev.api.mitel.io/2017-09-01/sa... ory

Step 2

Fill in these values from your Azure AD integration.

This completes the steps necessary to integrate the CloudLink Account with the
customer Azure AD.

For new customer sites, the CloudLink Account must now be integrated with MiCollab.
The steps required are identical to setting up the CloudLink based chat on MiCollab. See
the MiCollab Solution Document-CloudLink for steps to Enable CloudLink Integration.

1.4 Adding a user on Azure in Mitel Connect

There are multiple ways to add users in Azure AD through Ul, CSV import, PowerShell,
etc. The user creation in Azure AD is not considered and described in this document.
Please refer https://portal.azure.com/ for details. This section only describes adding a
user in the Azure Mitel Connect app once the user is created in Azure AD.
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CloudLink-based Authentication

1. Search for Enterprise Applications on Azure AD and select Mitel Connect application.

Microsoft Azure

L enterprise ffm—

Services

Wel

Don't

Enterprise applications

& Bing Maps API for Enterprise

Integration accounts

— .
i, Service Bus

Resources

No results were found.

Start
Get §i

icrosoft Azure 0 search resources, services, and docs (G+/)

Home > Enterprise applications

Enterprise applications | All applications
B Default Directory - Azure Active Directory

«“ + New application == Columns Preview features Q Got feedback?

Overview

Ty out the new Enterprise Apps search preview! Click to enable the preview. >
O Overview 9w presen " o

K Diagnose and solve problems Application type Applications status Application visibility

Enterprise Applications v/ | | Any v Ay

o - [ ]

Manage

All appl

First 50 shown, to search all of your applications, enter a display name or the application ID.

Y Application proxy Homepage URL Object ID

& Usersetings

hitpy//www.mitel.com a3ffdfe7-cbic-411b-9286-83b4f627262b

scim

u sam 3h40332-49b7-4800-9b67-c95025353fad

B sovee poeb

Security 325447db-615b-4fb6-a7ad-2fc102e9348a
& Conditional Access

@ Consent and permissions

Application ID
6edf7bbf-e0cf-46b5-0f29-fode288bb786
20737309-d12a-470d-acf1-79008f1c409

1226aced-bbee-4414-a23¢-Thae984aedat

Activity

D sign-ins

ffi Usage & insights (Preview)
& Auditlogs

& Provisioning logs (Preview)
9= Access reviews

© Admin consent requests (Prev...

2. After clicking Mitel Connect, click Assign user and group.

e ]

Horne » Enterprise applications >

Mitel Connect | Overview
Emerpris

Owverview

@0 oepiogment ran
Manage

i1l properies

& Owners

&, Roles and administrators (Pre.

B8 Users and groups .
Getting Started
D Single sign-on

@ Provisioning

152013d9-52b5-4d:

€ Selfsenice
Sccurity

® conaitional Access
&Zu Permissions

O Token encrypiion

Activity

ENSE— =

& 1. Assign users and grou
F-3 iy groups

vide specific users and groups access
to the appications.

assign users and g

L 4 Conditi

Secure accessto this application with a

al Access

_‘_',) 2. Set up single sign on
Enable users to sign fnta thek spplcation

using their Azure AD cragentials

© 5 Self service

Enable users to request access to the
application using their Azure AD

::(-:-,'J 3. Provision User Accounts
Vou'l need 10 create user sccaunts i
the appication
Lear
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3. Click Add user.

seam}‘ — dnd dws (E_ﬂ

Haome > Enterprise applications > Mitel Connect

2 Mitel Connect | Users and groups

lication
. ) ) I

Enterprise /

Marage | First 100 shown, to search all users & groups, enter a display name

Il eroperties Display Mame
& Owners Mo application assignments found
&k Roles and administrators (Pre.

& Users and groups

3 Single sign-
2 Single sign-on

2= Columns O Gt feedback?
B ovendew
@ e application will appesr on the Access Pansl for assignesd users, Set “visitle 10 users? 1o no in properties o prevent this
[ Cepleyment Plan

Ohbject Type

4. Search for the user and click to Select the user.

Dashboard >

Add Assignment

> Enterprise applications

Users and groups

‘ £ Search

Users and groups

nnng

None Selected
. nnnh
. nnni

Assign

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > Mitel Connect >

Add Assignment

Default Directory

4\ Groups ate not avsilable for assignment due to your Active Difectory plan level You can assign indivigual users to
the appiication.

Users

1 user selected

‘ Remove ‘
‘ Remove ‘

‘ Remove ‘

v
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6. The user should list under the Enterprise Application — Mitel Connect.

Object Type Role assignec

Default Access

7. All users listed under the Enterprise Application - Mitel Connect should appear on
CloudLink account portal. Before troubleshooting MiCollab, ensure that users from
Azure AD within the Enterprise Application — Mitel Connect are shown on CloudLink

for the customer Account.

0 Note:

For Cloudlink-based Authentication to work, the User Principal Name on Azure AD
should be the same as the MiCollab user’s Primary Email Address.

1.5 Setting up MiCollab for CloudLink-based authentication

1.5.1 Enable CloudLink-based Authentication on MiCollab
server

6 Note:

If you have an On-Prem AD connection currently being used for user authentication,
you must disable the authentication first as only one source of authentication is
allowed. If On-Prem AD connection is used only for user authentication and not for
synchronization, you may proceed for deletion. Refer below steps for deletion.
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1.5.2 To delete or disable on-prem AD authentication

1. In the MiCollab Server, under Configuration, click Integrated Directory Service.
2. In the Actions column for the desired domain, click Remove.
3. Click Remove.

4. If Authentication was enabled, you will be prompted to enter a temporary end-user
login password. Enter a temporary password, confirm the password, and then click
Save. The system automatically sends the users a Service (Welcome) Email with the
temporary password and deployment Email with the QR code.

0 Note:

To prevent the system from sending a Welcome Email with a temporary password
and a deployment Email, the administrator must disable the welcome Email before
Step 1 and should enable it after Step 4 is completed.

1.5.3 To add CloudLink Platform/Azure AD authentication for
IDS

Limitations:
The following features are not supported with CloudLink IDS:

* External Search

» External Reverse Lookup

» Search Context, i.e. OU based search
* Query String

Prior to the enabling of CloudLink-based Integration on MiCollab you will notice that there
are only four Directory Server types under Integrated Directory Services:

* Active Directory
* MiVoice 5000 / MiVoice 5000 Manager
* Generic LDAP
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* ForgeRock Directory Services

o1 Mitel | micoliab Staus: e

HiCollal Chat Services are not enabled in the System. Click here to enable the Chat Services.

Integrated Directory Services

on to directory server

If CloudLink Integration is enabled, CloudLink Platform will be shown under available
Directory Server Types. Refer from step 6 onwards for further configuration.

If CloudLink Integration is not enabled, then the following steps will be required to enable
CloudLink on MiCollab.

1. From Configuration > MiCollab Settings proceed to the CloudLink Integration tab.

2. Check the box | agree to the Mitel Cloud Services Terms and Conditions and then
click the Connect CloudLink button.

0J Mitel | Micollab S B

bicallab Chat Services are not enabled i the System. Click here to enable the Chat Services.

MiCollab Settings (&)

3. MiCollab will indicate: You are being directed to Mitel Auth Portal for additional
authentication. Make sure your web browser pop-up blocker is disabled. Do you
want to proceed?

Click OK to proceed.

4. As a CloudLink Accounts Console user administrator you will be asked by CloudLink
to:

MiCollab Solution Document — CloudLink Authentication and Synchronization




CloudLink-based Authentication

6 Note:

It is assumed that CloudLink has already been setup to include a user
(administrator) and an account (customer).

00 it - Google Crome - o «x
Co Mitel | micoliab e 2

| Micollab Chat Services are not snabled in the System. Click hers to enable

MiCollab Settings

Password Swength | Welcome E-mail | CollectLogs | Client Deplayed

00 Mitel

Sign in to Mitel

Enter your use

rname

o'

,74
3
£

d faatures 8 g. Chat Sync. persistencs, il ransfers, stc.

ink Account Admin credentials 1o enable thes features. Cont

Praas “Connect CloudLink” 1o sstablish connaction & activats MICollab users of

1 agres 1 the Mitel Cloud Senvices Tems and Candilions

* Enter your Username (Email address)
* Enter your Password

Any users that exist on MiCollab will be sent to CloudLink. This can be confirmed by
looking at the users on CloudLink and comparing them with MiCollab.

0 Note:

At this point, CloudLink-based Authentication has not been enabled.

5. Return to Configuration > Integrated Directory Services and click Add
Connection.

o Mitel | Micollab

Home Elemant [ipPhone
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6. When the new connection page is provided, select the Director Server Type
dropdown field. You will notice that CloudLink Platform will now appear. Select

CloudLink Platform.

o0 Mitel

MiCollab

Integrated Directory Services

connection to directory server

Distinguished name

7. Once CloudLink Platform is selected, the following Integrated Directory
Services page will open to further define the connection type. Click on theEnable

authentication checkbox and Save.

MiCollab

Integrated Directory Services

Edit connection to directory server

-------- ver connection

@833
oo80

Once the CloudLink/Azure AD based authentication is enabled, all existing users and
new users created will be provided with CloudLink Unified Login as detailed in the

subsequent sections.

At this point, once MiCollab is integrated with CloudLink for CloudLink authentication,
MiCollab Client Users ( Web, PC, Android, iOS, and MAC Client) login in will be
authenticated by Azure AD (in this example) via CloudLink instead of MiCollab.

6 Note:

If the user synchronization is enabled from On-Prem AD and authentication is
enabled from CloudLink, the Admin must change the IDS mapping for the login id to

the “userPrincipalName” field.

1.5.4 To disable Cloudlink-based authentication

MiCollab administrator can disable/enable CloudLink-based Authentication for a set of
users (one or multiple) through Bulk User Provisioning (BUP). This might be required for
cases where the administrator wishes to manage authentication locally through MiCollab
for few users, for e.g. temporary users which don’t have accounts in AD.

MiCollab Solution Document — CloudLink Authentication and Synchronization




CloudLink-based Authentication

To disable Cloudlink-based authentication for specific set of users/user, please follow the

below steps.

1. Under Applications, click Users and Services.

2. Click the Bulk User Provisioning tab.

3. Select the Bulk User Provisioning Edit option.

4. Click on Load Users.

5. Select the users for whom the CloudLink-based Authentication needs to be enabled/
disabled.

6. Click on the respective operation, either CloudLink Auth Enable or CloudLink Auth
Disable.

In case of any error, the error message would be displayed. Refer the Troubleshooting
Errors, Alarms and Reports for details.

1.5.5 Using CloudLink-based Authentication on the MiCollab
Clients

1. Open the MiCollab client in the web browser.
2. Enter the Email ID or login ID (received in MiCollab Welcome Email) and click Next.

3. If CloudLink-based Authentication is enabled for the user, the MiCollab client will
proceed for subsequent login through the CloudLink Unified login page.

* Azure AD is integrated: In the CloudLink Authorization page, use your enterprise
credentials to login.

* Azure AD is not integrated: In the CloudLink Authorization page, use your
CloudLink password. This password must be setup with the help of CloudLink
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welcome Email. Check Emails from no-reply@mitel.io to setup your password if not
done already.

00 Mitel

I Sign in to Mitel
T
)
- Use your enterprise credentials to proceed

i
-

mint SN

6 Note:

The Email ID is auto-populated on the CloudLink Sign-in page.

00 Mitel

* Azure AD is integrated along with the field Enable Mitel Credentials (optional) over
CloudLink Portal: In the CloudLink authorization page, you can use the credentials
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which were used to verify the account over CloudLink Portal (check Emails from no-
reply@mitel.io to setup your password).

09 Mitel

I Sign in to Mitel

@ Use your enterprise credentials to proceed
‘ ; IE] Single Sign On

Or use your Mitel credentials ~

Enter your password for
demotest3@cloudlinkauth.onmicrosoft.com

w o

Y -

4. If CloudLink-based Authentication is not enabled, then the user proceeds for MiCollab
Authentication and on providing the Email/Login ID on the same page, next the
password field opens.

prateek dhawan@hcl.com

Password

5. On successful password authentication, the user might be prompted to enter
a second-factor authentication code, for example, OTP (based on Multifactor
Authentication configuration done on Azure AD behind CL platform).
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6. After the successful multifactor authentication, the client is presented with the

progressing screen followed by MiCollab Home Screen.

With this the CloudLink-based authentication is complete and user can use the
MiCollab Client features.

09 Mitel

MiCollab

7. For CL authenticated users they can use the Logout functionality to logout of the Web
client.

©

1.5.6 Manual login for native clients

CloudLink Authentication also supports manual login in native clients (iOS, Android, PC,

and MAC OS).

Perform the following steps for manual login for the native clients:
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1. Tap on the Mitel logo three times to open the Manual Login screen.

03g Mitel

MiCollab

2. In the Manual login screen, enter the Server Hostname and Login ID/Email ID.

69 Mitel

MiCollab

3. Click Next.

03 Mitel
MiCollab

MivhC.SYeapps.com e=——""

jains2l@mitel.com —
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4. If CloudLink-based Authentication is enabled for the user, the MiCollab client will
proceed for subsequent login through the CloudLink Unified login page.

* Azure AD is integrated: In the CloudLink Authorization page, use your enterprise
credentials to login.

* Azure AD is not integrated: In the CloudLink Authorization page, use your
CloudLink password. This password must be set up with the help of CloudLink
Welcome Email. Check Emails from no-reply@mitel.ioto setup your password if not
done already.

00 Mitel

2./

Sign in to Mitel

Use your enterprise credentials to proceed

-

malt.

o Note:

The Email ID is auto-populated on the CloudLink Sign-in page.

00 Mitel

* Azure AD is integrated along with the field Enable Mitel Credentials (optional) over
CloudLink Portal: In the CloudLink authorization page, you can use the credentials
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which were used to verify the account over CloudLink Portal (check Emails from no-
reply@mitel.ioto setup your password).

c9 Mitel

I Sign in to Mitel

@ Use your enterprise credentials to proceed
‘ -; I?l Single Sign On

Or use your Mitel credentials ~
Enter your password for
demotest3@cloudlinkauth.onmicrosoft.com

w .

v

5. If CloudLink-based Authentication is not enabled, then the user proceeds for MiCollab
Authentication, and on providing the Email/Login ID on the same page, next the
password page opens.

03 Mitel

MiCollab

09 Mitel
MiCollab

Enter Password —
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2 CloudLink-based Synchronization

CloudLink (CL)-based synchronization provides single point of user provisioning and
management of MiCollab users from the CloudLink Accounts Portal. CloudLink can
further be integrated with a provisioning service such as Azure AD with the help of SCIM
interface to extend the user provisioning and management directly from the Azure AD
service portal. This feature can be turned on/off with Cloudlink-based authentication.

2.1 Prerequisites and Supported Platforms

* Cloudlink-based synchronization is supported in Integrated mode and only with MiVB
platforms (On-premise and Flex deployments).

* Once Cloudlink-based synchronization is enabled, the administrator will not be able
to add new users from MiCollab USP but from CloudLink (or 3rd party provisioning
server) portal only. At the same time attributes updates for existing users will only be
allowed for limited fields.

» Users can be created by Bulk User Provisioning and MiVB platform as well.
* Cloudlink-based Synchronization can only be turned on one IDS connection.

6 Note:

CloudLink Synchronization does not support importing contacts into MiCollab, as it
can be done with on-premise AD synchronization. You can create contacts as Basic
users from the Bulk User Provisioning tab on MiCollab.

6 Note:

it is not necessary to enable CloudLink-based Synchronization in order to take
advantage of CloudLink-based Authentication.
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6 Note:

For Cloudlink synchronization to work, the mobile number which is entered in Azure
must be in e.164 format. For example, +16135922122 and +441291436000.

The following subsections describe the MiCollab Client behaviors and CloudLink/
Provisioning server (Azure AD)/MiCollab server configurations to enable the Cloudlink-
based synchronization.

2.2 Limitations

The following fields are not supported on Azure/CloudLink Synchronization, but they can
be modified or changed as per the below-mentioned methods:

1. Fields that can be modified from MiCollab USP

* Department
* Language
» Location
2. MiCollab user fields that cannot be populated from Azure AD

* Info

* Info 2

* Position

+ Title

* Home Element

» Secondary Phone directory Number
* Mobile Phone Number 2

* Fax

+ Distinguished Name

3. Not supported on SCIM Interface; Administrator can update their photo on Azure and
the user can update their photo in MiCollab Client.

* Photograph
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o Note:

On migration from AD Sync to CloudLink Sync, the above-mentioned field values
would be maintained and not cleared. After the migration, these values can be
updated or modified using the methods specified against the field values.

6 Note:

Due to a limitation of the Microsoft Azure SCIM solution, a user details field in Azure
AD that has been mapped to an attribute will not be provisioned if the field is left
blank and hence it cannot be pushed to CloudLink. Therefore, an update of the
blank field is neither received by CloudLink nor by MiCollab. That means any field
that is provisioned with a non-blank value cannot subsequently be blanked out from
the Azure AD side. As an alternate solution, the administrator can set a particular
character like "-" or a string "<blank>" instead of null fields on Azure. Updates using
these characters or strings will be pushed to MiCollab via Cloudlink.

For removing the services like DID, External Number, etc. the administrator needs to
update it to a random unique number. After the user is created with a service along
with the provided random unique number, delete the service from MiCollab.

2.3 Setting up CloudLink Account for SCIM integration

Prerequisite : Provide a heads-up to the Customer IT administrator that SCIM Field
Attribute mapping needs to be planned. The actual mappings will be set up in Step 14
below, but they need to be aware of this requirement.

Follow steps mentioned in Setting up a CloudLink Account for Integration (Step 1 and
Step 2) in Chapter 1, for setting up CloudLink Account. Once the Integration is done, at
the bottom of the page you will find the option Integrations. Integrations will include Mitel
and 3rd Party.

» Mitel Integrations include (not discussed here): MiCollab, MiTeam Meetings, and
MiCC.
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« 3rd Party Integrations will include Azure AD Sync as shown below:

+ Select the Add button beside Azure AD Sync.
» Select Done.

Integrations

Q
Mitel 3rd party
A Azure AD Single Sign-On Add
SSO for enterprises using Azure AD with Mitel's CloudLink based applications.
A Azure AD Sync Add
Synchronize users between your Azure AD and Mitel's CloudLink based applications.
0 Microsoft Office 365 v Added

Allows Mitel Cloudlink to integrate with Microsoft Office 365

At this point the Azure AD Sync setup has not been completed. Click on the Settings
icon.

MiCallat [ @]
MiTeam Meetings [ &
[ @)

Arure AD Single Sign.on

L

Azure AD Syne a @

Click on Complete setup.
Integrations + Add new

Azure AD Sync Complete setup ]

Click on Generate keys.
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Azure AD Sync

Before starting ensure you have an Azure AD subscription/ account. and

have added an application object. For mor

it might be easier to have this portal and t
you will be copying and pasting information from this portal to the Azure AD

portal

Press the Generate keys button to create keys to copy to Azure AD SCIM

provisioning. Only generate keys as needed.

&, Generate keys

=3

Click on Copy against the Tenant URL text field and Secret Token text field and save
the values, as these values would be required to be entered on Azure portal SCIM app
configuration.

The keys generated will be used by the customer site IT personal for the Azure AD part
of this configuration. Copy the Tenant URL and Secret Token and send this information to
the Customer IT person via Email.

Click Done to complete the configuration on CloudLink.

0 Note:

Click on Generate Keys button to create the keys and copy them to the Azure AD
SCIM app.
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Azure AD Sync

Before starting ensure you have an Azure AD subscription/ account, and
have added an application object. For more information see online help.

It might be easier to have this portal and the Azure AD portal side-by-side as

you will be copying and pasting information from this portal to the Azure AD
portal.

Press the Generate keys button to create keys to copy to Azure AD SCIM
provisioning. Only generate keys as needed.

&)\, Generate keys
Copy and paste these values where needed in Azure AD SCIM provisioning

Tenant URL Conled
https://admin.eu.dev.api.mitelio/2017-09-01/accounts/7... =

Secret Token

C
$p%PVQD7hQ9aBdrfAyKSCxs+AGEWHVC@ i

e o
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i | |
Addrm
il i 3 8P and
L
T
Test Connect
Azure AD Sync
Belore starting ensure you have 1] nt, a
hawe added an apphcation obpect. For mone in E
L might be easier to have this portal and the Az | ta by-side as
you will be copying and pasting information from this portal to the Az AD
orta
[ ralg ki T o Azure AD SCIM
e n o generate keys as needed

Generate keys
m,

Copy and paste these values where ne

2.4 Setting up the Provisioning Server (Azure AD)

The information contained within this section on CloudLink or Azure does not follow
MiCollab release cadences and content. The purpose of this section is to provide

information on the basics of integrating CloudLink with Microsoft Azure AD for the

provisioning and management of MiCollab users.

0 Note:

Role change and Directory Number change are not allowed when done through
Azure AD; similarly, they are not allowed in the case of AD synchronization.
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2.5 Setting up Mitel SCIM Enterprise Application

To set up the Mitel SCIM Enterprise app, the administrator should have access to the
Azure Portal.

1. In the Azure portal, search for Enterprise applications.

p enterprise —

Services

Wel EEE, Enterprise applications

Don't & Bing Maps API for Enterprise

Integration accounts

— .
&, Service Bus

Resources

No results were found.

Start
Get §.

2. Once the Enterprise application opens, click on the New application option.

The Browse Azure AD Gallery opens.

= Microsoft Azure & Search resources, services, and docs (G+/)

Home > Enterprise applications

=== Enterprise applications | All applications

EEE Defaurt Directory - Azure Active Directory

« + New application == Columns Preview features Q Got feedback?
-

Overview
. 0 Try out the new Enterprise Apps search preview! Click to enable the preview. =
0 Overview
# Diagnose and solve problems Application type Applications status Application visibility
| Enterprise Applications v | ‘ Any v | | Any
Manage
B#E oAl applications ‘ | First 50 shown, to search all of your applications, enter a display name or the application ID.
% Application proxy Name Homepage URL

€98 User settings Mitel Connect http://www.mitel.com

. scim
Security

. SCIM
& Conditional Access

SCIM App

DOoE

@ Consent and permissions
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3. In the Browse Azure AD Gallery (Preview), switch to the old app gallery experience.

D Search resources, s, and docs (67

Home > Enterprise applications >

| Browse Azure AD Gallery (Preview) | *

~+ Create your own application () Request new gallery app 7 Got feedback?

|0 Clickc here ta switch hack to the oid app gallery experience. — |

Single Sign-an : Al User Accaunt Management ; All Categaries : All

Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform Oracle SAP

a

Google Cloud

On-premises applications

Learn about Application Proxy

Manage Application Proxy connectors

Add an on-premises application

Configure Azure AD o Provy o eratle secure remete vy 50 Frovide secure rEmetE access jrae
4. Select the Non-gallery application.
= Microsoft Azure L Search resources, services, and docs (G+/) I

Home > Enterprise applications > Browse Azure AD Gallery (Preview) >

Add an application =

0 Click here to try out the new and improved app gallery. —

Add your own app

=.. Application

iy you're
developing

Register an app you're

working on to integrate
it with Azure AD

Add from the aallery

=,". On-premises
Wy application

Configure Azure AD
Application Proxy to
enable secure remote
access.

Non-gallery
application

Integrate any other
application that you
don't find in the gallery
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5. Under the Add your own application field, add the application with a name of your
preference like Mitel SCIM and click on Add.

You can click on Learn more under Automatic User Provisioning with SCIM to
learn more on SCIM.

= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Enterprise applications > Browse Azure AD Gallery (Preview) > Add an application >

Add your own application

Name * (D

| SCIM-Test S— Y

Once you decide on a name for your new application, click the "Add" button below and we’ll walk you through some

simple configuration steps to get the application working.

Supports: @
SAML-based single sign-on
Learn more

Automatic User Provisioning with SCIM
Learn more

Password-based single sign-on
Learn more
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6. Click on the configured SCIM application to set it up with CloudLink.

— Microsoft Azure A Search resources, services, and docs (G+/)

Home » Enterprise applications

=== Enterprise applications | All applications

HEm= Default Directory - Azure Active Directory
“ 4 New application == Columns Fal Preview features 7 Got feedback?

Overview -

. ﬂ' Try out the new Enterprise Apps search preview! Click to enable the preview. —
O overview
A Diagnose and solve problems Application type Applications status Application visibility

Enterprise Applications e Ay e Any

Manage
== applications First 50 shown, to search all of your applications, enter a display name or the application 10
B Application proxy MName Hemepage URL
@ User settings Mitel Connect http:/ fwew.mitel.com
Security n s

. SCIN
& Conditional Access u

- . SCIM App

E Consent al'd permissions

| I:I SCIM-Test
Activity

7. Click on Provisioning, followed by Get started.

= Microsoft Azure £ search resources, services, and docs (G+/)

Home > Enterprise applications > SCIM-Test

@ SCIM-Test | Provisioning
o .
Enterprise Agplication
«
@ Gor 2 sacond? We would lnve your feedhak an user provisioning. —
I Overview
M oeployment Blan

Manage

I eroperties

B2 Owners ﬂ@ “
&, Foles and administrators (Pre. /' )

& Users and groups

2 single sign-on

Automate identity lifecycle management with Azure Active Directory

Automatically create, update, and delete accounts when users inin_leave, and move within your organization. Learn more.
G Self-service
Security
What is provisioning? Plan an application deployment Configure

& Conditional Access
& Permissions

Q' Token encryption
Acrivity

D sign-ins

automalic provisioning.

8. Select the Provisioning Mode as Automatic from the drop-down list. Fill in the fields

for Tenant URL and Secret Token from CloudLink. (Refer to previous section for

details. These values were copied and saved by the user). Refer to the Tenant URL
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details mentioned in the previous section. These values were copied and saved by the
user.

Microsoft Azrure £ Saarch resources, senvices. and docs (G+/)

Homa > Entefprize appheatisaz > SCIMDoe

Provisioning

B s > Discard

Provizioning V
| Automatic hd I
Uze Azure AD to manage the aeation and synchnonization of user accounts in SOMDoc based on user and group
AsTgnrmant

# Admin Credentials

Admin Credentials
Azurs AD neich the following information to connect to SCMDoc’s AR and pymchronize user data

Tenant URL *
| ketps;/fadmineu dev.apimitelio/ 201 7-09-01/acoounts, T854f5e3-b05F-400f-aldc- T4eTETT 1 cTHa/ V2 'sdm ! | ‘
Secret Token

Test Connection

w  Mappings

9. Click on Test Connection. Test connection should be successful.

e oo

Home > Enterprise applicatioas > SCIMDec

Provisioning

B s X Disard

Provisi Mode

v]

Usa Azure AD to manage the cresticn and synchronizasion of user accounts in SCMDoc based on user and group
assignmant

A Admin Credentials

Admin Cradentials

Azurs AD nesds tha following inormation to connact to SCRADGC's AP1 and synchronize user data

Tanan AL *

[[eps2/admin sucevapimieiior 2017-09-01/ accourcs) TH54Toe3-b0w-ActF-abac-T Ae 67 T CHaZ/sam, ]

Secret Token

| [Ty |

~ Mapgpings

~ Seaings
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10. Under Mappings click on Save your credentials to create mappings.

Mscrosoll Arure O Saurch rescuroes, Senioes, and docs (G

Home > Enterprise applications > Som

Provisioning

& sem 2 Capcaes

Demvigianing Miadse | Ateess -

Vi At AD IO UG Th SR g D iSReRniiiton OF v B0 i B0 DEEED ©0 e D D MEGRTT

A A Cnsdentisis

Agmin Credentiasis
Azyng AL raped wh Tollowing inASMESN TS ST 1D BEM S AR Bng IyDeiDE L JEI

Tenarr URL* (01| petpes/adminue cev.apimitelio/2017-09-01,acccuwnts/ 21 Thafid-Del1-4 340 -Bole-sdbtil . |

Saerat ek (0 | |

| TSt Comnecnon

A BERGS

Mappings
Wappirgs icw o 15 defing R dats should flow between applcation:
Hame Enabded

Sk your SrESENaN 1 SHaE MAppingE

~ Betings
Nerifiewten Bl (0
i e T e e e e T e
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11. Click on Provision Azure Active Directory Groups.

— Microsoft Azure A Search resources, services, and docs (G+/)

Home » scimapp »

Provisioning

~  Admin Credentials

A~ Mappings
Mappings
Mappings allow you to define how data should flow between Azure Active Directory and customappsso.
Name Enabled
| Provision Azure Active Directory Groups Yes
Provision Azure Active Directory Users Yes

[ ] Restore default mappings

v Settings
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12. Under Attribute Mapping, turn off the Enabled and click Save.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home > scim app » Provisioning >

Attribute Mapping

Save X Discard

Enabled /

e QETED

Source Object Scope

All records

Target Object Actions
w/ Create
x/ Update

+| Delete
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13. Click on Provision Azure Active Directory Users.

= Microsoft Azure

£ Search resources, services, and docs (G+/)

Home > scim app >

Provisioning

v Admin Credentials

. Mappings
Mappings
Mappings allow you to define how data should flow between Azure Active Directory and customappsso.
Name Enabled
Provision Azure Active Directory Groups No
| Provision Azure Active Directory Users Yes

| | Restore default mappings

14. Add/Edit Attribute mappings

Add/Edit source to target attribute mappings. All the target attributes will be auto-
populated in Azure.
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Q Note:

Edit attribute mapping can be done for AAD users and not for AAD groups.

Mappings determine the user attributes that flow between Azure AD and the MiCollab
application (via CloudLink SCIM) when user accounts are provisioned or updated.

Microsoft Azure £ Saareh resour

Attribute Mapping

Edit Attribute
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6 Note:

The following SCIM attributes are supported for programming from the
provisioning server (in this case Azure AD). All the mandatory fields mentioned
below in the table should be programmed from Azure. In absence of mandatory
fields, the updates will first land in the detained queue and require Manual
Intervention to save on MiCollab.

Table 1: Attribute Mapping for 'only' CloudLink Attributes
These attributes are mandatory and only needed by Cloudlink, and therefore they

should not be deleted nor any changes should be made.

Azure AD Attributes SCIM/Target Attributes

Switch([IsSoftDeleted], , "False", "True", active
"True", "False")

userPrincipalName userName

Table 2: Attribute Mappings

Azure AD Attributes SCIM/Target Attributes MiCollab Attributes

givenName name.givenName First Name

surName name.familyName Last Name

userPrincipalName emails[type eq Email address
"work"].value

Extension attribute or any  roles[primary eq Role

available Ul attribute "True"].value
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Azure AD Attributes SCIM/Target Attributes MiCollab Attributes

telephoneNumber phoneNumbers[type eq Primary Phone Directory
"work"].value Number (DN
mobile phoneNumbers[type eq Mobile

"mobile"].value

Extension attribute or any available
Ul attribute phoneNumbers[type eq DID

"other"].value

physicalDeliveryOfficeName address|[ type eq Company name
“‘work”].formatted

Extension attribute or any  address| type eq Street Address
available Ul attribute “‘work”].streetAddress

Extension attribute or any  address| type eq City

available Ul attribute “‘work”].locality

Extension attribute or any  address| type eq Postal Code
available Ul attribute “‘work”].postalCode

Extension attribute or any  address| type eq Country
available Ul attribute “‘work”].country
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15. Click on Save mapping.

T 5o 8
Home > Entarprise applications > SCIMDoc > Provisioning
Attribute Mapping X
Save changes
Saving your changes will resultin all 235:gned Uit and §roups being resynchronzed. This may take 3 100g time Jepending on the 5ize of your directory.
customappaso Arribute Mazching precedence Remove
waarhame
- ==
prem—— &=
pranrer =a
p—— e r——— S |
ctTe roesforimary 6q [ e |
P =
e— Ea
poracec =n

16. Turn on the Provisioning Status and Save configuration to complete.

T

ome Enterprise applications SCIm

Provisioning

Bl sae X Discarmd

~ Mappings
Mappings
Mapgangs allow you 1o define how dats thould flew Beswesn AZure Active Direciady And Cuttamappase.
Marme Enabled
Provizion Azune Active Directony Groups Yes
Prowvigion Azurg Active Directory Users o5

:| Resvone default mappings

~. Sattings
MNetification Ema

Send an el notfication whan » failure octurs

Status

STt and ST0P PAoVISIONING TO LCiM, And vigw ProviZioning STAtUL.

Current Status Statistics to date

Provisioning Starug (0
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2.6 Setting up MiCollab for CloudLink-based Synchronization

1. If you have an On-Prem AD connection or any other IDS connection which is currently
being used for user synchronization, you must disable the synchronization first, as
only one source of synchronization is allowed. If On-Prem AD connection is only used
for user synchronization and not for authentication, you may proceed for deletion.

2. Refer To add CloudLink Platform/Azure AD authentication for IDS step 1 to 6 for
setting up CloudLink Integration and CloudLink Platform IDS.

3. Click on the Enable synchronization checkbox and Save.

MiCollab status M- [
Integrated Directory Services ('_P
Edit connection to directory server
Reconfigure an existing directory server connection

Directory server type
Enable synchronization ||
Enable authentication
Re-initialize on next cycle [
Defer all operations [_]

4. Once the Cloudlink-based synchronization is enabled, all existing users and new users
created from the provisioning server (Azure AD) will be synced to MiCollab.

5. Select Defer all operations to preview the synchronization updates in the detained
updates queue. From the queue, you can view, apply, modify, or cancel (delete) the
updates as required.

6. Select Re-initialize on next cycle to re-initialize the user sync from CloudLink.

This option effectively forces a full synchronization on the next scheduled sync event.
A full synchronization queries the directory server for the entire set of users. This
option can be used to recover the MiCollab database from the directory server. It will
most likely result in a large number of detained user updates.

7. Once the IDS connection is made, a sync button is also provided to check for
any database changes on the provisioning server and applies the updates to the
MiCollab database. This might be required when changes are done on CloudLink (or
provisioning server) when MiCollab is offline.
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6 Note:

* Once the synchronization is enabled, the administrator will not be allowed to
add a new user(s) from Add, and Quick Add options. Any new user addition
and updates must be done from the provisioning server portal only. Refer to
Table 1 Attribute Mappings for details on MiCollab attributes.

* Updates made from the provisioning server (Azure portal in this case) to
MiCollab are synced at periodic intervals (few mins to few hours depending
on the Azure AD configuration). To push the updates immediately, use the
‘Provision on demand’ feature from Azure portal.

2.7 Adding a user in Azure Mitel SCIM enterprise application

Prerequisites: The administrator needs to have an account in the azure portal ( https://
portal.azure.com/).

There are multiple ways to add users in Azure AD through Ul, CSV import, PowerShell,
etc. The user creation in Azure AD is not considered and described in this document.
Please refer https://portal.azure.com/ for details. This section only describes adding a
user in Azure Mitel SCIM app once the user is created in Azure AD.

1. Under Enterprise Applications on Azure AD, select Mitel SCIM. To create a Mitel
SCIM Application, refer to the section Setting up Mitel SCIM Enterprise Application.

nome Enterprise applications

N tory - Azure Active Dire

2z Enterprise applications | All applications

I~ New application Columns [& Preview features Got feedback?
Overview
0 Try out the new Enterprise Apps search preview! Click to enable the preview. =»
O Overview
#. Diagnose and solve problems Application type applications status Application visibility
Enterprise Applications ~ Any N Any
Manage
R A app ications First 50 shown, to search all of vour 3pp cations enter a d splay name or the app cation IC
B Application proxy Mame Homepage URL

88 User settings n MITELSCIM
—
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2. On the Mitel SCIM page, click on the Assign users and groups option.

= Microsoft Azure B sSearch resources, services, and docs (G+/)

Home > Enterprise applications »
e Enterprise Application
@

HE oOverview

[ Deployment Plan
Manage

Il Properties

3 Owners

Roles and administrators [Pre...

Users and qroups

(O

Single sign-on

aw

Provisianing

Bl application proxy
E self-service
Security

& cConditional Access
o s a

igh Permissions

@ Token encryption
Activity

—3 Sign-ins

gz SCIM App | Overview

Properties

MName ()
SCIM App

Application ID (D

15a013d9-52b5-4d4f-828... [ |

Cbject I

Getting

cafa315-1084-4760-b%e... [y |

Started

& 1. Assign users and groups

Provide specific users and groups access
to the applications

Ass gn users and groups

4. Conditional Access

Secure access to this application with a
customizable access palicy.

Create a policy

—9 2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials

Get started

5. Self service

Enable users to reguest access to the
application using their Azure AD
credentials

Get started
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3. Click Add user.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home » Enterprise applications > SCIM App

2 SCIM App | Users and groups

Enterprise Application

“ 4+ add user .\-.' fi W Remaove ,'-' pelate Cradentials == Calumns o Gan feedback?

B Overview

ﬂ The application will appear on the Access Panel for assigned users. Set 'visible to users?' 1o no in properties to prevent this. -
M Ceployment Plan

Manage First 100 shown, to search all users & groups, enter a display name

I Broperties Display Mame Ohject Type
48 Owners Ll . Abhinay Trivadi User

Rales and administraton (Pre,. I:l . Addresstest User

Lisers and groups D . rreateafiarcodersyview User

Silu:;ll: ~,ign-un

W B P

fiig

Proay 5i|;:-||i||g

application prosy

m m

Self-service
Security

& Conditional Access
ita Permissions

@ Token encrypticn
Activity

3 Slg"u ns
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4. Search for the applicable users and Select the user.

Home Enterprise applications AW LOC
Add Assignment
dh Group o a
Usars
fione Selected
Select arcle
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5. Click Assign.

Home »* Enterpmse applications

Add Assignment

S00m Jpp

Bsers and groups

1 user selecied

6. User should List under Enterprise Application — Mitel SCIM as shown below.

T 5o s T
Home > En catio MDoc
x

Oject Type Roke assigned
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6 Note:

* The last name of a user is not mandatory in Azure while it is mandatory in
MiCollab. So, if the last name of the user is missing, in this scenario the user
creation fails in MiCollab.

+ If more than 21 characters are present in the Email ID (characters before @ and
shouldn’t include @ and the domain part), the login ID will be truncated to 21
characters which will result in user creation failure and the users will be listed
under the detained queue list.

» If Defer All Operations is selected under IDS, all users will be listed in detained
queue list. In case the option is not selected, then only the failed users are listed.

3 Troubleshooting Errors, Alarms and Reports

3.1 Alarms
Scenario Alarm Text
When CL Adapter is down ERROR — AUTHSERVICE_DOWN

When CL platform could not be connected from CL ERROR — CL_CONNECT_FAILURE

Adapter

SAS rest service is down ERROR — REST_CONNECT_FAILURE
CL Adapter connection with CL platform breaks ERROR — CL_CONNECT_FAILURE
momentarily
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3.2 Errors

Scenario Error String Resolution

When Administrator tries  Failed to enable CloudLink Check the connection to
to enable CL Auth from Authentication. CL platform.

BUP
Restart mom-server using

command service mom-
server restart

Contact Mitel Support with
issue and log details

When Administrator tries Failed to disable CloudLink
to disable CL Auth from Authentication.
BUP

When Administrator tries  Failed to send CloudLink
to re-send CL Account Account setup Email.
setup Email

3.3 User Summary Reports

This report lists the following information for the MiCollab users:

* User's First Name
* User's Last Name
* Email Address

+ UCC Bundle

* Department

* Location
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4 External References and Links

External References and Links

Table 3: External references

Serial Description
number
1 This is an attribute mapping link for Azure AD

Admin programming. The AD attribute can be
configured via the Azure AD portal.

2 CloudLink documentation for setting up Azure
AD Sync

3 MiCollab Solution Document - CloudLink

4 Azure portal

External Link

https://docs.microsoft.com/
en-us/powershell/
azure/active-directory/
using-extension-
attributes-sample?
view=azureadps-2.0

https://www.mitel.com/
en-ca/document-center/
technology/cloudlink/all-
releases/en/cloudlink-
accounts-html

https://www.mitel.com/
document-center/
applications/collaboration/
micollab/micollab-
server/913/en/micollab-
cloudlink-solution-
document

https://portal.azure.com/
#home
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https://www.mitel.com/document-center/applications/collaboration/micollab/micollab-server/913/en/micollab-cloudlink-solution-document
https://www.mitel.com/document-center/applications/collaboration/micollab/micollab-server/913/en/micollab-cloudlink-solution-document
https://www.mitel.com/document-center/applications/collaboration/micollab/micollab-server/913/en/micollab-cloudlink-solution-document
https://www.mitel.com/document-center/applications/collaboration/micollab/micollab-server/913/en/micollab-cloudlink-solution-document
https://www.mitel.com/document-center/applications/collaboration/micollab/micollab-server/913/en/micollab-cloudlink-solution-document
https://www.mitel.com/document-center/applications/collaboration/micollab/micollab-server/913/en/micollab-cloudlink-solution-document
https://portal.azure.com/#home
https://portal.azure.com/#home
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