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CloudLink-based Authentication

1 CloudLink-based Authentication

With MiCollab Release 9.3, MiCollab has introduced CloudLink (CL)-based
Authentication (known as CL Auth) for its end-users (i.e. for the MiCollab Clients).

Customers are provided with a MiCollab Client authentication choice between using
MiCollab (i.e. local) or from CloudLink (i.e. CloudLink Authentication). CloudLink can be
integrated with an Identity Provider such as Azure Active Directory (AD) at the CloudLink
backend. An Identity Provider such as Azure AD provides Single Sign-on capabilities
(where users use enterprise credentials to login to Mitel Applications) and safeguards
access to data and applications while maintaining simplicity for users.

At the same time, the credentials for CloudLink/Azure AD Authentication on MiCollab
Clients can be used to cross-launch CloudLink applications such as MiTeam Meetings,
thus providing a seamless single sign-on experience across Mitel Applications. This is
not valid for mobile clients.

Note:

While the intent is to allow Identity Providers to provide Single Sign-on capabilities,
CloudLink with no integrations to an Identity Provider can also provide CloudLink
Authentication. However, the user will be provided with an Email with links to
CloudLink to complete the CloudLink authentication process (i.e. setting password).
The benefit of having CloudLink Authentication (even without an Identity Provider) is
that Single-Sign on Credentials are still provided for CloudLink applications such as
MiTeam Meetings.

Note:

Enabling CloudLink Authentication is a time-consuming activity, and it depends on
the number of users for whom the authentication is enabled. This activity should be
performed during off-hours. For example, onboarding 500 users, the system will take
approximately 60 minutes or so.
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Note:

Creating users with CloudLink Authentication being enabled takes a little longer
than creating users with CloudLink Authentication being disabled. For example, to
onboard 100 users with CloudLink Authentication using UCC Standard Role, the
system will take approximately 60 minutes or so.

Note:

AWV doesn’t support Cloudlink Authenticated users. But to make the AWV desktop
client work for CloudLink Authentication enabled user, perform the following:

• Remove any preconfigured user credentials.
• Log in with the name-only option in the client.
• Provide access code to join or use join link provided to join the conference

The Cloudlink authenticated users will only be able to join the conference as
participants, using the participant access code or participant link provided by the
conference owner.
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Figure 1: Data Flow Diagram between MiCollab, CloudLink and Azure

1.1 Prerequisites and Supported Platforms

• CloudLink/Azure AD based Authentication is supported on MiCollab Web, PC,
Android, iOS, and MAC clients; however, it is not supported on End-user portal, AWV -
Outlook portal/desktop client/Web Client, MiCollab for Microsoft and MiCollab Legacy
desktop Clients.

• Users who have enabled CloudLink-based Authentication will not be able to use
AWV (with leader capabilities) and create AWV conferences through End-User
Portal, Outlook plugin, and Ad-hoc AWV meeting, that is, users with CloudLink-based
authentication cannot be AWV users. However, these users can still join the AWV
meetings as participants.

• Users who have enabled CloudLink-based Authentication can use the Meeting Centre
but only to join meetings from other participants or their old meetings (created before
they moved to CloudLink-based authentication).
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• The CloudLink-based Authentication feature should only be turned on once the
CloudLink Integration is done, and the MiCollab Clients are upgraded to Release 9.3
and above loads.

• Administrators have a choice to enable and disable CloudLink/Azure AD based
Authentication for a specific set of users.

• MiCollab can only be configured with a single source of authentication - CloudLink
or OnPrem-Active Directory. Before moving to CloudLink-based Authentication, they
must disable the On-Prem AD authentication if configured already.

• The CloudLink-based Authentication feature is supported with MiVoice Business (on
Enterprise and Flex deployments), MiVoice MX-ONE, MiVoice 5000, MiVoice Office
400 platforms.

• MiCollab Web Clients opened on Internet Explorer does not support CloudLink
Authentication.

• For CloudLink-based authentication to work, the User Principal Name on Azure AD
should be the same as MiCollab user’s Primary Email Address.

CL Auth SSO Client authentication using SSO and multi-factor authentication is
supported by the following configurations:

• User provisioning via non AD MiCollab integrations
• User provisioning via IDS - AD on-premise MiCollab integrations
• User provisioning via Azure AD CloudLink Sync MiCollab integrations

The following subsections describe the MiCollab Client behaviors and CloudLink/
Azure AD/MiCollab server configurations to enable the CloudLink/Azure AD based
authentication.

1.2 Microsoft Azure Active Directory to CloudLink

Note:
The information contained within this section on CloudLink or Azure do not follow
MiCollab release cadences and content. The purpose of this section is to provide
information on the basics of integrating CloudLink with Microsoft Azure AD.

Configuring the CloudLink Platform with Microsoft Azure AD allows users for your
customer account to access CloudLink applications such as MiTeam Meetings using their
enterprise credentials (i.e. Azure credentials: Email and password).

To proceed with this section, you must have the following:

• An Azure AD subscription
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• A Mitel CloudLink account

1.3 Setting up a CloudLink Account for Integration

Some of these steps are consistent with steps to enable CloudLink based Chat or
MiTeam Meetings. However, for completeness, all steps will be included.

1. Log in to the MiAccess portal using your MiAccess credentials.
2. On the left tab, select  CloudLink Accounts Console.

3. Partner can log in to the CloudLink account portal and select the  Add an account link
(i.e. customer account).

If the customer account already exists you can skip this step, search for the customer
account under Accounts and proceed to step 4.
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4. Fill in the required details under Account Information.

• Customer Name
• Country
• Province/State
• Address
• City
• Postal/Zip Code
• Default Language
• Business Type
• Support Contact

5. In the Integrations section, click + Add new.

A pop-up screen displays the Integrations panel.
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6. Integrations will include Mitel and 3rd Party. Click the 3rd party tab.

• Mitel Integrations include (not discussed here): MiCollab, MiTeam Meetings, and
MiCC.

• 3rd Party Integrations will include Azure AD Single Sign-on as shown below.

• Click on the Add  button beside Azure AD Single Sign-on.
• Select Done.

• At this point, the Azure Single Sign-On procedure is not complete. Select the
Complete Setup button.

• An integration guide link is provided that will outline the rest of the setup for Single
Sign-on and integration with Azure.
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CloudLink-based Authentication

This completes the steps necessary to integrate the CloudLink Account with the
customer Azure AD.

For new customer sites, the CloudLink Account must now be integrated with MiCollab.
The steps required are identical to setting up the CloudLink based chat on MiCollab. See
the MiCollab Solution Document-CloudLink for steps to Enable CloudLink Integration.

1.4 Adding a user on Azure in Mitel Connect

There are multiple ways to add users in Azure AD through UI, CSV import, PowerShell,
etc. The user creation in Azure AD is not considered and described in this document.
Please refer https://portal.azure.com/ for details. This section only describes adding a
user in the Azure Mitel Connect app once the user is created in Azure AD.
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1. Search for Enterprise Applications on Azure AD and select Mitel Connect application.

2. After clicking Mitel Connect, click Assign user and group.
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3. Click Add user.

4. Search for the user and click to Select the user.

5. Once the user is selected, click on Assign.
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6. The user should list under the Enterprise Application – Mitel Connect.

7. All users listed under the Enterprise Application - Mitel Connect should appear on
CloudLink account portal. Before troubleshooting MiCollab, ensure that users from
Azure AD within the Enterprise Application – Mitel Connect are shown on CloudLink
for the customer Account.

Note:

For Cloudlink-based Authentication to work, the User Principal Name on Azure AD
should be the same as the MiCollab user’s Primary Email Address.

1.5 Setting up MiCollab for CloudLink-based authentication

1.5.1 Enable CloudLink-based Authentication on MiCollab
server

Note:

If you have an On-Prem AD connection currently being used for user authentication,
you must disable the authentication first as only one source of authentication is
allowed. If On-Prem AD connection is used only for user authentication and not for
synchronization, you may proceed for deletion. Refer below steps for deletion.
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1.5.2 To delete or disable on-prem AD authentication

1. In the MiCollab Server, under Configuration, click Integrated Directory Service.
2. In the Actions column for the desired domain, click Remove.
3. Click Remove.
4. If Authentication was enabled, you will be prompted to enter a temporary end-user

login password. Enter a temporary password, confirm the password, and then click
Save. The system automatically sends the users a Service (Welcome) Email with the
temporary password and deployment Email with the QR code.

Note:

To prevent the system from sending a Welcome Email with a temporary password
and a deployment Email, the administrator must disable the welcome Email before
Step 1 and should enable it after Step 4 is completed.

1.5.3 To add CloudLink Platform/Azure AD authentication for
IDS

Limitations:

The following features are not supported with CloudLink IDS:

• External Search
• External Reverse Lookup
• Search Context, i.e. OU based search
• Query String

Prior to the enabling of CloudLink-based Integration on MiCollab you will notice that there
are only four Directory Server types under Integrated Directory Services:

• Active Directory
• MiVoice 5000 / MiVoice 5000 Manager
• Generic LDAP
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• ForgeRock Directory Services

If CloudLink Integration is enabled, CloudLink Platform will be shown under available
Directory Server Types. Refer from step 6 onwards for further configuration.

If CloudLink Integration is not enabled, then the following steps will be required to enable
CloudLink on MiCollab.

1. From Configuration > MiCollab Settings proceed to the CloudLink Integration tab.
2. Check the box I agree to the Mitel Cloud Services Terms and Conditions and then

click the Connect CloudLink button.

3. MiCollab will indicate: You are being directed to Mitel Auth Portal for additional
authentication. Make sure your web browser pop-up blocker is disabled. Do you
want to proceed?

Click OK to proceed.
4. As a CloudLink Accounts Console user administrator you will be asked by CloudLink

to:
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Note:

It is assumed that CloudLink has already been setup to include a user
(administrator) and an account (customer).

• Enter your Username (Email address)
• Enter your Password

Any users that exist on MiCollab will be sent to CloudLink. This can be confirmed by
looking at the users on CloudLink and comparing them with MiCollab.

Note:

At this point, CloudLink-based Authentication has not been enabled.

5. Return to Configuration > Integrated Directory Services and click Add
Connection.
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6. When the new connection page is provided, select the Director Server Type
dropdown field. You will notice that CloudLink Platform will now appear. Select
CloudLink Platform.

7. Once CloudLink Platform is selected, the following Integrated Directory
Services  page will open to further define the connection type. Click on theEnable
authentication checkbox and Save.

Once the CloudLink/Azure AD based authentication is enabled, all existing users and
new users created will be provided with CloudLink Unified Login as detailed in the
subsequent sections.

At this point, once MiCollab is integrated with CloudLink for CloudLink authentication,
MiCollab Client Users ( Web, PC, Android, iOS, and MAC Client) login in will be
authenticated by Azure AD (in this example) via CloudLink instead of MiCollab.

Note:
If the user synchronization is enabled from On-Prem AD and authentication is
enabled from CloudLink, the Admin must change the IDS mapping for the login id to
the “userPrincipalName” field.

1.5.4 To disable Cloudlink-based authentication

MiCollab administrator can disable/enable CloudLink-based Authentication for a set of
users (one or multiple) through Bulk User Provisioning (BUP). This might be required for
cases where the administrator wishes to manage authentication locally through MiCollab
for few users, for e.g. temporary users which don’t have accounts in AD.
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To disable Cloudlink-based authentication for specific set of users/user, please follow the
below steps.

1. Under Applications, click Users and Services.
2. Click the Bulk User Provisioning tab.
3. Select the Bulk User Provisioning Edit option.
4. Click on Load Users.
5. Select the users for whom the CloudLink-based Authentication needs to be enabled/

disabled.
6. Click on the respective operation, either CloudLink Auth Enable or CloudLink Auth

Disable.

In case of any error, the error message would be displayed. Refer the Troubleshooting
Errors, Alarms and Reports for details.

1.5.5 Using CloudLink-based Authentication on the MiCollab
Clients

1. Open the MiCollab client in the web browser.
2. Enter the Email ID or login ID (received in MiCollab Welcome Email) and click Next.

3. If CloudLink-based Authentication is enabled for the user, the MiCollab client will
proceed for subsequent login through the CloudLink Unified login page.

• Azure AD is integrated: In the CloudLink Authorization page, use your enterprise
credentials to login.

• Azure AD is not integrated: In the CloudLink Authorization page, use your
CloudLink password. This password must be setup with the help of CloudLink
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welcome Email. Check Emails from no-reply@mitel.io to setup your password if not
done already.

Note:

The Email ID is auto-populated on the CloudLink Sign-in page.

• Azure AD is integrated along with the field Enable Mitel Credentials (optional) over
CloudLink Portal: In the CloudLink authorization page, you can use the credentials
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which were used to verify the account over CloudLink Portal (check Emails from no-
reply@mitel.io to setup your password).

4. If CloudLink-based Authentication is not enabled, then the user proceeds for MiCollab
Authentication and on providing the Email/Login ID on the same page, next the
password field opens.

5. On successful password authentication, the user might be prompted to enter
a second-factor authentication code, for example, OTP (based on Multifactor
Authentication configuration done on Azure AD behind CL platform).
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6. After the successful multifactor authentication, the client is presented with the
progressing screen followed by MiCollab Home Screen.

With this the CloudLink-based authentication is complete and user can use the
MiCollab Client features.

7. For CL authenticated users they can use the Logout functionality to logout of the Web
client.

1.5.6 Manual login for native clients

CloudLink Authentication also supports manual login in native clients (iOS, Android, PC,
and MAC OS).

Perform the following steps for manual login for the native clients:
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1. Tap on the Mitel logo three times to open the Manual Login screen.

2. In the Manual login screen, enter the Server Hostname and Login ID/Email ID.

3. Click Next.
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4. If CloudLink-based Authentication is enabled for the user, the MiCollab client will
proceed for subsequent login through the CloudLink Unified login page.

• Azure AD is integrated: In the CloudLink Authorization page, use your enterprise
credentials to login.

• Azure AD is not integrated: In the CloudLink Authorization page, use your
CloudLink password. This password must be set up with the help of CloudLink
Welcome Email. Check Emails from no-reply@mitel.ioto setup your password if not
done already.

Note:
The Email ID is auto-populated on the CloudLink Sign-in page.

• Azure AD is integrated along with the field Enable Mitel Credentials (optional) over
CloudLink Portal: In the CloudLink authorization page, you can use the credentials
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which were used to verify the account over CloudLink Portal (check Emails from no-
reply@mitel.ioto setup your password).

5. If CloudLink-based Authentication is not enabled, then the user proceeds for MiCollab
Authentication, and on providing the Email/Login ID on the same page, next the
password page opens.
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2 CloudLink-based Synchronization

CloudLink (CL)-based synchronization provides single point of user provisioning and
management of MiCollab users from the CloudLink Accounts Portal. CloudLink can
further be integrated with a provisioning service such as Azure AD with the help of SCIM
interface to extend the user provisioning and management directly from the Azure AD
service portal. This feature can be turned on/off with Cloudlink-based authentication.

2.1 Prerequisites and Supported Platforms

• Cloudlink-based synchronization is supported in Integrated mode and only with MiVB
platforms (On-premise and Flex deployments).

• Once Cloudlink-based synchronization is enabled, the administrator will not be able
to add new users from MiCollab USP but from CloudLink (or 3rd party provisioning
server) portal only. At the same time attributes updates for existing users will only be
allowed for limited fields.

• Users can be created by Bulk User Provisioning and MiVB platform as well.
• Cloudlink-based Synchronization can only be turned on one IDS connection.

Note:

CloudLink Synchronization does not support importing contacts into MiCollab, as it
can be done with on-premise AD synchronization. You can create contacts as Basic
users from the Bulk User Provisioning tab on MiCollab.

Note:

it is not necessary to enable CloudLink-based Synchronization in order to take
advantage of CloudLink-based Authentication.
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Note:

For Cloudlink synchronization to work, the mobile number which is entered in Azure
must be in e.164 format. For example, +16135922122 and +441291436000.

The following subsections describe the MiCollab Client behaviors and CloudLink/
Provisioning server (Azure AD)/MiCollab server configurations to enable the Cloudlink-
based synchronization.

2.2 Limitations

The following fields are not supported on Azure/CloudLink Synchronization, but they can
be modified or changed as per the below-mentioned methods:

1. Fields that can be modified from MiCollab USP

• Department
• Language
• Location

2. MiCollab user fields that cannot be populated from Azure AD

• Info
• Info 2
• Position
• Title
• Home Element
• Secondary Phone directory Number
• Mobile Phone Number 2
• Fax
• Distinguished Name

3. Not supported on SCIM Interface; Administrator can update their photo on Azure and
the user can update their photo in MiCollab Client.

• Photograph
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Note:

On migration from AD Sync to CloudLink Sync, the above-mentioned field values
would be maintained and not cleared. After the migration, these values can be
updated or modified using the methods specified against the field values.

Note:

Due to a limitation of the Microsoft Azure SCIM solution, a user details field in Azure
AD that has been mapped to an attribute will not be provisioned if the field is left
blank and hence it cannot be pushed to CloudLink. Therefore, an update of the
blank field is neither received by CloudLink nor by MiCollab. That means any field
that is provisioned with a non-blank value cannot subsequently be blanked out from
the Azure AD side. As an alternate solution, the administrator can set a particular
character like "-" or a string "<blank>" instead of null fields on Azure. Updates using
these characters or strings will be pushed to MiCollab via Cloudlink.

For removing the services like DID, External Number, etc. the administrator needs to
update it to a random unique number. After the user is created with a service along
with the provided random unique number, delete the service from MiCollab.

2.3 Setting up CloudLink Account for SCIM integration

Prerequisite : Provide a heads-up to the Customer IT administrator that SCIM Field
Attribute mapping needs to be planned. The actual mappings will be set up in Step 14
below, but they need to be aware of this requirement.

Follow steps mentioned in Setting up a CloudLink Account for Integration (Step 1 and
Step 2) in Chapter 1, for setting up CloudLink Account. Once the Integration is done, at
the bottom of the page you will find the option Integrations. Integrations will include Mitel
and 3rd Party.

• Mitel Integrations include (not discussed here): MiCollab, MiTeam Meetings, and
MiCC.
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• 3rd Party Integrations will include Azure AD Sync as shown below:

• Select the Add button beside Azure AD Sync.
• Select Done.

At this point the Azure AD Sync setup has not been completed. Click on the Settings
icon.

Click on Complete setup.

Click on Generate keys.
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Click on Copy against the Tenant URL text field and Secret Token text field and save
the values, as these values would be required to be entered on Azure portal SCIM app
configuration.

The keys generated will be used by the customer site IT personal for the Azure AD part
of this configuration. Copy the Tenant URL and Secret Token and send this information to
the Customer IT person via Email.

Click Done to complete the configuration on CloudLink.

Note:

Click on Generate Keys button to create the keys and copy them to the Azure AD
SCIM app.
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2.4 Setting up the Provisioning Server (Azure AD)

The information contained within this section on CloudLink or Azure does not follow
MiCollab release cadences and content. The purpose of this section is to provide
information on the basics of integrating CloudLink with Microsoft Azure AD for the
provisioning and management of MiCollab users.

Note:

Role change and Directory Number change are not allowed when done through
Azure AD; similarly, they are not allowed in the case of AD synchronization.
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2.5 Setting up Mitel SCIM Enterprise Application

To set up the Mitel SCIM Enterprise app, the administrator should have access to the
Azure Portal.

1. In the Azure portal, search for Enterprise applications.

2. Once the Enterprise application opens, click on the New application option.

The Browse Azure AD Gallery opens.
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3. In the Browse Azure AD Gallery (Preview), switch to the old app gallery experience.

4. Select the Non-gallery application.
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5. Under the Add your own application field, add the application with a name of your
preference like Mitel SCIM and click on Add.

You can click on Learn more under Automatic User Provisioning with SCIM to
learn more on SCIM.
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6. Click on the configured SCIM application to set it up with CloudLink.

7. Click on Provisioning, followed by Get started.

8. Select the Provisioning Mode as Automatic from the drop-down list. Fill in the fields
for Tenant URL and Secret Token from CloudLink. (Refer to previous section for
details. These values were copied and saved by the user). Refer to the Tenant URL
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details mentioned in the previous section. These values were copied and saved by the
user.

9. Click on Test Connection. Test connection should be successful.
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10. Under Mappings click on Save your credentials to create mappings.
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11. Click on Provision Azure Active Directory Groups.
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12. Under Attribute Mapping, turn off the Enabled and click Save.
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13. Click on Provision Azure Active Directory Users.

14. Add/Edit Attribute mappings

Add/Edit source to target attribute mappings. All the target attributes will be auto-
populated in Azure.
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Note:

Edit attribute mapping can be done for AAD users and not for AAD groups.

Mappings determine the user attributes that flow between Azure AD and the MiCollab
application (via CloudLink SCIM) when user accounts are provisioned or updated.
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Note:

The following SCIM attributes are supported for programming from the
provisioning server (in this case Azure AD). All the mandatory fields mentioned
below in the table should be programmed from Azure. In absence of mandatory
fields, the updates will first land in the detained queue and require Manual
Intervention to save on MiCollab.

Table 1: Attribute Mapping for 'only' CloudLink Attributes

These attributes are mandatory and only needed by Cloudlink, and therefore they

should not be deleted nor any changes should be made.

Azure  AD Attributes SCIM/Target Attributes

Switch([IsSoftDeleted], , "False", "True",
"True", "False")

active

userPrincipalName userName

Table 2: Attribute Mappings

Azure  AD Attributes SCIM/Target Attributes MiCollab Attributes

givenName name.givenName First Name

surName name.familyName Last Name

userPrincipalName emails[type eq
"work"].value

Email address

Extension attribute or any
available UI attribute

roles[primary eq
"True"].value

Role
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Azure  AD Attributes SCIM/Target Attributes MiCollab Attributes

telephoneNumber phoneNumbers[type  eq
"work"].value

Primary Phone Directory
Number (DN

mobile phoneNumbers[type  eq
"mobile"].value

Mobile

Extension attribute or any available
 UI attribute phoneNumbers[type  eq

"other"].value
DID

physicalDeliveryOfficeName address[ type eq
“work”].formatted

Company name

Extension attribute or any
available UI attribute

address[ type eq
“work”].streetAddress

Street Address

Extension attribute or any
available UI attribute

address[ type eq
“work”].locality

City

Extension attribute or any
available UI attribute

address[ type eq
“work”].postalCode

Postal Code

Extension attribute or any
available UI attribute

address[ type eq
“work”].country

Country
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15. Click on Save mapping.

16. Turn on the Provisioning Status and Save configuration to complete.
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2.6 Setting up MiCollab for CloudLink-based Synchronization

1. If you have an On-Prem AD connection or any other IDS connection which is currently
being used for user synchronization, you must disable the synchronization first, as
only one source of synchronization is allowed. If On-Prem AD connection is only used
for user synchronization and not for authentication, you may proceed for deletion.

2. Refer To add CloudLink Platform/Azure AD authentication for IDS step 1 to 6 for
setting up CloudLink Integration and CloudLink Platform IDS.

3. Click on the Enable synchronization checkbox and Save.

4. Once the Cloudlink-based synchronization is enabled, all existing users and new users
created from the provisioning server (Azure AD) will be synced to MiCollab.

5. Select Defer all operations to preview the synchronization updates in the detained
updates queue. From the queue, you can view, apply, modify, or cancel (delete) the
updates as required.

6. Select Re-initialize on next cycle to re-initialize the user sync from CloudLink.

This option effectively forces a full synchronization on the next scheduled sync event.
A full synchronization queries the directory server for the entire set of users. This
option can be used to recover the MiCollab database from the directory server. It will
most likely result in a large number of detained user updates.

7. Once the IDS connection is made, a sync button is also provided to check for
any database changes on the provisioning server and applies the updates to the
MiCollab database. This might be required when changes are done on CloudLink (or
provisioning server) when MiCollab is offline.
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Note:

• Once the synchronization is enabled, the administrator will not be allowed to
add a new user(s) from Add, and Quick Add options. Any new user addition
and updates must be done from the provisioning server portal only. Refer to
Table 1 Attribute Mappings for details on MiCollab attributes.

• Updates made from the provisioning server (Azure portal in this case) to
MiCollab are synced at periodic intervals (few mins to few hours depending
on the Azure AD configuration). To push the updates immediately, use the
‘Provision on demand’ feature from Azure portal.

2.7 Adding a user in Azure Mitel SCIM enterprise application

Prerequisites: The administrator needs to have an account in the azure portal ( https://
portal.azure.com/).

There are multiple ways to add users in Azure AD through UI, CSV import, PowerShell,
etc. The user creation in Azure AD is not considered and described in this document.
Please refer https://portal.azure.com/ for details. This section only describes adding a
user in Azure Mitel SCIM app once the user is created in Azure AD.

1. Under Enterprise Applications on Azure AD, select Mitel SCIM. To create a Mitel
SCIM Application, refer to the section Setting up Mitel SCIM Enterprise Application.
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2. On the Mitel SCIM page, click on the Assign users and groups option.
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3. Click Add user.
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4. Search for the applicable users and Select the user.
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5. Click Assign.

6. User should List under Enterprise Application – Mitel SCIM as shown below.
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Note:

• The last name of a user is not mandatory in Azure while it is mandatory in
MiCollab. So, if the last name of the user is missing, in this scenario the user
creation fails in MiCollab.

• If more than 21 characters are present in the Email ID (characters before @ and
shouldn’t include @ and the domain part), the login ID will be truncated to 21
characters which will result in user creation failure and the users will be listed
under the detained queue list.

• If Defer All Operations is selected under IDS, all users will be listed in detained
queue list. In case the option is not selected, then only the failed users are listed.

3 Troubleshooting Errors, Alarms and Reports

3.1 Alarms

Scenario Alarm Text Severity Resolution

When CL Adapter is down ERROR – AUTHSERVICE_DOWN High Restart the CL Adapter service using command: service cladapter
restart

When CL platform could not be connected from CL
Adapter

ERROR – CL_CONNECT_FAILURE High Check the network connection between MiCollab and CL Platform

SAS rest service is down ERROR – REST_CONNECT_FAILURE High Restart the SAS Rest service using command: service restserver
restart

CL Adapter connection with CL platform breaks
momentarily

ERROR – CL_CONNECT_FAILURE Medium Check the network connection between MiCollab and CloudLink Platform
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3.2 Errors

Scenario Error String Resolution

When Administrator tries
to enable CL Auth from
BUP

Failed to enable CloudLink
Authentication.

Check the connection to
CL platform.

Restart mom-server using
command service mom-
server restart

Contact Mitel Support with
issue and log details

When Administrator tries
to disable CL Auth from
BUP

Failed to disable CloudLink
Authentication.

When Administrator tries
to re-send CL Account
setup Email

Failed to send CloudLink
Account setup Email.

3.3 User Summary Reports

This report lists the following information for the MiCollab users:

• User's First Name
• User's Last Name
• Email Address
• UCC Bundle
• Department
• Location
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4 External References and Links

Table 3: External references

Serial
number

Description External Link

1 This is an attribute mapping link for Azure AD
Admin programming. The AD attribute can be
configured via the Azure AD portal.

https://docs.microsoft.com/
en-us/powershell/
azure/active-directory/
using-extension-
attributes-sample?
view=azureadps-2.0

2 CloudLink documentation for setting up Azure
AD Sync

.

https://www.mitel.com/
en-ca/document-center/
technology/cloudlink/all-
releases/en/cloudlink-
accounts-html

3 MiCollab Solution Document - CloudLink https://www.mitel.com/
document-center/
applications/collaboration/
micollab/micollab-
server/913/en/micollab-
cloudlink-solution-
document

4 Azure portal https://portal.azure.com/
#home
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