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This chapter contains the following sections:

+ Users and Services
» View Licensing Information

1.1 Users and Services

* View User Directory on page 1
» Using the Interface on page 4
« System Administrator on page 11

1.1.1 View User Directory

Overview

The Users and Services directory allows you to manage user data and assign or remove
application services, such as MiCollab Audio, Web and Video Conferencing or NuPoint
UM . The directory lists user names and office numbers for MiCollab users and shows
the services that are assigned to each user. Above the directory list, the "Unassigned
services" and "Total number of users" are displayed.

View Directory Entries

1. Under Applications, click Users and Services.
2. Click the User tab.

3. Click Show all. Users are listed alphabetically by their last names. Services appears
as column headings along the top of the directory.
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Field/Column Description

Last Name

First Name

Displays the name of the user. The name
fields can be blank, but you must assign

a Login ID. Duplicate names are allowed.
Although the Last Name and First Name
can be the same, the combination of "Last
Name, First Name" and "Office Phone #1"
must be unique.

Click a user's last name to display the
information for that user.

Phone(s)

The user's extension number(s) on the
communications platform. This field can
be blank.

Indicates that a service (for example,
Teleworker) that is hosted on the local
node is assigned to the user. A blank cell
indicates that the service is not assigned.

The MiCollab Client service is available
to all users. However, the service is not
active unless it's assigned to one or more
of the user's phones.

|dentifies data elements that are being
shared via Flow Though Provisioning.

6 Note:

To display e-mail addresses, perform a search on an e-mail address.

6 Note:

If AWV and NP-UM ports are listed in the MiCollab USP directory, do not delete them
from USP. They should not be assigned any services.
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Locate an Existing User in the Directory

1. In the Search field, enter one of the following for the user:

* First Name
e Last Name, or
* Phone extension number

0 Note:

Entering a partial name or number broadens your search and typically returns
more results.

2. In the View field, set the number of results that you want to display per page.
3. Click Search.

Directory Tasks
From the Users directory, you can perform the following tasks:

* Quick Add

» Edit a user's information

* Reset a user's login password and TUI passcode
* Add a new service to a user

* Delete a service from a user

* Delete users

* Send a user a welcome email

* Send CloudLink Welcome Email

* Deploy Mobile Client for Softphone
* Deploy MiCollab Clients for EHDU
* Generate Reports

* Connect to MiVB System Tool

About Unassigned Services

Unassigned services or mailboxes are services that have been registered with an
application but have not yet been assigned to a user. Click the View link to display a list
of available services (for example, unassigned mailboxes). See Managing Unassigned
Services for more information.
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6 Note:

When you add or delete services through any of the applications, it can take up to 5
minutes before the numbers are updated. For example, if you add a mailbox through
the NuPoint UM Web Console, it can take up to 5 minutes before the number of
"Unassigned mailboxes" is increased.

1.1.2 Using the Interface

About the Users and Services Main Page on page 4
Using the Navigation/Search Bar on page 6

+ Displaying Data on page 8

Button Icons on page 9

1.1.2.1 About the Users and Services Main Page

Overview
From the main page, you can perform the following operations on the data:

» perform tasks, such as display and search data records
* add, edit, and delete data records

* save or cancel your operations

* access import, export, reporting, and printing functions.

Command/Search Bar
The Command Bar is located at the top of the Main Page:

@™ITEL | Miel Applications Suite 4.0

admin@jack.maslab.mitel.com Logout

Applications
Usars 3 v

Command Bar
< and Service:
e £x (]
Mitel Border Gatevay

- ices
Mitel Collaboration Advance

ansol
UC Mobile Task Role User Template Locations Departments

Sarver ) add | @ Edt | [k Delets | | Save | (& Cancel | ifiTools ~

Servicelink Description Time Stamp Action List MNotes

Use the Command Bar to perform the following operations:

» perform searches
 display database information
* generate reports
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« list information with common characteristics (for example, all users without an email
address)

» perform bulk imports or exports of user data

The command bar supports auto-completion capabilities. As you type a command,
the commands that best match your entered text are displayed. If a command is not
supported or recognized by the system, it is highlighted with red text.

To use the Command Bar simply enter your command in the bar in the form of a simple
request. For example:

» Search for phone number <####H#>

» Show all users with first name <first name>

» Show all users with Login ID <login id>

 List users without mailbox

* Import user data

* Export user data

* Print list of MiCollab Audio, Web and Video Conferencing users
* Generate report of unassigned services

Also, see Searching the Database.

6 Note:

The Command Bar does not support boolean operators such as "and" or "or".

Data Tabs

The Users and Services main page organizes the system user and application data
under the following tabs:

* Task:

* Role: allows you to create roles. Roles define different user groups within your
business, for example sales executives or product support. You then associate the
roles with user templates that define the phone and application services for the user
group. A user role can be associated to multiple different user templates.

» User: displays a list of the MiCollab user accounts. From the User tab, you can add or
edit a user account and enter the following information:

« + personal information, such as first name and last name
¢ assign phones
+ assign group membership

+ assign services, such as Speech Auto-Attendant, MiCollab Mobile Client , and
NuPoint UM
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+ Template: allows you to create, edit, or delete user templates. Use templates to define
phone and application service data for a user role. Then, whenever you create a new
user, you can apply the template data to the user record to save time and minimize
data entry.

* Locations: allows you to assign a location to a user.
* Departments: allows you to enter a department name, for example "Sales", to a user.

Software Version

The MiCollab software release versions are listed at the bottom of the main page.

1.1.2.2 Using the Navigation/Search Bar

Navigating the Users and Services Application

When performing administrations tasks, such as adding a user, creating a template, or
adding MiCollab Client service, you can use the Navigation/Search bar to quickly access
the required application page.

1. Type the task that you want to perform in the Navigation/Search bar. The following
examples show the format that you should use when entering tasks:

" Click

Bulk import data from file

Manage deferred queue

Download example bulk import CSV file
Quick add a user

Add phone

Modify template

Create role

Add mailbox to last name smith

Add mca to user with first name john

=)

. The application page that you use to perform the operation is displayed.

Searching the Database

Using Quick Search

By default, the search function finds matches in specific fields on the selected tab. It
searches for the data that you enter in the Command line in the following fields:
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Tab Fields searched

None (Empty) Fields (as listed below) for the current tab
are searched.

Task Task Description

Role Role Name

User List First Name, Last Name, Number

Templates Template Name

Locations Location, Location Description

Departments Department, Department Description

For example, if you select the User tab, enter 1001 in the Command line, and click ﬁ

the search function displays any records that have the number 1001 in the following
fields: First Name, Last Name, Number.

Using Advanced Search

To search records in each of the tabs of the main page:

1. Select the desired tab (for example, Task or User). Note that your search is restricted
to the data records contained under the current tab.
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2. Type your search query in the Find field. To search efficiently, include a field name in
your command query. For example:

Click

Find phone number <#####>

Show all users with first name <first name>

Show all users with Login ID <login id>

Find users with phone number <number>

Search users with department <department name>
Display users with email address <email address>

Search users with last name similar to <first name>
Search users with location <location name>

List users without mailbox

Show all users with mca service

=)

. The results are displayed in the main window.

- Click ?‘ to clear the Task line.

1.1.2.3 Displaying Data

Sorting

You can customize the way data records are displayed in each tab. For example, in the
User tab:

« To sort the First Name or Last Name column alphabetically, right-click in the column
header.

+ To sort the Phone numbers in either ascending or descending order right-click the
Phone(s) column header.

Tasks Roles Users List Templates Loca

First Name 7 Last Name Phones(s)

[+ 1)

Speech Auto ggm:
Attendant

b Advar

Terry Tam

hlartin Gillen

Jeff
Jack

Hobbs
Chu

» To create a customized sort using multiple columns, select Configure Sort, define the
sort criteria and click Apply.
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+ To adjust a column, left-click in the column header and select the desired action.

Tasks Roles Users List Templates Locatior

2 D Add

Unified

First Name Last Name * ~ Phones(s) Breschaiuto Communi
Aftendant

Advance
Jack 12 sort Ascending
Wartin 13 Sort Descending
Jeff Configure Sort

Clear Sort
Auto Fit All Columns
Auto Fit

Terry

fd Columns 3
i Group by Last Name

[ Freeze Last Name

Viewing the Window Tabs

If a window supports more tabs than can appear in the window viewing area, you can
click the tab tool in the top right corner of the window and select to view the hidden tab.

1.1.2.4 Button Icons

In the USP application, you perform operations by clicking the following buttons:

Button Icons Clickto ...
P send a user a service information e-mail
@ add a new record

- edit or reuse an existing record

delete one or more records

E save your edits in the active tab or window
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@ cancel your edits in the active tab or
window
@/ assign an orphan record
ook ~ launch bulk user import or export tool
Import
ii_'J:Tcu:uls -
Export
i Toos ~ save a report of the user data as an .dita
file
Report
8 Tools ~ print a report of the data in the current tab
Print
a identifies a phone's ring group service
level as Full Service. A Full service phone
belongs to a Personal Ring Group.
a identifies the pilot number for a Personal
aa Ring Group.
a identifies a phone's ring group service
level as Multi-Device Service. A Multi-
Device Service phone belongs to a Multi-
Device User Group.
B identifies the pilot number for a Multi-
Device User Group.
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identifies a warning condition

- identifies an error condition

@ access help

1.1.3 System Administrator

» Getting Started on page 11

+ Manage Network Elements on page 18

* Manage Licenses on page 35

* Define Locations on page 50

* Define Departments on page 51

* Manage Roles and Templates on page 53
* Provision Users and Services on page 103
» Troubleshoot on page 303

1.1.3.1 Getting Started

About the Users and Services Application on page 11
Initial Users and Services Provisioning on page 12

* About Hot Desk Users on page 14

* View User Directory on page 1

1.1.3.1.1 About the Users and Services Application

The Users and Services Provisioning application is a single, easy-to-use interface that
allows you to add, edit, or delete users and their phone and application services on
the MiCollab system. Flow Through Provisioning is supported for MiVoice Business
platforms. This feature reduces the amount of user data administration.

The system automatically sends Service (Welcome) E-mails to new users that contain
the user’'s communications settings, such as login ID, password, primary e-mail address,
phone type and number, and service information. You can configure the Service E-mail
with a default or custom greeting message. With the exception of the custom greeting,
the information can be sent in two languages.
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1.1.3.1.2 Initial Users and Services Provisioning

0 Note:

Users must be provisioned using only one browser tab at a time.

0 Note:

For MiVoice MX-ONE and MiVoice 5000 users, User and services provisioning is
performed from the respective communication platform administration interface
and not from the MiCollab Users and Services application. See the respective
communication platform in MiCollab Platform Integration Guide for more details.

1. Add the communication platforms as network elements:

« Under Applications, click Users and Services.
* Onthe Network Element tab, click Add .

+ Complete the fields as required.

* Click Save .

0 Note:

If MiCollab is to be integrated with one or more MiVoice Business communication
platforms using Flow Through Provisioning, do not add the network elements.
They will be added automatically during the start sharing and sync operation.

2. View your available licenses in the Licensing Information page.
3. Configure the Applications Suite Language.

4. Define Locations for the site.

5. Define the Departments for the site.

6. Optionally add custom user templates and roles that define the user and service data
that is common to user groups.
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0 Note:

You can use the default templates by the system. The default templates are
mapped to default UCC roles.and default UCC license bundles.

7. Provision the MiCollab user and service data using the method that is most suitable to
your site:

For integrations with MiVoice Business communication platforms:

* Flow Through Provisioning : If you are configuring MiCollab with MiVoice Business
servers, the recommended "best practice" is to configure Flow Through Provisioning
and then add, edit and delete users from the MiCollab Users and Services
application..

» Bulk Import from File: If you are installing MiCollab on a site with an existing MiVoice
Business , export the user data to a comma separated (. csv) file and then import
the file into MiCollab using the Bulk User Provisioning tool. For sites with a directory
server, export the user data in LDAP Interchange Format (LDIF) and then import the
LDIF file using the Bulk User Provisioning tool.

* Provisioning with IDS: If the site supports Integrated Directory Services (IDS), you can
seed the USP database with entries from your corporate directory service database.

« Manually provision users: If this is a new site without an existing user database, you
can provision users manually from the Users and Services application.

For integrations with MiVoice Office 250 or MiVoice Office 400 communication platforms:

» Bulk Import from File: If you are installing MiCollab on a site with an existing MiVoice
Office 2500r MiVoice Office 400 system , export the user data to a comma separated
(. csv) file and then import the file into MiCollab using the Bulk User Provisioning tool.
For sites with a directory server, export the user data in LDAP Interchange Format
(LDIF) and then import the LDIF file using the Bulk User Provisioning tool.

* Manually provision users: If this is a new site without an existing user database, you
can provision users manually from the Users and Services application.

For integrations with MiVoice 5000 or MiVoice MX-ONE communication platforms:

* Provision from management platform: provision users with MiCollab services from the
MiVoice 5000 or MiVoice MX-ONE management interface by assigning a MiCollab
role to the user entry. Refer to the MiCollab Installation and Maintenance Guide for
integration instructions

* Provisioning with IDS: If the site supports Integrated Directory Services (IDS), you
can seed MiCollab Client Corporate Directory with contacts from the MiVoice 5000,
MiVoice MX-ONE, or Active Directory database.
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1.1.3.1.3 About Hot Desk Users

Hot Desk Users (Internal)

Hot Desking allows anyone who is assigned as a "Hot Desk User" to log in to any
available hot desk-enabled telephone. When a user logs into a hot desk device, the
system associates that user's settings (such as directory number, COS/COR settings,
display preferences (such as language), and button programming) with that device.

Once logged in, the user can

* Receive incoming calls at the set
* Place outgoing calls

* Retrieve voice messages

* Program and use feature keys

For information about programming the Hot Desk feature on the MiVoice Business , see
the MiVoice Business System Administration Tool Help.

ACD Hot Desk Users

This feature allows an agent to log into any hot desk enabled set or ACD set and the
system re-registers the set with the agent's personal phone profile and ACD functionality.
After the agent logs into the set, the agent has access to his or her own personal speed
calls, features, and phone settings as well as the ACD agent functions. If you use hot
desk ACD agents in a call center, you do not have to provide agents with separate
phones for their personal use. Instead, you can make a pool of shared phones available
to many agents and any hot desk enabled set or ACD set that a hot desk ACD agent logs
into will also function as the agent's personal phone.

After a hot desk ACD agent logs in, the MiVoice Business system associates the user's
personal phone settings, such as directory number, COS/COR settings, language
display, and button programming with the set.

For information about programming the ACD Hot Desk users on the MiVoice Business ,
see the MiVoice Business System Administration Tool Help.

External Hot Desk Users

External Hot Desking extends hot desking capabilities to an external device, which
makes it appear as an extension on the system. When the external hot desk user
(EHDU) is logged into the MiVoice Business , a caller only needs to dial the extension
number assigned to the user and the system automatically rings the user's cell phone,
home phone or other device of choice—including an extension on another private
network or PBX.
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As a PBX extension, the external device user has access to extension dialing along with
select PBX features and enterprise CLID. CLID enables the telephone number of the
calling party to be displayed on the display screen of the receivers telephone.

For information about programming the External Hot Desk users on the MiVoice
Business , see the MiVoice Business System Administration Tool Help.

SIP Softphone Hot Desk Users

This feature extends hot desking capabilities to a softphone, so that the user only need to
perform one login and can attend calls on the go using user's cell phone, home phone, or
other device of choice. The primary extension number entered while adding a new user
using this feature will become the softphone number for the user. A user having Hotdesk
SIP Softphone can also avail Teleworker service.

0 Note:

If the client is registered to a Hotdesk extension and the Hotdesk gets logged out, the
softphone is disabled automatically. If the user wants to use the softphone again, the
softphone must be enabled using the softphone toggle from the client.

After a SIP softphone user logs in, the MIVB system associates the user's personal
phone settings, such as directory number and other settings to the softphone.

0 Note:

In MiVB there is no SIP Softphone Hot Desk User. Its only a user who logs into
devices which supports Hot Desking, for example, like a SIP Softphone.

1.1.3.1.4 View User Directory

Overview

The Users and Services directory allows you to manage user data and assign or remove
application services, such as MiCollab Audio, Web and Video Conferencing or NuPoint
UM . The directory lists user names and office numbers for MiCollab users and shows
the services that are assigned to each user. Above the directory list, the "Unassigned
services" and "Total number of users" are displayed.
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View Directory Entries

1. Under Applications, click Users and Services.
2. Click the User tab.

3. Click Show all. Users are listed alphabetically by their last names. Services appears
as column headings along the top of the directory.

Last Name Displays the name of the user. The name

fields can be blank, but you must assign

_ a Login ID. Duplicate names are allowed.
First Name Although the Last Name and First Name
can be the same, the combination of "Last
Name, First Name" and "Office Phone #1"
must be unique.

Click a user's last name to display the
information for that user.

Phone(s) The user's extension number(s) on the
communications platform. This field can
be blank.

s Indicates that a service (for example,

Teleworker) that is hosted on the local
node is assigned to the user. A blank cell
indicates that the service is not assigned.

The MiCollab Client service is available
to all users. However, the service is not
active unless it's assigned to one or more
of the user's phones.

Identifies data elements that are being
shared via Flow Though Provisioning.
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6 Note:

To display e-mail addresses, perform a search on an e-mail address.

6 Note:

If AWV and NP-UM ports are listed in the MiCollab USP directory, do not delete them
from USP. They should not be assigned any services.

Locate an Existing User in the Directory

1. In the Search field, enter one of the following for the user:

* First Name
« Last Name, or
* Phone extension number

0 Note:

Entering a partial name or number broadens your search and typically returns
more results.

2. In the View field, set the number of results that you want to display per page.
3. Click Search.

Directory Tasks
From the Users directory, you can perform the following tasks:

* Quick Add

» Edit a user's information

* Reset a user's login password and TUI passcode
* Add a new service to a user

* Delete a service from a user

* Delete users

+ Send a user a welcome email

« Send CloudLink Welcome Email

* Deploy Mobile Client for Softphone

* Deploy MiCollab Clients for EHDU
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* Generate Reports
* Connect to MiVB System Tool

About Unassigned Services

Unassigned services or mailboxes are services that have been registered with an
application but have not yet been assigned to a user. Click the View link to display a list
of available services (for example, unassigned mailboxes). See Managing Unassigned
Services for more information.

6 Note:

When you add or delete services through any of the applications, it can take up to 5
minutes before the numbers are updated. For example, if you add a mailbox through
the NuPoint UM Web Console, it can take up to 5 minutes before the number of
"Unassigned mailboxes" is increased.

1.1.3.2 Manage Network Elements

* Add or Edit Network Elements on page 18
* MiVoice Business Network Element Field Descriptions on page 22

* MiVoice 5000 , MiVoice MX-ONE , and MiVoice Office 400 Network Element Field
Descriptions on page 31

+ System Management Tool Access on page 34

1.1.3.2.1 Add or Edit Network Elements

Overview

Use the Create Network Element page to perform the following tasks (System
Administrator only):

+ view a summary of current network elements
* add a new network element
» change existing ICP information

» reach through to the system administration tool of MiVoice Business elements or
launch

+ the management interface of a MiVoice 5000 element.
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6 Note:

If an element's software version is not listed on this tab, the MiCollab system was
unable to retrieve the version information from the element. To allow MiCollab to
obtain the element software version from an MiVoice Business element, the "SNMP
Read Only Community" field in the MiVoice Business SNMP Configuration form must
be set to "Default".

Adding a Network Element

You cannot configure a mixture of MiVoice Business, MiVoice 5000, MiVoice Office 400
communications platforms, and MiVoice MX-ONE Service Nodes in the MiCollab network
element page. The network elements must all be of the same type.

IMPORTANT: If you add a MiVoice Business server manually to this page, Flow Through
Provisioning is not enabled. Although you can add phone services to users, the data is
not shared. Sharing must be enabled from a MiVoice Business in the cluster.

NOTE: You cannot modify the network element Type field. Therefore, if you add an
element with the incorrect network element Type, for example if you add a MiVoice
Business element when you intended to add a MiVoice 5000 element, you must delete
the incorrect element and then add it correctly.

NOTE: Do not create a network element when provisioning users on MiVoice Office 250.

To add a network element:

1. On the Network Element tab, click Add.

2. Complete the network element fields for the MiVoice Business, MiVoice 5000, MiVoice
MX-ONE Service Node, or MiVoice Office 400.

6 Note:

The Network Element Type lists all the available PBXs. You must choose the PBX
type you specified in the Install Applications tab while configuring the server.

1. If you are adding the first network element to the list, you are prompted to associate
the element with the default UCC templates. If you select Yes, the network element
field for the primary phone in the default templates is automatically set to the name
of this network element. If you select No, you must create custom templates and
associate them with this element.

2. Click Save.
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3. If you are adding a MiVoice Business network element, you must enter the MiVoice
Business System login credentials in the Credentials field. If the credentials are
incorrect, PBX synchronization from MiCollab Client Service will not work, and the
MiTAI Authentication in MiCollab Client and NuPoint Unified Messaging does not work.

0 Note:

MiTAI authentication is supported on MiVoice Business release 9.0 and later. It is
recommended to turn OFF the authentication for earlier releases of primary and
secondary MiVoice Business versions.

1. If you are adding a MiVoice 5000 or MiVoice MX-ONE Service Node, you must also

» add the network element within the NuPoint Unified Messenger application, and

* add the network element as a SIP Server in the MiCollab Audio, Web and Video
application.

2. If you are adding a MiVoice Office 400 network element, you must also configure the
network element as a SIP Server in the MiCollab Audio, Web and Video application.

e Note:

By default, the first network element added to the form will be noted as the default
SIP ICP for Teleworker service.

Editing a Network Element

1. On the Network Element tab, select the element to edit.

2. Click Edit or click the System Name link.

3. When edits are complete, click Save.

4. If you are editing a MiVoice 5000 or MiVoice MX-ONE service node, you must also

+ modify the network element within the NuPoint Unified Messenger application, and

* modify the network element as a SIP Server in the MiCollab Audio, Web and Video
application.

5. If you are modifying a MiVoice Office 400 network element, you must also modify the
network element as a SIP Server in the MiCollab Audio, Web and Video application.
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Deleting a Network Element

Delete any users and services that are associated with the network element from the
MiCollab Users and Services directory.

1. On the Network Element tab, select the element(s) to delete.
2. Click Delete. A confirmation message appears.
3. Click one of the following:

* Yes: deletes the selected, currently active network element.

* No: skips the currently selected network element and moves to the next selected
element, if applicable.

* Yes to All: deletes all network elements after, and including, the currently selected
element.

* Close: closes the dialog without deleting.

o Note:

If you are deleting a MiVoice 5000 or MiVoice MX-ONE service node that is
associated with a custom template, then the template is also deleted.

4. If you are deleting a MiVoice 5000 or MiVoice MX-ONE service node, you must also

+ delete network element within the NuPoint Unified Messenger application, and

» delete the SIP Server network element from the MiCollab Audio, Web and Video
application.

5. If you are deleting a MiVoice Office 400 element, you must also delete the SIP Server
network element in the MiCollab Audio, Web and Video application.

6 Note:

Deleting network elements from the MiCollab server does not automatically delete
the associated application programming (for example, line groups and ports) that are
provisioned on the communications platform.

MiCollab Users and Services Provisioning




Applications

1.1.3.2.2 MiVoice Business Network Element Field

Descriptions

Description

Values

Type

Select the PBX type. Mandatory.

MiVoice Business, MiVoice
5000 , MiVoice

MX-ONE Service Node, or
MiVoice Office 400.

0 Note:

The MiVoice Business
system identifies

a MiCollab Server

as Type "MSL

Server" in the system
administration tool.

System Name

Enter the unique network element
name. For example, "MiVB3". Man
datory. This field is read-only for
the local MiCollab Server network el
ement.

Enter a unique name of between two
and eight characters in length for th
e network element. The name can
consist of alphanumeric and certain
special characters. Spaces are not a
llowed.

IP Address

Enter the IP address of the network
element. Mandatory. This field is re
ad-only for the local MiCollab Server
network element

Mandatory. Standard IP address n
otation of four sets of one to three
digits separated by periods. For ex
ample, 192.168.0.1
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Field
Description

Zone

Enter a number to identify
the Network Zone. The
MiVoice Business platform
uses Network Zones

» for compression and
bandwidth management

* to associate the zones
to time zones for the
display of local time on
IP sets

+ to configure the zone's
Location Based Number
(LBN) prefix for Location
Base Call Routing
(optional), and

* to define the zone's
CESID (optional).

Values

Number from 1 to 999. Default is bla
nk. If this field is left blank, the MiV
oice Business defaults this setting to
Zone 1.

FQDN

Enter a Fully Qualified
Domain Name for the
MiVoice Business network
element. Optional.

0 Note:

For MiVoice Business
FQDN to work, the
host file must have
the FQDN entry in
MiCollab.

Optional

MiCollab Users and Services Provisioning



Network Element Settings

Field
Description

SIP Conference FAC:

If MiCollab Client is in
integrated mode, this field
defines the Feature Access
Code that MiCollab Client
users dial to establish a 3-
party conference.

If MiCollab Client is in
integrated mode, the
system copies the code
from this field to the PBX
Node details page of the
MiCollab Client Service.
If MiCollab Client is in co-
located mode, this field

is not used and you must
enter the code in the PBX
Node details page.

This field is not shared via
Flow Through Provisioning.

Applications

Values

Default is *40.

Limit of 16 telephony
characters (0-9, *, #)

Credentials

Field
Description

System Login

Enter the MiVoice Business System
Administration Tool Login ID. This fie
Id is mandatory.

Up to 20 alphanumeric characters

. Must be a valid Login ID for a MiV
oice Business user profile with Appl
ication access.
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Field Values
Description

Password Enter the password associated with t
he MiVoice Business System Admin | MiVoice Business
istration Tool Login ID. This field is m password.

andatory.

0 Note:

Ensure that you
enter the MiVoice
Business System
Login and Password
correctly. If either
are incorrect, the
users will be unable
to use the telephony
services or change
their Telephone
User Interface (TUI)
passcodes, and the
MiTAI Authentication
in MiCollab Client
and NuPoint Unified
Messaging will not
work.

Confirm Password Re-enter the password to confirm.

System Properties

6 Note:

If you create a new MiVoice Business network element in the MiVoice Business
cluster and start sharing it with MiCollab, you must add the element's Set Registration
Code and Set Replacement Code in these fields, because SDS does not share them
with MiCollab.
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Values

Set Registration Code

Enter an access code to register a
new IP telephone into the system.
The access code consists of digits
to add at the beginning of a PIN whe
n registering an IP telephone.

May be 3 to 10 digits in
length, including * or # (for
example: ###).

Cannot be the same as Set
Replacement Code.

Set Replacement Code

Enter an access code to override an
already registered IP telephone. The
access code consists of digits to a
dd at the beginning of a PIN when re
gistering an IP telephone.

May be 3 to 10 digits in
length, including * or # (for
example: ***).

Cannot be the same as Set
Registration Code.
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Values

Field
Description

Use NuPoint UM IP Integration Li
censes

If the Network Element will
support the NuPoint UM
application ports select this
check box. After you click
Save, the Network Element
(ICP) is configured in the
NuPoint UM application.

You must activate this
change in the NuPoint
UM application from the
activation link at the top of
the page.

6 Note:

You can have
maximum of 4 IP
integration licenses
in one MiCollab.
One license comes
integrated with the
UCC licensing and
three licenses need
to be purchased
separately from the
AMC.

Application Data
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Field Description

Call Reroute First
Alternative (CRFA) Number

(On-premise
deployments only)

This setting allows you to
configure call rerouting for
devices at the system level.

Enter the CRFA index
number for call rerouting.
Ensure that a destination
extension (for example,
voice mail hunt group
number) is programmed
against the index number
in the Call Reroute First
Alternative form of the
MiVoice Business platform.

Applications

Values

Number from 1 to 336
digits in length.

When you create a

phone with a mailbox,

or add a mailbox to an
existing phone, the system
automatically applies the
CRFA programming to the
device.

0 Note:

Prior to MiCollab
Release 6.0, Call
Forwarding was
used to direct calls to
the voice mail hunt
group number. Call
Forwarding takes
precedence over
CRFA.

Defaults to Call Reroute
First Alternative index
number 2 with the voice
mail hunt group number set
to extension 7000.

Call Forward Destination
Directory Number

(On-premise
deployments only)

Enter the NP-UM voice mail hunt
group number to be used by MiCol
lab Client .

7-digit number maximum. (Default
applied by MiCW is 7000).

MiCollab Users and Services Provisioning



Applications

Field Description Values

Enter the hunt group number for the | 7-digit number maximum. (Default
HCI Reroute Hunt Group HCI Reroute Hunt Group. (This hunt | applied by MiCW is 6400).

Number for MiTai MWI group is used to enable MWI lamp
on stations with mailboxes via the M
. iTAIl application interface.)
(On-premise

deployments only)

Voicemail HuntGroup Enter the voicemail hunt
Number group number created

on the MiVoice Business
(MiCloud Flex deployments | portal.

only)
After the Initial
Configuration Wizard
(ICW) is complete (in Flex
Solution Manager), the
administrator must add
the voicemail hunt group
number manually on the
MiCollab portal.
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Speech Auto Attendant

Field Description

Pilot/Access Number

Enter the pilot number of
the Speech Auto Attendant
(SAA). This number is
listed in the Welcome E-
mail that the system sends
to new users.

For MiVoice Business
systems, enter the
"Speech Auto Attendant"
Hunt Group directory
number that is listed in
the Telephone Directory
form of the System
Administration Tool.

o Note:

MiCollab does not
verify that the entered
number is a valid
entry in the MiVoice
Business database.

0 Note:

This field is only
present if the SAA
application is licensed
and installed on
MiCollab .

Applications

Values

7-digit number maximum. (Default
applied by MiCW is 6800).
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1.1.3.2.3 MiVoice 5000 , MiVoice MX-ONE , and MiVoice
Office 400 Network Element Field Descriptions

Description

Values

|

Type

Select network element type requ
ired. Mandatory.

MiVoice Business, MiVoice 5000 ,
MiVoice MX-ONE Service Node, or
MiVoice Office 400.

System Name

Enter the unique network element
name. For example, "MiV5000_3".
Mandatory. This field is read-only
for the local MiCollab Server networ
k element.

Enter a unique name of between two
and 64 characters in length for the n
etwork element. The name can con

sist of alphanumeric and certain spe
cial characters. Spaces are allowed.

MiCollab Users and Services Provisioning



Field Description

IP Address

Enter the IP address of
the network element.
Mandatory. This field is
read-only for the local
MiCollab Server network
element.

6 Note:

For most MiVoice MX-
ONE deployments,
without SNM
Redundancy, enter
the IP address or
FQDN of LIM1 (this
will be the alias IP
address of LIM1, if
MX-ONE Service
Node redundancy is in
use).

MX-ONE Service Node
Manager Redundancy
does not influence this
setting in MiCollab, but

in Provisioning Manager
Subsystem, the SNM alias
Address should be used.

Optionally it is possible to
configure further Network
Elements referring to
other LIMs — might be one
Network Element for each
LIM or selected number
of LIMs. In this case it is
needed to create User
Templates/Roles for each
Network Element. When
assigning for a user in
MiCollab Configuration

in MX-ONE Provisioning
Manager, the Provisioning
Manager will try to fetch
from MiCollab a Role which

Applications

Values

Standard IP address notation of four
sets of one to three digits separated
by periods. For example, 192.168.
0.1

MiCollab

Users and Services Provisioning

has configured as Network
Element the LIM IP where
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Field Description

Values

Zone Enter a number to identify the Netwo [ Number from 1 to 999. Default is bla
rk Zone. nk.
FQDN Enter a Fully Qualified Domain N Optional

ame for the network element.

Outgoing Dialing Prefix

Enter the outgoing dialing prefix to
be used by MiCollab Client .

Enter a number up to 32 digits in le
ngth. Valid digits are 0 to 9. This fiel
d is optional.

Call Forward Destination Directory N
umber

Enter the NP-UM voice mail number
to be used by MiCollab Client.

10-digit number maximum.

Call Take FAC

This field defines the
Feature Access Code that
MiCollab Client users dial
on a device to which they
want to shift an ongoing
call from another device
and continue the call
without interruption.

The system copies the
code from this field to the
PBX Node details page
of the MiCollab Client
Service.

Note: This FAC does not
apply to MiVoice Office 250
platform.

MiVoice 5000 default is
#70.

MiVoice MX-ONE default is
*8it.

MiVoice Office 400 default
is blank.

Limit of 16 telephony
characters (0-9, *, #)
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Field Description Values

SIP Conference FAC:
This field defines the MiVoice 5000 default is

Feature Access Code *40.
that MiCollab Client users
dial to establish a 3-party MiVoice MX-ONE default is

conference. 3.

The system copies the Limit of 16 telephony
code from this field to the | characters (0-9, *, #)
PBX Node details page
of the MiCollab Client
Service.

6 Note:

This FAC does not
apply to MiVoice
Office 250 or MiVoice
Office 400 platforms.
A FAC is not used

to establish 3-party
conferences on
these communication
platforms.

1.1.3.2.4 System Management Tool Access

Accessing a MiVoice Business System Administration Tool

To reach through to the MiVoice Business System Administration Tool interface from the
MiCollab server:

1. Click the Network Element tab.
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o Note:

Elements that are sharing data with the MiCollab system have the following icon

next to the element name: © and a v appears in the Sharing column. You can
only reach through to elements that are sharing.

2. Click Connect to MiVB System Tool.The MiVoice Business System Administration
Tool login interface opens in a new window.

3. Close the window to return to the MiCollab server.

0 Note:

When Flow Through Provisioning (Sharing) is enabled for MiVoice Business
elements, changes made to the MiCollab user and phone services data are also
updated in the MiVoice Business databases. In addition, changes made in the
MiVoice Business database are propagated back to the MiCollab database. Flow
Through Provisioning is only supported for MiVoice Business elements.

Accessing the MiVoice 5000 Management Interface

To access the MiVoice 5000 management interface from the MiCollab server:

1. Click the Network Element tab.

2. Click Connect to AMB .The MiVoice Business System management login interface
opens in a new window.

3. Log into the management interface.
4. Close the window to return to the MiCollab server.

6 Note:

Acc ess to the MiVoice 5000 Manager (AM7450) and MiVoice MX-ONE management
interfaces are not supported from the Network Element page.

1.1.3.3 Manage Licenses

» About UCC Licensing on page 36
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* UCC License Bundle Definitions on page 39
* Manage UCC Licensing Bundles (MiVoice Business only) on page 41

1.1.3.3.1 About UCC Licensing

Unified Communications & Collaboration (UCC) licensing simplifies the selling and
ordering process because it bundles the platform and application user licenses together.
Instead of ordering a MiCollab license, MiVoice Business user license, and multiple
individual applications licenses for each user, you just order a single UCC license per
user. Although you can order licenses individually (“a la carte”) we recommend that you
use UCC licensing because it offers the following benefits:

« simplifies the licensing of a MiCollab user by bundling a MiVoice Business user license
with a specific set of application user licenses

+ offers a significant pricing discount over “a la carte” licenses
» provides tiered functionality with progressive discounts.

The following UCC user bundles are available:

* UCC Basic - Not a purchasable user bundle
* UCC Entry license
* UCC Standard license

9 Note:

You use Enterprise UCC V4.0 licenses with all MiCollab Release 7.0 and later
systems.

Licenses can be assigned via Roles and Templates

Licensing is supported through the Mitel Licenses and Services Tool and the Mitel
Software Assurance (SWA) program. The Mitel Licenses and Services Tool manages the
software licensing and entitlement of the Software Assurance Program. After you obtain
an Application Record ID (ARID) from the AMC, the AMC uses your ARID to provide you
with access to licenses, software releases, and upgrades. In SLS License Server, the
ServiceLink ID has the same function like the ARID in AMC.

The partner orders the parts (i.e. CPQ) and the licenses are applied in the partner's
License Bank (AMC or SLS). For example, if the partner orders license for MiCollab,
including UCC User Licenses, there will be PBX User licenses included in the bundle.
Unlike AMC, the SLS provides vouchers based on the server type (MiCollab, PBX) and
they are applied separately. Only after synchronization do the roles and templates get
impacted by default. Also, existing roles and templates are left as is.
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After MiCollab is installed, the system must be synchronized with the license server
over the internet to obtain the latest UCC license bundle definitions. The UCC licensing
bundles are comprised of a set of user platforms and application licenses that define the
phone and application services that you can assign to an individual user. You can assign
a UCC license directly to a user from the USP Phones tab. You can also assign UCC
licenses using roles and templates.

Roles and templates define the phone and application services, including the licensed
functionality, for different types of users. When you apply a role to a user using the Quick
Add function, the role references a user template that can assign a UCC license bundle
to the user. The system provides a set of default UCC user roles and templates.

6 Note:

For MiVoice Business platforms, templates are only applied during the creation of
new users. If you apply a UCC license bundle to an existing user, upgrade a user’s
license bundle, or swap user bundles, you must manually assign the phone and
application services (see Manage UCC License Bundles).

UCC Licensing Rules
The following rules apply to UCC Licensing:

* UCC V4.0 licensing is supported with MiCollab Release 7.0 and above. Providing
that you have active Software Assurance, all earlier UCC licenses are automatically
converted to UCC V4.0 licenses during an upgrade to Release 7.0. The MiCollab
server only updates the users' license bundles with the new service entitlements. It
does not automatically assign new services to the user. After an upgrade, you must
update the services for each user. If your system had UCC V2.0 or V3.0 licenses that
were converted to UCC V4.0 licenses, it is recommended that you assign the newly
converted bundles to the same users who were previously using the UCC V2 or V3
licenses.

+ After licenses have been converted, you update the users' MiCollab Client Profiles
using the Edit User functionality. New users are provisioned based on UCC V4
template definitions available on the system after the upgrade to MiCollab 7.0.

» UCC licensing is not supported for standalone applications and MiVoice Office 250
systems.

« Hardware (controllers, phones), base system software, service provider interconnect
licenses, and certain system options remain separately purchasable licenses.

* “ala carte” licenses remain available. Installed platform user licenses can be
converted to the UCC Basic designation (process depends on the Call Manager that
MiCollab is deployed against). This change facilitates upgrades to Entry or Standard
bundles.

MiCollab Users and Services Provisioning




Applications

* You can add UCC licenses to an existing MiCollab system. UCC licensing can be
applied to a system that has existing "a la carte" licenses.

* There is no migration of existing "a la carte" licenses to UCC licenses.

* MiCollab licenses in the UCC license bundle can only be applied to one MiCollab
application record in the AMC.

* In the SLS license server, the UCC group license manager (ULM) option does not
exist.

* You cannot split a UCC license bundle and deploy the application licenses across
different users within a system. Nor can you split a UCC license bundle across
multiple MiCollab systems that have the same user.

* Only add phone and applications services from USP. Do not add them from the
application interfaces. This could result in license violations.

* When a UCC license bundle is assigned to a user, all the services provided in that
bundle are consumed by that user, even if the services are not configured.

* When you configure a new user with a UCC license bundle, MiCollab fully configures
the user's phones and groups on the MiVoice Business (if Flow Through Provisioning
is enabled). However, if you change a bundle for a user, you may be required to
update the user's ring group programming on the MiVoice Business. When MiCollab
is deployed with a MiVoice 5000 or MiVoice MX-ONE, the administrator provisions
MiCollab users with licenses from the call manager administrator interface by
assigning a role to the user.

 If all the available UCC license bundles for a specific bundle type (Basic, Entry, or
Standard) are in use, you will receive an error message if you attempt to assign
another one of those license bundles (that is, you cannot assign a bundle to a user
if the in-use bundle count is already equal to the licensed bundle count). The system
displays licensing information in the server-manager interface under Applications on
the Licensing Information page.

* For MiVoice Business integrations: If you downgrade the UCC license bundle of
an existing user (for example, from Entry to Basic, or from Standard to Entry) from
the USP application, the system will not delete any of the services. Instead, MiCollab
attempts to apply any available "al la carte" licenses to support the extra services. If "a
la carte" licenses are not available, then a license violation is generated.

* For MiVoice 5000 or MiVoice MX-ONE integrations: If you downgrade the UCC
license bundle of an existing user (for example, from Entry to Basic, or from Standard
to Entry from the platform's call manager interface, the user's services are reduced to
those supported by the lower licensing level. To upgrade the UCC license bundle of an
existing user, you must delete the user and then recreate the user with the higher level
UCC license from the management platform.

+ If you have different types of upgrade licenses (for example, "Basic to Entry" and
"Entry to Standard") available on the system, apply for the highest upgrade licenses
first. For example, upgrade the Entry users to Standard licenses first, before you
upgrade the Basic users to Entry licenses.
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* To use the MBG Teleworker licenses that are included in the UCC Standard License,
the MiCollab and MBG servers must be clustered. Refer to the MiCollab Installation
and Maintenance Guide for instructions.

* During all deployments, two Teleworker phones, that is the primary phone and the
other phone will be enabled in the default UCC Standard template. Old users created
with this template would not be impacted, but the new users which are created from
the Standard template would have Teleworker phones created by default.

1.1.3.3.2 UCC License Bundle Definitions

There are three tiers of UCC licensing: Basic, Entry, and Standard.

UCC license bundles map to default UCC roles and templates. To assign a UCC license
bundle to a user, you assign the associated default role to the user. The role references a
default user template that applies the licensing to the user.

The following table lists the licenses included in each tier. Refer to the MiCollab Licensing
Guide for the latest information.

Caution: The licensing definitions in the following table are subject to change.

Licenses included UCC Licenses
Basic Entry Standard
MiVoice Business user | Entitles user to MiCollab No No
icense only Basic Client
MiVoice Business multi- No
device user licenses (Not Yes Yes

applicable to MiVoice 5000

or MiVoice MX-ONE) (Multi-device user | (Multi-device user

group up to 8 group up to 8
devices) devices)

MiVoice 5000 or MiVoice No
MX-ONE multi-device user Yes Yes
licenses (Not applicable to

MiVoice Business ) (Multi-device user (Multi-device user

group up to 2 group up to 4
devices) devices)
No Yes Yes

NuPoint mailbox
license with call
director

(See Note 3)
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Licenses included UCC Licenses

Basic Entry Standard

Standard and Advanced No Yes Yes
UM license

MiCollab Desktop Client No
with Instant Messaging P Yes Yes
resence

Also includes full Also includes full

presence capability | presence capability
(IM, Voice, Video) and Dynamic Status
and Dynamic Status

(see Note 8)

MiCollab Web Client with Yes
Instant Messaging Prese Yes Yes
nce

Also includes full Also includes full
presence capability | presence capability
(IM, Voice, Video) and Dynamic Status
and Dynamic Status

(see Note 8)

MiCollab Audio, Web and No No Yes
Video Conferencing audio
and collaboration access

MBG Teleworker license, No Yes
MiCollab Client MiNET, No
and SIP softphone license

(see Note 4)

MiCollab Client deskphone | No No Yes
license
MiCollab Clientweb lice Yes
nse (seeNote 1) Yes Yes

(Basic features (Entry features

only) only)
MiCollab Client softphone | | No No Yes

icense (see Note 1)

MiCollab Client Mobile
SIP for Softphone No No Yes

(See Note 5) (See Note 6)
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Licenses included UCC Licenses
Basic Entry Standard
No

MiTeam Classic No

Yes

(See Note 7)

MiTeam Meetings No Yes Yes

Note 1: With an additional MiVoice Business user licence, you can configure a UCC
Entry user with a Multi-device User Group.

Note 2: Basic and Entry licenses also include the MiCollab Client desktop and web client
with just the Instant Messaging Presence feature. Entry licenses provide IM and Voice
presence. Standard licenses provide MiCollab Client desktop and web client with full
MiCollab Client feature functionality.

Note 3: With UCC V4.0 and later licensing, new versions of the Entry and Standard
licenses, specific to MiVoice MX-ONE platforms, are available. These licenses are

for users with MiCollab Advanced Messaging (AVST) mailboxes. Separate roles and
user templates are also provided. The new roles and templates are only available with
MiVoice MX-ONE UCC licenses on newly licensed platforms. The new templates do
not have the NuPoint Voicemail box enabled. Platforms that already have UCC V4.0
licensing are not updated with the new roles and templates.

Note 4: Optional license PN54006550 adds MiCollab Client Mobile functionality to an
Entry bundle.

Note 5: Optional license PN54006551 adds MiCollab Client Softphone functionality to an
Entry bundle.

Note 6: A Standard license provides video functionality. Vidyo provides higher resolution
video as well as some advanced features. Vidyo and MiCollab integration also requires
the Vidyo Portal API License PN5130264.

Note 7: Refer to the MiCollab Client Administration Guide for Classic Streams
configuration.

Note 8: UCC Entry users who have Legacy MiCollab Desktop Client R7.3 can view their
Dynamic Status, but cannot manage their Dynamic Status. UCC Entry users who have
MiCollab for PC Client R8.0 and later can view as well as manage their Dynamic Status.

1.1.3.3.3 Manage UCC Licensing Bundles (MiVoice
Business only)
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6 Note:

This topic does not apply to MiVoice 5000, MiVoice MX-ONE,and MiVoice Office
400 communication platforms. For these communication platforms, you provision
MiCollab users with licenses from the call manager administrator interface by
assigning roles to the users. Upgrades from "Basic to Standard" is supported for
these platforms from their call manager administrator interface.

This topic covers the following tasks for MiVoice Business platforms only.:

» Assigning UCC Licensing Bundles

* Removing UCC Licensing Bundles

* Upgrading a UCC Licensed User to Next Bundle Level

* Downgrading a UCC Licensed User

+ Swapping UCC Licensing Bundles between two users

» Configuring existing MiVoice Business UCC Basic Users on MiCollab
* Range programming MiCollab Client Profiles

 Identifying UCC license usage

6 Note:

Templates are only applied during the creation of new users. If you apply a UCC
license bundle to an existing user, upgrade a user’s license bundle, or swap user
bundles, you must manually assign the phone and application services.

Assigning UCC Licensing Bundles
You can assign UCC licensing bundles

+ directly to an existing user entry from the "UCC Licensing" field in the User tab,
* by applying one of the default UCC licensing templates when you create a new user
with Quick Add,

* by adding custom templates that specify a UCC licensing bundle (Basic, Entry, or
Standard) and then using Quick Add to apply the template during the creation of new
users.
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6 Note:

If all the available UCC license bundles for a specific bundle type (Basic, Entry, or
Standard) are in use, you will receive a licensing violation message if you attempt to
assign another one of those license bundles (that is, you cannot assign a bundle to
a user if the in-use bundle count is already equal to the licensed bundle count). The
system displays the number of "available" user licenses and the number "currently
used" in the server-manager interface under Applications on the Licensing
Information page.

6 Note:

In MiCollab Release 7.0 and later, you manage a user's Multi-Device User Group
from the MiVoice Business system administration tool.

Assign Basic Bundle

To assign a user, who currently has no bundle, with a Basic bundle:

1. In the Users and Services directory, select the user and click Edit.

2. In the User tab, set the UCC Bundle field to UCC Basic User (for Enterprise) and click
Save.

3. In the Phones tab, add a phone with Service Level set to Full.
4. In the MiCollab Client tab, set the Feature Profile to "UCC (Vx.0) Basic".

Assign Entry Bundle

To assign a user, who currently has no bundle, with an Entry bundle:

1. In the Users and Services directory, select the user and click Edit.

2. In the User tab, set the UCC Bundle field to UCC Entry User (for Enterprise) and click
Save.

3. In the Phones tab, add up to eight phones with Service Levels set to "Multi-device".
Enable one phone with an "External Hot Desk License". In the MiCollab Client tab,
assign another phone as a Desk phone extension.

4. In the NuPoint Unified Messaging tab, click Add New Mailbox. Set the Feature
COS field to 14 and check one or both of the Standard and Advanced Unified
Messaging boxes. Enable 3300 Record-A-Call if applicable.

5. In the MiCollab Client tab, set the Feature Profile to "UCC (Vx.0) Entry".
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6. Reach through to the MiVoice Business and configure the user in a Multi-device Group
of type "Standard".

Assign Standard Bundle

To assign a user, who currently has no license, with a Standard bundle:

1. In the Users and Services directory, select the user and click Edit.

2. In the User tab, set the UCC Bundle field to UCC Standard User (for Enterprise) and
click Save.

3. In the Phones tab, add up to eight phones with Service Levels set to "Multi-device".
Enable one phone with an "External Hot Desk License". In the MiCollab Client tab,
assign another phones as a Desk phone extension and the other as a Soft phone
extension. Note that the Soft phone extension must be assigned with a device type of
UC Endpoint, App Server Port, or a SIP phone device in the Phones tab.

4. In the NuPoint Unified Messaging tab, click Add New Mailbox. Set the Feature
COS field to 14 and check one or both of the Standard and Advanced Unified
Messaging boxes. Enable 3300 Record-A-Call if applicable.

5. In the MiCollab Client tab, set the Feature Profile to "UCC (Vx.0) Standard".

6. In the Audio, Web and Conferencing tab, click Add Service and select the Desk
phone extension.

7. In the Teleworker tab, click Add New Teleworker and select the Deskphone or
Softphone extension.

8. Reach through to the MiVoice Business and configure the user in a Multi-device Group
of type "Standard".

Removing UCC Licensing Bundles

To remove a UCC licensing bundle from a user, set the UCC Bundle field in the User
tab to blank. After you set the license bundle to blank, delete the phones from the user.
When you delete a phone, the services associated with that phone are also deleted.

Upgrading a UCC Licensed User to the Next Bundle Level

You can upgrade an existing UCC licensed user to a higher level license by changing the
UCC licensing bundle in the User tab. For example, you could upgrade a user from Basic
to Standard. After you upgrade, the existing UCC Standard licensing count increases

by one license and the UCC Basic Licensing count decreases by one license. After you
upgrade the license, you must assign the additional services to the user.
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6 Note:

The following procedures assume that the UCC licensed services have not been
modified (for example, by the addition of "a la carte" licenses or the deletion of
services).

e Note:

If you have different types of upgrade licenses (for example, "Basic to Entry" and
"Entry to Standard") available on the system, apply the highest upgrade licenses first.
Upgrade the Entry users to Standard licenses, before you upgrade the Basic users to
Entry licenses.

Entry to Standard
Basic to Standard

Basic to Entry

Upgrade from Entry to Standard

1. In the Users and Services directory, select the user and click Edit.

2. In the User tab, set the UCC Bundle field to UCC Standard User (for Enterprise) and
click Save.

3. In the MiCollab Client tab, assign one of the phones as a Desk phone extension and
assign the other as a Soft phone extension. Note that the Soft phone extension must
be assigned with a device type of UCA Endpoint, App Server Port, or a SIP phone
device type in the Phones tab.

4. In the Teleworker tab, click Add Teleworker Service and select the Deskphone or
Softphone extension.

5. In the MiCollab Client tab, enter the Desk phone and Soft phone extensions and set
the Feature Profile to "UCC (Vx.0) Standard".

6. In the Audio, Web and Conferencing tab, click Add Service and select the Desk
phone extension.

7. Reach through to the MiVoice Business and change the user's group programming
from Multi-device Group - "External Twin" to "Standard".

MiCollab Users and Services Provisioning




Applications

6 Note:

The Standard bundle supports MiTeam.

Upgrade from Basic to Standard

1. In the Users and Services directory, select the user and click Edit.

2. In the User tab, set the UCC Bundle field to UCC Standard User (Enterprise) and click
Save.

3. In the Phones tab, add up to eight phones with Service Levels set to "Multi-device".
Enable one phone with an "External Hot Desk License". The other phones must have
"External Hot Desk License" disabled. In the MiCollab Client tab, assign one of the
phones as a Desk phone extension and the other as a Soft phone extension. Note that
the Soft phone extension must be assigned with a device type of UCA Endpoint, App
Server Port, or a SIP phone device type in the Phones tab.

4. In the NuPoint Unified Messaging tab, click Add New Mailbox, set the Feature COS
field to 14 and check one or both of the Standard and Advanced Unified Messaging
boxes. Enable 3300 Record-A-Call if applicable.

5. In the Teleworker tab, click Add Teleworker Service and select the Deskphone or
Softphone extension.

6. In the MiCollab Client tab, enter the Soft phone extension and set the Feature Profile
to "UCC (Vx.0) Standard".

7. Reach through to the MiVoice Business and configure the user's group programming
to use Multi-device Group - "Standard".

Upgrade from Basic to Entry

1. In the Users and Services directory, select the user and click Edit.

2. In the User tab, set the UCC Bundle field to UCC Entry User (Enterprise) and click
Save.

3. In the Phones tab, add up to eight phones with Service Levels set to "Multi-device".
Enable one phone with an "External Hot Desk License". In the MiCollab Client tab,
assign another phone as a Desk phone extension.

4. In thePhonestab, add up to eight phones with Service Levels set to "Multi-device".
Enable one phone with an "External Hot Desk License". In theMiCollab Clienttab,
assign the other phone as a Desk phone extension.

5. In the MiCollab Client tab, enter the softphone extension and set the Feature Profile
to "UCC (vx.0) Entry".

6. Reach through to the MiVoice Business and configure the user's group programming
to use Multi-device Group - "External Twin".
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Downgrading a UCC Licensed User

You can downgrade an existing UCC licensed user to a lower level by changing the

UCC licensing bundle in the User tab. For example, you could downgrade a user

from Standard to Basic. After you downgrade, the existing UCC Basic licensing count
increases by one license and the UCC Standard Licensing count decreases by one
license. After you downgrade a license, you must delete the unlicensed services from the
user.

6 Note:

The following procedures assume that the UCC licensed services have not been
modified (for example, by the addition of "a la carte" licenses or the deletion of
services).

e Note:

In MiCollab Release 7.0 and later, you manage a user's Multi-Device User Group
from the MiVoice Business system administration tool. If you downgrade a user,
you may need to modify or delete the user's multi-device user group on the MiVoice
Business.

Downgrade from Entry

To downgrade a user from Entry to Basic:

1. In the Users and Services directory, select the user and click Edit.

2. In the User tab, set the UCC Bundle field to UCC Basic User (Enterprise) and click
Save.

3. In the Phones tab, click Delete Phone and select the External Hot Desk User
extension.

4. In the NuPoint Unified Messaging tab, click Delete Mailbox to the delete the
mailbox.

5. If applicable, reach through to the MiVoice Business and delete the Multi-Device User
- Standard group.

Downgrades From Standard

To downgrade a user from Standard to Basic:

1. In the Users and Services directory, select the user and click Edit.
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2. In the User tab, set the UCC Bundle field to UCC Basic User (Enterprise) and click
Save.

. In the Phones tab, delete the Soft phone (see the MiCollab Client tab to identify the
Soft phone extension). Delete the External Hot Desk User extension.

. In the NuPoint Unified Messaging tab, click Delete Mailbox to delete the mailbox.
. In the MiCollab Client tab, set the Feature Profile to "UCC (Vx.0) Basic".

. In the Audio, Web and Conferencing tab, click Delete Service

. In the Teleworker tab, delete the Teleworker if present.

w
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To downgrade a user from Standard to Entry:

1. In the Users and Services directory, select the user and click Edit.

2. In the User tab, set the UCC Bundle field to UCC Entry User (Business or Enterprise)
and click Save.

3. In the Phones tab, delete the Soft phone (see the MiCollab Client tab to identify the
Soft phone extension).

4. In the MiCollab Client tab, set the Feature Profile to "UCC (Vx.0) Entry". Remove the
MiCollab Client Desk phone or Soft phone if it is not required.

5. In the Audio, Web and Conferencing tab, click Delete Service.
6. In the Teleworker tab, delete the Teleworker if present.

Swapping UCC Bundles Between Two Users

If you have available licenses, you can simply change the UCC licensing bundles of both
users. However, if your system does not have any available licenses:

1. Set the license bundle of one user to <None>.

2. Apply the available license to the other user. This action makes the previously
assigned license available.

3. Apply the available license to the currently unlicensed user.

4. Adjust the services for both users (see upgrading and downgrading UCC bundle
procedures above).

Configuring Existing MiVoice Business UCC Basic Users on MiCollab

If Flow Through Provisioning is Enabled

If Flow Through Provisioning is enabled, the MiCollab directory will be populated with the
MiVoice Business users and their phone services. In this case, you just need to enable
the applications for the users from the Users and Services application.
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If Flow Through Provisioning is NOT Enabled

If you have configured UCC Basic users on MiVoice Business that are not configured
in the MiCollab database (that is, the phone users were only configured on the MiVoice
Business system), you can add these users to the MiCollab Users and Services
application using the following procedure

. Log into the MiVoice Business System Administration Tool.

. Access the User and Device Configuration form.

. Use the sort functionality to display a listing of the UCC Basic Users.

. Export the user and device information into a CSV file.

. Create copies of the Basic User template for the different device types.
. Assign the templates to roles. See Manage Roles.

. Copy the communication platform user data from the exported CSV file into the import
file spreadsheet columns of the Bulk User Provisioning tool and include role (see Bulk
Import from File).

8. Import the CSV file data.
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Range Programming MiCollab Client Profiles

If UCC licenses are converted (for example from V2 to V3) during an upgrade, you
must assign the new services to the users. If the users' MiCollab Client Profiles require
updating, you can use range programming to complete this task:

. In the MiCollab server manager, under Applications, click MiCollab Client Service.
. Click Configure MiCollab Client Service.
. Click the Features tab.

. Click the "People" icon of the feature profile that you want to apply, for example: (UCC
V3 Standard).

5. Click the Add Members link and select the users that you want to apply this feature
profile to.

6. Click Add to Profile at the bottom of the page. You return to the "Feature Profile
Members" page.

7. Click Save. A bar displays the progress.
8. When the profiles are updated, click Done.

H OODN -

Identifying UCC License Usage

If MiCollab is configured in Integrated Mode, you can identify the types of UCC licenses
that are assigned to each user through the MiCollab Client administration interface:

1. In the MiCollab server manager, under Applications, click MiCollab Client Service.
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2. Click Configure MiCollab Client Service.
3. Click the Features tab.
4. Select the default "Entry" or "Standard" default feature profile.

5. Click the "Edit profile members" button ® to see which users are currently using the
selected profile.

1.1.3.4 Define Locations

* Add or Edit Location Information on page 50
1.1.3.4.1 Add or Edit Location Information

You can populate the "Location" drop-down lists in the interface by adding or editing the
location information. This entry is optional.

1. On the Users and Services main page, click the Locations tab and then click Add.
2. Enter location information as described below.

3. ClickSave.
Field Description Value
Name Enter the name of the If Remote Directory
location. Number Synchronization

is enabled on the MiVoice
Business , names can

be up to 128 characters
in length; otherwise, the
maximum length is 10
characters.

This field supports ASCII
characters.

Description Enter a location description | Up to 255 characters.
(optional).

To edit a location name:

1. On the Users and Services main page, click the Locations tab.
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2. Double-click on the Location name.
3. Modify the information as required.
4. Click Save.

To delete a location namge

1. On the Users and Services main page, click the Locations tab
2. Select the Location name.

3. Click Delete.

4. Click Save.

5. Click Yes.

1.1.3.5 Define Departments

* Add, Edit or Delete Department Information on page 51
1.1.3.5.1 Add, Edit or Delete Department Information

Use the Departments tab to

* populate the "Department” drop-down lists in the interface

* to add a Department name for Speech Auto Attendant recognition (only required if you
want to have a spoken Department name recognized by the auto attendant).

Add a Department

1. On the Users and Services main page, click the Departments tab and then click Add.
2. Enter Department information as described below and then click Save.
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Value

Field Description

Name

Enter the name of the
department (for example,
"Sales") in text only.
Numbers and special
characters are not
permitted.

If Remote Directory
Number Synchronization
is enabled on the MiVoice
Business , names can

be up to 128 characters
in length; otherwise, the
maximum length is 10
characters.

This field supports ASCII
characters.

0 Note:

This value must
contain ONLY
pronounce-able text.
Numbers and special
characters are not
supported by text-
to-speech software.
(For example, to

add a number

to a Department
name, enter the text
representation of the
number ("Department
Five") or to represent
the "&" character,
enter the word "and". )

Description

Enter a department
description.

Up to 255 characters.
(Optional).

Number

Enter the phone number
of the department, if
applicable.
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6 Note:

New department names will not be added to the SAA directory immediately. To

see an updated list, you can wait for the nightly ( NuPoint UM ) Auto Update or you
can force an update using the NuPoint UM Data Source sync function. For more
information, refer to the Update the User Data Source topic in the NuPoint UM online
help.

Edit a Department

1. On the Users and Services main page, click the Departments tab
2. Double-click on the department name.

3. Modify the information as required.

4. Click Save.

Delete a Department

If you delete a department from MiCollab, the department is also removed from the
user entries. If Flow Through Provisioning is enabled to MiVoice Business elements,
the department is also removed from the MiVoice Business Department form and user
entries.

However, the behavior on the MiVoice Business is slightly different. Before you can
delete a department from the MiVoice Business Department form, you must first remove
all references to that department name from the MiVoice Business user entries. After you
delete a department from the MiVoice Business, the department is also removed from
MiCollab if Flow Through Provisioning is enabled.

. On the Users and Services main page, click the Departments tab
. Select the department name.

. Click Delete.

. Click Save.

. Click Yes.

A bh ON =

1.1.3.6 Manage Roles and Templates

* About Roles and Templates on page 54

* Default Roles and Templates on page 55

» Guidelines for Using Templates on page 61
* Manage User Templates on page 62
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+ Enter Template Information on page 66
* Manage Roles on page 101

* Apply Roles on page 102

« Template Migration on page 102

1.1.3.6.1 About Roles and Templates

Overview

Use roles and templates to apply common configuration data across multiple user
entries. This approach greatly reduces the amount of time that it takes to enter customer
data. Roles define the task, position, or responsibilities for a type of user within the
organization. Roles are associated with user templates that define the common phone
and application service settings for the roles.

Identify types of users that have common phone and application service needs and then
create user templates. Define the required services for the users in each template. Then,
assign roles to the templates. You can apply the roles and the associated template data

to user entries using any of the following methods:

* Quick Add: allows you to create a new user using a role. The assigned role
automatically applies the associated template data to the user entry.

* Bulk User Provisioning: allows you to import a CSV or LDIF file of user entries and
specify user roles for the entries. The roles reference templates that automatically
apply common data during the import process. You also have the ability to auto-fill a
selection of user entries in the bulk user provisioning tool with roles, directory entries,
and e-mail addresses.

* Provisioning with IDS: When a directory server is integrated with MiCollab , you can
map a directory service attribute to a MiCollab role. When a user is provisioned in the
directory service and synchronized with the MiCollab database, the template data that
is associated with the specified role is applied to user entry created on MiCollab .

Default roles and templates are provided with the system.

Relationship between Roles and Templates

A role can only reference one user template. However different roles can reference the
same user template. A user template is comprised of sub-sections that define the user
information, phone services, and application settings:

* User Template

* User Information
* Primary Phone

» Secondary Phone
* Other Phone
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» Speech Auto Attendant

* MiCollab Client

* NuPoint Unified Messenger

« EMEM Voicemail Service

* MiCollab Audio, Web and Video Conferencing
+ Vidyo

The following figure illustrates the relationship between roles and templates.

Roles

A role can only reference ane
user termplate Shipping
Howewer, multiple roles can

reference the same
termplate.

Plant Floor Executive

Sales Role Role

‘ Office

‘ ACD Agent

User Templates \ v \

User templates are comprised of Template ¢
sub-sections Basic 1

Template
ACD

Template
Sales

Template
Executive

Template
Basic 2

1.1.3.6.2 Default Roles and Templates

The system includes default Roles and Templates for

+ applying UCC Licensing
» synchronizing Active Directory entries with the MiCollab database.

You can also create your own custom templates by clicking Add in the User Templates
tab. Modify the fields in the blank template to create a custom template.

UCC User and Services Default Roles and Templates
You can use the default UCC Roles and Templates to apply UCC licenses to your users.

UCC license bundles, by default, map to the default UCC Roles and Templates listed in
the following table. Default UCC Roles and Templates are only created for UCC licenses
that are installed on the system. To assign a UCC license bundle to a user, you assign
the associated default role to the user. The default role references a default template that
applies the licensing to the user.
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Default UCC Roles
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Default UCC

Templates

UCC Entry User for
Enterprise 0

UCC (Vx.0) Entry &

UCC (Vx.0) Entry

UCC (Vx.0) Entry (Nupoint)
o)

UCC (Vx.0) Entry (Nupoint)

UCC (Vx.0) Entry
(Advanced Messaging)d

UCC (Vx.0) Entry
(Advanced Messaging)

UCC Standard for
Enterprise 6

UCC (Vx.0) Standard &

UCC (Vx.0) Standard

6 Note:

MiCollab Advanced Messaging applies to MiVoice MX-ONE only.

The Default UCC templates assign the following functionality.

Default UCC Users
and Services
Template

(Enterprise)

UCC (Vx.0) Entry

Template Contents

Functionality provided

1 User UCC license bundle set
to "UCC Entry User for
Enterprise (Vx.0)"

2 Phones Primary Phone: Desk

Phone

Secondary Phone: EHDU
Phone
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Default UCC Users Template Contents Functionality provided
and Services
Template

(Enterprise)

Include Group Multi-device - Standard
user group license (up

to 8 devices for MiVoice
Business ; up to two
devices for MiVoice 5000
or MiVoice MX-ONE)

Prime phone is pilot
number of group

Include Secondary phone
as group member

Include MiCollab Client Feature Profile: UCC (Vx.0)
Service Entry

Desk phone extension:
None

Soft phone extension:
None

Deployment Profile: Do Not
Deploy

MiTeam Meetings

1 NuPoint Mailbox NuPoint mailbox license

with Call Director and
OR

Standard & Advanced UM
1 MiCollab Advanced licensing

Messaging (AVST) mailbox
OR

MiCollab Advanced
Messaging (AVST) mailbox
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and Services
Template

(Enterprise)

UCC (Vx.0) Standard

Template Contents

Applications

Functionality provided

1 User UCC license bundle set to
"UCC Standard User for
Enterprise (Vx.0"

3 Phones Primary Phone: Desk

Phone

Secondary Phone: EHDU
Phone

Other Phone: Soft Phone

Include Group

Multi-device - Standard
user group license (up

to 8 devices for MiVoice
Business ; up to two
devices for MiVoice 5000
or MiVoice MX-ONE)

Prime phone is pilot
number of group

Include Secondary phone
as group member

Include Other phone as
group member
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Default UCC Users
and Services
Template

(Enterprise)

Template Contents

Include MiCollab Client
Service

Functionality provided

Feature Profile: UCC (Vx.0)
Standard

Desk phone extension:
Primary

Soft phone extension:
Other

Deployment Profile: Do Not
Deploy

MiTeam Meetings

1 NuPoint Mailbox
OR

1 MiCollab Advanced
Messaging (AVST) mailbox

NuPoint mailbox license
with Call Director and

Standard & Advanced UM
licensing

OR

MiCollab Advanced
Messaging (AVST) mailbox

2 Teleworker

Teleworker Service available for two
phones, that is the primary phone a
nd the other phone

Include Audio, Web and
Video Conferencing

Access for primary phone

6 Note:

MiCollab Advanced Messaging (AVST) licensing applies to MiVoice MX-ONE only.
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Default Roles and Templates for Active Directory Entries

Role Template Purpose

Contact 8 MiCollab Client Contact 6 Configures Active
Directory entries that are
synchronized via MiCollab
IDS as non-corporate
contacts in the MiCollab
Client database. The
templates contains the user
information and applies
the MiCollab Client Default
Feature Profile without any
desk phone extension or
soft phone extension.

Teamwork Mode User & MiCollab Client Teamwork | Configures Active

Mode User & Directory entries that are
synchronized via MiCollab
IDS as Teamwork Mode
users in the MiCollab
Client database. The
templates contains the user
information and applies

the MiCollab Client Default
Feature Profile without

any desk phone extension
or soft phone extension.

It also applies a default
password of "default" and a
default pass code of "1111"
to the Teamwork Mode
user.
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Default Roles and Templates for SIP Softphone Users

Role Template Purpose

HotDesk SIP Softphone HotDesk SIP Softphone The template contains
User & Userd the user information and
applies SIP softphone
capability for hot
desking users along with
Teleworker service.

1.1.3.6.3 Guidelines for Using Templates

The follow guidelines apply when you are using templates:

« A template can include up to three phones: Primary Phone, Secondary Phone, and
Other Phone. If you attempt to add a fourth phone you will receive the following error
*This template is not valid on MiCollab: "Composite template contains more than
three phone templates." and the template will become invalid. You cannot recover
the template by simply deleting the fourth phone. You must delete the template and
recreate it.

* There must be a primary phone configured in the user template. By default, the first
phone that you add to a user template is designated as the prime phone.

* A template can contain up to two standard numeric (non-derived) directory numbers.
The Primary Phone must have a standard directory number.

« The Secondary Phone and Other Phone can derive their directory numbers from the
prime directory number. It's recommended that you assign a prime desktop phone in
the template and derive the directory numbers of any additional phone devices from
the prime phone directory number. Derived directory numbers are typically used to
add user devices, such as cell phones into Personal Ring Groups or Multi-Device User
Groups.

» Application service sub-sections (for example NuPoint Mailbox Number) that contain
references to directory numbers must refer to a standard (non-derived) number. The
only exception to this rule is the MiCollab Client application which supports both a
deskphone and a softphone. One of these devices in the MiCollab Client sub-section
can reference a derived directory number. The other must reference a standard
numeric directory number.

* For phone key templates, the system does not validate the keys during template
creation. The keys are only validated after you create a user from the role/template
that includes the key template. If the key entries are invalid, the user cannot be
saved. Ensure that you test phone key templates in the MiVoice Business system
administration tool against test users to ensure that the key templates are valid before
you use them from MiCollab USP.
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 If you modify a MiCollab template for a MiVoice Business or MiVoice MX-ONE system,
the existing users are not changed if you reassign the MiCollab role to the user. The
modifications are not automatically applied.

+ If you modify a template for a MiVoice 5000 system, the changes to the template are
applied to existing users on the next scheduled MiVoice 50000 synchronization with
the MiCollab system.

* For MiCollab with MiVoice MX-ONE deployments, roles are associated with the MX-
ONE Service Node Manager. When you create a user from the Provisioning Manager,
you can only select roles that are associated with the user's Service Node Manager.

* For MiVoice Office 400 deployments, the following conditions apply:0

* Quick Add of a user is supported with any combination of services but at most one
phone.

* Quick Add of a user where the template includes MBG will cause an MBG SIP
service to be created.

* The Add User button in the Phone and Teleworker tab is disabled or hidden.

* Add or delete of an existing userr's AWV service is supported.

* Modification of user, phone or any of the services is supported

* MiCollab Client feature profile can be changed.

» Password changes are sent to the MBG for the teleworker service.

» Client deployment of the softphone takes place when the profile is set during quick
add or when user, phone or service details are updated.

1.1.3.6.4 Manage User Templates

User templates allow you to define a common set of phone and application services that
you can then apply to new users. Each template consists of sub-sections for the user
profile, phones, and services. For example, you could add a user template for a "Sales"
role . This template would include a specific set of phone features and applications, such
as External Hot Desk User, and Mitel Collaboration Advanced, to help salespeople sell
product more effectively.

If your site requires custom templates we recommend that you create them by copying
and editing the UCC Default Templates. These templates enable the functionality
provided by the associated UCC licensing bundle.
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6 Note:

The Flow Through Provisioning feature shares MiVoice Business templates with

the MiCollab system. The MiVoice Business templates support key template
programming for users created from MiCollab USP. However, when a key template is
created on the MiVoice Business system, the template is not validated for incomplete
key programming (such as a missing ring type in a DSS/BLF key). The system only
generates errors when you attempt to apply the invalid key template to a user via a
role. Therefore, whenever you create a new key template on the MiVoice Business,
ensure that you test it by applying it to a MiVoice Business user. If you receive errors
related to key programming when you attempt to apply a shared template, you must
correct the key template on the MiVoice Business.

6 Note:

MiCollab users can be configured with multiple phones and each phone extension
consumes a device (Multi-Device User Group device) on the MiVoice Business
system. On enterprise MiCollab systems, it is possible to exceed the device limits of
the MiVoice Business system(s). To minimize the possibility of over provisioning, do
not assign users with unnecessary phones. Also, during initial bulk provisioning of an
enterprise MiCollab system, create roles and templates that assign the actual phone
requirements for the users.

0 Note:

If a user is configured as a Basic MiCollab Desktop Client user, Mitel recommends
configuring one desk phone or one desk phone and EHDU device.

0 Note:

You cannot delete services from the UCC Default Templates.

0 Note:

You cannot re-apply a role to reset a users settings back to the template values.
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6 Note:

After an upgrade from MiCollab Release 6.0 to MiCollab Release 7.0, the AMC

will update the system with the UCC V4.0 Default Templates. However, it can take
up to 12 hours before the system re-syncs with the AMC and downloads the new
templates. To obtain the templates sooner, access the Servicelink > Status screen
in the server manager and perform a Sync with the AMC.

6 Note:

On upgrade to MiCollab Release 7.2.2 or later, any existing templates that have
the SIP Teleworker service and the user password set to "Same as Primary Phone
Extension" are modified to have "Randomly Generate" as the password option.

View

1. Under Applications, click Users and Services.
2. Click User Templates.

Add

1. Click Add.

2. Enter a label for the new template.
3. Enter a description.

4. Enter the template information.

o Note:

To support Messaging Waiting on MiVoice 5000 or MiVoice MX-ONE phones, the
Messaging Waiting fields in the NuPoint Unified Messaging section of the template
must be set to "DTMF-to-PBX".

5. Click Save.

Edit
Editing a user template has the following effects:

* MiVoice Business and MiVoice MX-ONE: Editing a template has no effect on users
that were previously created using that template. Changes to a template are not
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applied automatically to existing users who are assigned with the associated role. You
must reassign the role to an existing user to apply the template changes.

* MiVoice 5000: Changes to the template are applied to existing users who are
assigned with the associated role on the next MiVoice 5000 synchronization with the
MiCollab system.

To edit a template:

1. Check the box next to the template name and click Edit. The Edit Role and User
Service Template window opens.

2. Enter the template information. If you change the UCC bundle type in a non-default
UCC User and Service template, the system overwrites the template with a clone of
the of the selected default UCC bundle. If you change the UCC license bundle type to
"None", the template field information is not altered, but any users you create from this
template will use "a la carte" licenses.

3. Click Save.

Copy

You can copy an existing template and then modify it to create a similar but different
template:

1. Check the box next to the template that you want to copy and click Edit. The template
opens.

2. Click Copy. The system creates a copy of the template.
3. Enter a label and description for the new template.

4. Modify the template fields as required.

5. Click Save.

Delete
Editing a user template has the following effects:

* MiVoice Business: Deleting a template has no effect on users who were created
using that template.

* MiVoice MX-ONE: Deleting a template has no effect on users who were created using
that template. However, removing the role from a user from the MX-ONE management
interface deletes the user from the MiCollab USP database.

* MiVoice 5000: Changes to the template are applied to existing users who are

assigned with the associated role on the next MiVoice 5000 synchronization with the
MiCollab system.

You cannot delete a template if it currently references a role. You cannot delete the
Default User and Service templates.
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1. Click User Roles and delete any roles that are assigned to the template.
2. Click User Templates.

3. Check the box next to the template name and click Delete.

4. Click Yes to confirm the delete.

5. Click Close.

1.1.3.6.5 Enter Template Information

0 Note:

Fields that are not supported for the MiVoice 5000 , MiVoice MX-ONE or MiVoice
Office 400 network elements are disabled (for example: Include Secondary Phone,
Other Phone, and Group Type fields).

User Template

Label Enter reference name Between 1 and 64
for this template (for characters.
Administrator use). This
field is mandatory_ This field SUppOftS UTF-8
characters.
Description Enter a description for this
template

User Information
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Field Description

Values

UCC Bundle Select the UCC License Select one of the following:
bundle to apply to the
users Created W|th thIS kkkkkkkkkkkkkkkkkkkk
template' SeleCt <none> kkkkkkkkkkkkkkkkkkkkkk
if you intend to use "a la
carte" licensing. . <none>
« UCC Entry User for
Enterprise
+ UCC Standard User for
Enterprise
Default is <none>.
Department Select the department Default is <none>.
where this template will
place users from the drop-
down menu. Optional.
Location Select the location where Default is <none>.
this template will place
users from the drop-down
menu. Optional.
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Prompt Language

Select the language

for the user's voice
services (Telephone User
Interfaces).

The changes take affect
immediately after you click
Save. Active TUI sessions
remain in the previous
language until the next
login session.

6 Note:

This setting changes
all TUIs belonging

to the user to the
new language, with
the exception of the
Mitel Collaboration
Advanced ( MiCollab
Audio, Web and
Video Conferencing )
application. This
setting is not applied
to the MiCollab
Audio, Web and
Video Conferencing
TUI. The MiCollab
Audio, Web and Video
Conferencing TUI
uses the System
Default Language.

Applications

Values

System Default.

By default, the prompt
language uses the System
Default Language that

is set from the server
manager. To set the
System Default Language,
under Configuration,
click MiCollab Language.
Then, select the desired
language from the
Language drop-down box.
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Field Description

Password

Select one of the following
options (mandatory):

« Same as Primary
Phone Extension to
set the user's password
to the user's extension
number.

* Randomly Generate
to have the system
generate a random
password for the user.
Note that the random
password is masked for
security.

+ Use this value to set
the default password to
the value specified.

Values

4- 20 characters

Manual passwords must
contain at least four
alphanumeric characters.

It does not support
the following special
characters: "| ;& I
characters.

If the Service Information
E-mail feature is configured
for the system, whenever
you create or change a
user's password, an e-mail
is sent to the user with the
password.

TUI Passcode

Select one of the following
options to set the user's
TUI passcode (including
Hot Desk User Login PIN):

« Same as Primary
Phone Extension to
set the user's passcode
to the user's extension
number.

* Randomly Generate
to have the system
generate a random
passcode for the user.
Note that the random
passcode is masked for
security.

* Use this value to set
the default passcode to
the value specified.

4 to 8 telephony digits (*, #,
0-9)

Manual passcodes must
contain at least four
numeric digits.
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Field Description Values

IDS-Manageable Specifies that all the This option is enabled by
IDS managed fields (for default.

example, First Name,
Last Name, Department, If an IDS server is
Location, Email, and Login) | integrated with MiCollab ,
for this user are managed | updates to specific user

from an Integrated fields in the directory
Directory Service (IDS) service record are applied
server. to the corresponding

MiCollab record fields.
Updates are applied during
the next synchronization
event. If you clear the
check box, updates made
on the directory server are
not applied to the MiCollab
user entry.

If a directory server is

not integrated with the
MiCollab system, this
option is still enabled by
default but it has no effect
on the MiCollab system
database.

Service Information

Click the check boxes next to the services that you want to include and complete the
fields using the information from the following table:

Primary Phone
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Field Description Values

Include Primary Phone When the "Include Primary | Default is unchecked.
Phone" service check

box is not selected, the
following conditions apply:

* You must specify a
password and passcode
in the "Use this value"
field of the User
Information section

» The following options
are not available:

+ Secondary phone
» Other phone
* Group

* Speech Auto
Attendant

Service Label. Enter a name of up to 64 Up to 64 characters.
characters that identifies
the service (for example,
Desk Phone). The same
label can be used for
more than one service
associated with the same
user.
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Field Description Values

Network Element Select an ICP from the Select the name of a
Network Element list MiVoice Business , MiVoice
5000, MiVoice MX-ONE, or
MiVoice Office 400 element
from the list.

OR

Select <blank> if the
Network Element is a
MiVoice Office 250 .

e Note:

This selection is not
available if an ICP
host has already been
added as a Network

Element.)
Secondary Element For resiliency, select The selected element
the phone's Secondary must be different than the
Element from the list. Network Element above.

If the phone's primary
Network Element goes out
of service, the phone is
supported by the specified
Secondary Element.
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Field Description Values

Use DID Service Number Check this box to display Unchecked
as Outgoing DID Number the DID number for
outgoing calls made from
the user's phone.

The MiVoice Business CPN
Substitution feature allows
you to program a substitute
number for outgoing calls
made on a DID trunk.

The substitute number is
presented to the network
for outgoing calls on the
DID trunk.
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Values

Field Description

CESID

Enter the Caller
Emergency Service
Identification (CESID) to be
sent to the Public Safety
Answering Point (PSAP) in
the event of an emergency
call. Up to 12 digits can be
programmed.

6 Note:

Although a CESID
can be programmed
for any mobile DN,
the system will only
use it for External Hot
Desk Users (EHDUSs)
that are logged on

to private trunks.

For regular hot desk
users and EHDUs
logged on to MINET
devices, the system
will use the CESID
associated with the
set's registration DN.

Between 1 and 12 digits in
length. Can contain digits 0
to 9. Default is blank.
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Field Description Values

Hot Desking User Check to create a Hot Not selected.
Desking user; clear to
create a standard user and
device.

6 Note:

* Hot Desking User
type requires COS
entries.

* When you assign
a newly created
user as a Hot
Desking User,
the ACD Agent
field is disabled.
If required, select
the ACD Agent
field to create an
ACD Agent with hot
desking capability.

» After a user has
been assigned with
the ACD Agent
option, you cannot
change this option
using Edit. You
must delete the
phone and then add
it again to change
the ACD Agent
option.
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Applications

ACD Agent

Check to designate a hot
desking user as a Hot Desk
ACD Agent.

0 Note:

e To enable this

option, you must
first select the Hot
Desking User box.

After a user has
been assigned with
the ACD Agent
option, you cannot
change this option
using Edit. You
must delete the
phone and then add
it again to change
the ACD Agent
option.

Values

Not selected.
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Values

Field Description

Enable SIP Softphone for
MiCollab for PC Client

Check box to enable SIP
Softphone functionality
for a hot desking user.
When you enable this
functionality, MiCollab
Client Service assigns
the phone type as
SOFTPHONE and Device
Type as 76.

The Enable SIP
Softphone for MiCollab
for PC Client setting is
supported for MiCollab for
PC Client only.

6 Note:

You can apply
Teleworker service to
a Hot Desking user
with SIP Softphone
enabled.

Not selected.

External Hot Desk License

Check box to enable External Hot Desk User (EHDU)
functionality. The Device Type field must be set to Hot
Desk User. External Hot Desk Users must be licensed.
Licenses are programmed in the License and Option
Selection form of the MiVoice Business .

6 Note:

You cannot apply the Teleworker service to an

EDHU.
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Field Description Values

Hot Desk User External Enter "9" or other prefix 1 to 26 telephony digits, 0
Dialing Prefix digit(s) required to dial out | t0 9, * or #.

to the external hot desk

device.
Preferred Set For a hot desking user, No Device

select the user's preferred
hot desking device type
from the drop down list.
This field only appears if
the Hot Desk User option is
enabled below.

If No Device is selected as
the Preferred Device, the
device is assigned 96 keys
by default.
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Device Type Select a device from the The following rule applies:

Device Type list.
* You cannot edit device

type for Generic SIP
Device types that have
Teleworker services
assigned.

e This field is not available
if "Hot Desking User" is
checked.

« Enter a device type
of "UC Endpoint" for
MiCollab Client clients.

» The following MiVoice
Business Device Types
are not supported:
Analog, Analog-FXS,
5001 IP, 5201 IP,

5401 IP, NetVision IP,
Spectralink NetLink, and
Superset Devices.

« This field does not apply
to the MiVoice Office
250 .
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Include Teleworker Service

Click to add Teleworker
service to this user
template.

The following conditions
apply:

» Default is unchecked.

» This field does not apply
to the MiVoice Office
250 .

» Teleworker service can
be added to multiple
devices for a user.

* When you include
Teleworker service
for a user's SIP
phone, the system
automatically configures
a corresponding SIP
service on the MiVoice
Border Gateway. Note
the following:

« + The system sets the
Set-side username
on the MiVoice
Border Gateway to
<username-DN> (for
example smithj-7328).
This username
format applies to
MiVoice Business
communication
platforms only.

* The password field in
the User Information
section of the
template must be set
to a strong password
or "Randomly
Generate".
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SIP Device Capabilities

When Generic SIP Device
type is selected, this field
defaults to 1. When UC
Endpoint is selected (for a
MiCollab Client Deskphone
or Softphone) this field
defaults to 71.

Change the Default SIP
Device Capabilities number
as required.

SIP Password

Enter a SIP device
password for the user.
When you create or
change a user's SIP
password, the system
automatically sends a
Service Info Email with the
password to the user.

0 Note:

The display on 5505
SIP and 5302 IP sets
is limited to eight
digits. For these sets,
assign a numeric
password of eight
digits or less.

Confirm SIP Password

Re-enter the passcode to
confirm.

Up to 26 ASCII characters
including numeric,
alphanumeric, and special
characters.

Default is blank.

This field is only enabled
for SIP devices.

SIP device passwords are
optional. If this field is left
blank, a password is not
required to register a SIP
device with the MiVoice
Business .
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Service Level

Displays the level of
service for this directory
number (DN):

Full - A DN with this
service level is assigned to
a standard user and device
with full telephony service.

IP Device Only - A DN
with this service level is
assigned to an unlicensed
device that has only basic
telephony functionality
(emergency or attendant
calls). The device becomes
functional when a hot desk
user or hot desk ACD
agent logs into it.

Trusted - A DN with

this service level is
assigned to a trusted Mitel
application that has full
telephony service once it
registers with the system.
Although the DN can be
programmed on the same
forms as a Full Service DN,
it does not use an IP User
License.

Multi-Device - A DN

with this service level is
assigned to a user that
has only basic telephony
functionality (emergency
or attendant calls) until
programmed as a member
of a Multi-device User
Group.

Multi-Device User Groups
(MDUGS) allow a single
user to have multiple
phones grouped under a
common directory number
without each phone
requiring a full MiVoice

Full Service

Applications

MiCollab

Users and Services Provisioning

Business IP License. There
are two types of Multi-




Applications

» External Twin: allows
only two phones,
typically a desk phone
and a cell phone, to be
twinned. This type of
group does not require
a MDUG license. It only
requires an IP User
License and an External
Hot Desk User license.
The prime number uses
the IP User license. The
second member must
be an External Hot Desk
number and consumes
the EHDU license.

0 Note:

For SIP softphone, the
Service Level should
always be set to Multi-

device.
Zone ID Enter a number to identify | Number from 1 to 999.
the Network Zone. The Default is blank. If this field
MiVoice Business platform | is left blank, the MiVoice
uses Network Zones Business defaults this

setting to Zone 1.
» for compression and

bandwidth management

» to associate the zones
to time zones for the
display of local time on
IP sets

+ to configure the zone's
Location Based Number
(LBN) prefix for Location
Base Call Routing
(optional), and

« to define the zone's
CESID (optional).
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Call Coverage Service Number

Assign the Call Coverage
Service Number Call for
the MiVoice Business Hot
Desk PIN Security feature.
The MiVoice BusinessHot
Desk PIN Security feature
ensures that all hot desk
users create strong
(resistant to guessing)
PINs by forcing them to
create PINs that adhere
to a set of strengthening
rules.

Hot Desk PIN Security is
programmed in the Call
Coverage Services form
of the MiVoice Business
System Administration
Tool. This form allows you
to assign a Call Coverage
Service number that
uniquely identifies the type
of Call Coverage Service.

The number that you enter
in this field must exist in the
Call Coverage Service form
on the MiVoice Business
system. If Flow Through
Provisioning is enabled,
the phone's Call Coverage
number is automatically
updated on the MiVoice
Business system.

0 Note:

This field only applies
to MiVoice Business
Release 6.0 or later
systems.

This field only applies to
Mitel IP phones.

If you create a new
phone, this field defaults
to 1. If you upgrade an
existing MiCollab system
to MiCollab Release 4.0
SP2 or later, this field also
defaults to 1.

To have the system
automatically assign a
specific Call Coverage
Number use the System
Managed option (see
below).
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Deployment Profile

Select a profile for MiCollab
for Mobile Client softphone
or EHDU deployment:

+ default: Default profile

* Do Not Deploy:

The client will not be
deployed.

+ Status: "Un-deployed"
indicates that the
client is not deployed.
"Deployed" indicates
that the configuration
has been sent to the
client but has not yet
been downloaded.
"Downloaded" indicates
that the configuration
has been downloaded
and installed for the
client.

0 Note:

This field only appears
if MiCollab Client is
integrated mode.

This field applies only if
the Preferred Set is UC
Endpoint, or if Enable SIP
Softphone or EHDU is
selected, and the MiCollab
Client Deployment
application is installed.

For "UC Endpoint" devices:

* Default profile is
selected by default.

 If you upgrade the
MiCollab Client for
Mobile application, the
default profile is applied
to all eligible phones.

 If you are upgrading
and you do not wish to
use the MiCollab Client
for Mobile application,
change this setting
from default to Do Not
Deploy.

For EHDUs:

* For External Hot Desk

Users, the default profile

is set in the MiCollab
Settings page.

For SIP Softphones;

* Default profile is
selected by default

* If you do not wish to
use the MiCollab Client
for Mobile application,
change this setting
from default to Do Not
Deploy.

0 Note:

If there is no phone for
which a deployment
profile is selected

MiColasérsrmeed deprovideisio

their password every

Ting
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Send Deployment Email

If this option is checked, a
deployment email is sent to
the user when you deploy
a MiCollab for Mobile Client
softphone from the Users
and Services directory
page; if unchecked, it is not
sent.

The deployment email
provides users with a

QR code. After scanning
the QR code with their
mobile phone, the user

is authenticated, and the
MiCollab for Mobile Client
application is downloaded
from the App Store to the
user's phone.

If you are only deploying a
softphone to a user's web
client (WebRTC client),

then it is not necessary to
send a deployment email.

This option is only available
if the device type is set to
"UC Endpoint".

Default is checked (send
deployment email).

Class of Service - Day

Enter a COS number for
Day mode.

Number from 1 to 110.
Defaults are blank.

If you are integrating
MiCollab with a MiVoice
Business system enter
COS 13 for users without
the Record-a-Call feature;
enter COS 14 for users
with the Record-a-Call
feature.

Class of Service - Night 1

Enter a COS number for
Night 1 mode.

Class of Service - Night 2

Enter a COS number for
Night 2 mode.
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Class of Restriction - Day

Enter a COR number for
Day modee.

Class of Restriction - Night
1

Enter a COR number for
Night 1 mode of service.

Class of Restriction - Night
2

Enter a COR number for
Night 2 mode of service.

Secondary Phone (Optional)

Field

Description

Values

Include Secondary Phone

Click to set up a secondary
phone for this user
template. This option

is only available if the
Include Prime Phone box is
checked.

Default is unchecked.

Can be set to the same
values available for
Primary Phone.

Derive DN

Check this box if you want
to derive the phone number
from the primary phone
directory number.

It's recommended that you
assign users with a prime
phone and then derive the
directory number of any
additional phones from
the prime phone directory
number.

The system derives

the directory number of
this phone by inserting
an*between the 1st and
2nd digits of the primary
directory number. For
example, if the Primary
Phone DN is 2000, then
the derived DN would be
2*000.
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All other fields

See Primary Phone
descriptions.

0 Note:

Network Element
for the Secondary
Phone automatically
defaults to the
Network Element of
the Primary Phone.

See Primary Phone
defaults.

Other Phone (Optional)

Field

Description

Values

Include Other Phone

Click to set up another
phone for this user
template. This option

is only available if the
Secondary Prime Phone
box is checked.

Default is unchecked.

Can be set to the same
values available for
Primary Phone.

Derive DN

Check this box if you want
to derive the Other Phone
directory number from the
primary phone directory
number.

It's recommended that you
assign users with a prime
phone and then derive the
directory number of any
additional phones from
the prime phone directory
number.

The system derives the
directory number of this
phone by inserting an

* between the 2nd and
3rd digits of the primary
directory number. For
example, if the Primary
Phone DN is 2000, then
the derived DN would be
20*00.
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All other fields

See Primary Phone
descriptions.

0 Note:

Network Element
for the Secondary
Phone automatically
defaults to the
Network Element of
the Primary Phone.

See Primary Phone
defaults.

Group (Optional)

Field

Description

Values

Include Group

Select check box to create
a group with this user
template.

Default is unchecked
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Group Type

Personal Ring Group
(PRG): Allows two or
more phones for a single
user to be grouped under
a common directory
number. The devices ring
simultaneously (Ring All)
when called. The typical
scenario is a person's
desktop phone and

cell phone are twinned
together, where the desk
phone is considered the
prime extension. Both
devices require a full
MiVoice Business IP User
Licence.

Multi-Device - Standard:
Allows up to eight devices
(phones) to be grouped
under a common directory
number. The devices in
this group are licensed
collectively to a user with a
single Multi-device Users
license.

Multi-Device - External
Twin: Allows only two
devices, typically a desk
phone and a cell phone,
to be twinned. This type of
group requires an IP User
License and an External
Hot Desk User license. The
prime number uses the IP
User license; the second
number uses the External
Hot Desk User license.

Default is Multi-Device -
External Twin
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Prime Identifies the pilot phone Primary Phone.
for the group. The devices
are group together under
the primary phone directory
number. This field is read-
only.

Members Check the boxes to include | By default, both Secondary
the Secondary Phone, and Other Phone are
Other Phone, or both, as selected as group
members in the group. members.

Speech Auto Attendant (Optional)
Field Description Values

Include Speech Auto-
Attendant

Select check box to create
a registered Speech Auto
Attendant user for this
template.

Default is unchecked.

This check box is disabled
if Speech Auto Attendant is
not installed.

This check box is not
applicable to MiVoice 5000
and MiVoice MX-ONE
elements.

Contact Phone

Select the number that
you want to use as your
Speech Auto Attendant
(SAA) contact number.
Select "None" to unassign
your current SAA number.

List of phones currently
owned by the user.

e Note:

User must have at
least one phone
service before entries
in these SAA fields are
enabled.
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Private User

Select this option to
exclude your phone from
SAA recognition. (This
means you cannot be
reached by having a caller
speak your name to the
auto attendant.)

0 Note:

User is still recognized
as a registered SAA
user.

You can only select this
option after a phone has
been selected from the
Contact Phone list.

MiCollab Client (Optional)

Field

Description

Values

Feature Profile

Assign a Feature Profile.
Feature profiles define the
licensed MiCollab Client
features that are assigned
to a user.

Default is Feature Profile 1.

User profile

User profile defines the
dynamic status and other
feature settings that are
assigned to a user.

Values of the User
Profile are set by the
administrator.

Desk phone extension

Assigns MiCollab Client
desk phone service to the
specified phone.

None: Do not assign
service.

Primary:Assign to Primary
phone's DN.

Secondary: Assign to
Secondary phone's DN.
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Soft phone extension

Assigns MiCollab Client
softphone service to the
specified phone.

None: Do not assign
service.

Other: Assign to Other
phone's DN.

Deployment profile

This field allows you to
select the deployment
profile that should be
applied when you deploy a
MiCollab MAC or PC Client
without a softphone to a
user.

After you click Save, a
deployment e-mail is sent
automatically to the user.
The extension field in the
e-mail is set to "None".
The user clicks the link in
the e-mail to complete the
deployment.

Default is "Do Not Deploy".
Typically, you would select
the Default profile.

0 Note:

If there is no phone for
which a deployment
profile is selected,
users need to provide
their password every
time they log in to PC
and Mobile Clients.

0 Note:

If a phone with a
deployment profile is
added later, the user
must provide their
password for every
login to PC and Mobile
Clients. However,

if the administrator

or the user changes
the password after
the user logs in, the
updated password is
automatically used for
the next login to PC
and Mobile Clients.
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MiTeam Meetings Allows you to disable or re- | By default, this box is
enable MiTeam Meetings unchecked.

for the user. This box
applies to all UCC license
bundles (except Basic
bundle) and users on-
boarded to CloudLink.

* When you clear this
box, the cross launch
functionality from
MiCollab Client to
MiTeam Meetings
application is disabled.

* When you check this
box, the users can click
on Meetings option
in the Client to open
the MiTeam Meetings

application.
MiTeam Classic Allows you to disable By default, this box is
or re-enable MiTeam unchecked.

Classic for the user. This
box only applies to UCC
Standard users with an
active MiTeam Classic
license.

* When you clear this
box, the MiTeam tab is
removed from the user's
client.

* When you check this
box, the MiTeam tab
is added to the user's
client.

EMEM Voicemail Service (Optional)

Field Description Values
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Include EMEM Voicemail
Service

Click to add EMEM voice
mail service to this user
template.

0 Note:

It is applicable only for
docker deployments.

Default is unchecked.

NuPoint Unified Messaging Voicemail (Optional)

Field

Description

Values

Include NuPoint Unified
Messaging Voicemail

Click to add a voice mail
box to this user template.
This field is disabled if
the template provides

an MiCollab Advanced
Messaging (AVST)
mailbox.

Default is unchecked.

Associate With Phone

Select the phone service
with which to associate the
voice mailbox.

None: Do not assign
mailbox.

Primary:Extension field is
set to Primary phone's DN.

Secondary: Extension

field is set to Secondary
phone's DN. (Only
available when Secondary
Phone service is selected.)

Use Extension Number for
Mailbox

Click to use the extension
number of the selected
phone as the mailbox
number.

Default is unchecked.

If this check box is left
unchecked, a Mailbox
Number field is included in
the manual entry section of
the Quick Add form.
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Attendant Extension This is the number that Enter a valid extension
is called if user dials 0 to number for the attendant.
return to the attendant. If Default is blank. 0-11
an attendant extension telephony digits (*, #, 0-9).

is defined, it is assigned
to ALL mailboxes being
created. Optional.

Feature COS Select a value from the Default is 14.
FCOS values available.

Limits COS Select a value from the Default is 1.
LCOS values available.

Message Waiting #1 Select a value from the Default is None.
options available.

Message Waiting #2

0 Note:
To enable the MWI
feature for MiVoice
Business phones,
you must have MiTAI
Integration enabled
for the associated
phones.

6 Note:

To enable the MWI
feature for MiVoice
Business and MiVoice
MX-ONE phones, you
must use the "DTMF
to PBX" setting.

Use 3300 Record-A-Call Select to enable Record-A- | Default is unchecked.
Call feature.
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Standard Unified Select the check box to Default is unchecked.
Messaging enable Standard Unified
Messaging for the user's
mailbox. o Note:
Standard UM provides The following
voice mail and FAX access configuration
to Lotus Notes, Novell conditions apply:

GroupWise and Microsoft
Outlook e-mail clients, or
from the Web View in the « The Feature COS

user's e-mail client or Web assigned to the mailbox
browser. Users can also must have the Standard
access voice, FAX, and UM feature enabled.

Record-A-Call messages
from the telephone user
interface (TUI).

* A Standard UM mailbox
license must be
available for each
mailbox that you
configure with Standard
UM.

When a voice mail
message is left in

a Standard Unified
Messaging mailbox, the
system sends messages
to the UM SMTP Email
Addresses that are defined
for the user's mailbox.

You can define these
email addresses in the
user's mailbox through the
NuPoint Web Console, or
the user can define them
through their MiCollab End
User Portal.

Refer to the Unified

Messaging book in the
NuPoint Web Console
online help for details.
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Advanced Unified
Messaging

Select the check box to
enable Advanced Unified
Messaging for the user's
mailbox.

0 Note:

For MiCollab Release
5.0 and later systems,
you must enable the
Advanced UM option
using the check box
in the NuPoint Unified
Messaging tab of the
USP application. You
cannot enable the
Advanced UM option
through the NP-UM
web console.

Advanced Unified
Messaging offers a

high level of messaging
integration and
synchronization between

a user's e-mail client and
NuPoint UM voice mailbox.
Full MWI synchronization
is provided for voice
messages that are
accessed through the e-
mail client. Message status
synchronization is provided
for e-mails that are listened
to from the NuPoint voice
mailbox (they are marked
as "read" in the e-mail
inbox).

Advanced UM users can
access their voice, fax,
RAC, and email messages
(from their Microsoft
Outlook inbox or Lotus
Notes 7 inbox, and from
the NuPoint Voice mailbox)

Default is unchecked.

0 Note:

The following
configuration
conditions apply:

* The NP-UM Feature
COS assigned to the
mailbox must have the
Advanced UM feature
enabled.

* An Advanced UM
license is required
for each mailbox that
requires Advanced
Unified Messaging.

« If a UCC license bundle
is assigned to the
mailbox user, this option
is enabled by default
and read-only.

* If you clear the check
box, Advanced UM is
disabled for the user and
the license is removed.
Also, the Advanced
UM e-mail addresses
are cleared from the
Mailbox page in the
user's MiCollab End
User Portal .

MiCollab
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Audio, Web and Conferencing (Optional)

Field

Description

Values

Include Audio, Web and
Video Conferencing

Click to create a registered
MiCollab Audio, Web and
Video Conferencing user
for this template.

0 Note:

Email address entry is
mandatory when this
template is applied.

Default is unchecked.

Registered Phone

Select the phone service
(Primary, Secondary, or
Other phone) with which
to associate MiCollab
Audio, Web and Video
Conferencing .

Default is Primary.

0 Note:

If "Include Phone
Service" is not
enabled for a
Secondary Phone

or Other Phone,
these options are not
available.

Registered Phone

Use Extension Number for

Click to use the extension
number of the selected
phone as the registered
phone.

OR

Clear this box to allow
entry of a number during
the "Quick Add" process.

Default is unchecked.

Vidyo Field Descriptions (Optional)
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Field

Description

Default

Include Vidyo Service

Check the box to enable
the service. Clear the box
to disable.

Disabled

Room Type

Normal: Assign this setting to regul
ar users. It allows a user to host p
ersonal Vidyo meetings from a de
sktop device or mobile device. Vidyo
Mobile and VidyoDesktop users can
also host meetings or join with other
Vidyo users and room systems.

Vidyo Room: Assign this
setting to meeting rooms.
Meeting rooms must be
equipped with a Vidyo
supported device.

e Note:

Vidyo supports their
own room systems
and devices. The
MiVoice Video Phone
can connect to a
Vidyo conference via
the Vidyo Gateway
product (which
supports connecting
SIP enabled video
devices to Vidyo's
proprietary video
codec environment).
The MiVoice Video
Phone user must
dial into the Vidyo
conference using the
"Dial by URI" feature.

Default is Normal
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Executive: Assign this setting to pr
iority users. It allows them to conn
ect from any VidyoMobile or Vidy
oDesktop enabled device without a
concurrent use license.

Panoramic: Assign this setting to me
eting rooms that are equipped with
multiple screens (up to nine high-res
loution screens are supported).

1.1.3.6.6 Manage Roles

After you create custom templates, add roles and associate them with the templates.
Then, when a new person joins your corporation, you can apply the role and associated
user template information to the user's profile using Quick Add.

0 Note:

You cannot edit or delete the MiCollab default roles.

View

1. Under Applications, click Users and Services.
2. Click User Roles.

Add

1. Click Add. The Create Role window opens.

2. Enter a name for the new role.

3. Select the user template that you want to assign to this role.
4. Enter a description of the new role in the Note field.

5. Click Save.

Edit

To edit a role name:

1. Check the box of role that you want to edit.

2. Click Edit.

3. Select the user template that you want to assign to this role.
4. If required, modify the description for this role in the Note field.
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5. Click Save.

Delete

You cannot delete a role if it is currently applied to one or more users. To delete unused
roles:

1. Do one of the following:

+ To delete a single role, select the box to the right of the role name and then click
Delete.

» To delete multiple roles, check the box beside each role and then click Delete.

2. Click Yes to confirm deletion of a single role or click Yes to All to delete all selected
roles.

3. Click Close.

6 Note:

You cannot delete the MiCollab default roles.

1.1.3.6.7 Apply Roles

You can apply a role and its associated template information to

+ a single user using the QuickAdd button
* multiple users from the bulk user provisioning tool.

1.1.3.6.8 Template Migration

When you upgrade from a previous release, the templates in the database restore are
updated with any new fields. Generally, any new fields introduced in the release are
either blank or set to an appropriate default.
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6 Note:

All phones created in MiCollab Release 4.0 and earlier are full service phones.
Therefore, any templates that are migrated to Release 5.0 or later will have a service
level of Full. If you want to assign users with PRGs or MDUGs, you must modify the
service level of the phone on the MiVoice Business .

1.1.3.7 Provision Users and Services

* Provisioning Methods on page 103

* Flow Through Provisioning on page 113

* Bulk User Provisioning on page 173

* User Information on page 195

» Services on page 213

* Deployment on page 297

» Configure MiCollab Language on page 300

1.1.3.7.1 Provisioning Methods

* Flow Through Provisioning - Description on page 103
* About the Bulk User Provisioning Tool on page 105

* Provisioning with IDS on page 112

* Manual Provisioning on page 112

1.1.3.7.1.1 Flow Through Provisioning - Description

Flow Through Provisioning synchronizes updates made to the following data between the
MiCollab and MiVoice Business system databases using System Data Synchronization
(SDS).

* Network Elements

* Roles and Templates

* Users and Services Hosting
* Phone Services

For MiCollab sites with MiVoice Business servers, Flow Through Provisioning provides
the following advantages:

* Allows you to perform user and service provisioning for a network of MiVoice Business
servers from the MiCollab User and Services application. Although changes made
to user and services data on a MiVoice Business system are distributed to the other
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system databases in the network, including MiCollab , the recommended practice is to
perform user and service provisioning from MiCollab .

* Provides a Reconcile wizard that synchronizes the user and services data of an
existing MiVoice Business to a MiCollab database. After a software upgrade, this
wizard also helps you reconcile any conflicting user entries, roles, and templates.

* Allows you to view and manage distribution errors and pending updates. If you make
an update in the MiCollab USP database and the update is not successfully shared
to all the other elements in the sharing network, a distribution error is sent to the
MiCollab SDS Distribution Errors application. If the number of distribution errors
exceeds an SDS alarm threshold, a data distribution alarm is generated in the Event
Viewer application.

* Provides single-sign on to the administration interfaces for the Mitel communications
network. After you sign into the MiCollab server manager, you are granted Reach
Through access to the MiVoice Business system administration tool and vice versa.

* Supports context sensitive Reach Through from the User and Services application
to specific MiVoice Business programming forms. You can modify system settings by
launching the system administration tool of the MiVoice Business system that hosts
the user’s phone. For example, you can reach-through to the Class of Service form
and modify COS parameters. SDS then shares the COS updates to the other MiVoice
Business systems in the network.

6 Note:

If Flow Through Provisioning is not configured, you can still configure user and phone
services on MiCollab . However, you must also log into the MiVoice Business system
and manually configure the phone services.

e Note:

The Single Point Provisioning (SPP) functionality that was supported in MiCollab
Release 6.0 SP2 and earlier is not supported in MiCollab Release 7.0. It used MiXML
to apply MiCollab updates to the MiVoice Business systems. SPP has been replaced
with Flow Through Provisioning in MiCollab Release 7.0.

Sharing Icon

The following icon is displayed in the Users and Services application interface beside
data elements that are being shared via Flow Though Provisioning:
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The following images show examples of the sharing icon:

_' Locations « Departments «

Name

+«" Kanata

¢" Ocho Rios
Create Location

«" Add Location

Name: ‘

Description: |

1.1.3.7.1.2 About the Bulk User Provisioning Tool

The Bulk User Provisioning tool allows you to perform the following tasks:

e add user entries to the database
* bulk import user data from a . csv or LDIF file

» program a range of fields using Auto Fill Selection prior to saving imported entries to
the database

* manage detained and failed IDS updates.
* importing contacts using BUP

0 Note:

For MiCollab with MiVoice MX-ONE or MiVoice Office 400 integrations, you only
use the Bulk User Provisioning Tool to import a .CSV file of users into MiCollab from
the communications platform during initial provisioning and to synchronize MiCollab
Client contacts with a directory server. Contacts that fail to be imported during a
directory server synchronization are listed in the Manage Detained Queue. You do
not use the Bulk User Provisioning Tool for MiCollab with MiVoice 5000.integrations.
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You can perform user data operations such as adds or edits in the Bulk Provisioning tool
grid and then save the operations to the Users and Services database. The Bulk User
Provisioning Tool has three modes:

* Bulk User Add: This mode allows you to add records into the grid of the tool. You can
then save the newly added records to the User and Services database.

* Bulk User Edit: This mode allows you to edit the users' passwords in bulk. You can
select user names from the .CSV file and change the password by clicking the Reset
Password button.

* Manage Detained Queue: This mode allows you to manage detained and failed
Integrated Directory Service (IDS) operations. Detained IDS operations are operations
that have been performed on the directory server that have not been applied to
the USP database yet. Failed IDS operations are directory server updates that the
MiCollab system could not apply to the USP database due to errors.

6 Note:

The administrator can create the contacts as basic users from Bulk User Provisioning
tab.

The total number of records in the Bulk Provisioning tool is displayed in the lower-left
corner of the grid.

Bulk User Provisioning Tool - Element Descriptions

Element Description

Mode Selects the Bulk The bulk user tool has
Provisioning tool mode of three modes of operation:
operation.

* Bulk User Add
* Bulk User Edit
* Manage Detained

Queue
Add Adds a new blank user You can add new records
record in to the grid. in all four operational
modes.
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Element Description Notes

Delete Deletes selected user Check the box next to a
records from the grid. record to select it.

Save Performs the operations Add, Update, and Delete
that are specified in the operations are applied to
grid for each record. the Users and Services

database upon Save.

Reset Password Resets the passwords of Select the user names
selected users. from the imported .CSV
file and click the Reset
Password button. When
prompted, click OK to
confirm your selection.
Bulk User Provisioning

for resetting the selected
users' password takes
effect. Each user receives
a welcome email which will
contain a new temporary
password. Users must

log in to the End User
portal using the temporary
password and specify a
new password.

0 Note:

The Reset Password
option will not work for
MiCollab installations
that have the welcome
email disabled. In this
case you must re-
enable the welcome
email.
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Notes

Tools Download Example CSV Download an example CSV
File file that you can use to
create an import file of data
entries.
Import from File Import entries from a CSV
or LDIF file into the Bulk
User Provisioning tool
Empty Detained Queue Remove all entries from the
Detained Queue quickly.
Reload Detained Queue Refresh the data entries in
the grid from the Detained
Queue.
Reload Grid from Cache Refresh the data entries
in the grid from the server
cache
4 Click 4 to expand the row Prior to performing an Add
and display the current or Delete operation, use
user and service details for | this function to identify the
this record. If there are any | detailed changes that will
errors associated with the be made to the database.
record, a detailed summary
of the error is provided.
B Check the box to select a To select all records, check
record. the box in the table header.
= Click « and ~ to sort You can sort column
column data. data in ascending or
4 descending order. You
can also configure custom
sorting criteria.
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Element Description

Notes

OP This column indicates the Hover your cursor over
operation for each entry, the letter to display the
for example: A (Add), U operation. Add, update,
(Update), and D (Delete). and delete operations are
The operations are applied | applied to the User and
when you click Save. Services database on

Save.

Timestamp (Managed Shows the date and time of

Detained Mode only) when the entry entered the
detained queue.

First Name Enter user's first name. Enter a first name up

to 256 alphanumeric
characters in length (for
example, "Bob"). This field
is optional and can be left
blank.

Last Name Enter user's last name. For | Enter a last name up
example: "Smith". to 256 alphanumeric

characters in length (for
example, "Smith"). This
field is mandatory.

Domain The Domain Name is read- | You can only manage non-
only and is either read from | local domains from the
a directory server or set to | directory service or by
the local domain performing an LDIF file

import. The domain field

is set in the LDIF file and
should not be changed. In
all other cases, the domain
field is set to the local
domain.

Login ID Enter a login ID for the For example, "smithb".
user.
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Notes

Element Description

Email Address

Enter a unique primary
email address for the
user. For example:
"smithb@mitel.com"

Use the format "
name@place.suffix", where

* name is 2 to 40
characters in length

+ placeis 2 to 40
characters in length

+ suffix is from 2 to 6
characters in length

* address does not
contain special
characters.

Role

Select the desired role for
this user.

When you save the user,
the template associated
with the role is applied to
the entry.

Prime Phone

Enter the directory number
of the user's prime phone.

Secondary Phone

Enter the directory number
of the user's secondary
phone.

External Number

Enter the number of the
user's external phone.

Direct Inward Dial Number

Enter the dialing prefix and
external number of the
designated DID trunk.

Direct Inward Dialing (DID)
routes incoming calls on

a designated trunk to the
user's phone.

SIP Password

Enter the SIP password
which is passed to MBG to
authenticate the SIP user.
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Notes

Element Description

Indicates an error in a data
field

W

Hover your cursor over the
error icon for information.

Indicates that the data
entry failed to import into

Click the icon for a detailed
report.

the database.

0 Note:

In MX-ONE integration, the secondary phone is an attribute of the primary phone.
The secondary phone can be set or not set from MX-ONE provisioning manager.

6 Note:

To use the Teleworker services in MiVoice Office 400 or MiVoice MX-ONE, SIP
Username field must be added manually in the example csv file.

Customizing the Column Data

You can customize the way data entries are displayed in the Bulk User Provisioning tool.
By right-clicking in the column header and selecting the desired menu item, you can

+ sort a column of text entries alphabetically in either ascending or descending order
» sort a column of numbers in either ascending or descending order

+ configure a custom sort based on column headings

« group entries according to the data in a column heading

You can also

* move a column by clicking the header and dragging it to a new position

+ adjust a column width by selecting the right border of the column header with your
cursor and dragging it to the left or right.
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6 Note:

After you reload the data or switch to a new tab, the sort order reverts to the default.
The default sort order is as follows:

» Erroricon (ascending order based on description)
» Last Name (ascending order)
* First Name (ascending order).

1.1.3.7.1.3 Provisioning with IDS

You can integrate the user database of a corporate directory service with the MiCollab
database to minimize data entry and administration. The user data on the corporate
directory server is synchronized with the MiCollab database using Lightweight Directory
Access Protocol (LDAP). If single point provisioning is enabled, then MiCollab distributes
the user data to the communication platforms. Synchronization occurs in one direction
only—from the directory server to MiCollab .

On the directory server, you can assign an "employeeType" attribute to each user data
record. The "employeeType" attribute maps to a "role" in the MiCollab database which
corresponds to a MiCollab user template. The template applies additional personal data,
application services, and telephony features to the user entry.

MiCollab detects updates that are made on the directory server via polling. MiCollab
polls the directory server on a pre-specified interval or on-demand. Refer to Integrated
Directory Services for details.

1.1.3.7.1.4 Manual Provisioning

It is recommended that you use Quick Add to provision new users; however, you also
can provision users and services directly from the User tab without applying role and
template. From the User tab, you can

e add, edit, or delete users or services
* re-send Service Information E-mails to users
e add Hot Desk Users

If Flow Through Provisioning is enabled, then MiCollab distributes the user data to the
MiVoice Business platforms.

To add or edit users or services manually:

1. Under Applications, click Users and Services.
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2. On the Users tab, click Add, and add a new user

or locate an existing user using search, select the user, and then click Edit.

0 Note:

You can also double click a user's last name to open the Edit window.

0 Note:

Add, Quick Add, Edit, or Delete option is not supported if MiCollab is integrated with
MiVoice 5000 or MiVoice MX-ONE .

1. Click each of the tabs and modify the fields as required. Mandatory fields are identified
with an asterisk (*). You must click Save to commit your changes before you switch
to a new tab. Users may have configuration information stored on one or more of the
following tabs:

+ User
* Phones
« MiCollab Speech Auto Attendant
* Groups
* NuPoint UM
* MiCollab Client
* Audio, Web and Video Conferencing
* MBG (Teleworker)
* Vidyo
2. Click Save.

1.1.3.7.2 Flow Through Provisioning

* Flow Through Provisioning - Description on page 103

* Flow Through Provisioning - Conditions and Limitations on page 116
* Flow Through Provisioning - Management Capabilities on page 121
* Flow Through Provisioning - Summary of Behaviors on page 122

* Flow Through Provisioning - Configuration on page 123

* Flow Through - Maintenance on page 123
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* Flow Through Provisioning - Events and Alarms on page 128
* Reconcile Wizard on page 134

* Reach Through on page 152

* Manage Distribution Errors on page 167

1.1.3.7.2.1 Flow Through Provisioning - Description

Flow Through Provisioning synchronizes updates made to the following data between the
MiCollab and MiVoice Business system databases using System Data Synchronization
(SDS).

* Network Elements

* Roles and Templates

* Users and Services Hosting
* Phone Services

For MiCollab sites with MiVoice Business servers, Flow Through Provisioning provides
the following advantages:

* Allows you to perform user and service provisioning for a network of MiVoice Business
servers from the MiCollab User and Services application. Although changes made
to user and services data on a MiVoice Business system are distributed to the other
system databases in the network, including MiCollab , the recommended practice is to
perform user and service provisioning from MiCollab .

* Provides a Reconcile wizard that synchronizes the user and services data of an
existing MiVoice Business to a MiCollab database. After a software upgrade, this
wizard also helps you reconcile any conflicting user entries, roles, and templates.

* Allows you to view and manage distribution errors and pending updates. If you make
an update in the MiCollab USP database and the update is not successfully shared
to all the other elements in the sharing network, a distribution error is sent to the
MiCollab SDS Distribution Errors application. If the number of distribution errors
exceeds an SDS alarm threshold, a data distribution alarm is generated in the Event
Viewer application.

* Provides single-sign on to the administration interfaces for the Mitel communications
network. After you sign into the MiCollab server manager, you are granted Reach
Through access to the MiVoice Business system administration tool and vice versa.

» Supports context sensitive Reach Through from the User and Services application
to specific MiVoice Business programming forms. You can modify system settings by
launching the system administration tool of the MiVoice Business system that hosts
the user’s phone. For example, you can reach-through to the Class of Service form
and modify COS parameters. SDS then shares the COS updates to the other MiVoice
Business systems in the network.
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6 Note:

If Flow Through Provisioning is not configured, you can still configure user and phone
services on MiCollab . However, you must also log into the MiVoice Business system
and manually configure the phone services.

6 Note:

The Single Point Provisioning (SPP) functionality that was supported in MiCollab
Release 6.0 SP2 and earlier is not supported in MiCollab Release 7.0. It used MiXML
to apply MiCollab updates to the MiVoice Business systems. SPP has been replaced
with Flow Through Provisioning in MiCollab Release 7.0.

Sharing Icon

The following icon is displayed in the Users and Services application interface beside
data elements that are being shared via Flow Though Provisioning:

The following images show examples of the sharing icon:

Locations« Departments«

[ Add |
Name

& Kanata
4" QOcho Rios

Create Location

«" Add Location

Name: |

Description: |
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1.1.3.7.2.2 Flow Through Provisioning - Conditions and
Limitations

Refer to the MiCollab Installation and Maintenance Guide for instructions on how to
configure Flow Through Provisioning.

General

Flow Through Provisioning is only supported between MiCollab systems and MiVoice
Business platforms.

Flow Through Provisioning is not supported for co-located mode.
MiCollab Release 7.0 or later is required.
MiVoice Business Release 7.2 or later is required.

If MiCollab Client is in co-located mode and you start sharing, then MiCollab Client
must remain in co-located mode. You cannot put MiCollab Client in integrated mode
after sharing has been started.

Flow Through Provisioning is only supported from one MiCollab system. It is not
supported for multiple MiCollab systems in the same SDS sharing network. You can
only include one MiCollab system to share within a SDS sharing network.

If MiCollab is managing a group of MiVoice Business systems, they must be
configured within an SDS sharing cluster. All the MiVoice Business servers in the
cluster must be at Release 7.2 or later.

Flow Through Provisioning must be enabled (started) either from the Mitel
Integrated Configuration wizard or manually from a MiVoice Business platform in the
administration group of the cluster.

The USP application allows you to manage the local MiCollab application services and
the remote MiVoice Business phone services.

The recommended best practice is to always manage (add, edit, and delete) users
from the MiCollab Users and Services application. You can manage users from the
MiVoice Business Users and Services Configuration form and the updates will be
shared with MiCollab. However, if you add, edit or delete a user from the Telephone
Directory form the update is not shared with MiCollab.

If you create a user with System Admin or Root access in the MiVoice Business User
Authorization form, the user is not shared with the MiCollab Users and Services
database.

The MiCollab USP database lists all the users in the MiVoice Business network. The
USP application identifies the host network elements for extensions in the Phone tab
and application services tabs. For example: 3001 (on Local_30) where extension
3001 is hosted on network element Local_30.

A maximum of three phones are supported in a shared MiCollab template. You cannot
use a template that is programmed with more than three phones.

If resiliency is configured for a MiVoice Business solution, data updates are sent
from MiCollab to the primary controller. If the primary controller is out of service, the
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MiCollab USP application does not provide data updates to the secondary controller.
Instead, an error message is presented in MiCollab indicating that the primary
controller cannot be reached.

* Synchronization is bidirectional. Changes made to users, phones, templates, multi-
device user groups, and personal ring groups in any remote MiVoice Business
element in the sharing network are reflected in the MiCollab server's USP entry.

» The synchronization of MiVoice Business elements with MiCollab takes substantially
longer than the synchronization of just MiVoice Business element form data.

» If Flow Through Provisioning is enabled, IDS Integration must be enabled from
MiCollab to Active Directory, not from MiVoice Business to Active Directory.

* MiVoice Business allows you to associate multiple users with the same directory
number; however, MiCollab does not support this functionality. If you associate
multiple users with the same directory number from the MiVoice Business User and
Services Configuration form, the association is not shown in the MiCollab Users and
Services application. The following SDS Distribution Error is also generated: “Cannot
associate more than one user to the same phone service”.

Topology

* You control the sharing topology of the solution from the following System Data
Synchronization (SDS) forms in the MiVoice Business System Administration Tool:

* Network Elements
Cluster Elements

* Admin Groups

+ SDS Forms Comparison
« SDS Form Sharing.

The system verifies the topology as part of the Start Sharing process with a MiCollab
server. If the topology is invalid, the system displays an error message indicating that
start sharing failed or cannot be started, you will need to correct the issue and try again.
The MiVoice Business software will not allow the topology to become invalid after sharing
has been started with MiCollab.

« Sharing is only supported to one cluster. It is not possible to start sharing with
MiCollab from an SDS network which contains more than one MiVoice Business
cluster. However, you do not have to have a cluster defined. MiCollab can perform
flow through provisioning to a single MiVoice Business; however, if there are multiple
MiVoice Business elements in the network which are hosting phone services, you
must create a cluster before flow through provisioning can be used to manage all the
MiVoice Business systems.

» All MiVoice Business controllers must be active and reachable from MiCollab when
sharing is started. It is not possible to create phone services on a MiVoice Business
controller which is offline. Flow through provisioning does not fall back to the resilient
controller.
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* You can configure how data is shared among the MiVoice Business elements using
the ‘SDS Form Sharing’ form in the MiVoice Business System Administration Tool
However, the flow through provisioning feature requires specific MiVoice Business
forms to be shared with MiCollab, so you cannot remove sharing from these forms,
nor can you share them at a scope which MiCollab cannot participate in. These
restrictions are enforced by MiVoice Business. MiVoice Business will not allow ‘Start
Sharing’ with MiCollab if an invalid sharing scope is currently selected. And, after
sharing has started with MiCollab, MiVoice Business will not allow you to select an
invalid sharing scope.

* The simplest supported configuration is one MiCollab server and one MiVoice
Business server in a single (default) administration group with no cluster defined. If
there is no cluster defined, MiCollab only shares its data with the MiVoice Business
server that started sharing with MiCollab. Flow Through Provisioning is not offered to
other MiVoice Business servers in this configuration even if they are included in the
local administration group.

» To support Flow Through Provisioning to multiple MiVoice Business servers, a cluster
must be defined. Only a single cluster is supported. MiVoice Business will not allow
‘Start Sharing’ with MiCollab if there are multiple clusters. After sharing has started
with MiCollab, MiVoice Business will disallow the creation of a second cluster.

* You can use Admin groups to limit the sharing of data between selected network
elements. If there are multiple MiCollab servers in an SDS network they must be
placed into different Admin groups. MiVoice Business will not allow ‘Start Sharing’
to a new MiCollab server if there is already a MiCollab server in the admin group. In
addition, Roles and Templates must be shared at admin group scope.After sharing has
started with MiCollab, MiVoice Business will disallow a 2" MiCollab to be added to an
existing admin group which contains a MiCollab server and will disallow changing the
sharing scope of Roles and Templates to ‘All Network Elements.

+ To avoid role and template conflicts, it is recommended that you segregate the
MiVoice Business servers into separate administration groups and change the sharing
scope of roles and user templates to "Admin Group" before you start sharing with
thefirstMiCollab server.

» Ensure that all MiVoice Business elements in the sharing network are configured
with an IP address or FQDN. MiCollab will not support a network element unless it is
provisioned with an IP address or FQDN. If a MiVoice Business element is provisioned
in the network without an IP address or FQDN then sharing with MiCollab cannot
be established. The Start Sharing operation will fail with a message to check the
MiCollab logs.

* A MiVoice Business server should not be moved from an Admin Group that contains a
MiCollab server to an Admin Group containing a different MiCollab server, otherwise;
roles and templates learned in the first administration group may conflict with roles and
templates in the second cluster.
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Departments

* Departments and Locations are shared by default at the network scope, although
you can narrow down the scope to just the Admin Group in the ‘Shared Forms
Configuration’ form in MiVoice Business System Administration Tool.

* If you delete a department from MiCollab, the department is also removed from the
user entries. If Flow Through Provisioning is enabled to MiVoice Business elements,
the department is also removed from the MiVoice Business Department form and user
entries. However, the behavior on the MiVoice Business is slightly different. Before
you can delete a department from the MiVoice Business Department form, you must
first remove all references to that department name from the MiVoice Business user
entries. After you delete a department from the MiVoice Business, the department is
also removed from MiCollab if Flow Through Provisioning is enabled.

Roles and Templates

* A shared template definition is used to create phone services. Flow Through
Provisioning is only able to offer the ability to create phone services on MiVoice
Business servers which are sharing role and template data.

* Role and template data is shared among the MiCollab server and the MiVoice
Business servers in the same Admin Group. Role and template data is not shared
with other MiCollab servers (only one MiCollab server is allowed in an Admin Group).
Roles and templates are merged during the synchronization process and may need to
be reconciled.

+ Templates can be added by either copying an existing template (in the Edit Template
page) or by adding a new template. You can edit templates either in USP or MiVoice
Business System Administration Tool and the changes are shared. You need to
refresh the form to see changes that were made on a remote network element.

+ If MiVoice Businesswas upgraded from Release 6.0, there may be legacy templates in
the database. These templates will not be imported into MiCollab and will not appear
in MiCollab USP. If you attempt to create a new template with the same name as a
legacy template, an error is presented.

* USP can manage all the service components within a user and service template,
but only a subset of the fields which are offered in the MiVoice Business System
Administration forms are available in USP. Use Reach Through to manage the
complete phone service template on the MiVoice Business (for example, to edit
feature key templates).

Users and Services

» Create users from MiCollab USP using pre-defined roles and templates. Do not create
users from the MiVoice Business servers.

« The USP directory only displays phones that are assigned to users. However, the
MiVoice Business supports phones that do not have users associated with them. To
manage these phones from USP, add a new user to the phone or associate a user
with the phone in the MiVoice Business User and Services Configuration form. After
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you assign a user to the phone, the user and phone will appear in the USP directory
and you can add services to the user.

* You cannot assign DNIC or analog phone services to users from USP. However,
DNIC or analog phones that have been created on the MiVoice Business system
administration tool are displayed in the USP directory and can be modified or deleted.

* The USP directory does not list the following MiVoice Business directory numbers:

* Phones that are not associated with users

» Directory numbers that are associated with line appearances on feature keys
* Local-only phones

» Directory numbers that are used in certain types of hunt groups.

+ ltis only possible to manage multi-line MINET and SIP devices. Single line, DNIC and
analog devices cannot be created from the Users and Services application and are not
listed in the directory. The same is true for other types of service such as traditional
ACD agents, IP consoles, non-prime broadcast groups, and so forth.

* The Users and Services application does not manage phones which are not
associated with a user.

* You can assign the "Phantom" Device Type to any MiCollab entries that you do
not want shared or synchronized with the MiVoice Business via Flow Through
Provisioning. For example, you could assign a "Phantom" device to

* a mailbox-only entry to allow the mailbox number to be located in the USP directory
using the Search feature.

* an entry that is programmed in the MiVoice Business database as a system speed
call, non-prime broadcast group, or console.

Fully Qualified Domain Name (FQDN) for Cloud Deployments

The following Domain Name Server (DNS) configurations are possible in Cloud solution
deployments:

* MiVoice Business server may or may not be resolvable in DNS.
* MiCollab server may or may not be resolvable in DNS.

* Any of the servers which make up the solution may resolve to a different IP address
inside the LAN versus out in the WAN/cloud (split DNS).

* Any of the servers may not resolve internally, but may resolve externally (partial DNS).

» Mitel Standard Linux operating system can be configured to use a corporate (external)
DNS server.

The following conditions apply to programming FQDN(s):

* When MiCollab is initially deployed, the IP address that you enter for the local (LAN)
interface is added to the network element in the Network Element list. The FQDN field
is initially blank.
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« Enter the FQDN for the MiCollab server at any time by editing the local network
element in the Network Element page. The FQDN can be the same as the host name
and domain that is entered in MiCollab server console or it may be a different FQDN
which is only resolvable externally.

+ After Mitel Integrated Configuration Wizard adds MiVoice Business servers to the
MiCollab server, you must provide the IP address. You can also provide an FQDN.
This is also the case when you add MiVoice Business servers to the network.

6 Note:

The host name and domain entered during server commissioning may not be
resolvable anywhere except inside the MSL system. For this reason, the MiCollab
server will not attempt to reverse-DNS in order to ‘automatically’ detect FQDNSs.

1.1.3.7.2.3 Flow Through Provisioning - Management
Capabilities

Flow Through Provisioning provides the following management capabilities from USP
across a cluster of MiVoice Business systems:

* Manage users:

« view all users in the MiCollab and MiVoice Business server databases in the USP
directory

* add a single user by role and template on the MiCollab

* bulk add users

» update or delete any users who have services hosted on the local MiCollab .
* Manage templates
* Manage application services for the MiCollab users
* Manage phone services for users within the same SDS Admin Group:

+ assign phones that are hosted by MiVoice Business servers in the same SDS
Admin Group to users.

» create and delete phone services

» perform basic phone service management on every MiVoice Business server in the
administration group from a single MiCollab server.
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+ Maintain network database synchronization:

+ changes made to the MiCollab users and services are synchronized to the MiVoice
Business servers

« changes made to MiVoice Business phone services are synchronized to the
MiCollab and other MiVoice Business databases.

+ Manage department and locations
* Manage network elements
* Manage resilient configurations

» supports the programming of resilient devices (the secondary can be any MiVoice
Business server in the same cluster).

1.1.3.7.2.4 Flow Through Provisioning - Summary of
Behaviors

+ If you add

» auser to the MiCollab server without a phone, the user is added without a phone to
the databases all other MiVoice Business network elements that are sharing.

+ asingle user to the MiCollab server with one or more phones, the single user is
added with the phone(s) to all other network elements databases which are sharing.

* auser to a MiVoice Business server, the user is added to all MiCollab servers and
all other MiVoice Business server databases.

* a phone to a user in MiCollab , the phone is added in all MiVoice Business servers
and other MiCollab server databases.

* a phone to a user in a MiVoice Business server, the phone is added to the MiCollab
server database.

+ atemplate to the MiCollab database, the template is added to the database of all
the MiVoice Business servers in the same administration group.

* atemplate to the a MiVoice Business server database, the template is added to all
the other MiVoice Business server databases and to the MiCollab database that is
in the same administration group.

+ If you make changes to

» users in MiVoice Business servers, the users are updated on the MiCollab server.

* phones in MiVoice Business servers, the phones are updated in the secondary
controllers and the MiCollab server in the same cluster as the MiVoice Business
server.

+ Services and templated services have a label which is unique within the user template

or user and service template. Use this label to identify the phone list in MiCollab with
the phone list in MiVoice Business .
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* MiCollab automatically creates teamwork mode MiCollab Client services for users
created by remote network elements MiVoice Business servers that are in the same
administration group.

1.1.3.7.2.5 Flow Through Provisioning - Configuration

You start data sharing from the MiVoice Business system administration interface by
adding MiCollab as a network element in the Voice Network form and then pressing
Start Sharing. Data sharing can be started from any MiVoice Business. It cannot be
started from within MiCollab alone.

Refer to the MiCollab Installation and Maintenance Guide for configuration instructions.

1.1.3.7.2.6 Flow Through - Maintenance

This topic describes the following maintenance tasks:

* Adding a MiVoice Business Element (Start Sharing)

* Updating Network Elements

+ Changing an IP Address or Hostname

* Removing MiCollab from a Sharing Cluster

» Stop and then Start Sharing from MiCollab

* Removing a MiVoice Business System from the SDS Sharing Network
* Creating or Deleting a Cluster from the Network

+ Checking Software Logs

Adding a MiVoice Business Element (Start Sharing)

To add a MiVoice Business or MiVoice Business Express element to an existing sharing
(Flow Through Provisioning) network:

1. Ensure that the MiVoice Business element databases are in sync:

* Perform a sync from one MiVoice Business to all the other MiVoice Business
elements in the network

* Resolve any synchronization errors that are encountered.
2. Log into the System Administration Tool of the sharing MiVoice Business platform.

* In the top left corner, select View Alphabetically.
* In the left forms menu, click Network Elements.

* Click Add and add the MiVoice Business or MiVoice Business Express as a
network element.
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3. Start sharing with the newly added element..

* In the MiVB Network Elements form, check the box of the element
* Click Start Sharing.

* Click OK. After the start sharing operation is complete, the Data Sharing field for the
MiVoice Business element changes to YES.

4. Perform a full SDS synchronization with new element:

* Check the box of the new MiVoice Business or MiVoice Business Express server.
+ Click Sync.

* Click Data Migration.

* Click Apply.

» Click OK.

0 Note:

The synchronization of MiVB elements with MiCollab takes substantially longer
than the synchronization of just MiVB element form data.

5. In the Network Element tab of the User and Services application, access the newly
added network element and enter the desired Set Registration and Set Replacement
Codes.

o Note:

When you add a MiCollab Server as a network element in MiVB System
Administration Tool and initiate Flow Through Provisioning, default login
credentials are generated in the Credentials tab of the Network Element page
in the MiCollab Server. Make sure that you replace these default credentials
with the MiVB System login credentials. If the credentials are incorrect, PBX
synchronization from MiCollab Client Service will not work, and the MiTAI
authentication in MiCollab Client and NuPoint Unified Messaging does not work.

6. Reconcile any conflicting data entries.
7. Check the Distribution Error application and resolve any distribution errors.
8. Create backups of the MiCollab database and all MiVoice Business databases.

Updating Network Elements

Updates that you make to the basic data (Element Identification, Credentials, and
System Properties fields) of a network element are shared to all the other network
elements. Typically, the sharing scope is across the cluster. Changes that you make in
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the application data (Voicemail fields) of the network element page are not shared and
do not result in a distribution.

If you change the IP address or name of a 3300 ICP network element that is using
a NuPoint UM IP Integration License, you must activate the NuPoint UM inactive
configuration. in order for the changes to take effect.

Changing an IP Address or Hostname

If you change the IP address of a node which participates in data sharing, the distribution
of that and subsequent data changes are sent to the new IP address. Therefore, it is
recommended that you change the IP address from the local node, except in cases
where other nodes may be out of sync with the IP address (for example, after a restore).

The System Name and IP address of the local MiCollab Network element cannot be
edited in the Users and Services application, but is displayed as read-only with the
current values.

Updating the IP address of the MiCollab server is carried out via the MSL server console
"Configure this server" option after which a reboot is performed to apply the changes.
After the change is applied, the IP address of the MiCollab network element is changed.

The System Name of the MiCollab Network element is modified with the hostname of the
MiCollab server. Updating the hostname is also carried out via the MSL server console
"Configure this server" option. If the hostname is changed, the System Name of the
MiCollab Network element will be changed to the first 9 characters of this hostname.

Once the MiCollab server IP or hostname has been updated, the IP address or System
Name for the MiCollab Network Element should be updated automatically in the Network
Element forms for all other sharing Network Elements.

If the IP address of a node which is enabled for data sharing is incorrect, all nodes with
the wrong IP address will be able to distribute shared data updates to that node and
thus distribution errors will accumulate. These errors may be deleted or will be retried
automatically once the IP address has been corrected.

Removing MiCollab from a Sharing Cluster
Use this procedure to remove MiCollab from the sharing network if

* you have accidently added MiCollab to the wrong cluster, or
« you want to move MiCollab to a different cluster.
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6 Note:

Do not delete the MiVoice Business network elements from the MiCollab USP
Network Elements tab if you want to remove MiCollab from the sharing network.
This action will cause the SDS network to stop sharing. Instead use the procedure
described below:

To remove MiCollab from a sharing cluster:

1. Log into the MiCollab Linux shell, via SSH or local console using the root account.
2. Run the following Linux command: /usr/mas/bin/sds-utility --disconnect-sds

3. You are presented with a list of actions that will be performed and a confirmation if
these actions should be applied. Confirm to proceed disconnecting from SDS.

. Confirm that the Linux command completes successfully.

. Log into the System Administration of a MiVoice Business element that remains in the
sharing network.

. Choose to view the forms alphabetically.
. Select Maintenance and Diagnosticsand then click Maintenance Commands.
. Enter REMOVENE <MiCollab network element name> and select OK to confirm.

. Repeat the REMOVENE command on all remaining Network Elements in the sharing
network.
10. Verify that all remaining nodes within the sharing network no longer display the
MiCollab Network Element within the Network Elements list.
11. The User Roles and User and Service Templates forms will still contain a set of
templates that was previously shared with MiCollab. If these templates and roles are
not required, you can delete them.

(S I
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Stop and then Start Sharing from MiCollab

If you need to modify data on the MiCollab system that you don't want distributed to the
other MiVoice Business elements, you can stop sharing from MiCollab, apply the updates
to MiCollab, and then start sharing again with the MiVoice Business network elements.

To stop sharing from MiCollab:
1. Log into the MiCollab linux shell, via SSH or local console using the root account.
2. Run the following command from the linux prompt:

/usr/mas/bin/sds-utility --stop-sharing

3. Make any required updates to the MiCollab database. The data is not shared to the
MiVoice Business.
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To start sharing again:

1. Log into the System Administration of a MiVoice Business element that remains in the
sharing network.

2. Choose to view the forms alphabetically and select the Network Elements form.
3. Locate the MiCollab network element, select it, click Start Sharing and confirm OK.

4. \Verify the sharing and synchronization completes successfully and if instructed, log
into the MiCollab server and observe the red banner directing a run of the Reconcile
Wizard to align the data.

Removing a MiVoice Business System from the SDS Sharing Network

To remove a MiVoice Business element from the SDS sharing network:

1. Log into the MiCollab Linux shell, via SSH or local console using the root account.
2. At the command prompt, run the following command:

removene <MiVoice Business network element name>

1. You will be presented with a list of actions that will be performed and a confirmation
if these actions should be applied. Confirm to proceed with removing the network
element and verify that the removal completes successfully.

2. Log into the System Administration of a MiVoice Business element that remains in the
sharing network.

3. Choose to view the forms alphabetical.
4. Select Maintenance and Diagnostics and then click Maintenance Commands .

5. Enter REMOVENE <MiVoice Business network element name> and select OK to
confirm.

6. Repeat the REMOVENE command on all remaining Network Elements in the sharing
network.

7. Verify that all remaining nodes within the sharing network no longer display the
MiVoice Network Element within the Network Elements form.
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6 Note:

If you remove all MiVoice Business network elements from the MiCollab Network
Elements list, SDS sharing is stopped. If the SDS includes other MiVoice Business
platforms that were not managed by MiCollab, then sharing will also be stopped
between these elements. To restart sharing among these other elements, log into the
Network Elements page of one of the MiVoice Business systems, select the check
boxes of the elements that should be sharing and click Sync.

If You Create or Delete a Cluster

If you create or delete a cluster of elements in a network that has Flow Through
Provisioning enabled, you must perform a Sync operation from a MiVoice Business
element in the network with MiCollab. Otherwise, Flow Through Provisioning will not
function correctly and data distribution errors will be generated.

In the case where you delete a cluster from the network and then perform the Sync,
Flow Through Provisioning will function through the MiVoice Business from which you
performed the Sync operation.

Checking Software Logs
The main components involved with flow through provisioning write software logs here:

+ /var/log/mom-server/*
» /var/log/sdscc/*
» /var/log/lupm/*

If you encounter a problem check these logs. The latest log is always called ‘current’ and
the older logs will be present with timestamps.

1.1.3.7.2.7 Flow Through Provisioning - Events and Alarms

The following table describes the key server manager events and alarms that can be
raised by the Flow Through Provisioning feature. These events and alarms appear in the
server manager Event Viewer.

Flow Through Provisioning: Key Events and Alarms
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Event or Alarm Description Severity Details

Flow Through Provisioning Inactive Minor
This alarm indicates that

a database was restored
or the that the MiCollab
server was upgraded from
an earlier release in which
single point provisioning
was enabled.

This alarm condition is
raised because single point
provisioning is no longer
enabled. To enable Flow
Through Provisioning,

you must perform an SDS
Start Sharing operation
from a MiVoice Business in
the cluster administration
group. Then, perform a
Data Reconcile if required.

Starting Sharing from a MiVoice Busi Indeterminate This event indicates that a MiVoice

ness server Business server started sharing with
the MiCollab server and that the st
art sharing operation was comple
ted.
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Event or Alarm Description Severity Details

Sync Required Alarm Minor
This alarm indicates that a

MiVoice Business server
started sharing with the
MiCollab server and that
the start sharing operation
was completed, but a sync
has not been completed.

This is an alarm condition
because USP has an
incomplete view of the
shared data and as a result
is unable to perform Flow
Through Provisioning
operations and share
updates from USP to the
MiVoice Business servers.

This alarm is cleared after
you perform a sync from
any MiVoice Business
server to this MiCollab
server.

Device Data Notification Started or Indeterminate ) .
Completed This event lists the

elements or group with
which the MiCollab server
registered for device data.
Phone services hosted

on these servers will have
full details in the USP
application. Phone services
hosted on other servers
will just have a directory
number.

The presence of this event
indicates that the listed
MiVoice Business servers
will send shared updates
to the MiCollab server
whenever their phone

or group information is
updated.
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Event or Alarm Description Severity Details
User Sync Started or Completed f Indeterminate This event indicates that a MiVoice
rom a MiVoice Business server Business server performed a ‘Sync’ t

o synchronize data with the MiCollab
server and that the synchronization

is complete.
Device Data Synchronization Star Indeterminate This event indicates that the MiColl
ted or Completed ab server performed a synchroniz

ation of device data with all networ
k elements. All of the phone service
s hosted by all of the MiVoice Busin
ess servers in the administration gr
oup will have full service details liste
d in USP if this event is present.

Sync Reconcile Required Minor
This alarm indicates
that a MiVoice Business
server performed a ‘Sync’
operation to synchronize
data with the MiCollab
server and conflicts were
detected between the
current configuration data
and the data which was
synchronized with the
MiCollab server.

This is an alarm condition
because USP has an
inconsistent view of the
shared data and as a result
is unable to perform Flow
Through Provisioning
operations and share
updates from USP with
MiVoice Business servers.

This alarm contains a
hyperlink which you can
use to launch the ‘Sync
and Reconcile’ wizard. This
alarm is cleared after you
run the sync and reconcile
wizard.
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Event or Alarm Description Severity Details

SDS Distribution Errors Minor
This alarm indicates that

a shared update which
was generated by the
MiCollab server was
rejected by some other
nodes in the network,
resulting in another node
in the network having an
inconsistent view of the
shared data and some
updates may fail because
of this.

This alarm contains a
hyperlink which you
can use to launch the
SDS Distribution Error
application.

This alarm is cleared after
you delete or retries the
failed distributions. Before
your delete a distribution
error, ensure that the
data entry is not valid or
required.

NuPoint UM Network Element Updat  Minor
ed This alarm indicates

that a network element
which is programmed

in NuPoint has been
updated or removed. This
could be the result of an
update being made in the
‘Network Elements’ form of
a MiVoice Business System
Administration Tool.

In order to apply the
update, you must perform
a NuPoint Activation. This
alarm contains a link to the
Nupoint Activation page.
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Event or Alarm Description Severity Details

MiTAI Authentication Failed for <MiV  Critical
B IP Address> - Incorrect Username/ This alarm indicates that

Password MiTAI authentication failed
because the MiVoice
Business System login
credentials entered in
Users and Services >
Network Element page is
incorrect.

To clear this alarm, you
must enter the correct
login credentials, select
the Use NuPoint UM IP
Integration Licenses
checkbox and click Save.
You must then activate
this change in the NuPoint
UM application from the
activation link at the top of

the page.
MiITAI Authentication Failed for <MiV  Critical
B IP Address> - Username/Passwor This alarm indicates that
d not provided MiTAI authentication failed

because the MiVoice
Business System login
credentials were not
entered in the Users and
Services > Network
Element page.

To clear this alarm, you
must enter the correct
login credentials, select
the Use NuPoint UM IP
Integration Licenses
checkbox and click Save.
You must then activate
this change in the NuPoint
UM application from the
activation link at the top of
the page.
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Event or Alarm Description Severity Details

Update Rejected Minor If the MiCollab server rejects an up
date from another network element,
an event listing the details of what
was rejected and why it was rejected

is displayed. Use this information to

correlate events that are displayed i
n the distribution error management
tools of other network elements.

SDS Sharing could not be started Minor If an older MiVoice Business attempt
s to start sharing with MiCollab , M
iCollab reverts the sharing attempt
and displays an event and red ba
nner stating that the sharing could
not be started.

1.1.3.7.2.8 Reconcile Wizard

* Reconcile Wizard - Description on page 134

* Reconcile Wizard - Conditions on page 137

* How Entries are Paired on page 137

* Using the Reconcile Wizard on page 140

* Reconcile Wizard - Manually Reconciling Operations on page 147

» Reconcile Wizard - Configure MiCollab Network Element Settings on page 151
* Reconcile Wizard - Troubleshooting on page 152

1.1.3.7.2.8.1 Reconcile Wizard - Description

The Reconcile Wizard pairs data entries in the MiCollab database with data entries in
the MiVoice Business databases in a network that is being configured to support Flow
Through Provisioning. It also identifies any data conflicts between the databases so you
can manually resolve them.

When you configure Flow Through Provisioning, you must add the MiCollab system as a
network element to the MiVoice Business Network Element form, click the Start Sharing
button to share and begin the synchronization process. At the start of the synchronization
process, the system automatically runs a reconcile analysis of the databases, detects
any matching entries, and then attempts to automatically merges them.

 If the wizard is able to match all the data entries and does not detect any conflicts,
synchronization is complete and no further action is required.

 If the wizard detects data conflicts that it cannot resolve or conflicts that you should
review, the system displays a warning banner in the server manager that instructs
you to run the wizard. In this case, you must run the wizard to identify the unresolved
conflicts and then manually correct them by modifying the entries either from the
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MiCollab USP application or the MiVoice Business system administration tool. You
must repeat this process until you have corrected all unresolved data conflicts.

6 Note:

If the databases are not in sync, duplicate user entries with the same LoginID and
e-mail address can occur in the MiVoice Business database. To resolve, run the
Reconcile Wizard.

The following flowchart illustrates the Reconcile Wizard use cases:
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After Flow Through Provisioning is enabled and proper synchronization is achieved, you

should not need to use the wizard again.
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1.1.3.7.2.8.2 Reconcile Wizard - Conditions

* While a reconcile operation is in progress, do not attempt to make changes to users
and services from any of the administration tools (for example, MiCollab USP, MiVoice
Business system administration tool, and so forth) as this might introduce data
inconsistences while the reconcile is running.

+ If Integrated Directory Services is enabled for MiCollab , any updates from the
directory server are blocked while a reconcile is in progress.

* The Reconcile Wizard merges MiVoice Business data entries that are paired with
MiCollab data entries based on matching criteria.

* Only one instance of the Reconcile Wizard can be run at any time. However, multiple
views of the operation summary can be displayed.

* An application event log is generated whenever the reconcile wizard determines that
there are reconcile operations that require administrator intervention. In addition, ared
banner appears on the server-manager web pages warning that the reconcile wizard
must be run.

* While you are viewing the Reconcile Wizard operations in the Summary of Operations
page and while the wizard is executing the reconcile operations, MiCollab rejects any
SDS updates that it receives from the sharing network.

 If the Event logs indicate that you need to run the Reconcile Wizard, do not make any
updates from the MiCollab USP until after you have run the wizard and the databases
are in sync. While the databases are out of sync, MiCollab USP updates are not
shared to the network elements.

» During a reconcile, if a MiCollab user entry is assigned Teleworker service, but the
phone type for a MiVoice Business user does not support Teleworker service then the
Teleworker service is removed from the corresponding MiCollab user entry.

* ltis possible to program non-existent phones (for example MiNET devices) in the
USP application against voice mail boxes, speed calls, hunt group numbers, and non-
prime broadcast groups. This allows you to search for the directory number in the
USP directory and find the user assigned with the feature. If you have programmed
non-existent phones in the Users and Services application, the Reconcile Wizard will
assign them with a "Phantom" device type during the reconcile. MiCollab entries that
are assigned with the "Phantom" device type are not shared or synchronized with the
MiVoice Business via Flow Through Provisioning.

1.1.3.7.2.8.3 How Entries are Paired

The Reconcile Wizard pairs up entries in the MiCollab database with entries in the
MiVoice Business databases that have matching data for the following:

* User Information (Directory Number, Login ID, and Email Address)
* Network Elements
* Locations
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* Department Names
* Template Names, and
* Role Names.

It pairs MiCollab with MiVoice Business users

« firstly, by phone directory numbers (and PRG/MGUG group membership if available)
and

« secondly, upon the user's login ID and e-mail address.

If a MiCollab user is paired with one or more MiVoice Business users, the reconcile
operation merges them into a single entry.

The following data is not paired:

* Single-line devices

* Line Appearance Keys

* Local-only devices

* Phones without users (example, application ports)

The following table summarizes how the wizard automatically pairs data entries:

Status of entries Reconcile Operation

MiCollaband MiVoice Businessusers have same directo  The user entries are collapsed into a single user with o

ry numbers. ne or more phones. The MiCollab user information is
applied to the user. If there are multiple MiVoice Busin
ess users, they will be either collapsed or deleted. The
end result being a single user with the MiCollab user i
nformation and the phones from the MiVoice Business

entries.
MiVoice Businessusers that are not paired with a MiColl  In previous MiCollab releases, when a user was creat
ab user are not automatically assigned MiCollab Clie ed the user was automatically assigned MiCollab Client
ntservice. service. However, in MiCollab 7.0 and later, when MiV

oice Business users are synchronized with the MiColl

ab database via System Data Synchronization, if those
MiVoice Business users are not paired with a MiCollab
user, then they are not automatically assigned with MiCo
llab Client service.

MiCollab Users and Services Provisioning




Applications

Matching MiCollaband MiVoice Businessentries have di ) ) )
flerent services for the user. If a MiCollab user who is assigned

application services (such as MiCollab
Client or NuPoint) gets paired with a
MiVoice Business user who also has
services (such as a PRG or MDUG)
then the reconciled user receives both
the MiCollab services and the MiVoice
Business services.

Note: Exception MiCollab doesn't display
MiVB embedded voice mail services

Duplicate non-default Template Names ) o )
The wizard renames the MiVoice Business

template as follows:

<Template Name> becomes <Template
Name>(x).

Where (x) is a number starting with 1. For
example, in a scenario where there are
more than two servers in the network and
they all have a non-default template with
the same name, the resulting template
names would be:

“‘Example Template Name” (for the
template that was on the first node in the
sharing network)

"Example Template Name (1)’
‘Example Template Name (2)”

Reconciling Duplicate Departments or Locations ) .
The wizard merges the MiCollab and

MiVoice Business departments such that
only one department with that name will
exist. When departments are merged, the
department number and description are
retained in the MiCollab database

If the MiCollab and MiVoice Business both
have a location with the same name, then

the wizard merges these two locations into
a single location.
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Same role name referring to a different template

MiCollab and MiVoice Business user match on a direc
tory number (DN) and the MiVoice Business user has a
dditional DNs.

MiCollabuser has multiple DNs, one or more of which
match the DNs of a MiVoice Business user.

MiCollab user has DNs that match to MiVoice Business
DNs that are not assigned to users

Teldir entries are updated when MiVoice Business users
are merged with MiCollab users

Non-sharing network elements that are
either

« programmed on the MiCollab system
but not programmed in the MiVoice
Business sharing network, or

» programmed in the network but their
data is not being shared with any other
elements.

Network elements that need to be reconciled with this n
etwork element.

External and Other-PBX Phones

Reconcile Operation

The wizard renames the MiVoice Business
role as follows::

<Role Name> becomes <Role Name>
(x)”, where (x) is a number starting with
1.

The wizard pairs the MiCollab and MiVoice Business u
sers based on the matching DN. The merged user uses
the MiCollab user information. The additional MiVoice Bu
siness user DNs are also included with the merged user.

The wizard merges the MiCollab and MiVoice Business
users. The merged user uses the MiCollab user inform
ation. If there are multiple MiVoice Business users, they
will be either collapsed or deleted. The end result being
a single user with the MiCollab user information and the
phones from the MiVoice Business entries.

MiVoice Business DNs that are not assigned to users
that are matched to a MiCollab user are merged with the
MiCollab user.

The wizard updates the MiVoice Business telephone di
rectory entries when a MiVoice Business user is merged
with a MiCollab user.

Non-sharing network elements will not support Flow
Through Provisioning after the reconcile. You must add
the missing elements to the sharing network from the
System Administration tool of one of the member MiVo
ice Business systems, and then start the Reconcile W
izard again.

The wizard does not attempt to pair up the DNs for these
phones with DNs on the MiVoice Business . Instead,
these phones are treated as MiCollab services that are n
ot shared across the network.

* Reconcile Wizard - Welcome on page 141

1.1.3.7.2.8.4 Using the Reconcile Wizard

* Reconcile Wizard - Analyze Reconcile Operations on page 142
* Reconcile Wizard - Non-Sharing Network Elements on page 143
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* Reconcile Wizard - Sharing Network Elements on page 144
* Reconcile Wizard - MiCollab Phones to be Reviewed on page 145
* Reconcile Wizard - Execute Reconcile on page 146

1.1.3.7.2.8.4.1 Reconcile Wizard - Welcome

The Reconcile Wizard pairs data entries in the MiCollab database with matching data
entries in the MiVoice Business databases for a network that is being configured to
support Flow Through Provisioning. It also identifies any data conflicts between the
databases so you can manually resolve them.

0 Note:

If the databases are not synchronized, duplicate user entries with the same LoginID
and e-mail address can occur in the MiVoice Business database.

The current synchronization status is indicated at the top of the Welcome page.

Field Description I

Current Status Reconcile not required Databases are synchronized.

Reconcile required Databases out of sync. You must
run the Reconcile wizard to sync
hronize the databases and config
ure Flow Through Provisioning. T
he MiCollab USP database will not
begin sharing data with the MiVoice
Business databases until you have
completed this wizard.

Data Sync in Progress
In use by another admin
IDS sync in progress

Downloads previous reconcile operation summary reports. The most recent

Previous Reconcile Reconcile Summary report of the failed, unresolved, and successful opera
Reports tions.
Backups Make backups of MiCollab and MiVoice Business system databases before

running this wizard. Click the links to access the system backup functions.

Running the Reconcile Wizard

1. In the server manager, under Configuration, click Reconcile Wizard.

2. Ensure that you are the only administrator using the wizard. Only one administrator
should access the Reconcile Wizard at a time.
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A\ Warning:
While a reconcile operation is in progress, changes to users and services should

not be made from any of the administration tools (for example, MiCollab USP,
MiVoice Business system administration tool, and so forth).

3. Make backups of the MiCollab and MiVoice Business system databases before
running this wizard. Click the links to access the system backup functions.

4. Check the Backups Recommended box. You must check this box to enable the Next
button.

5. Click Next.

o Note:

If you navigate away from the reconcile wizard or click Abort prior to the execution
phase, then the analysis must be repeated when you open the wizard again. You
must complete the Reconcile Wizard in order for the USP database on the MiCollab
to start sharing and become synchronized with the MiVoice Business databases.

1.1.3.7.2.8.4.2 Reconcile Wizard - Analyze Reconcile
Operations

The wizard analyzes the databases and displays the number of required reconcile
operations. There are three types:

+ Automatic Operations: matching entries that the reconcile operation automatically
resolves.

+ Operations For Review: operations that you should review before the wizard
performs the reconcile.

* Unresolved Operations: data conflicts that the wizard is unable to resolve. You
can proceed with the reconcile wizard even if unresolved operations are detected.
However, these operations will not be performed and you must manually resolve these
conflicts either from the MiCollab USP application or the MiVoice Business system
administration tool before the reconcile process can be completed.

Click Start Analysis. After analysis is 100% complete, click Next to proceed. You must
run the analysis in order to proceed.

Description

Elapsed Time Hours:Minutes:Seconds
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Description

Operations Count Number of operations identified (automatic operations, o
perations for review, and unresolved operations). Operat
ion details are provided in a summary at the end of the
wizard.

Progress Bar Provides visual indication of the analysis process.

1.1.3.7.2.8.4.3 Reconcile Wizard - Non-Sharing Network
Elements

This page displays any non-sharing network elements that will not use Flow Through
Provisioning after the reconcile is complete. These are elements that are either

« programmed on the MiCollab system but not programmed in the MiVoice Business
sharing network, or

« programmed in the network but their data is not being shared with any other elements.

6 Note:

This page only appears if there are non-sharing network elements.

Review the contents of the table. If an arrow is present the arrow in the first column
next to a network element, you can click it to display a list of all the phones, users, and
services that are programmed on that element.

+ If there are network elements listed in the table that should support Flow Through
Provisioning after the reconcile, click Abort. Add the elements to the sharing network
and restart the wizard.

OR

+ If the listed elements do not require Flow Through Provisioning, check the | wish to
proceed box and then click Next.

Parameter Description

System Name System name of the network element

IP Address IP address of the network element

Type Identifies the type of network element: MiCollab or MiVo
ice Business
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Parameter Description

Source
Where the element is programmed:

* Local: programmed on MiCollab system

« Sharing Network: programmed on
a MiVoice Business in the sharing
network

SPP Enabled Yes: Prior to the upgrade to MiCollab Release 7.0, this
element had Single Point of Provisioning enabled. Th
erefore, it is most likely that this element should be a
dded to the sharing network and configured for Flow
Through Provisioning.

No: Prior to the upgrade to MiCollab Release 7.0, this
element did not have Single Point of Provisioning ena
bled.

Managed Cluster Name of the managed cluster

Phones
Number of phones on the element. If

the network element is programmed in
the MiCollab Network Elements tab, the
number of phones will be listed. If not,
Unknown is displayed.

If phones are listed, click the * key to see
the details.

Confirmation If there are elements listed that previously supported S
ingle Point Provisioning, you are required to confirm that
these elements do not need to share data with any oth
er network elements after the reconcile operation is com
plete. You must check the | wish to proceed box to enabl
e the Next button.

1.1.3.7.2.8.4.4 Reconcile Wizard - Sharing Network Elements

This page displays a list of all the network elements that need to be reconciled with the
Local/Sharing Network (MiCollab) element. After the reconcile is complete, these network
elements will share data in the SDS network.
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 If all the network elements that should be in the SDS sharing network are listed, then
click Next.

+ If not, click Abort , add the missing elements to the sharing network from the System
Administration tool of one of the member MiVoice Business systems, and then start
the Reconcile Wizard again.

Parameter Description

System Name System name of the network element

IP Address IP Address of the network element

Type Identifies the type of network element: MiCollab or MiVo
ice Business

Source

Where the element is programmed:

* Local: programmed on MiCollab
system only

« Sharing Network: programmed on
a MiVoice Business in the sharing
network

* Local/Sharing: programmed on

a MiVoice Business in the sharing
network.

Managed Cluster Name of the managed cluster

1.1.3.7.2.8.4.5 Reconcile Wizard - MiCollab Phones to be
Reviewed

This page lists the phones that you should review before proceeding with the Reconcile
operation. The list includes phones that are

+ programmed in MiCollab, but not programmed in MiVoice Business
« programmed in the MiVoice Business, but are not programmed in MiCollab

« programmed with matching directory numbers on MiCollab and the MiVoice Business,
but the phone on the MiVoice Business is assigned with a Device Type that is not
supported on MiCollab.

Review the list of phones:

 If there are phones in the list that should be in the sharing network or on a non-sharing
MiVoice Business element, click Abort. Log into the System Administration Tools of
the MiVoice Business elements and add the phones.

 If there are phones that are not required in the network, click Abort. Log into MiCollab
USP and delete the phones.
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 If there are phone entries that have been purposely programmed only in the MiVoice
Business database (for example, IP Consoles, system speed calls, or non-broadcast
groups) leave these entries unchanged.

 If there are phones that have been purposely programmed only in MiCollab, (for
example as a mailbox, so it can be located using search in the USP directory) leave
these entries unchanged. This type of entry should be programmed with a "Phantom"
Device Type in the Phones tab of the user.

6 Note:

This page is not displayed if there are no phones identified for review.

Parameter Description

Number Extension number of the phone to be reviewed

Network Element Name of network element that should be hosting phones
Associated Users User assigned to phone

Associated Services Services (applications) assign to the phone

1.1.3.7.2.8.4.6 Reconcile Wizard - Execute Reconcile

This page displays a summary of the automatic operations, operations for review, and
unresolved operations that were detected. If unresolved operations are detected, you can
manually resolve them prior to proceeding with the reconcile operation.

After you click Reconcile, the wizard executes the reconcile operations and displays a
summary of the failed, unresolved, and successfully completed operations.

Warning: Ensure that you review the Analysis Summary carefully.

To reconcile the databases:

1. Review the Analysis Summary. Optionally, clickSave Reportand save a copy of the
Analysis Summary to your PC.

 If there are "Operations for Review" listed, review them to ensure that these
operations will have the desired result.

+ If there are "Unresolvable Operations" listed, manually reconcile the unresolved
operations and click Rerun Analysis. On subsequent runs of the analysis,
unresolved operations that you manually corrected are not listed. Repeat this step
until all unresolved conflicts are removed from the summary.

» The wizard performs the "Automatic Operations" automatically after you start the
reconcile.
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2. Click Reconcile and then click Ok. The wizard generates a Reconcile Summary of the
failed, unresolved, and successful operations.

6 Note:

If you navigate away from the reconcile wizard during the execution phase, the
reconciliation process is not stopped. It continues to run in the background until it
is finished.

3. Review the Reconcile Summary. Optionally, click Save Report and save a copy of the
Reconcile Summary to your PC.

4. If there are failed operations listed, manually reconcile the failed operations and run
the wizard again. On subsequent runs of the analysis, any failed operations that
you manually corrected are not listed. Repeat this step until all failed operations are
removed from the summary.

5. ClickFinish.

9 Note:

If you run the wizard on a new site installation (Greenfield MiCollab and a
Greenfield MiVoice Business ) where the MiCollab Client application is configured
in co-located mode a red warning banner is displayed in the server manager. See
Configure MiCollab Client Network Element Settings for additional configuration
steps.

0 Note:

The Analysis Summary and Reconcile Summary reports are saved to the MiCollab
Server Manager Log Files.

6. Check the Distribution Error application and resolve any distribution errors.

1.1.3.7.2.8.5 Reconcile Wizard - Manually Reconciling
Operations

The following table summarizes the corrective actions that you must take to resolve
conflicts that the wizard could not resolve automatically
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ons

Conflicting DNs

Description

More than one MiCollabUser has a
DN that matches one of the DNs for
a single MiVoice Business User

Applications

Corrective Action

In this scenario, there are
two or more MiCollab users
that each have one or more
DNs that match up with the
DNs on a common MiVoice
user.

For example, on the
MiCollab there is User ‘X’
with DN ‘1000’ and User
‘Y’ with DN 2000’. On the
MiVoice Business there is
User ‘Z" with DNs ‘1000’
and ‘2000’.

You need to determine
which users should own
each DN.

If MiCollab User “X” should
own DN ‘1000’ and User
“Y” should own DN 2000,
reach through to the
MiVoice Business system
administration tool and
disassociated one of the
DNs from User “Z”. On

a subsequent reconcile,
the result would be that
User “Z” is merged with
one of the MiCollab users
and DN ‘1000’ remains
associated with User “X”
and DN ‘2000’ remains
associated with User “Y”.

If you want all three of
these users merged into
one user, then DN ‘1000’
and DN ‘2000’ on the
MiCollab have to both

be associated with either
User “X” or User “Y”. Then,
when the reconciliation is
repeated, there will be one
user that owns both phones

MiCollab

Users and Services Provisioning

(in both the MiCollab and. i
the sharing network). m
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Failed or Unresolved Operati
ons

Accented characters in Department
or Location

MiCollabusers or templates refer to
departments or locations that conta
in accented characters

Description

MiCollabDepartment or Location
names cannot contain accented ch
aracters

If a user or template in MiCollab re
fers to a department or location tha
t contains accented characters, then
the wizard cannot automatically res
olve those users and templates.

Corrective Action

Remove accented
characters:

1. Access the USP
application.

2. On the Department and
Location tabs, remove
any accented characters
from the names.

3. Run the Reconcile
Wizard again to resolve.

Remove accented
characters:

1. Access the USP
application.

2. On the Department and
Location tabs, remove
any accented characters
from the fields.

3. Run the Reconcile
Wizard again. Those
departments and
locations will be
reconciled along
with any users or
templates that referred
to those departments or
locations.
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ons

MiCollab users or templates refer to
a role that contains accented chara
cters

Unresolvable User
Operation

Users from this MiCollab
that cannot be resolved
because they have a login
ID conflict with a user in the
sharing network:

Description

If a user or template in MiCollab re

fers to a role that contains accente

d characters, then the wizard cannot
automatically resolve those users a
nd templates.

Example:

* John Rae -> John R
Teleworker, John Rae

MiCollab has two entries:

« John Rae with 2 phones
(7236, 7336) and login
ID 'jrae’.

But MiVB has three entries:

+ John Rae with no
phones and login ID
'rae’.

« John Rae with 7236 with
no login ID.

* John R Teleworker with
7336 and no login ID.

Applications

Corrective Action

Remove accented
characters:

1. Access the USP
application.

2. On the User Roles
tab, edit the roles and
remove any accented
characters from the
fields.

3. Run the Reconcile
Wizard again. Those
departments and
locations will be
reconciled along
with any users or
templates that referred
to those departments or
locations.

Pair users on login ID (providing th
at the first name and last name are
identical and that the DN pairing is
also identical).
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Failed or Unresolved Operati

ons

User entry cannot be aligned due to
configuration issue

User entry cannot be aligned due to
configuration issue

MiVoice Business users are unre
solvable.

Description

A MiCollab user and a
MiVoice Business user are
matched based on DN,
but the hosting network
element for each user is
different.

For example: MiCollab
user Johnny has DN 1000
that is hosted on MiVoice
Business A. The matching
MiVoice Business user
John has DN 1000 BUT the
phone is hosted on MiVoice
Business B.

A MiCollab user is paired with multi
ple MiVoice Business users, but one
of the MiVoice Business users has
a phone with a secondary network e
lement, which is a MiVoice Business
that is NOT sharing.

The MiVoice Business users are s
haring a phone.

Corrective Action

Change the hosting element of on
e of the user entries to match the o
ther.

Change the secondary element to
that of one in the sharing network.

MiCollab does not support the sharin
g of phones. On the MiVoice Busi
ness , assign the users with different
phones.

1.1.3.7.2.8.6 Reconcile Wizard - Configure MiCollab Network

Element Settings

After you run the wizard on a new site installation (Greenfield MiCollab and Greenfield
MiVoice Business systems) where MiCollab Client is configured in integrated mode you
will receive the following warning in the MiCollab server manager.

WARNING: Because MiCollab Client is configured in integrated mode, you must update
the System Login Name, Password, and Set Registration Code settings in the Network
Element tab of the USP application to match the settings of the MiVoice Business

network elements. See help.

If you receive this warning, complete the steps listed below:

1. In the server manager, under Applications, click Users and Services.
2. Click the Network Element tab.
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3. For each network element in the list:

» Select the network element and click Edit.

+ If the settings must be updated, the System Login field will display "CHANGEME".
Change the System Login, Password, and Set Registration Code fields to match the
MiVoice Business system login ID, password and set registration code.

4. Click Save.

1.1.3.7.2.8.7 Reconcile Wizard - Troubleshooting
Probable Cause Corrective Action

The reconcile wizard fails with ame  The Reconcile Wizard is not properly Log into the MiCollab server man

ssage similar to "sds sync did not s licensed with the Application Manag ager, access the Status page and
ync proper info." ement Center (AMC). The Applicat Sync the MiCollab ARID with the
ion Record ID is not registered with AMC.
the AMC.

1.1.3.7.2.9 Reach Through

* Reach Through - Description on page 152

* Reach Through - Conditions on page 158

* Reach Through - Configuration on page 158
* Using Reach Through on page 166

1.1.3.7.2.9.1 Reach Through - Description

MiCollab Reach Through provides you with the ability to access MiVoice Business
System Administration System Administration Tool (MiVB System Tool) forms from

links or drop-down menus within specific USP pages. Because you have logged into

the MiCollab server manager, you are allowed direct access and do not have to log in
separately to the MiVoice Business . This functionality reduces the amount of time it
takes to perform programming tasks, such as modifying a user's MiVoice Business phone
and group settings, that require configuration on the MiVoice Business .

6 Note:

The MiVoice Business also supports Reach Through. It allows administrators to link
directly to MiCollab USP forms from specific MiVoice Business system administration
tool programming forms.
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USP Pages that Support Reach Through

You can reach through from MiCollab USP pages to the following MiVoice Business
System Administration Tool forms:

MiCollab User and Services MiVoice Business (MiVB) System

Application page Administration Tool form

Network Element MiVB System Administration Tool main
menu page

Users and Services main page User and Services Configuration

Reconcile Wizard Welcome page Maintenance and Diagnostics

> Backup/Restore

> Backup
User Templates Users and Devices
> (Select Template) > Templates
> Edit User Template > User and Services Templates

> (Edit Template)

Users Users and Devices
> (Select User) >User and Services Configuration
>Edit User > (Selected User)

> Summary
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Application page

Applications

MiVoice Business (MiVB) System
Administration Tool form

Users Users and Devices

> (Select User) >Users and Services Configuration

> Edit User > (Selected User)
> Phones > (Selected Phone)
> Open Service Details (for extension) > Profile

Users Users and Devices

> (Select User) >Group Programming

> Edit User > Personal Ring Groups

> Phones > (Selected Group)

> Open Group in MiVB (for Group)
Users and Devices

>Group Programming
> Multi-Device User Groups

> (Selected Group)

Typical Reach Through Tasks

From MiCollab to MiVoice Business

You can Reach Through from the MiCollab USP application into the MiVoice Business
System Administration Tool to

+ edit a phone's device's Service and Authentication Details (such as MAC, PLID, and
so forth.)

« edit a Template's Phone Applications and Keys

« configure MiVoice Business system settings such as features, ARS, or trunking.
» resolve user entry conflicts that exist with the MiCollab database

+ adjust MiVoice Business template settings

+ configure a user's personal ring groups
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» configure a user's multi-device user group
» perform database backups on a MiVoice Business network element.

From MiVoice Business to MiCollab

You can Reach Through from the MiVoice Business System Administration Tool into the
MiCollab USP application to

» edit a user's or template's services: NuPoint, MiCollab Client, Teleworker, or AWV
* change a User's passcode.

How Reach Through is Supported

To support Reach Through, the USP application pages have been modified. The

following images highlight the most significant modifications (see the table below
the images for details).

Figure 1: Network Element Page

Users¢" | Network Elements |User Templates & User Roles ¢ | ocationsé Departments Bulk User Provisioning
[ | system Name IP Address Type Version Sharing NuPoint UM
[ & Dave 173 10.39.37.173 MiVoice Business v v Connect to MIVB System Tool
O & Dave 177 10.39.37.177 MiVoice Business v Connect to MIVB System Tool
[ & pave 181 10.39.37.181 MiVoice Business v Connect to MVB System Toal
[0 & Dave_185 (Local) 10.39.37.185 MiCollab Server v Connect to MVB System Tool
© o ® ®

Figure 2: Edit User Page

®
¢ Edit User - Simpson, Bob (&)

[[save |[ Gancel | [ Gonnectto MivB system Tool | (6)

User | Phones  NuPoint Unified Messaging | MiCollab Client = Audio, Web and Videc Conferencing | Teleworker

User
First Name: Bob Last Name: Simpson
Display Name: | Simpson, Bob
UCC Bundle UCC Premium User for Enterprise (V3.1) -
Department: IT -

Location: Kanata -
Prompt Language: System Default - English (United States) -
Primary Email Address: simpsonb@mitel.com

Figure 3: Phone Details
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| cancel | [ connect to MiVB System Tool
User I Phones | NuPoint Unified Messaging MiCollab Client

Audio, Web and Video Conferencing Teleworker

| Add New Phone || Delete Phone v || Open service details in MivB System Tool ¥ || Program Group in MIVE System Tool ¥
3001 (on Local_30)
3001 (on Local_30) 37001 (on Local_30) @
Service L¢| 3g+01 (on Local _30)
Secondary Element:
O Add to Directory
DID Service Number: 6135923001 Use as Qutgoing DID
CESID:
IZ1 Hot Desking User
Device Type: 5340e IP -

+ Advanced Phone Settings:

Figure 4: Group Details

[ cancel | [ Connectto MiVB System Tool

User I Phones | NuPoint Unified Messaging | MiCollab Client | Audio, Web and Video Conferencing | Teleworker

[_Add New Phone | Delete Phone v _|[_Open service details in MIVB System Tool » || Program Group in MiVB System Tool ¥
Manage Multi-device User Groups
Manage Personal Ring Groups

3001 (on Local_30)

Service Label: Primary Phone

Secondary Element:
[ Add to Directory

DID Service Number: 6135923001 Use as Qutgoing DID
CESID
71 Hot Desking User
Device Type: 5340e IP -
» Advanced Phone Settings:

Table 1: Reach Through Support

USP Page Description

i

@ Network Element \ g

icon indicates that Flow
Through Provisioning is
enabled with the network
element.

©) Network Element (Local) dentifies the
MiCollab system that you
are logged into.
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Description

® Network Element v" indicates that database
sharing is enabled with this
element.

@ Network Element Clle Connect to MIVB System Tool

to reach through to the
MiVoice Business system
administration tool (ESM)
forms menu.

@ Edit User P . . .
% icon indicates that this

user entry is being shared
to other network elements.

@ Edit User Click

| Connect to MiVB System Tool | to

reach through to the Users
and Services form of the
MiVoice Business system
administration tool.

@ Phone Details Select a phone extension
to open the phone's
service details in the
User and Services
Configuration form of the
MiVoice Business system
administration tool.

Group Details Select a group extension
to open the group's service
details and members in
the Multi-Device User
Groups form of the
MiVoice Business system
administration tool.
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1.1.3.7.2.9.2 Reach Through - Conditions

* Flow Through Provisioning must be enabled to the MiVoice Business network
elements and the MiCollab database must be synchronized with the MiVoice Business
network element databases (that is, the Reconcile Wizard Welcome page must
identify that the databases are in sync).

* Reach through is enabled from MiCollab USP to the MiVoice Business (MiVB) system
administration tool using the MiVoice Business "system" administrator account.

The MiVoice Business must have an administrator account configured in the User
Authorization Profiles form with Login ID "system" and System Admin authorization
set to "True".

* Reach Through is only supported using Internet Explorer (version 9.0 or later) or
Mozilla Firefox (version 33 or later) browsers and you must have installed the browser
with the Mitel Root Certificate. If you attempt to use any other type of browser to reach
through from MiCollabto MiVoice Business , reach through will be blocked. Note that
Internet Explorer is not supported in Compatibility Mode.

* Reach through from MiCollab USP to the MiVoice Business System Administration
Tool and from the MiVoice Business System Administration Tool to MiCollab USP is in
the context of the "admin" account for audit purposes.

* You must enable the SNMP Agents on every element in the SDS Admin Group.

 ltis not necessary to log in when performing Reach Through from the MiCollab USP
application to the MiVoice Business System Administration Tool or vice versa. A trust
relationship is established based on the fact that you have already logged in to one of
these administration tools.

+ If the MiVoice Business system is running on an Multi-Instance platform, you must
add the IP addresses of the MiVoice Business System Administration Tool and the IP
address of the Multi-Instance manager to the MiCollab trusted network.

For example, if the IP address of the system administration tool is 10.46.26.100, you
would need to add the following IP addresses to the MiCollab trusted network:

10.46.26.100
10.46.26.101.

A simpler option is to just add the subnet to the trusted network (that is, 10.46.26.1).

1.1.3.7.2.9.3 Reach Through - Configuration

Configure MiVoice Business Administrator Account for Reach Through

Reach through is enabled from MiCollab USP to the MiVoice Business (MiVB) system
administration tool using the MiVoice Business "system" administrator account.
Ensure that there is a MiVoice Business administrator account configured in the
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User Authorization Profiles form with Login ID "system" and with System Admin
authorization set to "True".

Enable SNMP Agents

Enable the SNMP agents on every MiVoice Business network element in the SDS
Admin Group. This procedure clears the alarm that is generated when you start sharing
between the MiVoice Business servers.

. Launch the browser.

. Navigate to the IP address of the MiVoice Business server.
. Log into the System Adminstration Tool.

. Navigate to Voice Network = Admin Groups

. Click Change.

. Select the admin group name.

. Click Save.

. Navigate to System Properties = System Administration = SNMP Configuration
. Click Change.

. Check 'Yes' for 'Enable SNMP Agent'.

. Set a contact.

. Set a location

. Set the Read Only Community to 'public'.

. Set the Read/Write Community to 'public'.

. Click Save.
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6 Note:

If you perform this procedure after sharing has been started, it may take a few
minutes before the group alarm status clears.

Import MiVoice Business Mitel Root Certificate to Browser

MiVoice Business web server uses a Mitel signed certificate to encrypt web connections.
A common certificate is used for all MiVoice Business platforms. To support reach
through navigation from MiCollab server manager to the MiVoice Business system
administration tool you must download this common Mitel Root Certificate from one of
the MiVoice Business servers and import it into your Internet Explorer or FireFox browser
as a ‘Trusted Root Certification Authority’.
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1. Access the log in page of the MiVoice Business System Administration tool.

o0 Mitel MiVoice Business ‘

Login 1Dx: | |

Password: | |

O Remember Login ID

Log in

goahead
WEBSERVER

® 2000-2015 Mitel Networks Corporation

2. Click Install the Mitel Root Certificate.
3. Save the Mitel Root Certificate to a location on your PC hard drive.
4. Follow the instructions for your Internet Explorer or FireFox browser to import the file.

For Internet Explorer browsers only, you must also add the MiVoice Business servers to
the ‘Local intranet’ security zone:

1. Under Tools, click Internet Options.
2. Click Security, click Local intranet, and then click Sites.

3. Click Advanced and add the IP addresses of the MiVoice Business systems as
websites.

4. Click Close.

Upload or Import Trusted Root Certificate

If the trusted Mitel root certificate is not installed on your PC, you will receive security
certificate warnings when you access MiVoice Business tools, such as the System
Administration Tool.

To prevent these warnings from appearing, you install the Mitel Root Certificate in your
browser. The certificate is the same one for both Internet Explorer and Firefox.
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Upload MiVoice Business Mitel Root Certificate to MiCollab Server
1. Access the log in page of the MiVoice Business System Administration tool.

2. In the bottom right corner of the login screen, click Install Mitel Root Certificate.
3. Follow the instructions for your browser.

OR

Import MiCollab Web Server Certificate to Your Browser

. Log into the MiCollab server manager.

. Under Security, click Web Server.

. Click the Web Server Certificate tab.

. Select Download the current web server certificate.
. Click Perform.

. Click Download.

. Select Open with WinZip and click OK.

. Extract the certificate file to a folder on your local PC.

. Import the certificate file from your PC into your browser as a "Trusted Root
Certification Authority".

© 0 NO G A WDN =

To import the certificate into Internet Explorer:

. Launch Internet Explorer.
. Select Tools and then click Internet Options.
. Click the Content tab and then click the Certificates button.

. Select Trusted Root Certification Authorities and click Import. The Certificate
Import Wizard opens.

. Click Next.

. Click Browse.

. Browse to the downloaded mitelcert.cer file and click OK.
. Click Next.

. Select Place all Certificates in the following store.
10. Click Browse.

11. Select Trusted Root Certification Authorities.

12. Click OK.

13. Click Next.

14. Click Finished.

15. Click Yes. An Import was successful dialog appears.

A OWON -
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16. Click OK.

After the certificate is installed, exit Internet Explorer, and then restart it. You can now log
in to MiVoice Business and not receive the security certificate warnings.

0 Note:

If you are unable to log in, clear your browser cache, and then try again.

To import the certificate into Firefox

. Launch Firefox.
. Navigate to the IP address of the MiVoice Business server.
. Click I Understand the Risks followed by Add Exception...

. Clear the Permanently store this exception check box, and then click Confirm
Security Exception.

5. After you confirm the exception, the MiVoice Business System Admin Login page is
displayed. You can now install the Mitel Root Certificate..

6. Click the Firefox button at the top of the Firefox window and select Options =
Options (or select it from the Tools menu if the Menu Bar is showing).

7. Click Advanced = Certificates (or Encryption in older versions of FireFox = View
Certificates.

8. Make sure the focus is on the Authorities tab and then click Import.
9. Navigate to the mitelcert.cer file you saved and click Open.

10. In the resulting dialog box, select Trust this CA to identify websites and Trust this
CA to identify software developers.

11. Click OK.
12. Click Ok.

HOODN =

After the certificate is installed, exit FireFox, and then restart it. You can now log in to
MiVoice Business and not receive the security certificate warnings.

e Note:

If you are unable to log in, clear your browser cache, and then try again.
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Set up Security Exceptions for Application Reach Through

The popup blocker must be disabled and security exceptions created as these interfere
with application reach through.

Internet Explorer

. Launch Internet Explorer.

. Select Tools and then click Internet Options.
. Click the Security tab.

. Select the 'Local intranet' zone.

. Click Sites.

. Click Advanced.

. Add the IP addresses for MiVoice Business servers to add them to the zone. Use
https.//<IP address>.

. Click Close.
9. Click OK.
10. Click the Privacy tab.

11. Clear the Turn on Pop-up Blocker check box or add the IP addresses for the MiVoice
Business servers to the list of websites to allow (under 'Settings').

12. Click OK to close the Internet Options dialog.

N OO bR WON -
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Firefox

1. Launch Firefox.

2. Click the Firefox button at the top of the Firefox window and select Options > Options
(or select it from the Tools menu if the Menu Bar is showing).

3. Choose Content.

4. Clear the Block pop-up windows check box or click Exceptions and add the IP
addresses of the MiVoice Business servers to the list of websites to allow.

5. Click OK to close the Options dialog.

Extend the MiVoice Business System Administration Security Session Timeout

By default, System Administration Tool sessions time out after 15 minutes of user
session inactivity. You can adjust the time out period as follows:

1. Launch the browser.
2. Navigate to the IP address of the PRIMARY MiVoice Business server.

1. Log in (Login ID 'system', Password 'default’).
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2. Click System Administration Tool.

3. Navigate to System Properties = System Administration = System Security
Management.

4. Click Change.
5. Set the User Session Inactivity Period to 720.
6. Click Save.

Trust the Self-signed Certificate

To avoid receiving trusted certificate warnings when using the server manager interface,
perform this procedure:

-—

. Launch the browser.

. Navigate to the Local IP address of the MiCollab server manager (that is https://<ip of
MiCollab>/server-manager)

. You are prompted to stop because the server uses a self-signed certificate.
. Override the default choices and continue to the server.

. Login (Username = admin, Password = default).

. Navigate to Security = Web Server Certificate.

. Select Download the current web server certificate.

. Click Download.

. The web server certificate is saved as a zip file.

10. Open the zip file and extract the certificate contained within it.

11. Import the certificate into your browser.

N
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Internet Explorer

. Launch Internet Explorer.
. Select Tools and then click Internet Options.
. Click the Content tab and then click Certificates.

. Select Trusted Root Certification Authorities and click Import. The Certificate
Import Wizard opens.

. Click Next.

. Click Browse.

. Browse to the extracted certificate (.crt) file and click OK.
. Click Next.

. Select Place all Certificates in the following store.

10. Click Browse.

11. Select Trusted Root Certification Authorities.

12. Click Ok.

HOODN -
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13. Click Next.

14. Click Finished.

15. Click Yes. An Import was successful dialog appears.
16. Click Ok.

After the certificate is installed, exit Internet Explorer, and then restart it. You can now log
in to MiCollab and not receive the security certificate warnings.

0 Note:

If you are unable to log in, clear your browser cache, and then try again.

Firefox

1. Launch Firefox.

2. Click the Firefox button at the top of the Firefox window and select Options =
Options (or select it from the Tools menu if the Menu Bar is showing).

3. Click Advanced = Certificates = View Certificates.
4. Make sure the focus is on the Authorities tab and then click Import.

5. Navigate to the extracted certificate (.crt) file you extracted from the zip above and
click Open.

6. In the resulting dialog box, select Trust this CA to identify websites and Trust this
CA to identify software developers.

7. Click OKk.
8. Click Ok.

Add IP Addresses to MiCollab Trusted Network (MiVB Multi-Instance platforms
only)

If your system is a MiVoice Business Multi-Instance platform, you must add the IP
addresses of the MiVoice Business System Administration Tool and the IP address of the
Multi-Instance manager to the MiCollab trusted network.

For example, if the IP address of the system administration tool is 10.46.26.100, you
would need to add the following IP addresses to the MiCollab trusted network:

10.46.26.100
10.46.26.101.

A simpler option is to just add the subnet to the trusted network (that is, 10.46.26.1).
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To add the IP addresses to the MiCollab trusted network, see Configure Networks.

Remove Embedded Voicemail from the default template

MiCollab default templates create directory numbers with a mixture of n and n+1 length
(1000, 1*000, 10*00) and so forth. This format is incompatible with embedded voice mail.
MiCollab Release 7.0 and later uses the default template as the basis for MSCR calls to
create new phones, regardless of which role is selected. Therefore, you must remove the
embedded voice mail feature from the default template in the MiVoice Business.

1. Launch a new browser.

2. Navigate to the IP address of the MiVoice Business server.

3. Log in (Login ID 'system’, Password 'default’).

4. Click System Administration Tool.

5. Navigate to Users and Devices = Templates = User and Service Templates.

6. Right-click on the Voicemail template and choose Delete Voicemail then click OK in
the confirmation dialog.

1.1.3.7.2.9.4 Using Reach Through

To reach through to a MiVoice Business system, click the Connect to MiVB System
Tool, Open Service Details in MiVB System Tool, or Open Group Details in MiVB
System Tool button in one of the supported pages.

6 Note:

Reach Through is only supported using Internet Explorer or Firefox browsers and
you must have installed the browser with the Mitel Root Certificate. If you attempt to
use any other type of browser to reach through from MiCollab to MiVoice Business ,
reach through will be blocked.

 If the MiVoice Business server is reachable, the MiVoice Business system
administration tool opens in a new browser window. You do not need to sign in again
to the MiVoice Business system since you have already signed into MiCollab .

 If you click another reach through link or button in USP, the MiVB system tool form
opens in a new tab.

* In the case of a hosted context (for example, reaching through to a user with phone
services, or to a template which contains phone services) the reach through targets
the MiVoice Business which is the primary host (home element) of the user's phone
services.
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* In the case of a non-hosted context (for example, reaching through to a template with
no phone services or to the backup form) reach through will arbitrarily select one of the
MiVoice Business servers in the local administration group.

1.1.3.7.2.10 Manage Distribution Errors

» About SDS Distribution Errors on page 167

* Resolving Distribution Errors on page 169

« Exporting Error Data on page 172

* Viewing Data Distribution Alarms on page 172

1.1.3.7.2.10.1 About SDS Distribution Errors

Flow Through Provisioning synchronizes user and services data updates between the
MiCollab database and MiVoice Business system databases in a sharing network. If you
make an update in the MiCollab USP database and the update is not successfully shared
to all the other elements in the sharing network, a distribution error is sent to the MiCollab
SDS Distribution Errors application. If the number of distribution errors exceeds an SDS
alarm threshold, a data distribution alarm is generated in the Event Viewer application.

The SDS Distribution Error application allows you to view and manage distribution errors
and pending updates:

« Distribution Errors are updates that could not be applied to the destination elements.

* Pending Updates are updates that have not yet been applied to the destination
elements.

From this application, you can:

 reload the list of distribution errors
« export the errors to a file

» delete updates

* retry failed updates

« filter errors in the list.

Launching the SDS Distribution Error Application

6 Note:

The SDS Distribution Error application is only available if Flow Through Provisioning
has been enabled between MiCollab and MiVoice Business platforms.
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1. Under Administration, click SDS Distribution Errors.
2. Resolve any distribution errors.

Field Descriptions

Parameter Description

Click to select a record
Click to display the details for the record.

Action ID A unique number sequence that identifies the transac
tion of a specific shared form distribution attempt.

To
Indicates the destination network element
for the membership data.

0 Note:

This field displays the name of the
destination network element as it
appears in the Network Elements
form of the MiVoice Business system.

Date/Time Displays the date and time that a distribution transaction
was attempted.

Last Retried Displays the date and time of the most recent failed upd
ate retry.

Action Specifies the configuration action type (for example: ad
d, modify, or delete).

MiVB Form Name Identifies the name of the MiVoice Business form from
which the data distribution originated.
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Parameter Description

Error Type
The types of distribution error messages

include:

» Transport errors - failures of data
update event delivery

« Application errors - failures of data
update transaction at destination

» Concurrency error - conflicting data
update information at the destination
because

* achange was made to a record but the
original record on the remote system(s)
was not in sync with the original record
on the local (master) system, or

« a change was made at the same time
by two or more administrators on the
same record.

« Transport and Concurrency Error

» Application and Concurrency Error

Reason Displays an error message.

Status
Displays the status of the update:

* lIdle - awaiting Retry operation

* Retry Pending - administrator has
retried the update and a system
response is pending.

* Pending - automatic update has been
sent and a response is pending.

6 Note:

The status field is updated
approximately every 30 seconds.

Count The Count in the lower left corner of the Distribution E
rror screen displays the total number of error listed.

1.1.3.7.2.10.2 Resolving Distribution Errors
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Data distribution errors and pending updates are collected and displayed in the MiCollab
Distribution Error application. If there are errors, a warning message is displayed at the
top of the server manager interface. The message is a reminder to resolve the errors. It
goes away when there are no more errors or when the check box to skip the message is
selected. You must resolve data distribution errors that were initiated from MiCollab USP
from the Distribution Error application. To resolve distribution errors:

* Review the updates
* retry the updates

+ correct the data conflict and then delete the update, or simply delete the update if you
determine that the update is not required

Review Updates

1. Under Administration, click SDS Distribution Errors. The pending updates and
errors are listed.

2. Click Reload to refresh the table. If new distribution errors occur while you are viewing
the table, the table is not updated automatically. You must click Reload to see the
latest view.

3. To customize the way data records are displayed, you can right-click on the column
header and

» Sort Ascending: sort the column data in ascending order.

» Sort Decending: sort the column data in descending order.

* Group by Form Name: allows you to group records by form name
* Ungroup: click to ungroup a previously grouped set of records.

4. Click the icon * to display the details for a specific record.

Retry Updates

To manually retry updates:

1. Select a record that has a Status of "Idle". Only "Idle" records can be retried.

2. Click Retry, select Retry Selected, and then click OK to update the remote node
with the record from the local node. "Retry Pending" appears in the Status field of the
record. If the update is successful the update record disappears from the list. If you
retry an update and the update fails, the record is temporarily highlighted.
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o Note:

To retry all idle records, click Retry and then select Retry All, and then click OK.
If you have applied a filter to the list, then Retry All only applies to the displayed
"Idle" records.

3. Click Reload to update the main window with the latest data.

0 Note:

The system automatically retries "transport" errors. Updates that are fixed by the
system will disappear from the Distribution Errors window after a Reload.

The system automatically retries data updates that are not successfully transported to
the destination element (due to a network or element failure). The following conditions
apply to system initiated automatic retries:

* Automatic retries are started every 30 seconds.

* Updates are retried from oldest to newest based on the initial time stamps of the
record.

* Automatic retries yield to manual retries and new updates.
The following data updates are not automatically retried

» updates that fail because an application on the destination element was unable to
write the data to its database

* updates that fail because the same data was updated concurrently.
Delete Updates

1. Correct the data conflict on the network element or confirm that the update is not
required.

o Note:

Deleting an error record could result in data inconsistencies that cause subsequent
retry operations to fail because of a dependency between the records. Only delete

an error record if you understand the error and have determined that the update is

not required.

2. Select a record that has a Status of "Idle". Only "Idle" records can be deleted.
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3. ClickDelete, selectDeleted Selected, and then clickOKto remove the record. If the
delete operation fails to remove the record, the record is temporarily highlighted.

0 Note:

To remove all idle records or all selected idle records, select the Delete All or
Delete Selected options and then click OK. If you have applied a filter to the list,
then Delete All only applies to the displayed "ldle" records.

4. Click Reload to update the main window with the latest data.

1.1.3.7.2.10.3 Exporting Error Data

You can export the records that are listed in the Distribution Errors application table.

1. Under Administration, click SDS Distribution Errors.
2. Click Reload to refresh the table. You must click Reload to see the latest view.
3. Click Export.

e Note:

Only the records displayed in the table will be exported.

4. Select the file type:

+ CSV (Excel)

+ XLS (Excel 97)

+ XLSX (Excel 2007/O0XML)
5. Click Export.

6. If prompted, Open or Save the exported data file. By default, the system saves the file
with the name "SDSDistributionErrors" (for example, SDSDistributionErrors.csv ).

1.1.3.7.2.10.4 Viewing Data Distribution Alarms

Data Distribution alarms are displayed in the Event Viewer application. The system
generates a minor alarm after the number of SDS Distribution Errors exceeds 100,

and a major alarm after the number exceeds 1000. There is no Critical alarm for such
errors. Fewer than 100 errors results in a warning alarm at the top of the server manager
interface. Alarms are cleared by resolving the distribution errors. After the number of
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errors falls below the threshold level the system clears the alarm. You can also clear the
alarm from the Event Viewer application.

Distribution errors are typically caused by the following error conditions:

+ the device associated with the data distribution error is not programmed properly on
the remote controller

* arequired feature or feature option is not enabled on the remote controller.

» the network connection to the remote controller is down (results in a large number of
errors).

The maximum number of updates that can accumulate is 60,000. After the 60,000 limit is
reached, the system will prevent you from making any further changes to the records in
the shared forms. In addition, any changes to telephone user data through the telephone
user interface (TUI) will not be shared between the primary and secondary controllers.
Before the system will allow you to start making changes again, you must reduce

the number of errors in the Distribution Error application (see Resolving Distribution
Errors).CHECK WITH SDS DESIGN GROUP

1.1.3.7.3 Bulk User Provisioning

* About the Bulk User Provisioning Tool on page 105

* Bulk Import from File on page 181

» Auto Fill Selection on page 189

* Add User Entries on page 192

» Correcting Errors on page 193

» Importing contacts using Bulk User Provisioning on page 194

1.1.3.7.3.1 About the Bulk User Provisioning Tool

The Bulk User Provisioning tool allows you to perform the following tasks:

e add user entries to the database
* bulk import user data from a . csv or LDIF file

» program a range of fields using Auto Fill Selection prior to saving imported entries to
the database

* manage detained and failed IDS updates.
* importing contacts using BUP
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6 Note:

For MiCollab with MiVoice MX-ONE or MiVoice Office 400 integrations, you only
use the Bulk User Provisioning Tool to import a .CSV file of users into MiCollab from
the communications platform during initial provisioning and to synchronize MiCollab
Client contacts with a directory server. Contacts that fail to be imported during a
directory server synchronization are listed in the Manage Detained Queue. You do
not use the Bulk User Provisioning Tool for MiCollab with MiVoice 5000.integrations.

You can perform user data operations such as adds or edits in the Bulk Provisioning tool
grid and then save the operations to the Users and Services database. The Bulk User
Provisioning Tool has three modes:

* Bulk User Add: This mode allows you to add records into the grid of the tool. You can
then save the newly added records to the User and Services database.

* Bulk User Edit: This mode allows you to edit the users' passwords in bulk. You can
select user names from the .CSV file and change the password by clicking the Reset
Password button.

* Manage Detained Queue: This mode allows you to manage detained and failed
Integrated Directory Service (IDS) operations. Detained IDS operations are operations
that have been performed on the directory server that have not been applied to
the USP database yet. Failed IDS operations are directory server updates that the
MiCollab system could not apply to the USP database due to errors.

e Note:

The administrator can create the contacts as basic users from Bulk User Provisioning
tab.

The total number of records in the Bulk Provisioning tool is displayed in the lower-left
corner of the grid.
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Bulk User Provisioning Tool - Element Descriptions

Element Description

Mode Selects the Bulk The bulk user tool has
Provisioning tool mode of three modes of operation:
operation.

* Bulk User Add

* Bulk User Edit

* Manage Detained
Queue

Add Adds a new blank user You can add new records
record in to the grid. in all four operational

modes.

Delete Deletes selected user Check the box next to a
records from the grid. record to select it.

Save Performs the operations Add, Update, and Delete
that are specified in the operations are applied to
grid for each record. the Users and Services

database upon Save.
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Element Description Notes

Reset Password Resets the passwords of Select the user names
selected users. from the imported .CSV
file and click the Reset
Password button. When
prompted, click OK to
confirm your selection.
Bulk User Provisioning

for resetting the selected
users' password takes
effect. Each user receives
a welcome email which will
contain a new temporary
password. Users must

log in to the End User
portal using the temporary
password and specify a
new password.

e Note:

The Reset Password
option will not work for
MiCollab installations
that have the welcome
email disabled. In this
case you must re-
enable the welcome

email.
Tools Download Example CSV Download an example CSV
File file that you can use to
create an import file of data
entries.
Import from File Import entries from a CSV

or LDIF file into the Bulk
User Provisioning tool
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Notes

Element Description

Empty Detained Queue

Remove all entries from the
Detained Queue quickly.

Reload Detained Queue

Refresh the data entries in
the grid from the Detained
Queue.

Reload Grid from Cache

Refresh the data entries
in the grid from the server
cache

Click 4 to expand the row
and display the current
user and service details for
this record. If there are any
errors associated with the
record, a detailed summary
of the error is provided.

Prior to performing an Add
or Delete operation, use
this function to identify the
detailed changes that will
be made to the database.

Check the box to select a
record.

To select all records, check
the box in the table header.

Click < and - to sort
column data.

You can sort column

data in ascending or
descending order. You
can also configure custom
sorting criteria.

OoP

This column indicates the
operation for each entry,
for example: A (Add), U
(Update), and D (Delete).
The operations are applied
when you click Save.

Hover your cursor over
the letter to display the
operation. Add, update,
and delete operations are
applied to the User and
Services database on
Save.
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Element Description Notes

Timestamp (Managed Shows the date and time of
Detained Mode only) when the entry entered the
detained queue.

First Name Enter user's first name. Enter a first name up

to 256 alphanumeric
characters in length (for
example, "Bob"). This field
is optional and can be left

blank.
Last Name Enter user's last name. For | Enter a last name up
example: "Smith". to 256 alphanumeric

characters in length (for
example, "Smith"). This
field is mandatory.

Domain The Domain Name is read- | You can only manage non-
only and is either read from | local domains from the

a directory server or set to | directory service or by

the local domain performing an LDIF file
import. The domain field

is set in the LDIF file and
should not be changed. In
all other cases, the domain
field is set to the local
domain.

Login ID Enter a login ID for the For example, "smithb".
user.
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Element Description Notes

Email Address Enter a unique primary Use the format "
email address for the name@place.suffix", where
user. For example:
"smithb@mitel.com" * nameis 210 40

characters in length

+ placeis 2 to 40
characters in length

+ suffix is from 2 to 6
characters in length

* address does not
contain special

characters.
Role Select the desired role for | When you save the user,
this user. the template associated
with the role is applied to
the entry.

Prime Phone Enter the directory number
of the user's prime phone.

Secondary Phone Enter the directory number
of the user's secondary
phone.

External Number Enter the number of the

user's external phone.

Direct Inward Dial Number | Enter the dialing prefix and | Direct Inward Dialing (DID)
external number of the routes incoming calls on
designated DID trunk. a designated trunk to the
user's phone.

SIP Password Enter the SIP password
which is passed to MBG to
authenticate the SIP user.
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W

Indicates an error in a data
field

Applications

Notes

Hover your cursor over the
error icon for information.

Indicates that the data
entry failed to import into

Click the icon for a detailed
report.

the database.

0 Note:

In MX-ONE integration, the secondary phone is an attribute of the primary phone.
The secondary phone can be set or not set from MX-ONE provisioning manager.

6 Note:

To use the Teleworker services in MiVoice Office 400 or MiVoice MX-ONE, SIP
Username field must be added manually in the example csv file.

Customizing the Column Data

You can customize the way data entries are displayed in the Bulk User Provisioning tool.
By right-clicking in the column header and selecting the desired menu item, you can

+ sort a column of text entries alphabetically in either ascending or descending order
» sort a column of numbers in either ascending or descending order

+ configure a custom sort based on column headings

« group entries according to the data in a column heading

You can also

* move a column by clicking the header and dragging it to a new position

+ adjust a column width by selecting the right border of the column header with your
cursor and dragging it to the left or right.
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6 Note:

After you reload the data or switch to a new tab, the sort order reverts to the default.
The default sort order is as follows:

» Erroricon (ascending order based on description)
» Last Name (ascending order)
* First Name (ascending order).

1.1.3.7.3.2 Bulk Import from File

Use the Bulk User Provisioning Tool to provision users and services. The tool allows you
to perform the following tasks:

» import a database of user entries from a file
 edit the user entries in the online editor, and then
» upload the entries into the MiCollab Users and Services database.

Conditions

* You cannot use the bulk import feature to change existing user records in the
database. Bulk import is for adding new users and services only.

* You can import user data from the following source files:

+ « comma-separated value (CSV) file exported from a communications platform
» LDAP Data Interchange Format (LDIF) file exported from a directory server.

* You cannot import MiCollab Client contacts via a CSV or LDIF file.

+ Contacts imported via Active Directory are displayed as read-only in the Bulk User
Provisioning tool.

* You must open the Example CSV File (BUPExample.csv) in Microsoft Excel and use
it to import your user data. It is not possible to bulk add a user by manually data-fill
(typing into the grid).

* The maximum import file size is 5000 entries.

+ MiCollab users can be configured with multiple phones and each phone extension
consumes a device (Multi-Device User Group device) on the MiVoice Business
system. On a 2500 or 5000-user MiCollab system, it is possible to exceed the
device limits of the MiVoice Business system(s). To minimize the possibility of over
provisioning, do not assign users with unnecessary phones. Also, during initial bulk
provisioning of a 2500 or 5000-user MiCollab system, create roles and templates that
assign the actual phone requirements for the users. For example, if you have UCC
Premium users who only require two phones, create and apply a "UCC Premium
- 2 phone" role and template. If you use the default UCC roles and templates, the
maximum number of phones are applied, increasing the risk of over provisioning.
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* The Bulk User Import Tool does not support importing MAC addresses from the CSV
file.

» Disable Skype plug-ins before you import records using the Bulk User Provisioning
tool. Skype plug-ins can cause the BUP import process to be very slow or in extreme
cases stop functioning.

« 2-byte UTF-8 character format is supported in the following User and Services
application fields: First Name, Last Name, and Role. To import entries with UTF-8
characters, you must import them from a CSV or LDIF file that supports UTF-8
encoding. Use an editor (for example, Notepad++) that supports UTF-8 encoding to
create the import file.

o Note:

Do not use an Excel file. Excel does not display UTF-8 characters properly in
CSV files, even if the encoding is set to UTF-8. Also, if you are importing from an
LDIF file, ensure that only ISO-8859-1 characters are present in the file. For LDIF
import files, the Users and Services Bulk User Provisioning tool only supports the
ISO-8859-1 character set.

* The Bulk Import from File functionality is not supported for MiCollab integrations with
the MiVoice 5000. However, MiCollab Client contacts that fail to be imported during a
directory server synchronization can be managed from the Manage Detained Queue.

* For MiCollab with MiVoice Office 400 or MiVoice MX-ONE integrations, you only use
the Bulk User Provisioning Tool to import users into MiCollab. You can export a CSV
file of user entries from the communications platform and then import the user entries
into the MiCollab system using the Bulk User Provisioning (BUP) tool in USP. Note
that an import CSV file for the BUP tool can contain a maximum of 5000 users.

6 Note:

The Flow Through Provisioning feature shares MiVoice Business templates with

the MiCollab system. The MiVoice Business templates support key template
programming for users created from MiCollab USP. However, when a key template is
created on the MiVoice Business system, the template is not validated for incomplete
key programming (such as a missing ring type in a DSS/BLF key). The system only
generates errors when you attempt to apply the invalid key template to a user via a
role. Therefore, whenever you create a new key template on the MiVoice Business,
ensure that you test it by applying it to a MiVoice Business user. If you receive errors
related to key programming when you attempt to apply a shared template, you must
correct the key template on the MiVoice Business.
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Import File Format

The file must include the mandatory headers listed in the following table:

Column Header | Mandatory or Format
Optional
First Name optional Up to 256 The first name or
characters. last name must be
UTF8 characters provided.
Last Name mandatory are supported;

however, ordinal
indicator characters
are not displayed
correctly in the
First Name and
Last Name fields
across MiCollab

applications.
Login ID mandatory 2 to 21 characters. | Alogin ID is
Limited to ASCII generated from the
(non-accented) user's first and last
characters (@, name if this value is
comma, or space missing. This field
are not allowed). does not apply to
corporate contacts.
Email Address optional (unless Must be a valid Email address
required by e-mail address. is mandatory if
template for Limited to ASCII MiCollab Audio,
specified role) (non-accented) Web and Video
characters. Conferencing is
included in the
template.
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Column Header | Mandatory or

Optional

Role mandatory UTF8 characters The roles that

are supported. you specify in the
Import file must be
programmed in the
Roles tab of the
User and Services
application (with
the exception of
the default Contact
role). Otherwise,
warnings will be
present after you
import the entries
into the Bulk User
Provisioning tool.

The Role that you
assign to a user
must correspond to
the user's MiVoice
Business network

element.

Primary Phone optional (unless 1 to 7 digits, # or *. | Directory number
required by No spaces must be unique
template for (cannot already
specified role) exist in system

directory). For non-
corporate contacts,
external numbers
are permitted.

Secondary Phone optional (unless 1 to 7 digits, # or *. | Directory number
required by No spaces. must be unique
template for (cannot already
specified role) exist in system

directory). For non-
corporate contacts,
external numbers
are permitted.
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Column Header

Mandatory or

Optional

External Number

optional (unless
required by
template for
specified role)

E.164 format is
supported.

This column is
mandatory if the
selected template
requires an external
hot desk user
(EHDU) number.
For MiCollab with
MiVoice MX-ONE
integrations, this
field only applies
to MiCollab Client
contact entries.

DID Number

optional

E.164 format is
supported

Direct Inward
Dialing (DID) routes
incoming calls

on a designated
trunk to the user's
phone. Enter the
dialing prefix and
external number
of the designated
DID trunk. This
field only applies
to MiCollab with
MiVoice Business
integrations. Not
applicable to
corporate contacts

SIP Password

optional (unless
required by
template for
specified role)

Up to 26 characters
(ISO-8599-1). This
field can be blank.

SIP password
which will be
passed to MBG
to authenticate
the SIP user.
This column is
mandatory if the
selected template
requires a SIP
Password.
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Column Header | Mandatory or

Optional

ID optional E.164 format is
supported

6 Note:

For MiVoice MX-ONE, DTS Phone field is treated as Secondary Extension.

Import from .CSV File

1. Export the user data from the MiVoice Business , MiVoice MX-ONE, MiVoice
Office 400 or MiVoice Office 250 communications platform to a CSV file. For
MiVoice Business systems, you can export the user data from the User and Device
Configuration form (refer to the MiVoice Business System Administration Tool online
help for instructions).

2. In the MiCollab server manager, under Applications click Users and Services.
. Click the Bulk User Provisioning tab.

4. Click Tools, click Download Example CSV File, scroll down to the bottom of
the screen, and then click Open. The file (BUPExample.csv) opens in Excel. The
BUPExample.csv file is shown below:

w

1. Copy the communication platform user data from the exported file into the import file
spreadsheet columns, starting at row 2.

MiVoice Business Specific Information:

The following table shows how the BUP file headings map to the MiVoice Business
User and Service Configuration form headings. Refer to the notes provided below for
additional guidelines.

BUP File Column Heading User and Services Configuration File
Column Heading

First Name First Name
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Last Name Last Name

Login ID Login ID

Email Address Email

Role Not applicable - you need to create roles
on MiCollab and specify one of the roles
in the BUP file.

Primary Phone Number

DID Number DID Service Number

SIP Password

Department Department

Location Location

MiVoice Business Specific Notes:

+ If you are importing a Bulk User Provisioning file to migrate to Flow Through
Provisioning, the phone service details (for example: Device Type) are irrelevant. The
sync and reconcile operation that runs at the end of the start sharing process assigns
the users' phone services from the MiVoice Business database to the MiCollab user
entries.

* In MiVoice Business, Login IDs are case sensitive (so, smithF and smithf are two
unique Login IDs). However in MiCollab, Login IDs are not case sensitive (so, smithF
and smithf are the same Login ID). To avoid conflicts during the synchronization,
ensure that all Login IDs consist of a unique set of characters.

1. e

Cla )
Click the Office Button "\Jf'-"l , click Save As, click Other Formats and then save the
file type as CSV (comma delimited) (*.csv).

2. If you are prompted to "keep the workbook in this format", click Yes. Close the file.
. Click Tools and then click Import from File. The Import from File window opens.
4. Select Import Bulk Add CSV File.

w
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5. Click Browse and navigate to the .csv file.
6. Select the file and click Open.

0 Note:

Ensure that you disable Skype plug-ins before you import records using the Bulk
User Provisioning tool. Skype plug-ins can cause the BUP import process to be very
slow or in extreme cases stop functioning.

1. Click Import. The data from the .csv file is imported.

2. If the import is successful, the entries are listed in the Bulk User Provisioning Tool.
Invalid entries are indicated with error icons. Correct any invalid entries.

3. Ensure that an appropriate role is assigned to each user.
4. If required, add user entries to the grid, or remove user entries from the grid.

5. Check the boxes next to the entries that you want to save to database. Click the box in
the table header to select all entries.

6. Click Save. The Operation Progress window opens and displays the save to database
progress. If necessary, you can stop the save process at any time by clicking Cancel.
The Bulk Add Progress window closes and you return to the Bulk User Add screen.
The screen displays error icons for any entries that were not saved to the database.

7. After the import is complete, the Operation Progress window closes.
8. Click the Users tab and check to ensure that all the entries are listed correctly.

Import from LDIF File

e Note:

You cannot import a MiVoice MX-ONE LDIF into MiCollab. Although the MiVoice
MX-ONE manager (AM7450) supports LDIF export, the format of the LDIF file is not
compatible with MiCollab.

To import data from a .LDIF file:

1. Export the user data from the directory server to a LDIF file and save the file in a
directory on your client PC.

2. In the MiCollab server manager, under Applications click User and Services.
3. Click the Bulk User Provisioning tab.
4. Click Tools and then click Import from File. The Import from File window opens.
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. Select Import LDAP Data Interchange Format (LDIF) File.
. Click Browse and navigate to the LDIF file.

. Select the file and click Open.

. Click Import. The data from the LDIF file is imported.

. If the import is successful, the entries are listed in the Bulk User Provisioning Tool.
Invalid entries are indicated with error icons. Correct any invalid entries.

10. Ensure that an appropriate role is assigned to each user. Note that you can use Auto-
Fill to quickly complete the roles for a selection of users.

11. Check the boxes next to the entries that you want to save to database. Click the box in
the table header to select all entries.

12. Click Save. The Operation Progress window opens and displays the save to database
progress. If necessary, you can stop the save process at any time by clicking Cancel.
The Bulk Add Progress window closes and you return to the Bulk User Add screen.
The screen lists any entries that were not saved to the database.

13. After the import is complete, the Operation Progress window closes.

14. Click the Users tab and check to ensure that all the entries are listed correctly.

© 00 N O O

1.1.3.7.3.3 Auto Fill Selection

The Auto Fill Selection function allows you to quickly complete the following fields across
a selection of user entries in the Bulk User Provisioning tool:

* Role

* E-mail Address

* Login ID

* Directory Numbers.

On a new system, if you have a database that contains only user names, you can use
roles and templates in combination with Auto Fill Selection to complete user and services
provisioning. After you create the roles and templates, use Auto Fill Selection to assign
user entries in the Bulk User Provisioning tab with roles, directory numbers, and e-mail
addresses.

Auto Fill Roles

1. Import a file of user entries into the Bulk User Provisioning tool. See Bulk Import from
File for instructions.

2. In the left-most column, check the boxes of the user entries that you want to auto fill.

3. Place your cursor in the Role column header, right-click and select Auto Fill
Selection. The Auto Fill Role dialog box opens.

4. Select the role that you want to apply to the selected entries.
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o Note:

Any existing role would be overwritten with the new role.

5. Click Auto Fill. The Role fields for the selected entries are updated with the new role.

6. Click Save. The Operation Progress window is displayed. When the operation is
complete, the directory is updated with the user entries. The user entries contain the
template data of the assigned role.

Auto Fill Directory Login ID

The auto fill Login ID function allows you to program a selection of user entries with login
IDs.

6 Note:

Do not program users from the MCD System Administration Tool; otherwise, conflicts
could occur. Instead, program users only from MAS and use single point provisioning
to update the MCD system.

1. Import a file of user entries into the Bulk User Provisioning tool. See Bulk Import from
File for instructions.

2. In the left-most column, check the boxes of the user entries that you want to auto fill.
Only selected entries are auto-filled. If a selected entry is already programmed with a
directory number, the number will be overwritten.

3. Place your cursor in the Login ID column, right-click and select Auto Fill Selection.
The Auto Fill dialog box opens.

4. Specify the Login ID format.

5. Click Auto Fill. The Directory Number fields for the selected entries are updated from
the specified Starting Directory Number.

6. Click Save. The Operation Progress window is displayed. When the operation is
complete, the user directory is updated with the login IDs.

Auto Fill Directory Numbers

The auto fill directory number function allows you to program a selection of user entries
with a consecutive range of directory numbers.
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6 Note:

Do not program users from the MCD System Administration Tool; otherwise, conflicts
could occur. Instead, program users only from MAS and use single point provisioning
to update the MCD system.

1. Import a file of user entries into the Bulk User Provisioning tool. See Bulk Import from
File for instructions.

2. In the left-most column, check the boxes of the user entries that you want to auto fill.
Only selected entries are auto-filled. If a selected entry is already programmed with a
directory number, the number will be overwritten.

3. Place your cursor in a column that contains directory numbers (for example,
PrimePhone or SecondaryPhone) right-click and select Auto Fill Selection. The Auto
Fill dialog box opens.

4. Enter the starting Directory Number.

5. Click Auto Fill. The Directory Number fields for the selected entries are updated from
the specified Starting Directory Number.

6. If there are other columns that require directory numbers, select each column and run
Auto Fill Selection to add them.

7. Click Save. The Operation Progress window is displayed. When the operation is
complete, the user directory is updated with the directory numbers.

Auto Fill Email Addresses

Use auto fill to enter corporate e-mail addresses into entries with blank e-mail address
fields.

1. Import a file of user entries into the Bulk User Provisioning tool. See Bulk Import from
File for instructions.

2. In the left-most column, check the boxes of the user entries that you want to auto fill.
Only selected entries are auto-filled. If a selected entry is already programmed with an
e-mail address, it will be overwritten.

. Place your cursor in the Email Address column, right-click and select Auto Fill
Selection. The Auto-Fill Email Address dialog box opens.

. Select the name ordering.

. Select the separator type.

. Enter the domain name. A domain name is required.

. Click Auto Fill. The e-mail fields are completed for all selected entries.

. Click Save. The Operation Progress window is displayed. When the operation is
complete, the user directory is updated with the e-mail addresses.

w
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1.1.3.7.3.4 Add User Entries

To add user entries to the directory from the Bulk User Provisioning tool:

Note: You cannot add MiCollab Client contacts from the Bulk User Provisioning tool.
Contactsin the Bulk User Provisioning tool are read-only. Modifications to contact entries
should be made in the directory service.

. Under Applications click User and Services.
. Click the Bulk User Provisioning tab.
. In the Mode field, select Bulk User Add.

. Click Add. A row for a new user entry is added. The First Name column cell is enabled
for data entry and the remaining column cells are blank. The column headings list the
basic data fields for an entry without any application services.

A WON -

0 Note:

The Domain Name is read-only and is either read from a directory server or set

to the local domain. You can only manage non-local domains from the directory
service or by performing an LDIF file import. The domain field is set in the LDIF file
and should not be changed. In all other cases, the domain field is set to the local
domain.

5. Enter data in the First Name (optional), Last Name, Login ID, and Role fields. When
you select a role, the cells required for that role are automatically enabled for editing.
A cell entry for the record is either enabled or disabled based on the assigned role and
its associated template.

6. Enter data in the remaining column cells for the user as required. Use the scroll bar
at the bottom of the window to show the columns to the left. If the entry is missing any

required data for the specified role or if the field contains invalid data, error icons
are displayed.

7. Click 4 to review a summary of the user and services changes that will be applied to
the database. If there are any errors associated with the entry, a detailed summary of
the error is provided. You must resolve the errors before you can save the entry to the
directory. Click Done.

8. Check the box to select the entry.

9. Click Save. The Operation Progress window opens. When the operation is complete
the entry is added to the directory with the specified data.

10. Entries that cannot be saved to the database are identified with a failed import icon.
You must resolve the error before you can save the entry to the directory. Click the

failed import icon = for details.
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6 Note:

The grid can contain a maximum of 5000 records.

1.1.3.7.3.5 Correcting Errors

If errors occur during a bulk data import, they are listed in the Bulk Provisioning Tool
screen and indicated by icons:

' indicates a field entry error. To display the error, hover your cursor over the icon. The
error message provides the corrective action.

e indicates a data import failure. To display the error, click the icon for details. The
error report provides the corrective action. If multiple errors exist against the update, click
Next.

You can also click the « icon next to an entry to review a detailed summary of any errors.
You must resolve the errors before you can save an entry to the directory.

Example of a Field Entry Error

o0 Mitel | micoliab

admin@vmasz-bricuxd.lab.miteL.com Alarm Status: Minor Logout

Applications - Users and Services e

The Users and Services directory allows you to maintain user data and assign or remove user services, such as Unified Communicator Mobile or
_ | Teleworker. The directory lists the usernames and office numbers of the MAS users, and shows the services that have been assigned to each user
= Services are only available if they have been installed on the server as an application blade and are licensed

5 Users  Network Element  User Templates  User Roles  Locations Departments Bulk User Provisioning
Licensin g Infarmatian 5 = =
ServiceLink R B e = Add Tools ~
Blzdes
Status
[F] 7 OP FirstName: LastName=: Domain  LoginID Email Address Role Prime Phone  Secondary Phone Extemal Number ™
Administrati
syt Lt A4 F A Ted Green greent  greent@mitel.com o 1004
4 [ A say Red reds () reds@mitel com, 1) 1044
0 A Fres White whitef [ inyalid &-mall address. 1013

#100% -
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Example of a Data Import Error

o0 Mitel | micoliab

admin@vmasz-bricuxd.lab.mitel.com Alarm Status: Miner Logout
Appliciicng Users and Services ()
Users and Services -

Mitel Collaboration Advanced

Witel Border Gateway ; . o . o . . -
e The Users and Services directory allows you to maintain user data and assign or remove user services, such as Unified Communicator Mobile or
e MBI Teleworker. The directory lists the usermnames and office numbers of the MAS users, and shows the services that have been assigned to each user
o Services are only available if they have been installed on the server as an application blade and are licensed

Users | Network Element | User Templates _User Roles | Locations | Departments | Bilk Usér Provisioning

Mode - |Manage Detained Queue | v Tools v

Administration B
Backup
View log files
Event viewer

~ OP Timestamp  FirstName  LastName * Domain  LoginID Email Address  Role Prime Phone ~ Secondary Phon Extemal Number ¥

4 [ @A 20130425 Test Test maslabl. festlD  testiD@lestcom Default UCC Pre... 15110

System infarmation 2
Ervor Viewer X
System monitoring

System users
Shutdown or reconfigure Error Number : 1 of 1

Virtualization Time Stamp . 2013-04-25 15.19.22.534000000

Configuration

Integrated Directory Service
rd
Applications Suite Sattings

UCA Inter

Message

Applications Suite Language Failed 1o creale users and services Create User Error. HTTP error while trying to communicate with the Unified I
E-mail sattings Communications Server. Could not apply in the UCA appiication

Google Apps

DHCP

Dats and Time
Hostnames and addresses
Domains

S Delailed Message

Etharnet Cards /An exception oceurred during Quick Add. The message from the exception was "Create User Error. HTTP error while trying
Review configuration to communicate with the Unified Communications Server. Gould not apply in the UCA application. ~
Security

Remote access
Lacal netwarks
Part forwarding
Web Server Certificate Fields
Certificate Management

Miscellaneous
Support and licensing
Kelp

Suggestion

Records: 1

Chark Server | nas

1.1.3.7.3.6 Importing contacts using Bulk User Provisioning

You can use Bulk User Provisioning to import contacts via the following methods:

* Active Directory
+ CSVile
* Manually added using the Add button

6 Note:

When a contact is created through BUP (using Manual Add), the Primary Phone,
DID Number, External Number, and SIP Password fields are disabled, and the user
cannot interact with these fields.

Conditions:

* The contacts imported via BUP are read-only for the users, that is, the contacts cannot
be edited or deleted. Only the administrator can recreate the deleted contacts via BUP
(Manual Add, CSV Import) and AD IDS Connection
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* The contacts cannot be converted to a user.

1.1.3.7.4 User Information

* View User Directory on page 1

* Enter User Information on page 198

* Quick Add on page 211

* Delete Users on page 212

« Send Service E-mail on page 213

+ Send CloudLink Welcome Email on page 213

1.1.3.7.4.1 View User Directory

Overview

The Users and Services directory allows you to manage user data and assign or remove
application services, such as MiCollab Audio, Web and Video Conferencing or NuPoint
UM . The directory lists user names and office numbers for MiCollab users and shows
the services that are assigned to each user. Above the directory list, the "Unassigned
services" and "Total number of users" are displayed.

View Directory Entries

1. Under Applications, click Users and Services.
2. Click the User tab.

3. Click Show all. Users are listed alphabetically by their last names. Services appears
as column headings along the top of the directory.

Last Name Displays the name of the user. The name

fields can be blank, but you must assign

_ a Login ID. Duplicate names are allowed.
First Name Although the Last Name and First Name
can be the same, the combination of "Last
Name, First Name" and "Office Phone #1"
must be unique.

Click a user's last name to display the
information for that user.
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Field/Column Description

Phone(s) The user's extension number(s) on the
communications platform. This field can
be blank.

v Indicates that a service (for example,

Teleworker) that is hosted on the local
node is assigned to the user. A blank cell
indicates that the service is not assigned.

The MiCollab Client service is available
to all users. However, the service is not
active unless it's assigned to one or more
of the user's phones.

Identifies data elements that are being
shared via Flow Though Provisioning.

0 Note:

To display e-mail addresses, perform a search on an e-mail address.

0 Note:

If AWV and NP-UM ports are listed in the MiCollab USP directory, do not delete them
from USP. They should not be assigned any services.

Locate an Existing User in the Directory

1. In the Search field, enter one of the following for the user:

* First Name
e Last Name, or
* Phone extension number
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6 Note:

Entering a partial name or number broadens your search and typically returns
more results.

2. In the View field, set the number of results that you want to display per page.
3. Click Search.

Directory Tasks
From the Users directory, you can perform the following tasks:

* Quick Add

» Edit a user's information

* Reset a user's login password and TUI passcode
* Add a new service to a user

* Delete a service from a user

* Delete users

+ Send a user a welcome email

» Send CloudLink Welcome Email

* Deploy Mobile Client for Softphone
* Deploy MiCollab Clients for EHDU
* Generate Reports

* Connect to MiVB System Tool

About Unassigned Services

Unassigned services or mailboxes are services that have been registered with an
application but have not yet been assigned to a user. Click the View link to display a list
of available services (for example, unassigned mailboxes). See Managing Unassigned
Services for more information.

0 Note:

When you add or delete services through any of the applications, it can take up to 5
minutes before the numbers are updated. For example, if you add a mailbox through
the NuPoint UM Web Console, it can take up to 5 minutes before the number of
"Unassigned mailboxes" is increased.
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1.1.3.7.4.2 Enter User Information

The user information that you program in this tab is available to all installed MiCollab
applications. User information that you provision using the USP application is also
provisioned in the associated MiVoice Business database if Flow Through Provisioning is
enabled. Flow Through Provisioning is not supported for the MiVoice Office 250, MiVoice
Office 400, MiVoice 5000, or MiVoice MX-ONE.

The following conditions apply:

* Do not add and delete MiCollab users from the MiVoice Business system
administration tool even if Flow-Through Provisioning is enabled. Perform these tasks
from MiCollab.

* Users must have at least one phone service assigned.

* You cannot add a phone to a user who does not already have one. Use Quick Add or
import user entries with a phone using Bulk User Provisioning.

* You can enter accented characters in the MiCollab supported languages into the
following User and Services application fields: First Name, Last Name, Login ID,
Password, Template Name, and Role Name.

« If MiCollab is integrated with MiVoice 5000 or MiVoice MX-ONE, the fields in this
tab are read-only with the exception of the Password and TUI Password fields.
The Add, Quick Add, and Delete buttons will not be available. Add users from the
communication platform management interfaces.

Field Descriptions

Personal Info

Field Description Values

First Name Enter user's first name. The Enter a name up to 256
Search function in the MiCollab characters in length. This field
End User Portal can locate users | can be left blank.

based on the first or last name.
This field supports UTF-8

characters.

It's recommended that you make
the name in this field match the
" Firstname" of the " Lastname,
Firstname" entry in the Name
field of the MiVoice Business
Telephone Directory Assignment
form.
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Field Description Values

Last Name Enter the user's last name. You Enter a name up to 256
can leave this field blank. The characters in length. This field is
Search function in the MiCollab mandatory.
End User Portal can locate users
based on the first or last name. | This field supports UTF-8
characters.
It's recommended that you make
the name in this field match the
" Lastname" of the " Lastname,
Firstname" entry in the Name
field of the MiVoice Business
Telephone Directory Assignment
form.
Display Name | Displays the " Lastname,
Firstname" for the user. If a First Name is not entered,
only the Last Name is displayed.
If the Last Name is not entered
only the first name is displayed.
If both the first name and last
name are not entered, this field is
blank.
Role Select the desired role for this Default is None.
user. When you save this entry,
the role label is just applied
to the entry. The associated
template information is not
applied. Template information is
only applied during a Quick Add
operation.
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Field Description Values

UCC Bundle Select the UCC License bundle Select one of the following:
to apply to this user. The license
bundle determines the services

and application licenses that are

*kkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkjkrkx

assigned to this user. * None
A Slte Can use a mIX of UCC *kkkkkkkkkkkkkkkkkkkk
Ilcenses and "a Ia Carte" *kkkkkkkkkkkkkkkkkkkkk
licensing.
» Default UCC Basic User for
Enterprise
* Default UCC Entry User for
Enterprise

* Default UCC Standard User
for Enterprise

* Default UCC Premium User
for Enterprise

*hkkhkkkkhhhhhhhhiik

dhkkhkkhhhhhhhhhhhhhhrhkx

Default is None.

Department Select the department that the To populate this list see Add or
user belongs to from the drop- Edit Department Information
down menu. (Optional)

Location Select the location of the user To populate this list see Add or
from the drop-down menu. Edit Location Information
(Optional)
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Field Description Values

Prompt
Language

Select the language for the user's
voice services (Telephone User
Interfaces).

The changes take affect
immediately after you click Save.
Active TUI sessions remain in the
previous language until the next
login session.

0 Note:

This setting changes all

the user's TUIs to the new
language with the exception
of the MiCollab Audio, Web
and Video Conferencing
application. This setting

is not applied to the AWV
TUI. The AWV TUI uses the
System Default Language.

By default, the prompt language
uses the System Default
Language that is set from the
server manager. To set the
System Default Language, under
Configuration, click MiCollab
Language. Then, select the
desired language from the
Language drop-down box.

6 Note:

If MiCollab is sharing user
data with MiVoice Business
elements, user updates

that you make on a MiVoice
Business platform are also
updated on the MiCollab
system. If you assign a user
on an MiVoice Business
element with a language
that is not supported on
MiCollab , US English
(system default) is applied to
the MiCollab user entry.
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Field Description Values

Primary E-mail | Enter a unique primary email Use the format "

Address address for the user. Users can name@place.suffix", where
also configure their primary email
address from their MiCollab * name is 2 to 40 characters in
End User Portal. Entering a length
primary email address in this + the place is 2 to 40 characters
field automatically populates the in length

Unified Messaging SMTP email | . the suffix is from 2 to 6
Console application.

This field is limited to ASCII
With Release 9.3 onwards, the characters.

email id field is mandatory for
creating a user. For existing
users with no email id specified,
the administrator will not be
able to edit the user and would
need to provide an email id to
continue.

0 Note:

It is not possible to update
the primary email from the
MiCollab Client Service. In
case a user has a different
primary email in MiCollab
Client Service than the USP,
they can run the following
steps to synchronize the
email at both places to avoid
any issues:

* Change the email in the
USP to the one set in
MiCollab Client Service.

It will change the email in
USP.

* Again change the email in
USP to the original email.
It will change the email in
both USP and MiCollab
Client Service.
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Field Description Values

Distinguished If this user entry is managed from | Read-only field
Name an Integrated Directory Service
(IDS) server, this field displays
the Distinguished Name that

will be used by MiCollab for a
logon attempt using LDAP to the
directory server.

If the user cannot log onto
MiCollab, this value should be
checked against the location

of the user within the directory
server, and make sure that the
locations are same. If a user is
moved within the directory server
and an IDS sync is performed,
and the user data is updated, this
value will be updated.

If this user entry is not managed
from an Integrated Directory
Service (IDS) server, this field
displays the MiCollab server
(MSL) domain name.
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IDS-
Manageable

Specifies that the data for this
user can be managed from an
Integrated Directory Service
(IDS) server. If an IDS server
is integrated with MiCollab ,
updates to specific user fields
in the directory service record
are applied to the corresponding
MiCollab record fields. Updates
are applied during the next
synchronization event.

When this box is checked, all
the IDS managed fields (for
example, First Name, Last
Name, Department, Location,
Email, and Login) are disabled
because the data is obtained
from the directory services. Clear
this check box if do not want

the user's directory server data
to be synchronized with the
MiCollab user's data. You can
then modify these fields from the
USP application. Note that data
is only synchronized from the
directory service to MiCollab .
Therefore, if you remove the IDS
Manageable box, changes that
you make to the entry in USP
will not appear in the directory
service database. The entry will
be out of sync.

If you subsequently check
the IDS Manageable box,
any changes that you made
to the IDS managed fields
will be overwritten by the
directory service on the next
synchronization.

If you check this box on a record
that was previously not managed

by the directory service, the
MiCollab system attempts to

Applications

Field Description Values

If a directory server is not
connected with the MiCollab
system, this option does not
appear.

If you check this option when
LDAP Authentication is enabled,
the user's login credentials

are changed to the user's
directory server domain name
and password. The change does
not occur until after the next full
synchronization. The system
automatically sends a Welcome
E-mail to inform the user of the
password change.

If you disable this option when
LDAP Authentication is enabled,
the system prompts you to enter
a new MiCollab password for
the user in this form. After you
set a new password, the system
automatically sends a Welcome
E-mail to inform the user of the
new password.

Default is Enabled

MiCollab
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Authentication
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Login

Enter a Login ID for the user's
MiCollab End User Portal. The
Login ID must be unique.

If you have entered the First
Name and Last Name for

the user, the Login ID is
automatically set to the last name
followed by the first initial of the
first name. For example, the
Login ID for John Smith would be
"smithj".

UPN is also supported in login
ID.

e Note:

The UPN login is supported
only in the integrated mode.

6 Note:

Users that are in the
detained queue will not be
updated with UPN on the
upgrade of server(s) to R9.4.

If the user is configured with a
SIP Phone and you change the
user's Login ID:

* The user's Set-side
username on the MiVoice
Border Gateway is updated
with the new Login ID.
However, if you change a
user's Set-side username on
the MiVoice Border Gateway,
the change is not applied
to the user's account on

Applications

Field Description Values

The Login ID can be between 2
and 113 alphanumeric characters
in length. You cannot leave this
field blank.

The Login ID can be numeric
but it should not conflict with any
other user's DN. The user can
use his own DN as a login ID.

Login ID Validations:

* invalid characters are \ & * +/
=2{H<>0);: 1"

» characters allowed are A — Z,
a-z,0-9,%.-_ '#"~

Letters with diacritical marks,
such as umlauts, accents, and
tildes, are invalid characters

6 Note:

This field supports
ISO8859-1 characters with
some exceptions.

0 Note:

TheUPN as a Login ID is
supported in MiCollab Azure
integration.

The UPN specifications are as
follows:

* The userPrincipalName
(UPN) attribute must be in

MiCollab
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Description Values

e unicode is converted to
underscore characters

 userPrincipalName cannot
contain any duplicate values in
the directory
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Field Description Values

Password Enter a password for MiCollab 4 to 20 characters.
End User Portal access.
Required password content is This field is limited to ISO-8859-1
determined by the configuration | characters.

applied to MiCollab Settings.

Click Generate Password to 6 Note:
have the system create a random
password for the user. Note that
the random password is masked
for security.

If the user has a SIP phone,
you must enter a secure
password that is not trivial.
Ensure that it contains

If the Service Information E- letters, numbers, and
mail feature is configured for the pqnciuatlon. (For example,
system, whenever you create or Mitel*Server1!).

change a user's password, an E-
mail is sent to the user with the
password.

If the user is configured with a
SIP Phone and you change the
user's Password:

* The user's Set-side
username password on the
MiVoice Border Gateway
is updated with the new
password. This also applies
if the user changes their
password. However, if you
change a user's Set-side
username password on the
MiVoice Border Gateway, the
change is not applied to the
user's account on MiCollab.

* You or the user must re-
register the SIP Password
with the MiVoice Business
Gateway. The user's SIP
Phone will display "No Reg"
until it is registered.
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Description Values

Confirm Re-enter the password to confirm (not necessary if generated
Password randomly).
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TUI Passcode

Set a passcode for the user's
Telephone User Interfaces. This
passcode allows the user to
access voice applications, such
as a (NP-UM) voice mailbox and
is also used as the Hot Desk
User Login PIN.

There are no passcode strength
restrictions enforced when you,
the administrator, set a passcode
for a user. When a user creates a
passcode, the passcode must

 consist of digits only (0 to 9)

* be from four to ten digits in
length

+ cannot match the user's
mailbox number or any other
company extension number.

* not be easy to guess (for
example, 1234).

* not contain the same digit
repeated more than three
consecutive times (for
example: 1111 or 2222).

Click Generate Random
Passcode to have the system
create a random passcode for
the user. Note that the random
passcode is masked for security.

Applications

Field Description Values

4 to 8 telephony digits (*, #, 0-9)

6 Note:

Default set by Mitel
Integrated Configuration
Wizard is the user's DN.

0 Note:

DNs that contain * or # are
not supported for Hot Desk
User Login PIN.

9 Note:

The passcode that you enter
in this field is distributed

to the User PIN field in the
User Configuration form

on the MiVoice Business .
Do not change the User

PIN field on the MiVoice
Business ; otherwise, the
User PIN and passcode will
be out of sync.

Also, users should not change
their User PIN from their sets
using Feature Access codes for
the same reason.

MiCollab
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Field Description Values

Confirm Re-enter the passcode to confirm (not necessary if generated
Passcode randomly).

1.1.3.7.4.3 Quick Add

Use Quick Add when you want to add a new user and override some of the template
settings:

1. On the Users tab, click Quick Add. The Quick Create User page opens.

0 Note:

Quick Add is not supported if MiCollab is integrated with MiVoice 5000 or MiVoice
MX-ONE .

2. Select the desired user role. The associated template information for this role is
applied.

o Note:

Shared roles that are not applicable to Quick Add (for example, a role with more
than three phones, will not be available for selection from the drop-down list.

3. Edit the fields as required. The Quick Add form displays a subset of the fields that are
available in the Template form.

4. If you add Teleworker service to a user's SIP phone, the system automatically
configures a corresponding SIP service on the MiVoice Border Gateway. You must set
the User Password field in the template to "Randomly Generate" or "Use this Value.
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If you select "Use this Value", the password value must be set to a strong password.
The following conditions apply:

* The system sets the Set-side username on the MiVoice Border Gateway to
<username-DN> (for example smithj-7328). This username format applies to
MiVoice Business communication platforms only.

* The SIP Password is a mandatory field when you are creating a SIP Teleworker
service. You cannot use the extension number as the password. You must configure
a strong password; otherwise, the Quick Add operation will fail.

+ If you change a user's Set-side username or password on the MiVoice Border
Gateway, the changes are not applied to the user's account on MiCollab.

o Note:

The Flow Through Provisioning feature shares MiVoice Business templates with
the MiCollab system. The MiVoice Business templates support key template
programming for users created from MiCollab USP. However, when a key
template is created on the MiVoice Business system, the template is not
validated for incomplete key programming (such as a missing ring type in a
DSS/BLF key). The system only generates errors when you attempt to apply the
invalid key template to a user via a role. Therefore, whenever you create a new
key template on the MiVoice Business, ensure that you test it by applying it to a
MiVoice Business user. If you receive errors related to key programming when
you attempt to apply a shared template, you must correct the key template on
the MiVoice Business.

5. Click Save.

1.1.3.7.4.4 Delete Users

6 Note:

If Flow Through Provisioning is enabled, when you delete a user the user data is also
deleted from the associated MiVoice Business system.

To delete a user:

1. Under Applications , click Users and Services .
2. Locate the user in the directory.
3. Click the check box next to the user's Last Name.
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6 Note:

The administrator can select multiple users on a page for deletion. To perform
multiple deletion, the administrator must be logged in to the Users and Services
Provisioning application using one session only.

4. Click Delete .
5. Click Yes .

0 Note:

Delete is not supported if MiCollab is integrated with MiVoice 5000 or MiVoice MX-
ONE .

1.1.3.7.4.5 Send Service E-mail

To send a Service Information E-mail to a user:

1. Configure a Service Info E-mail.

2. On the User tab, select the desired users from the directory list.
3. Click Send Service Info E-mail.

4. Click Okay.

1.1.3.7.4.6 Send CloudLink Welcome Email

In certain cases where the user misses the CloudLink Welcome Email, the administrator
can resend the welcome email to the users from the MiCollab USP using the option
Send CL Welcome Email.

1.1.3.7.5 Services

» Enter Phone Information on page 214

* Enter Speech Auto Attendant Information on page 239
» Configure Groups on page 241

* Enter NuPoint UM Information on page 247

* Enter MiCollab Client Information on page 254
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» Enter MiCollab Audio, Web and Video Conferencing Information on page 260
» Enter MBG Information on page 263

* Enter Vidyo Information on page 266

* Enable Google Integration Features on page 269
* Add External Numbers on page 269

* MiTeam Classic on page 271

* MiTeam Meetings on page 281

* Configure Service Information E-mail on page 284
+ Manage Unassigned Services on page 288

* Delete Services on page 290

* Reports on page 293

1.1.3.7.5.1 Enter Phone Information

The data that you enter in this form is shared across the applications that are installed
on the MiCollab server. If Flow Through Provisioning is enabled, configuring a phone
(adding, editing, and deleting phones) in this form also configures the phone on the
associated MiVoice Business.

0 Note:

Although you can add and delete phones from the MiVoice Business system
administration tool, the recommended best practice is to perform these tasks from
MiCollab.

0 Note:

For integrations with MiVoice Business, you cannot associate more than one user to
the same phone service.
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6 Note:

For integrations with MiVoice 5000 or MiVoice MX-ONE, you must provision phone
services from the MiVoice 5000 or MiVoice MX-ONE management interfaces by
applying a role to the user entry. Therefore, the Add New Phone and Delete Phone
buttons are disabled in this tab. Although MiVoice 5000 and MiVoice MX-ONE
supports users with multiple devices, only the users’ primary directory numbers
appear in MiCollab (that is, MiVoice 5000 or MiVoice MX-ONE users on MiCollab only
have one phone). The MiCollab services are applied to the prime directory number of
the user.

Adding a Phone

To add a user phone:

1. Edit the user record.
2. Click the Phones tab.

3. Click Add New Phone. If Flow Through Provisioning is enabled, the fields are
populated from the MiVoice Business default template. If Flow Through Provisioning is
not enabled, the fields are populated from the MiCollab Basic template.

4. Select the Phone Type.

5. Complete the required fields for the Phone Type that you selected (see tables below).
The fields depend upon the selected Phone Type.

o Note:

If you check the box next to a feature option, the fields associated with that option
are displayed. For example, if you click Hot Desking User, the Call Coverage
Service Number field, ACD Agent check box, and External Hot Desk License
check box are presented.

6. Click Save. If Flow Through Provisioning is enabled, the changes are automatically
migrated to the MiVoice Business. If it is not enabled, you must activate the new
device using the registration procedure listed in the Register Mitel IP Telephones topic
of the MiVoice Business System Administration Tool Online Help.

0 Note:

"Phone Type" and "Number" cannot be edited. To change this information, delete the
phone and add a new one.
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To determine the next available directory number on a MiVoice Business platform:

1. Reach through to the MiVoice Business Users and Services Configuration form.
2. Click Add > Default User and Devices.

3. Click the Service Profile tab. The system automatically populates the field with the
next available number.

4. Copy the number and cancel the changes.

5. Return to MiCollab Users and Services application and enter the directory number for
the user in the Number field.

Changing a User's Directory Number

You can change a user's directory number in Users and Services and the change is
applied to the other phone fields in the user's applications.

The following conditions apply:

* If Flow Through Provisioning to the MiVoice Business is enabled, you cannot change
the directory number of a user who is assigned with MiCollab services. The system will
display an error message.

» If Flow Through Provisioning is not enabled, you can change the directory number of a
user regardless of whether or the user has MiCollab services assigned. However, after
you change a user's directory number, you must manually change the user's directory
number on the MiVoice Business.

 If user provisioning is supported via Integrated Directory Services (IDS), directory
number change is not supported.

+ If you attempt to change a user's directory number to a number that is already in use,
the system displays an error message.

+ If the directory number operation fails, the current number is maintained.
* When you change a user's directory number, the change is not applied to

» the voicemail actions in NuPoint Unified Messaging Call Director call flows, or
+ the Speech Auto Attendant directory.

You must manually update the Call Director call flow and/or Speech Auto Attendant
directory with the new directory number.

To change a user's directory number:

1. In the Users and Services directory, select the user and click Edit.

2. Click Phone tab.

3. Change the user's directory number to an available directory number.
4. Click Save.
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When you change a user's directory number:

+ All the application fields that contain the current directory number are updated with the
new number. (For example, if the Number field in the user's Phone tab is set to 2222
and you change it to 3333, all the user's application fields that are set to directory
number 2222 are changed to 3333.)

 If the number field in an application is blank or has been configured with a number that
is different from the one that you are changing, then the field is not updated.

* The user's NuPoint Messenger greetings and recordings, AWV conferences, MiCollab
Client dynamic status, and so forth are maintained.

 If a user's mobile phone is deployed via the MiCollab Client Deployment service, the
phone number is updated immediately.

Deleting a Phone

To delete an IP phone service from a user:

. Edit the user record.

. Click the Phones tab.

. Click Delete Phone.

. Select the phone to delete from the list. A confirmation message is displayed

. Click Yes to delete the phone and its associated services. If you delete a phone that
is set as the Registered Phone for MiCollab Audio, Web and Video Conferencing
service, the Registered Phone is removed from the MiCollab Audio, Web and Video
Conferencing service. However, the MiCollab Audio, Web and Video Conferencing
service is NOT deleted.

a b WODN =

DNIC and Analog Phone Support

MiCollab only supports Flow Through Provisioning for IP phones. Analog/Analog-FXS
devices and users must be added in the MiVoice Business database. After Flow Through
Provisioning is initiated, these will be available in MiCollab. However, you can add DNIC
users into MiCollab and then program the user and phone separately into the MiVoice
Business database using the Reach Through feature.

0 Note:

MiCollab does not allow to edit DN or device type for Analog-FXS devices. Also,
HotDesking and Teleworker are not supported for Analog-FXS devices.

You can program entries into MiCollab for DNIC and analog phones and then use the
phone number as
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» areference to the associated mailbox
» areference to the associated SAA contact point.

+ as a default reference to a registered phone (call me) for MiCollab Audio, Web and
Video Conferencing collaboration user settings.

Field Descriptions

General

Description Values

Service Label. Enter a name of up to 64 Up to 64 characters.
characters that identifies
the service (for example,
Desk Phone). The same
label can be used for
more than one service
associated with the same

user.
Phone Type Select the type of system Mitel PBX Phone if the
that supports the phone. phone is on a MiVoice

Business system, MiVoice
5000, MiVoice MX-ONE, or
MiVoice Office 400 system.

Other PBX Phone if

the phone is supported
by a MiVoice Office

250. Note that Single
Point Provisioning is not
supported on the MiVoice
Office 250.

For Mitel Phone
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Field Description

Network Element

System-generated field.
You can only set the
network element if this is
the first phone that you are
assigning to the user. All
the user's phones must

be hosted on the same
network element.

Values

Elements are configured in
the Network Element tab.

Although you can select
any network element as
the home element, Flow
Provisioning Through is
only supported to MiVoice
Business elements that are
sharing with this MiCollab
system.

Secondary Element

For resiliency, select the
phone's secondary element
from the list. If the phone's
primary network element
goes out of service, the
phone is supported by

the specified secondary
element.

The selected element
must be different than the
network element above.
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Field Description Values

Number Enter the primary extension | Required.
number of the phone.

Tip: To determine the next _
available directory number 6 Note:

on a MiVoice Business MiCollab does not
platform support extension

numbers beginning
with a zero.

6 Note:

If this user is a Hot
Desk user or requires
a SIP Authentication
password, the DN
must not contain * or
#.
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Field Description Values

Secondary Line Number Enter the secondary line The Secondary Line
number of the phone. Number allows MiCollab
Client user to have

a second monitored
deskphone. Teleworker
Service is not assigned to
this number.

The secondary Line
Number is supported in
MX-ONE integration only.

0 Note:

MiCollab does not
support extension
numbers beginning

with a zero.
DID Service Number Direct Inward Dialing (DID) | 1 to 26 telephony digits, 0
routes incoming calls on to 9, *or #.

a designated trunk to the
user's phone. Enter the
external number of the 6 Note:

designated trunk.
The length of the

Assign the DID number to external number
the user's prime phone. cannot exceed 26
Program the user's other digits.

phones in a Personal Ring
Group or Multi-Device
User Group with the prime
phone as the pilot number
for the group. o Note:

This feature is only
supported with
MiVoice Business
Release 7.0 and later.
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Field Description

Use as Outgoing DID

Check this box to display
the DID number for
outgoing calls made from
the user's phone.

The MiVoice Business CPN
Substitution feature allows
you to program a substitute
number for outgoing calls
made on a DID trunk.

The substitute number is
presented to the network
for outgoing calls on the
DID trunk.

Disabled

Values
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Values

Field Description

CESID

Enter the Caller
Emergency Service
Identification (CESID) to be
sent to the Public Safety
Answering Point (PSAP) in
the event of an emergency
call. Up to 12 digits can be
programmed.

6 Note:

Although a CESID
can be programmed
for any mobile DN,
the system will only
use it for External Hot
Desk Users (EHDUSs)
that are logged on

to private trunks.

For regular hot desk
users and EHDUs
logged on to MINET
devices, the system
will use the CESID
associated with the
set's registration DN.

Between 1 and 12 digits in
length. Can contain digits 0
to 9. Default is blank.
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Values

Field Description

Check to create a Hot
Desking user; clear to
create a standard user and
device.

Hot Desking User

6 Note:

Hot Desking User
type requires COS
entries.

When you assign

a newly created
user as a Hot
Desking User,

the ACD Agent
field is disabled.

If required, select
the ACD Agent
field to create an
ACD Agent with hot
desking capability.
After a user has
been assigned with
the ACD Agent
option, you cannot
change this option
using Edit. You
must delete the
phone and then add
it again to change
the ACD Agent
option.

Not checked.
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Field Description Values

ACD Agent Check to designate a user | Not checked.
as a ACD Agent with hot
desking capability.

6 Note:

* To enable this
option, you must
first select the Hot
Desking User box
on a newly created
user.

» After a user has
been assigned with
the ACD Agent
option, you cannot
change this option
using Edit. You
must delete the
phone and then add
it again to change
the ACD Agent
option.
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Field Description Values

Enable SIP Softphone for Check box to enable SIP Not selected.
MiCollab for PC Client Softphone functionality
for a hot desking user.
When you enable this
functionality, MiCollab
Client Service assigns
the phone type as
SOFTPHONE and Device
Type as 76.

The Enable SIP
Softphone for MiCollab
for PC Client setting is
supported for MiCollab for
PC Client only.

6 Note:

You can apply
Teleworker service to
a Hot Desking user
with SIP Softphone
enabled.

External Hot Desk License | Check box to enable External Hot Desk User (EHDU)
functionality. The Device Type field must be set to Hot
Desk User. External Hot Desk Users must be licensed.
Licenses are programmed in the License and Option
Selection form of the MiVoice Business.

6 Note:

You cannot apply the Teleworker service to an
EDHU.
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Values

Field Description

Enter "9" or other prefix
digit(s) required to dial out
to the external hot desk
device.

Hot Desk User External
Dialing Prefix

1 to 26 telephony digits, 0
to 9, *or #.

Hot Desk User External
Number

Enter the telephone
number of the external hot
desk device.

1 to 26 telephony digits, 0
to 9, *or #.

0 Note:

The combined length
of the external dialing
prefix and external
number cannot
exceed 26 digits.

DTS

Enter the telephone

number of the DTS phone.

1 to 26 telephony digits, 0
to 9, *or #.

0 Note:

For MiVoice MX-One,
DTS phone fields are
treated as Secondary
Extension.
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Field Description Values

Preferred Set For a hot desking user, No Device
select the user's preferred
hot desking device type
from the drop down list.
The default value is No
Device.

« To display this field,
you must select the Hot
Desking User box.

* Users can select their
preferred hot desking
device type from the
Desktop Tool.

* If No Device is selected
as the Preferred Device,
the device is assigned
96 keys by default.
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Field Description

Deployment Profile

Select a profile for MiCollab
for Mobile Client softphone
or EHDU deployment.

Values

This field is only displayed
if the device type is set

to "UC Endpoint" or if
External Hot Desk User is
selected.

For "UC Endpoint" devices,
the default is the "default”
profile.

For External Hot Desk
Users, the default profile is
set in the MiCollab Settings

page.

Status:"Un-deployed"
indicates that the client is
not deployed. "Deployed"
indicates that the
configuration has been
sent to the client but has
not yet been downloaded.
"Downloaded" indicates
that the configuration has
been downloaded and
installed for the client.

0 Note:

You must configure
MiCollab Client
Deployment. See the
online help associated
with the Applications
> MiCollab Client
Deployment
application for
configuration
instructions.

0 Note:

If there is no phone for

MicolMiGRa Herlayisrentovisio

profile is selected,
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Values

Field Description

Send Deployment Email

If this option is checked, a
deployment email is sent to
the user when you deploy
a MiCollab for Mobile Client
softphone from the Users
and Services directory
page; if unchecked, it is not
sent.

The deployment email
provides users with a

QR code. After scanning
the QR code with their
mobile phone, the user

is authenticated, and the
MiCollab for Mobile Client
application is downloaded
from the App Store to the
user's phone.

If you are only deploying a
softphone to a user's web
client (WebRTC client),

then it is not necessary to
send a deployment email.

This option is only available
if the device type is set to
"UC Endpoint".

Default is checked (send
deployment email).
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Field Description Values

Device Type Select a device from the The following rules apply:

Device Type list.
* You cannot edit the

device type for Generic
SIP Devices that have
Teleworker services
assigned.

« This field is not available
if "Hot Desking User" is
checked.

* Enter a device type
of "UC Endpoint" for
MiCollab Client clients.

* The following MiVoice
Business Device Types
are not supported:
Analog, Analog-FXS,
5001 IP, 5201 IP,

5401 IP, NetVision IP,
Spectralink NetLink, and
Superset Devices.

* Assign the "Phantom"
Device Type to any
entries that you do
not want shared or
synchronized with
the MiVoice Business
via Flow Through
Provisioning. For
example, you could
assign a "Phantom"
device to

* a mailbox-only entry
to allow the mailbox
number to be located
in the USP directory
using the Search
feature.

* an entry that is
programmed in the
MiVoice Business
database as a system

speed call, non-prime
hraadeact Aaranin_or
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Field Description Values

MAC Address Enter the MAC Address 12 hexadecimal characters
of the Teleworker set separated into 6 pairs by 5
in the following format: colons.

XX XX XX XX XX:XX. The
MAC Address is printed on
a label that is affixed to the
base of Mitel IP phones.
(This entry is mandatory for
Teleworker.)

0 Note:

This field does not
apply when device
type "Hot Desk User"
or "SIP Generic
Device" type is
selected.
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Field Description

SIP Device Capabilities

When Generic SIP Device
type is selected, this field
is enabled with the default
SIP Device Capabilities
Number of 1. Assign

"UC Endpoint" device
type for a MiCollab Client
Deskphone, MiCollab
Client Softphone, or
UC360.

6 Note:

When you select

a device type of

"UC Endpoint" this
field defaults to 71.
However, if you

are configuring a
UC360 you must
change the default SIP
Devices Capabilities
number from 71 to a
value between 1 to
60. Then, program
the assigned SIP
Device Capabilities
number on the
communications
platform with the
settings required to
support the UC360.
See the MiVoice
Conference Unit
Administrator's Guide
on the Mitel Customer
Documentation site for
the required settings.

Values

Change the Default SIP
Device Capabilities number
as required.
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Values

Field Description

SIP Password

Enter a SIP device
password for the user.
When you create or
change a user's SIP
password, the system
automatically sends a
Service Info Email with the
password to the user.

Note: The display on 5505
SIP and 5302 IP sets

is limited to eight digits.
For these sets, assign a
numeric password of eight
digits or less.

Confirm SIP Password

Re-enter the passcode to
confirm.

Up to 26 ASCII characters
including numeric,
alphanumeric, and special
characters.

Default is blank.

This field is only enabled
for SIP devices.

SIP device passwords are
optional. If this field is left
blank, a password is not
required to register a SIP
device with the MiVoice
Business .

Advanced Phone Settings
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Service Level

Displays the level of
service for this directory
number (DN):

Full - A DN with this
service level is assigned to
a standard user and device
with full telephony service.

IP Device Only - A DN
with this service level is
assigned to an unlicensed
device that has only basic
telephony functionality
(emergency or attendant
calls). The device becomes
functional when a hot desk
user or hot desk ACD
agent logs into it.

Trusted - A DN with

this service level is
assigned to a trusted Mitel
application that has full
telephony service once it
registers with the system.
Although the DN can be
programmed on the same
forms as a Full Service DN,
it does not use an IP User
License.

Multi-Device - A DN

with this service level is
assigned to a user that
has only basic telephony
functionality (emergency
or attendant calls) until
programmed as a member
of a Multi-device User
Group.

Multi-Device User Groups
(MDUGS) allow a single
user to have multiple
phones grouped under a
common directory number
without each phone
requiring a full MiVoice

Full Service

Business IP License. There
are two types of Multi-
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» External Twin: allows
only two phones,
typically a desk phone
and a cell phone, to be
twinned. This type of
group does not require
a MDUG license. It only
requires an IP User
License and an External
Hot Desk User license.
The prime number uses
the IP User license. The
second member must
be an External Hot Desk
number and consumes
the EHDU license.

Zone ID Enter a number to identify | Number from 1 to 999.
the Network Zone. The Default is blank. If this field
MiVoice Business platform | is left blank, the MiVoice
uses Network Zones Business defaults this

setting to Zone 1.
» for compression and

bandwidth management

» to associate the zones
to time zones for the
display of local time on
IP sets

+ to configure the zone's
Location Based Number
(LBN) prefix for Location
Base Call Routing
(optional), and

* to define the zone's
CESID (optional).
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Call Coverage Service
Number

Assign the Call Coverage
Service Number Call for
the MiVoice Business Hot
Desk PIN Security feature.
The MiVoice Business

Hot Desk PIN Security
feature ensures that all hot
desk users create strong
(resistant to guessing)
PINs by forcing them to
create PINs that adhere
to a set of strengthening
rules.

Hot Desk PIN Security is
programmed in the Call
Coverage Services form
of the MiVoice Business
System Administration
Tool. This form allows you
to assign a Call Coverage
Service number that
uniquely identifies the type
of Call Coverage Service.

The number that you enter
in this field must exist in the
Call Coverage Service form
on the MiVoice Business
system. If single point
provisioning is enabled,

the phone's Call Coverage
number is automatically
updated on the MiVoice
Business system.

0 Note:

This field only applies
to MiVoice Business
Release 6.0 or later
systems.

This field only appears for
phones with a "Mitel 3300
ICP Phone" type.

If you create a new
phone, this field defaults
to 1. If you upgrade an
existing MiCollab system
to MiCollab Release 4.0
SP2 or later, this field also
defaults to 1.
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Class of Service - Day

Enter a COS number for
Day mode.

Number from 1 to 110.
Defaults are blank.

If you are integrating
MiCollab with a MiVoice
Business system, enter
COS 13 for users without
the Record-a-Call feature;
enter COS 14 for users
with the Record-a-Call
feature.

Class of Service - Night 1

Enter a COS number for
Night 1 mode.

Class of Service - Night 2

Enter a COS number for
Night 2 mode.

Class of Restriction - Day

Enter a COR number for
Day mode.

Class of Restriction - Night
1

Enter a COR number for
Night 1 mode of service.

Class of Restriction - Night
2

Enter a COR number for
Night 2 mode of service.

For Other PBX Phone:

MiCollab Users and Services Provisioning
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Values

Field Description

Enter the extension
number of the phone.

Number

Between 1 and 6 digits in
length. Can contain * and
#.

e Note:

If this user is a Hot
Desk user or requires
a SIP Authentication
password, the DN
must not contain * or
#.

1.1.3.7.5.2 Enter Speech Auto Attendant Information

To add or edit Speech Auto Attendant service for a user:

1. Click the Phones tab.

2. Complete the required fields as shown below.

3. Click Save.
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Field Description

Contact Phone

Select the number that
you want to use as your
Speech Auto Attendant
contact number. Select
"None" to unassign your
current SAA number.

Values

List of phones currently
owned by the user.

0 Note:

User must have at
least one phone
service before entries
in these SAA fields are
enabled.

Private User

Select this option to
exclude your phone from
SAA recognition. (This
means you cannot be
reached by having a caller
speak your name to the
auto attendant.)

You can only select this
option after a phone has
been selected from the
Contact Phone list.

6 Note:

* These fields are disabled if the Speech Auto Attendant option is not installed.

* New users will not be added to the SAA directory immediately. To see an updated
list, you can wait for the nightly NuPoint UM Auto Update or you can force an
update using the NuPoint UM Data Source sync function. For more information,
refer to the Update the User Data Source topic in the online help.

+ To add an attendant-recognized Department, see Add or Edit Department

Information.
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1.1.3.7.5.3 Configure Groups

Users often have more that one phone. For example, a user could have a desk phone,
a cell phone, and a teleworker set. This feature allows you to group a user's phones
together under one directory number so that a call to that number rings all of the user's
phones. Calls ring the prime extension, which is referred to as the "pilot number" or
"prime phone". Other group members are referred to as non-prime phones.

There are two types of groups:

* Personal Ring Groups (PRGs) allow two or more phones for a single user to be
grouped under a common directory number. The typical scenario is a person's desktop
phone and cell phone are twinned together, where the desk phone is considered the
prime extension. Each phone in the PRG requires a full MiVoice Business IP User
License.

* Multi-Device User Groups (MDUGs) allow a single user to have multiple phones
grouped under a common directory number without each phone requiring a full
MiVoice Business IP License. There are two types of Multi-Device User Groups:

» Standard: allows up to eight phones to be grouped under a common directory
number. Only the prime number requires an IP User License. The group itself,
requires a MDUG license. In a MDUG, phone functionality is essentially limited
to one device in the group at any given time. When one of the user's phones is
engaged in call, the other phones are consider busy (in other words, "One Busy All
Busy" is always enabled) and have restricted functionality.

» External Twin: allows only two phones, typically a desk phone and a cell phone, to
be twinned. This type of group does not require a MDUG license. It only requires an
IP User License and an External Hot Desk User license. The prime number uses
the IP User license. The second member must be an External Hot Desk number
and consumes the EHDU license.

Each user is only allowed one Personal Ring Group and one Multi-Device User Group.
Each group can have up to eight members. From MiCollab , you can only configure the
Prime Phone, Secondary Phone, and Other Phone as members. You must configure any
additional group phones from the MiVoice Business System Administration Tool.
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6 Note:

Aftercreating users with MDUG/PRG, perform a manual PBX synchronization (Sync
Now) to immediately update the MiCollab Client accounts. If you do not perform a
manual synchronization, the affected MiCollab Client accounts will be updated at
the next scheduled synchronization. For information on how to manually perform a
manual PBX sync, see the MiCollab Client Admin Online Help > The Administrator
Interface > Synchronization Tab section.

6 Note:

Groups are not supported for MiVoice 5000 or MiVoice MX-ONE integration (Groups
tab is not present).

0 Note:

PRGs and MDUGs apply to MiVoice Business platforms only.

0 Note:

MDUGs are only supported for MiVoice Business Release 6.0 or later.

Add a New Group

1. Assign a Role tp the user that supports PRGs or MDUGs.
2. Assign the user's Mitel 3300 ICP Phones with a Service Level in the Phones tab:

* Full Service phones can only be assigned to Personal Ring Groups (PRGs).

* Multi-Device Service phones can only be assigned to Multi-Device User Groups
(MDUGsS).

3. Click the Groups tab.
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4. Click Add New Group.

5. Select the group type. The available group types depend on the types of phones that
are assigned to the user.

6. Select the prime number. Incoming calls to the user's phones will ring the prime
number.

7. If the group type is PRG, enable or disable the "One Busy All Busy" option.

8. Select a user's phone from the Phones drop-down menu and click Add phone. You
can only add phones if you have selected a prime number. The phone number is
added to the list.

9. Click Save.
Add a Phone to an Existing Group

1. Select a user's phone from the Phones drop-down menu and clickAdd phone. You
can only add phones if you have selected a prime number. The phone number is
added to the list.

2. Click Save.
Delete a Phone from a Group

1. Click the Groups tab.
2. In the Groups table, select the number of the group. The phones in the group are
listed.

3. Click to delete a phone. You can only delete non-prime phones. To delete a prime
phone, you must delete the group.

4. Click Save.
Delete a Group

1. Click the Groups tab.

2. Click Delete Group and select the extension number of the prime phone from the
drop-down menu.

3. Click OKk.

Field Descriptions

Field Description Default Values

Groups
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Field Description Default Values

Number Identifies the Pilot phone Primary Phone
for the group. The phones
are grouped together under
the primary phone directory
number. This field is read-
only.
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Field Description Default Values

Type Identifies the type of group: | Multi-Device - Standard

* Personal Ring Group
(PRG): Allows two
or more phones for
a single user to be
grouped under a
common directory
number. The phones
ring simultaneously
(Ring All) when called.
The typical scenario
is a person's desktop
phone and cell phone
are twinned together,
where the desk phone
is considered the prime
extension. Both phones
require a full MiVoice
Business IP User
Licence.

* Muilti-Device - Standard:
Allows up to eight
phones to be grouped
under a common
directory number. The
phones in this group are
licensed collectively to a
user with a single Multi-
device Users license.

* Multi-Device - External
Twin: Allows only two
phones, typically a desk
phone and a cell phone,
to be twinned. This
type of group requires
an |IP User License
and an External Hot
Desk User license. The
prime number uses the
IP User license; the
second number uses the
External Hot Desk User
license .
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One Busy All Busy

This option applies to
PRGs only.

If this option is enabled,
busy is returned for all
phones if ONE phone in
the PRG group is busy.

If this option is disabled,
then all members of the
group are rung even if
one or more phones (but
not all phones) are busy.
You enable or disable this
feature against the group
prime member and the
feature setting is applied to
all the group phones.

No

Phones in Group

for the PRG or member
phone. This feature lets
users choose which of
their personal answer
points they want to receive
their calls at by making it
'Present' and the others
'‘Absent." If you enable this
feature for the pilot number,
the feature is enabled for
all group phones.

Add member Check the boxes to include | By default, both Secondary
phones as members in the | and Other Phone are
group. included in the group.

Number Extension number of
phone.

Presence Enables Presence feature | Present
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Field Description Default Values

Click to delete a phone Not applicable
from the group. You can
only delete non-prime
phones.

1.1.3.7.5.4 Enter NuPoint UM Information

The NuPoint Unified Messa ging tab allows you to configure basic messaging
information for a user. You must configure the advanced features from the NuPoint UM
Web Console. If Flow Through Provisioning is enabled, changes will also be made to the
MiVoice Business database.

Add New Mailbox

To add a new mailbox for this user:

1. Click the NuPoint Unified Messaging tab.

2. Click Add New Mailbox.

3. Complete the required fields (see table below for details).
4. Click Save.

Assign Existing Mailbox

To assign an existing mailbox to this user: (You can view and manage unassigned
services using the View button on the Users and Services directory page.)

1. Click the NuPoint Unified Messaging tab.

2. Click Assign Existing Mailbox. The Assign dialog box is displayed.
3. Select the number of the existing mailbox that you want to assign.
4. Click Assign.

5. Complete the required fields (see table below for details).

6. Click Save.

Delete Mailbox

To delete the mailbox for this user:

1. Click the NuPoint Unified Messaging tab.
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2. Click Delete Mailbox . A list of existing mailboxes for the user is displayed.
3. Click the mailbox number you want to delete.
4. Click Yes to confirm the deletion.

0 Note:

First time voice mail users are offered the option to enter four zeroes for a "no
password" option. Choosing this option causes the passcode for NuPoint UM to be
different from the passcode for all other MiCollab applications. To remove the option
from the voice mail prompt, disable FCOS option 125.

Mailbox Field Descriptions

Field Description

Enter a mailbox number
or select Use Extension
Number to use your
extension number as
your mailbox number
(recommended).

Mailbox Number

1 to 11 digits.

Numbers must be unique
in the NuPoint UM system.
If * or # are included in the
original phone number, the
system removes them from
the mailbox number.

Extension

For MiVoice Business ,
select your extension
number from the list.

For MiVoice Office 250 ,
enter your extension
number.

Use Extension Number for
Mailbox

Associates the mailbox
with the extension number
(recommended). This
feature is enabled by
default. Clear the checkbox
to disable the option and
manually enter a mailbox
number.
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Field Description Values

Attendant Extension This is the number that Maximum 15 digits.
is called if user dials 0 to
return to the attendant. If
an attendant extension
is defined, it is assigned
to ALL mailboxes being
created.

Feature COS The Feature Class of Default is 14.
Service ( FCOS) controls
mailbox user privileges
and outside caller

Note:
functions for the mailbox. 0 ote

Individual privileges and Changing the

restrictions are designated conte_nt of FCOS
by numbers, which are 14 YV'" change ALL
mailboxes.

referred to as "feature
bits". Each FCOS has its
own unique combination
of these feature bits. For
example, a user’s ability
to make, give, or answer
messages is controlled by
the FCOS assigned.

The FCOS that you
specify is assigned to ALL
mailboxes being created.
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Field Description Values

Limits COS The Limits Class of Service | Default is 1.
(LCOS) imposes limits
on mailboxes. It can be a
valuable tool for allocating Note:
ote:
disk storage space and o

port use. Changing the content

of LCOS 1 will change

Each LCOS can set the ALL mailboxes.
maximum times allowed
for recording mailbox
greetings, user messages,
caller messages, and
mailbox names; it can limit
the amount of time a user
remains logged in during
one session. The LCOS
can specify the maximum
time that a played or
unplayed message can

be stored in a mailbox
before it is erased by the
automatic purge. It can
specify the maximum
number of messages that
a user can accumulate in a
mailbox.

You can also modify an
LCOS to specify secondary
language prompts.

The LCOS that you
specify is assigned to ALL
mailboxes being created.

Message Waiting #1 Select the type of message | Default is None.
waiting notification from the
list.

Message Waiting #2
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Field Description Values

3300 Record-A-Call Select the check box Default is blank.
to assign the MiVoice
Business "Record-A-Call"
Class of Service to this
phone.
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Standard Unified
Messaging

Select the check box to
enable Standard Unified
Messaging for the user's
mailbox.

6 Note:

For MiCollab Release
4.0 and later systems,
you must enable the
Standard UM option
using the check box in
the NuPoint UM tab of
the USP application.
You cannot enable the
Standard UM option
through the NuPoint
UM web console.

Standard UM provides
voice mail and FAX access
to Lotus Notes, Novell
GroupWise and Microsoft
Outlook e-mail clients, or
from the Web View in the
user's e-mail client or Web
browser. Users can also
access voice, FAX, and
Record-A-Call messages
from the telephone user
interface (TUI).

When a voice mail
message is left in

a Standard Unified
Messaging mailbox, the
system sends messages
to the UM SMTP Email
Addresses that are defined
for the user's mailbox.

You can define these
email addresses in the
user's mailbox through the

Applications

Values

Default is unchecked.

0 Note:

The following
configuration
conditions apply:

* The NuPoint UM
Feature COS
assigned to the
mailbox must have
the Standard UM
feature enabled.

« A Standard UM
license is required
for each mailbox
that requires
Standard Unified
Messaging.

* Ifa UCC license
bundle is assigned
to the mailbox
user, this option is
enabled by default
and read-only.

« If you clear
the check box,
Standard UM is
disabled for the
user and the license
is removed. Also,
the Standard UM
email addresses
are cleared from the
Mailbox page in the
user's MiCollab End
User Portal .
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Field Description

Advanced Unified
Messaging

Select this check box

to assign the Advanced
Unified Messaging feature
to the user's mailbox. Note
that users must also enter
their Advanced UM Email
Alias and password from
their end-user portal to
enable the feature.

Advanced Unified
Messaging offers a

high level of messaging
integration and
synchronization between

a user's e-mail client and
NuPoint UM voice mailbox.
Full MWI synchronization
is provided for voice
messages that are
accessed through the e-
mail client. Message status
synchronization is provided
for e-mails that are listened
to from the NuPoint UM
voice mailbox (they are
marked as "read" in the e-
mail inbox).

Advanced UM users

can access their voice,
fax, RAC, and email
messages (from their
Microsoft Outlook inbox
or Lotus Notes 7 inbox,
and from the NuPoint UM
Voice mailbox) over the
phone. Access to email
via the Telephone User
Interface (TUI) is enabled
by integration with the
email client, the email
server, and text-to-speech
(TTS) technology.

Refer ta the Unified

Values

Default is unchecked.

0 Note:

The following
configuration
conditions apply:

* The NuPoint UM
Feature COS
assigned to the
mailbox must have
the Advanced UM
feature enabled.

* An Advanced UM
license is required
for each mailbox
that requires
Advanced Unified
Messaging.

* Ifa UCC license
bundle is assigned
to the mailbox
user, this option is
enabled by default
and read-only.

« If you clear
the check box,
Advanced UM is
disabled for the
user and the license
is removed. Note
that before you can
clear the box, you
must first delete the
Unified Messaging
email addresses
from the user's
mailbox:

1. Under Applications,

Messaging book in the
NuPoint UM Web Console
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6 Note:

New users will not be added to the SAA directory immediately. To see an updated
list, you can wait for the nightly NuPoint UM Auto Update or you can force an update
using the NuPoint UM Data Source synch function. For more information, refer to the
Update the User Data Source topic in the online help.

Flow Through Provisioning Changes

* When you Add New Mailbox, and assign it to a user, the selected extension's
information will be updated on the MiVoice Business .

* When you Assign Existing Mailbox, no updates are made to the MiVoice Business
as the service already exists. Although both interfaces can be used to perform this
task, we recommend that you use the Users and Services application rather than the
Web Console.

* When you Delete Mailbox, the phone service and COS options for the selected DN
on the MiVoice Business are set to values appropriate to the remaining services, and
Call Forwarding is removed.

1.1.3.7.5.5 Enter MiCollab Client Information

MiCollab Client is an application that provides users with access to features such as
Dynamic Status, presence, contact management, and collaboration from the web and
mobile clients:

The MiCollab Client tab allows you to:

+ assign a Feature Profile to the user's MiCollab Client service

 assign the user's desk phone and softphone extension with MiCollab Client service,
and

» associate a mailbox with the MiCollab Client service

 assign a Deployment Profile for the deployment of a MiCollab MAC or PC Client
without a softphone

* enable or disable MiTeam Classic for Premium UCC licensed users via a check box.

Assign MiCollab Client Service

To assign a user with MiCollab Client service:
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1. In the Users and Services directory, click the User tab.

+ Click Add.
* Enter User Information
» Click Save.
2. Click the Phones tab.
3. Click Add New Phone and enter the Phone Information.
4. Configure the user with one or more desk phones and softphones.
5. Click Save.
6. Click the MiCollab Client tab.
7. Assign a Feature Profile to the user.
8. Select the user's desk phone extension. You can only assign one of the user's

desk phones with MiCollab Client service. Leave as "None" if you are configuring a
MiCollab MAC or PC client without a desk phone.

9. Select the user's softphone extension. You can only assign one of the user's
softphones with MiCollab Client service. Leave as "None" if you are configuring a
MiCollab MAC or PC client without a softphone.

10. If required, associate a mailbox with the MiCollab Client account. Select "Other
Mailbox" and enter the mailbox number.

11. If you are deploying a MiCollab MAC or PC client without a softphone, select the
desired Deployment Profile. By default, this field is set to "Do Not Deploy".

12. For Premium UCC users, MiTeam Classic functionality is enabled by default. To
disable MiTeam Classic, clear the check box. The MiTeam Classic check box is only
displayed for Premium UCC users. See MiTeam Licensing for details.

13. Click Save.

0 Note:

You can always associate a user's phone with the MiCollab Client service. However,
if the user's Feature Profile does not include a desk phone or softphone license, then
the MiCollab Client service is not supported.

Configure two softphones for MiCollab PC client and Mobile client

0 Note:

Please note that this feature is only applicable to UC Endpoint Devices or Generic
SIP Devices.
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To configure two softphones, one for MiCollab PC Client and the other for MiCollab
Mobile Client for a single user, perform the following steps:

1. Create a new user template with two softphones. To create a user template, the
following must be considered:

* Include teleworker service for both softphones
* Phones must be in MDUG or PRG
» Select a deployment profile

» Select UCA feature profile which includes Softphone and Mobile SIP Softphone
feature bits. UCC Standard and Premium feature profiles includes these feature
bits.

2. Create a new user using this new template.
3. Perform PBX Sync in UCA.

4. Once a user is created, the user should receive two deployment emails for two
softphones.

5. Deploy one softphone on PC client and one on Mobile Client.

Assign a User with MiCollab Client Teamwork Mode

Teamwork Mode allows MiCollab Client clients who do not have a desk phone or
softphone to use non-telephony MiCollab Client features such as the following:

* Chat

* Collaboration Integration
* Presence

+ Contacts

* Instant Messaging

* Dynamic Status

* Visual Voice Mail

Because a user does not have a desk phone or softphone, any MiCollab Client telephony
features are not available. Teamwork Mode is not a licensed option.

To assign a user with MiCollab Client Teamwork Mode on the MiCollab system:

1. Log into MiCollab server manager.
2. Under Applications, click MiCollab Client Service.
3. Click Configure MiCollab Client Service and then click Features.

4. Add a MiCollab Client "Teamwork" feature profile in the MiCollab Client application
with the desired features enabled.

5. Under Applications, click Users and Services.
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6. In the Users and Services directory, click the User tab.

+ Click Add.

* Enter the user information. At a minimum, enter the user's first name, last name,
login ID, and an initial login password and TUI passcode.

* Click Save
7. If Visual Voicemail is required, click the NuPoint Unified Messaging tab.

* Enter a mailbox number. Note that a voice mailbox license is required.
» Select the Feature COS required for Visual Voice Mail.
* Click Save.

8. Click the MiCollab Client Service tab.

* In the Feature Profile field, assign the "Teamwork" feature profile.
* Leave the Desk phone extension and Softphone extension fields set to "None".
» Click Save.

Field Descriptions

Field Description

Feature Profile Assign a Feature Profile to this user.

The feature profile defines the group of
licensed MiCollab Client features that are
assigned to a user.

Default is Feature Profile 1.

Desk phone extension Select the extension that you want to
assign with MiCollab Client desk phone
service. You can only assign one of

the user's desk phones with MiCollab
Client service. To remove MiCollab Client
service, select None.

Softphone extension Select the extension that you want to
assign with the MiCollab Client softphone
service. You can only assign one of the
user's softphones with MiCollab Client
service. To remove MiCollab Client
service, select None.
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Field Description

Mailbox number This field displays the directory number
of the mailbox that is associated with this
MiCollab Client account. If the MiCollab
Client account does not have a mailbox,
this field is blank.

By default, the system associates the first
mailbox that you assign to the user with
the user's MiCollab Client account.

 If multiple mailboxes are assigned to
the user, you can associate a different
mailbox with the user's MiCollab Client
account, by selecting the mailbox
number from the drop-down list.

+ To assign a new mailbox, select Other
Mailbox and enter a valid mailbox
number in the Number field.

* To remove a mailbox from a user's
MiCollab Client account, select None.
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Field Description

Deployment profile

This field allows you to select the
deployment profile that should be applied
when you deploy a MiCollab MAC or PC
Client to a user.

After you click Save, a deployment e-
mail is sent automatically to the user.
The extension field in the e-mail is set to
"None". The user clicks the link in the e-
mail to complete the deployment.

Default is "Do Not Deploy". Typically, you
would select the Default profile.

0 Note:

If there is no phone for which a
deployment profile is selected, users
need to provide their password every
time they log in to PC and Mobile
Clients.

o Note:

If a phone with a deployment profile
is added later, the user must provide
their password for every login to PC
and Mobile Clients. However, if the
administrator or the user changes the
password after the user logs in, the
updated password is automatically
used for the next login to PC and
Mobile Clients.

o Note:

If a user is deployed from the
MiCollab Client Service page, the
Client will prompt for the password.

This scenario occurs because
the pneewnrd is not set from
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Field Description

MiTeam Meetings Allows you to disable or re-enable MiTeam
Meetings for the user. This box applies

to all UCC license bundles (except

Basic bundle) and users on-boarded to
CloudLink.

* When you clear this box, the cross
launch functionality from MiCollab
Client to MiTeam Meetings application
is disabled.

* When you check this box, the users
can click on Meetings option in the
Client to open the MiTeam Meetings
application.

MiTeam Classic Allows you to disable or re-enable MiTeam
Classic for the user. This box only applies
to UCC Premium users with an active
MiTeam Classic license. By default, this
box is checked.

* When you clear this box, the MiTeam
tab is removed from the user's client.

* When you check this box, the MiTeam
tab is added to the user's client.

1.1.3.7.5.6 Enter MiCollab Audio, Web and Video
Conferencing Information

The Audio, Web and Video Conferencing tab allows you to provision a registered
phone for MiCollab Audio, Web and Video Conferencing service.

0 Note:

For integration with the MiVoice 5000 or MiVoice MX-ONE platforms, the AWV
users must be provisioned from the MiVoice 5000 or MiVoice MX-ONE management
interfaces. Hence, the fields in this tab are read-only. The deskphone and softphone
extension numbers are the same as the primary phone number.
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For MiVoice Business integrations, you can use either MiCollab or LDAP to provision
MiCollab Audio, Web and Video Conferencing users. You cannot use both methods. If
you are using MiCollab to provision MiCollab Audio, Web and Video Conferencing users
ensure that the Use LDAP check box in the LDAP Configuration screen of MiCollab
Audio, Web and Video Conferencing is unchecked before you add MiCollab Audio, Web
and Video Conferencing users. If you are using LDAP to provision MiCollab Audio, Web
and Video Conferencing users:

* The Use LDAP check box should remain checked.

* Do not provision users with the MiCollab Audio, Web and Video Conferencing services
through MiCollab .

* Do not duplicate LDAP user accounts and MiCollab MiCollab Audio, Web and Video
Conferencing user accounts; otherwise, end users will be unable to log into MiCollab
Audio, Web and Video Conferencing collaboration sessions.

Add MiCollab Audio, Web and Video Conferencing Service

To add MiCollab Audio, Web and Video Conferencing service to this user:

1. Click the Audio, Web and Video Conferencing tab.
2. Click Add .

3. In the Registered Phone field, enter the extension of the phone to use for MiCollab
Audio, Web and Video Conferencing , or select a previously-configured phone from
the list.

4. Select DialOutAllowed to allow this user to make system calls through the CO.
(Default setting is enabled.)

5. Select DenyMultipleLeaders to restrict this user from having multiple callers using
the leader access code on collaboration calls. (Default setting is disabled.)

6. Select Executive to allow this user access to ports that are reserved for the
exclusive use of high priority users. (Default setting is disabled.)

7. In the Reservationless Calls list, select one of the following options:

* Reservationless calls allowed, leader not required: (default) This user can make
reservationless calls and a leader code is not required to access the call.

* Reservationless calls allowed, leader required: This user can make
reservationless calls, but a leader code is required to access the call.

* Reservationless calls not allowed: This user cannot make reservationless calls.
8. In the Email Type field, select one of the following:

* Generic Long: Use this setting for e-mail clients (for example, Microsoft Outlook)
that allow for long form inserts (usually more than one line).

* Generic Short: Use this setting for e-mail clients that only allow short form inserts
(usually one line).

9. Click Save.

MiCollab Users and Services Provisioning




Applications

6 Note:

User must have an email address before MiCollab Audio, Web and Video
Conferencing service can be added. If the email address of this user matches a
currently unassigned MiCollab Audio, Web and Video Conferencing service, then the
unassigned service will be assigned to this user automatically.

Assign Existing MiCollab Audio, Web and Video Conferencing Service

To assign an existing MiCollab Audio, Web and Video Conferencing service to this user:
(You can view unassigned services using the View button on the Users and Services
directory page.)

1. Click Assign . The Assign dialog box is displayed.

2. Choose an MiCollab Audio, Web and Video Conferencing service to assign to this
user.

3. If this user already has an email address assigned, you are prompted to do one of the
following:

+ set the user's current email address to the email address specified in the MiCollab
Audio, Web and Video Conferencing service

» keep the users' current email address and change the address specified in the
MiCollab Audio, Web and Video Conferencing service. Note that changing an
MiCollab Audio, Web and Video Conferencing user's email address deletes
the original MiCollab Audio, Web and Video Conferencing account, including
collaboration history.

4. Click Assign .
5. Click Save .

Edit MiCollab Audio, Web and Video Conferencing Service

To edit MiCollab Audio, Web and Video Conferencing service and defaults for a user:

1. Select the user to edit from the directory.

2. Click Edit .

3. Click the Audio, Web and Video Conferencing tab.
4. Change settings for this user as required.

5. Click Save .
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6 Note:

Email address is not editable in the MiCollab Audio, Web and Video Conferencing
interface. To edit, administrators use the Users Services and Provisioning application
in the Administrator Portal. Users can edit their email addresses from their MiCollab
End User Portal .

Delete MiCollab Audio, Web and Video Conferencing Service

To delete MiCollab Audio, Web and Video Conferencing service from a user:

1. Select the user from the directory.

2. Click Edit .

3. Click the Audio, Web and Video Conferencing tab.

4. Click Delete Service . A confirmation dialog is displayed.
5. Click Yes to confirm the deletion.

1.1.3.7.5.7 Enter MBG Information

MBG is a software application that provides teleworker services. This application
connects a remote office to the corporate voice network to provide remote users with full
access to voice mail, collaboration, and all the other features of the office phone system.

0 Note:
For MiVoice 5000, MiVoice MX-ONE, and MiVoice Office 400 deployments, you
cannot add a teleworker service from the Users and Services application or MiVoice
Border Gateway (changing a UCC bundle from Entry to Standard or Premium is not

supported).

To add/edit MBG teleworker service for a user on a MiVoice Business communications
platform:

1. Click the Teleworker tab.
2. Click Add New Teleworker.

3. Select a phone from the drop-down menu. You must assign a teleworker compatible
phone; otherwise, you will receive the following error when you attempt to add
teleworker service: "This user does not have any available teleworker-compatible
phones to assign".
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4. Complete the required fields (described in table below).
5. Click Save.

6. If you assign the Teleworker service to a SIP phone, thesystem automatically
configures a corresponding SIP service on the MiVoice Border Gateway. The Set-side
username on the MiVoice Border Gateway is set to <username-DN> (for example
smithj-7328).MiCollab sends a randomly generated Set-side password to the user
in a Service e-mail for the SIP Phone. After logging in using the generated password,
the user is prompted to replace it with a strong password. The passwords for other
existing phones are not changed.

To assign an existing MBG teleworker service to a user's device: (You can view
unassigned services using the View button on the Users and Services directory page.)

. Click the Teleworker tab.

. Click Assign Existing Service.

. Select an existing extension from the list.
. Modify the data as required.

. Click Save. MiCollab sends a randomly generated password to the user in a Service
e-mail. After logging in using the generated password, the user is prompted to replace
it with a strong password.

a b ODN =

To delete MBG teleworker services from a user's device:

1. Click the Teleworker tab.

2. Click Delete Service. A list of existing extensions for the user is displayed.
3. Click the extension number to delete.

4. Click Yes to confirm the deletion.

Field Descriptions - MBG

Field Description Values

Phone

Phone Select the type of phone If you want to assign
(for example Office or teleworker service, you
Home Phone) that hosts must select a phone type
the teleworker service. that supports teleworker.
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Values

Field Description

of the teleworker set

in the following format:
XXX XX XX XX XX, The
MAC Address is printed on
a label that is affixed to the
base of Mitel IP phones. (In
order to assign teleworker
service to a phone, you
must first enter the phone's
MAC Address in the Phone
tab.)

6 Note:

This field does not
apply when device
type "Hot Desk User"
or "SIP Generic
Device" type is
selected.

Status Status of the teleworker Enabled or disabled
service.
MAC Address Displays the MAC Address | 12 hexadecimal characters

separated into 6 pairs by 5
colons.
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Field Description

Last Connected Server ID

When MiCollab is deployed
with remote teleworker
service, the MiCollab
server in the LAN is
clustered with an MBG
server in the DMZ. Both
the MiCollab server
(master) and the MBG
server (slave) have the
teleworker application
installed. However, the
Teleworker phones are
supported by the MBG
server in the DMZ. The
Teleworker application on
the MiCollab server is only
used to remotely manage
the Teleworker phones on
the MBG server.

This field identifies the
MBG server that is
providing the Teleworker
service to this phone.

Values

Domain name of the MBG
server.

Click the Details link to
access the Teleworker
application that is running
on the MBG server.

1.1.3.7.5.8 Enter Vidyo Information

Vidyo is a video conferencing solution that provides user with high definition, low-latency
video to mobile phones, desktops, and meeting rooms.

Pre-requisites:

1. Complete the following tasks. Refer to the Vidyo Product Documentationand the Mitel
Vidyo Quick Reference Administrator Guidefor instructions:

» Deploy and license the Vidyo Portal. Licensing is not controlled from the Mitel
Application Management Center (AMC). Vidyo licenses must be installed on the

Vidyo system.

 Assign the Vidyo Portal with a Fully Qualified Domain Name (FQDN) that is
resolvable within the network.

» Create a Vidyo administrator account.
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2. Complete the Vidyo Settings page in the MiCollab server Manager. Use HTTPs to
prevent the administrator credentials from be passed in the clear over HTTP. After you
save the form MiCollab confirms the URL, connectivity, and credentials.

3. After the MiCollab system connects successfully to the Vidyo system, the Vidyo
services are enabled and the Vidyo licenses are listed in the Licensing Information
page of the MiCollab server manager.

Adding or Deleting Vidyo Services

To add Vidyo service for a user:

1. In the Users and services directory, select a user and click Edit existing user
2. Click the Vidyo tab.

3. Click the Create Vidyo Room for User box.

4. Select a service type (described below).

5. Click Save .

9 Note:

If you receive the following error message: " Vidyo Portal error: Invalid
Extension - Extension does not start with Tenant Prefix", you must correct the
Tenant Dialing Prefix.

To delete Vidyo service from a user's device:

1. In the Users and services directory, select a user and click Edit existing user
2. Click the Vidyo tab.
3. Clear the Enable Vidyo Service box.

4. Click Save. If the user is in a Vidyo session when the account is deleted, the user
is presented with the login screen. Any attempts to log in again will fail because the
account no longer exists.

Field Descriptions - Vidyo

Field Description Default

Enable Vidyo Service Check the box to enable Disabled
the service. Clear the box
to disable.
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Default

Service Type

Normal: Assign this setting
to regular users. It allows

a user to host personal
Vidyo meetings from a
desktop device or mobile
device. VidyoMobile and
VidyoDesktop users can
also host meetings or join
with other Vidyo users and
room systems.

Default is Normal

Vidyo Room: Assign this
setting to meeting rooms.
Meeting rooms must be
equipped with a Vidyo
supported device.

6 Note:

Vidyo supports their
own room systems
and devices. The
MiVoice Video Phone
can connect to a
Vidyo conference via
the Vidyo Gateway
product (which
supports connecting
SIP enabled video
devices to Vidyo's
proprietary video
codec environment).
The MiVoice Video
Phone user must
dial into the Vidyo
conference using the
"Dial by URI" feature.
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Default

Field Description

Executive: Assign this
setting to priority users.

It allows them to connect
from any VidyoMobile or
VidyoDesktop enabled
device without a concurrent
use license.

Panorama: Assign this
setting to meeting rooms
that are equipped with
multiple screens (up to nine
high-resloution screens are
supported).

1.1.3.7.5.9 Enable Google Integration Features

If your system is integrated with Google Apps, you can enable the following features for

MiCollab users:

See About Google Apps Integration.

1.1.3.7.5.10 Add External Numbers

Gmail Integration: Allows users to initiate a call from one of their telephones by
clicking a gadget in their Google Gmail email client.

Google Calendar Integration: Allows users to transform a Google Calendar event
into a MiCollab Audio, Web and Video Conferencing session by selecting a gadget.
Conferences created in this manner can be accessed from the invitation email or the
Calendar event.

You can add external numbers (such as a user's cell phone number or home number) to
the MiCollab Client corporate directory so that other MiCollab Client users can place calls

to the numbers.

External numbers can be added either

manually from the Users and Services applications, or

« automatically from Active Directory server via Integrated Directory Services, or
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« from a CSV file (see Bulk Import from File)

Requirements and Conditions

* MiCollab must be configured with MiCollab Client in integrated mode.

* For Teamwork Mode users, the primary, secondary, and mobile numbers also appear
in the MiCollab Client clients.

* For Integrated Directory Server integrations, any contacts that are imported from
the Active Directory server will also have the Mobile Phone 2 number added to their
MiCollab Client.

Limitations

* On upgrade to MiCollab Release 7.2 SP1 or later, external numbers for existing ‘Other
PBX Phones’ in the MiCollab database are NOT migrated into the MiCollab Client
corporate directory. External numbers must be added either manually or via Integrated
Directory Services.

+ Although you can configure a DID Service Number for the Primary Phone of a MiVoice
Business user, this number is not added to the MiCollab Client corporate directory.
Only DID numbers that you enter in the ‘Other PBX Phone’ field are added. The DID
Service number field and ‘Other PBX Phone’ field are separate and distinct. The
numbers in these fields are not synchronized.

« External numbers are available in the corporate directory of MiCollab Clients and
are listed under the user's Account > Phones tab in MiCollab Client Service
administration interface. External numbers are not listed in the Corporate Directory
tab.

Adding External Numbers Manually

To add an external number (such as a cell phone) for a user:

0 Note:

This procedure applies to MiCollab with MiVoice Business platforms only.

1. Access the User and Services user directory.
2. Edit the user record.

3. Click the Phones tab.

4. Click Add New Phone.

5. Select "Other PBX Phone" as the Phone Type.
6. Enter the external number.
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7. Click Save. The External number is available in the corporate directory of MiCollab
Clients and is listed under the user's Account > Phones tab in MiCollab Client
Service administration interface.

Adding External Numbers via Active Directory

External numbers can also be added from Active Directory using Integrated Directory
Services.

1. Configure Integrated Directory Services.

2. Ensure that the Direct Inward Dial Number and Mobile Phone Number 2 attributes are
mapped to the corresponding Active Directory attributes.

3. Perform an IDS synchronization. The DID numbers and the Mobile Phone 2 numbers
are automatically created as ‘Other PBX Phones’ for the users in the Users and
Services directory. The numbers now appear in the corporate directory of MiCollab
Clients.

4. If you change the DID number and Mobile Phone 2 phone in Active Directory, the
change is reflected in the MiCollab Client corporate directory.

1.1.3.7.5.11 MiTeam Classic

* About MiTeam Classic on page 271

* MiTeam Classic Licensing on page 274

* MiTeam Classic Configuration on page 275
* Provision MiTeam Classic on page 279

1.1.3.7.5.11.1 About MiTeam Classic

MiTeam Classic is a Mitel's Cloud-based collaboration tool that provides mobile users
with the ability to access features, such as:

+ Collaborate:Manage collaboration Classic streams

» Chat: Hold chat sessions and receive chat notifications

+ Pages: Add white-board pages

* To-Do: Create to-do lists

* File Sharing: Store and share files, and

* MiTeam Meet:Perform audio and web sharing within a team.

Requirements

* MiTeam Classic is supported for UCC Premium users on MiCollab Release 7.2 and
later systems.
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* The MiCollab server requires bi-directional access to the MiTeam Classic solution
on the Internet at the following top-level MiTeam FQDNSs: miteam.micloudoffice.com
and api.micloudoffice.com. Because Internet access is required, MiTeam Classic is
not available to Dark Data Centers. Note that in a private cloud these FQDNs will be
different.

* Port 443 must be open for incoming and outgoing traffic. The MiCollab server
communicates with the MiTeam Classic solution via Port 443.

» Users must be supported under the same OrganizationID in order to join chat, share
files and so forth. The OrganizationID is an identifier for your company in the MiTeam
Classic service provider.

* Peered servers must share the same OrganizationID if MiTeam Classic is enabled.
The OrganizationlID is used group the UCC Premium users from the servers into a
cloud user group.

+ MiTeam Classic users cannot log into the cloud service directly at https://
miteam.micloudoffice.com/ (Moxtra’s public Web Client).

* MiVoice Border Gateway Release 9.3 or later is required.

* In order for users to use MiTeam Meet, the Audio, Web and Video application must
be configured and active. The maximum duration of a MiTeam Meet is 2 hours. This
maximum duration is not configurable.

* Do not enable the Audio, Web, and Video Enable Port Reservations option if MiTeam
Classic is required. These two features are mutually exclusive. When the Enable Port
Reservations option is enabled, MiTeam Classic users are unable to join a Classic
stream.

Browser Support

To use MiTeam Classic from the web client, users must allow third-party cookies in their
browsers. If cookies are disabled, users are unable to open Classic streams.

Chrome

1. =
Click = .
2. Click Settings > Show advanced settings > Content Settings.
3. Enable "Allow local data to be set (recommended)".
4. Disable "Block third-party cookies and site data"
5. Click Finished.

FireFox
1. Under Options > Privacy > History.

2. Check "Accept cookies from sites".
3. Set "Accept third-party cookies" to "Always".
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4. Set "Keep until they expire".
Safari

1. Click Settings.
2. Click Privacy.
3. Set Cookies and Website-Data: to “just from websites | visit” or “Always allow”.

Microsoft Edge

1. Click . ..

2. Click Settings.

3. Click Show Advanced Settings.
4. Click Cookies.

5. Enable Do not block any cookies.

Supported Clients

MiTeam is supported with the following MiCollab Clients:

» MiCollab for PC Client (Windows 7 and 10 only)
* MiCollab Web Client (Windows/MAC only)
* MiCollab for Mobile Client (iOS/Android only).

The following minimum operating systems are required:

* iOS 9+ (not supported on iPad or iPod)
* Android Phone 4.4 +

MiTeam Classic is not supported on the following MiCollab Clients:

* Legacy Web Client
* Blackberry Client
* Windows Phone Client

Supported Communication Platforms

MiTeam Classic is supported for single and multiple MiCollab server deployments on the
following Mitel communication platforms:

MiVoice Business

MiVoice MX-ONE
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MiVoice 5000
MiVoice Office 400

MiTeam Classic is only supported in MiCollab Client Integrated Mode. It is not supported
for MiCollab Client Co-located mode or on MiCollab Client stand-alone systems.

6 Note:

If you have UCC Premium users on a MiCollab system where MiCollab Client is

in co-located mode and then run the MiCollab Client Integration Wizard to place
MiCollab in integrated mode, MiTeam is not automatically enabled for the users. You
must manually enable MiTeam Classic from the MiCollab Client tab of the User and
Services application.

1.1.3.7.5.11.2 MiTeam Classic Licensing

With MiCollab 8.0 and later, MiTeam Classic licensing is driven by license keys. MiTeam
Classic licenses (MiTeam Uplifts) can be ordered through MitelCPQ. All existing UCC
Premium users will have a license automatically added to their account by Mitel as part
of the transition to MiCollab 8.0 and later.

Notification — Expiry of License

Ensure that your administrator’s e-mail address is entered in the E-mail settings
page in the server manager to allow the system to send you MiTeam Classic licensing
notifications.

Two months before the expiry of your license,you will receive a monthly e-mail
notification that your MiTeam Classic licenses are due to expire. Take appropriate action
to ensure that MiTeam Classis services continue and there is no loss of account data.
The e-mail includes a link to a report that lists the users and their MiTeam Classic status,
as well as a link to the MiCollab Licensing Information page.

0 Note:

Notifications are not provided if MiCollab is a cloud service provider integrated with
Oria.

MiTeam Classic Status Report

You can generate a report of the MiTeam Classic user status.
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1.1.3.7.5.11.3 MiTeam Classic Configuration

MiTeam Classic is supported in the following deployments

» Enterprise Configuration - Non-Peered
» Enterprise Configuration - Peered

Enterprise Configuration - Non-Peered

This section describes MiTeam Classic configuration for non-peered Enterprise
deployments. If your Enterprise has peered servers, see the following section.

Figure 5: MiTeam Classic — Enterprise Configuration (Non-Peered)

Users can create or join Classic streams (MiTeam Classic Collaboration)
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MiCollab Server

By default, MiTeam Classic is disabled. To enable MiTeam Classic on an Enterprise:

1. Log into the MiCollab server manager.

2. Under Applications, click MiCollab Client Service.
3. Click Configure MiCollab Client Service.

4. Click the Enterprise tab.
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5. Enter your e-mail address in the Administrator e-mail field to allow the system to send
you MiTeam Classic licensing notifications.
6. Under MiTeam Classic Configuration Settings, check the MiTeam Classic

Configuration box. Access to MiTeam Classic is granted to all new and pre-existing
premium users after you enable this check box in the Enterprise tab.

7. Click Apply.

8. Click Show to display the OrganizationID. The OrganizationID is an identifier for the
company in the MiTeam Classic service provider. The Organization ID is used to
facilitate services. Do not change the OrganizationID

A\ CAUTION:
If you have already enabled MiTeam Classic on an Enterprise, and then you delete

the Enterprise, recreating the Enterprise will not restore MiTeam Classic on that
Enterprise.

e Note:

If a failure occurs, collect the log files and diagnostics (sosreport<file>.tar.gz) from the
server manager View Log File page for Product Support. To have an OrganizationlD
reset, you must contact Product Support.

A\ CAUTION:
Perform a database backup after you enable MiTeam Classic. If you restore a backup

that was taken before MiTeam Classic was enabled, you will be unable to re-enable
MiTeam Classic. You will require Mitel Product Support to help you re-enable MiTeam
Classic.

To give users MiTeam Classic functionality:

+ assign MiVoice Business users with license bundles that provide UCC Premium
licenses

 assign MiVoice 5000, MiVoice MX-ONE, or MiVoice 400 users with Roles that provide
UCC Premium licenses.

Enterprise Configuration - Peered

In a peered Enterprise solution, all peered Enterprises must have the same MiTeam
Classic OrganizationID in order for all UCC Premium users with active MiTeam Classic
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license subscriptions to join Classic streams. The following figure shows an example of a
peered configuration with MiTeam Classic services:

Figure 6: MiTeam Classic — Peered Enterprise Configuration
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9 MiCollab for Maobile
UCC Premium
User

Mitel's MiTeam Classic
ey Cloud-based solution

Port 443 Part 443 ' Peered MiCollah Serers with
| single shared OrganizationlD

. . | Enable MiTeam on each Enterprise

Assign users with UCC Premium
J licenses

Adding MiTeam Classic Services to a Peered Enterprise

1. After peering is set up, check the MiTeam Classic Configuration box on one of the
peered Enterprises. Then, the MiCollab server copies the MiTeam Organization ID to
the other peered Enterprises. Do not enable MiTeam Classic on the Enterprise servers
until after they have been peered.

2. Enable the MiTeam Classic Configuration box on each of the other peered
Enterprises. If MiTeam Classic configuration fails, a warning banner will be displayed
in the MiCollab server manager. See Resolving Conflicting OrganizationIDs.

3. Perform a database backup.

Adding Peering between Existing Enterprises

Peering is unidirectional from server to server. To allow all Premium UCC users on a
site to participate in all Classic streams, a fully meshed network of peered servers is
recommended.
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1. Check the MiTeam Classic Configuration box on one of the peered Enterprises only.
The OrganizationlID is then propagated to the other peered Enterprises.

2. Next, check the MiTeam Classic Configuration box on each of the other peered
Enterprises.

3. When peering is being added, the Enterprises will compare their OrganizationIDs
and if they are different then peering will fail to be configured. If the MiTeam Classic
configuration fails, a warning banner will be displayed in the MiCollab server manager.
See Resolving Conflicting OrganizationIDs.

4. Perform a database backup.

Resolving Conflicting OrganizationlDs

If Enterprises have different OrganizationIDs, you must choose one of the Organization
IDs, copy it, and paste it into the field under the MiTeam Classic Configuration heading
on each of the other Enterprises.

Caution: If you change an OrganizationlD, existing users will lose their chats, Classic
streams, and files that are associated with that OrganizationID.

-_—

. Log into the server manager of the server that has the OrganizationID that you want to
use for the site.

. Under Applications, click MiCollab Client Service.

. Click Configure MiCollab Client Service.

. Click the Enterprise tab.

. Under MiTeam Classic Configuration, click Show to display the OrganizationID.
. Copy the OrganizationID value. The figure below shows an example:

O g h WD

Figure 7: OrganizationID Example

MiTeam Classic Configuration Settings

MiTeam Classic Configuration Sl sk
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Email Notification Settings

Apply ] Reset J

7. Log into the server manager of the server where the OrganizationID needs to be
replaced.

8. Click Show to display the OrganizationID.
9. Replace it with the one copied from the above step and click Apply.
10. Replace the OrganizationID on any other Peered Enterprises.
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1.1.3.7.5.11.4 Provision MiTeam Classic

To provision MiTeam Classic functionality, assign the user with a UCC Premium license
through:

MiCollab Users and Services
Integrated Directory Services
MiVoice 5000 Provisioning Manager, or
MiVoice MX-ONE Provisioning Manager

Users must be assigned with a bundle or role that provides a UCC Premium license and
must have an active Mitel Classic license subscription.

After you add users with UCC Premium licenses or upgrade users to UCC Premium
licenses, MiTeam Classic functionality is supported on their clients. Users will need to
restart their client to activate MiTeam Classic. Refer users to the MiTeam Reference
Guide available on the Mitel Customer Documentation web site.

When you change a user's UCC Licensing bundle from Premium to another level (such
as UCC Standard, Entry or Basic), MiTeam Classic is disabled for that user. If the bundle
is changed back to Premium and the MiTeam Classic box is checked, MiTeam Classic
service is restored and the user's content is still present.

Disable or Re-enable MiTeam Classic

By default, MiTeam is enabled for eligible users (see MiTeam Classic Licensing for
details).

0 Note:

If there are no MiTeam Classic licenses available, you can assign a UCC Premium
license bundle to the user but cannot enable MiTeam Classic option.

You can choose to disable a user's MiTeam Classic functionality to:

» pre-empt the automatic disabling and deleting of a user's MiTeam Classic account
before the free period ends, or

 transfer a paid license from one user to another by disabling MiTeam Classic for one
user and then enabling it for another.

To disable or re-enable MiTeam Classic from the MiCollab Users and Services
application:
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1. Under Applications, click Users and Services.
2. Display the user(s) in the directory.

3. Select the user and click Edit.

4. Click the MiCollab Client tab.

* To disable MiTeam Classic deselect the box.

* To enable MITeam Classic select the box. The MiTeam menu item is added to the
user's Client.

5. Click Save.

» If MiTeam Classic checkbox is deselected, the MiTeam menu item is removed from
the user's Client.

* |If MiTeam Classic checkbox is selected, the MiTeam menu item is added to the
user's Client.

Delegate Classic Streams

You can delegate Classic Streams from one MiTeam Classic user account to another
MiTeam Classic user. Classic Streams delegation is also possible from a MiTeam Classic
disabled user (but has Classic Streams) to another MiTeam Classic enabled user.

Note: All the Classic Streams will be delegated from one user to another user. You
cannot select individual Classic Streams to delegate.

Conditions and Limitations

* The user from whom the Classic Streams are delegated has Classic Streams listed in
the MiTeam menu in the Client.

» The cache for a MiTeam Classic user is refreshed automatically after every six hours.
Any changes made to the user will get reflected after six hours. The server will be
out-of-sync from Moxtra for these six hours. The cache can be refreshed manually by
navigating to Users and Services > Show All menu.

To delegate Classic Streams:

1. Go to MiCollab Server Manager.

2. Under Applications, click Users and Services.

3. Select the user from whom the Streams are to be delegated.

4. Under MiCollab Client, click Delegate Classic Streams.

5. Select the From and To users from the dialog box, to delegate the Streams.
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ﬂ Note:

Enter the e-mail address of the user to delegate the Classic Streams.

6. Click OK.

All Classic Streams are delegated to the To user. The delegated Classic Streams are
displayed in the Client main menu for the user.

Classic Streams Warning
If the user has Classic Streams in the Client, a warning widow is displayed when you:

* delete the user.

+ disable the MiTeam Classic for the user.

* change the e-mail id of the user.

» change UCC license bundle from Premium to Entry or Standard.

Warning:

Deleting a user, removing MiTeam Classic for an user, or changing e-mail id of an user,
will result in deletion of their Classic Streams in 30 days. To keep the Classic Streams,
you must delegate them to another user within the 30 days window.

1.1.3.7.5.12 MiTeam Meetings

* About MiTeam Meetings on page 281
* Provision MiTeam Meetings on page 282

1.1.3.7.5.12.1 About MiTeam Meetings

MiTeam Meetings application is Mitel's Cloud-based collaboration tool (based on
CloudLink infrastructure) that provides MiCollab users with the ability to initiate Mitel
Meetings from their MiCollab Client.

» Collaborate:Manage collaboration meetings

« Chat: Hold chat sessions and receive chat notifications

* File Sharing: Store and share files

* MiTeam Meeting: Perform audio, video, and web sharing

All UCC bundle templates will be updated to have check-box field for MiTeam Meetings.
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For information on MiTeam Meetings end-user features, see MiCollab Client End-User
Online Help.

Supported Clients
MiTeam Meetings is supported with the following MiCollab Clients:

* MiCollab for PC Client

* MiCollab for Mac Client

* MiCollab Web Client

* MiCollab for Mobile Client (iOS/Android only)

Supported Communication Platforms

MiTeam Meetings is supported for single and multiple MiCollab server deployments on
the following Mitel communication platforms:

MiVoice Business
MiVoice MX-ONE
MiVoice 5000
MiVoice Office 400

MiTeam Meetings is only supported in MiCollab Client Integrated Mode. It is not
supported for MiCollab Client Co-located mode or on MiCollab Client stand-alone
systems.

1.1.3.7.5.12.2 Provision MiTeam Meetings

Users must be assigned with a UCC bundle or role that provides a MiTeam Meetings
license.

By default, MiTeam Meetings option is disabled for MiCollab users.

To enable or disable MiTeam Meetings for a new user

1. Under Applications, click Users and Services.
2. On the Users tab, click Add or Quick Add and Enter User Information.
3. Select a UCC bundle to apply the services and application licenses to the user.
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o Note:

Use Quick Add when you want to add a new user and override some of the
template settings.

o Note:

Make sure MiTeam Meetings is enabled in MiCollab Client Service option in the
template.

4. Click Save.

A welcome e-mail is sent to the user with the MiTeam Meetings feature enabled status.
Click on the link provided in the welcome e-mail to create a password for your MiTeam
Meetings account.

To enable or disable MiTeam Meetings for an existing user

1. Under Applications, click Users and Services.
2. Display the user(s) in the directory.

3. Select the user and click Edit.

4. Click the MiCollab Client tab.

+ Enable the MiTeam Meetings checkbox to activate the MiTeam Meetings feature.
« Disable the MiTeam Meetings checkbox to deactivate the MiTeam Meetings
feature.

5. ClickSave.

+ If MiTeam Meetings checkbox is enabled, the cross launch functionality from
MiCollab Client to MiTeam Meetings application is enabled.

+ If MiTeam Meetings checkbox is disabled, the cross launch functionality from
MiCollab Client to MiTeam Meetings application is disabled.

0 Note:

When Disconnect CloudLink operation is performed from MiCollab Settings,
bulk request is sent to CloudLink to untag the users and thus disables the MiTeam
Meetings application cross launch for the users.
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6 Note:

If MiCollab is upgraded, the default and the existing UCC templates will have the new
MiTeam Meetings checkbox in disabled state.

To enable MiTeam Meetings for users in bulk

The bulk user provisioning feature is applicable for all PBXs in integrated mode.

. Under Applications, click Users and Services.

. In the Users and Services page, select the Bulk User Provisioning tab.

. From the Mode drop-down, select the Bulk User Edit option.

. Select Load User button or from the Tools drop-down button select Import from File
option .

. Select users for whom the MiTeam Meetings should be enabled.

6. Once done, select the Enable MiTeam Meeting option.

7. A confirmation pop-up appears on the screen. Click OK.

A OWON -

(3}

In case of a failure, a pop-up appears on the screen, listing the error. To view each error
report, click on the error icon. The failed list of users remains on this screen.

To verify the MiTeam Meetings feature enablement:

* Navigate toUsers and Servicesand select a user. Click theMiCollab Clienttab and
verify if theMiTeam Meetingsetting is checked.

* Log in to the MiCollab Client application, click on the Meeting menu. MiTeam
Meetings application home page is opened.

1.1.3.7.5.13 Configure Service Information E-mail

You can configure MiCollab to automatically send Service Information e-mails to
your system users. This e-mail feature provides users with communication settings
information, such as:

* Login ID

« Password

* Passcode

* Phone Type and Number

The system sends an e-mail, whenever you
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» select a user in the Users and Services Directory page and click the Send Service
Info E-mail button

» create a new user (either from MiCollab USP or from the directory server if MiCollab
IDS is enabled)

» create an MiCollab Audio, Web and Video Conferencing user, or
* reset a user's password or passcode.

If you select a user in the Users and Services Directory page and click the Send Service
Info E-mail button, the system sends a user a Service Information E-mail that contains
all of the user's service information.

If you create a new user, the system automatically sends an e-mail to the user that
contains the user's login ID, password, and a link to the MiCollab Web Client .

If you reset a user's password in the Users and Services application, the system sends
the user an e-mail that contains only the new password.

You can send the e-mail with a default or custom greeting message. With the exception
of the custom greeting, the information can be sent in two languages.

Conditions

* The Service Information e-mail feature is enabled by default.

* The Service Information e-mail is sent to the user's primary e-mail address that is
entered in the User tab of Users and Services application.

* MiCollab sends a Service Information e-mail whenever any of the following methods
are used to create a new user or reset a user's password:

* Users and Services Add, Edit, or Quick Add User
» Mitel Integrated Configuration Wizard
» Users and Services Bulk Import

* The password is only included in the e-mail during the initial creation of a user or
whenever the administrator resets the user’s password.

 If you create a user without an e-mail address, the system does not send a Service
Information e-mail.

+ If you disable the Service Information e-mail feature, all Service Information e-mails
sent prior to the disabling of this feature are still delivered to the users.

+ If you modify a user's password, a Service Information e-mail is sent with the new
password. Note that an e-mail is not sent if a user modifies his or her own password.

» If you select a user in the USP directory and click the Send Service Info E-mail
button, an e-mail is sent regardless of whether or not services are assigned to the
user, providing the user is assigned an E-mail address.

+ If you click the Send Service Info E-mail button in the USP directory page, all service
information for the user is provided in a single e-mail. If you want the MiCollab Speech
Auto Attendant Pilot/Access number numbers to be listed in the Service Information
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e-mail, you must enter these numbers in the Network Elements tab of the Users and
Services application. The system takes the pilot/access numbers that you enter in the
Network Elements tab and lists them in e-mail for the end users. If you do not enter
the numbers in the Network Element tab, they will not be included in the e-mail.

+ If MiCollab services are added to users who were originally created in a MiVoice

Business system administration tool, a Service Information e-mail is not sent
automatically, even if an e-mail address is provided for the user.

Configure Service Information E-mails

. Configure the MiCollab server e-mail settings.

. Under Configuration, click MiCollab Settings.

. Click the Welcome E-mail tab.

. Ensure that the Send Welcome E-mail option is Enabled.

. By default, the MiCollab for Mobile deployment e-mail is sent to that application's
users. Click the link if you do not want to distribute that e-mail. See Mobile Client
deployment e-mail in MiCollab Client Deployment help for information about
configuring the MiCollab for Mobile welcome e-mail.

6. Enter a valid e-mail address for the Sender account. This address appears in the
"From:" header of the e-mail. It is recommended that you enter an e-mail address that
will not be monitored (for example: do_not_reply@example.com).

7. By default, the Append Do Not Reply Closing Message option is set to Enabled.
This option includes a note at the end of the Welcome e-mail that instructs users not
to reply to the e-mail. If you want to receive replies from users at the Sender e-mail
account, set this option to Disabled.

8. You can include a default greeting or a custom greeting in the Service Information e-
mail:

a b WODN =

To use a the default greeting message, click Default.
or

To create a custom message, click Custom and enter a greeting message up to
2000 characters in length. Note that it is recommended that you include a link to the
MiCollab Web Client at https://<host name of MiCollab server>/portal in your custom
message. If the e-mail is required in multiple languages, you must enter the greeting
message in each required language.

o Note:

If you select the Default option while you have text entered in the Custom
Message box, your text will be cleared.
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o Note:

To include a hyperlink in a custom message, you must include a space before and
after the hyperlink, even if the hyperlink is on a separate line. Otherwise, the link
may not function for all users.

9. Specify the service information that you want included in the e-mail by clicking the
associated check boxes. If a service is checked, but the user does not have that
particular service, no information for that service is included in the welcome e-mail. By
default, all service information is checked.

* The check boxes are available for MiCollab Microsoft Outlook Plugin, Legacy
MiVoice for Skype for Business Plugin, MiCollab for Microsoft Client, and End User
Portal Link.

* MiCollab for PC Client download link will be included in the deployment e-
mail. For MiCollab Servers that are upgraded from an older version to 8.0 or
higher, the administrator must load the default deployment text or add the link
[####wWinpc##H##] manually in the custom deployment text.

+ If you select the Legacy MiCollab PC Client checkbox, MiCollab Desktop Client
download link will be included in welcome e-mail. By default, this checkbox will be
selected in case of an upgrade or a new installation.

0 Note:

Select the MiCollab Client Service checkbox, to enable the Legacy MiCollab PC
Client option.

10. Select up to two languages (First and Second Language). The e-mail information will
be sent in both languages (sequentially in the selected order).

o Note:

The system does not translate custom greeting messages.

11. Enter a valid destination e-mail address in the Test E-mail Address that you can
access (for example your work e-mail address). To enter multiple addresses, separate
each address with a semi-colon. After you click Save, an e-mail is automatically sent
to the address or addresses that are entered in this field.

12. Click Save.

13. Open the e-mail account and check that the e-mail was received. Ensure that the e-
mail contains the desired information.
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Send Service Information

To send a Service Info E-mail that contains all of the user's service information from the
Users and Services application directory:

1. Under Applications, click Users and Services.
2. Click Users.

3. Search for a specific user or click Show all.

4. Select the check boxes of the desired users.

5. Click Send Service Info E-mail.

6. Click Ok.

Disable Service Info E-mails

1. Under Configuration, click MiCollab Settings.
2. Click the Welcome E-mail tab.
3. Set Send Welcome E-mail option to Disabled.

1.1.3.7.5.14 Manage Unassigned Services

When you open the Users and Services application, the main page contains a summary
listing the total number of users and the number of unassigned services for each
application. An unassigned service is one that has been provisioned (possibly in another
application or by use of bulk import), that does not have enough information for automatic
assignment to a user (for example, a NuPoint UM mailbox, a teleworker phone, or an
MiCollab Audio, Web and Video Conferencing service).

To view unassigned services:
1. Under Applications, click Users and Services.

2. Click the View link. The Unassigned Services Summary window opens.
3. Click the application tabs to view the unassigned services.

Manual Assignment

To manually assign unassigned services:

1. On the Users tab, search for the user to whom you want to assign the service (or click
Show all )

2. Select the user and then click Edit .
3. Select the tab for the service you want to assign.
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4. Click Assign Existing <service> . A dialog box appears with a drop-down list of
unassigned services.

0 Note:

This button is only available if there are unassigned services in the database.

5. Select the service to assign and then click Assign .
6. Click Save .

Assigning Teleworker Services

Another possible source of unassigned services is data migration. When teleworker
phone data is migrated into the MiCollab environment from a previous standalone
deployment, all phone services appear in the Users and Services application as
"unassigned". If the phone has a Directory Number (DN) associated with it, it can be
assigned as described above. If no DN is attached to the phone, it will appear in the list
but you will be unable to assign it.

To manually assign a teleworker phone that has no DN:

1. Under Applications, click MiVoice Border Gateway.
2. Ensure that the teleworker service is enabled.

3. Register the telephone with the MiVoice Business to obtain a DN. (For information
about registration, refer to the Register IP Telephones topic in the MiVoice Business
System Administration Tool Help available at Mitel OnLine.)

4. Wait for the MiCollab database to update during its regular audit. (Maximum update
interval is five minutes.)

5. Assign the service as described in "To assign unassigned services" above.

Automatic Assignment

In some cases, MiCollab will automatically assign an unassigned service to a user when
it has enough information to do so.

For example:

* when a user has a phone with a DN and MAC address that match those of an
unassigned service, the unassigned teleworker service is automatically assigned to
that user.

* when a user has an email address that matches that of an unassigned service, the
unassigned MiCollab Audio, Web and Video Conferencing service is automatically
assigned to the user.

MiCollab Users and Services Provisioning




Applications

1.1.3.7.5.15 Delete Services

If Flow Through Provisioning is enabled, when you delete services on MiCollab the
corresponding service is also deleted on the associated MiVoice Business system. See
the table below for an explanation of configuration changes.

To delete a service from a user:

1. Locate the user in the directory.
2. Click the check box next to the user's Last Name.
3. Click Edit.

4. Click the tab of the service that you want to delete. For example, to delete a phone,
click the Phone tab.

0 Note:

When you delete a MiVoice IP Phone , all the services associated with that phone
including the voice mailbox messages are deleted. If replacing a set, ensure that
you go to the " tab for that user and remove the association with the Mitel phone
in the Extension field of the NuPoint Unified Messaging tab before you delete
the set. Otherwise, the user's voice mailbox messages will be deleted when you
delete the phone.

5. Click Delete <service> where <service> is the name of the tab.
6. Click Yes to confirm the deletion.
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When you delete this service in You also change these settings in

MiCollab : the MiVoice Business :

Phone The phone device is deleted along

with Tel Dir entry. Phone deletions are
cascading, meaning that a deletion of
associated services (mailbox and NuPoint
UM services) is automatically performed.

o Note:

Deleting a phone that is set as the
Registered Phone for MiCollab
Audio, Web and Video Conferencing
service does not delete the MiCollab
Audio, Web and Video Conferencing
service, just the Registered Phone.

o Note:

You cannot delete the primary phone
from a user who has multiple phones.
Also see Unable to Delete a User's
Extension.

NuPoint UM Mailbox When a mailbox is deleted from a user,
the phone service associated with that
mailbox has Call Forwarding removed
and its COS value adjusted to reflect the
remaining services.

MiCollab Client MiCollab Client service has no effect on
MiVoice Business settings.

Audio, Web and Video Conferencing MiCollab Audio, Web and Video
Conferencing service has no effect on
MiVoice Business settings.
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You also change these settings in
the MiVoice Business :

Teleworker Service

MBG teleworker service has no effect on
MiVoice Business settings.

Vidyo Service

Vidyo service has no effect on MiVoice
Business settings.

If a Delete Phone operation fails . . .

If MiCollab fails to delete a phone's services on the MiVoice Business , you will receive
an error. You must manually delete all references to the phone's directory number/
Remote Directory Number from the MiVoice Business System Administration Tool forms

before you can complete the deletion.

Log into the MiVoice Business System Administration Tool and delete references to the
phone's Directory Number/RDN from the following forms:

1. ACD Express Groups

* Interflow Point Directory Number

* Unavailable Answer Point Directory Number

2. ACD Path

* Primary Agent Skill Group ID

* Overflow 1 Agent Skill Group ID
* Overflow 2 Agent Skill Group ID
* Overflow 3 Agent Skill Group ID
* Interflow Directory Number

+ Path Unavailable Answer Point Directory Number
* DTMF Receiver Unavailable Answer Point Directory Number

o O h W

. Hotel Options

* Wake-Up Call - Expiration Routing

. Call Rerouting Always Alternative - Directory Number
. Call Rerouting First Alternative - Directory Number
. Call Rerouting Second Alternative - Directory Number

* Wake-Up Call - Wake-Up Directory Number

7. Hunt Group - Hunt Group Member

8. Intercept Handling - any Directory Number field (14 in total)

MiCollab Users and Services Provisioning

292



Applications

9. Multiline Set Keys - Button Directory Number
10. Pickup Groups - Member
11. Remote Busy Lamps - Remote Host Set Directory Number
12. System Access Points

* Night Bell Directory Number
* MNMS: Event Indication Routing Number
* MNMS: Event Indication Number
13. Telephone Directory - Number
14. Call Forwarding Profile - Forwarding Destination

1.1.3.7.5.16 Reports

* Generate User Summary or MiTeam Classic Status Report on page 293
* Generate Report of MiCollab Client Accounts on page 295

1.1.3.7.5.16.1 Generate User Summary or MiTeam Classic
Status Report

The Reports button allows you to generate one of the following reports:

* User Summary Report
* MiTeam Classic Status Report
* MiTeam Meeting Status Report

User Summary Report
This report lists the following information for the MiCollab users:

* User's First Name
* User's Last Name
* Email Address

+ UCC Bundle

* Department

* Location

0 Note:

Users who are assigned with Premium bundles are entitled to MiTeam capability.
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MiTeam Classic Status Report
This reports provides the following information for MiTeam Classic users:

» User's First Name
e User's Last Name
* E-mail address

* MiTeam Classic status: Entitled Yes/No/Blank (Blank field indicates user has been
deleted)

* Current Stage: Free or Grace
» Expiry date of free period.

By default, the report is sorted by expiry date.

MiTeam Meetings Status Report
This reports provides the following information for MiTeam Meeting users:

* User's First Name

* User's Last Name

* E-mail address

* MiTeam Meeting status - Enabled : Y/N

» Failure reason - Reason stated if any or else mentioned as N/A

Generating a Report

If the report information does not contain UTF-8 characters, you can use the following
procedure:

1. In the User Directory, click the User tab.
2. Click Reports and select the desired report

* User Summary Report

* MiTeam Classic Status Report, or

* MiTeam Meetings Status Report
3. If desired, sort the information.

If the report information contains UTF-8 characters, you must first save the report as a
Notepad file and then open it in Excel in order for the UTF-8 characters to be displayed

properly:

1. In the User Directory, click the User tab.
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2. Click Reports and select the desired report:

* User Summary Report
* MiTeam Classic Status Report, or
* MiTeam Meetings Status Report
3. Select Open with Other . . . and then select Notepad.
4. Click OK.
5. Save the CSV file to your PC.
6. Open it with Excel.
7. If desired, sort the information.

1.1.3.7.5.16.2 Generate Report of MiCollab Client Accounts

You can generate real-time reports of USP and MiCollab Client account information. The
report can be generated when MiCollab is in either integrated or co-located mode.

To generate these reports, you need a basic knowledge of Linux commands.

USP Accounts Report

To generate this report:

1. Log into the MiCollab server console as "root" using the administrative password.
2. Enter the following command to access the directory that contains the required script:

| usr/mas/bin/ db_report_helper_scripts

3. Run the report by entering following command: java -jar UserAndServicesDump.jar
> {filename}.csv

For example: java -jar UserAndServicesDump.jar > {amtc_report}.csv
4. Copy the file to your PC.
5. Open the file in a spreadsheet editor.

Note: The report may not display UTF-8 characters properly depending on the editor
being used. For instance, Excel may not display UTF-8 characters properly. Other editors
such as Sublime or Word may display them in readable format.

A sample report is shown below:
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B G D E E G H | | K L M N
1 firstname lastname loginid email_address department location phone mailbox uca mca uc_mobile saa  tw
2 Berry Smith smithb berry smith@amtc.com Sales 5B-34 18888 18888 18889
3 sally Green greens sally green@amtc.com Sales 5A-23 18109 18109 TRUE TRUE 18101
4 | Amir Naidar naidara amir_naidar@amtc.com Tech Support 3C-44 18222 18222 TRUE TRUE
5 |Pierre Julian julianp pierre Julian®@amtc.com  Purchasing 2D-33 18428 18428 TRUE TRUE
6 |lay Cheng chengj jay cheng@amtc.com Sales 5F-22 18001 18001 TRUE TRUE 18002
7 will MacDonald macdonaldw will macdonald@amt.com Tech Support 3D-33 18213 18213 TRUE TRUE 18214

The USP report fields are described below:

Field Description

index Record number

firsthname First name for the account holder

lastname Last name for the account holder

loginid Login ID that the account holder will use to log in to the
Desktop Client

email_address E-mail address of account holder

department Department of account holder

location Location of account holder

phone Extension number of account holder

mailbox Voice mailbox extension of account holder

uca TRUE: Service is enabled or {blank}: Service is disabled

mca

saa Speech Auto Attendant extension

tw Teleworker extension of account holder

MiCollab Client Accounts Report

To generate this report:

1. Log into the MiCollab server console as "root" using the administrative password.
2. Enter the following command to access the directory that contains the required script:

cd /usr/mas/bin/db_report_helper_scripts

3. Save the report to a file by entering following command: sh ./dump_uca_account.sh
> {full path and file name}

For example: sh ./dump_uca_account.sh > /tmp/output.csv
4. Copy the file to your PC.
5. Open the file in a spreadsheet editor.

Note: The report may not display UTF-8 characters properly depending on the editor
being used. For instance, Excel may not display UTF-8 characters properly. Other editors
such as Sublime or Word may display them in readable format.
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Al - (. f;‘ first_name
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1 |[first_name !Iastﬁname sip_userid pbx_node deskphone softphone  voicemail_m vm_server voicemail_ voicemail_language country |
2 Richard Svarich svarichr massrv5.local us
3 David Rennalls rennallsd  massrv5.local us
4 Mark Mcgee mcgeem massrv5.local us
5 Terry Tam tamt massrv5.local us
6 Alain Michaud michauda 10.39.166.22 31501 31501 us
7 |leff Hobbs hobbsj massrv5.local us
8 Fariba Gillen gillenf 10.39.166.22 31509 31509 us |
9 Elaine Trinh trinhe massrv5.local us
10 Martin Gillen gillenm 10.39.166.22 31505 us
11 Jack Chu chuj 10.39.166.22 31507 us
12 John Ritlop ritlopj 10.39.166.22 35460 us
ilef
M 4 F M| ~6123904 <70 0 | m
Ready | u@ =] @LI_OD% Sl s

The MiCollab Client report fields are described below:

Field Description

first_name First name for the account holder

last name Last name for the account holder

login_id Login ID that the account holder will use to log in to the
Desktop Client

pbx_node Password that the account holder will use to log in to the
desktop client

desk_phone_extension Extension for the account holder's desk phone

soft_phone_extension Extension for the account holder's softphone

voice_mail_server Voice mail server configured for the PBX node associ
ated with this account

voice_mail_number Voice mail extension for the account holder's PBX node

voice_mail_public_number Extension for the account holder's mailbox extension

language Language setting of user's account

country Country setting for the account holder

1.1.3.7.6 Deployment

* Deploy Mobile Client for Mobile on page 297
* Deploy Mobile Client for EHDU on page 298
* Deploy MiCollab MAC or PC Client (without Softphone) on page 299

1.1.3.7.6.1 Deploy Mobile Client for Mobile

Before MiCollab Client can be deployed to users, you must first configure the MiCollab
Client Deployment application. Refer to the MiCollab Client Deployment application
online help for instructions. After you program a user with a MiCollab Client softphone
(UC Endpoint) in the Users and Services application, the softphone is automatically
deployed.

To re-deploy MiCollab Client for Mobile:
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1. Under Applications, click Users and Services.

2. Click Deploy MiCollab Client and select for all users. This action selects all users
that are eligible for MiCollab Client deployment.

OR

Click Show All, select the desired users from the directory list, click Deploy MiCollab
Client, and select for selected users.

3. A confirmation dialog box appears. Click Deploy. If there is a failure to deploy a user,
the server continues to deploy to the remaining users and a dialog box with an error
summary is displayed after deployment has completed. Users are automatically sent a
deployment e-mail. Users scan the QR code in the e-mail to complete deployment.

1.1.3.7.6.2 Deploy Mobile Client for EHDU

Before you can deploy MiCollab Client for External Hot Desk Users (EHDU) from the
Users and Services application, you must first configure the MiCollab Client Deployment
application. Refer to the MiCollab Client Deployment application online help for
instructions.

For a MiCollab Client EHDU, the user requires a EHDU license and MiCollab Client
service.

To deploy MiCollab Client for External Hot Desk Users:

1. Under Configuration, click MiCollab Settings.
2. Click the MiCollab Client Deployment tab.

3. Select the MiCollab Client deployment profile that you want applied to the External Hot
Desk Users. By default, the deployment profile is set to "Do Not Deploy". Select the
desired deployment profile and click Save, The users are not deployed at this stage.

4. Under Applications, click Users and Services.

5. Click Deploy MiCollab Client and select for all users. This action selects all users
that are eligible for MiCollab Client deployment.

OR

Click Show All, select the desired users from the directory list, click Deploy MiCollab
Client, and select for selected users.

6. A confirmation dialog box appears. Click Deploy. If there is a failure to deploy a user,
the server continues to deploy to the remaining users and a dialog box with an error
summary is displayed after deployment has completed. Users are automatically sent
a deployment e-mail. Users scan the QR code in the e-mail to complete deployment
of their EHDU devices. After the client logs in, the EHDU device is present in the
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dynamic statuses and the user can select the EHDU device to make outgoing office-
link calls.

Note the following:

* To un-deploy a EHDU, clear the External Hot Desk box for the Hot Desk User or
delete the device. The MiCollab Client does not log out if the EHDU is not deployed.

+ If you change the device type to UC Endpoint, the deployment profile for this device is
set to Default and the softphone is deployed.

 If you change device to an EHDU, the deployment profile is set to the selection made
under MiCollab Settings.

1.1.3.7.6.3 Deploy MiCollab MAC or PC Client (without
Softphone)

You can deploy a MiCollab MAC or PC Client without a softphone from the Users and
Services application. Before you can deploy a MiCollab MAC or PC Client, you must
first configure the MiCollab Client Deployment application. Refer to the MiCollab Client
Deployment application online help for instructions.

To deploy:

. Under Applications, click Users and Services.
. Under the Users tab, select the user and click Edit.
. Click the MiCollab Client tab.

. Select the desired Deployment Profile. This field only applies to MiCollab MAC or PC
Clients without softphones.

. Click Save.
. From the Users and Services page, click the Users tab.
7. Select the users and click Deploy MiCollab Clients > for selected users.

A WON -

o O

A confirmation dial box appears. Click Deploy. If there is a failure to deploy a user, the
server continues to deploy the remaining users and a dialog box with an error summary
is displayed after deployment is completed.

Users are automatically sent a deployment e-mail. The MiCollab MAC or PC Client are
not associated with phones, so the extension in the e-mail is listed as "None". Users click
on a link in the e-mail to complete deployment.

This setting can be chosen concurrently with one or more deployed devices. Devices are
deployed separately using the selected deployment profile.

MiCollab Users and Services Provisioning




Applications

1.1.3.7.7 Configure MiCollab Language

This page allows you to configure the following settings:

+ System Language: Select the language of the Telephone User Interfaces (TUIs) for
the MiCollab application end-users. End-users can also set their own prompt language
on the Settings page of their MiCollab End User Portal . After the initial installation of a
new system, the System Language defaults to US English.

* NuPoint UM Prompt Languages: Select the other languages for the NuPoint UM
prompts. When users call into the NuPoint UM system through the Message Center
auto attendant or Receptionist application, they are asked to select the language
of the NuPoint UM prompts for the duration of their call. Users can select either the
primary prompt language or one of the other languages. The primary (first) language
is determined by the System Language setting above; the other languages are
determined by the settings in these fields. For example, the primary system language
could be English (United Kingdom); the second language; French (Canada), the third
language Swedish (Sweden), and so on.

You must record your corporate "Welcome" greeting in all the selected languages for
incoming calls to the NuPoint UM system. When an external caller connects with the
voice mail hunt group pilot number, the system plays your bilingual or multi-lingual
corporate greeting and then prompts the caller to select the desired language. For
example:

System "Welcome" Greeting:"Welcome to Mitel Networks, Bienvenue a Mitel
Networks".

System Prompt: "For Service in English press 1; Pour le service en frangais, appuyez
sur 2”.

Users should also record their mailbox greetings in the required languages. When
a caller reaches a user's mailbox, the system plays the mailbox greeting. For
example:“You have reached the voice mailbox of Jean Julian, please leave a
message; Vous avez atteint la boite aux lettres de Jean Julien, s'il vous plait laissez
un message”.

* Use NuPoint UM Mnemonic English Prompt: When the System Language or
Secondary NuPoint UM Prompt Language is set to English (United States), check this
box if you want the NuPoint UM voice mail system to use English mnemonic prompts.
By default, the system uses English numeric prompts.

Change System Language

To change the system language:

1. Under Configuration, click MiCollab Language.
2. Select the desired language from the System Language drop-down box.
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3. If you set the system to use "English (United States)", you can choose to use numeric
(default) or mnemonic prompts for NuPoint UM voice mail:

* Check the Use NuPoint Mnemonic English Prompt box if you want the voice mail
system to prompt users to enter letters to select actions. For example, "Press P to
play”;

* Clear the box if you want the voice mail system to prompt users to enter numbers to
select actions. For example "Press 7 to play".

0 Note:

The Use NuPoint Mnemonic English Prompt box is only presented if the
NuPoint UM application is installed.

4. Click Save.

The following conditions apply to the System Language:

» The Line Group language setting and LCOS language setting use the MiCollab
system default language. In the interface, the Line Group language setting is set to
"undefined" and the LCOS language setting is set to "default". If you set the system
language in the Line Group, it overrides the MiCollab system language setting and
the MiCollab secondary NuPoint UM prompt language setting. Note that the LCOS
language overrides the Line Group language and the MiCollab System language.

* The language of the Call Director application is not controlled by the system language
setting.

* MiVoice Business phone displays are not controlled by the system language setting.

* For MiCollab Audio, Web and Video Conferencing , the Telephone User Interface
language (TUI) is set on a system-wide basis for all users (that is, each user cannot
set his or her own TUI language for MiCollab Audio, Web and Video Conferencing ).

+ The MiCollab End User Portal login page is displayed to the user in the language
of the user's browser. If the browser language is not supported, the login page is
displayed in the system language.

* The prompt language for call flows in Call Director default to the MiCollab language
setting. However, users can set the prompt language for a call flow independently
of the MiCollab language setting through the Action menu in the Call Director
application.

« The System Language setting does not control the language used by the MiCollab
End User Portal or Speech Auto Attendant application. The MiCollab Speech Auto
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Attendant only supports two languages: UK English and NA English. To change the
Speech Auto Attendant language:

1. Under Applications, click NuPoint Web Console.

2. Under Auto Attendant, click Misc. Parameters.

3. Select the desired Primary Language, and then click Save.
4. Under Auto Attendant, click Data Source.

5. Click Force Update.

* The Use NuPoint Mnemonic English Prompt box is displayed only when either
System Language or Secondary NuPoint UM Prompt Language is set to English
(United States).

« MiCollab Client supports additional languages that are not supported by MiCollab .
However, MiCollab Client users can use these additional languages when MiCollab
Client is deployed as an application on MiCollab , even though these languages are
not supported by MiCollab .

Configure NuPoint UM Prompt Language

To configure a prompt language for the NuPoint UM system:

1. Ensure NuPoint UM FCOS feature bit 51 "Do Not Switch Languages for Outside
Caller" is assigned to the users' voice mailboxes.

2. Under Configuration, click Application Suite Language.
. Select the desired languages from the NuPoint Prompt Language drop-down box.

4. Record a bilingual or multilingual corporate greeting for the NuPoint UM system
hunt group pilot number though the NuPoint UM administrator mailbox. Record the
greeting in the "System Language" followed by the same greeting in the other selected
languages; for example: “Welcome to Mitel Networks, Bienvenue a Mitel Networks;
Bienvenido a Mitel Networks; Willkommen bei Mitel Networks”

5. Call into the NuPoint UM system hunt group pilot number and ensure that the prompts
are played correctly.

6. Instruct mailbox users to record bilingual (or multilingual) greetings for their mailboxes
as required. Again, users should record their mailbox greetings in the "System
Language" followed by the same greeting in the other languages; for example: “You
have reached the voice mailbox of Jean Julian, please leave a message; Vous avez
atteint la boite aux lettres de Jean Julien, s'il vous plait laissez un message; Usted ha
llegado al buzén de voz de Jean Julian , por favor deje un mensaje; Sie sind auf der
Sprachmailbox von Jean Julian erreichen, hinterlassen Sie bitte eine Nachricht”.

w

The following conditions apply to the other NuPoint UM prompt languages:

* NuPoint UM FCOS feature bit 51 "Do Not Switch Languages for Outside Caller" must
be assigned to the users' voice mailboxes.
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* The NuPoint UM Line Group language setting and LCOS language setting use the
MiCollab system default language. In the interface, the Line Group language setting
is set to "undefined" and the LCOS language setting is set to "default". If you set the
system language in the Line Group, it will override MiCollab system language setting
and the MiCollab NuPoint UM prompt language.

* The "NuPoint Prompt Language" field is only displayed if NuPoint UM is installed.
* This prompt language feature does not apply to Speech Auto Attendant (SAA).

+ Callers select the desired language for NuPoint prompts at the system-level only, not
at the mailbox level.

* The system plays the languages in the order of the language choices. For example,
if you selected the English as the "System Language" and then French, the system
generated prompt plays: "For service in English, press 1; Pour le service en frangais,
appuyez sur 2."

* This feature applies to calls to the NuPoint UM voice mail hunt group pilot number.
The caller only selects the prompt language once, before the first system prompt is
played.

* Mailbox owners are not prompted to select a prompt language when they log into their
mailboxes.

* In MiCollab , the language selection prompts are system generated. MiCollab does not
provide you with the ability to record and import a custom language selection prompt.

* An "SAA Warning" is displayed in the server manager interface if the "System
Language" or one of the other language selections is not English.

1.1.3.8 Troubleshoot

» Correcting Errors on page 193

* Managing Detained and Failed IDS Operations on page 305
* Unable to Delete a User's Extension on page 307

* Unable to Add Phone After Deletion on page 307

* Pop-up Error in Chrome on page 307

1.1.3.8.1 Correcting Errors

If errors occur during a bulk data import, they are listed in the Bulk Provisioning Tool
screen and indicated by icons:

Y indicates a field entry error. To display the error, hover your cursor over the icon. The
error message provides the corrective action.
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e indicates a data import failure. To display the error, click the icon for details. The
error report provides the corrective action. If multiple errors exist against the update, click
Next.

You can also click the « icon next to an entry to review a detailed summary of any errors.
You must resolve the errors before you can save an entry to the directory.

Example of a Field Entry Error

oo Mitel | micotiab

admin@vmas2-bricuxd.lab.mitel.com Alarm Status: Minor Logout
- Users and Services e

Mitel Collaboration Advanced i
Mitel Border Gateway
NuPgint Web Cansole
UC Mobile

The Users and Services directory allows you to maintain user data and assign or remove user services, such as Unified Communicator Mobile or
Teleworker. The directory lists the usernames and office numbers of the MAS users, and shows the services that have been assigned to each user
| Services are only available if they have been installed on the server as an application blade and are licensed

Unified Communications
Server

Users | Network Element | User Templates = User Roles  Locations = Departments | Bulk User Provisioning

Licansing Infarmatian

ServiceLink =

WMods - Bulk User Add v Add Tools

Blades

Status

D ~ OP FirstName “: Last Mame “ : Domain Login ID  Email Address Role Prime Phone Secondary Phone External Number =
Administration

=i 4 FA A Ted Green gresnt  greent@mitel com (1] 1004

ackup

View log files 4 [ A Sally Red reds () reds@mitel.com, @ 1044

Vet Jaenes 4 [ A Fres white whitet [ inyaiid o.mal acress. 1013

System information

System menitaring
System users
Shutdown o reconfigure

virtuzlization i =

#H100% -

Example of a Data Import Error

o Mitel | micoltan

admin@vmas2-briouxd.lab mitel.com Alarm Status; Miner Logout
aoohcations ______ Users and Services (&)
Usars and Services 1

Mitel Collaboration Advanced
Mitel Border Gataway
NuPaint Web Console

UC Mobile

The Users and Services directory allows you to maintain user data and assign or remove user services, such as Unified Communicator Mobile or
Teleworker. The directory lists the usermnames and office numbers of the MAS users, and shows the services that have been assigned to each user

g s Services are only available if they have been installed on the server as an application blade and are licensed
Unified Communicaticns Server

Gcensmgilfornatn Users | Network Element | User Templates = User Roles | Locations | Departments [ Bulk User Provisioning
ServiceLink
Blades

Status

Iode - | Manage Detained Queue Tools v

Administration [7] 7 OP Timestamp  Firsthame* LastName* Domain  Login|D EmalAddress  Role Frime Phane  Secondary Phon Extemnal Number ™

Backug —
e 4 [ @A 20130425 . Test Test masiabl_. test!0  testi0@testcom Default UCC Pre_. 15110

Event viswer
System information -
Error Viewer %
System monitoring

Systsm users
Shutdown or reconfigure Error Number - 1 of 1

Virtualization Time Stamp : 2013-04-25 15:19:22 534000000

Configuration
Integrated Directory Service
UCA Integration Wizard

Applications Suite Settings Message

m

Applications Suite Language Failed 1o create users and services: Create User Error. HTTP error whil trying to communicate with the Unified
E-mail sattings Communications Server. Could not apply in the UGA application.

Gaogle Apps

DHCP

Dat= and Time
Hostnames and addresses
Domains

SHMP

Ethernet Cards

Detailed Message

/An exception accurred during Quick Add. The message from the exception was “Create User Eror. HTTP error while trying

Review configuration to communicale with the Unified Communications Server. Could not apply in the UCA application. *

Security
Remote access
Local networks
Part forwarding
Web Server Certificate Fields
Certificate Management

Miscellaneous
Support and licensing

Help
Suggestion

Records: 1

Cherk Server | nas
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1.1.3.8.2 Managing Detained and Failed IDS Operations

The Manage Detained Queue in the Bulk User Provisioning tool lists the detained and
failed IDS operations:

» Detained IDS operations are operations that have been performed on the directory
server that have not been applied to the USP database yet.

» Failed IDS operations are directory server updates that the MiCollab system could not
apply to the USP database.

Failed IDS operations are also

* listed in the Event log in the MiCollab server manager

* indicated in the Manage IDS Connection page for the last successful sync (if errors
were detected, the connection is highlighted in red).

The Manage Detained Queue lists a maximum of 2500 detained entries in the grid. Any
additional detained entries beyond the 2500 limit are stored on the system. After you
process detained entries, any additional detained entries are added to the grid when you
reload the Manage Detained Queue view.

0 Note:

Data mismatches that occur between telephony fields are not sent to the Managed
Detained Queue because they cannot be reconciled from MiCollab . The following
telephony fields are ignored during a synchronization update: Role, Home Element,
Mobile Phone Directory Number; Primary Phone Directory Number and Secondary
Phone Directory Number.

6 Note:

When you create a new connection to the directory server, the 'detain always' option
is enabled by default. Therefore, during a synchronization all users on the directory
server (including Administrator and Guest accounts) are sent to the detained queue.
You must remove or ignore the administrator or guest entries from the queue.

Managing IDS Operations

To manage detained and failed IDS operations:

1. Under Applications, click Users and Services.
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2. Click the Bulk User Provisioning tab.
. In the Mode field, select Manage Detained Queue.

4. Click Tools, then click Reload Detained Queue to refresh the grid with the latest
detained entries from the directory server.

5. Review the list of A (Add), U (Update) and D (Delete) operations. Errors are identified
by icons. Hover your cursor over the icons for a description of the error.

w

For U (Update) operations, the field values that will be deleted or modified are
indicated by strike though text; the new values appear in bold text; and any values
that will not be changed appear in normal text. Hover your cursor over an update field
to display any additional details.

6. Click

next to an entry to review a detailed summary of the changes that will be applied to the
database. If there are any errors associated with the record, a detailed summary of the
error is provided. Click Done.

7. Correct any errors caused by invalid data.

8. Select any operations that you do not want applied to the database and click Delete.
Click OK to confirm the deletion of the operation from the grid.

9. Select the operations that you want to apply to the database and click Save. The
Operation Progress window opens and displays the import progress. After the import
is complete, the Operation Progress window closes.

10. Perform another IDS sync and check the Manage Detained Queue again to see that
the errors are indeed fixed and do not reappear.

Emptying the Detained Queue

You can remove all entries from the Detained Queue quickly using the Empty Detained
Queue menu option.

To remove all detained entries from queue at once:

1. Under Applications, click Users and Services.

2. Click the Bulk User Provisioning tab.

3. In the Mode field, select Manage Detained Queue.
4. Click Tools, then click Empty Detained Queue.

o Note:

If you empty the queue, the entries are removed permanently. You cannot recover
them.

5. Click OK to proceed. The list is emptied.
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1.1.3.8.3 Unable to Delete a User's Extension

Symptom: You are unable to delete a user's extension.

Sample Error Message: "Failed to delete DN: 20004 (FourTwo,FourTwo) on ICP:
Tenant04 (10.40.190.29). (ICP Error: Cannot delete phone service 20004 because it

is configured as the primary phone service for <i>FourTwo FourTwo</i>. Users with
multiple phones must have their primary phone changed from 20004 before the delete is
possible.) The approximate system time on the ICP is: 19:03:28 on 2014/Mar/07." .

Cause: You cannot delete the primary phone service from a user who has multiple
phones. One of the phones, must be assigned as the primary phone.

Corrective Action: Log into the MiVoice Business system administration tool and
change the primary phone to one of the user's other extensions. Then delete the
extension.

1.1.3.8.4 Unable to Add Phone After Deletion

Symptom: After you delete a phone (for example, extension 1000) from a user, you are
unable to add the phone back into the system using the same extension number.

Cause: The phone extension is currently programmed as a member in the Personal Ring
Group of another user (for example, extension 1001).

Corrective Action: Delete the phone (extension 1000) from the MiCollab Client
Accounts tab of the other user (extension 1001)

1. Under Applications, click MiCollab Client Service.

2. Click Configure MiCollab Client Service.

3. Click Accounts.

4. Click the account of the user with the PRG (extension 1001).
5. Under Phone Numbers delete the phone (extension 1000).

6. You can now add the phone extension 1000 back into the system through USP. Note
that on the next MiCollab Client PBX sync, the phone (extension 1000) will be added
back into the PRG of the other user (extension 1001).

1.1.3.8.5 Pop-up Error in Chrome

Symptom: While editing a user's phone in the Users and Services application, you
receive an error dialog similar to the following:
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The page at https://10.46.26.169 says:

Server error attempting to retrieve device type metadata,
please try again.

0K '

Cause: Issue with Chrome browser.

Corrective Action: Click OK to proceed. Use another browser (for example FireFox) or
upgrade to Chrome 46.0.2490.33 beta-m.

1.2 View Licensing Information

The MiCollab administrator portal opens at the Licensing Information page, which
displays details about user licensing for your applications.

Unified Communications and Collaboration (UCC) Bundles

This table lists the installed UCC Licensing bundles.

Column Description

Bundle Lists the type of UCC licensed bundle; for example,
UCC Entry Level for Enterprise (V4.).Note that you can
generate a report that identifies the UCC licensing bundl
e assigned to each user.

User Licenses Displays the maximum number of licensed bundles that
you can assign.

Currently used Displays the number of UCC bundles that you have ass
igned or attempted to assign. When this total is greater
than the number of Licenses, it is displayed in red to indi
cate over provisioning. If required, you can purchase ex
tra license bundles from your Authorized Reseller.

e Note:

This table just shows the tally of the of the available licenses. To determine the
licensing part numbers that are being used use to achieve the current level of
licensing, you must access the Application Management Center and view the
licenses that are assigned to the ULM.
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Application User Totals

This table lists the installed applications and the user licensing information for each
application. The totals in this table include the user licenses in the available UCC License
Bundles plus any "al la carte" licenses that you may have purchased.

Column Description

Application Lists the installed applications.

User Licenses Displays the maximum number of licensed users that y
ou can assign to each application or service.

Currently Used
Displays the number of licenses that you

have assigned or attempted to assign.
When this total is greater than the User
Licenses, it is displayed in red to indicate
over provisioning (also see Voice Mailbox
Over Provisioning). If required, you can
purchase extra licenses or uplifts from
your Authorized Reseller.

Note: SIP phones appear in the
Teleworker license count regardless of
whether they are registered to the ICP.

Effect of Adding or Removing UCC Licenses

When you add or remove a UCC Licensing bundle, the system updates the UCC
Licensing totals. The Application User Totals are also updated to reflect the change.

UCC Basic License

« UCC Basic (includes MiVoice Business
user license)

UCC Entry License
+ UCC Entry

e Multi-device user license

* NuPoint UM mailbox, Standard UM,
and Advanced UM

* MiTeam Meetings license
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UCC Standard License

e« UCC Standard
» Multi-device user license

¢ NuPoint UM mailbox, Standard UM,
and Advanced UM license

* One Teleworker license

« MiCollab Client deskphone, web client,
and softphone or mobile client

+ Vidyo client license

* MiCollab Audio, Web and Video
Conferencing license

* MiTeam Meetings license

Premium UCC License

« UCC Premium
e Multi-device user license

e NuPoint UM mailbox, Standard UM,
and Advanced UM license

* MiCollab Audio, Web and Video
Conferencing license

* Three Teleworker licenses

» MiCollab Client deskphone, web client,
softphone, and mobile client

+ Vidyo client license
* MiTeam Classic license
* MiTeam Meetings license

NuPoint UM mailbox (when "al la carte" NuPoint lice
nses are available) * NuPoint UM mailbox

NuPoint UM mailbox (when "al la carte" NuPoint lice
nses are not available but UCC license bundles are) + UCC Entry (or Standard, or Premium

depending on availability)
* NuPoint mailbox

Voice Mailbox Over Provisioning

You are allowed to restore a database to a destination system even though the
database may contain more voice mailboxes that the system licensing can support.
Over provisioning of voice mailboxes is allowed in order to give you time to purchase
additional licenses. If the system is in an over provisioned state:
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* A warning message appears in the Users and Services application that indicates that
you need to purchase additional NuPoint UM user licenses.

* You cannot add new voice mailboxes if the current mailbox count has reached the
system NuPoint UM user licensed limit or if the system is in an over provisioned
state. You will also be unable to add mailboxes from the NuPoint UM telephone user
interface.

* You cannot log into the NuPoint UM web console.

* You cannot log into the MiCollab Audio, Web and Video Conferencing administration
application.

* You can log into the NuPoint UM Telephone User Interface (TUI), but you will be
unable to access the administrative options.

To return the NuPoint UM application to its normal state, purchase additional licenses or
delete the extra mailboxes. You must reduce the number of mailboxes to be equal to, or
lower than, the number of available licenses.
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This chapter contains the following sections:

Integrated Directory Services

MiCollab Client Integration Wizard
MiCollab Settings

Configure MiCollab Language

Vidyo Tenant Credentials

Configure Networks

Configure E-mail

Cloud Service Provider

Configure DHCP Server

Configure Server Date and Time

Add or Delete Hostnames and Addresses
Manage Domains and DNS Settings
Configure IPv6 in IPv4 Tunnel

Configure SNMP Support

Configure Network Interface Card Settings
Review Server Configuration

2.1 Integrated Directory Services

* Description on page 312

+ Conditions and Limitations on page 321

* Programming on page 325

» External (Off-board) Directory Access on page 385
* Migrations on page 395

» Synchronizing IDS Data on page 407

* Managing Entries on page 410

* Managing IDS Data on page 422

» Troubleshooting IDS on page 424

2.1.1 Description
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» About Integrated Directory Services on page 313
» Supported IDS Configurations on page 315

2.1.1.1 About Integrated Directory Services

Integrated Directory Services are supported for the following integrations:

* MiCollab with MiVoice Business

* MiCollab with MiVoice 5000 or MiVoice MX-ONE

* MiCollab with MiVoice Office 250 or Non-Mitel PBX
» Active Directory Authentication

« External Directory Access

MiCollab with MiVoice Business

You can integrate the user database of a corporate directory service with the MiCollab
database to minimize data entry and administration. The user data and MiCollab Client
contacts on the corporate directory server are synchronized with the MiCollab database
using Lightweight Directory Access Protocol ( LDAP). If Flow Through Provisioning is
enabled, then MiCollab distributes the user data to the MiVoice Business platforms.
Synchronization occurs in one direction only—from the directory server to MiCollab.

On the directory server, you can assign an attribute ("employeeType" by default) to
each user data record. The "employeeType" attribute maps to a "role" in the MiCollab
database which corresponds to a MiCollab user template. The user template allows you
to apply additional personal data, telephone services, and application services to the
user entry.

MiCollab detects updates that are made on the directory server via polling. MiCollab polls
the directory server on a pre-specified interval or on-demand. Figure 1 illustrates how the
directory service data is synchronized with the MiCollab and MiVoice Business .
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Figure 1: Directory Service Data Synchronization with MiCollab

If IDS fails to process a directory service update, the operation is sent to the detained
queue. Operations in the detained queue can have two states: detained or failed.
Detained operations are operation that the system has not yet processed. These only
occur if the detain-all option is enabled. Failed operations are operations that the system
has been unable to process. You manage failed and detained operations from the Bulk
User Provisioning Tool in the Users and Services application.

MiCollab with MiVoice 5000 or MiVoice MX-ONE

For integrations with these communications platforms, Integrated Directory Services
supports the provisioning of contacts within the MiCollab Client application so that the
contacts appear as entries in the MiCollab Client corporate directory. The contacts from
the directory server are provisioned in the MiCollab Client corporate directory so that
MiCollab Client users are able to "click-to-call" them. These contacts can be corporate or
non-corporate numbers.

* On a site with MiVoice 5000 only, contacts are only synchronized from the directory
service in the MiVoice 5000 server.

* On a site with MiVoice 5000 Manager, contacts can be synchronized either from the
MiVoice 5000 Manager or from an Active Directory server, but not both.

* On a site with a MiVoice MX-ONE contacts are only synchronized via an Active
Directory server.

MiCollab Users and Services Provisioning 314



Configuration

The contacts are synchronized in one direction only, from the directory service to the
MiCollab database. Flow Through Provisioning is not supported.

MiCollab with MiVoice Office 250 or Non-Mitel PBX

For integrations with MiVoice Office 250 , or Non-Mitel PBX communications platforms,
Integrated Directory Services provisions the MiCollab database with user data and
MiCollab Client contacts from the corporate directory server using Lightweight Directory
Access Protocol ( LDAP).

Data is synchronized in one direction only, from the directory server to the MiCollab
database. Flow Through Provisioning is not supported.

Active Directory Authentication

You can configure the integrations described above with Active Directory Authentication.
This feature allows users to log into their MiCollab applications interfaces (for example:
MiCollab End User Portal ) using their Active Directory server credentials (login name
and password). See Configure Active Directory Authentication for details.

2.1.1.2 Supported IDS Configurations

IDS is supported for the following configurations:

* MiCollab and MiVoice Business (s) with Flow Through Provisioning

* MiCollab and MiVoice Business (s) without Flow Through Provisioning

* MiCollab and MiVoice Office 250 or Non-Mitel PBX

* Multiple MiCollab Servers and a single MiVoice Business

+ Single MiCollab Server and a single MiVoice 5000

+ Single MiCollab Server and MiVoice 5000 Network with MiVoice 5000 Manager
» Single MiCollab Server and a single MiVoice MX-ONE

+ External Directory Access for MiCollab Client Service

0 Note:

MiVoice Office 400 does not support an IDS connection to Active Directory.

MiCollab and MiVoice Business (s) with Flow Through Provisioning

If Flow Through Provisioning is enabled to an MiVoice Business system, IDS functions as
follows:
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1. You create or delete a user entry on the directory service. On the next polling interval

all operations collected during the polling process are automatically processed on
MiCollab .

2. When operations are processed, the user entries are displayed in the USP directory.
If the directory service entry references a role, the corresponding template applies the
phone and service data specified in that template to the users and services tabs in
USP. If the directory service entry does not reference a role, the operation is sent to
the detained queue of the USP Bulk Provisioning Tool.

3. Because Flow Through Provisioning is enabled, the phone services specified in the
template are automatically programmed on the MiVoice Business system.

The administrator
adds or deletes a user
from the DS Admin console

\
Administrator Client PC

MiCollab polls the Directory Server

for adds and deletes and translates

the changes to MiCollab user
operations

Apply template

Provisioning enahled,
MiCollab user operations

5 |—
wiith Flow Through | .
are shared to the MiCollab | ‘ ‘ ‘

Business platform via S0S

MiCollab Directory Server

h 4
L i e S
MiVoice Business

MiCollab and MiVoice Business (s) with Flow Through Provisioning

MiCollab and MiVoice Business (s) without Flow Through Provisioning

If Flow Through Provisioning to an MiVoice Business system is not enabled on
MiCollab , IDS functions as follows:

1. You create or delete a user entry on the directory service. On the next polling interval

all operations collected during the polling process are automatically processed on
MiCollab .

2. When operations are processed, the user entries are displayed in the USP directory.
If the directory service entry references a role, the corresponding template applies the
phone and service data specified in that template to the users and services tabs in
USP. If the directory service entry does not reference a role, the operation is sent to
the detained queue of the USP Bulk Provisioning Tool.
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3. Because Flow Through Provisioning is not enabled, the you must manually program
the user data and phone services on the MiVoice Business system through the
MiVoice Business System Administration Tool.

-
Administrator Client PC
The administrator
Polling synchronization performs a user
dd or delete
MiCollab polls the DS for adds or Fr:m the DS consale
deletes and translates the changes to
MiCollab user operations.
Apply template
| ]
Because Flow Through Provisioning
is not supported, the administrator
must manually program the user
update on the Mivoice Business
platfarm n
MiCollab Directory Server

Y

GO R R R RS
0 [— 8 e R
MiVoice Business

MiCollab and MiVoice Business (s) without Single Point Provisioning

MiCollab and MiVoice Office 250 or Non-Mitel PBX

If MiCollab is deployed with a MiVoice Office 250 or non-Mitel PBX, IDS functions as
follows:

1. You create, update, or delete a user/contact entry on the directory service. On the next
polling interval all operations collected during the polling process are automatically
processed on MiCollab .

2. When operations are processed, the user entries are displayed in the USP directory.
If the directory service entry references a role, the corresponding template applies the
phone and service data specified in that template to the users and services tabs in
USP. If the directory service entry does not reference a role, the operation is sent to
the detained queue of the USP Bulk Provisioning Tool.

3. Because Flow Through Provisioning is not supported, you must manually program the
user data and phone services on the PBX.
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Figure 4: Multiple MiCollab Servers and Multiple MiV oice Businesses

Single MiCollab Server and a Single MiVoice 5000

In this configuration, IDS provides MiCollab Client contact updates and supports Active
Directory authentication for MiCollab users.
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If MiCollab is deployed with a single MiVoice 5000 , the databases are synchronized as
follows:

1. The administrator creates UCC roles and templates on the MiCollab system (or
uses the default UCC roles and templates). During an initial synchronization with the
MiCollab system, the MiVoice 5000 obtains the roles and templates from MiCollab .

2. After the administrator assigns a role to a user on the MiVoice 5000 , the MiCollab
application services specified in the template are applied to the user on the next
immediate or scheduled synchronization.

3. The IDS connection updates the MiCollab database with the MiCollab Client contacts
from the directory service (within the MiVoice 5000 ).

4. An optional Active Directory server supports authentication of MiCollab users.

s LDAR for Active Directory Authentication of Users
———
€
| [
MiCollab MiVoice 5000 updates | ‘ ‘ ‘
MiCollab with the user
entries on a scheduled or Z - \
immediate synchronization Active Directory
Server
LOAR server within Mivoice 5000
provides MiCollab server with
MiCollab Client contacts via the Administrator perfarms user
ID3 connection. updates from the MiVoice
Messaging and Call Contral 5000 Management Platform
v l
O<={'<<<<<<_,_{<<<<< Administrator Client PC
Miv‘oice 5000

Figure 5: Single MiCollab Server and a Single MiV oice 5000

Single MiCollab Server and MiVoice 5000 Network with MiVoice 5000 Manager

In this configuration, IDS provides MiCollab Client contacts to MiCollab and supports the
authentication of MiCollab users. If MiCollab is deployed with multiple MiVoice 5000 s the
databases are synchronized as follows:

1. The administrator creates UCC roles and templates on the MiCollab system (or
uses the default UCC roles and templates). During an initial synchronization with the
MiCollab system, the MiVoice 5000 Manager obtains the roles and templates from
MiCollab .
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2. After the administrator assigns a role to a user on the MiVoice 5000 Manager, the
MiCollab application services specified in the template are applied to the user on the
next immediate or scheduled synchronization.

3. The IDS connection updates the MiCollab database with the MiCollab Client contacts
from either the directory service in the MiVoice 5000 Manager or an optional Active
Directory server.

4. An optional Active Directory server supports authentication of MiCollab users.

= LDAP for Active Directory Authentication of Users
o 1’— ——————————————— -I— ——————————
.3 Either the LDAP Server in the
€ MiVoice 5000 Manager or the Active =
Directory Server can be used to i
pravide MiCollab Client contacts
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1
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updates MiCollab
S S e e | Administrator performs user
scheduled or immediate 1 updategsuggnh"l‘lthe Midoice
synchronization | o i
Messaging and —
Call Control |
1
1
User updates =
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MiVoice 5000 Manager
v
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[Omc e o]

Mit/oice 5000

I
s e

Wivoice 5000

Single MiCaollab Server and Multiple MiVoice 5000 s with MiVoice Manager

Single MiCollab Server and a Single MiVoice MX-ONE

In this configuration, IDS provides MiCollab Client contact updates and supports the
authentication of MiCollab users.

If MiCollab is deployed with MiVoice MX-ONE , the databases are synchronized as
follows:

1. The administrator creates UCC roles and templates on the MiCollab system (or
uses the default UCC roles and templates). During an initial synchronization with
the MiCollab system, the MiVoice MX-ONE obtains the roles and templates from
MiCollab .

2. After the administrator assigns a role to a user on the MiVoice MX-ONE , the MiCollab
application services specified in the template are applied to the user on the next
immediate or scheduled synchronization.
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3. The IDS connection updates the MiCollab database with MiCollab Client contacts from
the Active Directory server. It also supports authentication of MiCollab users.

LDAP for MiCallab Client contact updates and Active Directory Authentication
i
8|
<
[
- MiVoice MX-ONE updates | ‘ ‘ ‘
i MiCollab with the user
entries on a scheduled or g . i
immediate synchronization Active Directory
Server

Adminstrator performs user
updates from the MiVoice
MX-OME Management
Messaging and Call Control Platform

Vo

&
O<=‘<<<<<<<<<<<<< Administrator Client PC

MiVoice MX-ONE

Figure 7: Single MiCollab Server and a Single MiVoice MX-ONE

2.1.2 Conditions and Limitations

* Guidelines and Limitations on page 321
2.1.2.1 Guidelines and Limitations

The IDS feature synchronizes the database entries in a corporate directory server with
the MiCollab system database. If single point provisioning is enabled on MiCollab, the
entries are updated on the MiVoice Business platform. The following guidelines and
limitations apply:

General Guidelines

* IDS integration is supported for Active Directory, MiVoice 5000 directory service,
MiVoice 5000 Manager directory service, and Generic LDAP servers. IDS connection
to the MiVoice Office 400 LDAP server is not supported.
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o Note:

Generic LDAP support is at the protocol level only.

o Note:

The supported versions of Active Directory are 2019, 2106, and 2012 R2 only.

* Authentication of MiCollab-IDS users is limited to Active Directory.

o Note:

Active Directory or LDAP Synchronization is supported by Windows Server.

* MiCollab IDS supports Secure Socket Layer (SSL).

* Do not enable IDS on MiCollab and enable IDS separately for the NuPoint UM SAA,
MiCollab Client, or MiCollab Audio, Web, and Video Conferencing applications.
These configurations are not supported. IDS must not be running separately on the
NuPoint UM SAA, MiCollab Client, or MiCollab Audio, Web, and Video Conferencing
applications. In this scenario, MiCollab creates and updates user operations that will
fail if the updates were previously processed through the application.

* In order for MiCollab to obtain data from the directory server, you must set up a
MiCollab synchronization account (username and password) on the directory server
domain with read access.

* From a single MiCollab, you can only create one IDS connection per-directory service
domain. Multiple connections from one MiCollab to different directory service domains
are supported, however, multiple connections from one MiCollab system to the same
directory service domain are not supported. More than one MiCollab system can
connect to the same directory service domain.

+ Changes made to entries on the directory server are copied to the MiCollab system
database. However, changes made in the MiCollab system database are not updated
on the directory server.

» Synchronization operations only query the directory server database for changes
that have occurred since the last successful synchronization. Full synchronization
of all directory server entries with the MiCollab database only occurs on the initial
synchronization or if you check the Re-initialize on next cycle box in the Manage IDS
connections page. Typically this option should only be used to recover the MiCollab
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database from the directory server. It will most likely result in a large number of
detained user updates.

» Ensure telephony fields on the directory server and MiCollab database remain in sync,
Data mismatches that occur between telephony fields are not sent to the Managed
Detained Queue because they cannot be reconciled from MiCollab. The following
telephony fields are ignored during a synchronization update: Home Element, DID
Directory Number; Primary Phone Directory Number, and Secondary Phone Directory
Number:

* Non-IDS-manageable user service data is applied to a MiCollab entry from a template
that is linked to the Role field. A template is applied whenever a new user and device
record is added, and whenever new phone service information is added to an existing
record. A template is not applied when an existing record that already contains user
and phone service information is modified.

* When you create an entry on the directory service, the role and the associated
template data is applied to the entry that is added to MiCollab. If you modify a user
role on the directory server, it has no effect on the entry in MiCollab. If you modify an
entry on the directory server, the directory update is automatically sent to the detained
queue in the Bulk Operating Tool of the USP application

* When you create an entry on the directory service, you must assign a role. Roles are
only applied to create operations. If you create an entry without a role, it will be sent to
the detained queue.

* The roles specified on MiCollab must match the "employeeTypes" entries on the
directory server exactly (case sensitive). IDS cannot reconcile roles if they are different
on both the MiCollab and the directory server. If they are different, the entry is sent
to the detained queue. Note that the "employeeTypes" is the default directory service
attribute mapped to Role. You can customize the attribute mappings (see Manage IDS
Attribute Mappings).

* You can configure Active Directory Authentication to allow MiCollab-IDS users to
use their directory server credentials (domain login and password) to log into their
MiCollab end-user interfaces. In order to support authentication with MiCollab IDS,
a Certificate Authority (CA) must be installed on the directory server. If you do not
configure Authentication, users on MiCollab are assigned new passwords based upon
the assigned role and associated user template.

* When Authentication is enabled, user passwords are maintained on the directory
server only. The user password is not stored in the MiCollab database. Therefore,
there is no requirement to synchronize user passwords.

* When you add entries from the directory server, any errors that occur on the MiCollab
system are not identified in the directory server interface. Errors only appear in the
manage detained queue on MiCollab.

* Any non-Mitel PBX phone created in the Users and Services application is distributed
to MiCollab Client.
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MiVoice Business Specific Guidelines

IDS is only supported on MiCollab Release 5.0 and later with MiVoice Business
Release 5.0 SP1 or later.

If multiple MiCollab systems are supporting the same MiVoice Business, Flow-Through
Provisioning must be enabled on only one of the MiCollab systems.

MiCollab users can be configured with multiple phones and each phone extension
consumes a device (Multi-Device User Group device) on the MiVoice Business
system. On a 2500 or 5000-user MiCollab system, it is possible to exceed the

device limits of the MiVoice Business system(s). To minimize the possibility of over-
provisioning, do not assign users with unnecessary phones. Also, during the initial
provisioning of a 2500 or 5000-user MiCollab system, create roles and templates that
assign the actual phone requirements for the users. For example, if you have UCC
Premium users who only require two phones, create and apply a "UCC Premium

- 2 phone" role and template. If you use the default UCC roles and templates, the
maximum number of phones are applied, increasing the risk of over-provisioning.

IDS must not be running separately on any of the MiVoice Business platform(s) that
are managed by MiCollab.

Basic voice mail features are supported for the NuPoint Messenger application.
Speech Auto Attendant is not supported. Refer to the MiCollab Installation and
Maintenance Guide for a complete list of unsupported features.

MiVoice 5000 and MiVoice MX-ONE Specific Guidelines

MiVoice 5000 6.1 SP2 or higher is required to support integration with MiCollab
Release 7.0 or higher.

MiVoice MX-ONE 6.0 SP2 or higher is required to support integration with MiCollab
Release 7.0 or higher.

For MiVoice 5000 and MiVoice MX-ONE integrations, the IDS connection is only used
to synchronize external and internal contacts (not users). If the IDS connection is via
an Active Directory server, the user authentication is also supported.

You perform user adds, edits, and deletes from the MiVoice 5000 or MiVoice MX-ONE
administration interfaces (not from the Users and Services application). The updates
can be applied automatically to the MiCollab database on a periodic cycle (scheduled
synchronizations) or applied manually if you initiate an immediate synchronization.

In order to synchronize contacts from Active Directory, create an IDS connection that
specifies a query for Active Directory records of type objectClass=contact. In addition,
any Active Directory record that has the MiCollab Role of "Contact" is also added to
the MiCollab server as a contact record.

For MiVoice 5000 integrations, a single IDS connection to an Active Directory server
can provide both authentication and contact synchronization. In this case, the
"Authentication only" box in the "Add a connection to directory server" page is not
checked.
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Types of MiVoice 5000 and MiVoice MX-ONE Users

+ Users with MiCollab services: These are users who are assigned MiCollab services.
They are provisioned from the MiVoice 50000r MiVoice MX-ONE management
interfaces. They have presence monitoring and the functionality provided by MiCollab
Client. Typically, a UCC Entry, Standard, or Premium role would is applied during user
creation. For this user class, external numbers are not sent to MiCollab Client. End
users can provision them in their MiCollab Mobile or Desktop Client.

« Corporate contacts with monitoring: Some users may require presence monitoring
but not availability or any additional MiCollab services. These users are also
provisioned from the MiVoice 5000 or MiVoice MX-ONE management interfaces.
Typically these users are created using UCC Basic. For this user class, external
numbers are not sent to MiCollab Client. End users can provision them in their
MiCollab Mobile or Desktop Client.

+ Corporate contacts without monitoring: MiVoice Business 5000 and MiVoice
Business MX-ONE communications platforms manage more users than a single
MiCollab server. To support the click-to-call feature to these non-MiCollab users are
added to the MiCollab Client directory as corporate contacts without monitoring.
External numbers are sent to MiCollab Client for this user class.

* Non-corporate contacts: External contacts are provisioned in MiCollab via a
directory services synchronization initiated from MiCollab IDS to either the MiVoice
5000 Manager, MX-ONE Manager Platform, or Active Directory. This synchronization
polls the directory and creates updates or deletes contacts as needed in MiCollab
Client Service. The external numbers for non-corporate contacts are sent from the
directory server to the MiCollab Client Corporate Directory.

2.1.3 Programming

» Configure MiCollab or MiVoice Business Express System with IDS on page 325
» Configure MiCollab IDS for MiVoice MX-ONE on page 330

* Configure MiCollab IDS for MiVoice 5000 on page 332

» Configure Active Directory Authentication on page 335

* IDS Connections on page 339

 Attribute Mappings on page 364

» Disable IDS on MiCollab on page 384

2.1.3.1 Configure MiCollab or MiVoice Business Express
System with IDS

If you are installing a new MiCollab or MiCollab with Voice system on a site with an
existing directory service database, use IDS to seed the MiCollab database with the
entries from the directory service. After initial configuration, you can manage updates
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primarily from the directory service. Roles and templates support the configuration of
the phone and application services on MiCollab. Single point provisioning automatically
applies the user data and phone services to the MiVoice Business system.

To integrate the system database with the corporate directory server database:

1. Review the General Guidelines and Limitations.

2. If IDS is enabled on any MiVoice Business platforms or applications, run a
synchronization operation with the directory server to ensure that the MiVoice
Business platforms, applications, or both have the latest updates from the directory
server. Refer to Integrated Directory Services in the MiVoice Business System
Administration Tool online help for instructions.

o Note:

You must resolve the detained updates from the MiVoice Business on the
associated MiCollab. If there are multiple MiCollab systems on site, ensure that
you make the required updates on the correct MiCollab.

3. Disable IDS from the MiVoice Business platforms and applications.

a. To disable IDS on an MiVoice Business system:

* Log into the MiVoice Business System Administration Tool.
» Access the Network Element Assignment form and delete the directory server.

b. To disable IDS (LDAP Integration) for the MiCollab Audio, Web and Video
Conferencing application:

* Click Audio, Web and Video Conferencing in the MiCollab server manager.
+ Click LDAP Configuration.
* Clear the Use LDAP check box.

c. To disable IDS (Active Directory/LDAP synchronization) on a MiCollab Client
application that is running in integrated mode:
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o Note:

You do not have to disable MiCollab Client-IDS, if MiCollab Client is running in
co-located mode.

» Click MiCollab Client Service in the MiCollab server manager.
* Click Configure MiCollab Client Service.

+ Click the Synchronization tab.

» Select None and click Apply.

4. Create a MiCollab synchronization account on the directory service domain. The
account must have read access.

5. If Active Directory Authentication is required, ensure that a valid Certificate Authority
(CA) has been configured for Active Directory. If Active Directory Authentication is not
required, you assign users new passwords on MiCollab using roles and associated
user templates.

6. On the directory server, ensure that the user data fields contain entries for the
following attributes: samAccountName, givenName, sn, and distinguishedName.
Otherwise, failed update errors are generated on MiCollab during the synchronization.
If an employeeType field is not specified the entry is sent to the detained queue.

7. In the MiCollab Users and Services application, create user templates for the various
roles in the enterprise. In the templates, assign the phone and application services
that you want to apply to the user data that is obtained from the directory server. In
the templates, also set a password policy for the user data. You have the option of
creating these templates from the UCC default templates.

8. In the MiCollab Users and Services application, create roles that correspond to the
employeeType attribute entries on the directory service. You can create these roles
from the UCC default roles. Note that when users are obtained from the directory
server, if a user entry has a blank employeeType field, the update is sent to the
detained user updates queue.

9. Create a connection to the directory server:

* Under Configuration, click Integrated Directory Service.

* Click Add connection. The Add Integrated Directory Service connection page
opens.

« Complete the fields to create a connection. See Manage IDS Connections for
field descriptions. At a minimum, you must enter the hostname of the primary
directory server, enter the primary directory server username and password, enable
Synchronization, and then schedule a synchronization interval. It is recommended
that you enable the Defer all operations option to send all operations to the
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detained updates queue for the initial synchronization. This option allows you to
validate all the updates and then apply or discard updates as required.

 If Active Directory Authentication is required, the Synchronization option must
be enabled. Also, set the Connection Method to either TLS or TSL/SSL. The
Connection Method cannot be Unsecured. To use SSL/TLS for IDS, LDAP over
SSL must enabled on the active directory server. See the following links for more
information:

 https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
server-2008-R2-and-2008/cc772393(v=ws.10)?redirectedfrom=MSDN

* https://social.technet.microsoft.com/wiki/contents/articles/2980.Idap-over-ssl-
ldaps-certificate.aspx

* https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
server-2008-R2-and-2008/ee411009(v=ws.10)?redirectedfrom=MSDN

* Click Save. MiCollab verifies the connection parameters and indicates if any errors
are present.

10. Configure Active Directory Authentication if required.

* Check the Enable authentication box beside the desired domain. You can only
enable authentication on a single domain. So, if you want to select a different
domain, you must first disable the currently selected domain.

o Note:

Do not enable Authentication only for MiVoice Business integrations.

0 Note:

You can connect the Active Directory Authentication to a Global Catalogue on
the domain controller. If multiple connections are used, and if those connections
point to domains which are under the same forest, you can configure one
connection to use the global catalogue. With global catalogue enabled, all users
from all connections under the same forest should be able to authenticate. Note
that using global catalogue limits the fields that can be used for synchronization.

» Secure authentication requests are required as part of the IDS connection.
* Click Save.

11. If your server is using the default LDAP attributes, you do not need to modify the IDS
Attribute Mappings. If not, clear the Use default attribute mappings box and then
map the LDAP attributes to the following IDS attributes: Distinguished Name, First
Name, Last Name, and Email. All other fields can have blank LDAP Attributes.
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o Note:

If you are migrating from MiCollab Client, you must either clear ipPhone attribute
from the directory server or enter a different attribute.

12. By default, user service data and Active Directory authentication is synchronized for
all users. Specify any user records that you do not want to receive changes from the
directory service. To prevent a user record from receiving updates from the directory
server:

* Under Applications, click User and Services.
* Locate the user using the Search function.

* On the User tab in the Personal Information section, clear the IDS Manageable
box.
» Click Save.

13. Schedule synchronizations with the directory server database to occur on a regular
basis during off-business hours (for example: daily at 12:00 am). These re-occurring
synchronizations keep the MiCollab database up to date with database changes that
are entered on the directory server.

* Under Configuration, click Integrated Directory Service.

+ Click Edit next to the directory service connection. The Manage IDS connections
page opens.

* Ensure the Re-initialize on next cycle box is clear.

* In the Schedule field, set the schedule using the drop-down menus.

+ Click Save.

14. To configure a new MiCollab or MiVoice Business Express system, perform an initial
synchronization:

* Under Configuration, click Integrated Directory Services.

» Click the Sync link of the connection. The synchronization status is displayed at the
top of the screen.

+ At the end of the synchronization, any new users added to the MiCollab USP
database are sent a Welcome E-mail. If you configured authentication, the e-mail
instructs the users to log into their MAS application interfaces using their directory
service credentials

15. To upgrade or reinstall an existing MiCollab or MiCollab with Voice system, perform a
full synchronization from MiCollab with the directory server database. Ensure that the

MiCollab Users and Services Provisioning




Configuration

Re-initialize on next cycle box is enabled. The directory service entries are added to
MiCollab.

« If the directory server and MiCollab system have entries with matching e-mail
addresses, the fields in the directory service entry overwrite the fields in the MAS
entry.

 If directory server and MiCollab system have entries with matching login IDs, the
fields in the directory service entry overwrite the fields in the MAS entry.

« If the directory server and MiCollab system have entries with matching e-mail
addresses but different login IDs, the fields in the directory service entry overwrite
the fields in the MAS entry.

16. After the synchronization is complete, view the IDS Detained Updates in the Bulk
Operations Tool and manage the detained updates.

17. If errors are present in the Manage Detained Queue, see Resolve Failed IDS Updates.

18. If single point provisioning is enabled to the MiVoice Business, log into the MiVoice
Business System Administration Tool and check the User and Device Configuration
forms. Ensure that the required users and phone services have been created in the
MiVoice Business database. If single point provisioning is not enabled or supported for
the communications platform, manually update its database with the users and phones
services. Use the list of detained updates to identify the required updates.

2.1.3.2 Configure MiCollab IDS for MiVoice MX-ONE

If you are installing a new MiCollab system on a site with a directory service database,
you can use IDS to seed the MiCollab Client directory with the corporate contacts from
the directory service. For single MiVoice MX-ONE system sites, the directory service runs
on a separate Active Directory server.

After initial configuration, the MiCollab Client directory receives corporate contacts
updates from the directory service during scheduled database synchronizations. You can
also use an IDS connection to an Active Directory server to support authentication of
users.

9 Note:

Do not use the IDS connection to Active Directory to create users in MiCollab.
Create users from the MiVoice MX-ONE Provisioning Manager first and then
synchronize them with the MiCollab database in order keep the data in sync. After
you synchronize MiCollab user data (that was created from the MiVoice MX-ONE)
from Active Directory, the directory attribute fields will be added to the user.

To configure MiCollab IDS for MiVoice MX-ONE deployments:
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1. Review the General Guidelines and Limitations.

2. Create a MiCollab synchronization account on the directory service domain. The
account must have read access.

3. If Active Directory Authentication is required, you must create the IDS Connection
to an Active Directory server. Ensure that a valid Certificate Authority (CA) has been
configured for Active Directory. If Authentication is not configured, you must assign
users new passwords from the communications platform.

4. Create a connection to the directory server:

* Under Configuration, click Integrated Directory Service.

* Click Add connection. The Add Integrated Directory Service connection page
opens.

5. Complete the fields to create a connection. See Manage IDS Connections for field
descriptions. At a minimum, you must

» Select the Directory Server Type.
» Enter the FQDN or IPv4 Address of the primary directory server
* Enter the primary directory server username (in DistinguishedName field) and
password.
 If only contact synchronization is required, then check only Enable
synchronization.
 If additional attributes are to be mapped to existing users, then check only Enable
synchronization.
+ If only Active Directory authentication is required, then check onlyEnabled
Authenticationonly.
 If Active Directory authentication and contact synchronization or additional attributes
are required, then check bothEnable synchronizationandEnable authentication.
+ Set the Connection Method to TLS.
6. Click Save. MiCollab verifies the connection parameters and indicates if any errors are
present.
7. Configure Authentication for user entries, if required.
8. If your server is using the default LDAP attributes, you do not need to modify the IDS
Attribute Mappings. If not, clear the Use default attribute mappings box and then

map the LDAP attributes to the following IDS attributes: Distinguished Name, First
Name, Last Name, and Email. All other fields can have blank LDAP Attributes.

0 Note:

Ensure that the contacts on the directory service contain entries in the fields that
map to the following IDS attributes: Distinguished Name, First Name, Last Name,
and Email.
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9. Configure the contacts on the directory server.

10. Schedule synchronizations with the directory server database to occur on a regular
basis during off-business hours (for example: daily at 12:00 am). These re-occurring
synchronizations keep the MiCollab database up to date with changes that are entered
on the directory server.

* Under Configuration, click Integrated Directory Service.
+ Click Edit next to the directory service connection. The Manage IDS connections
page opens.
* Ensure the Re-initialize on next cycle box is clear.
* In the Schedule field, set the schedule using the drop-down menus.
» Click Save.
11. Perform an initial synchronization:

* Under Configuration, click Integrated Directory Services.

» Click the Sync link of the connection. The synchronization status is displayed at the
top of the screen.

+ After the synchronization is complete, the contacts from the directory server
database are added to the MiCollab Client corporate directory.

 If you configured authentication, any users with an e-mail address will be sent a
Welcome E-mail. The e-mail instructs the users to log into their MiCollab application
interfaces using their directory service credentials

12. After the synchronization is complete, view and manage the detained updates from the
MiVoice MX-ONE administration interface.

2.1.3.3 Configure MiCollab IDS for MiVoice 5000

If you are installing a new MiCollab system on a site with a directory service database,
you can use IDS to seed the MiCollab Client directory with the corporate contacts from
the directory service:

* For single MiVoice 5000 system sites, the directory service can run on the MiVoice
5000 or on a separate Active Directory server.

* For multi- MiVoice 5000 system sites, the directory service can run either on a
standalone Active Directory server or be provided by the MiVoice 5000 Manager.

After initial configuration, the MiCollab Client directory receives corporate contacts
updates from the directory service during scheduled database synchronizations.
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6 Note:

Do not use the IDS connection to Active Directory to create users in MiCollab. Create
users from the MiVoice 5000 Manager first and then synchronize them with the
MiCollab database in order keep the data in sync. After you synchronize MiCollab
user data (that was created from the MiVoice 5000) from Active Directory, the
directory attribute fields are added to the user.

To configure MiCollab IDS for MiVoice 5000 deployments:

1. Review the General Guidelines and Limitations.

2. Create a MiCollab synchronization account on the directory service domain. The
account must have read access.

3. If Active Directory Authentication is required, you must create the IDS Connection
to an Active Directory server. Ensure that a valid Certificate Authority (CA) has been
configured for Active Directory. If Authentication is not configured, you must assign
users new passwords from the communications platform.

4. You can create a connection to the MiVoice 5000 directory service to update the
MiCollab database with the MiCollab Client contacts from the directory service (within
the MiVoice 5000 ) and/or create a connection to the Active Directory server to obtain
extra attributes. You also have the option of connecting to an Active Directory server to
support authentication of MiCollab users.

o Note:

You can only use one single set of attribute mappings for the entire system, so you
must choose between getting contacts from the MiVoice 5000 or extra attributes
from the Active Directory server. You cannot have both.

* Under Configuration, click Integrated Directory Service.

» Click Add connection. The Add Integrated Directory Service connection page
opens.
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5. Complete the fields to create a connection. See Manage IDS Connections for field
descriptions. At a minimum, you must

+ Set the Directory Server Type to "MV5000/MV5000 Manager" for MiCollab Client
contacts

or

Set the Directory Server Type to "Active Directory" for the additional attributes.
* Enter the FQDN or IPv4 Address of the primary directory server.

* Enter the primary directory server username (in DistinguishedName field) and
password.

* For Active Directory authentication select Enable Authentication.

+ For additional directory attributes select Enable Synchronization for the
connection to the Active Directory server.

* For both Active Directory authentication and extra directory attributes, select
Enable Authentication and Enable Synchronization for the connection.

+ Set the Connection Method to TLS.

* Click Save. MiCollab verifies the connection parameters and indicates if any errors
are present.

6. Configure Authentication for user entries, if required. The Enable authentication
check box should not be checked for MiVoice 5000 and Generic LDAP integrations.

7. If your server is using the default LDAP attributes, you do not need to modify the IDS
Attribute Mappings. If not, clear the Use default attribute mappings box and then
map the LDAP attributes to the following IDS attributes: Distinguished Name, First
Name, Last Name, and Email. All other fields can have blank LDAP Attributes.

0 Note:

Ensure that the contacts on the directory service contain entries in the fields that
map to the following IDS attributes: Distinguished Name, First Name, Last Name,
and Email.

8. Configure the contacts on the directory server.

9. Schedule synchronizations with the directory server database to occur on a regular
basis during off-business hours (for example: daily at 12:00 am). These re-occurring
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synchronizations keep the MiCollab database up to date with changes that are entered
on the directory server.

* Under Configuration, click Integrated Directory Service.
» Click Edit next to the directory service connection. The Manage IDS connections
page opens.
* Ensure the Re-initialize on next cycle box is clear.
* In the Schedule field, set the schedule using the drop-down menus.
» Click Save.
10. Perform an initial synchronization:

* Under Configuration, click Integrated Directory Services.

» Click the Sync link of the connection. The synchronization status is displayed at the
top of the screen.

» After the synchronization is complete, the contacts from the directory server
database are added to the MiCollab Client corporate directory.

 If you configured authentication, any users with an email address will be sent a
Welcome E-mail. The e-mail instructs the users to log into their MiCollab application
interfaces using their directory service credentials

11. After the synchronization is complete, view and manage the detained updates from the
MiVoice 5000 administration interface.

2.1.3.4 Configure Active Directory Authentication

You can configure Active Directory Authentication to allow MiCollab -IDS users to use
their directory server credentials (domain name and password) to log into the following
MiCollab end-user interfaces:

* MiCollab End User Portal
* MiCollab Audio, Web and Video Conferencing user login

» MiCollab Client to MiCollab Audio, Web and Video Conferencing collaboration launch
(authenticated by MiCollab Audio, Web and Video Conferencing)

* MiCollab Client Thick Windows desktop client
* MiCollab Client Web client
* All currently supported MiCollab Client mobile clients.

The following conditions apply:

* IDS Integration must be configured (enabled) on MiCollab .

» Synchronization is required for Authentication in MiVoice Business integrations.
* Do not enable Authentication only in MiVoice Business integrations.

» Periodic synchronizations must be enabled.
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» Active Directory authentication is only supported across a single directory service
domain.

* The MiCollab domain must be distinguishable from the directory server domain.

* Active Directory authentication is only supported for MiCollab user interfaces; it's not
supported for administration interfaces (for example, MiCollab server manager). Also,
it is not supported for MiVoice Business user interfaces (for example the MiVoice
Business Desktop Programming Tool).

« If Active Directory authentication is configured, users cannot log in with their MiCollab
user names and passwords. They must use their directory server credentials.

» Users of the MiCollab End User portal or MiCollab Clients (Desktop Client, Web
Client, PC Client, Mobile Client and the Web portal page) cannot change their Active
Directory (AD) password. See Change Password Restrictions.

 If connectivity to the directory server is lost, then users will not be able to log into the
MiCollab Clients.

» Active Directory v3 authentication is supported.

» If a user does not enter a directory server domain, the system attempts to log the user
into the interface using the MiCollab domain.

» To support Active Directory authentication, a MiCollab user must have his or her IDS
Manageable option enabled and must be paired with an entry in the directory server.
These users will have their password options in the MiCollab applications disabled.

+ If you disable the IDS manageable option for a user, Active Directory authentication
will cease to function for that user. You must reset the user’s password from the USP
application. Then send a Welcome E-mail to the user to inform him or her of the
password change.

* SMB port 445 must be open from the MSL Server to the SMB File Server.

o Note:

If MiCollab Audio, Web and Video Conferencing has previously been configured
to use LDAP and is now using MiCollab IDS Users and Services, you must first
delete the users from MiCollab Audio, Web and Video Conferencing and create
new users under MiCollab Users and Services.

+ ltis not possible to do LDAP authentication with an AD server which uses a certificate
with RSASSA-PSS signature algorithm. Renew the CA Certificates to perform the
LDAP authentication.
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0 Note:

Active Directory or LDAP Synchronization is supported by Exchange 2019.

Renew and re-issue CA Certificates

1. Renew the certificates.

* For Root CA:

a. Remove the alternatesignaturealgorithm=1 line (or change it to 0) in the
CAPolicy.inf.

b. Renew the root CA certificate.
c. Verify the signature on the certificate to ensure it is RSASHA256.
* For each Issuing CA:

a. Remove the alternatesignaturealgorithm=1 line (or change it to 0) in the
CAPolicy.inf.

b. Renew the root CA certificate.
c. Verify the signature on the certificate to ensure it is RSASHA256.

» For each certificate template, ensure that you do not enable the option for
alternate signature algorithm on the Cryptography tab.

2. Re-issue all affected certificates.

Configuring Active Directory Authentication

1. If you are configuring authentication for a MiVoice 5000 integration:

* Log into the MiVoice 5000 Management Portal (MMP) or the MiVoice 5000
Manager.

* Access the Telephony Service > Subscribers > Terminals and Applications >
MiCollab > Connections menu.

* Check the Windows Login for Authentication box.
2. Log into the MiCollab server manager.
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3. Under Configuration, under Integrated Directory Service, click Edit next to the
domain. The IDS Connection page opens for the directory server.

 If a secondary directory server is configured for the domain, authentication requests
are automatically directed to the secondary server if the primary is unavailable.

» Secure authentication requests are required as part of the IDS connection. Set the
Connection Method to either TLS or SSL. The Connection Method cannot be
Unsecured.

* You can only enable Active Directory Authentication on a single domain. Before you
can select a different domain, you must first disable the currently selected domain.

4. Check the Enable authentication box. Do not check the Enable authentication box
for MiVoice 5000 and Generic LDAP integrations.

5. Click Save. Active Directory authentication does not take effect until after the next
periodic synchronization occurs.

6. Click Sync.

7. After the synchronization is complete, verify that you can log into a user's End User
portal using the user's directory service credentials.

8. The system sends a Welcome Email to all users that you have configured for Active
Directory Authentication. The Welcome Email informs the users that they must use
their directory server credentials to log into their application interfaces.

Disabling Active Directory Authentication

If you disable Active Directory authentication, users will no longer be able to log into
their MiCollab user interfaces using their directory server credentials (domain name and
password). You must set a MiCollab temporary replacement password to allow them to
log into the MiCollab user interfaces. A user's directory service domain password is not
affected by this replacement password.

. Log into the MiCollab server manager.

. Under Configuration, under Integrated Directory Service.

. Click Edit for the desired domain.

. Clear the Enable authentication option.

. Click Save. You are prompted to enter a replacement password for the users.

. Enter and confirm the password and then click Save. A Welcome E-mail which
includes the replacement password is sent to the select users.

7. After initial login with this temporary replacement password, users are prompted to
change it.

OO b WON -
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Change Password Restriction

Users of the MiCollab End User portal or MiCollab Clients (Desktop Client, Web Client,
PC Client, Mobile Client and the Web portal page) cannot change their Active Directory
(AD) password.

There are some situations where an AD password change is enforced by the AD server.
Whenever this is the case, users cannot fulfill the request of changing the password
from the MiCollab Clients; therefore, they cannot login until they change their password
from an Active Directory terminal (for example, from their Windows PC). After their login
and password is changed, users are once again able to login via the MiCollab End User
portal or MiCollab Client.

The following activities trigger a password change which cannot be automatically
resolved from the MiCollab Clients:

» A password lifetime policy which requires the password to be changed within a
predefined interval. This is only an issue for the user if the password expires before
it is changed on another Active Directory terminals. Windows normally warns a user
several days before the password needs to change.

* A new user is created on the AD server and the “User must change password at next
logon” is set (see screen below). In this case the user must first log into a terminal
which allows a password change.

* The admin resets the password on the AD server and the “User must change
password at next logon” option is enabled (see screen below).

2.1.3.5 IDS Connections

* Manage IDS Connections on page 339
* IDS Connection for MiVB Users and Contacts from Active Directory on page 357
* IDS Connection for MiVoice 5000 Contacts from Active Directory on page 358

» IDS Connection for MiVoice 5000 with contacts synchronized from a MiVoice 5000
Directory Service on page 360

* IDS Connection for MiVoice MX-ONE Contacts on page 361
* IDS Connection for Mitel MetaDirectory on page 362
* IDS Connection for Mitel InAttend on page 363

2.1.3.5.1 Manage IDS Connections

You add, edit, remove, and synchronize connections between MiCollab and directory
server domain controllers to support IDS on MiCollab. The following conditions apply:
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Before you add a directory server connection, ensure that the Integrated Directory
Services account is active on the directory server and that you have entered the
account User name and Password correctly.

When you add a new connection, the Defer all operations box is checked by default.
Multiple OUs within the same domain are allowed through one connection:

For example, to search for objects in the SDS and HR groups,

OU=SDS, OU=RandD, DC=mitel, DC=com; OU=HR, DC=mitel, DC=com;

Multiple OUs across different domains are NOT supported with one connection:

For example: ou=sales,dc=canada,dc=mitel,dc=com
ou=rnd,dc=france,dc=mitel,dc=com

An IDS connection is locked to one domain.
Active Directory Authentication can only be enabled for one IDS connection.

As per the security settings of Microsoft, Port 636 must be used for connection with
Active Director server over LDAP.

e Note:

LDAPs are not supported in co-located mode.

6 Note:

If you add more than one MiCollab Server to an active directory server, you must
select a different Synchronization schedule. Here the time selected must be in off-
hours during lesser traffic on the server.

IDS Connection Examples

IDS Connection for MiVoice Business with users and contacts synchronized from
Active Directory

IDS Connection for MiVoice 5000 with contacts synchronized from Active Directory

IDS Connection for MiVoice 5000 with contacts synchronized from a MiVoice 5000
Directory Service

IDS Connection for MiVoice MX-ONE with contacts synchronized from Active Directory
IDS Connection for MiVoice 5000 for Authentication only
IDS Connection for Mitel MetaDirectory
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+ IDS Connection for Mitel InAttend (BluStar)

Add a Connection

1. Under Configuration, click Integrated Directory Service.
2. Click Add connection. The Add Integrated Directory Service connection page opens.

3. Complete the fields to create a connection. See Add Integrated Directory Services
Connection in the table below for field descriptions. At a minimum, you must

+ enter the FQDN or IPv4 Address of the primary directory server
» enter the primary directory server username (distinguishedName) and password,
* enable Synchronization, and then schedule a synchronization interval.

It's recommended that you enable the Defer all operations option to send all
operations to the detained updates queue for the initial synchronization. This option
allows you to validate all the updates and then apply or discard updates as required.

4. If Active Directory Authentication is required, set the Connection Method. Set the
Connection Method to either TLS or TSL/SSL. The Connection Method cannot be
UnSecured.

5. If desired, partition the MiCollab Client corporate directory.

6. To apply the default attribute mappings, leave the Use Default Attribute Mappings
box checked. To assign this connection with custom attribute mappings, clear the box
and modify the attribute mappings as required.

7. Click Save. The system verifies the connection. If the connection fails, an error
message is displayed.

Edit a Connection

1. Under Configuration, click Integrated Directory Service.

2. In the Actions column for the desired domain, click Edit. The Integrated Directory
Service connection page opens.

3. Edit the fields. See Add Integrated Directory Services Connection in the table below
for field descriptions.

4. Click Save. The system verifies the connection. If the connection fails, an error
message is displayed.

5. If Authentication was enabled, you are prompted to enter a temporary end-user login
password to allow users to log in. Enter a temporary password, confirm the password
and then click Save. The system automatically sends users a Service (Welcome)
email with the temporary password.

6. Perform a Full IDS Synchronization. Ensure that the Re-initialize on next cycle boxis
checked when you perform the sync. If you perform a sync with this box unchecked,
any existing entries in Active Directory that were not previously synchronized may be
skipped.
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. Click Remove.

HOODN -
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. Under Configuration, click Integrated Directory Service.
. In the Actions column for the desired domain, click Remove.

. If Authentication was enabled, you are prompted to enter a temporary end-user login

password to allow users to log in. Enter a temporary password, confirm the password
and then click Save. The system automatically sends users a Service (Welcome)
email with the temporary password.

Connection details

Parameter Description

Add a connection

Click to create a connection to a di
rectory service

Default Value

Not applicable

Manage detained entries (#)

Click to access the Bulk
User Provisioning tool in
the User and Services
application and manage
any detained updates.

Note: The number of
detained updates are
indicated on the button.

Not applicable

Domain

Read only field that displays the do
main name of the MiCollab server

Domain name of the local MiCollab

Last synchronization

Read-only field. Displays the date a
nd time of the last synchronization
between the MiCollab IDS client
and the directory server. The date a
nd time is obtained from the MiColla
b server (MSL).

Time format is day, month, year.
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Parameter Description Default Value

Status . Not applicable
Indicates the current

synchronization connection
status.

Created: The connection
has been created. No
synchronization have been
attempted

Initializing: The
synchronization operation
is initializing and has not
begun to process user
updates.

Started: The
synchronization operation
has begun. User updates
are being processed.

Stopped: The
synchronization operation
has been manually
aborted.

Finished: The
synchronization operation
has completed.

Summary Not applicable
Read only summary of the

following:

* Percentage complete:
If a synchronization
in progress, this field
indicates the progress.
* Current synchronization
status

* Number of update errors

Synchronization enabled Indicates if periodic synchronization Disabled
with the directory server is enabled.

Authentication enabled Indicates if Active Directory Authen Disabled
tication enabled.
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Parameter Description Default Value

Actions Not applicable

Click the Edit link to
modify a directory server
connection.

Click the Remove link to
remove a directory server
connection.

Click the Sync link to
initiate an immediate
synchronization operation
the directory server. This
operation checks for any
database changes on the
directory server since the
previous synchronization
and applies the updates to
the MiCollab database.

After performing a
synchronization, click

the Access Detained
Updates link to go to the
Bulk User Provisioning tool
and manage any failed or
detained IDS operations.

Note: The Action links

are disabled while the
system is in the process of
enabling or disabling Active
Directory Authentication for
users.

Add Integrated Directory Service connection

Parameter Description Default Value
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Directory server type

Select the directory server
type: Active Directory,
MiVoice 5000 / MiVoice
5000 Manager, Generic
LDAP, or ForgeRock
Directory Services. The
type must be the same
for both the Primary and
Secondary directory
servers.

Active Directory

Primary directory server’

Enter the FQDN or

IPv4 address of the
directory server for the IDS
connection. By default, the
MiCollab system always
connects to the primary
directory server during a
synchronization operation.

Note: This is a mandatory
field.

Not assigned

MiCollab Users and Services Provisioning



Configuration

Secondary directory server

Enter the FQDN or IPv4
addressof a secondary/
backup directory server for
the IDS connection.

The secondary directory
server acts as a

backup to the primary
server whenever the
primary is unreachable.
The secondary must

be a replica of the
primary; otherwise, the
synchronization will be
problematic. On each
interval, the connection
always attempts to use the
primary server followed
by the secondary server.
This ensures that the
connection reverts to the
primary server after the
issue has been resolved.

Note: This field does not
apply to MiVoice 5000 or

Generic LDAP integrations.

Not assigned

Enable synchronization

Check to allow automatic (schedu
led) synchronization with the direct
ory server. The 'Enable synchron
ization' check box should not be che
cked for MiVoice 5000 or MiVoice
MX-ONE.

Disabled
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Synchronization Schedule

A set of fields that

allow you to schedule
synchronizations to occur
regularly on a pre-defined
time interval.

» Select the interval on
a per-minute/hour/day/
week/month basis from
drop-down menus.

e Set the time of the
synchronization in 24-
hour format

During a scheduled
synchronization, the
system checks for any
database changes on the
directory server since the
previous synchronization
and applies the updates to
the MiCollab database.

Note: To perform a full
synchronization, you must
check the Re-initialize on
the next cycle box.

Daily at midnight
00:00

Enable authentication

Check to enable Active
Directory authentication of
end user passwords. To
support Authentication, the
Enable synchronization
option above must also be
enabled.

Note: The 'Enable
authentication' check box
should not be used for
MiVoice 5000 and Generic
LDAP.

Disabled
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Authentication Only

Check to enable Active
Directory Authentication

of end user passwords
only. If this box is checked
the IDS connection will
only support authentication
and will not perform any
user or contact data
synchronization.

The 'Authentication

Only' check box is not
supported for use in

a MiVoice Business
integration because it
disables synchronization
and synchronization is
the only method for the
IDS connection ID and
Distinguished Name to be
recorded in the database.

Note: If both Active
Directory authentication
and user or contact

data synchronization is
required, check the Enable
authentication option
above and disable this
option.

Disabled

Authentication for AD LDS

Check to allow user
configuration and to create
users through AD LDS.

This will cause the
authentication to login with
the samAccountName only.

Disabled

Skip USNChanged Attribute

Check to enable IDS script to query
all users (that are created over mul
tiple ADs) irrespective of whether t

he users have USNChanged attribu
te or not.

Disabled
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Domain

(Domain Name or
Connection Name)

For IDS connections that
use Active Directory or
Generic LDAP, specify the
unique domain name used
by the directory server.

For integrations to Active
Directory, the same domain
must be used for both the
primary and secondary
directory server.

For IDS connections to
the MiVoice 5000 directory
service or MiVoice 5000
Manager (AM4750),
specify the name of the
connection.

Note: This is a required
field.

Blank

Distinguished name

(Directory Server
Username)

Enter the directory server
username (in Distinguished
name format) required to
access the synchronization
account on the directory
server.

Example:

+ Distinguished Name
format — cn=luum, cn=
users, dc=ids, dc=com

Blank

Password

Enter the user password required to
access the synchronization account
on the directory server.

Blank

LDAP port

Enter the LDAP port number on th

e directory server. The default valu
e 636, is the standard LDAP port for
secure connection of IDS.

636
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Global catalogue port

Global Catalogue ( GC)
provides a centralized
LDAP user view across

all domains. The feature
provides one connection
point for this information.
However, the view is
limited to a subset of all
user attributes. When

this option is in use, it
reduces the number of
fields that are mapped to
the MiCollab user records.
When a GC LDAP port is
specified, only the following
user fields are available
for synchronization with
MiCollab :

» telephoneNumber
(Prime DN)

* ObjectGUID (User ID)

* samAccountName
(Login)

 distinguished name
(Domain)

* mail (Email)

* sn (Last Name)

« givenName (First Name)

Note: If you specify a
port for this field, the IDS
connections ignore the
LDAP port set above.

Note: This field does not
apply to MiVoice 5000 or
Generic LDAP integrations.

Blank
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Connection method

Select the security method
used to connect to the
directory server. The
following options are
available. This setting
determines the level of
security in the connection
between MiCollab and
Active Directory:

Unsecured - No
encryption.

TLS - Encrypted, LDAP
over Transport Layer
Security.

SSL - Encrypted, LDAP
over Secure Socket Layer.

Upgraded to Secure
(LDAP with start TLS)

Secure (LDAPS)

Unsecured means that the
passwords that are being
authenticated between
MiCollab server and the
Active Directory server
are not encrypted and
could be read by "sniffing"
traffic between them.
Note that in the case of
the MiVoice 5000, there

is no authentication, so
passwords, other than the
administrator account to
log into the MiVoice 5000
directory are not being
transmitted.

Both TLS and SSL are
secure and prevent anyone
from easily sniffing the
traffic between MiCollab
and Active Directory.

TLS is the recommended

TLS

setting:

Secure (I DAPS) i<
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Default query string

Enter the default query
string used for filtering
LDAP searches.

Note: The Active Directory
default setting processes
all user accounts and
contact records. The
MiVoice 5000 default
setting processes all
internal and external
contact records.

Active Directory defaults to

|(ObjectClass=user)
(ObjectClass=contact)

MiVoice 5000 directory
service and MiVoice
5000 Manager (AM7405)
defaults to

|
(ObjectClass=peopleRecord

(ObjectClass=contactRecord

~—"

Generic LDAP defaults to
(ObjectClass=person)

Search scope

The Search scope
determines the set of
directory server data that
is applied to MiCollab
database during a
synchronization event.
Select one of the following:

* Sub-tree : include all
child objects as well as
the base object.

* Object: limit the search
to the base object.
The maximum number
of objects returned is
always one.

* One level: limit the
search to the immediate
children of a base
object, but exclude the
base object itself.

Note: This field does not
apply to MiVoice 5000
integrations.

Sub-tree
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Query page size

Enter the maximum page
size of the LDAP search.
The permitted range is 100
to 1000 records per page.

Note: This field does not
apply to MiVoice 5000
integrations.

400

Chase LDAP referrals

If the directory server
does not hold the target
requested by an LDAP
search, it will return a
referral message that
redirects the MiCollab
client to another directory
server.

Check the box to act on the
referral message or clear
the box to ignore it.

Note: This field does not
apply to MiVoice 5000
integrations.

Disabled

Search context

Enter the distinguished
name of the default
location used to search
objects on the directory
server. If there are multiple
locations, use semi-colons
to separate the entries.
For example, to search for
objects in the SDS and HR
groups, enter: OU=SDS,
OU=RandD, DC=mitel,
DC=com; OU=HR,
DC=mitel, DC=com;

Leave the field blank to
begin the search at the
domain root container.

Blank
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External Search

Check this box to select
this connection for use
with an external search
database, for example
Mitel Metadirectory.

See Configure Access
to External Directory for
details.

Unchecked for Active Directory,
MiVoice MX-ONE, MiVoice 5000, or
MiVoice 5000 Manager server typ
es. Checked for Generic LDAP ser
ver type.

External search base

Enter the name of the external searc
h database. The MiCollab Client
searches this database when a Mi
Collab Client user looks up a corpor
ate contact. For external search on
Active Directory, multiple OUs in th
e external search base field is NOT
supported.

Blank

External search query string

Enter a query string to narrow the
search criteria and reduce the nu
mber of results from the external di
rectory search, for example: "object
Class=person".

Blank

Public Line Prefix

Public line prefix is the trunk prefix t
hat will be replaced in the number b
efore external lookup and external r
everse lookup. For example: 0, 9 (In
Nordic countries) etc.

Blank

International Dialing Prefix

International dialing prefix is the inte
rnational call prefix that will be repla
ced in the number before external lo
okup and external reverse lookup.
For example: 00, 011, 010, 0011, 8
10 etc.

Blank

Partition search attribute

Select the IDS mapping
attribute that you want
to use to partition the
directory.

See Partition the Corporate
Directory for details.

Blank

Partition method

Select organizational unit to partit
ion the directory based on groups (O
rganizational unit) or across the en
tire LDAP directory (Attribute).

Organizational unit or
Attribute.

Default is Organizational
unit.
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Enable reverse lookup )
Enable reverse lookup Unchecked for Active

resolves number to name Directory.

at call-to or call-from an
external number. Checked for Generic LDAP

server type.
Note: Lookup/Reverse
lookup is not supported if
conference call is between
external users.

Check to enable LDAP
reverse lookup function.

Before performing the
external reverse lookup,
MiCollab Client server
will replace the two
parameters, that is
publicLinePrefix and
internationDialingPrefix
from the searched string. If
any of the prefix is found,
then the best match is
found otherwise an exact
match happens.

Dial Digit Count
Dial Digit Count is enabled

when the Enable Reverse
lookup parameter is
checked.

The configuration
parameters,
publicLinePrefix and
internationDialingPrefix
will not work with Dial Digit
Count. If any one of the
parameter is configured
then the dial digit count
setting will get disabled.
Prefix settings will override
the dial digit count setting.
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Remove leading digits count

It is used to strip as many
digits as configured before
lookup.

Enter the number of
leading digits to be
removed in the LDAP
search.

Note: Removing leading
digits count field is
applicable only for reverse
lookup functionality and
NOT for external search.

Re-initialize on next cycle

This option effectively forces a full
synchronization on the next schedu
led sync event. A full synchronizati
on queries the directory server for
the entire set of users. This option
can be used to recover the MiCollab
database from the directory server.
It will most likely result in a large n
umber of detained user updates.

Unchecked

Defer all operations

When synchronization
occurs the system
automatically sends all
operations to the detained
updates queue.

Use this option if you
want to preview the
synchronization updates
in the detained updates
queue. From the queue,
you can view, apply,
modify, or cancel (delete)
the updates as required.
See Resolving Detained
and Failed Updates for
instructions.

Checked
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Use Default Attribute Mappings
By default, this box is checked and the default attribute

mappings are applied to a new connection. Note that you
can set the default settings (see Set Default IDS Attribute
Mappings).

Note: In case of ForgeRock Directory Services, the Use
Default Attribute Mappings box should be unchecked.

City |
Company Name company
Country co
DID Number otherTelephone
Department department
Distinguished Name distinguishediame
Email mail
Fax facsimileTelephoneMurnber
First Name givenhlame

Home Element inPhons

To use custom settings, clear the check box and enter
the required attributes. See Set Default IDS Attribute
Mappings for a description of the attribute fields.

2.1.3.5.2 IDS Connection for MiVB Users and Contacts
from Active Directory

You can use an IDS connection to synchronize MiVoice Business users and contacts
from an Active Directory server, and to provide Active Directory authentication of
MiCollab users.

» To synchronize users and contacts from the Active Directory server, create an
IDS connection that specifies a query for records of type |(ObjectClass=user)
(ObjectClass=contact). In addition, any MiVoice Business record that contains the
MiCollab "Contact" role is also added to the MiCollab server database as a contact
record.

» To synchronize users only from the Active Directory server, create an IDS connection
that specifies a query for records of type: (ObjectClass=user).

» To enable Active Directory authentication of MiCollab users, check the Enable
authentication box.

Below is an example of the IDS Connection settings required to synchronize users and
contacts from an Active Directory server with authentication enabled:
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| Integrated Directory Services ('?’)

Add connection to directory server

Before you add a directory server connection, ensure that the Integrated Directory Services account is active on
the directory server and that you have entered the account user name and password correctly.

Directory server type Active Directory -
Primary directory server 10351517
Secondary directory server
Enable synchronization [/
Synchronization Schedule Every Day * at 00 »:00 ~
Enable authentication /|
Authentication only ||
Domain mivb.mitel.com
Distinguished name cn=john.cn=users,dc=mitel, dc=com
Password essssss
LDAP port 339
Global catalogue port
Connection methed TLS -

Default query string |(ObjectClass=user){ObjectClass=contact)

Search context

External search [ |
External search base
External search query string

Partition attribute | [one
Partition method | Organizational Unit
Re-initialize on next cycle
Defer all operations

Attribute Mappings
Use default attribute mappings

Cancel § Save

Figure 1: IDS Connection for MiVB Users and Contacts from Active Directory

2.1.3.5.3 IDS Connection for MiVoice 5000 Contacts from
Active Directory

You can use an IDS connection from an Active Directory server to synchronize contacts
(not users) and to provide authentication of MiCollab users.

To synchronize contacts from Active Directory, create an IDS connection that specifies a
query for records of type (ObjectClass=contact).
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6 Note:

You can configure one IDS connection to an Active Directory server to support
both Active Directory authentication and contact synchronization, or create one
IDS connection to support contact synchronization with the MiVoice 5000 and
another IDS connection to an optional Active Directory server to support Active
Directory authentication of MiCollab users. Two connections are supported in this
case because the Authentication Only connection does not perform any record
synchronization.

e Note:

To configure an IDS connection to provide only contact synchronization, check the
Enable synchronization box and clear the Enable authentication box. To configure
a connection for to provide both contact synchronization and Active Directory
authentication of MiCollab users, check the Enable synchronization box and clear
the Authentication only box.

The following is an example of a single IDS connection that synchronizes contacts and
provides Active Directory authentication:
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Integrated Directory Services (

Add connection to directory server

Before you add a directory server connection, ensure that the Integrated Directory Services account is active on
the directory server and that you have entered the account user name and password correctly.

Directory server type Active Directory A4
Primary directory server 1046281817
Secondary directory server
Enable synchronization [V|
Synchronization Schedule Every Day *at 00 ~:00 -
Enable authentication /|
Authentication only [
Domain miva000.com
Distinguished name
Password eesssee
LDAP port 389
Global catalogue port
Connection method TLS -
Default query string ObjectClass=contact
Search scope Subtree -
Query page size 400 ~
Chase LDAP referrals [ |

Search context

SRS

Re-initialize on next cycle
Defer all operations
Search context
External search [ |
External search base
External search query string
Partition attribute [lone
Partition method | Organizational Unit
Re-initialize on next cycle
Defer all operations

Attribute Mappings
Use default attribute mappings

Cancel Save

Figure 1: IDS Connection for MiVoice 5000 with Contacts from Active Directory

2.1.3.5.4 IDS Connection for MiVoice 5000 with contacts
synchronized from a MiVoice 5000 Directory Service

You can use an IDS connection from a MiVoice 5000 Directory server to synchronize
contacts (not users). All the entries in a MiVoice 5000 server are considered as contacts
in MiCollab.

The following is an example of a single IDS connection for MiVoice 5000 that
synchronizes contacts:
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Integrated Directory Services e

Add connection to directory server

Before vou add a directory server connection, ensure that the Integrated Directory Services account is active on the directory
eeeeeee d that you have entered the account user name and password correctly.

Directory server type  MiVoice 5000 / MiVoice 5000 Manager

Primary directory 1.46.28.180
server
Enable [
synchronization

ﬂnchrzzr:;i]ol: Every [Day  ~|at[a0 ~|{o0 ~]

Connection Name

name admin

Password ssessssse
LDAP port 332

Connection method Unsecured

Default query string |(&(0bjectClass=peopleRecord)(telephoneNumber=>))(&(ObjectClass=contactRecord)(

Search context

Re-initialize on next ]
cycle

Defer all operations

Atiribute Mappings
Use default attribute mappings [

2.1.3.5.5 IDS Connection for MiVoice MX-ONE Contacts

You can use an IDS connection to synchronize MiVoice MX-ONE contacts (not users)
from an Active Directory server, and to provide LDAP authentication of MiCollab users.
To synchronize contacts from Active Directory, create an IDS connection that specifies a
query for Active Directory records of type (ObjectClass=contact). In addition, any Active
Directory record that contains the MiCollab "Contact" role is also added to the MiCollab
server database as a contact record.

9 Note:

To configure an IDS connection to provide only contact synchronization, check the
Enable synchronization box and clear the Enable authentication box. To configure
a connection for to provide both contact synchronization and Active Directory
authentication, check the Enable synchronization box and clear the Authentication
only check box.

The following is an example of an IDS connection that provides both contact
synchronization and LDAP authentication of MiCollab users:
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Add connection to directory server

Before you add a directory server connection, ensure that the Integrated Directory Services account is active on
the directory server and that you have entered the account user name and password correctly.

Directory server type
Primary directory server
Secondary directory server

Enable synchronization

Synchronization Schedule Every Day

Enable authentication
Authentication only
Domain

Distinguished name
Password

LDAP port

Global catalogue port
Connection method
Default query string
Search scope

Query page size

Chase LDAP referrals
Search context
Re-initialize on next cycle
Defer all operations
Search context

External search

External search base
External search query string
Partition attribute
Partition method
Re-initialize on next cycle

Defer all operations

Attribute Mappings
Use default attribute mappings

Active Directory -
10.46.28.187

]

* at 00 »:00 -
il

[l

MXone.com
cn=me,ou=users,dc=dc,dc=com
(L1111}

389

TLS ¥

ObjectClass=contact

Subtree -
400 ~
]

|

El

]

None

Organizational Unit
™

E

|

Cancel | Save

Configuration

Figure 1: IDS Connection for MiVoice MX-ONE with Contacts from Active Directory

2.1.3.5.6 IDS Connection for Mitel MetaDirectory

Below are sample settings for an IDS connection to Mitel MetaDirectory.
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6 Note:

If you do an IDS synchronization with this connection, users will not be created. Only
contacts will be created. All entries in Mitel MetaDirectory are treated as contacts in
MiCollab.

Field

Setting

Directory servertype

Generic LDAP

Primary directory server

<FQDMN or IP address of Mite
MetaDirectony>

Enable synchronization

<unche cked>

Synchronization schedule

Dom ain =domain name> Name of the node in the Mitel
MetaDire ctory server

Distinguished name <Uzername User for accessing the Mite| MetaDirectory
in distinguished name format, i.e.
cn=MiColizb

Paszword <password= The password of the user

LDAP port 712 Mitel MetaDirectory default value

Connection method Unsecured

Default query string OhjectClass=person

Search context

External search <checked=

External search base The search base to use for the external
directory search for instance

‘ou=users,dc=mitel,dc=com’

External search query string The query string to use for the external
directory search for instance

‘objectClass=person’

Partition attribute None

Partition method Organizational Unit
Re-initialize on next cycle <unchecked>
Defer all operations <checked=

2.1.3.5.7 IDS Connection for Mitel InAttend

Below are sample settings for an IDS connection to Mitel InAttend (BluStar).
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Setting

Directory server type

Generic LDAP

Primary directory server

<FODN or IP address of Blustar>

Enahble synchronization

<unchecked>

Synchronization schedule

Domain

<domain name>

Domain in the BluStar server

Distinguished name

<usernames

User for accessing the BluStar in distinguished name
format, i.e. cn=manager,dc=domain,dc=com

Password

<password>

The password of the user

LDAP port

389

Connection method

Unsecured

Default query string

ObjectClass=person

Search context

External search

<unchecked>

External search base

The search base to use forthe external directory
search for instance ‘ou=users,dc=domain,dc=com’

External search query string

The query string to use for the external directory
search for instance ‘objectClass=person’

Partition attribute

Mone

Partition method

Organizational Unit

Re-initialize on next cycle

<unche cked>

Defer all operations

<checked=

2.1.3.6 Attribute Mappings

« Set Default IDS Attribute Mappings on page 364

» Set Custom IDS Attribute Mappings on page 382

+ Attribute Mappings for Mitel MetaDirectory on page 383

+ Attribute Mappings for Mitel InAttend (BluStar) on page 383

2.1.3.6.1 Set Default IDS Attribute Mappings

The IDS Attribute Mappings page defines the default attributes that will be used
for an IDS connection between the directory server user data fields, for instance

Configuration

Active Directory, and the MiCollab server user data fields. It allows you to map the
corporate directory service user data fields to the MiCollab data fields. MiCollab uses the
connection and attribute mappings to

» write user data and corporate contacts from Active Directory into the MiCollab

database,

+ write corporate contacts from Active Directory, MiVoice 5000 LDAP directory service,

or MiVoice 5000 Manager (AM7450) directory service into the MiCollab Client

corporate directory, or

» support access to an external LDAP directory database for directory searches from

MiCollab Clients.

« Conditions on page 365

+ Attribute Mapping Descriptions on page 367
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2.1.3.6.1.1 Conditions

General

* You can apply the default set of attribute mappings to a connection by leaving the
Use default attribute mappings box checked, or you can clear the box and assign
custom mapping attributes to a connection.

* At minimum, directory server attributes must be set for the User ID, Distinguished
Name, First Name, and Last Name fields. All other fields can have blank directory
server attributes, which allows the fields to remain blank or to be populated from a
template.

» Customized attribute fields are validated when the connection runs. If you enter an
attribute incorrectly, the operations will likely fail. The failed operations are listed as
errors in the summary and are sent to in the detained updates queue.

 If you change an attribute mapping on MiCollab after the initial full synchronization,
another full synchronization is required because regular scheduled synchronizations
only detect and apply deltas from the directory service. The directory service is
unaware of the change on MiCollab until you perform a full synchronization. A warning
message is displayed if you change an attribute on MiCollab after the initial sync. The
warning indicates that another full synchronization is required apply the change to the
directory server.

» MiCollab supports UTF-8 format for the directory service attributes with the following
exceptions: Email address, Department, and Location. These field attributes do not
support UTF-8 format. This limitation applies to the MiVoice Business system also. If
one of these fields receives UTF-8 data, the operation fails and is sent to the deferred
updates queue.

+ If First Name, Last Name, or Department attributes are updated for a user, the
updated values will get reflected after 15 minutes in the client call window. It is
recommended for users to wait for 15 minutes or restart the system to display the
updated values.

Specific Conditions Relating to Users
Directory service attributes that are mapped to user service data must

* be unique

* belong to the user object class - different objects cannot be described by the same set
of attributes; otherwise, updates will fail.

« programmable from a user interface such as the Active Directory Users and
Computers console.

* be single-valued (not a list of comma-separated values)

* be available (when you select an LDAP attribute to map to user service data, ensure
that the attribute in use for some other purpose).
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Specific Conditions Relating to Contacts

The attribute mappings of the IDS connection must be set to match the MiVoice 5000
directory schema. The MiVoice 5000 can have different attributes for internal (people)
and external (contact) records. Therefore, to support the synchronization of both types
of records, the internal and external record attribute tables on the MiVoice 5000 LDAP
directory service must match each other for the MiCollab IDS connection to retrieve both
types of records.

The MiVoice 5000 and MiVoice 5000 Manager (AM7450) allow you to configure custom
attributes in the directory schema in order to provide additional custom information for
external records. On the MiVoice 5000 you perform the configuration from the Telephony
Service -> Subscribers -> Directory-> Parameters ->Customization menu. On the
AM7450 you perform the configuration from the Telephony-> Directory Management->
Customization menu. The custom attributes are named attr1, attr2, attr3, and so forth.
MiCollab IDS support mappings to these custom attributes.

Specific Conditions Relating to Mobile Phones

If the Mobile Phone Directory Number field is mapped in the Attribute Mappings table,
when a new user is created with a mobile number in Active Directory, the mobile
number is populated into the External Hot Desk User (EHDU) number in MiVoice
Business. It is also sent to MiCollab Client server (UCA) and added to the user's phones
list. The user will see this number when they manage their dynamic status and other
users will see that number in the corporate directory. The EHDU number is added to the
following interfaces:

» User and Services application in MiCollab.

* Phone service in MiVoice Business.

* User's phone service list as presented in the UCA management pages
* End user's account information.

» MiCollab Client corporate directory as presented to other users.

When the mobile number for an existing user is updated in Active Directory, then on
the next scheduled IDS synchronization cycle, the mobile number change is detected
and the new mobile number is shown in bold in the detained queue. If the IDS connection
is configured to apply updates immediately (defer all updates is not checked) then the
EHDU number will be updated immediately in the interfaces listed above; if not, the
EHDU is updated after you save the update in the 'Manage Detained Queue' tool.

Note the following:

* DID numbers and Directory numbers are not updated. Only mobile numbers are
updated.

* Whenever you update an Active Directory user (any attribute) if there is a mobile
number programmed in Active Directory the number will be synchronized into
MiCollab, possibly over-writing end user's provided EHDU number. To avoid
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overwriting a user's EHDU number, review the change in 'Manage detained queue'
and if necessary choose not to apply the change.

* If you do not want mobile numbers that are provisioned in Active Directory to be
applied to the MiCollab solution, remove the mobile number mapping from the IDS
connection.

+ If the EHDU was published, it remains published. If it was not published, it remains
unpublished.

+ If other fields are also updated in Active Directory at the same time (such as the user's
first or last name) these updates are also applied.

+ ltis not necessary to perform a PBX sync in order for an update to be sent to the
MiVoice Business or MiCollab Client.

* The same number format supported in the initial create is supported in the subsequent
update.

« To synchronize existing users mobile numbers with Active Directory, check the 'Re-
initialize on next cycle' option in the IDS connection and re-run the sync.

* The correct MiVoice Business system username and password must be provisioned in
the Network Elements tab in the User and Services application.

2.1.3.6.1.2 Attribute Mapping Descriptions

The following LDAP attributes are mapped from an external Active Directory or LDAP
source through the MiCollab IDS integration for

* Users (including Teamwork mode users)
+ Contacts

for the following communication platform integrations:

* MiVoice Business

* MiVoice MX-ONE

* MiVoice 5000 and for

* access to an external directory such as Mitel Meta Directory or Mitel InAttend.

0 Note:

The default attribute mappings are applied to a new connection. To use custom
mappings, clear the Use default attribute mappings box and enter the required
attributes.
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In the Attribute Mapping table, not all the attributes are applicable in the case of

ForgeRock Directory Services. See the table below for reference.

e Note:

If the user synchronization is enabled from On-Prem AD and authentication is
enabled from CloudLink, the Admin must change the IDS mapping for the login id to
the “userPrincipalName” field.

MiCollab Description | Attribute Mappings
Attribute
Default Default Sample ForgeRock
Active Active MiVoice Directory
Directory Directory 5000/ Services
mappings mappings MiVoice Default
for user MiCollab 5000 attributes
data and Client Manager
MiCollab Contacts LDAP
Client only Directory
Contacts Service
mappings
for
MiCollab
Client
Contacts
only
City Enter the I I (unmapped)
directory
server
attribute for
the city.
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Company
Name

Enter the
directory
server
attribute
for the
company
name.

company

company

company

(unmapped)

Country

Enter the
directory
server
attribute for
the country.

co

co

co

co

DID Number

Enter the
directory
server
attribute for
the Direct
Inward Dial
Number.

number
on the
directory
server,
itis

NOT
updated
on
MiCollab.

(unmapped)

(unmapped)

(unmapped)

(unmapped)
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Department

Enter the
directory
server
attribute

for the
department.

department

department

department

department

Distinguished
Name

Enter the
directory
server
attribute

for the
distinguished
name.

The
distinguished
name
attribute

is used by
MiCollab
Client to
group
contacts

via their
organizationa
unit
information.

distinguishedl|

Ndrsnguishedl

Ndisnguished]

Name

Email

Enter the
directory
server
attribute for
the e-mail
address.

mail

mail

mail

mail

Fax

Enter the
directory
server
attribute for
the business
fax.

facsimileTelef

Hansiilebele(]

HansiNileibele(

Hansiilebele(
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First Name | Enter the givenName | givenName | givenName | givenName
directory
server

attribute for
the user
first name.
This field is
mandatory.

On the
MiVoice
5000 and
MiVoice
5000
Manager
(AM7450)
the first
name is
typically
identified
by the
displayGn
field if
UTF8 is
supported.
Otherwise,
use the
givenName
field.

MiCollab Users and Services Provisioning




Configuration

Home
Element

Specify the
directory
server
attribute for
the MiVoice
Business
system that
supports
the phone
services.
You must
enter the IP
address or
hostname of
the MiVoice
Business
system in
the specified
attribute on
the directory
server.

After you
synchronize
the directory
server
database
with
MiCollab ,
the user's
phone
services are
assigned to
the specified
MiVoice
Business
system.

0 Note:

You can
also
apply
arole
(see
below)
with an

ipPhone

ipPhone

ipPhone

(unmapped)

MiCollab
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Info

Enter a
directory
server
attribute that
represents
some data
that will be
searchable
in MiCollab
Clients.

(unmapped)

(unmapped)

(unmapped)

(unmapped)

Info 2

Enter a
directory
serve r
attribute that
represents
some data
that will be
searchable
in MiCollab
Clients.

(unmapped)

(unmapped)

(unmapped)

(unmapped)

Language

Enter the
directory
server
attribute
for the
preferred
language.

apply to
MiCollab
Client
contacts.

preferredLang

yaeéerredLang

yaeéerredLang

yaeéerredLang

uage
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Last Name

Enter the
directory
server
attribute for
the user's
last name.
This field is
mandatory.

For MiVoice
5000 and
MiVoice
MX-ONE
integrations,
use the
"displayName
attribute

if UTF8
character
support is
required.
Set the

field to "sn"
if UTF8
support is
not required.

sn

sn

sn

SN

Location

Enter the
directory
server
attribute for
the location.
This field
does not
apply to
corporate
contact
records.

14

physicalDelive

yfSioezelie

yDfficaNRetie¢ ylOfSicalN2etie¢ry OfficeNe
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Login

Enter the
directory
server
attribute for
the Login
ID field.
This field is
mandatory.
This
attribute has
a maximum
length of 20
characters
in the
directory
service.

samAccountN

amé
applicable

samAccountNam

MiCollab Users and Services Provisioning



Configuration

Mobile
Phone
Number

Enter the
directory
server
attribute for
the mobile
phone.

mobile
number
on the
directory
server,
itis
updated
on
MiCollab
during
the next
synchronij

(unmapped)

ration.

(unmapped)

mobile

mobile

Mobile
Phone
Number 2

Enter the
LDAP
attribute for
the second
mobile
phone.

(unmapped)

(unmapped)

(unmapped)

(unmapped)
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Object
Class

Displays the
directory
server
attribute
that is used
to import
users, or
contacts, or
both, from
the directory
server using
IDS. This
field is read-
only.

objectClass

objectClass

objectClass

objectClass
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Photograph

Enter the
directory
server
attribute

for the
photograph.

Default

entry is
thumbnailPh
It also
supports
jpegPhoto.

0 Note:

Photograp
added
using

the
Client

or
Server
Manager
will

over-
ride

the AD
sync
photo.

pto.

h

thumbnailPholtdahumbnaiIPhollthumbnaiIPhoIlcQunmapped)

Position

Enter the
directory
server
attribute for
the position.

(unmapped)

(unmapped)

(unmapped)

(unmapped)
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Postal/ZIP Enter the postalCode | postalCode | postalCode | postalCode
Code directory

server

attribute for

the postal

code or ZIP

code.
Primary Enter the telephoneNumbalephoneNumbelephoneNumbalephoneNun
Phone LDAP
Directory attribute for
Number the prime

directory

number.

hber
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Role

Enter the
directory
server
attribute for
the role.

The role
field for

a contact
record is not
mandatory.
For Active
Directory
contact
synchronizatig
the role is
automatically
set to
"contact"
after a
contactRecort
is identified
orin the
case of
Active
Directory

if the
objectClass
is set to
"contact". If
the role is
present in
the directory
server,
users whose
roles are set
to ‘Contact’
will be
created as
contacts in
MiCollab.

employeeTyp

N,

bemployeeTyp

bemployeeTyp

b description
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Secondary
Phone
Directory
Number

Enter the
secondary
phone
directory
number.

(unmapped)

otherTelephor

etherTelephor

dunmapped)

Street

Enter the
directory
server
attribute for
the street.

streetAddress

streetAddress

streetAddress

streetAddress

Title

Enter the
directory
server
attribute for
the title.

title

title

title

title

User Id

Enter the
directory
server
attribute for
the Globally
Unique
Identifier

( GUID).

For
integrations
that use
Active
Directory set
this field to
"objectGUID",
For MiVoice
5000 or
MiVoice
5000
Manager,
set to
"cleUid".

objectGUID

objectGUID

objectGUID

uid
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Level of Attribute Support

Database fields Default LDAP field ﬂ:ﬁ Mﬁﬁgﬁg‘giﬂg{:m Contact Team‘z‘;g‘r Mode
City [ ] & ] (]
Company Name company (v} (] (] (]
Country co (] (] (] (-]
DID Number* ! (] B (]
Department department Qo (] (] (]
Distinguished Name distinguishedName (] (] (] (]
E-mail mail (] (] (] (]
Fax facsimileTelephoneNumber = @ Q (] (]
First Name givenName (] (] (] (]
Home Element ipPhone ! (v ] N/A N/A
Info (] (] (] (]
Info 2 (Custom 2) Q (] (] Qo
Language preferredLanguage (] (] B (]
Last Name sn Qo (] (] (]
Location physicalDeliveryOfficeName = @ (] (] (]
Login samAccountName Qo (] B (]
Mobile phone Number  mobile Qo [ | (] (]
Mobile phone Number 2 (] (] (] (]
Object Class objectClass Qo (] (] Qo
Photograph thumbnailPhoto (] (] (] (]
Position o (] (] (]
Postal/ZIP code postalCode (] (] (] Q
Ezmgg Phone Directory telephoneNumber : : = @
Role employeeType ! ! ! !
[S)?rzzrt‘:rayryNEr:Er;er otherTelephone : B e G
Street streetAddress (] (] (] (]
Title title Qo (] (] (]
User Id objectGUID Qo (] (] (]

° supported for initial sync and updates
!\ updates are not supported from AD, only used for initial creation

B not supported

= Notes: 1. DID Number aftribute is used to update the DID Service Number in Users and Services (only for initial creation)
2. DID Number attribute is used to update the External number (on initial creation and on any update)

2.1.3.6.2 Set Custom IDS Attribute Mappings

To assign custom attribute mappings to an IDS connection

1. Clear the Use default attribute mappings box. The IDS attribute mapping table for
this connection is displayed with the default settings.

2. Modify the default mapping attributes as required.
3. Click Save.
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The following are recommended settings for

+ Mitel MetaDirectory Attribute Mappings

» Mitel InAttend (BluStar) Attribute Mappings

2.1.3.6.3 Attribute Mappings for Mitel MetaDirectory

Below are recommended attribute mappings for Mitel MetaDirectory (MMD):

MiCollab field Mitel MetaDirectory mapping MNotes

City

Company Name company

Country c

DID Num ber Use 5 custom field in MMD

Department

department

Distinguished Name

distinguishedM ame

Email mail

Fax facsimileTelephoneMumber

First Name givenMame

Home Element

Info info

info2 Use 5 custom field in MMD
Language Use a custem field in MMD
Last Name sn

Lacaticn physicalDelive ryOfficeName

Lagin sAMAccountMame

Mobile phone number mobile

Maohile phone number 2

telephoneCar

Photograph

Mot supported, leave blank

Position

Use custom field in MMD

Postal/Zip code

postalCode

Primary phone directory number

telephoneNumber

Role

Secondary phone directory number

otherTelephone

Street streetAddress
Title title
User Id entrylD

2.1.3.6.4 Attribute Mappings for Mitel InAttend (BluStar)

Below are recommended attribute mappings for Mitel InAttend:
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MiCollab field Mitel InAttend mapping Motes

City

Company Name company

Country C

DID Number Use a custom field in BluStar

Department

department

Distinguished Name

distinguishedMame

Emai m ai

Fax facsimileTe le phone Mum ber
First N ame givenName

Home Element ph=MNode

nfo Use a custom field in BluStar
nfo2 Use a custom field in BluStar
Language Use a custom field in Blustar
Last Name sn

Location physicalDelive ryOffice Name

Lagin accountName

Mohile phone number

mchileTe le phoneMumber

Maohile phone number 2

Use custom field in BluStar

Photograph

Mot supported, leave blank

Position

Use custom field in BluStar

Postal/Zip code

postalCode

Primary phone directory number

telephoneMumber

Role Use custom field in BluStar
Secondary phone directory number | softPhone

Street streetAddress

Title title

Userid chjectGUID

2.1.3.7 Disable IDS on MiCollab

If you disable IDS, periodic database synchronization with the directory server is

Configuration

disabled. However, the deferred operation queue will remain as it was at the moment you
disabled IDS. If there were any operations in the deferred queue, the system will allow
you to process them. No new IDS operations are added to the queue. If authentication
was being used, it will be disabled and you will be required to reset the passwords for all
users that were paired with directory service entries. The state of the IDS Managed flags

are maintained after you disable IDS.

To disable IDS on MiCollab :

1. Under Configuration, click Integrated Directory Service.
2. Click Remove next to the domain of the directory server.

3. Click Save. If Active Directory Authentication was supported for the domain, you are
prompted to enter a replacement password for the users.

4. Enter and confirm the password and then click Save. A Welcome E-mail which
includes the replacement password is sent to the select users.

Later, if you enable IDS on MiCollab again, the deferred operation queue is emptied of
IDS operations and a full synchronization occurs.
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2.1.4 External (Off-board) Directory Access

» Configure Access to External (Off-board) Directory on page 385
» Partitioning the External (Off-board) Directory on page 393

2.1.4.1 Configure Access to External (Off-board) Directory

You can configure the MiCollab Client Service with access to a large, external off-board
LDAP directory, such as Mitel MetaDirectory. MiCollab Client users can then search for
corporate contacts from a very large number of entries.

6 Note:

External LDAP with MiCollab for Microsoft Client is used only for number lookup on
incoming MiCollab calls (only if there is no match in the corporate directory or the
PBX). It is not used to search any external LDAP database. You need to integrate the
external LDAP directory with the Skype for Business directory to perform the search.

The directory entries from multiple databases, such as Lotus Notes or Microsoft
Exchange can be aggregated within the metadirectory. Typically, you would not
synchronize contacts from the external directory to the MiCollab Client service.

The following diagram shows an overview of the solution:
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The Mitel MetaDirectory product documentation is integrated in the installation
Software-Package as help. After you install it on a host (you can use a temporary
host just to access the last online help) you can extract the online-help from “C:
\Program Files (x86)\Mitel\MetaDirectory\resources\en-US”.

Conditions

To support connection to an external directory:

* MiCollab Client must be configured in integrated mode.

* An external LDAP solution, such as Mitel MetaDirectory, that aggregates the contents
of separate databases into a large central directory, is required.
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* You must configure an Integrated Directory Services connection between the MiCollab
and the external LDAP solution. Only one connection to an external directory is
supported.

* Regardless of the connection method which is enabled (for the IDS connection to the
directory server),the external directory search will always use an unsecured channel
(non-SSL).

* An IDS synchronization operation is not required to support the external search
feature. An IDS synchronization operation imports the accounts from the external
directory to the MiCollab server. However, for external searching the accounts are not
required on the MiCollab server.

Configuration

To configure access to an external directory:

1. Under Configuration, click Integrated Directory Service.
2. Click Add connection. The Add Integrated Directory Service connection page opens.

3. Complete the fields to create a connection to the external directory. See Manage IDS
Connections for field descriptions.

+ Set the Directory server type (for a connection to Mitel MetaDirectory, select
Generic LDAP).

» Select the External search box to select this connection as the one that MiCollab
Clients will use for external directory searches.

» Enter the name of the external search base.

« Enter an external search query string that will narrow the search criteria and reduce
the number of results.

The following are examples of the connection settings to Mitel MetaDirectory or Mitel
InAttend solutions:

Mitel Mitel InAttend
MetaDirectory | Setting
Setting
Directory server Generic LDAP Generic LDAP
type
Primary directory <FQDN or IP <FQDN or IP
server address of Mitel address of Blustar
MetaDirectory> server>
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Mitel Mitel InAttend
MetaDirectory | Setting
Setting
Enable <unchecked> <unchecked>
synchronization
Synchronization
schedule
Domain <domain name> <domain name> Name of the
node in the Mitel
MetaDirectory or
Mitel InAttend
Distinguished <username> <username> User for accessing
name the Mitel
MetaDirectory
or Mitel InAttend
in distinguished
name format, i.e.,
cn=MiCollab
Password <password> <password> Password of the
user
LDAP Port 712 389 Default value
Connection Unsecured Unsecured
method
Default query ObjectClass = ObjectClass =
string person person
Search context
External search <checked> <checked>
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Mitel
MetaDirectory

Setting

Mitel InAttend
Setting

External search
base

The search base to
use for the external
directory search,
for example:
"ou=users,dc=mitel,q

j

External search
query string

The query string to
use for the external
directory search,
for example:

"objectClass=person".

Partition attribute

None

None

Partition method

Organizational unit

Organizational unit

Enable reverse <unchecked> <unchecked> Unchecked for

lookup Active Directory.
Checked for
Generic LDAP
server type.

Remove leading Default value is 0.

digits count

Re-Initialize on <unchecked> <unchecked>

next cycle

Defer all <checked> <checked>

operations

4. To use custom attribute mappings for this connection to the external directory, clear
the Use default attribute mappings box and modify the modify the IDS attribute
mapping. you must map LDAP attributes to the following IDS attributes: Distinguished

c=com"
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Name, Email, First Name, and Last Name. All other fields can have blank LDAP
attributes.

6 Note:

Ensure that the contacts on the external directory contain entries in the fields that
map to the following IDS attributes: Distinguished Name, First Name, Last Name,
and Email.

The following is an example of custom attribute settings to a Mitel MetaDirectory and

InAttend:
MiCollab Field | Mitel InAttend
MetaDirectory mapping
mapping
City I
Company Name company company
Country c c
DID Number Use a custom
field in Mitel
MetaDirectory or
Mitel InAttend
Department department department
Distinguished distinguishedName | distinguishedName
Name
Email mail mail
Fax facsimile TelephoneNunfdesimile TelephoneNumber
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MiCollab Field | Mitel InAttend
MetaDirectory mapping
mapping

First Name givenName givenName

Home Element pbxNode

Info info

Info2 Use a custom
field in Mitel
MetaDirectory or
Mitel InAttend

Language Use a custom
field in Mitel
MetaDirectory or
Mitel InAttend

Last Name sn sn

Location physicalDeliveryOfficeNdmsicalDeliveryOfficeName

Login sAMAccountName accountName

Mobile Phone mobile mobileTelephoneNumber

Number

Mobile Phone telephoneCar

Number 2

Photograph Not supported.
Leave blank.
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MiCollab Field

Mitel
MetaDirectory

mapping

InAttend
mapping

Configuration

Position

Use a custom
field in Mitel
MetaDirectory

Postal/ZIP code

postalCode

postalCode

Primary Phone
Directory Number

telephoneNumber

telephoneNumber

Role

Secondary Phone | otherTelephone softPhone

Directory Number

Street streetAddress streetAddress

Title title title

User ID entrylD objectGUID
5. Click Save.

0 Note:

When InAttend is configured with a fresh MiCollab server, the MiCollab root
certificate should be installed in the Trust Store of InAttend Client, to ensure the
correct presence of instant messages.

Test Directory Access from Clients

From a MiCollab Client, check to ensure that contacts stored in the metadirectory are
listed in searches.
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2.1.4.2 Partitioning the External (Off-board) Directory

You can partition (filter) the external corporate directory such that users are only
presented a subset of the corporate directory contact entries. For example, supplier
contacts could be excluded from the directories of users who do not need to call these
numbers.

You can partition the directory by organizational unit or by attribute:

» Organizational unit: When users perform a search, the results are only drawn from
the entries in their organizational unit.

« Attribute: When users perform search, only results that share the same attribute are
presented

Conditions

+ Directory partitioning is limited to corporate contacts only. It is not supported for users.

« Users can place calls to contacts that do not appear in their directories (that is, users
can still place calls to contacts that have been filtered out).

* An SSL connection to the external directory is not supported.

+ If you are partitioning an external directory for a deployment that includes MiVoice
Business with Flow Through Provisioning enabled, you must configure the
organizational units for the department and location containers in the meta directory
without accented characters (see Special Accent Handling for Flow Through
Provisioning for details).

« MiCollab Client strips the punctuation and performs transliteration (applies accents)
when doing external searches on Generic LDAP connections for all PBX integrations
to cover MiVoice Business without Flow Through Provisioning and MiVoice MX-ONE
cases.

Partition by Organizational Units

To partition (filter) the MiCollab Client corporate contact directory by organizational unit:

1. Under Configuration, click Integrated Directory Service.

2. In the Actions column for the desired domain, click Edit. The Integrated Directory
Service connection page opens.

3. Check the External search box.

4. In the Partition attribute field, select the attribute that you want to use to filter out
contacts from the corporate directory. You can select one of the following: None, City,
Company Name, Country, Department, Info, Info 2, Language, Location, Position,
Postal/ZIP Code, Street or Title.

5. In the Partition method field, select organizational unit.
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6. Click Save.

Example:

In Active Directory, the following organizational units have been created to contain the
contacts for the company:

OU=Contacts,OU=Kanata,DC=Mitel,DC=gov
OU=Contacts,OU=Denver,DC=Mitel,DC=gov
OU=Contacts,OU=Toronto,DC=Mitel,DC=gov

The company directory includes the contact numbers of product suppliers. The majority
of users do not call these suppliers; however, the purchasing agents in each city (Kanata,
Denver, or Toronto) need access to these contacts to place orders for product. In this
case, you want the purchasing agents to only see the supplier contacts that are located
in their city.

In Active Directory tag the supplier contacts with a custom "supplier" attribute. Also,

tag the purchasing agents who need access to the supplier contacts with the "supplier"
attribute. Then, in the MiCollab IDS Mapping form, map the custom "supplier" attribute to
an MiCollab IDS attribute (for example, the "Info" attribute).

To partition the corporate directory such that only purchasing agents see the supplier
contacts in their city (organizational unit):

+ Set the Partition search attribute to "Info".
+ Set the Partition method to "organizational unit".

In this case, the system partitions the corporate directory based on the "Info" attribute
within each organizational unit. Users with the "Info" attribute will see their local supplier
contacts listed in their corporate directories.

Partition by Attribute

When you partition (filter) the external corporate directory by attribute, users who perform
a search will only find directory entries that share the same attribute.

To partition the MiCollab Client corporate contact directory by attribute:

1. Under Configuration, click Integrated Directory Service.

2. In the Actions column for the desired domain, click Edit. The Integrated Directory
Service connection page opens.

3. Check the External search box.

4. In the Partition attribute field, select the attribute that you want to use to filter out
contacts from the corporate directory.
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5. In the Partition method field, select attribute.
6. Click Save.

Example:
Users are assigned to one of three departments: Marketing, Sales and Purchasing.

To partition the corporate directory such that users only see the contacts in their own
department:

+ Set the Partition search attribute to "department".
» Set the Partition method to "attribute".

2.1.5 Migrations

* Migrate MiCollab with MiVoice Business IDS to MiCollab IDS on page 395

* Migrate MiCollab with MiCollab Audio, Web and Video Conferencing IDS to MiCollab
IDS on page 399

» Migrate MiCollab with MiCollab Client IDS to MiCollab IDS on page 403

2.1.5.1 Migrate MiCollab with MiVoice Business IDS to
MiCollab IDS

Migration of MiVoice Business IDS to MiCollab IDS must be performed manually. You
must copy the IDS settings from the MiVoice Business IDS forms to the corresponding
fields in the MiCollab IDS Connection and Attribute Mapping pages.

1. Review the General Guidelines and Limitations.
2. Log into MiVoice Business System Administration Tool.

3. Display the MiVoice Business IDS Connection form. The following table maps
the MiVoice Business IDS settings to the corresponding MiCollab IDS connection
parameters..

MiVoice Business IDS Connection Settings MiCollab IDS Connection Parameters

Directory Server Type Directory server type
Client Network Element
Directory Server Primary directory server

Secondary directory server

Domain Domain
User Distinguished name
User Password Password
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MiVoice Business IDS Connection Settings MiCollab IDS Connection Parameters
LDAP Port LDAP port

GC LDAP Port Global catalogue port

Connection Method Connection method

Default Query String Default Query string

Search Scope Search context

Maximum Query Time

Query Page Size Query page size
Chase Referral Chase LDAP referrals
Search Context Search context

Default Container to Add New Users on DS

Last Sync Time Last synchronization

4. Display the MiVoice Business "User Service to LDAP" form. The following table maps
the MiVoice Business and MiCollab IDS attributes to the corresponding directory
service attributes.

MiVoice Business IDS At Directory Server Default Attributes MiCollab Attribute
tribute
COMMON ATTRIBUTES
Company company Company
(unmapped) Direct Inward Dial
Department department Department
Distinguished Name distinguishedName Distinguished Name
Email mail Email
First Name givenName First Name
Home Element ipPhone Home Element
Language preferredLanguage Language
Last Name sn Last Name
Location physicalDeliveryOfficeName Location
Login samAccount Name Login
Directory Number telephoneNumber Primary Phone Directory
Number
Role employeeType Role
User ID objectGUID User ID
MiCollab ONLY
otherTelephone Secondary Phone Dire
ctory Number
mobile Mobile Phone Directory N
umber
objectClass Object Class
MiVoice Business ONLY
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| Secondary Element otheripPhone

o Note:

The MiVoice Business Directory Number field may include the Primary Node ID in
the directory number (PNI + DN). MiCollab does not accept the PNI. Either remove
the PNI from the directory number or create a new field that only has the directory
number and map to MiCollab.

5. Ensure that the Login field in the MiVoice Business is mapped to the samAccount
Name field.

6. If IDS is enabled on any MiVoice Business platforms or applications, run a
synchronization operation with the directory server to ensure that the MiVoice
Business platforms, applications, or both have the latest updates from the directory
server. Refer to Integrated Directory Services in the MiVoice Business System
Administration Tool online help for instructions.

o Note:

You must resolve the detained updates from the MiVoice Business on the
associated MiCollab . If there are multiple MiCollab systems on site, ensure that
you make the required updates on the correct MiCollab.

7. Disable MiVoice Business IDS:

* Log into the MiVoice Business System Administration Tool.
» Access the Network Element Assignment form and delete the directory server.
8. In the USP Network Element tab, disable Single Point Provisioning.

9. Create a MiCollab synchronization account on the directory service domain. The
account must have read access.

10. If Active Directory Authentication is required, ensure that a valid Certificate Authority
(CA) has been configured for Active Directory. If authentication is not required, you
assign users new passwords on MiCollab using roles and associated user templates.

11. On the directory server, ensure that the user data fields contain entries for the
following attributes: samAccountName, givenName, sn, and distinguishedName.
Otherwise, failed update errors are generated on MiCollab during the synchronization.
If an employeeType field is not specified, the entry is sent to the detained queue.

12. In the MiCollab Users and Services application, create user templates for the various
roles in the enterprise. In the templates, assign the phone and application services
that you want to apply to the user data that is obtained from the directory server. In
the templates, also set a password policy for the user data. You have the option of
creating these templates from the UCC default templates.
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13. In the MiCollab Users and Services application, create roles that correspond to the
employeeType attribute entries on the directory service. You can create these roles
from the UCC default roles. Note that when users are obtained from the directory
server, if a user entry has a blank employeeType field, the update is sent to the
detained user updates queue.

14. Create a connection to the directory server:

* Under Configuration, click Integrated Directory Service .

* Click Add connection . The Add Integrated Directory Service connection page
opens.

» Complete the fields to create a connection. When you configure the IDS Connection
Parameters Current MiVoice Business-IDS Connection Values" that you recorded
in the table above into the MiCollab IDS Connection page. See Manage IDS
Connections for field descriptions.

 If Active Directory Authentication is required, the Synchronization option must
be enabled. Also, set the Connection Method to either TLS or TSL/SSL. The
Connection Method cannot be Unsecured.

o Note:

To use SSL/TLS for IDS, LDAP over SSL must enabled on the active directory
server. See the following links for more information:

* https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
server-2008-R2-and-2008/cc772393(v=ws.10)?redirectedfrom=MSDN

» https://social.technet.microsoft.com/wiki/contents/articles/2980.Idap-over-ssl-
|daps-certificate.aspx

* https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
server-2008-R2-and-2008/ee411009(v=ws.10)?redirectedfrom=MSDN

* Click Save . MiCollab verifies the connection parameters and indicates if any errors
are present.

15. Configure Active Directory Authentication if required.

* Check the Enable authentication box below the domain. You can only enable
authentication on a single domain. So, if you want to select a different domain, you
must first disable the currently selected domain.

Note: You can connect the Active Direcory Authentication to a Global Catalogue
on the domain controller. If multiple connections are used, and if those connections
point to domains which are under the same forest, you can configure one
connection to use the global catalogue. With global catalogue enabled, all users
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from all connections under the same forest should be able to authenticate. Note that
using global catalogue limits the fields that can be used for synchronization.

» Secure authentication requests are required as part of the IDS connection.
* Click Save.

16. Configure the IDS Attribute Mappings. Transfer any custom Directory Server Attributes
into the MiCollab IDS Attributes Mapping page.

17. If user service data and Active Directory Authentication are synchronized for all users,
specify any user records that you do not want to receive changes from the directory
service. To prevent a user record from receiving updates from the directory server:

* Under Applications, click Users and Services .
* Locate the user using the Search function.

e On the User tab in the Personal Information section, clear the IDS
Manageable box.

* Click Save .

18. Schedule synchronizations with the directory server database to occur on a regular
basis during off-business hours (for example: daily at 12:00 am). These re-occurring
synchronizations keep the MiCollab database up to date with database changes that
are entered on the directory server.

* Under Configuration, click Integrated Directory Service .
* Click Edit next to the directory service connection. The Manage IDS connections
page opens.

* Ensure the Re-initialize on next cycle box is clear.

* Inthe Schedule field, set the schedule using the drop-down menus.

* Click Save .
19. Perform a full synchronization from MiCollab with the directory server database..
20. Resolve any detained IDS updates on MiCollab .

21. After the full synchronization is complete and you have resolved the detained updates,
both the MiCollab and MiVoice Business databases match the directory server
database.

2.1.5.2 Migrate MiCollab with MiCollab Audio, Web and
Video Conferencing IDS to MiCollab IDS

Migration of MiCollab Audio, Web and Video Conferencing IDS to MiCollab IDS must

be performed manually. You must copy the IDS settings from the MiCollab Audio, Web
and Video Conferencing AD/LDAP pages to the corresponding fields in the MiCollab IDS
Connection and Attribute Mapping pages. Leave any MiCollab IDS fields that don't have
corresponding fields at the defaults.
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. Review the General Guidelines and Limitations for MiCollab IDS.

. Log into MiCollab server manager.

. Under Applications , click Audio, Web and Video Conferencing.
. Under Configuration, click LDAP Configuration.

. Display the Lightweight Directory Access Protocol form. Record the current MiCollab
Audio, Web and Video Conferencing LDAP Configuration connection values in the
third column of the following table. Use the table to match the MiCollab Audio, Web
and Video Conferencing LDAP Configuration connection settings to the MiCollab IDS
Connection parameters.

MiCollab Audio, Web and Vid | Corresponding MiCollab IDS | Current MiCollab Audio, Web
eo Conferencing LDAP Con Connection Parameters and Video Conferencing
figuration Settings LDAP Configuration Settings

a b WON =

Use LDAP

LDAP Port Number LDAP port

LDAP Admin ID Distinguished name
LDAP Uid Field

Auto Synchronize Enable synchronization
LDAP Server Name Primary directory server
LDAP Search Base Search

LDAP Admin ID Password Password

Email Domain

Sync Interval Sync schedule

6. Synchronize the MiCollab Audio, Web and Video Conferencing database with the
directory server database.

7. Disable IDS (LDAP Integration) for the MiCollab Audio, Web and Video Conferencing
application.

* Click Audio, Web and Video Conferencing in the MiCollab server manager.
+ Click LDAP Configuration.
» Click User LDAP check box.

8. On MiCollab in the Network Element tab of the Users and Services application, disable
Single Point Provisioning.

9. Create a MiCollab synchronization account on the directory service domain. The
account must have read access.

10. If LDAP Authentication is required, ensure that a valid Certificate Authority (CA) has
been configured for Active Directory. If LDAP Authentication is not required, you
assign users new passwords on MiCollab using roles and associated user templates.

11. On the directory server, ensure that the user data fields contain entries for the
following attributes: samAccountName, givenName, sn, and distinguishedName.
Otherwise, failed update errors are generated on MiCollab during the synchronization.
If an employeeType field is not specified the entry is sent to the detained queue.

MiCollab Users and Services Provisioning




Configuration

12.

13.

14.

In the MiCollab Users and Services application, create user templates for the various
roles in the enterprise. In the templates, assign the phone and application services
that you want to apply to the user data that is obtained from the directory server. In
the templates, also set a password policy for the user data. You have the option of
creating these templates from the UCC default templates.

In the MiCollab Users and Services application, create roles that correspond to the
employeeType attribute entries on the directory service. You can create these roles
from the UCC default roles. Note that when users are obtained from the directory
server, if a user entry has a blank employeeType field, the update is sent to the
detained user updates queue.

Create a connection to the directory server:

* Under Configuration, click Integrated Directory Service .

* Click Add connection . The Add Integrated Directory Service connection page
opens.

+ Complete the fields to create a connection. When you configure the IDS Connection
Parameters on MiCollab, transfer the "Current MiCollab Audio, Web and Video
ConferencingLDAP Configuration Settings" that you recorded in the table above
into the MiCollablDS Connection page. See Manage IDS Connections for field
descriptions.

 If Active Directory Authentication is required, the Synchronization option must
be enabled. Also, set the Connection Method to either TLS or TSL/SSL. The
Connection Method cannot be Unsecured.

0 Note:

To use SSL/TLS for IDS, LDAP over SSL must enabled on the active directory
server. See the following links for more information:

* https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
server-2008-R2-and-2008/cc772393(v=ws.10)?redirectedfrom=MSDN

 https://social.technet.microsoft.com/wiki/contents/articles/2980.Idap-over-ssl-
|daps-certificate.aspx

* https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
server-2008-R2-and-2008/ee411009(v=ws.10)?redirectedfrom=MSDN

* Click Save . MiCollab verifies the connection parameters and indicates if any errors
are present.
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15. Configure Active Directory Authentication if required.

» Check the Enable authentication box beside the desired domain. You can only
enable Active Directory Authentication on a single domain. So, if you want to select
a different domain, you must first disable the currently selected domain.

Note: You can connect the Active Directory Authentication to a Global Catalogue

on the domain controller. If multiple connections are used, and if those connections
point to domains which are under the same forest, you can configure one
connection to use the global catalogue. With global catalogue enabled, all users
from all connections under the same forest should be able to authenticate. Note that
using global catalogue limits the fields that can be used for synchronization.

» Secure authentication requests are required as part of the IDS connection.
+ Click Save.
16. If your server is using the default LDAP attributes, you should not need to modify the

IDS Attribute Mappings. However, if your server is using non-default LDAP attributes,
you must modify the associated attribute mappings.

17. By default, user service data and Active Directory authentication are synchronized for
all users. Specify any user records that you do not want to receive changes from the
directory service. To prevent a user record from receiving updates from the directory
server:

* Under Applications, click User and Services .
* Locate the user using the Search function.

e On the User tab in the Personal Information section, clear the IDS
Manageable box.

» Click Save.

18. Schedule synchronizations with the directory server database to occur on a regular
basis during off-business hours (for example: daily at 12:00 am). These re-occurring
synchronizations keep the MiCollab database up to date with database changes that
are entered on the directory server.

* Under Configuration, click Integrated Directory Service .

» Click Edit next to the directory service connection. The Manage IDS connections
page opens.

* Ensure the Re-initialize on next cycle box is clear. The re-initialize option is
only required for a full synchronization, and by default, is not required during initial
configuration. It is typically used to recover from database corruption.

* Inthe Schedule field, set the schedule using the drop-down menus.
* Click Save .

19. Perform a full synchronization from MiCollab with the directory server database. The
user entries are not distributed to the MiVoice Business because SPP is disabled.
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20. Resolve any detained IDS updates on MiCollab . After the full synchronization is
complete and you have resolved the detained updates, both the MiCollab and MiVoice
Business databases match the directory server database.

2.1.5.3 Migrate MiCollab with MiCollab Client IDS to
MiCollab IDS

Migration of MiCollab Client IDS to MiCollab IDS must be performed manually. You must
copy the IDS settings from MiCollab Client into the corresponding fields in the MiCollab
IDS Connection page and IDS Attributes Mappings page.

. Review the General Guidelines and Limitations.

. Under Applications, click MiCollab Client Service.

. Under Configuration, click Configure MiCollab Client Service.

. Click the Synchronization tab.

. Click Active Directory/LDAP Synchronizer and then click the LDAP link.

. Click Connection Settings to display the AD/LDAP Connection Settings. Use this
table to match the MiCollab Client AD/LDAP settings with the corresponding MiCollab
IDS Connection page settings.

oo G h WON -

MiCollab Client AD/LDAP Connection Sett MiCollab IDS Connection Parameters
ings

Description Primary Directory Server
Domain name Domain

Show LDAP Path Assistant

LDAP path

Server supports paging results

Do not import disabled accounts from AD

Search contents Search scope

User Query

Username Distinguished name
Password Password

Default feature profile
Timestamp

Timestamp attribute

Timestamp syntax
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7. Click Field Mappings to display the AD/LDAP field attributes. The following table
maps the default MiCollab Client IDS field attributes to the MiCollab IDS field

attributes..

MiCollab Client Att
ribute

Directory Server Default Attribute

MiCollab Attribute

COMMON ATTRIBUTES

Directory key
Login ID
distinguishedName
mail

First name

Last name

Desk phone extension

MiCollab Client ONLY
Middle name

Soft phone extension
PBX Node

Company name
Address

City
State/Province
ZIP/Postal code

Display picture

objectGUID

samAccountName

distinguishedName

mail

givenName

sn

ipPhone (See Note 1 below)
MiCollab ONLY
department
telephoneNumber

mobile

objectClass

otherTelephone

preferredLanguage

physicalDeliveryOfficeN
ame

employeeType

initials
otherlpTelephone

facsimileTelephoneN
umber

company
streetAddress
I

st

postal code

jpegPhoto

Direct Inward Dial Numb
er

User ID

Login

Distinguished Name
Email

First Name

Last Name

Home Element

Department
Directory Number

Mobile Phone Directory
Number

Object Class

Secondary Phone Directo
ry Number

Language

Location

Role
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10.

11.

12.

13.

14.

15.

16.

o Note:

If you are migrating from MiCollab Client , you must either clear ipPhone attribute
from the directory server or enter a different attribute.

. Synchronize the MiCollab Client database with the directory server database.
. Disable IDS (LDAP Integration) for the MiCollab Client application:

* Click MiCollab Client Service in the MiCollab server manager.
* Click Configure MiCollab Client Service.

+ Click the Synchronization tab.

* Click None and click Apply.

Run the MiCollab Client Integration Wizard.

* In the MiCollab server manager, under Configuration click MiCollab Client
Configuration Wizard.

* Follow the screen prompts provided in the wizard screens.

On MiCollab in the Network Element tab of the Users and Services application, disable
Single Point Provisioning.

Create a MiCollab synchronization account on the directory service domain. The
account must have read access.

If Active Directory Authentication is required, ensure that a valid Certificate Authority
(CA) has been configured for Active Directory. If LDAP Authentication is not required,
you assign users new passwords on MiCollab using roles and associated user
templates.

On the directory server, ensure that the user data fields contain entries for the
following attributes: samAccountName, givenName, sn, and distinguishedName.
Otherwise, failed update errors are generated on MiCollab during the synchronization.
If an employeeType field is not specified the entry is sent to the detained queue.

In the MiCollab Users and Services application, create user templates for the various
roles in the enterprise. In the templates, assign the phone and application services
that you want to apply to the user data that is obtained from the directory server. In
the templates, also set a password policy for the user data. You have the option of
creating these templates from the UCC default templates.

In the MiCollab Users and Services application, create roles that correspond to the
employeeType attribute entries on the directory service. You can create these roles
from the UCC default roles. Note that when users are obtained from the directory
server, if a user entry has a blank employeeType field, the update is sent to the
detained user updates queue.
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17. Create a connection to the directory server:

* Under Configuration, click Integrated Directory Service.

* Click Add connection. The Add Integrated Directory Service connection page
opens.

+ Complete the fields to create a connection. When you configure the IDS Connection
Parameters on MiCollab , transfer the "Current MiCollab ClientAD/LDAP
Connection Field Values" that you recorded in the first table into the MiCollab IDS
Connection page. See Manage IDS Connections for field descriptions.

 If Active Directory Authentication is required, the Synchronization option must
be enabled. Also, set the Connection Method to either TLS or TSL/SSL. The
Connection Method cannot be Unsecured.

0 Note:

To use SSL/TLS for IDS, LDAP over SSL must enabled on the active directory
server. See the following links for more information:

* https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
server-2008-R2-and-2008/cc772393(v=ws.10)?redirectedfrom=MSDN

 https://social.technet.microsoft.com/wiki/contents/articles/2980.Idap-over-ssl-
|daps-certificate.aspx

* https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
server-2008-R2-and-2008/ee411009(v=ws.10)?redirectedfrom=MSDN

* Click Save. MiCollab verifies the connection parameters and indicates if any errors
are present.

18. Configure Active Directory Authentication if required.

* Check the Enable authentication box below the desired domain. You can only
enable authentication on a single domain. So, if you want to select a different
domain, you must first disable the currently selected domain.

Note: You can connect the LDAP Authentication to a Global Catalogue on the
domain controller. If multiple connections are used, and if those connections point
to domains which are under the same forest, you can configure one connection

to use the global catalogue. With global catalogue enabled, all users from all
connections under the same forest should be able to authenticate. Note that using
global catalogue limits the fields that can be used for synchronization.

» Secure authentication requests are required as part of the IDS connection.
» Click Save.

19. Configure the IDS Attribute Mappings. Transfer any custom Directory Server Attributes
that you recorded in the second table into the MiCollab IDS Attributes Mapping page.
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6 Note:

If you are migrating from MiCollab Client , you must either clear ipPhone attribute
from the directory server or enter a different attribute.

20. By default, user service data and Active Directory authentication is synchronized for
all users. Specify any user records that you do not want to receive changes from the
directory service. To prevent a user record from receiving updates from the directory
server:

* Under Applications, click User and Services.
* Locate the user using the Search function.

* On the User tab in the Personal Information section, clear the IDS Manageable
box.

» Click Save.

21. Schedule synchronizations with the directory server database to occur on a regular
basis during off-business hours (for example: daily at 12:00 am). These re-occurring
synchronizations keep the MiCollab database up to date with database changes that
are entered on the directory server.

* Under Configuration, click Integrated Directory Service.

+ Click Edit next to the directory service connection. The Manage IDS connections
page opens.

* Ensure the Re-initialize on next cycle box is clear.

* In the Schedule field, set the schedule using the drop-down menus.

+ Click Save.

22. Perform a full synchronization from MiCollab with the directory server database. The
user entries are not distributed to the MiVoice Business because SPP is disabled.

23. Resolve any detained IDS updates on MiCollab .

24. After the full synchronization is complete and you have resolved the detained updates,
both the MiCollab and MiVoice Business databases match the directory server
database.

2.1.6 Synchronizing IDS Data

» IDS Synchronization Overview on page 408
* Scheduling IDS Synchronizations on page 408
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2.1.6.1 IDS Synchronization Overview

The system automatically determines if user entries in the MiCollab database and

the directory server database are a matching pair based on a variety of criteria. If the
user entries are identified as a match, the system automatically links the accounts

and copies the data from the directory service entry to the MiCollab entry. If minor
discrepancies exist between directory service attributes and the user specific fields
(e-mail, first name, login ID, and so forth), the directory service data is applied to the
MiCollab entry. However, if discrepancies exist between the telephony fields (Prime DN,
Other Telephone, or EHDU external number), the MiCollab entries are not updated.

After a user is paired, the mapping is stored on the system. The mapping remains unless
the IDS Manageable option is unchecked.

If you create a new user on the directory service and the user name (first name, last
name) and login ID match an existing user in the MiCollab database, the update
operation will be blocked and fail on MiCollab in the following circumstances:

* The same user already exists in MiCollab and both users have roles: At creation
time, MiCollab will prompt for domain, user name, and login ID. If these fields match
the fields of an existing user, the operation fails.

+ The same user already exists in MiCollab but only the new user has a role: At
creation time, MiCollab will prompt for domain, user name, and login ID. If these fields
match an existing user, the operation fails. The role is not applied because the user
already exists.

* Both the new user and current user have the same role but the current user
doesn’t have all services provisioned for that role: At creation time, MiCollab
prompts for domain, user name, and login ID. If these fields match an already existing
user, the operation fails. The role is not applied because the user already exists.

+ The matching users in the directory service and MiCollab databases have
different telephone numbers: The operation is sent to the detained user updates
queue.

2.1.6.2 Scheduling IDS Synchronizations

After IDS has been programmed, use the following procedures to schedule data
synchronization events:

« Initial IDS Synchronization : allows you to seed a new MiCollab system with the
entries from the directory service.

* Incremental IDS Synchronization : allows you to query the directory server
for new and modified user records on a scheduled basis. Because incremental
synchronizations do not search for deleted user records, they are quicker than full
synchronizations.
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* Full IDS Synchronization : allows you to perform a full IDS synchronization to
query the directory server for new, modified, and deleted user records. Because a
full synchronization searches for the full range of updates—deletions as well as new
and modified records—it has intensive processing requirements and should only be
performed to recover the MiCollab database from the directory service.

To schedule IDS synchronization events, refer to the following procedures:

6 Note:

It is recommended that you enable the Detain all operations option when you
schedule an IDS synchronization event. This setting allows you to review the updates
before allowing the synchronization to proceed. The synchronization operations are
held in the Manage Detained Queue until you process them.

e Note:

You cannot create users by performing an Integrated Directory Services sync using
a connection to a Mitel MetaDirectory because all the entries in MetaDirectory are
treated as contacts in MiCollab.

Perform an Initial IDS Synchronization

To perform a initial synchronization after the installation of a new MiCollab system:

1. Under Configuration, click Integrated Directory Service..
2. Ensure that the Synchronization box is checked for the connection.
3. Click the Sync link.

Schedule an Incremental IDS Synchronization Event

To create an incremental IDS synchronization event:

1. In the MiCollab server manager interface, under Configuration, click Integrated
Directory Service..

2. Ensure that the Synchronization box is checked for the connection.
3. Click Edit next to the directory service connection.

4. Ensure the Re-initialize on next cycle box is clear.

5. In the Schedule field, set the schedule using the drop-down menus.
6. Click Save
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Schedule a Full IDS Synchronization Event

To schedule a full IDS synchronization event:

1. In the MiCollab server manager interface, under Configuration, click Integrated
Directory Service.

2. Ensure that the Synchronization box is checked for the connection.
3. Click Edit next to the directory service connection.

4. Check the Re-initialize on next cycle box.

5. In the Schedule field, set the schedule using the drop-down menus.
6. Click Save.

2.1.7 Managing Entries

* Add, Edit and Delete Entries using IDS on page 410

* Non-Corporate Contacts on page 412

» Teamwork Mode Users on page 416

 Partitioning the External (Off-board) Directory on page 393
* Add External Numbers on page 269

2.1.7.1 Add, Edit and Delete Entries using IDS

The following sections describe the effects of adding, editing, and deleting entries from
the directory service and from the MiCollab USP application. It's recommended that you
add, edit, and delete all IDS managed entries from the directory service and use roles
and templates to assign data to the MiCollab fields that are not supported in the directory
service.

Adding Entries

Add a Directory Service user: When you add a user entry to the directory service,
the user is added to the directory server and the data in the mapped attribute fields are
copied to the MiCollab system on the next synchronization event. When creating the
entry, ideally complete the following fields:

* givenName,

* sn,

« samAccountName,
+ distinguished name,
* telephoneNumber,

MiCollab Users and Services Provisioning




Configuration

* mail,

+ employeeType (in this field, assign a MiCollab role that references a template with
the desired services. The user data will be updated in the MiCollab USP. The role
references a template that assigns the appropriate phone services and applications
to the entry on MiCollab . If SPP is enabled, the user and phone services will also be
automatically programed on the MiVoice Business platform).

Add a MiCollab user: When you add a user entry in MiCollab USP, the user is created in
MiCollab . Even if the IDS managed box is checked, the directory service is not updated
with the new entry. Synchronization only occurs from the directory service to MiCollab .
However, if a matching user entry is already present in the directory service, the entries
are paired on the next synchronization interval. Additionally, if a role and template are
assigned, the services are provisioned for the user.

Editing Entries
If you edit an entry from the directory service:

* Move the user to another domain. If both the previous and new domains (domains
must belong to the same forest) are managed by IDS, the user’s domain is updated
in MiCollab to reflect the new directory server domain. If the previous domain was not
managed or was not detected by IDS, and the user's new domain is not managed by
IDS, the user is deleted from MiCollab.

* Move the user to another OU. If both the previous and new OUs are managed
by IDS, the user's distinguished name is updated in MiCollab and the user remains
synchronized. If the new OU is not managed by IDS, the user is not deleted; however,
any future updates will not be synchronized with MiCollab.

+ Update a Directory Server field which is mapped in MiCollab. The update is
applied to the matching entry in MiCollab.

« Update a Directory Server field which is not mapped in MiCollab. The update is
not applied to the matching MiCollab entry.

« Edit the Directory Server role attribute. No changes occur if the user is present in
MiCollab. The role is only applied when you create a user in MiCollab using Quick Add
or from the Bulk User Provisioning tool.

+ Update telephone Number from the Directory Server: MiCollab does not update
the phone service. The update is ignored.

If you manage entries locally from MiCollab :

* Mapped fields: When a user is managed by IDS, the Directory Server update is
applied to the MiCollab entry on the next synchronization. Note that if you have
made user edits locally on MiCollab through User and Services, those edits will be
overwritten with the data from the directory server.

* Unmapped fields: The field is updated in MiCollab only. The update is not made to
the directory service. Data is only synchronized in one direction, from the directory
service to MiCollab.
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+ Add, edit, remove role attribute: When a user is managed by IDS. If the user's role
is changed, no changes occur to the user and his services because the user is already
provisioned.

Deleting Entries
If you delete a user entry from the directory service:

* Delete IDS managed user from the Directory Server: The user is deleted from
MiCollab and from the MiVoice Business if SPP is enabled. This includes all services
provisioned against that user. Note that voice mails are deleted and cannot be
recovered.

+ Clear IDS Managed user field from the Directory Server: The data in the IDS
managed fields is removed from the entry on MiCollab. Synchronization and
Authentication will be disabled.

* Delete telephone Number from the Directory Server: Deleting a telephone Number
field in the DS does not delete the user’s phone service on MiCollab. This operation is
ignored.

If you delete a user entry locally from MiCollab :

* Delete IDS managed user from MiCollab. The user is deleted in MiCollab. However,
if the user is detected again in the directory service database during a MiCollab-IDS
synchronization, the user is re-created in the MiCollab database.

* Delete service from IDS user in MiCollab. The service is removed for that user.
Since the user is still in the MiCollab database, the role from subsequent IDS updates
are not applied to the record. The service remains deleted.

2.1.7.2 Non-Corporate Contacts

Description

Non-corporate contacts are external directory entries, such as material or equipment
suppliers that are listed in the MiCollab Client corporate directory. They are not MiCollab
system users, and as such, are not assigned with MiCollab application services, and
are not listed in the User and Services application directory. Non-corporate contacts are
typically configured only with a name, external phone number, and an e-mail address.
This type of contact does not have an associated login ID or password and does not
consume licenses on the system.

You can assign entries in the Active Directory database as non-corporate contacts and
IDS will automatically update the MiCollab Client Corporate Directory with them during
the next synchronization event. During the IDS synchronization, the system applies the
default "Contact" role and the associated default " MiCollab Client " template to the non-
corporate entries. When users start up their MiCollab clients, the system updates the
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user's Contacts list. Users can then place calls to the non-corporate contacts using "click
to call" functionality from their phone clients.

Users and non-corporate contacts that are obtained from the directory service via IDS
are organized into groups in the MiCollab Client Enterprise corporate directory based
on the Distinguished Name attribute. The Organizational Unit (OU) information in the
Distinguished Name attribute defines the group names in the MiCollab Client corporate
directory. Non-corporate contacts that are assigned to an Organizational Unit in Active
Directory are inserted into a corresponding group in the MiCollab Client corporate
directory. Below are examples of Distinguished Names for three non-corporate contacts:

cn=acme heating and cooling, ou=maintenance, dc=maslab, dc=local
cn=vista paper products Itd, ou=suppliers, dc=maslab, dc=local

cn=jy office supplies, ou=suppliers, dc=maslab, dc=local
Conditions

» To support this functionality MiCollab Client must be configured in Integrated Mode.

* By default, MiCollab Release 6.0 SP1 and later systems are configured to synchronize
with the users and non-corporate contacts that are contained in the Active Directory
database.

* Prior to MiCollab Release 6.0 SP1 only user contacts were synchronized. If you
upgrade a pre-Release 6.0 SP1 system to Release 6.0 SP1 or later, you must
manually configure the system to synchronize non-corporate contacts.

» The following directory service fields are not imported via MiCollab IDS: Middle name,
Address, City, State/Province, ZIP/Postal code, and Display picture.

* A maximum of three phone numbers are supported per non-corporate contact in
MiCollab Client .

* Users that you create manually from the USP Add or Quick Add forms are not
configured with a Distinguished Name and therefore are not listed in a contact group.
Instead, they are listed in the top level of the MiCollab Client corporate directory.

* You cannot import non-corporate contacts via a CSV or LDIF file from the Bulk User
Provisioning tool.

* Non-corporate contacts that are synchronized from the directory service are displayed
as read-only in the Bulk User Provisioning tool.

* The Manage Detained Queue in the Bulk User Provisioning tool lists any non-
corporate contacts that have been detained or have failed. The Role field displays
"Contact" for non-corporate contacts..

* The default "Contact" role and template are not included in the User Template or
User Role lists of USP and you cannot apply the default "Contact" role to a user from
the USP Quick Add form. The default Contact role and template are only applied to
contacts imported from Active Directory.
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+ Contacts are not shared with MiVoice Business database even if Single Point
Provisioning is enabled.

Define the Non-Corporate Contacts on Active Directory

You can specify Active Directory entries as MiCollab Client non-corporate contacts using
either of the following methods:

Create a Non-Corporate Contact

To create a non-corporate contact on Active Directory:

. Log into Active Directory as administrator.

. Click Start > Active Directory Users and Computers.
. Select the Organizational Unit (OU) for the contacts.

. Right-click and select New > Contact.
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5. Complete the Contact fields. When the databases are synchronized, MiCollab IDS
adds the directory entry as a non-corporate contact.

Change an Existing Active Directory Entry to a Non-Corporate Contact

To change an Active Directory user entry to a non-corporate contact.
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1. Log into Active Directory as administrator.
2. Click Start > ADSI Edit. The ADSI Edit window opens.
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3. Open the Organizational Unit (OU) of the users.
4. Select the user.
5. Right-click and select Properties. The user's Properties window is displayed.

6. On the Attribute Editor tab, set the "employeeType" attribute to "Contact". By default,
MiCollab maps the "employeeType" attribute to the "Role" attribute.
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7. When the databases are synchronized, MiCollab IDS changes the entry into a non-
corporate contact.

Configure MiCollab IDS to Synchronize User Entries and/or Non-Corporate
Contacts

By default MiCollab IDS synchronizes the user entries and non-corporate contacts in the
directory service database with the MiCollab Client corporate directory. You can configure
MiCollab IDS to synchronize only users, only non-corporate contacts, or both users and
non-corporate contacts:
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1. Log into the MiCollab server manager.

2. Under Configuration, click Integrated Directory Service.
3. Under Actions, click Edit .

4. Set the Default query string field:

Users and contacts (default) |(ObjectClass=user)(ObjectClass= Directory service entries with object
contact) Class set to "user" are added to the

USP and MiCollab Client directori
es as user entries; Directory servic
e entries with Object Class set to "
contact" are added to the MiCollab
Client directory as non-corporate
contacts.

Users only (ObjectClass=user) Directory service entries with object
Class set to "user" are added to the
USP and MiCollab Client directori
es as user entries.

Contacts only (ObjectClass=contact) Directory service entries with objec
t Class set to "contact" are added t
o the MiCollab Client directory as n
on-corporate contacts.

5. Click Save.

6. Perform a Full IDS Synchronization. Ensure that the Re-initialize on next cycle
box is checked when you perform the sync. If you perform a the sync with this box
unchecked, your existing contacts will not be listed in the MiCollab Client corporate
directory.

2.1.7.3 Teamwork Mode Users

Description

Teamwork Mode allows MiCollab Client users who are not assigned a Mitel phone

to have a basic level of MiCollab Client functionality. If a MiCollab Client user has no
phones associated with their account, the user is automatically placed in Teamwork
Mode. Teamwork Mode supports features such as contact grouping, presence, dynamic
status, and chat.

You can assign entries in the Active Directory database as Teamwork Mode users and
IDS will automatically update the MiCollab Client Corporate Directory with them during
the next synchronization event. During the IDS synchronization, the system applies
the default "Teamwork Mode User" role and the associated default " MiCollab Client
Teamwork Mode User" template to Teamwork Mode entries. The template contains
the user information and MiCollab Client Service settings. The template applies the
Teamwork Mode Feature Profile without any desk phone extension or soft phone
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extension. It also applies a default password of "default" and a default pass code of
"1111" to the Teamwork Mode user.

Conditions

+ Teamwork Mode users get phone numbers assigned to them from Active Directory.
+ To support this functionality MiCollab Client must be configured in Integrated Mode.

* By default an Active Directory entry that has the home element field mapped to
the local FQDN of the MiCollab server will have the "Teamwork Mode User" role
associated with it.

* During an upgrade to MiCollab Release 6.0 SP1 or later, if the system has an existing
role with the name "Teamwork Mode User" or an existing template with the name
" MiCollab Client Teamwork Mode User" these templates are renamed "Teamwork
Mode User(1)" and " MiCollab Client Teamwork Mode User(1)" respectively.

Assign Teamwork Mode User

To designate an Active Directory user as a Teamwork Mode user:

1. Log into Active Directory as administrator.
2. Click Start > ADSI Edit. The ADSI Edit window opens.
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3. Open the Organizational Unit (OU) of the users.
4. Select the user.
5. Right-click and select Properties. The user's Properties window is displayed.

6. On the Attribute Editor tab, set the "employeeType" attribute to "Teamwork Mode
User". When the databases are synchronized, the user is added to the MiCollab
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system database in Teamwork Mode. This is the recommended method of designating
an Active Directory entry as a Teamwork Mode user.

Publishad Certificates | Password Replication Attribute Editor
Attributes:
Attribute | W alue :I
emploves|D <ot gety
employesMurnber <not zety =l
employeeT vpe Tearmwork, kMode Lser
OR

On the Attribute Editor tab, set the "ipPhone" attribute to <enterpriselD>.local
where <enterpriselD> is the hostname of the MiCollab server. In the following example
vmicollab3.vlab.maslab is the hostname of the MiCollab server.

7. When the databases are synchronized, the user is added to the MiCollab system
database as a Teamwork Mode user.

Published Certificates I Password Replication Attribute Editar
Attributes:
Atribute I W alue :I
internationall SOMMu...  <not zet:
ipPhone vmicollab3vlab.maslab

2.1.7.4 Partitioning the External (Off-board) Directory

You can partition (filter) the external corporate directory such that users are only
presented a subset of the corporate directory contact entries. For example, supplier
contacts could be excluded from the directories of users who do not need to call these
numbers.

You can partition the directory by organizational unit or by attribute:

* Organizational unit: When users perform a search, the results are only drawn from
the entries in their organizational unit.

« Attribute: When users perform search, only results that share the same attribute are
presented

Conditions

+ Directory partitioning is limited to corporate contacts only. It is not supported for users.

» Users can place calls to contacts that do not appear in their directories (that is, users
can still place calls to contacts that have been filtered out).
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* An SSL connection to the external directory is not supported.

+ If you are partitioning an external directory for a deployment that includes MiVoice
Business with Flow Through Provisioning enabled, you must configure the
organizational units for the department and location containers in the meta directory
without accented characters (see Special Accent Handling for Flow Through
Provisioning for details).

+ MiCollab Client strips the punctuation and performs transliteration (applies accents)
when doing external searches on Generic LDAP connections for all PBX integrations
to cover MiVoice Business without Flow Through Provisioning and MiVoice MX-ONE
cases.

Partition by Organizational Units

To partition (filter) the MiCollab Client corporate contact directory by organizational unit:

1. Under Configuration, click Integrated Directory Service.

2. In the Actions column for the desired domain, click Edit. The Integrated Directory
Service connection page opens.

3. Check the External search box.

4. In the Partition attribute field, select the attribute that you want to use to filter out
contacts from the corporate directory. You can select one of the following: None, City,
Company Name, Country, Department, Info, Info 2, Language, Location, Position,
Postal/ZIP Code, Street or Title.

5. In the Partition method field, select organizational unit.

6. Click Save.

Example:

In Active Directory, the following organizational units have been created to contain the
contacts for the company:

OU=Contacts,OU=Kanata,DC=Mitel,DC=gov
OU=Contacts,OU=Denver,DC=Mitel,DC=gov
OU=Contacts,OU=Toronto,DC=Mitel,DC=gov

The company directory includes the contact numbers of product suppliers. The majority
of users do not call these suppliers; however, the purchasing agents in each city (Kanata,
Denver, or Toronto) need access to these contacts to place orders for product. In this
case, you want the purchasing agents to only see the supplier contacts that are located
in their city.

In Active Directory tag the supplier contacts with a custom "supplier" attribute. Also,
tag the purchasing agents who need access to the supplier contacts with the "supplier"
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attribute. Then, in the MiCollab IDS Mapping form, map the custom "supplier" attribute to
an MiCollab IDS attribute (for example, the "Info" attribute).

To partition the corporate directory such that only purchasing agents see the supplier
contacts in their city (organizational unit):

+ Set the Partition search attribute to "Info".
» Set the Partition method to "organizational unit".

In this case, the system partitions the corporate directory based on the "Info" attribute
within each organizational unit. Users with the "Info" attribute will see their local supplier
contacts listed in their corporate directories.

Partition by Attribute

When you partition (filter) the external corporate directory by attribute, users who perform
a search will only find directory entries that share the same attribute.

To partition the MiCollab Client corporate contact directory by attribute:

1. Under Configuration, click Integrated Directory Service.

2. In the Actions column for the desired domain, click Edit. The Integrated Directory
Service connection page opens.

3. Check the External search box.

4. In the Partition attribute field, select the attribute that you want to use to filter out
contacts from the corporate directory.

5. In the Partition method field, select attribute.
6. Click Save.
Example:

Users are assigned to one of three departments: Marketing, Sales and Purchasing.

To partition the corporate directory such that users only see the contacts in their own
department:

» Set the Partition search attribute to "department”.
« Set the Partition method to "attribute".

2.1.7.5 Add External Numbers

You can add external numbers (such as a user's cell phone number or home number) to
the MiCollab Client corporate directory so that other MiCollab Client users can place calls
to the numbers.
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External numbers can be added either

* manually from the Users and Services applications, or
» automatically from Active Directory server via Integrated Directory Services, or
« from a CSV file (see Bulk Import from File)

Requirements and Conditions

* MiCollab must be configured with MiCollab Client in integrated mode.

* For Teamwork Mode users, the primary, secondary, and mobile numbers also appear
in the MiCollab Client clients.

* For Integrated Directory Server integrations, any contacts that are imported from
the Active Directory server will also have the Mobile Phone 2 number added to their
MiCollab Client.

Limitations

* On upgrade to MiCollab Release 7.2 SP1 or later, external numbers for existing ‘Other
PBX Phones’ in the MiCollab database are NOT migrated into the MiCollab Client
corporate directory. External numbers must be added either manually or via Integrated
Directory Services.

+ Although you can configure a DID Service Number for the Primary Phone of a MiVoice
Business user, this number is not added to the MiCollab Client corporate directory.
Only DID numbers that you enter in the ‘Other PBX Phone’ field are added. The DID
Service number field and ‘Other PBX Phone’ field are separate and distinct. The
numbers in these fields are not synchronized.

« External numbers are available in the corporate directory of MiCollab Clients and
are listed under the user's Account > Phones tab in MiCollab Client Service
administration interface. External numbers are not listed in the Corporate Directory
tab.

Adding External Numbers Manually

To add an external number (such as a cell phone) for a user:

0 Note:

This procedure applies to MiCollab with MiVoice Business platforms only.

1. Access the User and Services user directory.
2. Edit the user record.

3. Click the Phones tab.

4. Click Add New Phone.
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5. Select "Other PBX Phone" as the Phone Type.
6. Enter the external number.

7. Click Save. The External number is available in the corporate directory of MiCollab
Clients and is listed under the user's Account > Phones tab in MiCollab Client
Service administration interface.

Adding External Numbers via Active Directory

External numbers can also be added from Active Directory using Integrated Directory
Services.

1. Configure Integrated Directory Services.

2. Ensure that the Direct Inward Dial Number and Mobile Phone Number 2 attributes are
mapped to the corresponding Active Directory attributes.

3. Perform an IDS synchronization. The DID numbers and the Mobile Phone 2 numbers
are automatically created as ‘Other PBX Phones’ for the users in the Users and
Services directory. The numbers now appear in the corporate directory of MiCollab
Clients.

4. If you change the DID number and Mobile Phone 2 phone in Active Directory, the
change is reflected in the MiCollab Client corporate directory.

2.1.8 Managing IDS Data

* Viewing IDS Detained Operations on page 422

* Managing LDIF Files on page 423

* LDAP Query Basics on page 424

+ Filtering out Disabled AD Users from IDS on page 424

2.1.8.1 Viewing IDS Detained Operations

A detained update is a synchronization operation that has been not been processed on
the MiCollab system. Detained operations occur if you enable the Detain all operations
option when you schedule an IDS synchronization event. This setting allows you to
review the updates before allowing the synchronization to proceed.

Detained updates are collected and displayed in the Manage Detained Queue in the Bulk
User Provisioning tool of the USP application. Check this tool frequently to

+ view the status of IDS data updates

* identify any updates that require your attention because they have been detained or
have failed.
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The updates that appear in the list have not yet been applied to the MiCollab database;
nor have they been distributed to the MiVoice Business platform.

To view the Manage Detained Queue:

1. Under Applications, click Users and Services.
2. Click the Bulk User Provisioning tab.

3. In the Mode field, select Manage Detained Queue. The IDS detained and failed
updates are listed in the grid.

4. Proceed to Managing Detained and Failed IDS operations.

9 Note:

A primary email address is mandatory to Quick Add users or Add users from the IDS
Detained queue.

2.1.8.2 Managing LDIF Files

You can use the Bulk Operation Tool to import and export LDAP Data Interchange
Format (LDIF) files.

Import LDIF Files

The Import from File option on the Tools menu in the Bulk User Provisioning tab allows
you to add users to the MiCollab system by importing an LDIF file. During the import, all
users are processed serially. As in the synchronization process, the system attempts to
pair the users if they are present in both MiCollab and the LDIF file. The system provides
a progress bar and a summary of errors. If errors detected, you can edit the errors to
correct them. See Import from LDIF File for instructions.

Export LDIF Files

The Export from File option on the Tools menu in the Bulk User Provisioning tab allows
you to generate and export an archive file. This archive file contains the following files in
LDIF format:

» IDS managed users with the domain information
* IDS managed users without the domain information, and
* Non-IDS managed user records.
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2.1.8.3 LDAP Query Basics

Search filters enable you to define search criteria for effective searches. Go to the
following web link, for detailed information and examples.

http://technet.microsoft.com/en-us/library/aa996205(v=exchg.65).aspx

2.1.8.4 Filtering out Disabled AD Users from IDS

Below is an example of a query string for filtering out disabled users:

&(|(ObjectClass=user)(ObjectClass=contact))(!
(UserAccountControl:1.2.840.113556.1.4.803:=2))

2.1.9 Troubleshooting IDS

* Managing Detained and Failed IDS Operations on page 305
* IDS Synchronization Error Handling on page 426
* Troubleshooting LDAP Authentication on page 427

2.1.9.1 Managing Detained and Failed IDS Operations

The Manage Detained Queue in the Bulk User Provisioning tool lists the detained and
failed IDS operations:

» Detained IDS operations are operations that have been performed on the directory
server that have not been applied to the USP database yet.

» Failed IDS operations are directory server updates that the MiCollab system could not
apply to the USP database.

Failed IDS operations are also

* listed in the Event log in the MiCollab server manager

+ indicated in the Manage IDS Connection page for the last successful sync (if errors
were detected, the connection is highlighted in red).

The Manage Detained Queue lists a maximum of 2500 detained entries in the grid. Any
additional detained entries beyond the 2500 limit are stored on the system. After you
process detained entries, any additional detained entries are added to the grid when you
reload the Manage Detained Queue view.
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6 Note:

Data mismatches that occur between telephony fields are not sent to the Managed
Detained Queue because they cannot be reconciled from MiCollab . The following
telephony fields are ignored during a synchronization update: Role, Home Element,
Mobile Phone Directory Number; Primary Phone Directory Number and Secondary
Phone Directory Number.

e Note:

When you create a new connection to the directory server, the 'detain always' option
is enabled by default. Therefore, during a synchronization all users on the directory
server (including Administrator and Guest accounts) are sent to the detained queue.
You must remove or ignore the administrator or guest entries from the queue.

Managing IDS Operations

To manage detained and failed IDS operations:

. Under Applications, click Users and Services.
. Click the Bulk User Provisioning tab.
. In the Mode field, select Manage Detained Queue.

. Click Tools, then click Reload Detained Queue to refresh the grid with the latest
detained entries from the directory server.

5. Review the list of A (Add), U (Update) and D (Delete) operations. Errors are identified
by icons. Hover your cursor over the icons for a description of the error.

HODN -

For U (Update) operations, the field values that will be deleted or modified are
indicated by strike though text; the new values appear in bold text; and any values
that will not be changed appear in normal text. Hover your cursor over an update field
to display any additional details.

6. Click
next to an entry to review a detailed summary of the changes that will be applied to the
database. If there are any errors associated with the record, a detailed summary of the
error is provided. Click Done.

7. Correct any errors caused by invalid data.

8. Select any operations that you do not want applied to the database and click Delete.
Click OK to confirm the deletion of the operation from the grid.
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9. Select the operations that you want to apply to the database and click Save. The
Operation Progress window opens and displays the import progress. After the import
is complete, the Operation Progress window closes.

10. Perform another IDS sync and check the Manage Detained Queue again to see that
the errors are indeed fixed and do not reappear.

Emptying the Detained Queue

You can remove all entries from the Detained Queue quickly using the Empty Detained
Queue menu option.

To remove all detained entries from queue at once:

1. Under Applications, click Users and Services.

2. Click the Bulk User Provisioning tab.

3. In the Mode field, select Manage Detained Queue.
4. Click Tools, then click Empty Detained Queue.

0 Note:

If you empty the queue, the entries are removed permanently. You cannot recover
them.

5. Click OK to proceed. The list is emptied.

2.1.9.2 IDS Synchronization Error Handling

Synchronization errors are listed in the server manager Event Logs and identified in the
IDS Managed Detained queue.

Synchronization errors are also indicated in the Manage IDS Connections page. If
the domain is invalid, the connection for the domain is highlighted in red, and the Last
Synchronization field, indicates that an error occurred.

If a power outage occurs during synchronization, the system does not attempt to
re-synchronize on boot-up. Instead, the system attempts to run the exact same
synchronization sequence again on the next interval. You can also click the Sync link
if you don't want to wait for the next interval. Additionally, any user entries that were
created during a synchronization before the power interruption are sent to the detained
updates queue, provided that the user already exists in the MiCollab database.
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Possible Cause

Corrective Action

G ]

Only a subset of the desired directo
ry service data fields are being upd
ated on MiCollab after an IDS synchr
onization. In the detained queue cer
tain fields are blank even though th
ey are mapped correctly.

"Failed to contact server(s)"

If the Global Catalogue Port option

is enabled, it reduces the number of
fields that are mapped to the MiCol
lab user records. Certain attributes,

for example employeeType, are not

visible when connection is made to t
he global catalogue.

Mitel Certificate Authority (CA) is not
installed on directory server.

Delete the Global
Catalogue Port and
perform an IDS
synchronization.

OR

If you want to use global
attribute, map the MiCollab
attributes to unused
attributes in the global
catalogue. To determine
what attributes are
available in the global
catalogue, run the following
query in the MiCollab
server console:

Idapsearch -x -h <AD
server address> -b
"cn=Schema,cn=Configuratic
domain's DN/
distiunguished name>"
-D <Distinguished
name of account with
read priviledges>

-w "<password>"

n,<your

"(&(objectClass=attributeSchema)

(isMemberOfPartialAttributed
IDAPDisplayName

Install Mitel Certificate Authority (CA
) on directory server. Then, reboot of
the AD server

bet=TRUE)

2.1.9.3 Troubleshooting LDAP Authentication
Error Possible Cause

"Failed to contact server(s)"

Cannot enable LDAP Authentication

Mitel Certificate Authority (CA) is not

installed on directory server.

SSL/TLS not enabled on MiCollab

Corrective Action

Install Mitel Certificate Authority (CA
) on directory server. Then, you must
reboot the directory server.

Ensure SSL/TLS is enabled on MiC
ollab . See Configure LDAP Authe

ntication.
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Possible Cause Corrective Action

SSL/TLS not enabled on directory Ensure SSL/TLS is enabled on the
server. directory server.

MiCollab SSL/TLS port settings don't
match those on the directory server. By default, MiCollab IDS

uses port 389 for TLS and
port 636 for SSL. These
defaults are also used by
Active Directory.

If Active Directory is using
different ports, you must
change the SSI/TLS port
settings in the Manage IDS
Connections form to match
them.

To determine if Active
Directory is listening on
a specific port, enter

the following command
from the MiCollab server
console:

#> telnet <your AD IP>
<port #>

Example:

#> telnet 10.45.102.88 636

2.2 MiCollab Client Integration Wizard

* Integrating MiCollab Client Database with USP on page 428
* Importing User Data from MiVoice Business Platforms on page 429
* Resolving MiCollab Client PBX Sync Errors on page 431

2.2.1 Integrating MiCollab Client Database with USP

The MiCollab Client Integration Wizard allows you to integrate the MiCollab Client
Service application database with the USP application database. After the databases are
integrated, you can manage MiCollab Client services from the USP application. Single
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point provisioning of MiCollab Client services from the USP application is supported to
the MiVoice Business platforms.

Specifically, the following use cases will no be longer supported by the MiCollab Client
Integration Wizard after MiCollab Release 7.0:

* Importing a MiCollab Client Server Database.

* Copying a configuration from MiCollab (UCA) Client Server into MiCollab USP (PBX,
accounts).

* Copying a configuration from USP into MiCollab Client Server (Network Elements,
Users, Phones).

* Merging MiCollab Client Server database with USP.

If the you need to perform any of these migration tasks, you must do so in MiCollab
Release 6.0 SP1 prior to upgrading to MiCollab Release 7.0 or later.

Running the Wizard

1. Before running the wizard, review the requirements and conditions provided in
the MiCollab Client Integration Wizard chapter of the MiCollab Installation and
Maintenance Guide.

2. In the server manager menu, under Configuration, click MiCollab Client Integration
Wizard

or

Click the MiCollab Client Integration Wizard link in the warning banner at the top of
the server manager screens.

3. Follow the instructions provided in the wizard.

4. If you have UCC Premium users configured, MiTeam is not automatically enabled for
them. You must manually enable MiTeam from the MiCollab Client tab of the User and
Services application.

2.2.2 Importing User Data from MiVoice Business Platforms

If you are installing a new MiCollab system into an existing site consisting of one or more
MiVoice Business platforms, you can use the MiCollab Client Integration wizard to update
the MiCollab database with the user and phone data from the MiVoice Business.
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6 Note:

After you run the wizard and synchronize the data, your MiCollab system will be
running in MiCollab Client Integrated mode.

e Note:

The MiCollab Client Integration Wizard is not supported for MiVoice Office 250 or
Axxess platforms.

The following procedure updates the MiCollab database with the user and phone data
from the existing MiVoice Business.

1. In the MiCollab server manager, click MiCollab Client Server, click Enterprise and
configure an Enterprise with the following information:

* Enterprise ID
» Description
* Enterprise Domain
» Default Account Settings
2. Leave the rest of the fields at the default settings.

3. Click PBX Node and add the site MiVoice Business s. At the minimum, enter the
following:

* Description: MiVoice Business System Name
* IP Address/hostname: MiVoice Business IP Address
* Registration Code: Registration code that is programmed on the MiVoice Business
* Username: MiVoice Business administrator username
+ Password: MiVoice Business administrator password
4. Run the MiCollab Client Integration Wizard:

* In the Server Manager menu, under Configuration, click MiCollab Client Wizard.
* Follow the instructions provided in the wizard.
* Ensure that you perform a MiCollab Client PBX Sync.

The wizard updates the Network Element page with the MiCollab Client PBX Nodes
(MiVoice Business) and populates the USP directory with the user and phone data from
the MiVoice Business PBX nodes.
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2.2.3 Resolving MiCollab Client PBX Sync Errors

The following table contains common MiCollab Client PBX synchronization errors and the

corrective actions:

Details

Corrective Action

e

AuthData Sign failed

Authenticate request failed

Authentication error

Soap client context setup error

Soap login failed

Soap login rejected

Invalid number of fields. NTuples fa
iled

Search first failed with invalid num
ber of fields

Search next failed with invalid numb
er of fields

Search NextTuples failed
Search NTuples failed

Server returned Error. NextNTuples f
ailed

Server returned Error. NTuples failed

Server returned failure

Version request failed

Version fetch failed

DSM internal error

MiCollab Client Service security cer
tificate is invalid.

Verify that the MiCollab Client Serv
ice is compatible with MiVoice Busin
ess.

Internal MiCollab Client Service err
or.

Node IP address, Username, or Pa
ssword is incorrect.

MiVoice Business and the MiCollab
Client Service versions are incom
patible.

Verify that the MiCollab Client Serv
ice is compatible with MiVoice Busin
ess .

MiVoice Business became non-ope
rational during sync.

View the EPM logs to determine e
rror code.

The MiCollab Client Service is not
compatible with MiVoice Business
version.

MiCollab Client Service internal er
ror.

Upgrade MiVoice Business
and the MiCollab Client
Service to compatible
versions.

Restart the MiCollab Client Service .

In the MiCollab Client Service PBX
Node tab, ensure the IP address,
Username, and Password match tho
se on the PBX Node ( MiVoice Bus
iness ) platform. Then sync again.

Upgrade MiVoice Business and the
MiCollab Client Service to compatib
le versions.

Retry sync after 5 minutes.

Corrective action based on the error
code.

Upgrade MiVoice Business and the
MiCollab Client Service to compatib
le versions.

Capture the MiCollab Client Service
dsm.log and contact support.
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# instances: Subscriber creation fai
led: There are currently no licenses
for the feature <FEATURE NAME>
in the <ENTERPRISE NAME>

Details

You don’t have enough feature licens

es on the MAS system to support
the number of users that are being i
mported from the MiVoice Busines
s s. The # of instances indicates the
number of required feature licenses.

Configuration

Corrective Action

Obtain the required
licenses and run the
wizard:

1. Obtain the required
number of MiCollab
Client deskphone and
softphone licenses from
the AMC for MiVB or
for other PBXs from

SLS License Server as
applicable.

2. Apply the licenses to
the users through the
MiCollab Client Service
Accounts tab.

3. Run the wizard again.

OR

Run the wizard and apply
licenses later:

1. In server manager, click
MiCollab Client Server.

2. Click Configure
MiCollab Client Server.

3. Click the
Synchronization tab.

4. Set the feature profile to
"Default Feature Profile".
All users will be imported
with all features disabled
(no licenses applied).

5. Retry the wizard.

6. After you have run the
wizard successfully,
assign the deskphones
and softphones through
the USP application.

7. Assign MiCollab Client
features to each user
through the MiCollab
Client Service Accounts

MiCollab
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2.3 MiCollab Settings

» Configure MiCollab Settings on page 433

* Change Password Strength on page 433

» Configure Service Information E-mail on page 284

* Collect Logs and Diagnostic Data on page 439

+ Set Default Deployment Profile for EHDU on page 440
* CloudLink Integration on page 440

2.3.1 Configure MiCollab Settings

This form allows you to

» change the strength of the MiCollab login password for the MiCollab End User portal

+ configure a Service Information (Welcome) E-mail that informs users of their MiCollab
account information

+ collect application and server logs in a file

* enable MiCollab Client Deployment for External Hot Desk Users and set the default
deployment profile.

2.3.2 Change Password Strength

By default, password strength is set to Strong. To set password strength:

1. Under Configuration, click MiCollab Settings.
2. Click Password Strength tab.
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3. Select the desired strength:
Weak passwords must

* be from 6 to 20 characters in length
* not contain your old password or your Login ID
* not be the same as recently used 1 password.

Medium passwords must:

* be from 7 to 20 characters in length

* not be too simple (cannot contain a word from a dictionary or be too repetitive)
* not contain your old password or your Login ID

* not be the same as recently used 3 passwords.

Strong passwords must:

* be from 8 to 20 characters in length
* not be too simple (cannot contain a word from a dictionary or be too repetitive)

« contain at least one uppercase letter, one lowercase letter, one number, and one
non-alphanumeric character (for example #)

* not contain your old password or your Login ID
* not be the same as recently used 5 passwords.
4. Click Save.

Conditions and Limitations

 If the administrator resets the password from the Server Manager, the password that is
reset is stored in the passwords history.

The end-user can now reset their password to (N-1) password onwards.

where N is the password strength; N=1 for Weak password, N=3 for Medium
password, and N=5 for Strong password.

 If you change the Password Strength rules, the new rules will take into effect only if
the end-user changes the password to a new one as per the policy.

For example, if the password strength for an user is changed from Strong to Weak,
the user will still not be able to reset the password to recently used five passwords.
The Weak policy is effective only if the user changes the password to a new one.
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2.3.3 Configure Service Information E-mail

You can configure MiCollab to automatically send Service Information e-mails to
your system users. This e-mail feature provides users with communication settings
information, such as:

* Login ID

» Password

* Passcode

* Phone Type and Number

The system sends an e-mail, whenever you

» select a user in the Users and Services Directory page and click the Send Service
Info E-mail button

» create a new user (either from MiCollab USP or from the directory server if MiCollab
IDS is enabled)

» create an MiCollab Audio, Web and Video Conferencing user, or
* reset a user's password or passcode.

If you select a user in the Users and Services Directory page and click the Send Service
Info E-mail button, the system sends a user a Service Information E-mail that contains
all of the user's service information.

If you create a new user, the system automatically sends an e-mail to the user that
contains the user's login ID, password, and a link to the MiCollab Web Client .

If you reset a user's password in the Users and Services application, the system sends
the user an e-mail that contains only the new password.

You can send the e-mail with a default or custom greeting message. With the exception
of the custom greeting, the information can be sent in two languages.

Conditions

* The Service Information e-mail feature is enabled by default.

* The Service Information e-mail is sent to the user's primary e-mail address that is
entered in the User tab of Users and Services application.

* MiCollab sends a Service Information e-mail whenever any of the following methods
are used to create a new user or reset a user's password:

» Users and Services Add, Edit, or Quick Add User
» Mitel Integrated Configuration Wizard
» Users and Services Bulk Import
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* The password is only included in the e-mail during the initial creation of a user or
whenever the administrator resets the user’s password.

» If you create a user without an e-mail address, the system does not send a Service
Information e-mail.

 If you disable the Service Information e-mail feature, all Service Information e-mails
sent prior to the disabling of this feature are still delivered to the users.

+ If you modify a user's password, a Service Information e-mail is sent with the new
password. Note that an e-mail is not sent if a user modifies his or her own password.

» If you select a user in the USP directory and click the Send Service Info E-mail
button, an e-mail is sent regardless of whether or not services are assigned to the
user, providing the user is assigned an E-mail address.

+ If you click the Send Service Info E-mail button in the USP directory page, all service
information for the user is provided in a single e-mail. If you want the MiCollab Speech
Auto Attendant Pilot/Access number numbers to be listed in the Service Information
e-mail, you must enter these numbers in the Network Elements tab of the Users and
Services application. The system takes the pilot/access numbers that you enter in the
Network Elements tab and lists them in e-mail for the end users. If you do not enter
the numbers in the Network Element tab, they will not be included in the e-mail.

+ If MiCollab services are added to users who were originally created in a MiVoice
Business system administration tool, a Service Information e-mail is not sent
automatically, even if an e-mail address is provided for the user.

Configure Service Information E-mails

. Configure the MiCollab server e-mail settings.

. Under Configuration, click MiCollab Settings.

. Click the Welcome E-mail tab.

. Ensure that the Send Welcome E-mail option is Enabled.

. By default, the MiCollab for Mobile deployment e-mail is sent to that application's
users. Click the link if you do not want to distribute that e-mail. See Mobile Client
deployment e-mail in MiCollab Client Deployment help for information about
configuring the MiCollab for Mobile welcome e-mail.

6. Enter a valid e-mail address for the Sender account. This address appears in the
"From:" header of the e-mail. It is recommended that you enter an e-mail address that
will not be monitored (for example: do_not_reply@example.com).

7. By default, the Append Do Not Reply Closing Message option is set to Enabled.
This option includes a note at the end of the Welcome e-mail that instructs users not
to reply to the e-mail. If you want to receive replies from users at the Sender e-mail
account, set this option to Disabled.

A b ON =
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8. You can include a default greeting or a custom greeting in the Service Information e-
mail:

To use a the default greeting message, click Default.
or

To create a custom message, click Custom and enter a greeting message up to
2000 characters in length. Note that it is recommended that you include a link to the
MiCollab Web Client at https://<host name of MiCollab server>/portal in your custom
message. If the e-mail is required in multiple languages, you must enter the greeting
message in each required language.

o Note:

If you select the Default option while you have text entered in the Custom
Message box, your text will be cleared.

o Note:

To include a hyperlink in a custom message, you must include a space before and
after the hyperlink, even if the hyperlink is on a separate line. Otherwise, the link
may not function for all users.

9. Specify the service information that you want included in the e-mail by clicking the
associated check boxes. If a service is checked, but the user does not have that
particular service, no information for that service is included in the welcome e-mail. By
default, all service information is checked.

* The check boxes are available for MiCollab Microsoft Outlook Plugin, Legacy
MiVoice for Skype for Business Plugin, MiCollab for Microsoft Client, and End User
Portal Link.

* MiCollab for PC Client download link will be included in the deployment e-
mail. For MiCollab Servers that are upgraded from an older version to 8.0 or
higher, the administrator must load the default deployment text or add the link
[##H##wWinpc##H##] manually in the custom deployment text.

+ If you select the Legacy MiCollab PC Client checkbox, MiCollab Desktop Client
download link will be included in welcome e-mail. By default, this checkbox will be
selected in case of an upgrade or a new installation.
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o Note:

Select the MiCollab Client Service checkbox, to enable the Legacy MiCollab PC
Client option.

10. Select up to two languages (First and Second Language). The e-mail information will
be sent in both languages (sequentially in the selected order).

0 Note:

The system does not translate custom greeting messages.

11. Enter a valid destination e-mail address in the Test E-mail Address that you can
access (for example your work e-mail address). To enter multiple addresses, separate
each address with a semi-colon. After you click Save, an e-mail is automatically sent
to the address or addresses that are entered in this field.

12. Click Save.

13. Open the e-mail account and check that the e-mail was received. Ensure that the e-
mail contains the desired information.

Send Service Information

To send a Service Info E-mail that contains all of the user's service information from the
Users and Services application directory:

1. Under Applications, click Users and Services.
2. Click Users.

3. Search for a specific user or click Show all.

4. Select the check boxes of the desired users.

5. Click Send Service Info E-mail.

6. Click Ok.

Disable Service Info E-mails
1. Under Configuration, click MiCollab Settings.

2. Click the Welcome E-mail tab.
3. Set Send Welcome E-mail option to Disabled.
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2.3.4 Collect Logs and Diagnostic Data

This utility allows system-level logs to be collected for the server platform and then
saved to another location such as your local PC. Logs can be selected for collection from
specific applications.

These logs contain system data that is not available in the Logs Viewer. These logs are
intended for use by Mitel Technical Support.

o Note:

Although this utility is available from the MiCollab Administrator Portal, it is
recommended to use the MSL Server Manager to collect logs and diagnostic data.

To collect and save log files:

1. Under Configuration, click MiCollab Settings.
2. Click the Collect Logs tab.

3. Select which categories you wish to log. To minimize the size of the log file, uncheck
categories you do not require.

4. Click Start. A progress indicator appears while the logs are being collected.

o Note:

The log collection process can take a few minutes. You can navigate to other
screens without interrupting the process.

5. When the log collection process finishes, the indicator changes to "Complete / 100%"
and the archived log file is listed on the screen. Depending on which type of web
browser you are using, a copy of the file will be downloaded automatically or you will
be prompted to save it.

6. You can manage the list of archived log files as follows:

» To save afile, click Save, navigate to the location you wish to store the file, and
then click Save. A tar file with the filename " sosreport-<file>-tar.bz2" is saved to the
specified folder.

+ To delete a file, click Delete, and then click OK. The archived log file is deleted from
the server.

7. After saving an archived log file, send it to Mitel Product Support for analysis.
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6 Note:

» Archived log files are automatically deleted from the server after 72 hours.

* You can also manage the archived log files from the MSL shell. The files are
located on the server in / var/cache/e-smith/ logcollector.

2.3.5 Set Default Deployment Profile for EHDU

This page allows you to set the default MiCollab Client Deployment profile for External
Hot Desk Users. By default, the deployment profile for EHDU is set to Do Not Deploy.

1. Select the desired deployment profile.

2. Click Save. Any EHDU phone which is not already deployed is updated to use the
selected deployment profile.

3. Deploy the Mobile Clients for EHDU.

2.3.6 CloudLink Integration

* The CloudLink chat integration with MiCollab is a two-step process.

1. In the first step, a connection is established between CloudLink and MiCollab and
MiCollab users are activated on the CloudLink platform.

2. In the second step the CloudLink chat is activated for the MiCollab users.

0 Note:

CloudLink chat is disabled for users using the Basic MiCollab UCC bundle.

Enable CloudLink Integration

Prerequisite: As a MiCollab administrator, you can enable CloudLink Chat on MiCollab if
you have the credentials for your administrator account on CloudLink. If you do not have
the credentials, contact the Mitel channel partner. Also, ensure that the MiCollab server is
in Integrated Mode.
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1. In the MiCollab Administrator portal, under Configuration click MiCollab Settings.

On the right pane, the MiCollab Settings page opens.
2. In the CloudLink Integration tab, click the Connect CloudLink button.

A confirmation message appears that you are being redirected to the Mitel
Authentication Portal for authentication.

6 Note:

Ensure that the web browser pop-up blocker is disabled. This is mentioned in the
confirmation message which redirects to the Auth Portal.

9 Note:

If the Mitel Auth portal opens in an IE browser, the user should enable the
Protected Mode (navigate to Internet options>Security>Protected Mode),
otherwise the browser stops working after the credentials are entered and does
not proceed with the authorization

oI Mitel | Micollab

MiCollab Settings

3. Click OK to proceed.
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4. In the Mitel Authorization Portal, enter your CloudLink account admin username (as
given in the welcome E-mail that you received during CloudLink account creation) and
then click Next.

B Mitel - Google Chrome — O >

# https://auth.mitelio/authorize?client_id=ef0129223a2e3bf76eTc...

Ca Mitel
Sign in to Mitel

Enter your username

5. Enter the CloudLink account admin password and click Next.
The authentication process begins.

When the authentication is completed successfully, as indicated in the authentication
status, MiCollab automatically starts the process of activating all the MiCollab users on
CloudLink.

0 Note:

If the authentication fails for reasons such as — auth portal pop-up time-out,

token generation failed in the background, admin closed portal pop-up during the
process, or no response from portal due to network issues, the error status notifies
authentication has failed. If this happens, repeat the steps of this procedure from
Step 2.
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6. When the authentication is completed, MiCollab automatically starts the process of
activating all MiCollab users on CloudLink.

The MiCollab admin can monitor the progress on the number of failed and successful
users activated from the CloudLink Activation Summary.

o Note:

Users, who are on two different peered servers, having the same e-mail address,
will be treated as a single user on CloudLink.

o Note:

After the integration is complete, the users who are on MiCollab Server but not on
DeployU are not automatically synced (Deployment Profile status Un-Deployed).
Import the users into DeployU by performing a manual import function (MiCollab
Client Deployment > Import Users) or deploy the users manually from MiCollab
Server Manager > Applications > Users and Services.

Failed User Report

If the activation process fails, the MiCollab administrator can view a list of users for whom
it failed and the reasons for the failure by downloading the Failed User Report, from

the CloudLink User Activation Summary. After reviewing the report, the admin can apply
below steps for resolving the errors.

6 Note:

For CloudLink chat, at network firewall level, the following firewall related exceptions
must be considered. The network firewall must allow access to CloudLink URLs

on mitel.io (https on port 443). These URLs (*.mitel.io/*) should be reachable from
MiCollab Server, PCs, which are used for opening the MiCollab Admin Portal and the
PCs and mobile phones where MiCollab Client is running.

Proxy Exception List

If your organization uses a web proxy, you may need to add the CloudLink server
address to your proxy exceptions list. To add the server to your proxy exceptions list:

1. From Control panel, select Internet Options.
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2. Under Connections tab, select LAN settings.

W:i-| INTEMMEL FIopertIeEs

S
General Security Privacy Content Connections Programs  Advanced
To set up an Internet connection, dlick Setup

Setup.

Dial-up and Virtual Private Metwork settings

Choose Settings if you need to configure a proxy
server for a connection.

Local Area Metwork (LAN) settings

Add...
Add VEN...
Remove...

Settings

LAN Settings do not apply to dial-up connec ions. LAMN settings

Choose Settings above for dial-up settings.

oK Cancel

Apply

3. Enable the Use a proxy server for your LAN setting.

Configuration

4. Enter the proxy address and the Port number and enable the Bypass proxy server

for local addresses setting.

&" Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings

["] use automatic configuration script

Proxy server

Use a proxy server for your LAN (These settings wil not apply to
dial-up or VPN connections).

Address: | nsez-s500 | Port: [sos0 Advanced

Bypass proxy server for local addresses

=

5. Click Advanced.
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6. Add *.mitel.io in the Proxy Exceptions list box.

Wi Hroxy Settings A
Servers
[ B Type Praxy address to use Port
L% =|
HTTP: nsez-s500 |+ [s080 |
Secure: ez-5501 808
ETP: nsez-55 808

Socks:

Use the same proxy server for all protocols

Exceptions

1 8 Do not use proxy server for addresses beginr g with:

.

* mitel,io;|

Use semicolons ( ; ) to separate entries.

| OK | Cancel

7. Click OK.

Enable and disable CloudLink Chat

Once user activation is done, proceed to the next step and click on the Enable
CloudLink Chat button to start CloudLink Chat for the activated MiCollab users.

Enabling CloudLink chat automatically disables MiCollab chat. All existing MiCollab chats
will be archived and will be available to users as read-only.

CloudLink chat is not supported for failed users (failed due to reasons stated above),
users with legacy clients or users running earlier version of Next Gen Clients (Releases
earlier to 9.0).

6 Note:

At a time, either MiCollab chat or CloudLink chat will be enabled. Chat between peer
servers will not work if CloudLink chat is not enabled on all servers or if the servers
are not using the same CloudLink account.

The Disable CloudLink Chat option disables CloudLink chat for MiCollab users.
Disabling CloudLink chat for MiCollab users automatically enables MiCollab chat back for
the users.
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6 Note:

It is recommended that the operations of enabling or disabling CloudLink chat be
done during off hours because the process might impact the server performance.

Deactivate CloudLink Integration

The Disconnect CloudLink option terminates the connection between the CloudLink
platform and MiCollab and disables the CloudLink features for all MiCollab users. To re-
connect to CloudLink Platform, you must enable CloudLink integration from the MiCollab
Administrator portal. See, Procedure: To enable CloudLink Integration.

MiCollab administrator can reconnect to CloudLink chat as long as the CloudLink
account created for CloudLink chat integration with MiCollab is not deleted by the
CloudLink administrator from the CloudLink Accounts Console.

0 Note:

When the CloudLink is disconnected, the account details, user detail, and chat
history remain preserved in the CloudLink. The CloudLink administrator can delete
the user information (deletion of user will also delete their chats) from CloudLink
through the CloudLink Accounts Console.

0 Note:

To deactivate or delete the CloudLink account information, Mitel partners need to be
contacted. Account deletion will delete all the users' information (including their chats)
from the CloudLink account.

0 Note:

If the users and their account information are retained in CloudLink, the users chat
history is preserved securely in the CloudLink. To retrieve the chat history of one
or more users, the partner or the administrator can make a legal request to Mitel in
compliance with GDPR or local laws.
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Re-establish CloudLink Connection

The CloudLink connection tokens are preserved securely in the MiCollab. In error
conditions or when the connection tokens are lost, the following warning message is
displayed.

Warning : Connection to CloudLink has lost, Chat services might be impacted. Please reestablish it by (Clicking_here)

(Close)

To re-establish the connection, the account administrator must login again using
CloudLink administrative account credentials.

Troubleshooting

Scenario Resolution

When two accounts (for example, Use a separate email id for two different
personal and IP console) have the same accounts which is not used by any other
email ids, the users using the IP console user in the setup. Accounts with the same
would see the chat conversation of the email id would be treated as a single chat
user and vice versa account.
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Scenario Resolution

Multiple user accounts with same
primary email id

1. Delete the MiTeam guest user account
from Applications > MiCollab Client

When two user accounts (for example, Service > Configure MiCollab Client
MiTeam guest user and MiCollab user) Service > Account tab.

have the same primary email id, the 2. Delete and recreate the user on
second user will be created without MiCollab from Applications > Users
a primary email. This impacts all the and Services tab.

features (such as, CloudLink Chat,
MiTeam, and so on) which depend on
primary email and will not work for the
user.

For example, If a MiTeam guest user
exists on MiCollab Client server

with primary email (for example,
john@xyz.com), then you create a
MiCollab user on MiCollab Server with
the same primary email. This will create a
user on MiCollab Client server but without
a primary email for the user. This happens
because the same primary email is being
used for another account (MiTeam guest
user account).

The below section addresses the errors in the failed user report (csv import) and possible
corrective action. For any other issues, please contact the Mitel Support with issues and
log details.

Failure reason/ Error in CSV Report Possible correction step to admin

UCA Error - 412,Server not in integrated The MiCollab server is not in an integrated
mode mode. Change the server to Integrated
and retry the process.

UCA Error - 400,Validation Error: User info | Check the user information in MiCollab
must not be empty Client Service. User information must not
be null or blank.
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Failure reason/ Error in CSV Report

UCA Error - 400,Validation Error: Cloud
Link GUID missing

Possible correction step to admin

Check the user information in MiCollab
Client Service. Try to delete and recreate
the user.

UCA Error - 400,Validation Error: Primary
Email missing

Check the user's primary email
information in MiCollab Client Service.
User’s email id should not be null, and it
should be a valid id.

UCA Error - 500,No user found with email:

<email_id>

Check the user's existence with the
available email addresses in MiCollab
Client Service.

UCA Error - 500,Multiple users found with
email: <email_id>

Check the number of users associated
with that particular email address in
MiCollab Client Service. Only one user
should be associated with one email
address.

UCA Error - 500,<THIS STRING WILL
VARY BASED ON THE EXCEPTION
SCENARIO>

Unexpected error occurred at MiCollab
Client Service. Try restarting the UCA
services and retry the process.

SAS Error — User’'s Email/UC service not
available

Edit the user from USP and add/update
the email address of the user if it is not
pre-existing.

Edit the user from USP and provide
the login id to enable the user for UCA
service.

CloudLink Error - 500,Email address is
invalid

Check and update the correct email id of
the user from the USP page. Once the
correct email id is provided, the MiCollab
server will auto-trigger the user activation
in CloudLink.
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Failure reason/ Error in CSV Report Possible correction step to admin

CloudLink Error - 400, Missing Unique Click the Retry Failed User button
Identifier available under MiCollab Setting >
CloudLink Integration

CloudLink Error - 500,Internal server error | Click the Retry Failed User button
available under MiCollab Setting >
CloudLink Integration. If the issue
still persists, check the public internet
connectivity from MiCollab server.

CloudLink Error - 401,Unauthorized Click the Retry Failed User button
available under MiCollab Setting >
CloudLink Integration.

CloudLink Error - 404,Account Not Found | Click the Retry Failed User button
available under MiCollab Setting >
CloudLink Integration. Check the
accounts existence on CloudLink
Accounts Console.

CloudLink Error - 409,User Already Exists | Check whether the user exist in CloudLink
Accounts Console.

2.4 Configure MiCollab Language

This page allows you to configure the following settings:

+ System Language: Select the language of the Telephone User Interfaces (TUIs) for
the MiCollab application end-users. End-users can also set their own prompt language
on the Settings page of their MiCollab End User Portal . After the initial installation of a
new system, the System Language defaults to US English.

* NuPoint UM Prompt Languages: Select the other languages for the NuPoint UM
prompts. When users call into the NuPoint UM system through the Message Center
auto attendant or Receptionist application, they are asked to select the language
of the NuPoint UM prompts for the duration of their call. Users can select either the
primary prompt language or one of the other languages. The primary (first) language
is determined by the System Language setting above; the other languages are
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determined by the settings in these fields. For example, the primary system language
could be English (United Kingdom); the second language; French (Canada), the third
language Swedish (Sweden), and so on.

You must record your corporate "Welcome" greeting in all the selected languages for
incoming calls to the NuPoint UM system. When an external caller connects with the
voice mail hunt group pilot number, the system plays your bilingual or multi-lingual
corporate greeting and then prompts the caller to select the desired language. For
example:

System "Welcome" Greeting:"Welcome to Mitel Networks, Bienvenue a Mitel
Networks".

System Prompt: "For Service in English press 1; Pour le service en frangais, appuyez
sur 2”.

Users should also record their mailbox greetings in the required languages. When
a caller reaches a user's mailbox, the system plays the mailbox greeting. For
example:“You have reached the voice mailbox of Jean Julian, please leave a
message; Vous avez atteint la boite aux lettres de Jean Julien, s'il vous plait laissez
un message”.

* Use NuPoint UM Mnemonic English Prompt: WWhen the System Language or
Secondary NuPoint UM Prompt Language is set to English (United States), check this
box if you want the NuPoint UM voice mail system to use English mnemonic prompts.
By default, the system uses English numeric prompts.

Change System Language

To change the system language:

1. Under Configuration, click MiCollab Language.
2. Select the desired language from the System Language drop-down box.

3. If you set the system to use "English (United States)", you can choose to use numeric
(default) or mnemonic prompts for NuPoint UM voice mail:

* Check the Use NuPoint Mnemonic English Prompt box if you want the voice mail
system to prompt users to enter letters to select actions. For example, "Press P to
play",

* Clear the box if you want the voice mail system to prompt users to enter numbers to
select actions. For example "Press 7 to play".
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o Note:

The Use NuPoint Mnemonic English Prompt box is only presented if the
NuPoint UM application is installed.

4. Click Save.

The following conditions apply to the System Language:

The Line Group language setting and LCOS language setting use the MiCollab
system default language. In the interface, the Line Group language setting is set to
"undefined" and the LCOS language setting is set to "default". If you set the system
language in the Line Group, it overrides the MiCollab system language setting and
the MiCollab secondary NuPoint UM prompt language setting. Note that the LCOS
language overrides the Line Group language and the MiCollab System language.

The language of the Call Director application is not controlled by the system language
setting.

MiVoice Business phone displays are not controlled by the system language setting.
For MiCollab Audio, Web and Video Conferencing , the Telephone User Interface

language (TUI) is set on a system-wide basis for all users (that is, each user cannot
set his or her own TUI language for MiCollab Audio, Web and Video Conferencing ).

The MiCollab End User Portal login page is displayed to the user in the language
of the user's browser. If the browser language is not supported, the login page is
displayed in the system language.

The prompt language for call flows in Call Director default to the MiCollab language
setting. However, users can set the prompt language for a call flow independently
of the MiCollab language setting through the Action menu in the Call Director
application.

The System Language setting does not control the language used by the MiCollab
End User Portal or Speech Auto Attendant application. The MiCollab Speech Auto
Attendant only supports two languages: UK English and NA English. To change the
Speech Auto Attendant language:

1. Under Applications, click NuPoint Web Console.

2. Under Auto Attendant, click Misc. Parameters.

3. Select the desired Primary Language, and then click Save.
4. Under Auto Attendant, click Data Source.

5. Click Force Update.

The Use NuPoint Mnemonic English Prompt box is displayed only when either
System Language or Secondary NuPoint UM Prompt Language is set to English
(United States).
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MiCollab Client supports additional languages that are not supported by MiCollab .
However, MiCollab Client users can use these additional languages when MiCollab
Client is deployed as an application on MiCollab , even though these languages are
not supported by MiCollab .

Configure NuPoint UM Prompt Language

To configure a prompt language for the NuPoint UM system:

w

. Ensure NuPoint UM FCOS feature bit 51 "Do Not Switch Languages for Outside

Caller" is assigned to the users' voice mailboxes.

. Under Configuration, click Application Suite Language.
. Select the desired languages from the NuPoint Prompt Language drop-down box.
. Record a bilingual or multilingual corporate greeting for the NuPoint UM system

hunt group pilot number though the NuPoint UM administrator mailbox. Record the
greeting in the "System Language" followed by the same greeting in the other selected
languages; for example: “Welcome to Mitel Networks, Bienvenue a Mitel Networks;
Bienvenido a Mitel Networks; Willkommen bei Mitel Networks”

. Call into the NuPoint UM system hunt group pilot number and ensure that the prompts

are played correctly.

. Instruct mailbox users to record bilingual (or multilingual) greetings for their mailboxes

as required. Again, users should record their mailbox greetings in the "System
Language" followed by the same greeting in the other languages; for example: “You
have reached the voice mailbox of Jean Julian, please leave a message; Vous avez
atteint la boite aux lettres de Jean Julien, s'il vous plait laissez un message; Usted ha
llegado al buzén de voz de Jean Julian , por favor deje un mensaje; Sie sind auf der
Sprachmailbox von Jean Julian erreichen, hinterlassen Sie bitte eine Nachricht”.

The following conditions apply to the other NuPoint UM prompt languages:

NuPoint UM FCOS feature bit 51 "Do Not Switch Languages for Outside Caller" must
be assigned to the users' voice mailboxes.

The NuPoint UM Line Group language setting and LCOS language setting use the
MiCollab system default language. In the interface, the Line Group language setting
is set to "undefined" and the LCOS language setting is set to "default". If you set the
system language in the Line Group, it will override MiCollab system language setting
and the MiCollab NuPoint UM prompt language.

The "NuPoint Prompt Language" field is only displayed if NuPoint UM is installed.

This prompt language feature does not apply to Speech Auto Attendant (SAA).

Callers select the desired language for NuPoint prompts at the system-level only, not
at the mailbox level.

The system plays the languages in the order of the language choices. For example,
if you selected the English as the "System Language" and then French, the system
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generated prompt plays: "For service in English, press 1; Pour le service en frangais,
appuyez sur 2."

* This feature applies to calls to the NuPoint UM voice mail hunt group pilot number.
The caller only selects the prompt language once, before the first system prompt is
played.

* Mailbox owners are not prompted to select a prompt language when they log into their
mailboxes.

* In MiCollab , the language selection prompts are system generated. MiCollab does not
provide you with the ability to record and import a custom language selection prompt.

* An "SAA Warning" is displayed in the server manager interface if the "System
Language" or one of the other language selections is not English.

2.5 Vidyo Tenant Credentials

Use this page to enter the parameters required to establish a connection between
MiCollab and the Vidyo Portal:

1. Complete the following pre-requisites. Refer to the Vidyo Product Documentation and
the MiCollab Vidyo Quick Reference Administrator Guide for instructions:

* Deploy and license the Vidyo Portal. Licensing is not controlled from the Mitel
Application Management Center (AMC). You must install the Vidyo licenses on the
Vidyo system.

+ Assign the Vidyo Portal with a Fully Qualified Domain Name (FQDN) that is
resolvable within the network.

» Create a Vidyo administrator account.

+ Configure Authentication Type and Authentication using Web Service settings
in Vidyo administration. Refer to the MiCollab Vidyo Quick Reference Administrator
Guide.

2. Enter the Tenant Name and Tenant URL.

3. Enter the Tenant Dialing Prefix. The tenant dialing prefix must match the prefix that is
programmed on the Vidyo Portal.

4. Enter an administrator username and password.
5. Confirm the password.

6. Click Save. After you enable the Vidyo settings, the UCC Premium User template is
updated with Vidyo services settings.

7. Add Vidyo services to UCC Premium users.
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Vidyo Field Descriptions

Field Description Values

Tenant Identification

Tenant Name Enter a name for the Vidyo Tenant. Maximum of 32 alphanumeric chara
cters.
Tenant URL Enter the URL to the Vidyo Portal. F Maximum of 64 alphanumeric chara
or security, it is recommended that cters. The entry in this field must
you use an HTTPS URL. conform to URL format (for examp

le: https://hostname.com)

Tenant Dial Prefix

Enter the Vidyo tenant Maximum of five digits.

dialing prefix. The Vidyo

Gateway uses the tenant

dialing prefix to route

external audio participants

to the Vidyo meeting room.

Note: You can only change
this field if there are no
MiCollab users configured
with the Vidyo service.

Note: You can only connect
one MiCollab to one Vidyo
tenant. Multiple tenants are
not supported.

The tenant dialing prefix
that you enter into this
field must match the prefix
that is programmed on the
Vidyo Portal. If the prefixes
do not match, you will
receive an error when you
attempt to enable Vidyo
service for MiCollab users.
The error message states
that the extension does not
start with the Tenant prefix.

Administrator Credentials

Username Enter the username of the Vidyo Port Maximum of 32 alphanumeric chara
al administrator account. cters.
Password Enter the password for the Vidyo Por

tal administrator account.

Confirm Password Confirm the password entered abo
ve.
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2.6 Configure Networks

Grant Access Privileges to Trusted Local Networks

By default, several MSL services, including server manager access, SSH and system
monitoring, are accessible only from computers that are located on the same network
where the MSL server is installed. If you need to manage the server from a different
subnet on the LAN, then you must configure the other subnet as a "Trusted Network."
This configuration opens the firewall and allows access to the services on the MSL
server.

Example of Default Routing Configuration

In the example illustrated below, the LAN interface of the MSL server has an IP address
of 10.36.20.20. Accordingly, the server will accept traffic only from the 10.36.20.x
network while blocking traffic from all other subnets on the LAN.

~
-

Internet

Default Gateway -

—.
200.32.18.1 ‘ d

Public
Network

Public Interface IP
200.32.18.5

x MSL Server

10.36.20.117
MSL0025

10.34.20.161

Example of Trusted Network Configuration

In the example illustrated below, the MSL server has been configured an IP
address of 10.36.20.20 on its LAN interface and with a "trusted network" of
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10.34.20.0/255.255.255.0. Accordingly, the server will accept traffic from both the
10.36.20.x and 1034.20.x subnets.

¢ Internet

k

Firewall

Default Gat — z
0032181 "/\a
Public '

Public Interface IP

20032185

Network
Local : Local Interface 1P

10.36.20.20
Network v

/ MSL Server
Trusted Network:
10.34.20.0/255.255.255.0
10.36.20.117
MSL0026
10.34.20.161
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6 Note:

» If only one network is being serviced by the server, you do not need to add any
information here.

* Adding a "trusted network" automatically opens the firewall:

» allows access to the HTTP services on the MSL server
* allows access to all MiVoice Business network services
 If your server has an IPv6 address configured on its LAN interface, then you

can extend privileges to IPv6 networks as well as IPv4 networks. (IPv6 is not
supported by MiVoice Business)

* Use the Secure Shells Settings to control access to HTTP and SSH services to
specified networks..

 If you only need to enable traffic to/from remote (or "untrusted") servers but not
want them to access MSL services, simply add a network route.

» Depending on the architecture of your network infrastructure, the instructions for
configuring the clients on an additional network may be different than the following
instructions. For more information about adding networks, contact your authorized
Mitel Reseller.

To extend privileges to one or more additional networks:

1. Under Configuration, click Networks.

2. Click Add a new trusted network.

3. In the Network Address field, enter the IPv4 or IPv6 address of the network to
designate as “local’.

4. In the Subnet mask or network prefix length field, enter the dot-decimal subnet
mask or CIDR network prefix to apply to the Network Address. If this field is left blank,
the system assigns a network prefix length of /24 for IPv4 networks or /64 for IPv6
networks.

o Note:

If you are using the Mitel Performance Analytics (MPA) application for analyzing
the MiVoice Business system, then:

* Enable Secure Shell for trusted and remote management networks.

* Add trusted network for the MPA with Network as IP address of MPA and
Subnet mask or network prefix length as 255.255.255.255.
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5. In the Router field, enter the IP address of the router you will use to access the newly-
added network.

6. Click Add.

Add Network Routes

Use this procedure to add new routes to the MSL server's routing table. This
configuration opens the firewall and enables traffic to flow to/from remote servers but
does not grant access to the MSL services (as would adding a trusted network).

0 Note:

* The additional network routes are firewalled.

» Adding additional network routes is an advanced option and should only be used if
you have a thorough understanding of both routing and your network topology.

To add additional network routes:

. Under Configuration, click Networks.
. Click Add a new network route.
. In the Network Address field, enter the IPv4 or IPv6 address of the network route.

. In the Subnet mask or network prefix length field, enter the subnet mask or CIDR
prefix to apply to the Network Address. If this field is left blank, the system assigns a
network prefix length of /24 for IPv4 networks or /64 for IPv6 networks.

5. In the Router field, enter the IP address of the router you will use to access the newly-
added network.

6. Click Add.

A OODN -

2.7 Configure E-mail

This page allows you to configure the server e-mail settings.

1. Under Configuration, click E-mail Settings.
2. Click the Change button beside the setting you want to change.
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3. Configure the settings as required and then click Save:

Setting Description

Server to use for outbound SMTP The server can deliver outgoing
messages via a corporate or Internet
service provider's SMTP server, or
can deliver messages directly to
their destination (by looking up mail
exchanger records in DNS).

If using a specific SMTP server, specify
its hostname or IP address. Otherwise
leave this field blank.

Destination port for outbound SMTP If you have specified a server to use for
outbound SMTP, select the destination
port for outbound SMTP messaging:

* Port 25 (use cleartext; default)
* Port 465 (SSL encryption)
* Port 587 (TLS encryption)

Mail Server User ID If you are using secure SMTP (port
465 or 587), enter the user ID required
by the SMTP server. This ID must be
configured and licensed in the SMTP
server.

Mail Server Password If you are using secure SMTP (port 465
or 587), enter the password required by
the SMTP server. This password must
be configured in the SMTP server.
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Setting Description

SMTP e-mail injection restrictions Controls which networks will be allowed
to send mail through this server via
SMTP. Choose from one of the following
three settings:

* Localhost only — accept e-mail only
from applications installed on the
server (default setting).

* Accept only from trusted networks
— accept e-mail from trusted local
networks that are directly connected
to the LAN. (These networks are
on the same subnet as the server’s
private interface.)

* Accept from anywhere - accept all e-
mail

Forwarding address for administrative e- | By default, e-mail to the administrator is
mail sent to the user " admin" at the domain
name configured on the server. You can
override the default by entering an e-mail
address in this field.

0 Note:

RAID array event notifications are
sent to this e-mail address. We
recommend that you configure a
valid address here.

E-mail sent for events: Check the system events for which you
want to receive e-mail notifications. The
e-mails are sent to the " admin" mailbox.
To turn off e-mail notifications clear all
the event boxes.
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2.8 Cloud Service Provider

* Google on page 462
* Microsoft on page 477

2.8.1 Google

* About Google Apps Integration on page 462
» Configure OAuth 2.0 for Installed Applications on page 463
* Configure OAuth 2.0 for Service Accounts on page 470

» Google Apps Integration for MiCollab Audio, Web and Video Conferencing on page
473

* Google Gadget Configuration on page 477
2.8.1.1 About Google Apps Integration

When Mitel Standard Linux applications such as NuPoint UM and MiCollab Client require
access to user-generated data that is stored in Google Gmail or Google Calendar, they
must meet Google's authentication requirements. Google grants access only when the
following conditions are met:

 the application provides its authentication information, and
+ the user consents to allow the application to view the account information

All applications that access Google must be registered through the Google APIs Console
and must configure access using the Open Standard for Authentication 2.0 (OAuth 2.0)
protocol.

OAuth 2.0 is a relatively simple protocol. To begin, you register your application with
Google in order to creates a client ID. Then your client application requests an access
token from the Google Authorization Server, extracts a token from the response, and
sends the token to the Google API that you want to access.

When you create a client ID, you must specify the type of application it is for. For
integration with Mitel applications, two options are available:

 Installed Application - Select this option if the application is to be installed on a mobile
device, tablet or computer. The registration process results in a client ID and a client
secret, which you embed in the source code of the application. MiCollab Client
requires this configuration.
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+ Service Accounts - Select this option if the application employs server-to-server
interactions, such as those between a web application and Google Cloud Storage.
MiCollab Audio, Web and Video Conferencing and NuPoint Unified Messaging require
this configuration.

6 Note:

Support for OAuth 1.0 was deprecated with MSL Release 10.1. If you are currently
using OAuth 1.0 and upgrade to the latest MSL software, you should reprogram API
access for your application using an OAuth 2.0 Service Account. After you have done
this, the OAuth 1.0 tab will be removed from the server manager interface. For new
software installations, only OAuth 2.0 is available.

2.8.1.2 Configure OAuth 2.0 for Installed Applications

Use this procedure to configure a secure connection between integrated applications
such as MiCollab Client and Google Apps such as Google Contacts or Google Calendar
using the OAuth 2.0 protocol.

If OAuth 2.0 authorization is successful then Google will grant an access token to the
application on the Mitel Standard Linux server. These tokens can be re-issued when they
expire or if the project is changed in any way.

Create an API Project and Client ID in Google

1. Access the Google API console:

a. Open a web browser and navigate to https://code.google.com/apis/console.
b. Enter the domain administrator Email and password to log in.

2. Create a new project and give it a name such as "NuPoint Advanced UM." Remain in
the project.
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3. Enable Google APIs for the project:

a. Open the side menu and select APl Manager.

b. Select a Google API such as "Calendar API" and click Enable API.
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c. Repeat for all Google APIs you want to support.

6 Note:

The preceding instructions are provided as a guide only. For up-to-date
instructions, refer to the Google online help: https://developers.google.com/

workspace/guides/create-project.
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4. Configure the OAuth 2.0 consent screen.

To configure the OAuth consent screen, please follow the following
link: https://developers.google.com/workspace/guides/create-
credentials#configure_the_oauth_consent_screen.
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6 Note:

Following scopes are required for Google Calendar API:

» /auth/calendar.readonly
 /auth/calendar.events.readonly
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5. Publish the application.

Micollab # eomaee
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6. Create the OAuth 2.0 Client ID and Secret for the project:

Credentials i DELETE
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T D velihzation O ‘hame Creation date o Bentrictions iy Action:
Fo Fageulige EeMEnlL o AU oy v CRapley
OAauth 2.0 Client IDs
O ma=s Creta date o T Chent D ACte

Google Cloud Platform

PT APls and services Credentials + CREATE CREDEWTLALS | DALETE
a AP key
i Dashbcand Criale oiadentals 1080 joantifes our [YORSCE USing 8 Simple AP ey %0 Check qUots Bnd S00ESS
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To create the OAuth 2.0 Client ID and Secret, please follow the
following link: https://developers.google.com/workspace/guides/create-
credentials#create_a_oauth_client_id_credential

6 Note:

For the Google Calendar API, please select Application type as TVs and Limited
Input devices.

Google provides a Client ID and Client secret. Record them and the Product name
for use in the next procedure.

Generate an Authorization Code in MSL

This procedure involves copying your OAuth 2.0 credentials (client ID and matching
secret) from the Google APIs console to MSL, which generates an authorization code
and then grants an access token. The application on the MSL server employs the access
token to integrate with Google services.

1. Log in to the MSL Server Manager as "admin".
2. In the navigation tree, under Configuration, click Google Apps.

D Mltel | MiCollab admin@lal-sveucal sveappscom  Status: | Critical [

“ Google Apps figiratian

Initatted Appicatinn

Installed Application Client 1D

Ui this g 1 configars & wacars connaction tn publicly- suslistlle Gocghe ASpn using the Géuth 3
uuuuuuuuuuuuuuuuuuuuuuu
Acoass Taka® 0o i,
Bl Im | 154 coconds

([Fofresh Access Token |

Stap 1: Craate Your Googls APLS Praject

Stup 3: Generate an Autha n Cods

3. Select the Installed Applications tab.
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4. Under Step 2, copy and paste the following from the Google APIs console:

e Product Name
e ClientID
e Client secret

5. Click Save and Generate Authorization Code. The authorization code is generated
and displayed. Remain on the Installed Applications tab in the MSL Server Manager.

6. Under Step 3, do the following:

a. Copy the authorization code.
b. Click the link provided to access the Google API console.

admingial-sveucal sveapps com Status: Critical ["

Ercryptod Backup
Hote that The credestials will anly be swailable o enccypbed hachsgs

,,,,, ¥ Dlherwise, please snsure thal yeu heep & cowy of the credentials,

Allow Access Permission in Google

1. After clicking the link to access the Google API console, log in to your account.
2. Submit the authorization code to allow access in Google.

Google grants the access token, which enables MSL to access services in the API
project. Note that after the access token is generated, the panel displays its current
status (access token ID and expiry time in seconds).
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6 Note:

* The access token is valid only for the set of operations and resources described
in the token request. For example, if an access token is issued for the Google
Calendar API, it will not grant access to the Google GMail API.

 If you regenerate the client ID and secret, you must then regenerate the
authorization code in MSL.

» If an access token expires or you wish to change the list of supported services,
you can repeat the procedures to Create an API Project and Generate an
Authorization Code.

* OAauth 2.0 data is not included in system (MSL) backups. Accordingly, if you
perform a backup and restore procedure, you must then re-enter the OAuth 2.0
data in order to restore the Google Apps integration.

2.8.1.3 Configure OAuth 2.0 for Service Accounts

Use this procedure to configure a secure connection between Mitel applications such as
NuPoint UM and Google Apps such as Google Calendar using the OAuth 2.0 protocol.

With this type of server-to-server interaction, the application has to prove its own identity
but end users do not need to be involved.

Create an API Project and Client ID in Google

6 Note:

The following instructions are provided as a guide only. For up-to-date instructions, refer
to the Google online help:

1. Log In to the Google API Console:

a. Open a web browser and navigate to https://code.google.com/apis/console.
b. Enter the domain administrator Email and password to log in.
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2. Create the Project:

a. Click the Create project button.

b. Enter the Project name (for example, "NuPoint Advanced UM") and click Create.
Remain in the project.

3. Enable Google APIs for the project:

a. Open the side menu and select APl Manager.

b. Select a Google API such as "Calendar API" and click Enable API.

c. Repeat for all Google APIls you want to support. Remain in the project.
4. Create the Service Account with Client ID:

a. Open the side menu and select Permissions.
b. Under the Service accounts tab, select Create service account.

c. Enter a Name, select Furnish a new private key and JSON as the file type, and
then select Enable Google Apps Domain-wide Delegation. Set a Product name
if prompted.

d. Click Create and Close. The service account is created and the file containing the
Private Key and Client ID is downloaded.

o Note:

Store the file in a safe location. You will require it to establish your credentials to
MSL.

e. For the service account you just created, click View Client ID.

f. Copy the Client ID and click Cancel. You will require the Client ID in the next
procedure.
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5. Manage API Client Access (APl Scopes): Once a service account is created, you must
enable the scope of access for your client ID.

a. Access the Google Admin console:

i. Open a web browser and navigate to admin.google.com.
ii. Enter the domain administrator Email and password to log in.
b. Click Security.
c. Click Show more and then click Advanced settings.
d. Under Authentication, click Manage API Client access.
e. On the Manage API client access panel:

i. Paste the client ID in the Client Name box.
ii. Enter the following in the One or More API Scopes box:

To support Gmail integration (for NuPoint Advanced UM), enter: https://
mail.google.com/

iii. Click Authorize.

The client ID now has access to resources in the specified domains.

Upload Credentials to MSL

This procedure involves uploading your OAuth 2.0 credentials (service account Client
ID and Private Key) from your computer to MSL. MiCollab employs these credentials to
integrate with publicly available Google Apps.

1. Log in to the MSL Server Manager as "admin".

2. In the navigation tree, under Configuration, click Google Apps.

3. Select the Service Account tab.

4. Under Configuration, choose the following files from your computer:

+ Service Account ID (.json file)
* Private Key (.p12 file)

o Note:

The Private Key (.p12 file) file is required only for earlier implementations.

5. Click Upload Credentials.
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6. Confirm that the Client ID, Email address, and Private Key are correct by comparing
them to the corresponding fields in the Google API project.

It is now possible to configure a secure connection to publicly-available Google Apps
using the OAuth 2.0 protocol for the Service Account client ID.

0 Note:

* You can generate another private-public key pair and then upload the private key
to the Service Account in MSL.

* OAauth 2.0 data is not included in system (MSL) backups. Accordingly, if you
perform a backup and restore procedure, you must then re-enter the OAuth 2.0
data in order to restore the Google Apps integration.

2.8.1.4 Google Apps Integration for MiCollab Audio, Web
and Video Conferencing

With this release, MiCollab Audio, Web and Video Conferencing can be integrated with
Google Apps. This enables users to transform their Google Calendar events into one-
time conferences simply by clicking a gadget. In future releases, more features will be
added such as the ability to initiate calls from Google Calendar.

Preconditions:

* In the System Options, select Use HTTPS Only. You must then configure a third-party
SSL certificate in the MSL Server Manager. Note that you may not employ the self-
signed certificate; using it will cause Google Apps integration to fail.

* In the Web Conferencing Settings, enter 80 for the Internal Port and 443 for the
External Port.

Administrator tasks
Enable Google Apps Integration with MiCollab Audio, Web and Video Conferencing

The administrator must do the following:

1. Configure OAuth 2.0 for Service Accounts on page 470

When you set up an OAuth 2.0 API project with a service account for the Google
Calendar application, you enable MiCollab Audio, Web and Video Conferencing to
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prove its identity to Google. The two systems can then communicate without involving
end users.

2. Configure the Gadget Address

The gadget address is the publicly accessible FQDN or IP address of the gadget
service. After you configure it on the MSL server, users can download the Google-
MiCollab Audio, Web and Video Conferencing gadget and transform their Google
Calendar events into conferences with a single click. Users will receive a link to the
address in their Welcome Email (see next step).

3. Send the Service Information (Welcome) Email

The Welcome Email contains communications settings such as the user's login
credentials, email address and phone number, along with instructions on how to
download and configure the Google- MiCollab Audio, Web and Video Conferencing
gadget. You should ensure that the Welcome Email is sent to all new and existing
users.

4. Configure the Web Proxy

You must configure your web proxy server to provide a secure interface between
Google on the Internet and the MiCollab server on the LAN. If your enterprise is using
MiVoice Border Gateway as a proxy server, access the LAN server proxy list and
select MiCollab as the LAN server and Google Calendar Integration to AWV as
the user interface (for configuration details, refer to the MBG online help). If your
enterprise is using a proxy server from another manufacturer, configure it to forward
Google Apps traffic (i.e. traffic that includes "google" as part of the FQDN in HTTPS
requests) to the MiCollab server.

End-User tasks

Change the Password and Enable MiCollab Audio, Web and Video Conferencing
Conference Functionality

Each user must do the following:

1. In your Welcome Email, click the link to the MiCollab End User Portal : https://<
MiCollab server address>/portal

2. Log in to the portal using your account information (ID and password).
3. Change your password:

» Select Portal Password.
» Enter your old password and your new password in the appropriate fields.
» Confirm your new password and then click Save.

4. In your Welcome Email, click the link to enable MiCollab Audio, Web and Video
Conferencing conference functionality in your Google Calendar.

5. Select Yes to download and install the gadget.
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6. Configure the gadget for use:

* Click Permissions and then, in response to the prompt, click Allow access.
* Enter your Login ID and Password.
+ Click Save to complete the configuration.

To create an MiCollab Audio, Web and Video Conferencing conference, access your
Google Calendar, select a one-time or recurring event and click Collaboration check box
in the gadget.

After setup is complete, you can join the conference simply by clicking on the event. Any
changes you make to the event, such as adding more guests or changing the start time,
will be reflected in the MiCollab Audio, Web and Video Conferencing conference.
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o Note:

If you have just upgraded your system to include Google Apps integration, re-send
the Welcome Email to all existing users.

A conference that was created using the Google- MiCollab Audio, Web and Video
Conferencing gadget can be viewed on the My Conferences Tab of the MiCollab
Audio, Web and Video Conferencing Web Interface. However, if you edit this
conference in the MiCollab Audio, Web and Video Conferencing interface, your
updates will not be reflected in the Google Calendar.

The Google- MiCollab Audio, Web and Video Conferencing gadget is available
only for English variants of the product.

To enable Google- MiCollab Audio, Web and Video Conferencing conferencing
functionality, you must complete all three steps of the above-noted procedure.

This feature can be expected to behave differently on different devices

and browsers. It is optimized for operation on Google Chrome in a desktop
environment. If you are using Internet Explorer and the MiCollab server is not
equipped with proper certificates, you will need to install the Mitel Root Certificate
in your browser.

Internet Explorer

e Note:

Steps may vary based on your browser, but the intent is to install the Mitel
Root Certificate in the Trusted Root Certification Authorities store.

1. Save the Mitel Root Certificate on your PC hard drive.
2. Launch Internet Explorer.
3. Select Tools and then click Internet Options.
4. Click the Content tab and then click the Certificates button.
5. Select Trusted Root Certification Authorities and click Import. The
Certificate Import Wizard opens.
6. Click Next.
7. Click Browse and browse to the mitelcert.cer file and click Open.
8. Click Next.
9. Select Place all Certificates in the following store.
10. Click Browse and select Trusted Root Certification Authorities.
11. Click OK.
12. Click Next.
13. Click Finish.

14. Click Yes. An Import was successful dialog appears.
15. After the certificate is installed, restart Internet Explorer.

MiCollab Users anknSsoimnes Girgisimstances, a user's Google Calendar may fall out of synchronizati

with MiCollab Audio, Web and Video Conferencing . For example, if the user
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2.8.1.5 Google Gadget Configuration

Google provides a framework for users and third parties to implement enhancements to
Google Apps called "gadgets." MiCollab Audio, Web and Video Conferencing provides a
gadget which users can employ to transform their Google Calendar events into one-time
conferences with a simple click.

0 Note:

For complete instructions concerning how to implement the Google gadget, see the
Google Apps Integration for AWV topic.

Address Configuration

Use this procedure to configure the publicly accessible address of the gadget service.
Typically, this is external address of the firewall (IP address or FQDN), which should be
configured to forward HTTP requests to the gadget service.

. Log in to the MSL Server Manager as "admin".

. In the navigation tree, under Configuration, click Google Apps.

. Select the Gadget Configuration tab.

. Click Edit.

. Enter the External FQDN or IP address of the MSL server. Typically, this is the
publicly accessible address configured on the enterprise firewall configured to forward

requests to the MSL server. The MiVoice Border Gateway can provide this service if it
is configured to function as a web proxy for the Google Calendar integration to AWV.

a b WON =

6 Note:

Google gadget users will receive a link to this address in their Service Information
(Welcome) Email

6. Click Save.

2.8.2 Microsoft

» Configure Microsoft Identity on page 478
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2.8.2.1 Configure Microsoft Identity

The OAuth 2.0 protocol is the authentication and authorization method used with the
Application identity to access the API permission(s) granted by the tenant administrator.

To configure the Microsoft Identity on MSL, and administer access to the Microsoft
resources using the Application identity created in your tenant directory, perform the
following on the Microsoft Azure portal:

1. Register an application, see Microsoft help.
2. Obtain the unique Application ID and Tenant ID assigned by Azure Active Directory.

0 Note:

The customer's firewall settings should allow access to the following Microsoft
resources:

» outlook.office365.com
* login.microsoftonline.com
* graph.microsoft.com

Perform the following steps under Cloud Service Provider to complete the authorization
related configuration at MSL:

1. Log in to MSL Server Manager as administrator.
2. Under Configuration, click Cloud Service Provider > Microsoft.
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3. Complete the Configuration form:

* Tenant directory

a. Tenant Name (Optional): Enter a descriptive name for the tenant directory. This
field is optional.

b. Tenant ID: Enter Directory (tenant) ID from the Azure Active Directory. This field
is mandatory.

« Application Identity

a. Application Name (Optional): Enter the descriptive name for the application
created during application registration. This field is optional.

b. Application ID: Enter the Application (client) ID from the Azure Active Directory.
This field is mandatory.

c. Application Secret: Enter the client secret obtained from the
application Certificates & Secrets page. This field is mandatory.

0 Note:

» Certificate-based authentication is not supported at this time.

* Once the secret is copied, it cannot be retrieved again; if the secret is lost,
another one needs to be created.

« The admin can revoke the secret by deleting it, in which case a new secret
is required.

4. Click Save.

o Note:

After a backup restore, the Application Secret will remain intact in the MiCollab if
server is restored from an Encrypted backup in the Enterprise. In Google Cloud
Platform (GCP), the Application secret will be restored after a backup/restore.

2.9 Configure DHCP Server

Use the Dynamic Host Configuration Protocol (DHCP) panel to configure and manage
the behavior of the internal DHCP server.
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6 Note:

Do not enable the internal DHCP server if another DHCP server exists on the
network.

To enable DHCP:

1. On the DHCP Service tab, click Edit.
2. Click Enable DHCP Service to enable the internal DHCP server.

3. Click Allow BootP to allow network clients to obtain IP addresses using the Bootstrap
Protocol.

DHCP Configuration

To add a subnet:

1. On the Subnets tab, click Add subnet.

2. In the Name field, enter the name to apply to this subnet.

3. In the Subnet IP address, enter the IP address of the subnet to add.
4. In the Subnet Mask field, enter the mask to apply to this IP address.

5. (Optional) In the Router field, enter the IP address of the router used to access the
subnet.

6. Click Save.
To remove a subnet:

1. On the Subnets tab, click the Remove link associated with the subnet you want to
remove.

2. Click Save.

To add a subnet range:

If you have enabled DHCP and added a subnet, you must provide a subnet range.

1. On the Subnets tab, click Add range.

2. In the Range start field, enter the IP address at which to start the range of IP
addresses available for assignment.

3. In the Range end field, enter the IP address at which to end the range.

4. In the Lease time field, enter the number of seconds to hold DHCP leases or accept
the default setting.
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5. Click Save.
To add a Static Host:

1. On the Static Hosts tab, click Add Host.

2. In the Hostname field, enter a name for the static host.

3. In the Host IP field, enter the static IP address of the host.

4. In the MAC address field, enter the MAC address of the host.

5. In the Client ID (type, value) field, select a type and enter a corresponding value.
6. Click Save.

To add DHCP options:

1. In the Scope field, select the scope to apply to this option. (Global, Subnet, Range, or
Host)

2. Select the option type for this option (Standard, Vendor, or Site-local).

3. Do one of the following:

4. For Standard options, select an option number from the list.

5. For Vendor options, select a vendor option from the list.

6. For Site-local options, enter an option number between 224 and 254. Click Next and

then enter Name, Format, and value for the new option.
7. Click Save.

To view the state of all dynamic leases:

* On the Lease View tab, click Refresh to see the most recent version of the list.

2.10 Configure Server Date and Time

You can configure the date and time:

* manually, or

* by configuring the server to obtain the date and time from a Network Time Server on
the internet. A network time server communicates the time to other computers over the
Internet using Network Time Protocol (NTP).

To set your date and time manually:

1. Under Configuration, click Date and Time.
2. Click Set System Time Zone and select your time zone from the list.
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3. Enter the date and time in the fields provided.

4. Select Enable Network Time Server to instruct the server to periodically synchronize
the system clock to a network time protocol (NTP) server. If you select this option,
enter the hostname or IP address of the NTP server in the field provided.

5. Click Save.
To obtain the date and time from a Network Time Server:

1. Click Enable Network Time Server.
2. Enter the hostname or IP address of a Network Time Server.
3. Click Save.

6 Note:

For more information about using a network time server, visit http://www.ntp.org/. You
can also find a list of publicly available time servers at http://www.eecis.udel.edu/
~mills/ntp/servers.dita. You should always use a secondary time server (also called a
stratum 2 server) to lighten the load on the primary time servers.

To verify that your network time protocol server is set up properly:

1. After you have saved the hostname or IP address of a new Network Time Server,
click the Query button. Clicking the Query button issues the ntpq -c peers Linux
command.

Current Settings:
Current Time: Wed Oct 14 06:12:04 AEDT 2015
Time Zone: Australia/Sydney
Network Time Server: Enabled

NTP Server: centos.pool.ntp.org Query I

70.83.139.168 -PP5. 1 w Fi2 1024  XYYXYYYX 46.318 1.385 5.691
142.137.247.109 129.6.15.29 2 u  45m 1024 YXXYYYHX 45.903 10.427 1.691
192.95.20.208 18.26.4.105 2 u 547 1024 YYYYYYYY 31.142 11.086 5.981

2. The command results are displayed for the NTP server (or for a list of servers if a pool
is referenced by the specified hostname or IP address).

*70.83.139.168 .PP5. 1024  XYYXYYYX 46.318 1.385 5.691
+142.137.247.109 129.6.15.29 2 u 45m 1024 YXXYYYXX 45.903 10.427 1.691
+192.95.20.208 18.26.4.105 2 u 547 1024 YYYYYYYY 31.142 11.086 5.981
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3. After a few minutes, press Queryagain. An * appears in front of one of the NTP
servers. The * indicates that the system time is being synchronized with that NTP
server.

The following table provides the meaning of the command output:

Command output Meaning

remote The hostnames or IP addresses of the remote NTP
servers to which the system can be synchronized
(based on the pool of available NTP servers). The
character that precedes the hostname or IP address
indicates the following:

The system time is being
synchronized with the
NTP server.

# The host is selected for
synchronization, but
distance from the host to
the server exceeds the
maximum value.

o} The host is selected for
synchronization, and the
PPS signal is in use.

+ The host included in the
final synchronization
selection set.

X The host is the designated
false ticker by the
intersection algorithm.

The host is selected from
the end of the candidate
list.
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Command output Meaning

- A host discarded by the
clustering algorithm.

blank Indicates a host is
discarded due to high
stratum and/or failed
sanity checks.

refid The current source of the
synchronization for the
remote host.

st The stratum used by the
remote host. The lower
the number, the closer you
are to the time source.
Stratum 16 indicates

that the system is not
synchronized with a time
server.

t The type of clock used on
the NTP server (L stands
for local clock; u for an
Internet clock).

when The number of seconds
since the last poll.

poll The number of

seconds between NTP
transactions. When this
time expires, the NTP
daemon polls the remote
time server. The polling
results are displayed in
the "reach" field.
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Command output Meaning

reach The status of the last
eight NTP transactions,
with each transaction
represented by a colored
letter. The letter "Y" in
green indicates that a
response was successfully
received from the remote
time server. The letter

"X" in red indicates that

a response was not
received. Since this field
is a circular log buffer, it is
continually refreshed, with
the most recent result on
the right and the oldest on
the left.

Example: If the field
contains XXXXXXYY,
the two most recent NTP
transactions have been
successful while the
previous six have failed.

delay Indicates the time, in
milliseconds, between
an NTP request and the
answer.

offset The difference in
milliseconds between
the time on your local
computer and that on the
NTP server.

Jitter The error rate in your
local clock, expressed in
milliseconds.
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To switch from a Network Time Server to a manual time zone configuration:

1. Click Disable Network Time Server and then click Save.
2. Select your time zone.

3. Enter the date and time in the fields provided.

4. Click Save.

6 Note:

A reboot is required to update any running applications with new date/time
information.

2.11 Add or Delete Hostnames and Addresses

You can add or delete devices (servers, computers, printers) to your network by adding
the hostname or IP address to the MSL server.

Under Configuration, click Hostnames and Addresses. The form lists hostnames and
addresses of the devices that are currently in the managed network.

Field Description

Hostname Displays the hostname of the device.

Location )
Local: a hostname with an IP on a local
network

Remote: a hostname with an IP on a
remote network

Self: alternative hostname for this host

IP Address IP address on local network.

Ethernet Address IP address accessible from Internet.

To add the hostname of a network device:

1. Under Configuration, click Hostnames and Addresses
2. Click Add Hostname.

3. Enter the Hostname. The hostname must start with a letter or number and must
contain only letters, numbers, and hyphens.
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4. From the Domain list, select the Domain where this host resides.
5. In the Location list, select visibility (Local, Remote, Self).

6. Click Next.

7. Confirm the details and then click Add.

To edit the location of a hostname:

1. Under Configuration, click Hostnames and Addresses.

2. In the current list of hostnames, click the Modify link that corresponds to the hostname
you want to modify.

3. Edit Location and then click Next.
4. Confirm the details and then click Save.

To remove the hostname of a network device:

1. Under Configuration, click Hostnames and Addresses.
2. In the current list of hostnames, click Remove in the Action column.
3. Click Remove.

2.12 Manage Domains and DNS Settings

This form allows you to define the Domain Name Service (DNS) that will be associated
with the MSL server. This name will be the default domain for the email and web server.
You can also use this form to configure other virtual domains in the network.

Caution: Do not change the primary domain name after you have set it up. If you do,
you will have to reboot the server and all of the clients, and users may have to manually
modify items such as Web browser bookmarks that point to the server.

To define the DNS name for the MSL server:

1. Under Configuration, click Domains
2. Click Modify Corporate DNS settings.

3. Enter the primary and secondary DNS server IP addresses if this server does not have
access to the Internet, or if you have special requirements for DNS resolution. Leave
these fields blank unless you have a specific reason to configure other DNS servers.
Do not enter the address of your ISP's DNS servers because the server is capable of
resolving all Internet DNS names without this additional configuration.

4. Click Save.
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To configure other virtual domains:

. Click Add Domain.
. Enter the Domain Name and a brief description.
. For the web site, you may choose your primary web site or any i-bay as the content.

. Select whether this domain is Resolved locally, passed to the Corporate DNS
servers, or resolved by the Internet DNS servers. The default will be correct for most
networks.

5. Click Add.

HOODN -

2.13 Configure IPVv6 in IPv4 Tunnel

To enable isolated IPv6 hosts and networks to reach each other over an existing IPv4
network infrastructure, you can configure an IPv4-in-IPv6 tunnel. At the tunnel head

end, IPv6 packets are encapsulated into IPv4 packets and sent to the remote tunnel
destination. At the destination, the IPv4 packet headers are stripped and the original IPv6
packets are forwarded into the IPv6 cloud.

Until the IPv4 and IPv6 protocols are able to run on the same network infrastructure
using dual-stack technology, a transitional mechanism such IPv4in-IPv6 tunnelling is
required to facilitate communication.

6 Note:

Similar to Port Forwarding, this feature is not available in a server-only configuration.
It is only available when the server is operating in server-gateway mode.

Preconditions

* The IPv4 address of the remote endpoint must be reachable via ICMP (Internet
Control Message Protocol).

+ If you are behind a firewall, please make sure it allows passage of Internet Protocol
41. This protocol is contained in the IPv4 header and indicates that an IPv6 packet is
encapsulated within the IPv4 packet.

To configure an IPv4-in-IPv6 tunnel:

1. Under Configuration, click IPv6-inlPv4.
2. Configure the settings as required and then click Save:
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Setting Description

IPv4 Address of the Remote End Enter the IPv4 address of tunnel
destination. This address must be
routable on the IPv4 network. Typically,
it is the external interface of the router
located at the destination.

IPv6 Address of the Tunnel (Optional) If the MSL server is functioning as a
gateway to the internet, you can configure
its external tunnel interface with an IPv6
address. This enables the interface

to be addressable by IPv6 traffic. You
may configure only one address on this
interface. If this field is left blank, no
address will be assigned to the external
tunnel interface on the MSL server.

6 Note:

Your service provider provides this
IPv6 address.

IPv6 Networks Enter one or more IPv6 network
addresses for the destination. Based

on these entries, the system creates a
routing table that defines the ultimate
destination of the IPv6 packets that are
being tunneled. You can enter a single
address or a block of addresses (specified
by writing a slash (/) followed by a number
which defines the length of the network
prefix in bits). Use commas to separate
multiple entries.
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2.14 Configure SNMP Support

SNMP, or Simple Network Management Protocol, provides a set of operations and a
protocol to permit remote management and remote monitoring of a network device and/
or its services. This server currently offers support for remote monitoring via get requests
and traps using both IPv4 and IPv6 protocols.

0 Note:

SNMP service is disabled by default.

Configure SNMP Settings

To configure SNMP support:

1. Under Configuration, click SNMP.
2. Set Service status to Enabled to support SNMPv1, SNMPv2c, and SNMPv3.
3. Complete the following fields as required and then click Save.

Field Description

SNMPv2c community string for read-only access Enter the community string that SNMPv2c clients use
to monitor this server via get requests and traps. The ¢
ommunity string defaults to "public".

SNMPv2c network access setting ]
Select the network access setting for
SNMPV2 services:

* Localhost only - Default setting.

* Immediate local network only - Allows
access to local networks that are
directly connected to the LAN. (These
networks are on the same subnet as
the server’s private interface.)

* All configured trusted networks -
Allows access to all networks that
are configured in the Networks panel.
These networks may not be on the
same subnet as the server (that is,
they may be attached via a router).
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Field Description

SNMPVv3 Settings
To facilitate SNMPv3 communication,

you must add a user account to the
MSL server that matches an account on
the SNMP manager. This "User-based
Security Model" (USM) enables unique
authentication and encryption settings to
be configured for each account.

For instructions, see Configure SNMPv3
Users.

System contact address . . )
Specify the email address to which all

system notifications should go.

« |If Email service is enabled, and this
field is blank, the address defaults to
the Admin forwarding address.

* If Email service is not set, the address
defaults or to the local-admin account.

System location Enter a string that identifies the location of the system.
(ie. Server room 2, rack 1)

Vital process monitoring To monitor the server's vital processes, like the web se
rver, secure shell daemon, mail server (with the 6040
blade), and so forth, leave this option at its default of
"Enabled". If any problems are detected, an error me
ssage and description will be added to the 1.3.6.1.4
.1.2021.2.1.100 and 1.3.6.1.4.1.2021.2.1.101 MIB col
umns, respectively, available via a GET request.

Monitor disk usage To monitor disk space usage on your server's root pa
rtition, leave this option at its default of "Enabled". If a
ny problems are detected, an error message and descr
iption will be set in the 1.3.6.1.4.1.2021.9.1.100 and 1
.3.6.1.4.1.2021.9.1.101 MIB columns, respectively, a
vailable via GET request.

Disk space threshold If you are monitoring disk space usage on your serve
r's root partition, you need to decide upon a threshold
value at which the issue will be flagged at the predefin
ed OID. You may leave this at the default value of 5%,
or supply a value. If you supply a value of your own,
it may be a numerical percentage of the overall disk
space, followed by a percent sign (no spaces), or you
may provide an absolute value in bytes.

Monitor CPU usage To monitor the server's use of the CPU, leave the fo
llowing setting at "Enabled". If any problems are detect
ed, and error message and description will be set in
the 1.3.6.1.4.1.2021.10.1.100 and 1.3.6.1.4.1.2021.
10.1.101 MIB columns, respectively, available via GET
request.
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Field Description

One minute CPU threshold If you have CPU monitoring enabled, you must cho
ose a threshold value for the one minute load average,
above which this server will flag the error at the previo
usly mentioned OID. The value must be a positive rea
| number with no more than two decimal places of pre
cision.

Five minute CPU threshold If you have CPU monitoring enabled, you must cho
ose a threshold value for the five minute load average,
above which this server will flag the error at the previ
ously mentioned OID. The value must be a positive re
al number with no more than two decimal places of pr
ecision.

Fifteen minute CPU threshold If you have CPU monitoring enabled, you must cho
ose a threshold value for the fifteen minute load av
erage, above which this server will flag the error at th
e previously mentioned OID. The value must be a posi
tive real number with no more than two decimal places
of precision.

Trap host or address If you wish to send trap messages to a remote host or
hosts, whenever the server boots, the snmpd daemon
starts and for authentication failures with the snmpd d
aemon, enter the hostname or IP address of the host
designated to receive these trap messages. If this is le
ft blank, traps will not be sent. To send traps to more
than one host, enter the hostnames and/or IP address
es separated by commas.

SNMPv2c¢ Trap community string Enter the trap community string to use when sending
trap messages. If you do not enter a trap community
string, the community string for read-only access will b
e used.

SNMPv3 Trap username Enter the SNMPv3 trap user name to use when send
ing trap messages. If you leave this field blank, SNMP
traps will be sent using SNMP v2c.
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Field Description

Download Mitel enterprise MIBs
If you have network management

software that you would like to use to

monitor this server via SNMP, and would
like to import Mitel's enterprise MIBs into
it, download them by clicking Download.

9 Note:

The file you receive is a zip file, so
you require appropriate software
to open it. Additionally, the MIB
files are in Unix file format, so the
MS Windows Notepad is not an
appropriate application to use in
opening them.

Configure SNMPv3 Users

If you implement support for SNMPv3, you must add at least one user account that
matches an account on the SNMP manager. As part of this configuration, you can enable
authentication and encryption.

To add an SNMPv3 user:

1. Under Configuration, click SNMP.
2. Under SNMPv3 Settings , click Configure SNMPv3 Users .
3. Complete the following fields as required and then click Add.

Field Description

User name Type a user name (also known as “securityname”) for
the SNMPv3 user.

Authentication Type
Select the Authentication Type that

matches SNMP manager/agent
configuration:

« MD5
+ SHA1
* None (no authentication)
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Field Description

Authentication Password If you selected an Authentication Type (MD5 or SHA1)
, you must enter an authentication password (also kn
own as “authentication passphrase”) at least eight ¢
haracters long.

Privacy Protocol
Select the Privacy Protocol that matches

SNMP manager/agent configuration:

+ DES
* None (no encryption)

Privacy Password If you selected a Privacy Protocol (DES), you must e
nter a privacy password.

Engine ID (Optional) If the SNMP manager requires a hard-coded Engine
ID, enter it here. Otherwise, leave this field blank and
the SNMP manager will discover the Engine ID autom
atically.

2.15 Configure Network Interface Card Settings

This panel allows you to configure the speed and duplex settings for the Network
Interface Cards ( NIC) that have been enabled in the server. MSL supports the following
combinations of NICs:

* a "Local" adaptor for connection to the Local Area Network (LAN-only mode) or

* a "Local" adaptor for connection to the Local Area Network AND a "WAN" adapter for
connection to the Wide Area Network (Network Edge mode) or

* a "Local" adaptor for connection to the Local Area Network AND a "WAN" adapter
for connection to the Wide Area Network AND a “WAN” adapter bridged to the WAN
interface of the firewall (Server-gateway with bridged interface mode).

To configure the Speed and Duplex settings of a NIC:

0 Note:

For virtual deployments, the fields are read-only. You cannot configure the settings
from this page.

1. Under Configuration, click Ethernet Cards.
2. Set the Auto Configuration field to Off, and then click Save.

MiCollab Users and Services Provisioning




Configuration

3. Set the Speed and Duplex parameters, and then click Save. All other settings are
read only. See the following table for descriptions of the settings.

6 Note:

Speed and Duplex are read only if the Ethernet card does not support multiple
options.

Setting Description

Link detected Yes: NIC is connected to the network.

No: NIC is not connected to the network.

MAC Address Media Access Control address of the
Network Interface Card

Driver Driver (for example: tg3) of the Network
Interface Card.

Speed Data transfer rate. Available settings are
determined by the Ethernet card. Only
supported settings are displayed.

Duplex Half-duplex: uses only one wire pair with
a digital signal running in both directions
on the wire.

Full-duplex: uses two pairs of wires to
establish a point-to-point connection
between the transmitter of the transmitting
device and the receiver of the receiving
device. Full-duplex data transfer provides
faster data transmissions than half duplex.
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Setting Description

Auto Negotiation Auto Negotiation is an Ethernet process
that allows two connected devices

to choose common transmission
parameters, such as speed, duplex mode,
and flow control. During this process,

the connected devices first share these
parameters and then choose the fastest
transmission mode they both support.

Select On to apply Auto Negotiation;
select Off to configure the Speed and
Duplex settings.

2.16 Review Server Configuration

To review the server configuration information, under Configuration, click Review
configuration. The following data for the MSL server is displayed:

Networking Parameters

* Local Adaptor IPv4 address/subnet mask and optional IPv6 address
* Internet visible IPv4 address and optional IPv6 address

+ Gateway IPv4 address and and optional IPv6 address

» Additional trusted local networks

* DHCP server

Server names

* DNS server

* Web server

* Proxy server

 FTP server

« SMTP, POP, and IMAP mail servers

Domain information

* Primary domain
* Virtual domains
* Primary web site
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« Server manager
* User password pane
* Email Addresses



Miscellaneous 3

This chapter contains the following sections:

» Support and Licensing

3.1 Support and Licensing

License Server

MiCollab solutions with MiVoice MX-ONE, MiVoice 5000 and MiVoice Office 400 will use
the Licenses & Services Application (SLS Licenses Server), whereas MiCollab solution
with MiVoice Business and MiVoice 250 will be licensed through Licenses & Services
AMC Application (Application Management Center).

Both the License Servers can be accessed through Mitel MiAccess portal.

About AMC Licensing

MiCollab solution with MiVoice Business supports licensing through the Mitel AMC. The
Mitel AMC manages the software licensing and entitlement of the Software Assurance
Program.

After you obtain an Application Record ID (ARID) from the AMC, the AMC uses your
Application Record ID (ARID) to provide you with access to licenses, software releases,
and upgrades. With the AMC license server, the following changes will be seen:

* All new or existing installation of MiCollab solution with MiVoice Business and MiVoice
Office 250 will be licensed using AMC license server.

About SLS Licensing

MiCollab Solution with MiVoice MX-ONE, MiVoice 5000 and MiVoice Office 400 are
licensed on SLS License Server. In SLS license server, the ARID is called as ServicelLink
ID. The ServiceLink ID for the MiCollab server is where all license parts including UCC
User Licenses are applied.

With the license server migration towards SLS the following changes will be seen:

« All the new installations of MiCollab servers connected with a MiVoice MX-ONE,
MiVoice 5000 or MiVoice Office 400 will receive their Licenses from the SLS License
server available on MiAccess from the Licenses & Services link.
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+ All the existing installations of MiCollab servers connected with a MiVoice MX-
ONE, MiVoice 5000 or MiVoice Office 400 would be capable to continue receiving
their licenses from the AMC License Server available on MiAccess until the site
administrator adds or changes licensing (e.g. UCC licenses, SWA, etc) for the
customer site.

* The MiCollab administrator must manually set the license server FQDN of the SLS
license server for all the MiCollab Solutions with MiVoice MX-ONE, MiVoice 5000 and
MiVoice Office 400. FQDN is empty in case of AMC.

For more information on licensing, see the Installation and Maintenance Guide for the
respective PBXs.

About MS Office 365 licensing

The Microsoft Office 365 supported licenses are as follows:

» E3 - Office 365 Basic and Office 365 OAuth2.0

* E5 - Office 365 Basic and Office 365 OAuth2.0

» Office 365 Government GCC - Office 365 OAuth2.0

* 0365 Business Premium - Office 365 Basic and Office 365 OAuth2.0

+ Office365 Business Standard - Office 365 Basic and Office 365 OAuth2.0
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