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History of change

1 History of change

Version Date Changes

2.0 11/06/2014 New Trace Guide document for GVS and
BLS uses.

2.01 12/11/2014 Updated formatting of Trace Guide document.

2.02 12/12/2014 Updated information about DUMP via Task
Manager.

2.03 22/12/2014 Review information about DUMP via Task
Manager for 32bit.

2.04 19/03/2015 Review information about TSP DUMP for 32
and 64 bit OS.

2.05 19/08/2015 Added information about Starting traces
automatically (via Diagnosis tool).

2.06 21/08/2015 Added information about detailed Audio logs.

2.07 25/09/2015 Review information about WinDbg DUMP and
url.

2.08 08/10/2016 Added information about Device audio
Log (Wav log) and contend review of other
chapters.

2.09 04/03/2016 Review and included new command about
TSP chapter 4.10.

2.10 20/05/2016 Review infos about Debug tools(Annex B
and C) and changed Unify address. Also
added details about how to fix TSP issues
preventing HFA to work ().

2.1 02/01/2017 Added tool to automatically collect infos
and print screens of test steps performed.
Chapter 4.17 about PSR.

212 18/01/2019 Changed new details about audio logs.
Chapter 4.15 & 4.16.

213 19/03/2019 Changed new details about audio logs.
Chapter 4.15 (HFA).

2.14 30/04/2021 Changed M5T details. Chapter 4.11.

2.15 05/10/2021 Added more info about M5T details. Chapter
4.11.

2.16 27/01/2023 General Review of complete trace. General

Specific Updated chapters 4 and review/
created chapter 5 (DUMPs).
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About this guide

2 About this guide

Generally, in case of issues related to clients (e.g. the clients stop working),
traces must be collected from customers to allow developers identify and
resolve errors.

The sooner the developers get the correct and precise traces, the better the
chances to find out the possible sources of errors to any given customer
problems.

It is important to allow technicians and sellers support to get the correct/precise
traces at the first visit at customer's site.

This guide provides useful information and hints about how to install correctly
the OpenScape Desktop Client (ODC) and get/extract the correct trace/
information depending of the provider used by the client (SIP or HFA
Stackless).
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Traces required
Using ODC with SIP Provider

3 Traces required

3.1 Using ODC with SIP Provider

If ODC is configured as SIP Provider, the following traces are required:

1)

2)
3)

4)
5)

6)
7)
8)

9)

10)

11)

Open OptiClient GUI or OpenScape Desktop Client GUI.

NOTICE: It is important to start all traces/logs (see 2.4)
BEFORE starting to use ODC-PE.

Locate the MSI trace file.
Locate the 2 Installation logs (generally stored in the % TEMP% folder).

The names of the logs include the version number.
Example:
For ODC-PE V7 R1.47.93, the 2 installation log files are:

* Unify OpenScape Client_70.1.47.0093_MSI.txt
+ Unify OpenScape Client_70.1.47.0093_Setup.txt
Locate the ODC-PE Configuration files.

Analyse the network traffic on the PC where ODC is installed. You can
use Wireshark or any other network traffic analyzer.

This trace is needed in case of issues with payload/calls.

Take a note of the TIME when the error occurred (format hour: minutes).
Take a note of the LOGIN and PROFILE used when the error occurred.
A potential error cause is high use of PC processor. Therefore, make sure
to take a note of the following:

*  Windows version used: e.g. Windows 10/11 (SP, last KB installed)

* The amount (%) of CPU used when the issue occurred.

* The amount of RAM memory used when the issue occurred.

* The amount of FREE RAM memory during ODC usage.

Describe how to reproduce the error in a step-by-step approach.

Example:

PartyA Nr8900 calls PartyB_Nr8901 at 15:23hrs.
PartyB_Nr8901 hears the ring at 15:23hrs.
PartyB_Nr8901 accepts the ring at 15:24hrs.

.. etc

Error: after X minutes/seconds the call is dropped at 15:26hrs.

Include screen shots or videos of the error if it is difficult to explain the
details.

It is recommended to collect screen shots or videos at full screen to better
present the steps, error and the time stamp of error.

Once all traces are collected, deactivate the traces.
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Traces required
Using ODC with HFA Provider (or HFA Stackless)

3.2 Using ODC with HFA Provider (or HFA Stackless)

If ODC is configured as HFA Provider, the following traces are required:

1)

2)
3)
4)

5)
6)

7)
8)
9)

10)

11)

12)

Open OptiClient GUI or OpenScape Desktop Client GUI.

NOTICE: It is important to start all traces/logs (see 2.4)
BEFORE starting to use ODC-PE.

Locate the SCI trace file.
Locate the SoftOla trace file.
Locate the 2 Installation logs (generally stored in the % TEMP% folder).

The names of the logs include the version number.
Example:
For ODC-PE V7 R1.47.83, the 2 installation log files are:

* Unify OpenScape Client_70.1.47.0083_MSI.txt

+ Unify OpenScape Client_70.1.47.0083_Setup.txt

Locate the ODC-PE Configuration files.

Analyse the network traffic on the PC where ODC is installed. You can
use Wireshark or any other network traffic analyzer.

This trace is needed in case of issues with payload/calls.

Take a note of the TIME when the error occurred (format hour: minutes).
Take a note of the LOGIN and PROFILE used when the error occurred.
A potential error cause is high use of PC processor. Therefore, make sure
to take a note of the following:

*  Windows version used: e.g. Windows 10/11 (SP, last KB installed)
» The amount (%) of CPU used when the issue occurred.

* The amount of RAM memory used when the issue occurred.

* The amount of FREE RAM memory during ODC usage.

Describe how to reproduce the error in a step-by-step approach.

Example:

PartyA_Nr8900 calls PartyB_Nr8901 at 15:23hrs.
PartyB_Nr8901 hears the ring at 15:23hrs.
PartyB_Nr8901 accepts the ring at 15:24hrs.

.. etc

Error: after X minutes/seconds the call is dropped at 15:26hrs.
Include screen shots or videos of the error if it is difficult to explain the
details.

It is recommended to collect screen shots or videos at full screen to better
present the steps, error and the time stamp of error.
Once all traces are collected, deactivate the traces.

3.3 Using ODC-WE (only for legacy)

If ODC-WE is used, the following traces are needed:

A31003-G2570-M100-02-76A9, 09/2024
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Traces required

» The traces described in Using ODC with SIP Provider on page 6 and
Using ODC with HFA Provider (or HFA Stackless) on page 7, depending
on the provider type.

+  WebClient local traces (see 2.4).

* WebClient server traces.

For more information about WebClient local and traces WebClient server
traces, see:

http://gvs-ftp.cycos.com/tiki-index.php?page=gvs_tiki_know_Webclient core

For more detailed WebClient traces, including DEBUG and TRACE messages,
the value of the LOG_INIT_LEVEL4J and LOG_INIT_LEVEL variables need to
be set to 5 in the global.cfg file:

/opt/siemens/HiPathCA/config/common/global.cfg
# Log size depending on 8k scenario

<?x if(<?x SIS HP8K 2> == "1") ?>

<?x setvar (LOG INIT LEVEL4J = "5" ) 72>

<?x setvar (LOG INIT LEVEL = "5" ) 72>

<?x setvar (LOG_INIT MAXDAYS = "3" ) 72>

<?x setvar (LOG INIT MAXFILESPERDAY = "15" ) 72>
<?x else ?><?x setvar (LOG INIT LEVEL4J = "5" ) 2>
<?x setvar (LOG INIT LEVEL = "5" ) 72>

<?x setvar (LOG INIT MAXDAYS = "5" ) 72>

<?x setvar (LOG_ INIT MAXFILESPERDAY = "30" ) 2>

<?x endif ?>

To apply these changes, you need to restart the WebClient components
(WebClient_FE & WebClient_BE).

WebClient traces that show the most important information are marked as P[sS]
[mM]*.

The most important files to be reviewed within development are located in the
following path /var/siemens/common/log/webclient/<date>/P[sS]
[mM] *:

* PsmApplicationService-*.Ilog
 PSMservice-*.1o0g

In /opt/siemens/HiPathCA/config/services/default/PSMService/PSM.cfg you
might also want to activate CSTA tracing by activating, if there are call flow
errors.

In case of call flow errors, you can also activate CSTA tracing using the
following path /opt/siemens/HiPathCA/config/services/default/
PSMService/PSM.cfg

Example:
CSTA. traceSubDir = csta

NOTICE:

It is recommended to attach the entire WebClient log folder.

A31003-G2570-M100-02-76A9, 09/2024
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Traces required
Activating Client Traces via Diagnosis Tool

Client-side traces

For issues related to non-responsive WebClient, additional browser side
traces need to be provided. For this, set: t race=on inthe "< Nanme or
Nunmber >" input file of WebClient Ul.

Once the trace parameter is set to on, a pop-up window with the trace log is
displayed. When an issue occurs, copy the content of the trace log and paste
it into a text file. After capturing the trace log, close the pop-up window and set
:trace=of f inthe "< Nanme or Nunber >" input file of WebClient Ul.

3.4 Activating Client Traces via Diagnosis Tool
You can use the OpenScapeClientDiagnosis.exe tool to activate or deactivate
specific traces from Clients (e.g. ODC-PE or ODC-WE), such as:

+ OC traces
» MSI traces
+ SCl traces
+ SoftOla traces

You can securely collect all Client traces and additional system details via a
button displayed in the tool.

The Diagnosis tool is installed within the same base folder as the ODC-PE /
WE, inside Tools subfolder.

3.4.1 Starting Diagnosis Tool

The Diagnosis tool is located in the following path:

C:\Program Files (x86)\Unify\OpenScape Desktop Client
\Tools:

To start the Diagnosis tool, run the OpenScapeClientDiagnosis.exe file.

od s = Application Tools Tools - D “
m Home Share View Manage « @
€ (=) -~ 1 o 86 e ne Desktop vl arch Tools 2
{ Favorites - Ll v g mad e
B Desktop * config
8 Downlosds %, lenicZip.dll
=4 Recent places % logdnet.dil
&/ OpenScapeClientDiagnosis 558 KB &/6/2015 T:53 PM
4 Libraries P OpenScapeClientDisgnosi ="
s Documents @ PCSettingsTeol G
o Music ] Settings Folders Tool
= Pictures
[ 6.t
T items 1 itern selected 338 KB =| =

Figure 1: Starting the Diagnosis tool

NOTICE: If your operating system is Windows 32bit, the
Diagnosis tool will be located in the following path:

A31003-G2570-M100-02-76A9, 09/2024
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Traces required

C:\Program Files\Unify\OpenScape Desktop Client
\Tools

3.4.2 Configuring Traces

By default, the Traces are stopped on the Diagnosis tool.

L+ OpenScape Client Diagnosis =1 n

Files Trace OpenScape Desidop Client Systen  Help

[hagross Data | Advancad

Foot path of logfies

Change Folder
[ Trace is Of ] Collect Diagnosis Dala Delete Log Data
Collect Memory Dump Delete Memory Dump

Figure 2: Configuring traces

To start or stop collecting traces with the Diagnosis tool, click the Trace button:

* When the button displays Trace is Off, traces are stopped.
*  When the button displays Trace is On, traces are started.

You can configure the traces you want to collect, using the following steps:

1) Navigating to the Advanced tab.
2) Select the traces you want to collect in the Trace settings area.

© OpenScape Client Diagnosis - olEl ) OpenScape Client Diagnosis - cIEa

Fies Trace OpenScape Desktop Client | System | Help Fles Trace OpenScopeDesktopChient System  Help

Disgross Dets | Advanced

Roct s of s o9
weess\gvs_pe \apdtaocalter v Change Folder u
.o B> ¥ M1 Trace s ON Gt ICA Chanel
OLE Trace ¥ DLC Trace XML Cortent DLE Transtomn Trace Vebose
- 50l Trce I SshOLA Trace
| _":Frinfl_-l_-s_(?n____] Collect Diagnosis Data Delete Log Data = == 3 Pahallogfes
5 3] Ameurt ofiog fles (50000000 1 Maoms e size

Collect Memory Dump Delete Momory Dump g 2] Delets logHies sher 2 dayn

OpenScaps Deskion Clert - UC xtended loggng

Debug v] Lagleve ) Use cortent rdo. [] Show thresd ilo

Set def ke settings

Trace On/Off was successful Trace O/ was successtul

Figure 3: Configuring the traces
You can change the path where traces are stored, using the following steps:

1) Click Change Folder and select the path where you want to store traces.
2) Click Trace is On to start collecting traces.
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Traces required

3) Restart the tool for changes to take effect.

L+ OpenScape Client Diagnosis
Fies Trace OpenScape Desitop Chent  Systerm Help

Diagraws Dafs  Advercec

Ract parkr f logfiies

 ‘wer'gva_pe appdate’local bemp undy ..i:: Change Folder
Collect Dmgnoses Data Delete Log Data

o 5 Client Diagnosis Collect Memory Dump Deleie Momory Dump

i S —

Please nestart the apphication(s) 1o take an effect!

| ok

Trace On/Off was sucoessful

Figure 4: Changing the traces folder

3.4.3 Collecting Traces

When an error occurs, close the client and open the Diagnosis tool. Click
Collect Diagnosis Data to start collecting trace logs.

[ =] OpenScape Client Diagnoss - !-'—
Files  Trace Opesfcape Desimop Cieee  Systom  Help

Diagness Dais  fulvanced
Foot peth of lmglies

Chamg Foldor |

Trace is On [wmnm ] Dielete Log Data

Collect Mamary Dump Delate Mamaory Dump

Cmange Trace felder done
Figure 5: Collecting all client traces

A now window displays, asking you to select a location to store the traces. The
traces will be available in the selected path as a ZIP file.
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Traces required

[ =] nam of the Zip file with all collected trace data? B
= = % b = PEmages Uiees (B » Treces v &

Ouganize = Mew Folder
Y Decuments  *  Mame g Date modified Tyoe
o' Music
el Pirtures
B veseo:

o} Homegreup

. FE
s Windows B1C)
e Windowa 7 D)
ca PEI Image Wil

File paeme:
Saveastype T ("zig)

= blide Falders e

Figure 6: Configuring the traces

NOTICE: It might take a few minutes until all traces are
collected and the ZIP file is generated.

(] OpenScape Client Diagnosis -8
Fies Tmce OpenSeapeDesktop Client System  Hep

Diagnosts Dats | Advanced

Root psth of logfies
D-'trace Change Folder
Trace is On |Cnll.dulw-M| Delete Log Data
i
Collect Momory Dump Deulate Momory Dumg System Information
Rafroshing Srstom Information
Cerficta/Shamg

Figure 7: Diagnosis Tool generating the ZIP file with traces

After all traces are collected and the ZIP file is generated, a
message is displayed in the Diagnosis tool.

OpenScape Client Diagnosis “

o Succesful zipping of diagnosis data!

Please find data at : E\Traces\OpenScapeDiagnosisData.zip

Figure 8: Successful message for collecting and zipping
traces
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Traces required
Regedit file Settings

3.4.4 Disabling Traces

It is recommended to disable the traces from the Diagnosis tool, after you finish
collecting them.

To disable traces, click Trace is On and restart the Diagnosis tool for the
changes to take effect.

L= OpenScape Client Diagnosis - O
Files Trace OpenScape Desktop Chent  System  Help

Ciagricais Dats | Advanced

Roct path of koglies
Changa Folder
| Trace is On j Collect Diagnosis Data Delete Log Data
Collect Memary Dump Delete Memory Dump

OpenScape Client Diagnosis

| o Trace Ony/Off was successfull

Please restart the applicatsonis) fo take an effect!

oK

Tence On/OF was successiul

Figure 9: Disabling traces

3.5 Regedit file Settings

Generally, all OpenScape Desktop Client traces (OC, MSI, SCl and SoftOla)
must be activated or deactivates via the Diagnosis tool. For more information,
see Activating Client Traces via Diagnosis Tool on page 9.

There are specific cases when traces must to activated or deactivated manually,
via a regedit file.

Regedit files provide a secure and consistent way to configure trace settings.
Using regedit files, you can collect all necessary traces and speed up the
(de)activation of traces.

Examples of using regedit files:

Traces for SIP Provider
64 bits

[HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Siemens\OpenScape
\Trace]

"WriteToFile"=dword:00000001

"MSITrace"=dword:00000001

"PathFile"="c:\\traces\\"
"MSItraceFile"="c:\\traces\\msi.trc"

32 bits

[HKEY LOCAL MACHINE\SOFTWARE\Siemens\OpenScape\Trace]

A31003-G2570-M100-02-76A9, 09/2024
OpenScape Personal Edition, Trace Guide, Administrator Guide 13



Traces required
Quick Review and Planning

"WriteToFile"=dword:00000001
"MSITrace"=dword:00000001
"PathFile"="c:\\traces\\"
"MSItraceFile"="c:\\traces\\msi.trc"

Traces for HFA Stackless Provider
64 bits

[HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Siemens\OpenScape
\Trace]

"WriteToFile"=dword:00000001

"PathFile"="c:\\traces\\"

[HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\Siemens\SoftOLA
\Trace]

"WriteToFile"=dword:00000001

"PathFile"="c:\\traces\\"

"SciTrace"=dword:00000001
"SciPathFile"="c:\\traces\\sci.trc"

32 bits

[HKEY LOCAL MACHINE\SOFTWARE\Siemens\OpenScape\Trace]
"WriteToFile"=dword:00000001
"PathFile"="c:\\traces\\"

[HKEY LOCAL MACHINE\SOFTWARE\Siemens\SoftOla\Trace]
"SciTrace"=dword:00000001
"WriteToFile"=dword:00000001
"PathFile"="c:\\traces\\"
"SciPathFile"="c:\\traces\\sci.trc"

3.6 Quick Review and Planning

14

When reviewing traces, the technicians and support teams analyze the
following:

* The client used by the customer (ODC-PE version)
* The Provider type used (SIP or HFA Stackless)
* In crash or freeze scenarios, the DUMP 32 bit trace must be provided.

You can use one of the following tools to collect DUMP 32 bit logs:

— Windows TaskManager 32 bit
— ADPlus
— Windbg, when it is not possible to use TaskManager 32 bit or ADPlus

E.g. if the software does not crash but it freezes or when it crashes during
the start of the client.

* Forissues related to communication or networking, you must also provide
WireShark traces.

* The detailed description of the issue, with a step by step approach and
the timestamp of the error.

This allows GVS or Development teams to reproduce the error in the lab.
* Print screens and/or Video (in FULLSCREEN) to provide a better overview
of the issue.
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Traces required
Summary of traces

After analysing information provided, further details or traces might be
requested by the support teams.

3.7 Summary of traces

For new Customer Tickets (PRB), the following traces must be provided:

Traces Names / types ODC-PE ODC-PE ODC-PE
HFA SIP HFA H323 *
Stackless

GUI / Pearl Trace Yes Yes Yes

(OC....trc)

Softola Trace Yes Yes

SCl trace Yes Yes

MSI trace Yes

DUMP 32 bit ( if crash/ Yes Yes Yes

freeze )

Audio Device (WAV log) D D D

MS PerfMon log D D D

Installation log Yes Yes Yes

Configuration files Yes Yes Yes

Wireshark Trace Yes Yes Yes

TSP Trace D D

MS5T trace D

RV Trace D D

Yes: mandatory to be attached
D: only requested on specific development requests
*: HFA H323 it is NOT supported anymore.

3.8 Trace description

This chapter describes how to activate different traces and trace levels for
OpenScape Desktop Client. You can create or activate the following traces,
depending on the errors found:

+ optiClient GUI or OpenScape Desktop Client GUI trace contains:
The trace of the user interface / GUI / Pearl.

The trace of the SIP Engine.
» Softola trace contains:

The trace of the communication between OpenScape Desktop Client and the
communication system, the configuration and control of the SCI.
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Activating Traces/DUMPs

+ SCI trace contains:
The trace of the negotiation of the codecs.

The control of the media stream between HiPath HFAand the soundcard.
« MSI trace contains:

The trace of the negotiation of the codecs

The control of the media stream between HiPath SIP and the soundcard.
« RAD vision trace contains:

The trace of the H323connection.
* MS5T trace contains:

Traces of the M5T component (responsible for the SIP engine, at a lower
level).

« TSP trace contains:

Traces from communication features call control between SoftOLA and the
PBX system.

« WebClient trace contains:

Local traces of the webclient.
* DLS traces contains:

Traces of the communication between ODC and DLS.
+ DUMP 32 bit contains:
DUMP traces in 32 bit format, collected during the ODC crash.
This type of trace can be collected via on of the following tools: Windows
TaskManager (32 bit variation), WinDbg, ADPlus.
* Advanced Audio logs
* Audio Device log (Mic wave)
* MS Performance Monitor
* PSR tool
* Wireshark traces
Specific log for problems related to networking, lost of packages, VPN,

server issues (Citrix, etc). Traces should be collected via Wiresbhark or a
similar tool.

3.9 Activating Traces/DUMPs

3.9.1 Activating OC/GUI - Trace

To activate the OC/GUI-Trace, you must create the following Registry — Key:
* For a 32-bit system:
[HKEY LOCAL MACHINE\SOFTWARE\Siemens\OpenScape\Trace]

» For a 64-bit system:
[HKEY LOCAL MACHINE\SOFTWARE\Wow6432node\Siemens\OpenScape\Trace]
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Advanced options
*  Write trace to file

Create the following registry value in the Trace key:

"WriteToFile"
DWORD 1 = On, 0 = Off
» Pathfile

Create the following registry value in the Trace key:
"PathFile"
STRING example: “C:\TEMP\”

When you start a trace, a new file is created in the C:\TEMP folder. If you
write a full path with a file name (e.g. “ C:\TEMP\Tracefile.trc), all traces will
be appended in the given file.

— PS1: If the value PathFile is missing, trace files will be created under
“Own Files” every time a trace is started, with a new file name.

— PS2: The path used must exist on the system.
* Free space

Create the following registry value in the Trace key:
"FreeDriveSpacePerCent"
DWORD 0-99

Tracing is stopped if the there is no free space on the drive.
+ Last date

Create the following registry value in the Trace key:
"LastTraceDateTime"
STRING “200112201350”

Tracing is stopped at 20.12.2001 13:50.
» Max File Size

Create the following registry value in the Trace key:
"MaxFileSize"
DWORD x Bytes

Tracing is stopped if the trace file has reached the given size (x Bytes).
* Files

Create the following registry value in the Trace key:

"Files"
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DWORD 0-99

The tracing uses a circular buffer. This registry value is in correlation with
MaxFileSize. If the value defined for the number of files is greater than 0,
“~xx” will be added to the name of the trace files.

If a trace file reaches the size defined by MaxFileSize, a new file is created
(with the next number) until the number defined by “Files” is reached. Then,
the tracing will be written in the first file “~01".

If the PathFile value is similar to C. \ TEMP\ , then every trace that starts will
create a new packet of files.

Delete older trace files, when using the Files key
Create the following registry value in the Trace key:
"DeleteXDaysOldFiles"

DWORD xx Days

If you use the registry values Files and PathFile with a path similar to C.
\ TEMP\ , then every trace that starts will create a new packet of files.

To delete the older file packages on trace start, you can use this registry
value. For this, enter the desired value:

e.g. To delete all file packages older than one week (7 days), use value 7.

3.9.2 Activating Softola — Trace

To activate the Softola-Trace, you must create the following Registry — Key:

For a 32-bit system:

[HKEY LOCAL MACHINE\SOFTWARE\Siemens\SoftOla\Trace]

For a 64-bit system:

[HKEY LOCAL MACHINE\SOFTWARE\Wow6432node\Siemens\SoftOla\Trace]

Advanced options

18

Tracelevel
Create the following registry value in the Trace key:

"TraceLevel"
DWORD 9

Write trace to file

Create the following registry value in the Trace key:

"WriteToFile"
DWORD 1 = On, 0 = Off
Pathfile

Create the following registry value in the Trace key:

"PathFile"
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STRING example: “C:\TEMP\”

When you start a trace, a new file is created in the C:\TEMP folder. If you
write a full path with a file name (e.g. “ C:\TEMP\Tracefile.trc), all traces will
be appended in the given file.

— PS81: If the value PathFile is missing, trace files will be created under
“Own Files” every time a trace is started, with a new file name.

— PS2: The path used must exist on the system.
* Free space

Create the following registry value in the Trace key:
"FreeDriveSpacePerCent"
DWORD 0-99

Tracing is stopped if the there is no free space on the drive.
* Last date

Create the following registry value in the Trace key:
"LastTraceDateTime"
STRING “200112201350”

Tracing is stopped at 20.12.2001 13:50.
* Max File Size

Create the following registry value in the Trace key:
"MaxFileSize"
DWORD x Bytes

Tracing is stopped if the trace file has reached the given size (x Bytes).
* Files

Create the following registry value in the Trace key:
"Files"
DWORD 0-99

The tracing uses a circular buffer. This registry value is in correlation with
MaxFileSize. If the value defined for the number of files is greater than 0,
“~xx” will be added to the name of the trace files.

If a trace file reaches the size defined by MaxFileSize, a new file is created
(with the next number) until the number defined by “Files” is reached. Then,
the tracing will be written in the first file “~01".

If the PathFile value is similar to C: \ TEMP\ , then every trace that starts will
create a new packet of files.

» Delete older trace files, when using the Files key

Create the following registry value in the Trace key:

"DeleteXDaysOldFiles"
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DWORD xx Days

If you use the registry values Files and PathFile with a path similar to C.
\ TEMP\ , then every trace that starts will create a new packet of files.

To delete the older file packages on trace start, you can use this registry
value. For this, enter the desired value:

e.g. To delete all file packages older than one week (7 days), use value 7.

3.9.3 Activating SCI — Trace

To activate the SCI-Trace, you must set/create the following Registry — Value:

* For a 32-bit system:

[HKEY LOCAL MACHINE\SOFTWARE\Siemens\SoftOla\Trace]

* For a 64-bit system:

[HKEY LOCAL MACHINE\SOFTWARE\Wow6432node\Siemens\SoftOla\Trace]

This will create a trace file in the temp folder with the name
sciyyyymmddhhmmss.trace.log, where yyyymmddhhmmss is the date an
time when the tracing starts.

The location of the temp folder depends on the setup of the TEMP environment
variable. Typically, the temp folder is located at: % enp%

The tracing stops automatically when the drive space is less than 5%.

When the trace file is created and there are more than 10 old tracefiles in the
temp folder, the oldestfile will be deleted.

3.9.4 Activating MSI — Trace

To activate the MSI-Trace, you must set/create the following Registry — Value:

» For a 32-bit system:

[HKEY LOCAL MACHINE\SOFTWARE\Siemens\OpenScape\Trace]

* For a 64-bit system:

[HKEY LOCAL MACHINE\SOFTWARE\Wow6432node\Siemens\OpenScape\Trace]

This will create a trace file in the temp folder with the name
MSITraceyyyymmddhhmmss.txt, where yyyymmddhhmmss is the date an
time when the tracing starts.

The location of the temp folder depends on the setup of the TEMP environment
variable. Typically, the temp folder is located at: % enp%

It is possible to configure the path and file name of the trace file via the following
registry key:
“MSITraceFile” STRING

* For a 32-bit system:

[HKEY LOCAL MACHINE\SOFTWARE\Siemens\OpenScape\Trace]

* For a 64-bit system:

[HKEY LOCAL MACHINE\SOFTWARE\Wow6432node\Siemens\OpenScape\Trace]

20

This parameter must contain a valid path and file name, similarto C: \ t enp
\ i . txt.
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If the path and file name are configured, the date and time will be added to the
file name: e.g. C: \temp\msiyyyymmddhhmmss.txt.

When the trace file is created and there are more than 10 old tracefiles in the
temp folder, the oldestfile will be deleted.
3.9.5 OpenScape Desktop Client - Installation log files

During the installation of the client, the following log files are created in the
following % enp%folder:

Siemens OpenScape Desktop Client ”“versionnumber” MSI.txt
Siemens OpenScape Desktop Client ”versionnumber” Setup.txt

3.9.6 OpenScape Desktop Client - Installation log files

The client configuration files are stored in XML format.

NOTICE: Allfiles in the configuration files must be archived and
attached to the corresponding ticket.

The default folder with the OpenScape Desktop Client configuration is located in
the following path:

Y%appdat a% Uni f y\ OpenScape (or Yappdat a% Si enens\ OpenScape for
older versions).

If the path has changed, you can use the
Unify.OptiClient.SettingsFoldersTool.exe tool to identify the new location.
This tool available under:

* For a 32-bit system:
$programfiles$\Unify\OpenScape Desktop Client\Client

» For a 64-bit system:
$programfiles (x86)%\Unify\OpenScape Desktop Client\Client

If the path did not change, the fields displayed in the tool are empty.

Settings-Folders-Tool

rr Change default config folder

]
Config folder: | _|
—]
]

[~ Change default data folder

Data folder: |

| Change default script folder

Script folder: |

OK Cancel |

Figure 10: Viewing the configuration path
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3.9.7 TSP Trace

In case of TSP Trace, you need to first determine the TSP version running on
your computer.

Use the following command to determine to identify the TSP version:
C:\WINDOWS\system32>wmic product

where'"Name like '%Unify TSP%'" get Name, Version,
IdentifyingNumber

Example results:

IdentifyingNumber: {C3C1BF22-F499-4DB3-874B-EB792EE63C9E}
Name: Unify TSP x64

Version: 1.0.0

To collect TSP traces, follow the steps below:

1) Download or install the Microsoft tools used for collecting traces (Dbgview or
Windbg).

2) Activate the traces via regedit (based on the PBX used, regardless of the
0S).

3) Collect the traces after the tests are performed

3.9.7.1 Activating the trace

22

To collect TSP traces (as 4.10.2), you need to activate the TSP trace first.

You must create the traces for OpenScape Business (OSBiz) and OpenScape
4000 (OS4K) separately:

* For OSBiz (or H3K, OSO, or any other PBX except for theHP4K family):

Set/create the Registry — Value:
DBGTrace"= dword:00000001

in the registry key:
[HKEY LOCAL MACHINE\SOFTWARE\Siemens\optiClientTSP Hicom
150\Trace]

If requested by GVS or Development teams, add the following registry value
DBGTr aceEnh" = dwor d: 00000001 in the same registry key.

+ For H4K:

Set/create the Registry — Value:
DBGTrace"=dword:00000001

in the registry key:
[HKEY LOCAL MACHINE\SOFTWARE\Siemens\optiClientTSP
HiPath 4000 V2\Trace]

If requested by GVS or Development teams, add the following registry value
DBGIr aceEnh" = dwor d: 00000001 in the same registry key.
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NOTICE: To activate the trace, you must restart the telephony
service (or, if it is not possible, restart the pc) .

NOTICE: Such activation must be done for all OS and all types
of PBX.

3.9.7.2 Collecting the trace

Regardless of OS and PBX, it is necessary to use a compatible tool (e.g.
Dbgview or Windbg) to collect the TSP trace activated before via regedit.

Windows XP

If the OS is Windows XP, you must first start the Dbgview tool to collect the
trace, before starting the Client. Once the test is completed, save the file.

Windows 7 and Higher

If the OS is Windows 7 or higher, the process you need to follow to collect the
trace is more complex. The svchost process which is the parent process of
telephony service should be attached to the Windbg tool. To do so, follow the
steps below:

1) Start WinDbg.

2) Attach the svchost process that has the telephony service under it.

3) In the command line of WinDbg, run the sxe * command, then the g
command.

4) Execute the test.

5) In WinDbg, break the running process.

6) Save the file from WinDbg.

7) Deattach the process from WinDbg.

For more information, please refer to Annex C.

3.9.7.3 Fixing TSP issues after install

Regardless of ODC-PE version installed, TSP issues might occur due to
wrongly deleted regedit keys during the optimization of the regedit tool and/or
the uninstall/setup of other programs.

PE HFA displays error messages in case of corrupted/incompleteTSP
installation.

Example:

* "TAPI Provider can not be found "
« “HiPath-Provider 5.1 is not connected .

Example: error 1

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion
\Telephony\Providers
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o Registry Editor - o x
File Edit View Favorites Help
SMi A || Name Type Data
Howe 5] Defaut) REGSZ value ot set)
StructuredQuery 92| NextProviderlD REG_DWORD  DwD0000006 (5)
Syncmor

i | NumProviders REGDWORD  Dx00000005 (3)
SystemProtectedUserData
v | | Telephony
Country/region List
Locations
Providers
TAPIZ o N

Terminal Manager Al = | Proviserfilenameo [ unimdmtsp
ThemeManager ) 5 - L] ProviderfileName] [SECRTA kmddsp.tsp
Themes Wiadow L provicerfilename: IS hidphone.tsp

TeuchKeyboard

ProvideriDO REG_OWORD  Dx00000001 (1)
ProvideriD1 REG_DWORD  DxD0000002 (2}
ProviderlD2 REG_DWORD  OwD0000003 (3}
ProvideriD3 REG_DWORD  OxDD0000D4 (4)
ProvideriD4 REG_DWORD  0x0000005 (5}

TerinUl
UFH 9
ComputeA HKEY_LOCAL MACHINE\SOFTWARE\ Microsoft\Windows\CurrentVersion\ Telep d

Figure 11: Example of problematic regedit (missing the main 3 provider’s
details)

Example: error 2

Several issues can be identified via the Phone & Modem Windows module.

If the ODC-PE providers are missing, then the setup is not correct.

& Phone snd Modem >

Diairsg Fules  Modems  Advanced

i ‘ The following telaphony providers are insialled on this compuber

Eroviders:

Microsoft HID Phore TSP
TAPT Karmal-Mode Senacs Provider
Urimodem 5 Senace Provider

As you could See, its missing hete the 2
aimiphe of DHTOM) that ane

Figure 12: Example of problem confirmation via “Phone and Modem”
module.

If the provider does not exist or it is empty, then you can only fix this issue
manually via regedit.

First, you must check if the issues are similar to the previous ones. To check
this, see above errors with Customer’s regedit keys (if it exists) and if it has
contents.

If the problem is the same as a previous one, follow the steps below
(administrator privileges are mandatory):

1) Close ODC-PE.

2) Stop the Telephony service.

3) The registry key is created:

"HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Telephony\Providers"

24

A31003-G2570-M100-02-76A9, 09/2024
OpenScape Personal Edition, Trace Guide, Administrator Guide



4) The contents of the registry key:
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"HKEY LOCAL MACHINE\SOFTWARE\ Wow6432Node \Microsoft\Windows\CurrentVersion

\Telephony\Providers"

are copied to the registry key:

"HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Telephony\Providers"

Example of a normal/clean Wow6432Node regedit:

@ Registry Editor

File Edit View Favortes Help
Stare ~ Mame
StructuredQuery ab) {Default)
SAICIaNEL 4] NextProvideriD
SysPrepTapi

| MumProviders

L Telephomy B s "
Locations :h ::wﬂuﬁhﬂmu?
Providers g Erovid=aetine
TAPIZ ] ProviderfileName2

Terminal Manager | Provider DD

Thermes 8] ProviderD1
TouchKeyboard 5| ProviderD2
Twinlll

Uninstall

URL

UserPictureChange

UserState

WebCheck &

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_5Z
REG_SZ
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD

Diata

{value not set)
Co00000004 (4)
00000003 (3)
unimdm.tsp
krnddsp.tep
hidphone.tsp
CwD000000T (1)
Co000002 (2)
0000003 (3)

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Wowtd3ZNode\Microsoft\ Wind ows\CurrentVersion'\ Telephony Providers

Figure 13: Example of normal/Clean Wow6432Node regedit (for be used

to edit the 64-bit key) .
5) Start the Telephony service.

6) The "TSPx64" installation is repaired. If the repair does not add the ODC's

TSP providers, the TSP must be uninstalled and then installed again.
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7) Start ODC-PE.

Example after the issues with regedit are fixed:

& Registry Editor - a o
File [Edit Yiew Favorites Help
Sl # || Name Type Data
Shoee ) (Default) REG_SZ {value not set)
StructuredQuery 4] NextProviderlD REGDWORD  (hO0000006 (6)
z::;::;api | NumProviders REG_DWORD  (xDO00ODOS (3)
SystemProtectedUserData E.] ProviderFileMNamed REG_SZ unimdm.tsp
5 Telephany Eod ProviderFileMamel REG_SZ kmddsp.tsp
Country/region List = ProviderFileName? [ Sclrd hidphene tsp
Lecations 25| ProviderFileMame3 REG_SZ oCHNZ1sp
Providers ) ProviderfFileMamed  REG_SZ ol_150tsp
TAPI3 8| ProviderIDO REG_DWORD (00000001 (1)
Terminal Manager 7] ProviderD REG_DWORD  (xDOOODO0Z (2)
Themehanager W% ProviderlD2 REG_DWORD 00000003 (3)
Themes 2| ProviderlD3 REG_DWORD Cx:00000004 (4)
TouchKeyboard %) ProviderlD4 REG_DWORD OxDO00000S (5)
Tl
UFH o
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Micresoft\ Windows\CurrentVersion\ Telephony' Providers

Figure 14: Example of a fixed 64-bit regedit key

Example after the issues with Windows Phone and Modem module are
fixed:

&3 Phone and Modem x
Digling Fules  Modems  Advanced
4 The following telephany providers are instaled on this computer:

Providers:
'MuwmmnﬁuwT%

TAPI Kamel Mods Sen'h::u Pruwder
Unimodem 5 Service Provider

Add @ﬂemove E;Fgc:ﬁgure
Cancel | | ool

Figure 15: Example of a “Phone & Modem” module fixed

3.9.7.4 Activating M5T Trace

To activate the M5T-Trace, you must set/create the following Registry — Value
“m5tdebugtrace"=dword:00000001

* For a 32-bit system:
[HKEY LOCAL MACHINE\SOFTWARE\Siemens\Sipengine]

* For a 64-bit system:
[HKEY LOCAL MACHINE\SOFTWARE\Wow6432node\Siemens\Sipengine]

A31003-G2570-M100-02-76A9, 09/2024
26 OpenScape Personal Edition, Trace Guide, Administrator Guide



Traces required

Additional details:

The Sipengine key will not be automatically created. It must be manually
created by the user or admin:

1) With the “Siemens” key selected, right-click and select “New => Key ".
2) Rename it to “SipEngine”.
3) Inside it, create the DWORD*“m5tdebugtrace™ with the value 00000001.

Hints

If the system becomes very slow (that prevents or makes it difficult to perform
the tests), collect the logs using the following method:

IMPORTANT: This method is only recommended if the system/
PC becomes slow.

By default, once the key with value = 00000001 is created, the information will
be logged in the Gui-Trace. However, it is possible to configure the path and file
name of the trace file:

To set the path and file name, use the registry key stacktracepath (key type:
REG_SZ or String).

Example:
stacktracepath=c:\traces\M5Ttrace.txt

» For a 32-bit system:
[HKEY LOCAL MACHINE\SOFTWARE\Siemens\Sipengine]
* For a 64-bit system:
[HKEY LOCAL MACHINE\SOFTWARE\Wow6432node\Siemens\Sipengine]

The parameter must be a valid path and file name, as for example: c: \ t races
\ MbTt race. t xt

NOTICE:

The file (mentioned via stacktracepath) will be overwriting
every time ODC starts.

NOTICE:

When the stacktracepath registry key is created, the M5T logs
will be stored in the following two locations: the GUI-Trace and
the file specified by the stacktracepath key.

Therefore, for systems that become very slow, set a valid path to the
stacktracepath key and the value 0x0 for the m5tdebugtrace key.

With such configuration, the M5T information will be stored only in the file
specified by stacktracepath (and not in the GUI-Trace, making the system be
less slow).

Disabling the M5T-Trace

To disable the trace, you must set the following Registry - Value:
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“m5tdebugtrace"=dword: 00000000

NOTICE: Setting this key to 0 will stop logging M5T within the
OC/GUl log.

NOTICE: If stacktracepath configured, the log with still be
collected (even with m5tdebugtrace = 0).

To completely disable M5T logs:

» Set the value of m5tdebugtrace to 0 (or deleted)
» The stacktracepath key should be deleted.

WARNING: Activating the M5T trace will slow down the system. Only
activate this trace if the GVS or development team requests it.

Additionally, disable the M5T trace as soon as the requested traces are
collected.

3.9.8 Activating WebClient Traces

These traces will collect only information related to the interface.

To collect WebClient traces, run the following command in WE
:trace=on

The execution of this command will open a new window, where the interface
information is logged.

After the test execution, copy this content of the new window, paste it into a text
editor and save it.

Finally, run the following command to stop the traces:
:trace=off

NOTICE: The field is part of the main GUI. More precisely, the
field is located where the user enters a phone number or a name
to perform a search or DIAL.

3.9.9 Activating DLS Traces

28

It is recommended to activate these traces only in case of issues with the
connection between ODC and DLS or if requested by the GVS or Development
team.

To activate DLS traces, create the following keys:

DlcTraceVerbose=dword:00000001
DLCTransformTraceVerbose=dword: 00000001
DLCTraceXMLContent=dword: 00000001

Use the following registry keys:
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* For a 32-bit system:
[HKEY LOCAL MACHINE\SOFTWARE\Siemens\OpenScape]

» For a 64-bit system:
[HKEY LOCAL MACHINE\SOFTWARE\Wow6432node\Siemens\OpenScape]

3.9.10 Activating RV-Trace

The client includes the Radvision DLLs with the following compile option:
'NOLOGSUPPORT'= true. Therefore, by default it is not possible to activate the
RV-Trace.

Follow the steps below to activate and collect the RV trace:

1) Change the original DLLs from the Client, with the corresponding DLLs
with LOG support.

For DLLs log, navigate to the following path: \Misc\Trace\RV

2) Copy the INI file, located in the following path \Misc\Trace\RV
\rvtele.ini and paste it into the Windows directory (C: \WINDOWS)

3) Restart the Client.

4) A new trace file is created in the temp folder with the following file name:
namervtsp1.log.

NOTICE: The location of the temp folder depends on the
setup of the TEMP environment variable. Typically, the temp
folder is located at: % enp%

3.9.11 Advanced Audio Logs

If you experience audio issues, you must collect and provide Audio logs.

Audio Logs

To collect basic audio traces, you must activate the AudioTrace registry key.
Currently, there is no support for tracing USB.

To activate audio traces, follow the steps below:

» SIP Provider
64 bit: HKIM\ Software\WOW6432Node\Siemens\OpenScape
32 bit: HKLM\ Software\Siemens\OpenScape
Create a new DWORD (32) with “AudioTrace” set to 1.

The WAVE Traces files will be either stored in the same folder as the GUI
trace or in the % TEMP% folder.
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« HFA Provider

Regedit: HKCU\Software\Siemens\SoftOla\Trace

NOTICE:
The same folder is used for HFA, as for SIP.

Create a new DWORD (32) with “AudioTrace” set to 1.

The WAVE Traces files will be either stored in the same folder as the GUI
trace or in the % TEMP% folder.

# Regietny Edtor ol
Eile Edit View Favorites Help
! JavaSoft * || Name Type Data

ManagedPC ab| (Default) REG_SZ {value not set)

x:g}:’;;;’:;‘:uim securiy a8 pathFile REG_SZ CATRACES\Unify\odcl

Microsoft ab|SciPathFile REG_SZ CATRACES\Unify\odc\SCITrace bt

Mogills #|Seilrace REG_DWORD 000000001 (1)

Netscape We| TomsecTrace  REG_DWORD  0w00000000 (0)

opsc 4| Tracelevel REG_DWORD  0x00000009 (9}

Policies #i|WriteToFile  REG_DWORD  0»00000001 (1)

Realtek WENESIEEY  REG.DWORD  0»00000001 (1)

Redemption

RegisteredApplications

Remedy E

Senior Sistemas

a Siemens
OpenScape
a- ) SoftOla
! , Trace
, UCSolutions - || 1l +

Computer\HKEY_CURRENT_USER\Software\Siemens\SoftOla\Trace

Figure 16: AudioTrace key

The WAVE files will monitor and trace all within area marked with green. The
trace does not include Windows components, such as Windows Audio API
or USB.

r ™

SW Mixer

Codec

Socket AP Windows fudio AP
Wireshark UsBe

\_ r\ﬂu Traces J}

Figure 17: Starting WinDbg

NOTICE: The audio traces only provide information about audio
issues. Client traces are still needed for analysis.
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3.9.12 PSR Tool

PSR (Problem Steps Recorder) is a free Windows tool that allows for analyzing
complex or sporadic scenarios.

The PSR tool is part of the Windows operating system 7, 8.1 and 10.
Follow the instructions below to record and save steps on your computer:
1) To open Steps Recorder, click the Windows Start button, then select:
Windows Accessories > Steps Recorder (in Windows 10),
or

Accessories > Problem Steps Recorder (in Windows 7 or Windows 8.1).
2) Click Start Record.
3) Reproduce the problem that you are trying to diagnose.

You can pause and resume the recording at any time.

4) Optionally, during recording, you can click Add Comment, then use your
mouse to select the part of the screen that you want to comment on. Type
your comment and then click OK.

5) Finally, click Stop Record.

6) Review the recording, then click Save, choose a name for the ZIP file and
the location where you want to save it. Click Save.

Attach the ZIP file and send it to the support team that troubleshoots the
problem on your PC. The recording can be displayed in any browser .

n.| Problem Steps Recorder [ = | ‘-Zhl

‘ Start Record 6 i : @ -

Follow the instructions below to adjust the settings of the PSR tool:

1) Open Steps Recorder and click the down arrow next to the Help button.
Select Settings.
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2) You can change the following settings:

» Output location: adjust this setting if you do not want to be prompted for
a location and file name every time you save a file. F

or this, select Browse to set a default location and file name.

* Enable screen capture: select No if you do not want to capture screen
shots (for example, if your screen displays personal information that you
do not want to share.

The app will still record a text description of your steps.

* Number of recent screen captures to store: the default number is 25
screen shots.

Increase this number if you want to record more screen shots.

i_. Problem Steps Recorder = 5%
(@ Start Record 6 =i : @ .
Problem Steps Recorder Settings 5

Qutput Location:

| Browse...

Screen Capture

Enable screen capture:

@ Yes Mo
Number of recent screen captures to store: 35
Help me with these settings oK Cancel

3.10 Memory DUMPs

3.10.1 Situations that require memory dumps

In case of crashes (e.g. "Unify.OpenScape.exe stopped working"), dump logs
should be collected with the error window or message still displayed. You can
close the error window or message once the dump logs are collected.

If the Ul is hanging (e.g. Ul stops or becomes unresponsive), the dump logs
should be collected while the problem is happening, since the application might
recover without any user action.

IMPORTANT: The DUMP file MUST be collect as 32 bit, not as
64 bit.

Examples of invalid and valid dump files:
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These details can be viewed once you open the dump file.

If the Unify.OpenScape.exe process memory consumption
increases a lot, dump files should be collected more than once.
The following steps should be performed in case of high memory
usage:

1) Collect a DUMP file just after the application is up and
running.

2) Collect additional DUMP files of 200MB-300MB each.

3) Send the files to GVS or Dev teams for further analyze.

Therefore, even if you are using Windows on 64 bits, you must use the 32-bit
Task Manager, because the OpenScape (ODC-PE) processes run on 32 bit
(except for the TSP module).

NOTICE:

If you can not successfully collect the DUMP in 32-bit format,
collect it via WinDBG as explained within chapter 5.3 or Annex
A.

The following chapters contain information on how to collect
dump logs using Windows Task Manager and WinDBG.

3.10.2 Collecting DUMPs via Windows Task Manager (32 bit)

The fastest way to collect DUMPs is via Windows Task Manager (32 bit).

WARNING: If you are using Windows on 64 bits, you must use the 32-
bit Task Manager located in the following path:

C:\Windows\SysWOW64\taskmgr.exe

If you are using Windows on 32 bits, then the default Task Manager will
be used.

A31003-G2570-M100-02-76A9, 09/2024
OpenScape Personal Edition, Trace Guide, Administrator Guide 33



Traces required

34

1) Open Windows Task Manager (32 bit).

NOTICE:

In case your operating system is Windows on 64 bits, you
need to open the Task Manager on 32 bits. To do so, press
simultaneously the CTRL+SHIFT+ESC keys.

Open an Explorer Window.
Navigate to the following path: C: \Windows\SysWOwW64.
Double click on the TaskMgr.exe file.

) :‘.Winduws\Svs"HOW&d_ Search SysWOWE4 ol
File Edit View Tofl elp
Organize = g i Burn MNew folder =~ O @&
-~

=
A Fovoribes =l hme Size Date modified Type &

Bl Desktop
& Downloads
= Recent Place

b| TapiSysprep.dll 9KB 13/07/2009 2216  Application extension
106 KB 13/07/2009 22:10  Application extension

11 KB 13/07/2009 22:14  Application
taskcomp.dil 298 KB f11/2010 01:24  Application extension
3 taskeng.exe 188 KB 21/11/2010 01:23  Application

! taskkill.exe 76 KB 13/07/2008 22:14  Application

4 Libraries

3 Documents

o Music 79KB 13/07/2009 22:14  Application
&5 Pictures 222KB  21/11/201001:23  Application [
B videos £l taskschd.dil File description: Windows Task Manager [71'0" SXtension
+ (D taskschd.mse Company: Microsoft Corporation oft Common Co... -
File version: 6.1.7601.17514
i | taskmgr.exe Date modified: 20/11/] pate created: 21/11/2010 01:23 001:23
| | Application Size: 222 KB Size: 222 KB

Figure 18: Running TaskMgr.exe
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2) Select the desired process to collect the DUMPs:

In Task Manager (32 bit), locate the desired process for which you want to
collect a Dump file.

For example, in case the ODC-PE Client freezes, navigate to the Processes
tab and right click on the corresponding process and select Create Dump
File.

“Unify.OpenScape.exe ‘32" [“Unify.OpenScape.exe” (‘Details” tab in newests Win10/11).

B Windows Task Manager E=NEOE ¥l Task Manager _ o %
File Options View Help File Options View
[ Aeptcatins | Processes | serves [ Performance [ Netnerking | users | Processes Performance App history Startup Users Details Services
image Hame PD  Uerheme  OU Name PID  Status  Use. CPU Memorylac.. *
TeamViewer exe *32 an ap0302 (] i . - -
e R Bt orrscaps sy B o auaee
THEMSRY. e 2w srsTEM © b Unify OpenScape ScreenShare gy orocess tree
Trlistenexe 2088 SYSTEM © b Unify Openscape Screenshate  prolo e o 3 [ 21680 K
‘ w s Unity OpenScape Screenshare (L . o 4076K
0. ik Unify Openscape Screenshore ¢l e o 6. 0 107K
Unify.OpenScape ScreenShar b o 4656K
= 5 h Uniy.OpenScape. © Analyze wait chain
B e e Unify Openscape Screenshore b 00 mosx
. End Process i Unify Openscape WebViewer. 9 b 00 10168k
- \ A UAC virtualization
S 4 Unify Openscape Web\iewer s 3 0 6212K
whon32.exe *32 L Uity OpenScape WebViewer s s b 00 eas76K
it exe pe Open file location
Jerkogon.exe Uiy OpeniScape Webviewers (L E ] 5984
WINKCRDBXE 32 b Unity Openscape Webiewers oo b o 6996 K
WmPrvSE.exe W unsecapp.exe Got jce(s) 00 6B4K
iy e g 0 2
WmPrvSE.exe *32 X o
WmPrvSE exe "2 videoUl.exe 15448 Suspend.. AG.. 00 oK
iy Wiwa_3rd_party._host 32.exe 9940 Running LJ 2K v
Go to Service(s) < 2
@ om SITEErE dprocess
Fewer details Endtask
Processes 107 CPU Usage 11% Physical Memory: 76%

Figure 19: Collecting a Dump file

Wait for the Dump file to be collected.

When ready, a message is displayed containing the Dump file location.

. — -
JB Windows Task Manager =B =
[ Fite Optiens  View Help

| Apphcations | Processes | Services | Performance | Networking | Users |

Image Mame PID Liser Hama P CPUTme Werking... =

13.532K

5. 7MHK

12.768 K

The file has been successhully crasted, THI4KE

t_W3Li 3768 K

e g oo OP U302 FppDoa Lo T 50K

A a emp

080 ||_iLinéy OpenScape. DMF | el

3008 K

3292K

6.568 K

- 5450 K

wifoun3Z.exe *32 5540 opl302 [13] 00:00:00 F.IEEE

wininit. exe 484 SYSTEM i) 00:00:00 3.504K

venlogon. exe 254 SYSTEM m 00:00:00 264K

WINWORD.ENE *32 6056 opl302 i) 00:03:43 87916 K

miPrvSE. exe 4328 SYSTEM ] 00:00:05 B.156K
WeiPrvSE.exe 4330 HETWO... 02 00:02:23 ID.260K |=

WWmiPrvSE. exe *32 1550 SYSTEM Lili] 00:00:00 £932K
WmiPrySE.exe "32 3508 SYSTEM o 000005 B.200K -

St e e curTEw an PR~ Eair
[#] shaw processes from al users End Process
Processes: 105 CPU Usage: 25% Physical Memony: 83%
| ¥

Figure 20: Dump file location

Navigate to the folder with the Dump file, copy and attach it to the
corresponding PRB ticket, along with the PE logs.
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=RR=!
€ (@ [ U= 0rosn Appoans LocarTemel) =] 49 | Search remp 5
File Edit View Tools| Help
Organize « _|9pe Share with Burn Mew folder == ] ﬁ
. FWU"‘C.’F -quI'lU.:ML MSSESSITIEnT .-lgen[ T I_'_:tf-_atl:J:_l I‘I_.-z:._: '-IE:I:T aer
B Desitop ~DFSCCOES35T00GB0GE, TP B ile
N Dowmlnack || ~DF62BFOBFEI46FB2CA TMP 1 KB ’
&l Recent Place ~DF7SECS02DSERT3ZET.TMP 0 KB
~DFCASCIOBIFAGI2263.T. . B
Al Libraries ~DFEOC] 02987883030, TMP 1KB 12
il Documents | ~DFET37FFEB433FDT45.TMP B s
@' Music etilgs_oMnOfHZWCKnBFwE B
B Pictures || ExchangePerilog_84E4fadlc... 1.097 KB
| B video: || EXSAPIDebuglogFile B ment
| Py —— = Ja\-aDcpIcyR:g.log i _-. KB : rent
i e - [L ] Unify.OpenScape.DMP 4498TAKB 12/1] TRE
Unify.OpenScape.DMP Date modified: 12/] Type: DMP File 12/12/2014 11:12
DMP File Size: 439 Size: 439 MB
Date modified: 12,/12/2014 11:13

Figure 21: Collected Dump file

E.g. C:\Users\op0302\AppData\Local\Temp
\Unify.OpenScape.DMP

3.10.3 Collecting DUMPs via WinDbg
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This chapter describes an overview of collecting Dump files using WinDbg.

NOTICE: If you are using WinDbg for the first time, navigate to
Annex A for more detailed instructions.

You can use WinDbg to collect DUMP 32bit files. This tool is especially useful
in scenarios where ODC-PE chases during the start-up or when it crashes and
kills its own process. Using WinDbg, you can activate and collect DUMPs via
the command line.

Collecting logs with WinDbg is more complicated than collecting then via Task
Manager. It is not installed by default on the Windows operating systems,
therefore, it must be first installed. After the installation, you must identify the
process ID or name and use commands to complete the DUMP collection.

If you are already familiar with WinDbg, follow the instructions below to collect

Dump files:

1) If notinstalled yet, install the "Debugging Tools for Windows (x86)".
You must use the x86 version even if your operating system is on 64 bits.

2) Start the PE Client and wait for it to completely load.

3) Start the WinDbg tool as an administrator.

4) Attach the process you are interested in by clicking on File -> Attach to a
Process, then selecting the "Unify.OpenScape.exe" process.

5) This will stop the ODC-PE Client. To resume it, click on Debug -> Go.

6) Perform the scenario you want to reproduce: initiate an incoming call,

answer it and wait for at least 5 seconds, but not more than 10 seconds.
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7) Navigate back to WinDbg and click on Debug -> Break. This will stop the
ODC-PE Client again.

8) On the command bar (displayed in the bottom area), type ". dunp / na
<dunp fil e>"(e.g. dump file: "C:\odc.dump ").

9) Wait for the write operation to complete.

10) Resume the ODC-PE Client (as described at step 5) and close WinDbg.

11) Provide the dump file (approximate size: 400MB to ~1GB) for further
analyze.

In case of errors during ODC-PE start process (or too fast), you can start the
PEClIient via WinDbg:

1) If not installed yet, install the "Debugging Tools for Windows (x86)".

You must use the x86 version even if your operating system is on 64 bits.

2) Start WinDbg as an administrator.

3) Start the Fusion Client via WinDbg, by clicking on "File -> Open Executable
" and entering the "Unify.OpenScape.exe " process.

4) Perform the scenario you want to reproduce: initiate an incoming call,
answer it and wait for at least 5 seconds, but not more than 10 seconds.

5) Navigate back to WinDbg and click on Debug -> Break. This will stop the
ODC-PE Client..

6) On the command bar (displayed in the bottom area), please type ". dunp /
ma <dunp fil e>" (e.g. dump file: "C:\odc.dump ")

7) Wait for the write operation to complete.

8) Resume the ODC (as described at step 5) and close WinDbg.

9) Provide the dump file (approximate size: 400MB to ~1GB) for further
analyze.

For more information about collecting DUMPs via WinDbg, see Annex A.

3.11 Appendix

3.11.1 Annex A (WinDbg)

This section describes how to collect Dump files using WinDbg. It contains
information about:

*  Where to download WinDbg,
* How to install WinDbg,
* How to collect Dump files using WinDbg.

You can use WinDbg to collect DUMP 32bit files. This tool is especially useful
in scenarios where ODC-PE chases during the start-up or when it crashes and
kills its own process. Using WinDbg, you can activate and collect DUMPs via
the command line.

Collecting logs with WinDbg is more complicated than collecting then via Task
Manager. It is not installed by default on the Windows operating systems,
therefore, it must be first installed. After the installation, you must identify the
process ID or name and use commands to complete the DUMP collection.

For quick instructions about collecting DUMPs via WinDbg, see chapter
Collecting DUMPs via WinDbg on page 36. More detailed instructions are
available below:
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1) Install Debugging Tools for Windows (x86).

NOTICE: Please note that even on 64-bits systems, you
must install WinDbgx86 since F40 runs on 32 bits.

a) Download Debugging Tools for Windows via the Microsoft official
page:
https://developer.microsoft.com/en-us/windows/downloads/windows-sdk/
or

https://msdn.microsoft.com/en-us/windows/hardware/hh852365

NOTICE: If it is not possible to download the tool using
the above links, use the following link that contains older
SDKs installations:

https://developer.microsoft.com/en-us/windows/
downloads/sdk-archive/

b) Click Download the installer.

Getting started

You can get the Windows SDK in two ways: install it from
Visual Studio 2022 Installer. Before you install this SDK:

* Review all system requirements

» Exit Visual Studio prior to installation.

* Review the Release notes and Known Issues,

Download the installer >

Download the .iso >

Last updated: October 4, 2021

b P

When the download is ready, run the winsdksetup.exe file to install the
tool.
c) Select the desired packages to be installed.
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1% Windows Software Development Kit - Windows 10.0.22621.755 - X

Select the features you want to download

Click a feature name for more information.

[] windows Performance Toolkit Windows SDK Slgnlng Tools for

Debugging Tools for Windows Desktop Apps

] Application Verifier For Windows Size: 49 MB

[].NET Framework 4.8.1 Software Development Kit The Windows SDK Signing Tools for Desktop Apps |

[] windews App Certification Kit

[] Windows IP Over USB

[ Ms1 Tools

[l windows SDK Signing Tools for Desktop Apps
|—‘ ‘Windows SDK for UWP Managed Apps

[ windows SDK for UWP C++ Apps

[l windows SDK for UWP Apps Localization

[ windows SDK for Desktop C+ + %86 Apps

[ windows SDK for Desktop C+ + amd64 Apps

[] windows SDK for Desktop C++ arm Apps h
Estimated disk space required: 196,8 MB

Windows SDK for Desktop C 64 A : "
[ Windows SOK for Desktop C.++ amé4 Apps Disk space available: 354 GB
Back Download || Cancel |

d) Click Download to start the package installation.

e) Once the package is successfully installed, open Windows search and
enter WeinDbg.

NOTICE: If you are using Windows 10 newest SP or
Windows 11, continue from step 3.

f) For older SDK installation, you must follow the substeps 1.6 to 2.2. These
steps are intended for users with Windows 7, 8.1 or 10 (with old SP).

Select the Get the standalone debugging tools ( WinDbg ) as part
of Windows 8.1 SDK or open the following URL with a browser of your
choice:

https://www.microsoft.com/click/services/Redirect2.ashx?
CR_EAC=300135395

Standalone Debugging Tools for Windows (WinDbg)

7 ™
Standalone Debugging Tools for Windows (WinDbg) | Standalone Debugging Tools for debugging
Windows XP and Windows Vista

Debugging Tools for Windows are included in the WDK 8.1 Update, but you
can also install them as a standalone component from the Windows 8.1 SDK.
In the installation wizard, select Debugging Tools for Windows, and clear all
other components. Learn more about WinDbg and supported Windows
versions.

If you're debugging Windows XP. Windows Server 2003, Windows Vista, or

‘Windows Server 2008 (or using one of these operating systems to run the

Debugging Tools for Windows), you need to use the Windows 7 release of the

debugging tools. It's induded in the SOK for Windows 7 and .NET Framework

4.0. To install the Debugging Tools for Windows as a standalone component, in

I Get the standalone debugging tools (WinDbg) as part of Windows 8.1 | the SDK installation wizard, select Debugging Tools for Windows, and clear all
- 5_0": other components

Important: Newer versions of the Visual C++ 2010 Redistriputable can cause
issues when you install the SOK for Windows 7. For more information, see
\ J support for the Windows SDK,

Get the standalone debugging tools for Windows XP as part of
=& Windows 7 SDK

Remote debugging client for Windows Windows symbols

With the Windows remote debugging (Windows RD) client for Windows. you Symbol files make it easier to debug your code. The easiest way to get

can work remotely with developers from Microsoft, via the internet, to debug Windows symbols is to use the Microsoft Symbol Server,

kernel-mode failures using the kernel debugger (KD). Learn more and prepare

for Remote Debugging. If you prefer to download the entire set of symbols for a particular version of

Windows, download a symbol package

Download the Remote Debugging Client Get Windows symbol packages
=l (English on

y)
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Once the download is ready, run the sdksetup.exe file to start the
installation of WinDbg.

g) If the Debugging Tools for Windows (x86) for Windows 10 package

does not work (e.g. on several variations of Windows 7), you might need
to install the specific package for it.

Therefore, click on Get the standalone debugging tools for Windows
XP as part of Windows 7 SDK or open the following URL with a browser
of your choice:

https://www.microsoft.com/en-us/download/confirmation.aspx?id=8279

Standalone Debugging Tools for Windows (WinDbg)

Standalone Debugging Tools for Windows (WinDbg) 'Standaluﬂe Debugging Tools for dehugging
Windows XP and Windows Vista

Diebnagging Tools for Windiows ane induded in the WD .1 Updss
2 abso instal them 2= a standalone compo
In the irctallation wizard, select Debugging Tools Tor Windows, and

ot oo ts Laam more st WinDibg amd supported Windows
VSRR

om the Win

e Wircowsl you mesd 1o use the Windows 7 release of the
nchuded i the SOK for ‘Windows 7 and NET Framework
ols for Windows as 2 standalors companernt. in

Gt th standiions. deugging 100 (WD) & part of Winsows 21 sakect Dabugging Tooks for Windows. and char all
= 50K

me Wizual C++ 2010 Bedistributable tan cause
For ‘Windows 7. For mars infermation, sed

spperl

E Gt the: sandalons debugging ools for Windows XP as part of
Wisdwes T SDIC
.

Remote debugging client for Windows Windows symbols

With the Windows remote debugging (Winciows RDY) dient for Windows
an work remodely with developers fom Meoosoft. v the

& ewsier bo debuyg your mde: The easiest way 1o get
use the Microenft Symbol Serees

loermeet-modle- faikores using the el debugges (KDY, Learm mose and prepane

for Remote: Deteagging witir sat of Symbaks for & partiodar varsion of

Dok e Ramibe Detnagging Cliest Gt Winadews symbeel packages

Once the download is ready, run the winsdk_web.exe file to start the
installation of WinDbg.

¥ Windows® SDK for Windowes® 7 and NET Framework. [

g:’ Installation Options v Sm

£ Software )
Development Kit

=[] Windows Native Code Development Feature Descapbon Detsl
[ samples Debugging Tools for Windows
H Tooks rs and ries The Debugging Tooks for Windows can be used to help you debug

diivers, applications, senices, and operating systems on the »f6,

[ visual c++ Compilers 64, and Eanium architectures.

= [0 NET Development
[l Intelisense and Reference Assemblies This featuse requires 84,7 MB of hard disk space.
[ Tools

= # Common Utilities
[¥] Microsoft Help System

Apphcation Verifier D=k Space Requnaments

[¥] windows Performance Tookit Viokme Avaiatie Requred

= c 254968 4IM8
= 1] Redistributable Packages o 254.5 GB 0 byses

¥ Microsoft Visual C++ 2010

[ AppBcation Verifier Dowrlosd Sca Esteated Trma

[ pebugging Tooks 121.7 MB 1 Mz, 51 Minutes

[] Windows Performance Toolkit

[ <mack |[ Mear ][ cance
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2) Start the WinDbg tool.

Example 1:

|. Debugging Tools for Windows 686) ] -
[% Debugging Help
=7 Global Flags
|| Release Notes

Uninstall Debugging Tools for Wind
WinDbg

\. FileZilla FTP Client
). Google Chrome
). ISO Creator1.0 -

4  Back

Example 2:

, Startup
. Unify
. Utilities
. Windows Kits
|. Debugging Tools for Windows (X64)
|, Debugging Tools for Windews (X88)
? Debugging Help

®7 Global Flags (¥86
WinDbg (X86)

1 Back

[T ]

| Search programs and files B |
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3) Attach the ODC process.

a) If you need a DUMP file from an already running ODC, then on WinDbg
click File -> Attach to a Process and locate the Unify.OpenScape.exe

process.

3 WinDbg:6.11.0001.404 X86
Open Source File... Ctd-0
Close Current Window Cerl+F4
Open Executable... Ctri+E
Attach to a Process... F6
Open Crash Dump... Ctrl+D
Connect to Remote Session... Ctri+R
Connect to Remote Stub...
Kernel Debug... CtrieK
Sumbal Fils Path ... CtrleS

Next, select the desired process to collect the DUMP file.

© Logon (9] = |
V7R1.362 70136 0002

Select hene your profile to star the program.

Profia: |oscAMERICAS =] | Add Profle... J

) WinDbg:6.11.0001.404 X85 -— - - El)

& 6780 chrome exe
1504 POVERPNT .EXE

#5852 splvovkd exe

#4228 aspaint.exs

& 7876 svchost exe

@ 8120 SearchProtocolHost  sxe }

AT

Sort
1@ System order O EyiD (2 By Executable

Process ID:
B0&4

Bre>  Proc0000 Thed0OBA ASM OVE CAPS HUM

Check the Noninvasive option and click OK.

Continue with step c).

b) If you need a DUMP file from before ODC starts, then on WinDbg click
File -> Open Executable and locate the Unify.OpenScape.exe process.

B WirlDibg-6.11.0001404 X85

[Fe] £t View Debug Window kelp
Open Souce Fibe... [<T]
Close Cument Window CirdeFd

|_Gpen Carie £
Attach to 8 Process... F&
Open Crash Durnp.. CtileD
Conmectto Remate Session._. ek
Conmect b Remete Stub...
Kerrel Debug... e
Swmnhol Fde Path e

Click Yes in the pop-up window displayed.
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Save information for workspace?

[] Dont ask again in this WinDbg session

[ Yes | Mo

This stops the ODC Client. To resume it, click Debug -> Go.

F5
tyOpenScape.cne” - WinDbgbaroon | B0 & |
Hicrosoit (F Festael CarkeShift+ F3 X8e
Copyzight (e Seop D : ShiftsF5 prved
Commandlime: Detach Debuggee pScape Deskiop Client“Client Unify.OpenScape e»
| 1l searc
BasssmEmssaE Break Cirle Break
n:n:h path. =
Step Into FllorF8 r“ -
resh syabol locations, =
Step Over 70 .
Step Dut Shifts F11
Run i Cursor CirleF10 ¢ F7 FOBEE DLL
P 12 dll
Y Hﬂﬂ)‘ﬁ Tt cha ]
t
T nloifl:ﬂia*d::WWWD
av up i pl =T na
e b of 1=00000245
Mo pd o export symbols for mtdll dll =
Kernel Connection .
] J
R the Pregism Ln0, Cold Sysleslocal Pioc 0001a2) Thed OOCEXI0 ASM OWR CARS HUM

c) Perform the scenario to reproduce the error and collect the DUMP file.
d) This steps must be followed only if step b) applies for you.

If step a) applies for you, you must skip to step e).

Once the error occurs, open WinDbg again and click on Debug -> Break.
This action will stop the ODC Client again.
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@ ~C:\Program Fikes (xBE]\Enterprise\OpenScape Desktop Client\ChentiUinity. OpenScape exe” - WinDbgi.11 0001404 X386 T & e |
Yimdow Help
Go &

E ¢ g 30 Unhandied Exception
- Go Handled Exception

ccInstEe DLI a
mgﬂ_; Festart Cisl= Shift«F5 S
sz LCARFL .
ModLoad: 40§  5top Debuggng Shife=F5  bEyaz 411
HodLoad: 03 capdl. dll
HodLoad: 40E FEV32 dll
THREAD &/ el Ctele Break l
i R
4 Step Inta F11er F8
|| oclnstEw DII  ~©
JULL_THREAD [ Step Over F1d
THREAD_A

Mol [=] Step Ot Shift-F11 2, gzdﬁl
CilsF0ec kT | apd?.dil
10§ FFVIZ dll

DL THEEAD [
ecTraeDy DID Y MesohvaUnqualiied Symbok
THEEAD

e fF0s il
4

Nodload: Qg3 Mo cap3?.dll

ModLoad: 40f = FEVIZ dll

ModLoad: Ocl Femel Connedion * Lcap22. dll

HodLoad 41 4smumowresmrmr—Crw TS vowE sV EV 12 d11

b A A |
T 0Z3£0000 0403000  C:\Vindows\Sy=NOVs4 avicap3?.dll |

ModLoad . 41420000 41441000 . “Windows“SysVOVE4SHSYFYI2 d1l E|

if L -—'—J L]

.'mi' |D¢iwwu= is rusning. .,

Halt the curment program Ln0, Col0 Syslc<local> Proc 000:1a20 Thed 0002000 ASMA OVR - CAPS  NUM

e) Type. dunmp /ma <dunp fil e>inthe command bar, displayed
at the bottom of the WinDbg window. For example, you can use C.
\ odc. dunpas "dump file".

@ "C\Program Files (x86)\Enterprise\OpenScape Desktop Client\Client\Unify OpenScape.exe” - WinDbg$.11.0001.404 X386 =B =
[Ete ft yew Debug Window Hewp

40£60000 40£81000 s\SysUOIISd\HS\'FUBZ
l!'ﬂdlned 0=3£0000 0=403000 C “Vindove\Sy=VOUsd avicap32 dll
(HodLoad : lllISIJOIJD 41481000  C: Vindows SysWOVE4~HSVEV32 dl1

HodLoad : 0:3(0000 0cd03000 C:“Vindovs SysVOVEd“avicap3Z.dll
ModLoad: 41420000 41441000 C:“Vindovs SysVOVE{-HSVFU32 411
ocInstEv DLL_THREAD_DETACH
DLL_THREAD_DETACH
DLL_THREAD_ATTACH
N.I!aalmw_.iﬂlcﬁ

d: 0c3E0000 0c403000 C.“Vaind {~avicap32 dll
ModLoad: 41570000 41591000 C:“Vindows Sys 4~HSVEW32 dll
ModLoad Uc!{OOUU Oc403000 C;\Vintloﬁ\SysUW 1\4\1;:&932 dll.
HodLoad : 10000 41011000  C:“Vindows SysVOVE4~HSVFV32 d

oclnstEv bﬂ'.._ D_DETACH
DLL_THREAD_| DETJ.CE

THREAD_ATTACH
HodLoad: 0c3f0000 0c403000 C: \Vle\SWUOUGQ\l\'LHD32 dll.
ModLoad: 41180000 41121000 C:“Vindows SysVOVE4~NSVFU32.d

THREAD_ATTACH
ModLoad: 0c3£0000 0cd03000 C.~Windows SysV Oiﬁl\auu:apﬁ dll
ModLoad: 41610000 41631000 C“Vindows SysVOUE4-HSVFV32 dll
(1a20.8fc): Break imstruction exception — code 80000003 (first chance)
eax=7esbl000 ebx=00000000 ecx=00000000 edx=77dff{8ca esi=00000000 Udl'IIDIIUIWOII
@1p=77d7000c esp=19%a4fdcc ebp=19a4f9f{8 10pl=0 nv up &1 pl zr na p= nc
cs*0023 =s~002b d.s'ﬂﬂzb es=002b £s=-0053 gs5-002b 311‘00000216

I DbgBreakPo:

f) Wait for the write operation to be complete. Depending on the size of
the DUMP file, this action might take several minutes.

dg) Once the write operation is completed, the message Dump successfully
written is displayed. Next, close both ODC Client and WinDbg.

A31003-G2570-M100-02-76A9, 09/2024
44 OpenScape Personal Edition, Trace Guide, Administrator Guide



Traces required

@ “Ci\Program Files (x86\Entevprise\OpenScape Desktop Client\Client\Unify OpenScape.exe” - WinDbg:6.11.0001.404 X85 = B
e

AD_ATTACH
Oc3t0000 0cdD3000 SWandows SysUOVedavicapi? dll
ModLoad: 41570000 41591000 (sWindows \SysUOUS 4~ HSVEV32 dl1
: Dc3E0000 Oc403000 “Windows Sys¥OVE4~avicap3? dll
: A0£40000 41011000 wWindows SysROVE4~H5VFVI2 d11
THREAD_DETACH
= |_DETACH
THREAD_ATTACH
Hod! ; 0340000 0cd03000 sWaindowe Sys¥OV6d“avicap3? dll
ModLoad: 41130000 411a1000 Windows SysWOUE4~HSVFV32 dll
ocInstEv DIT_THREAD DETACH
DLL_THREAD_DETACH
DLL_THREAD_ATTACH
ModLoad: 0e3f0000 OedD3000 C W Windows SysWOV64~avi 32.dl1
ModLoad: 41610000 41631000 C\Windows SysWOVe4-MSVEW3Z2 dl1l
(1220 .8fc): Break instruction exception - code 80000003 (first chance)
b1000 ebx=00000000 ecx=00000000 edx=77d{ffes esi=00000000 ed2=00000000
7000c esp=19a4f%cc abp=19adfdfd iopl=0 nv up 2i pl zr na p= ne
s5=002b ds-002b es=002b Es-0053 gs-002b ef 1=00000246
DbgBreakPoint
77d7000c cc int 3

dunp -ma C:xtraces~0DC dusp
ing Siraces 0DC dunp - min: user dump
ully written

| Ln0, Cold SysOclocal> ProcO00:dadd) Thed055:Bic ASM OVE CAPS  WUM

h) Provide the Dump file collected to GVS for further analysis.

The size of the Dump file is around 450 MB, as displayed in the example
below.

& )v[ ) » BRO0OG2W » Windows (C) » traces

File Edit View Tools Help

Organize » || Open Burn New folder

-
—1:? Favorites Name Size Date modified Type

B Desktop |_] opC.dump 385668 KB 11/06/201416:18  DUMP File

NOTICE: Please note that the folder with the Dump file is
the one defined in step e).

3.11.2 Annex B (perfmon)

This section describes how to collect logs using MS Performance Monitor.
These logs might be necessary for further analyzing the operating system
(Windows) behaviour and the status of specific applications.

Follow the steps below to collect logs with MS Performance Monitor:

1) Click the Windows Start button and search for perfmon. Select
perfmon.exe.
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2) Create a new Data Collector Set by navigating to Data Collector Sets
\ User Defined in the left hand panel. Right click on User Defined, then
select New \ Data Collector Set from the context menu.

IL@) Performance MName Status
4 | g Monitoring Tools

B8 Performance Monitor
4 [ Data Collector Sets

4 | 3 User Defined

7 Ne Mew » l Data Collector Set
n Syster

" Mew Data Collectar Set Stopped

- Event Viewy >
_ Startu Mew Window from Here
5 Reports
u Refresh
Export List...

3) Enter a custom name for the Data Collector Set in the Name field, then

How would you like to create this new data collector set?

Marne:

DirectSound datal

' Create from 3 template (Recommended)
How do Twork with templates?

@ Create manually [Sdvanced)
How do I choose data colleckars manually?

click Next.

4) Select Create Data Logs, then check the following option: Performance
counter, Event trace data, System configuration information. Click Next.

@ Create data logs

[¥] Performance counter
[V] Event trace data

[V] system configuration information

() Perfarmance Counter Alert
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5) Click Add.

Performance counters:

Remove
6) Add the following counters:
* Process - <All instances>
* Processor - <All instances>
* Memory
In the Added counters panel, you should now see:
Added counters
Counter Parent Inst... Computer
Memory A
Process A
Processor A

7) Click OK, then click Finish, to create the data set.

8) Before running the data set, right click on it, select Properties. Set the
desired output location on the Directory, and click OK.

9) You can now start or stop the logs by selecting the data set and clicking the
play/ stop buttons on the menu bar.

'é’h Performance Monitor

() File Action View Window Help

& | 76 Rmamﬂﬁf‘

l.fS‘i) Pgrfnrmance Narmne

3.11.3 Annex C (TSP logs)

This section describes how to collect TSP traces on Windows 7 and higher
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1) Activate the regedit key that corresponds to the PBX used:

For H3K (or HP2K, OSO, or any other PBX except for the HP4K
family):

Create the Registry value DBGTrace"=dword:00000001 in the following

registry key:

[HKEY LOCAL MACHINE\SOFTWARE\Siemens\optiClientTSP
Hicom 150\Trace]

If requested by GVS or Dev teams, add the following registry:

Value "DBGTraceEnh"=dword:00000001 in the same
registry key.

For H4K:

Create the Registry — Value "DBGTrace"=dword:00000001 in the

following registry key:

[HKEY LOCAL MACHINE\SOFTWARE\Siemens\optiClientTSP
HiPath 4000 V2\Trace]

If requested by GVS or Dev teams, add the following registry:
Value "DBGTraceEnh"=dword:00000001in the same registry
key.

To activate the trace you must restart the telephony service or, if it is not
possible, restart the pc.

2) Check if the Telephony service is up and running:

<

File Aclin
es|@Dc=Brlvoanw
4, Services (Local) -5.2, Services (Local)

Open Windows Services: Windows Start - Run... - services.msc
Check if the Telephony service is running.
Ensure the path to the executable is

C. \ W ndows\ Syst enB82\ svchost . exe -k NetworkService

View Help

Telephony Neme Description Status  Startup Type  Log On As £
. 4 Task Scheduler Enables a user to configure and s...  Started Automatic Local System
Stop the service ¢ P B ; o : A : i
Pause the service
Restart the service

3103 Heloer_Provides support for the NetglO atted ___Automa ggal Sepvice
4, Telephony Provides Telephony API(TAP]) su... Started  Manual Network Service

; Themes Provides user expenience theme ...

4 Thread Orderil o al Service
Descption - Telephony Properties (Local Computer) = :
Provides Telephony API (TAPT) 4 TPM Base Seny 8l Service
rovides Telephony 2
support for programs that control & UMVPFSrv General | Log On | Recovery | Dependencies 8l System
telephony devices on the local 4, UPnP Device Bl Service
computer and, through the LAN, on 3 User Profile 5o Service name: TapiSrv 2l System
::i’:l'h‘“ e also running the ¢4 Virtual Dick Display name:  Telephory 2l System
st Vo\um.e Shac Description: |Provides Telephory AP| (TAPI) support for programs 1 Sg'st.em |E|
-+ WebClient that conirol telephony devices on the local computer _ el Service
54 Windows Actif| 8! System
4 Windows Aud]) Path to executable: Bl Service
£4 Windows Audl) A B2l System
= Windows Raclll | Statup type: [Mwud _I 2! Sustem S
| *|' Extended / Standard /
Help me corfioure service stadup options

Service status:  Started

San E™) Besume

You can specify the stat parameters that apply when you start the service
from here.

Figure 22: Windows Telephony service

48
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3) Identify the specific svchost.exe process with the Telephony service on it

in one of the following ways:
* Via Windows Task Manager (recommended)
Open Window Task Manager.

Select to show process from all Users.

| Aot Processes |Services | Pesformence | Networking [ Users |

tmage Name FID AU Memory.. CommandLine Desoription
Cenhast. e 2w W WAE WG IWndowssystemal \conhast. aae T LTTIBTIS56 1609235899 1SAIM0A0ET 1ATIL...  Consode Windm Hogt
corss.exe 44 00 BOOK
dwm.exe N2 ™M TITHE CriWndows \systen3l D e Desktop Window Marager
explorer e 1052 00 9.208K  C:hWindowsiExploner DE Windows Explorer
[ 1452 00 248K "Criwindows |5 ystem3 Zikomd exe” e Madude
igfupers.ens 152 00 BAIE "CiWindows \System32igfpers.ene” persisteros Madule
igfesrvc.ene 1040 00 §52K  Cofwindoves'ystem I Eygfusrvc exe Embeaddng igfuosrvc Module:
igfatray.eae 0 2K "CiWirdows S ystem 12 gfitray.exe” igfuTray Module
mepaint.ene 200 00 15508K  "CilWindows\system32mspaint.ene” Paint I
SaftOls exe *52 28 00 LTS2K  “CriProgram Fies (6] (Unify \OpenSeans Desitop Chent (System Softols.eve” 6761 SoROLA
Raskhost, exe 1B W LIBOE wskhost.exe” Hest Process for Windows |
[ ] Foc ] L7GHE  taskngreos 2 Windons Task Manager
Uty OperScace ent "33 2812 00 U5 172K “C:¥rogram Fles () ety {openSoms Desktop Chent \ChertiUinify Operieape exe”  Unify OperScape Eve
wirkogon.exe 516 00 mAE
- m L

[/ % show processes from ol users |J Eré Process.

Processes: 4} CPU Usage: 10% Physical Memeory: 2%

Figure 23: Windows Task Manager

Select to show the PID and Command Line.

Check the PID from process with same Command Line as the Telephony
service:

File Opticns View Help
|| [Ampications | Processes |senvices [ [ etworking [ users |
[ Image Name‘ Memory... | Command Line lDescrlplion
audiodg.exe 10.332K Windows Audio De'..
conhost.exe 276K \PM\C:\Windows\system32\conhast.exe "1779873656 1609236899-158270406218712...  Console Window Hi
CSMSS.EXE 995 K %:SystemRoot%\system32\csrss.exe ObjectDirectory=\Windows SharedSection=10...  Client Server Runti
csrss.exe 1.152K  %SystemRoot¥e\system32\csrss.exe ObjectDrectory=\indows SharedSection=10...  Client Server Runti
dwm,exe 9.044K  "C:\Windows\system32\Dwm. exe” Desktop Window M
explorer,exe 25.108K  C:\Windows\Explorer EXE Windovs Explorer
hkemd.exe 352K "Cr\Windows\System32\hkomd.exe™ hkamd Module
ighpers.exe 848K "C:\Windows\System32yghipers.exe” persistence Module
infxsrve.exe 956K C:\Wi 2Ngfxsrve.exe iafxsrve Module
igfxtray.exe 328K "C:\Windows\System32\gfxtray.exe” igfxTray Module
Isass.exe 209K C:\Windows\system32Ysass.exe Local Security Auth
Ism.exe 768K  C:\Windows\system32Ysm.exe Local Session Manz
services,exe 2,208K  C:\Windows\system32iservices.exe Services and Contr
smss.exe 104K \SystemRoot\System32smss.exe Windows Session b
SoftOla.exe *32 2208 00 1.972K "C:\Program Files (x86)\Unify\OpenScape Desktop Client\System\Softola.exe”™ p 6763 SoftOLA
spoolsv.exe 1180 00 1136 K C:\Windows\System32\spoolsv.exe Spooler SubSysterr
svchost.exe 348 00 12.232K  C:Windows\Svstem32\svchost.exe & secsvcs Host Process for Vet
svchost.exe 916 00 2.772K _C =3 Host Process for Wes
- C: \Windows \system 32\svchost.exe & NatworkService M | Host Process for Vies
svchost.exe 948 00 10888 K C:'\Windows\system32| texe % netsves Host Process for Wes
svchost.exe 1228 00 3.276 K C:\Wind 32\svchost.exe & LocalServi k Host Process for Ve
swchost.exe 1336 00 2,036K C:\Windo chost.exe % LocalServict ation Host Process for Ve
svchost.exe 2684 00 1.732K  C:Windows\system32\svchost.exe & imgsve Host Process for Wies,
System 4 02 64K NT Kernel & Systen
System Idle Process 0 as 24K Percentage of time...
taskhost.exe 1872 00 277K ‘“taskhost.exe” Host Process for W
taskmar.exe 1744 03 240K "C:\Windows\system32\taskmar.exe” /1 Windows Task Man
UMVPFSrv.exe *32 %80 00 524K "C:\Program Fies (x86)\Common FilesVogishrd\LVMVFM\UMVPFSev. exe” Logitech User modece
Unify.OpenScape.exe *32 2812 00  15.468K "C:\Program Fies (x86)\nify\OpenScape Desktop Client\Chent\Urnify.OpenScape.exe”  Unify.OpenScape.f
wininit.exe 424 00 216K  wininit.exe Windows Start-Up
winlogon. exe 516 ils] 272K winlogon.exe Windows Logon Ap
wmpnetwk.exe 2508 00 3.25%6 K “C:\Program Files\Windows Media Player\wmpnetwk.exe” Windows Media Pla..
< [ »
[¥] show processes from all users @
M Processes: 41 CPU Usage:14% Physical Memory: 35%

Figure 24: Windows Task Manager (All Users)
+ Via the Microsoft specific Tool (Process Explorer):
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a) Start the Process Explorer:

http://technet.microsoft.com/en-us/sysinternals/bb896653.aspx
b) Hover over all svchost processes.

This action must be performed until the correct PID is identified.

The correct PID is the one that has the telephony service Telephony
(TapiSrv) under it. For example, the PID in the following figure is
1172.

& Process Explorer - Sysinternals: www.sysinternals.com [GVS-FUSIONSAA dministrator]

File Options View Process Find Users Help
‘W@ 2O &K A NP HH| | ]
Process CPU  Private Byles  Working et/ FID | Description
= ﬂ winlogon.exe BE72K 2292K 732 Windows NT Logon Applicat..
= M services.exe 3934 K 5495K  F7E Services and Cortroller app
= E svchost.exe 2984 K 4872K 956 Generic Host Process for Wi
1,900 K 4,972K 1640 wWM|
1.740 K 4.288K 1036 Genenc Host Process fior'Wi..
1172 [ enenc Host Process fior Wi
2172K 4060468 1888 Windows Update
= sw:host.eﬁ Command Line: " st Process for Wi..
ﬁ svchost e C:4wfIN DOV SN Spstem3dhsvohost . exe -k neffvis t Process for Wi..
[ spoclsv.exe ath Systern App
[ svehost exel| C:AWINDOWShsystem3Zisvehost. exe (ngfves) Lt Process for Wi,
2% Comw/inSvd e Updates [wuausery] vice
Figs.exe OM+ Event System [EventSystem] Starter Service
[ alg.exe ryptographic Servicas [CryptSvel | aper Gateway 5...
[ svchostexe Pistributed Link Tracking Chent [Tjfwks]  Process for Wi,
HCP Cliert [Dhcp] ) h
[ lsass.exe d i g wpoit Version)
= 1 ewplorer.exe [kplorer
| smavdprp.exe MFC Application
[ reader_slexe bat Speedlaunc...
[m7 msseces.exe ecurity Client Use...
‘) VCDDaemaon. exe eDiive Dasmon
jusched exe pdate Scheduler
ctfmon.exe
5 ComwinSwr ene e
(=] taskmar. exe askManager
=(C  OpenScape.sve b cape.Exe
(&) Unify.Dpens E
T Soft0la.exe
P mrneeun avs Proease Funloras
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4) Select a tool to collect the traces, such DbgVieworWinDbg.

a) When using DbgView:

* Open DbgView as an administrator.

+ Under the Edit menu, select Filter/Highlight...

Append Commnt
Copy

Higieey Dagith...
Fomt...
Find..
Filter/Fighlight...

Carlsl
Carle

CirleH

CidsF
Carde L

Help
ﬁ@

WD_DETACH
WD_ATTACH
BAD_DETACH
Bi0_ATTACH
WD_DETACH
JAD_ATTACH
AL_DETACH

Clear Dinplay

Ciels X,

WO_ATTACH
fa0_DETACH

b
10:23
1ib:23
10:23
10:23

TTOCLT

wAL_ATTACH

DLL_THREAD_DETACH
DLL_THREAL_ATTACH

2] DLL_THREAD_DETACH

DLL_THREAD_ATTACH

-

OLT_THREAD DETACH
DLL_THREAD_ATTACH
DLL_THREAD DETACH
DLT_THREAD ATTACH
DLL_THREAD DETACH
DL _THREAD ATTACH
DLL_THREAD_DETACH
DLL_THREAL_ATTACH
OLI_THREAD DETACH
2] DLL_THREAD_ATTACH
DLL_THREAD_DETACH
OLT_THREAD ATTACH
DLL_THREAD_DETACH

[2812] DLL_THREAD_ATTACH

Figure 25: DebugView — Edit menu
¢ Enter the Process ID.

The example below displays the Process ID from the example
presented above (Process ID 928).

[ Debug\View Filter =)
Ennerml.hplefibermaich gliings separated by the ' character, 'ﬁ
:| Irchoder  EEE J
! Echade
Highiight: Fikes1 =

| I - coo:

I

Figure 26: Explorer Process ID
» Activate the CaptureGlobalWin32 option.

NOTICE: If possible, activate also Capture Kernel.
This option might be disabled or it might be unavailable
due to operating system policies.
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52

DebugView on W\PE3
|| File

Edit || Capture || Options Computer Help

£

| & Capture Win32 Ctrb+W 2 | &
# Capture Global Win32
10z 10: Capture Kemnel Ct+k  BCH
104 10: LCH
105 10: Pass-Through LCH
106 10: LCH
107 10: Capture Events Cul+E BCH
108 10: LCH
109 10: L{;g Boot LCH
110 10:% CH

Figure 27: Activating "CaptureGlobalWin32" option

If already connected (monitoring) to the local PC, the PE3 (local)
option will be displayed inside the Computer menu:

DebugViewdon \\PE3 (loca

File Edit Capture Options | Computer | Help

=l | ]| D= Connect... Ctrl+R dh
¥ Tine Debug E Connect Local

228 10:27:11 [928] C Disconnect -ndEve
229 10:27:11 [928] C =ndEve
230 10:27:11 [928] d = PE3 (local) b0 Co

Figure 28: Connected to local PC option (example)

If not already connected, then the option Local PC will be displayed
inside the Computer menu. Click this option to connect to the local
PC.

DebugView Not Con
File Edit Capture Options || Computer || Help

|lsEdEd | «| &= Connect... Ctrl+R 4
# Timne Debug Connect Local
i Disconnect

A LR IR B | (IR R

R

Figure 29: Select and connecting to local PC option (example)

After performing the test, select a name for the log file and save it via
the File menu, by selecting Save or Save As.

Choose where to save the DUMP file via ProcessCrashDump option,
displayed under the File menu.

Select the folder where you want to store the DUMP file.
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% Open crash dumg..
@@ . ¢ Emulate_SecondTool_UsingTSP = | # ||| Search Emulate_SecondTool Ul.. B |
Organize » . New folder =~ 0O @

| 3 Favorites Mo itenne match your search.
[ Desitop
8 Downloads
4] Recent Places

4 Libraries
| Decunverts
Ji Whesic
i/ Pictures
B videos

B Camputer

€ Network

File pame = | DebugView Durnp (".dmg) -
fremory e} [ |
| open I| [ conca |

Figure 30: Selecting the Folder/file to save DUMP (example)
b) When using the WinDbg application:

* Open WinDbg 64 bit as an administrator.

» Attach the process to be monitored by WinDbg, by selecting the
Attach to a Process... option, displayed under the File menu.

Exit. ARsF4 In0, Coll SysltcMoner Proc00) ThrdQO0D ASM OVR CARS  HUM

Figure 31: Attaching Process (example)
» Select the desired process you want to attach from the list of
processes.
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54

Attach to Process —

536 lam. eas -
52 swchost exs

728 swchost . exs

404 sechost eaxs

880 sechost . exs

916 swchost. exs

948 svchost. exe

80
312

1180
1228 svchost . exe

1336 svchost exe

1872 taskhost exs

2012 dvm . exs

1052 explorer swe

1480 igfxtray. exs

1452 hkcad . exe

1192 igixpers exs

1060 igfxsrve exe -

Sot

R R R R R R R R

@ System orer By 10 By Erecutatle
Brocess I0:
aze
[ Horsvarsve
| IR

Figure 32: Selecting the Process (example)
Run the following command in the WinDbg command line: sxe *
Run the following command in the WinDbg command line: g

The output of the above two commands should be similar to the one
displayed in the figure below:

&1 pid 1172 - Wlnl)bg 6.11.0001.404 X86

EX Command - Pid 1172 - WinDbg:6.11.0001.404 XB6

OPTIH4V2: DLL THREAD_DETACH
Wrapper: Dl1Main - DLI_THREAD DETACH

OFTI_150 TSP: DllMain, DLL_THREAD DETACH. load address: 03970000H. GetCurrentProcess

OPTIH4¥2: DLL_THREAD DETACH
Yrapper: Dl1Main - DLL _THREAD DETACH

OPTI 150) TSP: DllMain, DLL_THREAD DETACH, lead address: 03370000H, GstCurrentProcess
OPTIH4V2: DLL_THREAD_DETACH

per: DllMain - DLL_THREAD DETACH: CSoftOLAVEODLaver::CSoftolaEvents::OnDatagramnRe
- andleCorletMessages: 7E|2A[1(1]

:) EvaluateTelexForDisplay

< EvaluateTelexForDisplay

> EvaluateTelexForHP4000W2

EvaluateTelexForHP4000V2: X _DOWNLINE_CONTAINER: 7E|2A[1|1|
EvaluateTelexForHP4000Y2 - E_DOWHLINE CONTAINER - PBE Status Indication ¢
EvaluateTelexForHP4000V2 — X _DOWNLINK_CONTAINER - PEX Status Indication E
EvaluateTelexForHP4000V2; HEARTBEAT received -> sending ¥ CONTAINER for E
CSof tOLay SsnanrnatTSHessage(DxDSDESchD Loy,

OFTIxx=x CTask: :CEvent::CEvent(): Konstruklor of 0x030e74b8 .

|€

< |
*BEUSY* |Debugges is running. . .

| e

Figure 33: WinDbg Debug running window (example)

In case of HP4K traces, there will be many lines with the OPTIH4V2
header.

In case of H3K or OpenScape Office traces, there will be many lines
with the OPTI_150 header.

Perform the test, then break the process.
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W DRIE0ORE0OOE (=

Command - Pid 2864 - WinDbg:6.11.0001.404 XB6

(b30.e2fc): Break instruction exception - code 80000003 (first chance)
eax=7ffdB8000 ebx=00000001 ecx=00000002 ed=x=00000003 ==i=00000004 edi=000
@ipe7290120s esp=02clffoe ebpe=02clfffd iopl=0 ny up =i pl zr na |
ce=001b ss=0023 ds=0023 es=0023 {==0038 g==0000 ef 1=000
### ERROR: Symbol file could not be found. Defaulted to export symbols
ntdll | DbgBreakPoint .

7c90120e cc int 3

Hissing image name, possible paged-out or corrupt data.

Mis=ing image name, possible paged-out or corrupt data.

0:024> sxe =

0:024> g

DLL_THREAD DETACH

2864 rtp.cpp: 798 Created database entry for ssrc 0x0f{7cd9c9 (1 valid =sow
ModLoad: 0210000 0227000 C:~Program FilesUnify~OpenScape Desktop Cl

Figure 34: WinDbg - Breaking process AFTER tests performed
(example)

» Save the trace by selecting the Write Window Text to File... option
from the Edit menu.

&3 pid 2864 - WinDbg:6.11.0001,404 XB86
Fiel [ [view Debug Window Help

| O DERE0RE00E =i A

Past
Select All

Clrl+4

= (o)X

Add to Command Output. ..
Clear Command Output
Eval ction Ctrl+Shift+Y

entry for ssrc 0x0f7c49c9 (1 wvalid sources)
ogram Files\Unify~OpenScape Desktop Client“System
ogram Filss\Unify~OpenScape Desktop Client>System

- - Shift-Ly entry for ssrc 0x28bb%0cd (2 valid sources)
try for 0228bb90cd from source O0x=0f7c49c9
Find... Chl+F entry for ssrc 0xc8%48%7c0f (3 valid sources)
y try for 0x0f7c49c9 from source 0x28bb30cd
Find Next F3 entry for ssrc 0x0270c892 (1 valid sources)
ogram Files\Unify\OpenScape Desktop ClientSystem’
Goto Address... Cir+G ogram Files\Unify~OpenScape Desktop Client“System
o Li t entry for ssrc 0x88624cll (2 valid sources)
Go ko Current Instruction Alb+Keypad * . )
s - e tion - code 80000003 (first chance)
R o 0002 edx=00000003 esi=00000004 edi=00000005
} fff4 iopl=0 nv up i pl 2r na pe nc
Breakpoints... Alt+F3 f==0038 gs=0000 ef1=00000246
Open/Close Log File..
CIUl U CC int E

Missing image name, possible paged-out or corrupt data.
Missing image name. possible paged-out or corrupt data.

<

Figure 35: WinDbg — Saving log (example)
» Finally, detach the process by selecting the Detach Debuggee option
from the Debug menu.
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%1 pid 1172 - WinDbg: 6.11.0001.404 XB6

File Edit View SeEHM Window Help

= Go FS
Go Unhandled Exception
o Handled Exception
Restart Ctrl+Shift+FS
Stop Debugqging Shift+FS

OPTIH4V2 | El Yol fa o |
> CSof tOI —Pres T
OPTIH4VZ:
OPTIHAVZ:  stepInto F11or F8
OPTIH4VZ : Step O F10
OPTIH4V2{ ~EPOVEr
OPTIH4V2{ StepOut Shift+F11
OPTIH4V2 : : .

Figure 36:

NOTICE: This action is very important, otherwise the
system will be unstable, because the svchost process
has several other services under it.

3.11.4 Annex D (Performance Monitor)

This section describes how to collect logs using MS Performance Monitor.
These logs might be requested by Microsoft or the Dev team to further analyze
the behaviour of the operating system or the status of a specific tool.

Follow the steps below to generate a log via MS Performance Monitor:

1) Click the Windows Start button, type per fmon and click per fmon . exe.

2) Create a new Data Collector Set by navigating to Data Collector Sets
\User Defined in the left hand panel, right clicking on User Defined, then
selecting New\Data Collector Set from the context menu.

(%) Performance Marne Status
4 . honitaring Tools
B8 Performance Monitor
4 ,__-"g Data Callector Sets

4 ‘BlzlserDefined
7 Me Mewy » | Data Collector Set
- Ly Syster

¥ Mew Data Collector Set Stopped

_,:: Euwent Wiy k
o Startu Mew Window from Here
» L Reports
- Refresh
Export List..,

Figure 37: Perfmon — Creating new Data Collector Set
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3) Enter a name for the Data Collector Set in the Name field and select the
Create manually (Advanced). Finally, click Next.

How would you like to create this new data collector set?

Mame:
DirectSound datal

Create from a template [Recommended)
How do Dwork with templates?

@ Create manually (Advanced)
How do I choose data collechors manually?

[ Nee ]

Figure 38: Perfmon - entering a Name

4) Click Create data logs, then enable the Performance counter, Event trace
data and System configuration information options and click Next .

@ Create data logs

V| Performance counter
V] Event trace data

(V| system configuration information

) Perfarmance Counter &lert

Figure 39: Perfmon - Selecting Data logs types
5) Click Add.

Performance counters:

Remowe

Figure 40: Perfmon — Adding performance counters stepA
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6) Add the following counters:

* Process - <All instances>
* Processor - <All instances>
*+ Memory

In the Added counters panel, you can view the counters added:

Added counters

Counter Parent Inst... Computer
Memory ~
Process A
Processor A

Figure 41: Perfmon — Adding performance counters stepB

7) Click OK and Finish to create the data set.

8) Before running the data set, right click on it, select Properties, and set the
desired output location on the Directory, and click OK.

9) You can start or stop the logs by selecting the corresponding data set and
the clicking the play/stop buttons on the menu bar.

() Performance Monitor

@ﬂ File Action View ‘Window Help

s 7B XDc= B =)a

®) Performance T—

Figure 42: Perfmon — Start/Stop logs
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