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Introduction 1

The OAuth 2-Modern authorization in MiVoice Connect Contact Center ensures continued
connectivity to Microsoft Exchange and Office365 mailboxes and end points. The Modern
authorization affects Mitel MiVoice Connect Contact Center customers who use Microsoft
email (Exchange). Microsoft is removing the ability to use Basic authentication in Exchange
Online for Exchange Active Sync (EAS), POP, IMAP, Remote PowerShell, Exchange

Web Services (EWS),Offline Address Book (OAB), and Outlook for the Windows and Mac
operating systems.

e Note:

1. Configuration for OAuth2 Modern Authentication is performed on the first instance and
not required to configured with the subsequent upgrades.

2. The configuration steps should NOT be done from ECC-Server (s) system. The
scripts are designed for Windows 10, hence the configuration must run from the
PC using supervisor login URL.

3. Need to repeat this step, if ECC deployment is changed from "http" to" https" or vice
versa.
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Prerequisites to enable permissions to 2
the Emails

This chapter contains the following sections:

» Create an App in Azure
Following are the prerequisites for customers to enable permissions for emails:

1. The Office365 tenant administrator must have the following roles:

* Application Administrator
e Global Administrator

There are two ways by which you can prepare your client Personal Computer (PC) for
Creating an Application in Azure and Granting permission by Contact Center Director
(CCD).

o Note:

The following procedure is applicable for Windows 10 users only.
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Prerequisites to enable permissions to the Emails

1. Automatically install PowerShell7 (PS7) and modules using a script provided by Mitel:

* Follow this procedure:

a. Create a directory on your PC. Enter the name as C:\Office365.

b. Download the script file OAuth2_customer_setup_ps1 and save it in the C:
\Office365.

» Search powershell from the Start menu and open it as an administrator.

Al Apps

Best match

} Windows PowerShell
App
Apps . .
Windows PowerShell
& Windows PowerShell ISE (x86) App

E Windows PowerShell ISE

¥ Windows PowerShell (x86) " Open

Settings (3) Run as Administrator
® Run ISE as Administrator

5 ‘Windows PowerShell ISE

£ powershell

+ Type Set-ExecutionPolicy -Scope Process -ExecutionPolicy Bypass. Once
prompted, click Yes to All.

* Type .\OAuth2_customer_setup.ps1 and wait up to 10 minutes until the process is
executed.

EX Select Admanistrator ChProgram Files\ PowerSheil T\ pwshexe (] S
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Prerequisites to enable permissions to the Emails

2. Manually install PS7 and modules:

* Prepare your PC by installing the components PowerShell7 and Azure and Exchange
the Online Module for PowerShell:

* |nstall PowerShell7

* Download PowerShell 7 for window 10 from the url.

* Install using Microsoft Installer. Note that Windows 10 is 64 bit. You must do the
following:

* Download the PowerShell-7.2.5-win-x64.msi.

* Double-click the above file once it is downloaded.

» Select all default options and close the window when finished.
* Install Azure and Exchange Online Module for PowerShell.

* Do the following to open PowerShell 7 as an administrator:

* Open Explorer and navigate to the "C:\Program Files\PowerShel\7\" directory.
* Right-click pwsh.exe.
+ Select Run As Administrator.

* Type Install-Module -Name Az -Repository PSGallery -Force and press Enter
to install "PowerShell — Azure Module.

+ Type Set-ExecutionPolicy -Scope Process -ExecutionPolicy Bypass. If
prompted, click Yes to all. This is only for windows.

* Type Install-Module -Name ExchangeOnlineManagement. When prompted, type
"A" (this is Yes to All option).

* This will install owerShell — Exchange Online Module.

2.1 Create an App in Azure

A user with the following roles only can create an App in the Contact Center Director
(CCD) to perform this.

* Connect Contact Center Director Supervisor with Azure AD Global Admin role.

* Minimum requirement for Connect Contact Center Director Supervisor is Entity
Administrator.

» Connect Contact Center Director Supervisor and an Azure AD tenant administrator
with Global Admin role.

Create a text file (redirecturl.txt) in the same path (C:\Office365) where the script is
downloaded. The text file must contain the Redirect URL:
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Prerequisites to enable permissions to the Emails

6 Note:

The Microsoft Azure portal supports only https for redirect URLSs; http is not
supported.

Login to Contact Center Directory using Supervisor credentials.

* Copy the Contact Center Directory URL from the browser until cc_admin/
* Add internet_email/save_tenant_id to the url copied in the previous step.

* Format: CCD_URL fcc_admin finternet_email save_tenant_id.
* Examples:

* For http - http: //xx.xxx.127.100:31459 £c_admin finternet_email /save_tenant_id.

* For https - https: //mitelccd.example.com:31461 fcc_admin finternet_email/
save_tenant_id.

Create an app in customer tenant using the script Register-ServicePrincipals. ps1.

0 Note:

Download the script Register-ServicePrincipals.ps1 and save it in your PC in the C:
\Office365.

1. Start Powershell 7 as administrator from the desktop.
2. Execute the script Register-ServicePrincipals.ps1 to create the host app.
3. Enter an alphanumeric "app name" of your choice.

o Note:

The character limit is 120 and special characters cannot be used.

4. When prompted, specify the file name that contains the redirect url which was created
previously in the C:\Office365 directory.

5. Enter username/password of a customer's Office365 tenant when prompted.
6. Save the Client/App ID and the Secret Key.
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Prerequisites to enable permissions to the Emails

6 Note:

» This will appear at the bottom of the powershell7 window.

+ ECC Customers need this "app id/secret key" to consent and allow access to
their selected emails.

Cut Il redirectURLbxt

Copy £ Register-ServicePrincipals ps1 5/1/2022 9:10 PM Windows Powershe kB

The following option would appear after "Step 3" above.

» Select or Enter a MS user with the Global Administrator role.

Microsoft Azure

B Microsoft

Pick an account

Young-Chan Noh

Back

* Close the browser if the following message appears after entering the MS User.
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Prerequisites to enable permissions to the Emails

9. = w B w O ®E &80T

B Wi B omosic [l boing [ Must » [l Otherbookmarks

7. Configuring the Client/App ID and the secret key in the Contact Center Directory:

a. Login to Contact Center Directory using supervisor credentials.
b. Navigate to System Parameters : Chat and Email : Email.

c. Under the Office365 configuration enable the check box Enabled Office365
OAuth.

d. Click Save button to save the changes.
e. Enter the Client ID/App ID and Secret Key.
f. Click Save.

System Parameters : Chat and Email : Email

General

Office365 Configuration

Enabled Office365 OAuth
— Secret Key | hw08Q-3MWIBNED_1vBLG
s——————=p ClientID 0493a42d-b805-4856-8454-
Office365 Tenant ID  |9613561e-06f7-495¢-8315«  Authorize ECC Email

Verification
This section details the process to verify the app created in Azure.

* Login to Azure AD using your Mitel credentials.
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Part 1: Granting permission by Contact 3
Center Director

This chapter contains the following sections:

» Grant Mitel Home app to access a customer Office365 tenant
* Troubleshooting

3.1 Grant Mitel Home app to access a customer Office365
tenant

A user with the following roles can grant permission by Contact Center Director (CCD) to
perform this.

» Connect Contact Center Director Supervisor with Azure AD Global Admin role.

*  Minimum requirement for Connect Contact Center Director Supervisor is Entity
Administrator.

» Connect Contact Center Director Supervisor and an Azure AD tenant administrator
with Global Admin role.

To execute the process from the CCD:

1. Navigate to System Parameters : Chat and Email : Email page.
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Part 1: Granting permission by Contact Center Director

2. Click Authorize ECC Email button.

System Parameters : Chat and Email : Email

General

Office365 Configuration

Enabled Office365 OAuth
Secret Key  hw0BQ~3MWFBNBO_1v6LC
Client|D 0493a42d-b805-4856-8454-

Office365 Tenant ID 961356 1e-0617-486¢-8315~ | Authorize ECC Email

» Enter office 365 credential with Global Admin role for Office365 tenant. The
Office365 Tenant ID textbox will be auto filled with the tenant ID of customer
Office365 tenant.

BE Microsoft

Pick an account

Glen Gabriel
@ e i oot canacisssiliom |
digradin o

Bl

Pick an account

* In the panel that opens displaying a review of the permissions, click Accept.

Permissions requested
Review for your erganization

Tl e eruiey et iy, iy fuevtivnse H s Iril
1hér ape
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3.2 Troubleshooting

« Failed Redirect URI

» Try the steps from the beginning of Part1: Granting permission by Contact
Center Director again.



Part 2: Granting Permission by the 4
Script

This chapter contains the following sections:

+ Grant Mitel Home app to access customer emails by running a script

4.1  Grant Mitel Home app to access customer emails by
running a script

Follow the steps below to grant permission by the script:

1. Download and save the PowerShell script file OAuth2_registration_customer.ps1 in
the C:\Office365.

2. Create a text file named "email.txt" containing a list of Office365 email addresses
which are used in configuring Contact Center Email. This includes Email IRNs, Reply,
Dead Letter, General Outgoing, and the Incomplete Destination Accounts in Contact
Center Director. The text file "email.txt" should contain only one email address in
one line. Do not add commas or any other characters or separators after the email
addresses. Example format:

1 email:txt - Notepad - [} X
File Edit Format View
mivcgal@mivcga.in
mivcga2@mivcqga.in
mivcga3@mivcga.in
mivcgad@mivcga.in
mivcga5@mivcga.in
mivcgaé@mivecqga.in
mivcga7@mivecqga.in

100%  Windows (CRLF) UTF-8

3. Save the text file in C:\Office365. The emails lists will be used in Connect Contact
Director.

4. Open PowerShell7 as an administrator.

5. Navigate to the folder - C:\Office365. Enter the script name as
OAuth2_registration_customer.ps1.

6. Enter the Client ID that was entered on the System Parameters : Chat and Email :
Email page of Connect Contact Director.

7. When prompted to enter MailboxesFilePath, enter "email.txt".
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8. Enter username/password of a customer's Office365 tenant (Twice when prompted).

Enter "Mitel office 365 app™

Enber paspword

- e =
T R st e
. —
a - Lk Lyl b e
o it
You might reed .
1o da the 2 limes - N"‘

Eriler usamama/
pasaword of customes
office 365 tenant




Email verification by Connect Contact 5
Director

This chapter contains the following sections:

* Troubleshooting

Log into Connect Contact Director and verify Test Connection of all configured emails for
your tenant. This includes incoming / reply / dead-letter / outgoing email.

If "Test Connection" fails, wait for 10 minutes and try again.

Example of the Incoming and Outgoing screen:

[T - —
00 Mitel connect Contact Center Director x5 R —
! © | Emall : Emall Accounts
i F (o = = :
a 5 1 o ——
e g —
+ g
scomt, St atomat: et
R e i o At .
.o pre—r ey B =
1 T ——
RS | coou | mommeOmem, saws
_, e Ao s e
- Rctmetiomes. (Tinasivnid
B il e P - o ot
Y B — b
- PRy e e e ———
PesemsiOnm Actirmated Riigoeds 0 s raisoats hom T BT (e 184 acesar
Frofies
b wenmen
bl
b R Cogutes
b ekt
b Repoting foonen  Imcamng | Owgerg  advaies i B e ]
¥ i it v e o —
o Clast L S R S s farees yretp-imgacy ofica 264 oy
= ) Unername
e e B -
b Oment o |
- Cauw prarty . for il
- o T gL e TrConsemin rot gy |
= - -
e gy G Cannson  Ton Commpion
o Stes Ch A
+ Bt
[rngey
+ tean

Example of Reply / Deadletter / General Outgoing screen:

System Parameters : Chat and Email : Email

General

Office 65

e e
SeceiKey PuDRQ=INWIBNB)_veLd
Superen Clent D D41a420.608.4854-8454,

OfficedBs Tenant 1D [B6135010D0ITA05CA318- | Authoras ECC Emal

Regply Emad Account

Tewt Genersl Ougoing EMal Comection  Test Gonnecton
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5.1 Troubleshooting

Follow the steps below to troubleshoot the configuration:

1. If Test Connection fails, wait for 10 minutes, and try again.

2. If Test Connection still fails after re-attempt, you can fall back to the basic
authentication by:

* Uncheck the Enabled Office365 OAuth.
* Click Save.

System Parameters : Chat and Email : Email

General

Office365 Configuration

{Enabled Office365 OAuth 4|

3. Once OAuth2 is disabled, you can use the username/password for incoming and
system -> Reply Email Account.

6 Note:

Availability of the falling back to basic authentication option is controlled by
Microsoft.
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