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1 Working Instructions

Working Instructions
Overview of Chapters

Target groups and requirements

This service manual is designed for authorized field and remote service
technicians who are entrusted with the installation and configuration of HiPath

SESAP - Service Tool Box.

Contents

This chapter contains the following sections:

e Section 1.1, “Overview of Chapters”

¢ Section 1.2, “Additional Documents”

e Section 1.3, “Notational Conventions”

* Section 1.4, “Safety Information and Warnings”

e Section 1.5, “Correct Use”

* Section 1.6, “Proper disposal and recycling”

e Section 1.7, “Standards and Guidelines on Installation”

* Section 1.8, “Data Protection and Data Security”

1.1 Overview of Chapters

This service manual contains the following chapters:

Chapter 1, “Working
Instructions”

This chapter provides information on working with this
service manual and lists important safety instructions that
you must comply with when you work on the system.

Chapter 2, “About SESAP”

SESAP and the service applications accessible via
SESAP are introduced in this chapter.

Chapter 3, “Installation”

This chapter describes preparation and integration of the
SESAP server into the customer's network.

Interface”

Chapter 4, “SESAP User

This chapter introduces the user interface of SESAP.

Chapter 5, “Service
Applications”

This chapter describes how the service applications
centralized via SESAP are installed. Additionally, a
description is given of how applications are launched and
how the status of services is checked.

Tasks”

Chapter 6, “Concluding

This chapter describes procedures that are carried out
after completion of the installation and configuration tasks.

Table 1
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Working Instructions
Additional Documents

1.2 Additional Documents

Below is a list of documents that may be of additional benefit to you when you
work with this service manual (you can find these documents in G-DMS):

e SESAP Checklist

* SESAP Release Notes

¢ Manuals for the service applications integrated in SESAP
e SESAP Data Sheet

e SESAP Sales Information

1.3 Notational Conventions

Writing conventions

The following stipulations apply in this service manual:

The password 123456 ... | Texts in continuous text that are very important or which
must be observed are identified in bold lettering. Buttons and
menus are also identified in bold lettering.

File global.cfg Files ordirectories are identified by the Courier font.

<Place holder> Entries or outputs that may be different depending on the
situation are placed between pointed brackets and written in
italics.

Table 2 Writing conventions

1.4 Safety Information and Warnings

Work on communication systems and devices may only be carried out by
qualified persons.

For the purposes of safety information and warnings, qualified persons are
persons who are authorized to place into operation, ground, and label systems,
devices, and lines in accordance with applicable safety procedures and
standards.

It is absolutely essential that you read and understand the following safety
information and warnings before starting installation and implementation work on
the communication system or device.

You should also carefully read and observe all safety information and warnings
on the communication systems and devices themselves.

Familiarize yourself with emergency numbers.

A31003-E2320-S100-2-7620, 01/2016
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Types of safety information and warnings

The following grades of safety information/warnings are used in this manual:

/N oaneer

Indicates an immediate danger that could result in death or serious injury.

A WARNING

Indicates a general danger that could result in death or serious injury.

Indicates a danger that could result in injury.

NOTE: Indicates situations that could resultin damage to property and/or loss of
data.

Symbols for specifying the source of danger more exactly

The following symbols are not usually used in the manual. They explain symbols
that may be depicted on the communication systems and equipment.

A A LN A A L A

E lectricity Weight Heat Fire Chemizals EsSD” Laser

*ekctostatically sensitive devices
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1.5 Correct Use

The communications system may only be used for the purpose described in this
document and only in connection with the additional devices and components as
recommended and permitted by Unify.

The proper use of the communications system assumes correct transport,
storage, assembly and setup as well as careful operation and maintenance.

1.6 Proper disposal and recycling

10

All electrical and electronic products should be disposed of
separately from the municipal waste stream via designated collection
facilities appointed by the government or the local authorities.

The correct disposal and separate collection of your old appliance
will help prevent potential negative consequences for the
environment and human health. It is a precondition for reuse and
recycling of used electrical and electronic equipment.

For more detailed information about disposal of your old appliance,
please contact your city office, waste disposal service, the shop
where you purchased the product or your sales representative.

The statements quoted above are only fully valid for equipment which
is installed and sold in the countries of the European Union and is
covered by the directive 2002/96/EC. Countries outside the
European Union may have other regulations regarding the disposal
of electrical and electronic equipment.

Used accumulators and batteries with this sign are valuable
economic goods and must be recycled. Used accumulators and
batteries that are not recycled must be disposed of as hazardous
waste with full observance of all regulations.
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1.7 Standards and Guidelines on Installation

1.7.1 Labeling

This device complies with the EU guideline 1999/5/EEC as
confirmed by the CE certificate.

/M

Table 3

This device has been manufactured in accordance with our
certified environmental management system (ISO 14001). This
process ensures that energy consumption and the use of
primary raw materials are kept to a minimum, thus reducing
waste production.

)

¢

Table 4

1.8 Data Protection and Data Security

This system processes and uses personal data for purposes such as call detail
recording, displays, and customer data acquisition.

In Germany, the processing and use of such data is subject to various
regulations, including those of the Federal Data Protection Law
(Bundesdatenschutzgesetz, BDSG). For other countries, please follow the
appropriate national laws.

The aim of data protection is to protect the rights of individuals from being
adversely affected by use of their personal data.

In addition, the aim of data protection is to prevent the misuse of data when it is
processed and to ensure that one’s own interests and the interests of other
parties which need to be protected are not affected.

The customer is responsible for ensuring that the system is installed, operated
and maintained in accordance with all applicable labor laws and regulations and
all laws and regulations relating to data protection, privacy and safe labor
environment.

Employees of Unify are bound to safeguard trade secrets and personal data
under the terms of the company’s work rules.
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Data Protection and Data Security

12

In order to ensure that the statutory requirements are consistently met during
service — whether on-site or remote — you should always observe the following
rules. You will not only protect the interests of your and our customers, you will
also avoid personal consequences.

A conscientious and responsible approach helps protect data and ensure
privacy:

Ensure that only authorized persons have access to customer data.

Take full advantage of password assignment options; never give passwords
to an unauthorized person orally or in writing.

Ensure that no unauthorized person is able to process (store, modify,
transmit, disable, delete) or use customer data in any way.

Prevent unauthorized persons from gaining access to storage media, such as
backup CDs or log printouts. This applies to service calls as well as to storage
and transport.

Ensure that storage media which are no longer required are completely
destroyed. Ensure that no sensitive documents are left unprotected.

Work closely with your customer contact; this promotes trust and reduces
your workload.
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About SESAP
The SESAP Service Tool Box as Part of the Secured Remote Service Platform

2 About SESAP

SESAP and the service applications accessible via SESAP are introduced in this
chapter.

Contents
This chapter contains the following sections:

e Section 2.1, “The SESAP Service Tool Box as Part of the Secured Remote
Service Platform”

e Section 2.2, “SESAP features overview”
e Section 2.3, “SESAP in the Customer's Network”

* Section 2.4, “SESAP design consideration”

2.1 The SESAP Service Tool Box as Part of the Secured Remote Service
Platform

The SESAP Service Tool Box is a standardized software suite with tools that the
service from Unify uses to provide efficient service for its customers equipment.

Mostly required tools used for the service and administrative tasks of your
OpenScape / HiPath Solution are put together in one SESAP Service Tool Box.

These tools are installed on the SESAP server and are automatically kept up to
date by our update service.

Through the Remote Service Platform our remote support technicians get secure
access to the SESAP service tool box and can use these tools as technicians on
site.

SESAP Service Tool Box runs on a server in the customer's network and is used
as a central access point to the customer's infrastructure by the remote service.
Local access to the functionality is also possible.

As SESAP works based on a Client-Server architecture, more than only one user
can access the SESAP user interface simultaneously. For example, one local
user can be accessing SESAP and at the same time the server can be remotely
accessed (via Remote Desktop tool) by another user that also will be able to
access the SESAP user interface.

The SESAP user interface is used for:
* installation, configuration and update of service applications
* installation and launching of third party applications

* viewing documentation related to SESAP server and service applications.

A31003-E2320-S100-2-7620, 01/2016
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SESAP features overview

2.2 SESAP features overview

The SESAP Service Tool Box provices safe, central access to OpenScape
customer solutions with our standard remote access:

Figure 1 SESAP features overview

e Software tools for service and administrative functions are located on a server
in the network of the customer

e The SESAP tools are mainly available for access from the Unify Service
Centers, but can also be used for on-site operations

¢ For remote use of the Service Tool Box SESAP a broadband connection to
the remote service platform is necessary

e SESAP Servers as a basis for new services such as software OpenScape
SW update Microsoft hotfix update etc.

¢ The use of SESAP and the remote access has to be agreed with the customer

A31003-E2320-S100-2-7620, 01/2016
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About SESAP
SESAP features overview

SESAP allows access to a series of service applications with focus on:
*  Optimized installation and administration of IP terminals

e Software updates and distribution for IP terminals and OpenScape
applications

* IP network analysis and traffic measurement
» Storage and administration of QoS data from IP terminals and gateways
* Licensing of HiPath products by HiPath License Management components

* Versatile diagnostic and data collection remotely and on site (troubleshootind
and resolution)

2.2.1 Standard Utilities

The Standard Utilities installed by SESAP are listed below:

Application Description

MD5-Sum generator Tool to check MD5 checksum

Password Safe Allows to create a secured and encrypted
username/password list

Putty Free implementation of Telnet and SSH for
Windows

Aonaware Syslog Web Client | Syslog messages are received and stored in a
SQL Server Express database and viewed in a
client web interface

On Screen Keyboard Windows tool that displays a visual keyboard
with all the standard keys
WinSCP Open source SFTP client for Windows,

supports SSH and SCP Protocol. SSH
provides a secured file and file transfer
between two systems

Wireshark Network protocol analyzer

KeePass Password Safe Engine under Devices Database. Protect
information and passwords.

Table 5 Standard utils applications

A31003-E2320-S100-2-7620, 01/2016
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16

2.2.2 Integrated Services Applications

The service applications accessed via SESAP are, in detail:

Application

Most important functions

Deployment Service (DLS) V7

Support for the startup of new IP terminals
by Plug&Play

Automatic software update for IP terminals
Configuration changes to IP terminals

Inventory management for IP terminals

HiPath License Management
(HLM) V1

Licensing and management of the license
keys for OpenScape- and HiPath products

HiPath IP Service V5

Analysis of IP networks (e.g. check of the
network quality by using the QoS data for
HiPath IP components)

HiPath IP VoiceView V5

Graphical analysis and display of the voice
quality in IP networks

QoS Data Collection Unit (QCU)
V2

Storage of QoS data records. When QoS
thresholds are exceeded, data records are
sent by the HiPath IP components to this
central application are stored and
administered there.

j-HTP V2

Web tool used to remote control Unify
OpenStage telephones through internet

OpenScape Voice Trace
Manager V7

Collection of OpenScape Voice trace data

and identifying specific trace files that can

be used for analysis and trouble shooting of
OpenScape Voice problems

Unit Manager Network

Manages networks of Mediatrix units within
an intranet to provide end-to-end IP
Telephony solutions

ComWin

Collection of program components which
communicate via the OLE automation
interface. This interface makes it possible
to execute a procedure or access a
property contained in another program

Table 6 Service applications
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2.2.3 Additional Services

SESAP Service Tool Box provides on its graphical interface the status of all
application services installed on server. These services can also be started/
stopped by authenticated users who have granted permissions to do it.

The documentation for installing, configuring and accessing OpenScape
applications are available on SESAP Service Tool Box GUI.

Also an important service available on SESAP Service Tool Box is the ability to
automatically update all Service Applications.

2.3 SESAP in the Customer's Network

The service tool SESAP is located into the customer’s network.

Usually a dedicated server is used for SESAP (a customer’s existing server or
WMware environment).

2.4 SESAP design consideration

This chapter gives some hints for the design phase:

2.4.1 Terminal Services

The SESAP Service Tool Box is running on Windows Server 2008 R2 (64bit),
Standard Edition. English with 5 User Client Access Licenses (User CAL).

5 User CAL does not mean 5 concurrent sessions of RDP (Pemote Desktop
Procedure) access. By default 2 Maintenance RDP sessions are possible, for
more sessions a terminal server licenses and a terminal server license server is
necessary.

2.4.2 Wireshark and a second Network Card

It is recommended using a second network card for network capturing options, if
the end customer agrees to this.

The requirements for this are:

* The end customer agrees to this monitoring concept based on a monitoring
port or monitoring VLAN. The service coordinates this process of monitoring
with the customer, how to setup this monitoring options.

A31003-E2320-S100-2-7620, 01/2016
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e SESAP Service Tool Box needs a second network card. All unnecessary
protocols have to be uninstalled there (TCP/IP etc.). Give the network card a
name like “Capture Port”.

* This network card is connected to a monitoring port on a switch of monitoring
VLAN. A monitoring port on a switch is a port, which is only used to receive
(monitor) network traffic from another port or VLAN of the customer network.
A monitoring VLAN is a VLAN, in which network traffic is copied from another
port or VLAN of the customer network.

* See below an example of a monitoring VLAN with VMware:

X A= ]
E/ (/\ \

Sl B

Customer

Monitoring VLAN

Monitoring VLAN

OpenScape Applikatior

X

ware Server

Server

Customer Subnet

Figure 2 Second Network Card

In this example the network traffic from the OpenScape Application Server is
copied to the Monitoring VLAN. The SESAP Server can capture this Ethernet

traffic and the service has the option to make more depth exact analiysis on the
server.

A31003-E2320-S100-2-7620, 01/2016
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SESAP and Windows Security Policies

2.5 SESAP and Windows Security Policies

SESAP implements, during its installation, the Windows Security Policies
recommended by CIS-CAT Tool. Release Notes contains one item that describes
which CIS-CAT version is being implemented and possible exceptions.

If SESAP Server is member of a domain, the CIS-CAT policies must be first
imported on Domain Controller, added to one of the Domain Group Policy settings
and then exported for the SESAP Server. The CIS-CAT Domain Group Policy
Settings files are located on $DVDDrive%\SESAP\Windows SW\Domain
Group Policy

A31003-E2320-S100-2-7620, 01/2016
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3 Installation

SESAP is delivered only as a software suite without hardware.

Overview

This chapter describes how a server provided by the customer for SESAP
operation is configured, and how SESAP can be installed on the server.

SESAP Installer does many automatic sets for the Operating System. The
Sect. 3.2 describes all the installation processes and should be followed as
close as possible. Sect. 3.3 shows the manual configurations that are not
performed by SESAP Installer because they are optional configuration and
must be done depending on server installation needs. Those steps which
are done in an automatic way will be described on Sect. 3.6 only to be
known as a reference guide.

Contents

This chapter contains the following sections:

e Section 3.1, “Requirements”

* Section 3.2, “Installation and Launch of SESAP”

e Section 3.3, “Manual configurations for SESAP Server”
e Section 3.4, “Transmission of SESAP Checklist”

* Section 3.5, “Reference guide for SESAP automatic installation process -
Microsoft Windows Server 2012 R2”

» Section 3.6, “Reference guide for SESAP automatic installation process -
Microsoft Windows Server 2008 R2”

e Section 3.7, “Reference guide for SESAP automatic installation process -
Microsoft Windows 2003 Server SP2”

3.1 Requirements

The customer provides a server that is reserved for usage as a SESAP server.
Contents

This chapter contains the following sections:

e Section 3.1.1, “Software Requirements”

e Section 3.1.2, “Hardware Requirements”

e Section 3.1.3, “Hard Drive Partitioning Recommendation”
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3.1.1 Software Requirements

The Windows components and softwares below must be installed on the server:

¢ Microsoft Windows Server 2008 R2 Standard Edition English (64 bits only) or
Windows 2003 Server SP2 Standard Edition English (32 bits only). In order
to check which Windows Operating System is running on the Server, press
the Start button and in the search box type winver and then press Enter

¢ Internet Explorer 8.0 (or later). To check which version of Internet Explorer is
installed, press Start button and then click Internet Explorer. Press Alt + H
and then click About Internet Explorer

e Java virtual machine version 6 or version 7. It can be downloaded from
http://www.java.com/en

e Current virus scanner

¢ The latest Operating System service pack and current hotfixes must be
installed

e _NET Framework 3.5 and Visual Studio 2005 Runtime Redistributable SP1 32
bits must be installed

3.1.2 Hardware Requirements

For hardware requirements please consult the SESAP Sales Information and
SESAP Data Sheet (you can find them in G-DMS) or the Release Note.

The following standalone hardware configuration is recommended for running the
SESAP. Please, always check the Release Notes in order to get the newest
hardware requirements.

This is the minimum hardware requirement with max. 5000 subscribers.

¢ 2,5 or 3 GHz processor (for performance reasons)

* 4GB RAM

¢ DVD (optional Writable CD/DVD to store trace files)

¢ 500GB HardDisk for c: (system) SCSI or SATA 3Gb/s

¢ 1TB HardDisk for d: (second drive to store userdata, traces) SCSI or SATA
3Gb/s

¢ RAID 5 recommend

e Eth Ctrl 1x1Gbit (100Mb min.)
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* USB optional

Recommendation for large Environment (10000 subscribers)
* 1or22,5o0r3 GHz processors (for performance reasons)

*» 8GB RAM

* DVD (optional Writable CD/DVD to store trace files)

* 500GB HardDisk for c: (system) SCSI or SATA 3Gb/s

* 1-1,5TB HardDisk for d: (second drive to store userdata, traces) SCSI or
SATA 3Gb/s

e RAID 5 recommend
e Eth Ctrl 1x1Gbit (100Mb min.)

* USB optional

If no OSV-TM trace manager is used reduce the following requirements:
» CPU2Ghz

* RAM2-3GB

* Harddisk c:100 GB

* Harddisk d:500 GB

The system is still capable of running on the computers that came preinstalled
with the SESAP V1.0 R0.23.2 (old specification, see old release notes for more
information), but if you plan to use the OpenScape Voice Trace Manager it is
strongly recommended to install at least an additional (min. 1TB) Hard Drive into
your system, for storing the generated traces.

You can find up-to-date HW recommendations for running SESAP in the Sales
Information and in your order-system (e.g. ,Warenkorb®). There you can also get
the specification of the actual recommended 19” rack version of the HW, which
should be preferred over the standalone system, especially if you plan to use
Open Scape Voice solutions parallel on the same system.
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3.1.3 Hard Drive Partitioning Recommendation

The following HD partitioning recommendations are based on the fact, that the
SESAP Server should have at least a Hard Drive with 500GB of storage capacity:

Partition Size
System drive (C:) |50 GB
Customer Data (D:) | 450 GB

If you plan to use the OpenScape Voice Trace Manager it is strongly
recommended to install an additional (at least 1TB) Hard Drive into your system,
for storing the generated traces.

NOTE: In addition to SESAP, the customer is not allowed to install or run any further
applications on the server. It is also not permitted to install and run further service applica-
tions on the SESAP server without the appropriate SESAP release notice. Itis not possible
to guarantee proper SESAP operation in the event of noncompliance.

NOTE: Currently, SESAP supports only installation on C: drive, and the installer must run
from this drive. Installation of SESAP on other drives (such as D:) is not supported and will
cause errors during installation.
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3.2 Installation and Launch of SESAP

During installation of SESAP the user will be asked about a set of configuration
options like user accounts, license file path, remote configurations and so on.
This kind of install is called Attended Install.

To make SESAP installation an even more practical process, a configuration
wizard was created to permit users to answer all those questions before starting
SESAP installation and was called Unattended Install. This mode also allows
the creation of a configuration file that can be used as a template during other
SESAP installations in order to speed up new installations.

In both cases the installation steps are all the same but the difference is that on
an unattended install the user won’t have to answer any question because all
were answered before the install process begining. Both kinds of installation will
be described in sequence.

SESAP is installed from the SESAP Software Suite DVD.

Insert the DVD. The installation routine starts automatically or it can be launched
from the file install.bat (on the DVD).

First of all, when SESAP installation begins, choose the kind of installation
answering the following question:

SESAP Installation |

':e:' Perform an unattended installation?

Figure 3 SESAP unattended installation

Press YES for Unattended installation and NO for Attended installation.

No matter what kind of installation is chosen, two End-User License Agreement
(EULA) screens will show. The installation will only proceed upon accepting the
licenses.

The user must accept two license agreements. One for SESAP itself and one for
third-party tools.
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x

SERVICE TOOL BOX - SESAP

SESAP License

Please read and accept to continue the installation.

SESAP V2

L

Copyright Unify GmbH & Co. KG 2014.
All rights reserved.

The program SESAP V2 is the property of Unify GmbH & Co. KG and
protected by national and international copyrights.

IMPORTANT - please read carefully:
Read the terms and conditions of this end user license agreement’ end user
license terms carefully. You obtain no rights other than those granted to You

wndar thic amreamant Vo will ha aclrad tn anrea ar dicaores tn thaca licanca LI

| Accept License I Decline License |

Figure 4 SESAP license screen

B sESAP V2.0 - Tools Licenses

SERVICE TOOL BOX - SESAP

SESAP Third-Party Licenses

Please read and accept to continue the installation.

OpenSSH Secure Shell 6.2pl: OpenSSH License
license:  hitp2'www.openbsd org/cgi-
bin/cvsweb/src/usr bin/ssh L ICENCE 7rev=HEAD

This file is part of the OpenSSH software.
The licences which components of this software fall under are as

follows. First, we will summarize and say that all components
are under a BSD licence, or a licence more free than that.

-
1| | 3

| Accept License I Decline License |

Figure 5 SESAP license screen for third-party tools
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3.2.1 Attended Install

The first message brings a brief explanation about the hardening procedure,
applied during SESAP installation, to reinforce security:

x
Hardening procedure

Hardening is a procedure to apply several security policies, 0.S. and firewall
configurations to reduce vulnerability, therefore increasing security. Please note that
disabling hardening will leave the machine more vulnerable. Disable hardening at
your own risk.

For more information about the hardening procedure, see the SESAP Security
Checklist.

| ........ Enablehardenlng ......... I Disable hardening

Figure 6 Hardening procedure dialog

The checklist contains more information about the hardening procedure. In case
of not enabling hardening, some specifics points regarding this choice must be
filled.

Once an option about the hardening is made, a message will show informing that
Installation might require the system to reboot. Press YES to continue:

SESAP Wizard |

SESAP Installation might require system Reboot!
., Please, save all unsaved processes before starting SESAP
installation. Start SESAP Installation now?

Yes Mo |

Figure 7 SESAP Installation, reboot warning

All installation steps are displayed on its main installation window.

Each installation step contained in the Installation Main Window will be described
in the following items:

1) Create SESAP Accounts.

Automatically creates SESAPADMIN, SESAPSERVICE and SESAPFTP local
accounts as described on Section 3.6.1.1, “Create Local Users”.
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1.1) Minimal password length for user accounts.

Some servers can be configured to accept hardened passwords and they will not
accept the default SESAP passwords. On this case, user will receive a warning

message:
I x|
A security setting on this computer determines that the least number of
characters that a password for a user account may contain is 12, Please
configure the passwords manually.
Figure 8 SESAP installation, password complexity message

and will be prompted to enter a new passwords for both accounts (SESAPADMIN
and SESAPSERVICE):

x

Please type the SESAPADMIN user account password:

[
| CANCEL |

Figure 9 SESAP installation, password input for SESAPADMIN account
x|

Please type the SESAPSERVICE user account password:

[
| CANCEL |

Figure 10 SESAP installation, password input for SESAPSERVICE
account
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1.2) SESAPFTP password account.

During SESAPFTP creation, the user will be asked to type a password tor this
account, as shown in the window below:

x

Please type the SESAPFTP user account password:

r
[ ] CANCEL |

Figure 11 SESAP installation, password input for SESAPFTP account

On Section 3.3.1, “Create users in a domain” is described how to create a domain
user that depends on customer specification. For this reason, SESAP
Installation does not create any domain user.

NOTE: Although SESAPADMIN and SESAPSERVICE local accounts are
automatically created for SESAP administration, all installation and launch of
SESAP can be done using a domain account with administrator privileges.

2) Set Users Account Controls

After having those three local accounts created, the “files virtualization” security
option must be turned off. This setting is also made automatically. SESAP Server
also sets many Operating System security items during this step.

One of these security settings determines that the built-in account created by
default during OS installation named “Administrator® must be changed to other
name that does not contain the term “admin®. Please type a new built-in
administrator account name if the window above is shown:

X Built-In Administrator Name Account

Fleaze choose & niew built-in Administrator name k. |
account. The name must not contain the term

=l Cancel |

Figure 12 New Built-In account name
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3) Enable Remote Desktop

SESAP Installation automatic enables the Remote Desktop Service, as
described on Section 3.6.1.2, “Remote Desktop”. It also allows the mentioned
service on firewall permissions. It is needed to choose between allowing this
service only with Network Level Authentication or not:

SESAP Wizard |

@™% Would you like to allow Remote Desktop Access only with Network
'_ '.-' Level Authentication {more secure)? This feature is not supported
= by older Remote Desktop protocols.

Figure 13 SESAP Installation, Remote Desktop with Network :Level
Authentication

The system must be rebooted after all these changes. The following message will

be displayed:
x
@l User Accounts Controls were modified.
'-.\ ,.-' ‘fou MUST Restart your computer and log on with SESAPADMIN
—  Account.
Figure 14 SESAP installation, reboot confirmation

Click OK to reboot the Server. After rebooting, the user must log on with
SESAPADMIN local account. At the beginning of first log on, the user will be
asked to change the password.

4) Install Windows Services

All needed windows services will be installed, as listed below:

Web Server (lIS).

FTP Publishing Service

Net Framework

Web Management Capability

WMI Compatibility

Folder Indexing Service (Remove Service)
Windows Authentication

ASP.NET
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The following window will indicate the progress of Windows Services installation:

& Administrator: C:\Windows\Sysnative\WindowsPowerShell\v1.0

Start Installation... —

[o0000000000000000000000000000000000000000000000000000

Figure 15 Windows services installation
5) Install HiPath License Manager

The SESAP Installation checks if HiPath License Manager and HiPath License
Agent are already installed in Server. If they aren’t installed, it will install both
applications.

After installation, the user will be asked for a RLF (Regular License File), like the
message shows:

SESAP Wizard |

™%  Please, select a Regular License File to be uploaded to License
! Agent. If you don't have such file, just press No and SESAP
Wizard will run under Grace Period.
Choose file now?

Yes Mo |

Figure 16 .SESAP Installation, Regular License File request

Choose YES to locate the Regular License File. After being located, the file will
be added automatically to HiPath License Agent.
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If the file is correctly uploaded, the following information will be shown on main

window;
Install Windows Services... oK
Install Hipath License Regular License. Valid for 1075 days. Expires on
Manager... 462017
Install SSH Server... oK
Figure 17 SESAP Installation, Regular License activated

If the option is to not add the Regular License File, click No. The SESAP installer
will request the license to HiPath License Agent using the Grace Period License
File (GPCF) located under DVDDrive\SESAP\License folder. In this case the
following message will be shown on main window:

Install Windows Services... oK
Install Hipath License

Grace Period. Valid for 30 days. Expires on 4.6.2014.

Manager...
Install S5H Server... 0K
Figure 18 SESAP Installation, Grace Period License activated

6) Install SSH Server

The SSH Server is an application used for providing encrypted communication
sessions over remote computers.

During SSH Server installation, the user decides if SESAPADMIN and
SESAPSERVICE user accounts should be added to SSH Server users list. The
following questions will be shown:

SESAP - SSH Server Installation x|

@=% Add SESAPADMIN account to the 5SH Server users list?
L /.-' Mote: This is necessary if you intend to access SESAP server
—  remotely via programs like PUTTY, WinSCP or SIRA using this
account.

Yes Mo |

Figure 19 .SESAP Installation, add SESAPADMIN to SSH Server users list
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The same question is shown, but for the SESAPSERVICE user account:

SESAP - SSH Server Installation |

=% Add SESAPSERVICE account to the SSH Server users list?
'.-' Mote: This is necessary if you intend to access SESAP server
= remotely via programs like PUTTY, WinSCP or SIRA using this
account.

Yes Mo |

Figure 20 .SESAP Installation, add SESAPSERVICE to SSH Server users list

The SSH Server setup is run and, depending on the answers for each described
question, the choosen user accounts (SESAPADMIN and/or SESAPSERVICE)
wil be added automatically to the SSH Server users list, as described on Section
3.6.3.2, “Add users to RSPssh users list”. It also allows the mentioned service on
firewall permissions.

7) Install KeePass Software

The KeePass Password Safe 2 is installed and configurated to keep information
and passwords of SIRA devices stored. It can be used into the SESAP Page,
using the Devices Database tab or via Command Line, using the
DevicesDatabase script. SESAP implements an interface to this software that
can be used in one of these two methods.

The database created here may have one of two authentication methods: 1) Any
authenticated user; or 2) Using a Master Password. During this installation step,
the following prompt will appear:

Sira Device Database |

[ &% Would you like to create the Sira Device Database with a master
@' password?

Figure 21 SESAP Installation, KeePass Configuration

Choosing the option Yes, then the Master Password will be asked (as below).
This password must be stored. If it was lost, database will be lost. Choosing No,
the database will be created using user validation, SESAP will allow any
authenticated user to access the database.

E Please type the master password to

Figure 22 SESAP Installation, Master Password Prompt
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8) Install SSDP Plugin

The SSDP (Smart Services Delivery Platform) Service Plug-in manages the
interface between SESAP Server and SSDP Enterprise Server, a browser-
based remote support tool.

9) Add FTP Site

As will be described on Section 3.6.1.4, “How to configure the FTP Site”, the
Default FTP Site will be created and the folder that will be used to store all data
that will be accessed by the SESAPFTP user must be selected. Choose the
folder’s location path and press OK. If the folder doesn'’t exist yet, click on Make
New Folder and create a new one:

Browse For Folder |

Please, select the Folder that will be used by FTP Service:

P Desktop |l
3 Libraries
2 Administrator
= 1% Computer
\ﬂ,“ Floppy Disk Drive (A:)
4;’,. Local Disk (C:)
[l s New Volume (D:)
- TPRoot
\—_w CD Drive (E:)
- BD-ROM Drive (F:)
e‘l_i Network
| o 5 cantral Danal =

Make Mew Folder | OK I Cancel |

4
Figure 23 SESAP installation, select FTP folder

The standard path is D:\FTPRoot, but any other can be chosen, depending on
customers needs.

Also depending on customer needs, an extra FTP user can be created to read
information from a choosen folder on SESAP.Server. If this extra FTP user is
needed, click YES for the following question, otherwise click No

SESAP Wizard |

I-"'_."'-I Create an extra FTP user account? This user account will have
"W rights to read only one spedific folder on SESAP Server

Figure 24 SESAP installation, create an extra FTP user account prompt
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Set user name and password:

x|
User Name I OK I
Password I CANCEL |
Confirm Password I
Figure 25 SESAP installation, set user name and password for extra FTP
account

And then choose the folder that will store all information that should be read by
this new user.

10) Copy SESAP Folders

All files and folders will be copied from DVD to C: \SESAP. A progress bar is
shown during this process.

11) Crate Dashboard Database

SESAP counts with the Dashboard support. This feature receive and store
statistics and other data, and these information are stored into a sqlite database.
This installation step copy the sqlite files and create the database.

12) Copy Uninstall Folder

The Uninstall.hta and other needed folders are also copied to the operating
system programs installation folders.

13)Deploy SESAP file

The file Sesap.war is copied to the License Management webapps folder. This
file is automatically deployed into the SESAP application folder and its files and
subfolders will be used during SESAP lauching via web browser.

14)Create Shortcuts

The Desktop shortcut for SESAP Wizard will be created for all users:

o
L 4
StartupSESAP

Figure 26 Desktop Icon
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Also, a shortcut is created for SESAP Startup and Uninstall on “All Programs /

” -
SESAP’ path:
E Adobe Reader 9 e —
{é Internet Explorer (64-bit) _‘:
(& Internet Explorer U
" Windows Update
7-Zip
- Administrator
Accessories
| Administrative Tools Doauments
. Apache HTTP Server 2,2
DAEMON Tools Lite
Computer
DIPAZ Trace
Hiks Metwork
| freeSsHd
i
e Control Panel
Maintenance
B EERL Devices and Printers
. RTT 8700
RTT Tools Administrative Tools »
SESAP
L StartupSESAP Help and Support
& UninstallSESAP
rop Run...
1 Back
I Search programs and files @J Log off >|
Figure 27 SESAP links on Start / All Programs

15) Install help files updates

Some applications have their documentation based on .hlp files. To correctly
open these files, an update is needed to be performed. During this step other
windows patches shall be installed automatically if necessary.

16) Add SESAP Key to registry

Some registry values are written under the following registry key::
HKEY LOCAL MACHINE \ SOFTWARE \ UNIFY \ SESAP
17) Set Internet Explorer Options

As will be described on Section 3.6.2, “Microsoft Internet Explorer settings”,
SESAP installer sets options for Active Content information shown by Internet
Explorer. This step is also done automatically for all local users.
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After completing all these steps, SESAP Wizard will have its installation finished.
The main installation window will look like image below:

SERVICE TOOL BOX - SESAP

Logged as: Administrator

The SESAP install Wizard is started from a removable medium. During SESAP installation,
software will be copied to your local SESAP Server. You need about 3 Gb of free space on
the local server. After Copying the SESAP software, the Wizard is installed and is started
from your local Server.

Create SESAP Accounts... oK
Set Windows Policies... OK
Enable Remote Desktop... oK
Install Windows Services... 0K
ﬂ;aalgzlr?th Tem=e Grace Period. Valid for 30 days. Expires on 4.6.2014.
Install SSH Server... 0K
Install KeePass... 0K
Install SSDP Plugin... OK
Add FTP Site... oK
Copy SESAP Folders... 0K
Create Dashboard Database... 0K
Copy Uninstall folder... 0K
Deploy Sesap file... oK
Create Shortcuts... 0K
Install help files updates... 0K

Write SESAP keys to Registry... OK

Figure 28 SESAP installation, Main Window
The last message shown below will indicate that SESAP Service Tool Box
installation has come to its end.

SESAP Wizard x|

| SESAP Installation finished.
' ‘You MUST Restart your computer before launching SESAP.

Figure 29 SESAP |Installation finished

Press OK and the computer will be restarted. Once the operating system is
started, SESAP Wizard main window will be launched.
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3.2.2 Unattended Install

The image below shows the Unattended Configuration Wizard main window:

SERVICE TOOL BOX - SESAP

Logged as: Administrator

Please fill the form below to gerenerate the Configuration File that will be used during
SESAP installation.

License
Accounts
Tools
Utils
SSH Server
' Remote
Desktop

' Hardening
© Tracedata
' Device
DataBase

o e Nie lie Ne |

Save INiFile | Load INIFile | Startnstaliation | Exit Wizard

Figure 30 Configuration Wizard, Main Window

Each item contained in Main Menu indicates a set of required configurations that
will be used during SESAP Installation. Each set of configurations will be
described in the next topics.

1) License

Press Browse to search for the Regular License File path. The choosen file will
be uploaded automatically to HiPath License Agent during SESAP Installation.
This field can also be left blank and in this case SESAP will run under the 30 days
of Grace Period.

T

Iﬂl Please, select a Regular License File to be uploaded to License
' Accounts Agent. If you don't have such file, just leave it blank and SESAP
" Tools will run under Grace Period:
© Utils
¢ SSH Server Regular License File :‘I
" Remote |
Desktop

Figure 31 SESAP unattended installation, License
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2) Accounts

Due to security reasons, the built-in account that is created by default during OS
installation named “Administrator” must be changed to other name that does not
contain the term “admin®. Please type a new built-in administrator account name.

Choose which accounts will be created on SESAP Server. The fields in red color
must be obligatorilly filled in case SESAPFTP and/or EXTRAFTP accounts are
set to be created. These fields are Password, Confirm Password, FTP
directory path and Account Name (in the case of extra ftp account).

" License
Built-in account namel
' Tools Create SESAPADMIN Account? @ ves T MNo
C utils Create SESAPSERVICE Account? @ ves T MNo
'
| SSHSeNer | create SESAPFTP Account? & YesC No
Remote ) ) )
Desktop Password Confirm Password
' Hardening
© Tracedata FTP directary path l— Browse |
' Device
DataBase Create EXTRAFTF Account? C Yes® MNo
Account Name I
Password Confirm Password
FTP directory path
*Fields in red color must be obligatorily filled.
*Passwords and their confirmation must match.
Figure 32 SESAP unattended installation, Accounts

3) Tools

Choose which applications tools will be installed in an automatic way just after
SESARP Installation Wizard.

A31003-E2320-S100-2-7620, 01/2016
SESAP V2, Service Documentation 39



Installation

Installation and Launch of SESAP

40

p—
 Hicense ComWin / HiPath 4000 Expert Access C Yes® Mo
Accounts
HiPath Deployment Service C Yes @ MNo
C Utils Hipath IP Service C Yes @ Mo
' SSH Server Hipath IP VoiceView C Yes @ MNo
' Remote I-HPT C Yes® MNo
Deskiop HiPath 3000 M E C @
~ Hardening iPa anager L Yesi* No
€ Tracedata Open Scape Voice Trace Manager C Yes @ MNo
' Device HiPath QoS Data Collection Unit T Yes ® MNo
Lalabase Unit Manager Network 3.2 C Yes @ MNo
Figure 33 SESAP unattended installation, Tools
WARNING

Some applications managed by SESAP needs user intervention during
installation and in these cases the installation won’t be completely
unattended. User must attend the tools installations!

NOTE: The quantity and name of tools can vary for each SESAP version

4) Utils

As mentioned on last item about tools, applications utilities can be automatically
installed too. The user can choose which ones that will be automatically installed:

™ License -

~ MD5 Checker Yes & No
Accounts

C Tools On Screen Keyboard C Yes @ MNo
PUTTY T Yes® No
' SSH Server Password Safe C Yes @ MNo
T Remote Aonaware Syslog Web Client C Yes® MNo
Desktop e - ~

C Hardening in ¥ VEe
€ Tracedata Wireshark C Yes @ MNo
' Device

DataBase

Figure 34 SESAP unattended installation, Utils

5) SSH Server

The SSH Server is an application used for providing encrypted communication
sessions over remote computers.
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The user must decide if SESAPADMIN and SESAPSERVICE user accounts
should be added to SSH Server users list:

' License
" Accounts
 Tools

" Utils

" Remote
Desktop

Figure 35 SESAP unattended installation, SSH Server

Add SESAPADMIN to SSH Server? & Yes T No
Add SESAPSERVICE to SSH Server? & Yes O No

6) Remote Desktop

Choose between allowing the remote desktop service only with Network Level
Authentication or not. As shown on the folowing image, this feature is not
suported by older Remote Desktop clients, for example: Windows XP

€ License Allow Remote Desktop Access only with
" Accounts Network Level Authentication (more ® Yes ' No
= Tools secure)?
 utils Important: This feature is not supported by older Remote Desktop
" 5SH Server clients, for example: Windows XP
' Remote
Deskto

. i Tearndzta . .

Figure 36 SESAP unattended installation, Remote Desktop

7) Hardening

Choose to enable or disable hardening, a procedure applied during installation to
reinforce security. If the user chooses to not enable hardening, some specific
points regarding this choice must be filled in the Security Checklist.

‘&l .
~ Wrzense Enable hardening? @ ves T MNo
L Accounts
O Tools Important: Please note that disabling hardening will leave the
C ot machine more vulnerable. Hardening is a procedure to apply
'ﬁ Utis several security policies, 0.5. and firewall configurations to
I 55H Server reduce vulnerability, therefore increasing security. Disable
' Remote hardening at your own risk.

Desktop

For more information about the hardening procedure, see the

Tracedata SESAP Security Checklist.

' Device

DataBase

Figure 37 SESAP unattended installation, Hardening
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8) Tracedata

If Open Scape Voice Trace Manager was included on the list of automatic tools
installation, the user account called tracedata will be created by SESAP. The
fields shown below must be filled in order to automatize OST_TM installation:

License

Account Password I
Accounts

Tools Drive for tracedata dir
Utils

SSH Server
Remote
Desktop

' Hardening

Figure 38 SESAP unattended installation, Tracedata

C
C
C
C
C
- *Fields in red color must be obligatorily filled

NOTE: These options won'’t be availabe if OSV_TM is not included on the
automatic install tools list.

8) Devices Database

In this tab, the configuration relative to Devices Database can be made. User can
configure if the Devices Database will be accesed by any authenticated user or
with a Master Password only. Using a Master Password, the Master Password
box and the Confirm Master Password box must be filled with the password and
this password must be stored. Without this password, it is not possible to open
the database anymore.

Please fill the form below to gerenerate the Configuration File that will be used during
SESAP installation.

‘&l .
¥ ez Create Device Database with a Master - @
' Accounts Password? T Yes® No
€ Toals *If no, the Device Database web page can be accessed
‘&l .
¥ Uis by the Administrators group.
(" SSH Server
' Remote Master Password Confirm Master Password
Desktop
' Hardening
C Tracedat
= raFe 4= *Fields in red color must be obligatarily filled.
o el *Passwords and their confirmation must match.
DataBase
Figure 39 SESAP unattended installation, Devices Database
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3.2.2.1 Fields validation

While all fields are being set by the user, the Configuration Wizard performs the
validation of all these fields. If validation succeds, the buttons Save INI File and
Start Installation become enabled:

Save INIFile | Load INIFile | StartInstallaion | ExitWizard |

Figure 40 SESAP unattended installation, Enabled buttons

When Save INI File is pressed, all configured options can be saved to a file called
ConfigurationFile.ini. User must choose the directory path and click OK.

3.2.2.2 Using ConfigurationFile.ini

Future installation will run faster if a previous ConfigurationFile. ini file is
used. Click on Load INI File and then choose the correct path where it is stored.

3.2.2.3 Start Installation

If the button Start Installation is enabled, it means that all options were
successfully validated. Press Start Installation and at this moment the
Configuration Wizard will look for Java installations on Server, if Java
requirements are not fulfiled, the following messages may appear:

SESAP Wizard |

#W% Couldn't find Java version & or version 7 installed. Please install
| | Java and restart Sesap installation, We recommend to download
= Java from: htip: /fwww.java.comfen/

e

Figure 41 SESAP unattended installation, Java Error

x

i i HiPath QoS Data Collection Unit installation requires Java version
'-._ | & (32 bit) installed. Please install it first before starting Sesap
—  installation. We recommend to download Java from:
http:/fwww.java.com/en/

Figure 42 SESAP unattended installation, QCU Java Error

Be sure to install the correct version of Java and press Start Installation again.
If installed version is correct now the unattended SESAP Installation Wizard will
be called.
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Some servers can be configured to accept hardened passwords and they will not
accept the default SESAP passwords. On this case, user will receive a warning

message:
N x|
A security setting on this computer determines that the least number of
characters that a password for a user account may contain is 12, Please
configure the passwords manually.
Figure 43 SESAP hardened password, message (1)

and will be prompted to enter a new passwords for both accounts (SESAPADMIN
and SESAPSERVICE):

x

Please type the SESAPADMIN user account password:

[
| CANCEL |

Figure 44 SESAP password, message (1)

x

Please type the SESAPSERVICE user account password:

[
| CANCEL |

Figure 45 SESAP password, message (2)

Just wait until all installation steps are finished and SESAP user interface window
will start as described on Chapter 4, “SESAP User Interface”.
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3.3 Manual configurations for SESAP Server

F,: Server Manager

File Acton View Help

Depending on customers needs, it may be necessary to be performed two
optional install configurations that aren’t done automatically by SESAP Installer:

e Section 3.3.1, “Create users in a domain”
e Section 3.3.2, “WinSCP”
e Section 3.3.3, “PuTTy”

3.3.1 Create users in a domain

Should additional users be required due to customer specifications, an "Active
Directory", or other "Security Policies" then these users shall be set up separately
for each project. Customer specifications must always be implemented.

To create user in a domain is considered that all infrastructure needed for domain
control is already installed in the Operating System. If negative, the Role “Active
Directory Users and Computers” Role will not be accessible.

Carry out the following action:

1. Launch "Active Directory Users and Computers" at Start / All Programs /
Administrative Tools / Server Manager / Roles.

B EIEEEE G

i Server Manager (WIN-RFMI1166G6R)
=] 5 Roles
=] Active Directory Domain

B &5 n:inmain.n::nm
_| Builtin
| Computers

2 | Domain Controllers

| ForeignSecurityPrincipals
| Managed Service Accounts

HEHEEAEBE

| Users
Ep: Active Directory Sites and Services
% DNS Server
=7l File Services
ﬁﬂ Web Server (IIS)
ﬁ;_'] Features
_5" Diagnostics
fﬁ’j Configuration
25 storage

Eryice
-] Active Directory Users and Computers

domain.com 6 objects [Filter Activated]

Tipe Descipton ] I —

] Builtin builtinDemain P e
_| Computers Container Default container for upgr...
2| Domain Cont... Organizational ...  Default container for dom...
| ForeignSecur... Container Default container for secu...
| Managed Ser... Container Default container for man. ..
| Users Container Default container for upgr...
Figure 46 Create user, domain (1)

2. Right Click in the domain name and choose New / User.
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3. Enter Information about the new user and click Next:

Figure 47

4. Enter the password twice and mark the check box "Password never expires".

New Object - User
k;_) Create in:  domain.com/

First name: ISesap Initials:
Last name: IAdmin
Full name: ISesap Admin

User logon name:

[@domain.com

Isesapadmin

User logon name (pre-Windows 2000):
{DOMAINY

Isesapadmin

< Back Next > Cancel

Create user, domain (2)

Then click on Next.

Figure 48

46

New Object - User

z) Createin:  domain.com/

Password: sesssnenes

Confirm p f: :

™ User must change password at next logon
™ User cannot change password
V¥ Password never expires

[~ Accourt is disabled

Cancel

Create user, domain (3)
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5. You now see a summary of the details. Click on Finish.

New Object - User x|
& Createin:  domain.com/

When you click Finish, the following object will be created:

Full name: Sesap2010 Admin ;I
User logon name: sesapadmin2010&domain.com

The password never expires.

Figure 49 Create user, domain (4)

6. The message below will be shown if the entered password does not satisfy

the domain requirements:

Active Directory e EI

Wfindows cannob set the password for Sesap Admin because:
The password does not meet the passwaord policy requirements, Check the minimum password length, password complesity and

password history requirements.
Yindows will atkempt ko re-create the user object, IF Windows cannot re-create the user object, contact wour system administrator,

Figure 50 Create user, domain (5)

Choose a password that meets the password policy requirements if you see

this message.
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7. Now open the "User Properties" window and then the "Member Of" tab and
click on Add.

Dialin | Environment I Sessions I Remote control I
I Remote Desktop Services Profile I Personal Virtual Deskiop | COM+ |
General I Address I Account I Profile I Telephones I Organization Member Of

Member of :
Name Active Directory Domain Services Folder

Domain Users domain.com/Users

Add... | Remove |
Primary group Domain Users
7 There is no need to change Primary group unless
St Prirmary Graup | you have Macintosh clients or POSIX-compliant
applications.

oK | Cancel | g Heln

Figure 51 Create user, domain (6)

8. Click on Advanced:

Select this object type:
IGmups or Builtin security prncipals Object Types... |
From this location:

I domain.com Locations... |

Enter the object names to select (examples):

M\ranced...l ot | Cancal |

Figure 52 Create user, domain (7)
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9. Click on Find Now, highlight the "Administrators" group and click on Add.

Select this object type:
IGmups or Builtin security pincipals Object Types... |
From this location:
Idumain.cum Locations... |
Common Queries |
Hame: IStarts with j I Columns...
[rescriptian; IStarts with j I <
| Disabled accounts Stop |
™| Mo expiting password
[rayps since |ast lagom: I 'l 7J_.
ok | cancel |
Search results:
Name (RDN) | Description | In Folder | R
b Account Oper... domain.com/Bu...
domain.com/Bu...
W, Aloweg AU, Membersinthis .. domain.com/Us... -
EE, Backup Oper... domain.com/Bu...
EE,Cert Publishers  Members of this ... domain.com/Us...
EBCert'rficate Ser... domain.com/Bu...
EBprtogmphic... domain.com/Bu...
EE,Denied ROD... Membersinthis ... domain.com/Us...
EBDistributed o domain.com/Bu...
EE, DnsAdmins DNS Administrat...  domain.com/Us...
EE,DnsUpdatePr... DNS clients who...  domain.com/Us... LI
5 S UP il - o P x o
Figure 563 Create User, domain (8)

10. Click OK to finish.

3.3.2 WinSCP

The SSH Sever (RSPssh) is automatically installed by SESAP Installer, but
WinSCP don't. If needed, install it from the Uitilities menu, described later on
chapter 5. There are three use cases for WinSCP and RSPssh

1. When needed to connect via SFTP connection between SESAP Server and
Service Center (WinSCP installed on the WTS in SIRA system).

2. When a secured connection is needed between SESAP Server and other
customer computer, WinSCP has to be installed from DVD to SESAP Server, and
for the customer computer there is the RSPssh on the DVD.

3. RSPssh is also used by OpenScape Voice Trace Manager users to transfer
collected data from trace data applications.
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3.3.3 PuTTy

PuTTy is a free implementation of Telnet and SSH for Windows and Unix
platforms, along with an xterm terminal emulator that can be used on SESAP
Server to access remote computers.

The PuTTy application can also be installed by accessing the Utilities menu,
described later on chapter 5.
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3.4 Transmission of SESAP Checklist

Input all necessary data to checklist and Copy the file SesapChecklist.rtf into the
directory C: \SESAP\docs.

The SESAP checklist can be found in G-DMS.
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3.5 Reference guide for SESAP automatic installation process - Microsoft
Windows Server 2012 R2

The automatic steps done during installation can be manually checked using the
items of this section.

Section 3.5.1, “Operating System Configuration”
Section 3.5.2, “Microsoft Internet Explorer settings”
Section 3.5.3, “RSPssh - SSH Server”

Section 3.5.4, “FTP User configuration”

Section 3.5.5, “Domain Name System Handling”

3.5.1 Operating System Configuration

Different Windows components are enabled or disabled during installation
process so that the computer can be used as a SESAP server:

Component Status required

User Management User automatically created
Remote Desktop Automatically Enabled
Indexing and Windows Search Services Automatically Disabled
SMTP Service Automatically Disabled
11IS6 WMI Compatibility Automatically Enabled
Internet Information Service (lIS) Automatically Enabled
FTP Service (IIS) Automatically Enabled
Internet Explorer: permit Active Content Automatically Enabled
Table 7 Operating system components

Check the status of the individual components.

The following sections contain more detailed information on some components:

52

Section 3.5.1.1, “Create Local Users”

Section 3.5.1.2, “Remote Desktop”

Section 3.5.1.3, “Internet Information Services”

Section 3.5.1.4, “How to configure the FTP Site”

Section 3.5.1.5, “1l6 WMI Compatibility”

Section 3.5.1.6, “Disable the Indexing and Windows Search Services”

Section 3.5.1.7, “Install Windows patch for opening help files”
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3.5.1.1 Create Local Users

The users required to operate SESAP as are listed in Table 10.

User IDs

The following accounts are available for working with the server:

User Password Password can be |Use
changed

SESAPADMIN Sesap_2005 Yes Local administrator, for installation and
configuration

SESAPSERVICE Sesap_2005 Yes SESAP user, local and remote, in the
group of local administrators

SESAPFTP Selected during installation | No FTP user for DLS and further applications
that require the FTP service

Table 8 User IDs

NOTE: The three local accounts: SESAPADMIN, SESAPSERVICE and
SESAPFTP are created automatically by the SESAP Installer. For the first two
accounts, the user will be asked to change password before logging on for the
first time on SESAP Server. The accesses to SESAP Server via SSH Server
will only be possible for SESAPADMIN and SESAPSERVICE user accounts
after the password change. The third one is not accessible locally and is used
only for FTP accesses.
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Carry out the following action:
Open Computer Management. At the Start Screen, type Computer

Management and open it when found. Then, click on "Local Users and

1.
Groups" in the left window panel and then on "Users".
A Computer Management = [ = -
File Action View Help
@ 2@ oz B
A Computer Management (Local|| Name Full Mame Description Actions
4 [} System Tools & pdministrator Built-in account for administering... Lres -
¥,/ Guest Built-in account for guest access t...
o More Actions »

I (E—) Task Scheduler
I+ @ Event Viewer
I @2/ Shared Folders
a % Local Users and Groups
| Users

| Groups

I @:“_. Performance
& Device Manager
4 (=5 Storage

I @ Windows Server Backug
=f Disk Management
I T4 Services and Applications

Figure 54 Create user, local (1)
2. Create a new user, enter the password twice, check the box "User must

change password at next logon" and click on Create:

New User _
Username: | SESAPADMIN |
Full name: [Sesap Admin |
Description: | |
Password: |.......... |
Confirm p | |

User must change password at next logon
User cannot change password

Password never expires

[ Accourt is disabled

Close

[ crae ||

Help

Create user, local(2)

Figure 55
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3. Now open the "User Properties" window and the "Member Of" tab and click

Add.
SESAPADMIN Properties [ > |
| Remote control | Remote Desktop Services Profile I Dialin |
General Member Of | Profile I Environment I Sessions |
Member of:
el Users
Changes to a user's group membership
Remove are not effective until the next time the
user logs on.
[ ok ][ cancel || pply Help
Figure 56 Create user, local (3)

4. Enter the group name "Administrators" in the "Select Groups" window in the
"Enter the ..." box and click OK to finish.

Select Groups -
Select this object type:
|Gmup5 | | Object Types... |
From this location:
|WIN-9FVL92KIF6D | | Locations... |

Enter the object names to select (zamples):

Administrators| Check Names
[0k [ coes |
Figure 57 Create user, local (4)
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SESAPADMIN Properties [ > |
| Remote control | Remote Desktop Services Profile I Dialin |
General Member Of | Profile I Environment I Sessions |
Member of:
& Administrators
I Users
Changes to a user's group membership
Remove are not effective urtil the next time the
user logs on.
[ ok ][ cancel |[ mppy |[ Heb
Figure 58 Create user, local (5)

3.5.1.2 Remote Desktop

1. At Start Screen, type Control Panel / Open it/ Go to System and
Security / Allow Remote Access

2. There are an option to allow remote connections to the computer.
Optionally, itis possible to allow connections only from computers running
Remote Desktop with Network Level Authentication. Upon clicking the
radio button to allow remote connections, a warning will be shown stating
that a firewall exception for Remote Desktop will be enabled. Click OK.

3. Click Apply and OK
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System Properties -

Computer Name I Hardware I Advanced | Remote |

Remote Assistance

Allow Remote Assistance connections to this computer

Remote Desktop

Choose an option, and then specify who can connect.
(O Don't allow remote connections to this computer
(® Allow remete connections to this computer

[ Allow connections only from computers running Remote
Desktop with Network Level Authentication (recommended)

Help me choose Select Users...

[0k [ Gorea ] [ o]

Figure 59 Allow Remote Desktop
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3.5.1.3 Internet Information Services

1. At Start Screen, type Server Manager / Open it. Choose the option Add
roles and features, as described on next figure:

Server Manager - | O
Server Manager * Dashboard ) Manage  Tools
WELCOME TO SERVER MANAGER
Local Server
| All Servers

o Configure this local server

| File and Storage Services b

QUICK START
2 |add roles and features |
3 Add other servers to manage
WHAT'S NEW o _
4 Create a server group
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1
= File and Storage - -
[ ] 1 Local Server 1 § All Servers 1
B services i Bi

@ Manageability @ Manageability @ Manageability

Events Events Events

Performance Services Services

BPA results Performance Performance

BPA results BPA results
Figure 60 Server Manager - Add roles and features
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2. Click Next to confirm that roles will be added to the single server.

= Add Roles and Features Wizard = [ = -

DESTIMATIOM SERVER

Select installation type WIN.9FVL02F6D

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | | Next > | nsta Cancel

Figure 61 Add Roles and Features Wizard - Installation Type

3. In the next screen, select the server that will receive the new roles:
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= Add Roles and Features Wizard - | o[

DESTIMATIOM SERVER

Select destination server WIN.9FVL02F6D
Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
() Select a virtual hard disk

Server Pool

Filter:

Name IP Address Operating System

WIN-9FVL92ZKIF6D 10.0.2.15 Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collecticn is still incomplete are not shown.

| < Previous | | Next > | nsta Cancel

Figure 62 Add Roles and Features Wizard - Server Selection

4. On Server Roles, check the box Web Server (lIS). The Wizard will suggest
to install features that are required for Web Server IIS. Click Add

Features.
= Add Roles and Features Wizard x|
Add features that are required for Web Server (115)?
The following tools are required to manage this feature, but do not
have to be installed on the same server.
4 Web Server (lI5)
4 Management Tools
[Tocls] IS Management Conscle
Include management tools (if applicable)
‘ Add Features ‘ ‘ Cancel ‘
Figure 63 Add Roles and Features Wizard - Features required for IIS
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DESTINATION SERVER

Select server roles s

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Sglaction

o |~ Web Server (IIS) provides a reliable,
[ Application Server manageable, and scalable Web

[] DHCP Server application infrastructure,

[] DNS Server
Web Server Role (1IS) [ Fax Server

Features

Role Services I [®] File and Storage Services (1 of 12 installed)
Confirmation [ Hyper-v
[] Metwork Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[] Volume Activation Services
Neb Server (lIS)
[ Windows Deployment Services

[] Windows Server Essentials Experience

[] Windows Server Update Services

W

| < Previous || Next > | | Install || Cancel |

Figure 64 Add Roles and Features Wizard - Web Server (IIS) checked

5. Click on Role Services check the box FTP Server and click Next

DESTINATION SERVER

Select role services s

Before You Begin Select the role services to install for Web Server ([15)

Installation Type Role services Description
Server Selection I . . A FTP Extensibility enables support for
Server Roles [] Client Certificate Mapping Authentication FTP extensibility features such as

O Digest Authentication custom providers, ASP.NET users or

Features

[ 115 Client Certificate Mapping Authenticatic I3 Mapagerusers

[] 1P and Domain Restrictions
[ URL Autharization
Confirmation [] Windows Authentication
Application Development

FTP Server
FTP Service

|

4 Management Tools

=
115 Management Conscle
B[] 15 6 Management Compatibility
[ 115 Management Scripts and Tools %
<[ 1] [ >] |
| < Previous | | MNext = | | Install | | Cancel
Figure 65 Enable FTP Server
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6. Forthe next step, click on Install to confirm the installation of the FTP Server:

- . . DESTIMATION SERVER
Confirm installation selections WIN.SFVL52KFSD
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [[] Restart the destination server automatically if required
Server selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server foles their check boxes.

Features
Lal
Web Server Role (1IS)
Role Servi
o= et FTP Extensibility
FTP Service B

Management Tools
115 Management Conscle
Web Server
Common HTTP Features
Default Document

Directory Browsing

Export configuration settings
Specify an alternate source path

[ <Previous | | next> | [ nstall ][ Cancel

Figure 66 Enable FTP Server (2)
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3.5.1.4 How to configure the FTP Site

1. At Start Screen, type Internet Information Services (lIS) Manager / Open

it.

2. Expand the current machine item, and then click on Sites / Add FTP Site:

& Internet Information Services (I1S) Manager = | = -
@ . | 51 » WIN-9FVLO2KIFED » Sites » | & ) @-
File View Help
Connections g_ n . Actions
1 Sites
<. - talg] -3 4 & Add Website...
& Start Page . - Set Website Defaults...
- Filter: . L Show All | Group by:
483 WIN-GFVLO2KIFED (WIN-9FVL| | o' 00 T NEhow e : -
-2} Application Pools Name * D Status Binding —
@ Default Web Site 1 Started (ht.. *20 (http) Set
ligil Help
£ m >
< it > | [l Features View |i72 Content View
Ready Gj
Figure 67 Add FTP Site

3. Enter the FTP Site name “Default FTP Site”

4. Tab to the directory location path. The chosen directory must be

C:\Inetpub\ftproot .Each user configured to access the SESAP Server
via ftp will access a folder with its own account name and be automatically

redirected to the folder selected during SESAP Installation (e.g.

D:\FTPRoot. Click Next.
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Add FTP Site [ N
q Site Information
FTP site name:
[Default FTP Site
Content Directory
Physical path:
|C:\inetpub\f'tprnot | EI

Figure 68 Add FTP Site (2)

5. On next window, check the option No SSL and click Next:

Add FTP Site S
“ Binding and SSL Settings

Binding
IP Address: Port:
|AHUnassigned v| ‘21 ‘

["] Enable Virtual Host Names:

Start FTP site automatically

O Allow S5L
) Require SSL
SSL Certificate:

Mot Selected

[ )[R
Figure 69 Add FTP Site (3)

6. Check the option Basic inside the Authentication panel. Inside Authorization
panel select the option Specified Users and type the name of SESAPFTP
user. On Permissions, check the Read and Write options and press Finish
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Authentication

[ Anonymous
[v] Basic

Authorization

Allow access to:

qi Specified useD v |

G |

Permissions

ead
rite

Previous

Met | [ Fnish | [ Ceneel

Figure 70 Add FTP User (4)

7. Now that the DefaultFTPSite was created, click on its name and double click
on FTP User Isolation, as shown on the picture below:

File View Help

0 Default FTP Site Home
Open Feature
------ o 5 Start Page
Filter: = 7 Go - (g Show All | Group by: 18) Explore
483 WIN-GFVLO2KIFED (WIN-9FVL| | " AT R d .
: o Edit Permissions...
[ @ Application Pools FTP ~
48] Sit rreran " Edit Site
48 Stes . 3 i Eel .
1 €9 Default Web Site NER {FTe) Bindings...
1 49 Default FTP Site FTP FT FTP Current FTP Directory FTP Firewall Basic Settings...
Authentic... Authorizat..  Sessions Browsing Support - e
) View Applications
3 E‘ il '._5. View Virtual Directories
=3 FTP “FTE L -
FTPIP FTP FTP Request ~ FTP SSL Manage FTF Site @&
Address a... Messages Filtering Settings R
m Start
8.
Stop
Enlaiomn Advanced Settings...
Management ~ @ bislp
Configurat...
Editor
< n > | |[E] Features View ||7Z Content View
Ready &

S C———
Figure 71 Add FTP User (5)
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8. Check the option User name directory (disable global virtual directories)

and then click on Apply.

e |0 » WIN-SFVLOZKIFED » Sites » Default FTP Site »

= View Help

Hi# 8
?ﬂ Start Page
12 WIN-9FVLIZKIFED (WIN-9FVL
..... @ Application Pools
4. Sites
b€ Default Web Site
1+ & Default FTP Site

O FTP User Isolation

FTP user isolation prevents users from accessing the FTP home directory of

another user on this FTP site,

Do not isolate users. Start users in:
(O FTP root directory

(O User name directory

Isolate users. Restrict users to the following directory:

User name directory (disable global virtual directories

(O User name physical directory (enable global virtual directories)

(O FTP home directory configured in Active Directory

| [ set..

() Custom

m >

figuration: 'applicationHost.config'

(=] Features View |2 Content View

‘a:i

o

IEigure 72

Add FTP User (6)

9. Right click on the DefaultFTPSite and in the option Manage FTP Site. If the
FTP site is stopped, click on Start. In case it is already started, click on

Restart.

File View Help

O FTP User Isolation

------ ?a Start Page

4 --qé WIN-SFVLSZKIFED (WIN-SFVL

Application Pools

another user on this FTP site,

FTP user isolation prevents users from accessing the FTP home directory of

4 E sites Do not isolate users. Start users in:
1 €9 Default Web Site
: =9 root directol
b @ Explore i
Edit Permissions... rname directory
g’ Add Application... Restrict users to the following directory:
[e1]  Add Virtual Directory... r name directory (disable global virtual directories)
Edit Bindings... r name physical directory (enable global virtual directories)
3 Refresh home directory configured in Active Directory
Ri
K Remove | Set..
| Manage FTP Site 4 | I Restart I
Rename | I Start I |
- o . Stop
iz Switch to Content View
Advanced Settings...

66

® The changes have been
successfully saved.

&/ Apply
B¢ Cancel

® Help
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Add FTP User (7)

3.5.1.5 116 WMI Compatibility

1. At Start Screen, type Server Manager / Open it. Choose the option Add
roles and features, as described on next figure:

Server Manager - | O
Server Manager * Dashboard @ F Mamage Took view
WELCOME TO SERVER MANAGER
Local Server
i All Servers

0 Configure this local server

| File and Storage Services B

QUICK START
2 |add roles and features |
3 Add other servers to manage
WHAT'S NEW o )
4 Create a server group
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1
= File and Storage - -
[ ] 1 Local Server 1 i All Servers 1
B services i i

@ Manageability @ Manageability @ Manageability

Events Events Events

Performance Services Services

BPA results Performance Performance

BPA results BPA results
Figure 73 Server Manager - Add roles and features
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2. Click Next to confirm that roles will be added to the single server.

= Add Roles and Features Wizard = [ = -

DESTIMATIOM SERVER

Select installation type WIN.9FVL02F6D

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | | Next > | nsta Cancel

Figure 74 Add Roles and Features Wizard - Installation Type
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3. Inthe next screen, select the server that will receive the new roles, and click
Next:

= Add Roles and Features Wizard - | o[

DESTIMATIOM SERVER

Select destination server s

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
r Selection () Select a virtual hard disk
Server Pool
Features
Filter:
Name IP Address Operating System

WIN-9FVL92ZKIF6D 10.0.2.15 Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

| < Previous | | Next > | Install Cancel

Figure 75 Add Roles and Features Wizard - Server Selection
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4. Expand the Web Server (11S) role, then expand Management Tools and finally
expand IIS 6 Management Compatibility. Check the IIS 6 WMI Compatibility

box:

Select server roles

Before You Begin
Installation Type

Server Sglaction

Features

Select one or more roles to install on the selected server.

Roles

[] Remote Desktop Services
[] Volume Activation Services

4 [m] Web Server (I15) (10 of 43 installed)
[ [M] Web Server (7 of 34 installed)

DESTINATION SERVER
WIN-OFVLIZKIFED

Description

IS 6 Management Compatibility
provides forward compatibility for
your applications and scripts that
use the two IS APls, Admin Base
Object (ABO) and Active Directory
Service Interface (ADSI). You can use

[+ FTP Server (Installed)
4 [m] Management Tools (1 of 7 installed)

existing 115 6 scripts to manage the
115 7 Web server.

ility
[] 115 6 Management Console
[ ] 115 & Scripting Tools
| [ 11s 6 WM Compatibility |
[ 115 Management Scripts and Tools

[] Management Service

[ Windows Deployment Services

| < Previous | | Next > | | Install | | Cancel

Figure 76 1IS 6 WMI Compatibility server role selection

5. The Wizard will suggest to install features that are required for IIS 6 WMI
Compatibility. Click Add Features:

Add features that are required for IS 6 WMI
Compatibility?

You cannot install 115 & WMI Compatibility unless the following role
services or features are also installed.

4 Web Server ([I5)
4 Management Tools
4 |I5 6 Management Compatibility
15 6 Metabase Compatibility

Include management tools (if applicable)

‘ Add Features ‘ ‘ Cancel ‘

Figure 77 Features required for 116 WMI Compatibility
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6. For the confirmation window, press Install:

Confirm installation selections  hesriascren

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server foles their check boxes.

Features

Web Server (IIS)
Management Tools
115 6 Management Compatibility
15 6 Metabase Compatibility
115 6 WMI Campatibility

Export configuration settings
Specify an alternate source path

|<Previuus|| Next > |

Figure 78 Confirmation Window
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3.5.1.6 Disable the Indexing and Windows Search Services

Important: disable of index and windows search services for all hard drives is
necessary to avoid a security leak:

For Windows Server 2012, the Indexing service is unavailable and the Windows
Search Service is not installed by default. In order to check if it is really not
installed, do as follows:

1. At Start Screen, type Server Manager / Open it. Click Manage button at the
top navigation bar and then Remove Roles and Features:

= Server Manager = = -

[EELET Tools View

Add Roles and Features

Remove Roles and Features I

WELCOME TO SERVER MANAGER

Add Servers

B Local Server

ii All Servers

Create Server Group

i i - S M Pi ri
o Configure this loca erver Manager Properties

% File and Storage Services P
@ IS QUICK START

Add roles and features

3 Add other servers to manage

WHAT'S NEW —— :
4 Create a server group
Hide
LEARM MORE

ROLES AND SERVER GROUPS
Roles:2 | Servergroups: 1 | Servers total: 1

== File and Storage -

[ ] 1 @ 1S 1

B Services
@ Manageability @ Manageability -
Figure 79 Server Manager - Dashboard
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2. At Features section, Windows Search Service should be unchecked, grayed
out and listed as Not Installed. If not, uncheck (clear) its checkbox and
confirm the removal of the service:

[ Remove Roles and Features Wizard = [ = -

DESTIMATIOM SERVER

Remove features WIN-9FVLIZKIFED

To remove one or more installed features from the selected server, clear their check boxes.

Features Description

~ MNET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes

[®] Windows PowerShell

WoWed Support

< m »
Figure 80 Windows Search Service listed as Not Installed

3.5.1.7 Install Windows patch for opening help files

The IP Service is one of applications installed by SESAP Wizard. Older versions
of this application have their help document available as a . h1p file. Windows
Server 2012 (or later versions) does not support this type of file anymore. So, it
is not possible to open the help files for older versions of IP Service when using
this Operating System.

However, newer versions of IP Service contain the same help document in
another format (Microsoft Compiled HTML Help) with extension .chm, and it is
easily opened by any Windows version without any additional software or
updates.
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3.5.2 Microsoft Internet Explorer settings

The following settings should be applied for both SESAPADMIN and
SESAPSERVICE users. As SESAP Installer does these settings automatically,
it's ensured that all existing users and new ones will have it configured too.

1. In Internet Explorer open the "Tools / Internet Options" screen and then the
"Advanced" tab.

2. Go to "Security" and click the check boxes for "Allow active content from CD

to run on My Computer" and "Allow active content to run in files on My
Computer".

Internet Options _

| General I Security I Privacy I Content I Connections I Programs | Advanced I_

Settings
Show pictures
rity

Allow active content from CDs to run on My Computer®
Allow active content to run in files on My Computer*

[7] Block unsecured images with other mixed content

Check for publisher's certificate revocation

Check for server certificate revocation™®

Check for signatures on downloaded programs

Do not save encrypted pages to disk E
Empty Temporary Internet Files folder when browser is d

["] Enable 64-hit processes for Enhanced Protected Mode™
Enable DOM Storage

[] Enable Enhanced Protected Mode™ v
< m >

*Takes effect after you restart your computer

Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition,

‘fou should only use this if your browser is in an unusable state,

| 0K | | Cancel | | Apply |

Figure 81 Internet Options
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3.5.3 RSPssh - SSH Server

3.5.3.1 RSPssh installation

RSPssh installation file is included on SESAP DVD. Install it from
DVDDrive\SESAP\Windows

SW\rspSSH\RSPssh 1.0.3 Installer.exe. The first message shown
during RSPssh installation is:

RSPssh 1.0.3 Setup = [ = i

Welcome to the RSPssh 1.0.3 Setup
Wizard

This wizard will guide you through the installation of RSPssh
1.0.3.

It iz recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue,

Mext = | | Cancel

Figure 82 RSPssh Installation (1)

For the next steps, all default options must be chosen. Press Next, Next and
Install for the following windows messages. Press OK on next window:

5. RSPssh Server 1.0.0 Setup -

RS5Pssh Server 1.0.0 is installed as a service. Mo users are allowed to use Server by
default. Use 'Activate a user' from start menu for user activation.

Figure 83 RSPssh Installation (2)
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Then, press Close on next window to finish installation:

Figure 84

o

RSPssh 1.0.3 Setup = [ =]

Installation Complete

Setup was completed successfully.

Completed

Show details

RSPssh Installation (3)

The instructions about how to add users to the RSPssh users list are described
on next section.

3.5.3.2 Add users to RSPssh users list

At Start Screen, begin typing 01.Activate a User and click the item as soon as
the search finds it:

Figure 85

(3

RSPssh User Activation Wizard EE

User name

Command shell

tracedata | v |

Jfbinfsftponly Y]
| |

For domain users: Add domain
name followed by a backslash
(DOMAIN\user for example)

[]remove RSPssh home directory if it exists
[ create keys for public key authentication

[ create link to user's real home directory

| Mext = | | Cancel

Add users to RSPssh users list(1)
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Select the desired user account name and uncheck all three options shown in the
image above. As example it will be used the tracedata user account name. Press
Next and a confirmation window will indicate that the user was successfully
added to users list:

(7 UserActivationWizard Setup -

User tracedata is activated successfully and can establish an ssh
connection to this machine now.

Figure 86 Add users to RSPssh users list(2)

There is one file in the RSPssh configuration that stores the path for the folder
that will be accessed by each registered user via SSH Server. This path can be
changed to indicate any other folder in the server. To change the folder path, first
open the file C:\Program Files (x86)\RSPssh\etc\passwd.

Replace the parameter /home/%account name% for /cygdrive/%drive%/
$folder%. For example, if the folder that tracedata user will access is
D:\tracedata, so this parameter must be /cygdrive/D/tracedata.

If it is needed for the user to access via SSH Server any hard drive of SESAP
Server, first open the file C: \Program Files (x86)\RSPssh\etc\passwd,
find the line that contains the parameters for the added user and replace /home/
%account name% for /cygdrive. These changes are normally done for the
account used for accesses using SIRA and SSDP remote tools.

3.5.4 FTP User configuration

Some settings must be done in Computer Management in order to maximize
security for the FTP user SESAPFTP. All these settings described on the
following sections are also done automatically by SESAP Installation:

* Section 3.5.4.1, “Remove SESAPFTP from the group of users”
e Section 3.5.4.2, “Set file system rights for Drive”
* Section 3.5.4.3, “Set the file system rights for FTPRoot”

e Section 3.5.4.4, “Deny log on locally”
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3.5.4.1 Remove SESAPFTP from the group of users

1. Open Computer Management. At the Start Screen, type Computer
Management and open it when found. Then, click on "Local Users and
Groups" in the left window panel and then on "Users". In the right panel
double click on "SESAPFTP".

A Computer Management

File Action View Help

s 2E XE=

A Computer Management (Local|| Name Full Mame Description
4 [[’j System Tools & pdministrator Built-in account for administering...
[ @ Task Scheduler fQ-Guest Built-in account for guest access t...
> B S viewer
I 2l Shared Folders #, sshd copSSH privilege separation user
a &8 L?cal Users and Groups & 5vcRSPSSH copS5H service account
.—_ Uzze Rltracedata
| Groups

I+ .@) Performance
& Device Manager
25 Storage
I @ Windows Server Backug
=f Disk Management

I T4 Services and Applications

Figure 87 Computer Management, Users
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2. In the "Member Of" tab highlight the "Users" group and click on Remove.

SESAPFTP Properties [ > |

| Remote control | Remote Desktop Services Profile I Dialin |
General Member Of | Profile I Environment I Sessions |

Member of:

L Users |

Changes to a user's group membership

Add... || Remove are not effective until the next time the
user logs on.
[ ok ][ cancel || pply Help
Figure 88 SESAPFTP Properties

3. Click on OK to finish and then close Computer Management.
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3.5.4.2 Set file system rights for Drive

1. In Windows Explorer right click on the drive selected for storing the FTPRoot
folder and then select "Sharing and Security".

2. Open the "Security" tab and then click on Edit.

- Local Disk (C:) Properties -
| Shadow Copies I Previous Versions I Quota
| General I Tocls I Hardware I Sharing | Security

Object name:  CA\

GI’DLID or user names:

- ACREATOR OWNER
52, 5YSTEM
%Administmtors (WIN-SFVLSZKIFED \Administrators)

82, Users (WIN-SFVLI2KIFED\Users)

To change pemmissions, click Edit.

Pemissions for CREATOR
OWNER

Allow Deny

Full control

Modify

Read & execute
List folder contents
Read

Write

Snanial

For special permissions or advanced settings,

click Advanced.

w

[ ok ][ cancel || pply

Figure 89 User Permissions (1)

3. In the next window click on Add

Permissions for Local Disk (C:) -

Security

Object name:  CA\

Group or user names:
52, 5YSTEM

%Administmtors (WIN-SFVLSZKIFED \Administrators)
52, Users (WIN-SFVLI2KIFEDN Users)

Add... || Remove |

Pemissions for CREATOR
OWNER Alow
Full control

Modify

Read & execute
List folder contents
Read

oooono
DDDDD%?

[ ok ][ cancel || pply

Figure 90 User Permissions (2)
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4.

In the "Select Users or Groups" window, at the "Enter the object name to
select" box enter the name "SESAPFTP".

Select Users or Groups -
Select this object type:
|Users. Groups, or Built4in security principals | | Object Types... |
From this location:
|WIN-9FVL92KIF6D | | Locations... |

Enter the object names to select (zamples):

SESAPFTP Check Names
ok | [ cows |
Figure 91 Object Name (1)

Check the entered users with the Check Names button. If the operating
system finds the user it automatically inserts the computer name in front.
Then close the screen with OK.

In the "Group or user names" window make sure that the user "SESAPFTP"
is still highlighted. In the "Permissions for SESAPFTP" panel in the "Full
Control" line now click on the "Deny" check box. All lower check boxes except
for "Special Permissions" are now automatically enabled.

Permissions for Local Disk (C:) -

Security

Object name:  CA\

GI’DLID or user names:

52, CREATOR OWNER

52, 5YSTEM

SiAdminishators (WIN-3FVLI2KIFED \ Administrators)

b Y Sesap FTP (WIN-9FVL92KIFED\SESAPFTP)

82, Users (WIN-SFVLI2KIFED\Users)

| Add... | | Remove |
Permissions for Ses_aP FTP Allow Dery
Full control ] I ~
Wodfy ] -
Read & execute O =
List folder contents O
Read O v
ok [came ][ v |
Figure 92 User Permissions (2)
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7. Click on Apply to save the changes. Click Yes for each of the following two
messages.

Windows Security 2

You are setting a deny permissions entry. Deny entries take precedence
l . over allow entries. This means that if a user is a member of two groups,
one that is allowed a permission and another that is denied the same
permission, the user is denied that permission.
Do you want to continue?

Figure 93 Security Warning (1)

Windows Security 2

You are about to change permissions on the root directory of the
l . startup disk. This can reduce the security of your computer and cause
users to have problems accessing files. Do you want to continue?

Figure 94 Security Warning (2)
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3.5.4.3 Set the file system rights for FTPRoot

1. In Windows Explorer right click on the FTPRoot (e.g.: D:\Ftproot) directory

and then select "Sharing and Security".

2. Inthe "FTPRoot Properties" open the "Security" tab and click on Advanced:

FTPRoot Properties -

| General I Sharing | Security | Previous Versions I Customize |

Object name:  CAFTPRoot

GI’DLID or user names:

52, CREATOR OWNER ~
52, 5YSTEM

b Y Sesap FTP (WIN-SFVL92KIFED\SESAPFTF)

#2_ 8 Aminicteatare AATIN.GEVI GIKIERD Administratare) v
< m >
To change pemmissions, click Edit.
Pemissions for Sesap FTP Allow Deny

Full control -

Modify

Read & execute =

List folder contents

Read

Write ~

For special permissions or advanced settings,
click Advanced.

| OK || Cancel | Apply

Figure 95 FTPRoot Properties (1)

3. At the "Permissions" tab click on Disable inheritance

Advanced Security Settings for FTPRoot = | Y
Mame: CAFTPRoot
Cwner: Administrators (WIN-9FVLIZKIF6DN Administrators) '5' Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
3‘ Deny Sesap FTP (WIN-9FVL92KIFED...  Full control Ch This folder, subfelders and files
Q‘J Allow  Administrators (WIN-9FVL92K... Full control C\ This folder, subfolders and files
82 Allow  Users (WIN-9FVL92KIFED\Users) Special A This folder and subfolders
Si Allow  Users (WIN-9FVLI2KIFED\Users) Read & execute Ch This folder, subfelders and files
82, Allow  CREATOR OWNER Full control A Subfolders and files only
82, Allow  SYSTEM Full control A This folder, subfolders and files
| Add | | Rermove | | View

[]Replace all child object permission entries with inheritable permission entries from this object

| oK | | Cancel Apply

Figure 96 Advanced Settings (1)
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4. When the following dialog appears, click Convert inherited permissions
into explicit permissions on this object. After that, click Apply and OK to
close the Advanced Settings window.

Block Inheritance -

i What would you like to do with the current inherited permissions?

You are about to block inheritance to this ohject, which means that permissions
inherited from a parent cbject will no longer be applied to this chject.

Convert inherited permissions into explicit permissions on
this object.

Remove all inherited permissions from this object.

Cancel

Figure 97 Advanced Settings (2)
5. Back in the "FTPRoot Properties" window, at Security tab, click "Edit" button.

FTPRoot Properties -

| General I Sharing | Security | Previous Versions I Customize |

Object name:  CAFTPRoot

GI’DLID or user names:
52, CREATOR OWNER ~
2, 5YSTEM

2 Sesap FTP (WIN-SFVLS2KIFED\SESAPFTF)
B2 Admiistrstaee AAIKLGEV] GPKIERTY Administrst o)
< m >

To change pemissions, click Edit.

Permissions for SYSTEM Allow Deny

Full cortrol v
Modify v
Read & execute v
List folder cortents v
v
v

Read
Write

For special permissions or advanced settings,
click Advanced.

w

| OK || Cancel | Apply

Figure 98 FTPRoot - Edit permissions
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6. Selectthe user "SESAPFTP" and in the "Permissions for SESAPFTP" panel
clear all check boxes in the "Deny" column. Click on the "Read" check box in

the "Allow" column.

Permissions for FTPRoot -

Security

Object name:  CAFTPRoot

GI’DLID or user names:

52, CREATOR OWNER

52, 5YSTEM

2 Sesap FTP (WIN-9FVL92KIFED\SESAPFTP)
SiAdminishators (WIN-3FVLI2KIFED \ Administrators)
82, Users (WIN-SFVLI2KIFED\Users)

| Add... | | Remove |
Pemissions for Sesap FTP Allow Deny
Read & execute O O ~
List folder contents O
Read O =
Write O
Special permissions w
ok ][ Goa ][ o]
Figure 99 FTPRoot Permissions for SESAP FTP

Now click on Apply and then on OK.
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3.5.4.4 Deny log on locally

1. At Start Screen, type Local Security Policy and then open it when found.

2. In the left window panel click on "Local Policies" and then on "User Rights
Assignment". In the right window panel then double click on the entry "Deny
log on locally" to open it.

86

= Local Security Policy = [ = -
File Action View Help
o 1| X E =
T Security Settings Policy - Security Setting ~
[ g Account Policies 1) Access Credential Manager as a trusted caller
4[4 Local Policies 1z Access this computer from the network Everyone, Administrators...
4 g Audit Policy 1s) Act as part of the operating system SvcR5PSSH
5 User Rights Assignment ‘2| Add workstations to domain
D_ 8 Security Options 1) Adjust memory quotas for a process LOCAL SERVICE,NETWO...
b ‘ Windows Firewall with Ad.\ra.nced Sect 12s) Allow log on locally Administrators, Users,Ba... | =
- Net\.\..-ork List Ma.nagerpolmes 2s) Allow log on through Remote Desktop Services Administrators,Remote ...
b ‘ Public Key Policies </ Back up files and directories Administrators,Backup ...
I || Software Restriction Policies . K ’
b [ Application Control Policies 12z Bypass traverse chec!(lng Everyone LOCAL SER\.{I.C...
b lg IP Security Policies on Local Compute|| - Change the system time LOCAL SERVICE, Admini...
b ] Advanced Audit Policy Configuration 1z Change the time zone LOCAL SERVICE, Admini...
2s| Create a pagefile Administrators
.s| Create a token object SwcRSPSSH
12 Create global objects LOCAL SERVICE,NETWO...
\s| Create permanent shared objects
2z| Create symbolic links Administrators
1) Debug programs Administrators
.| Deny access to this computer from the network
2z| Deny log on as a batch job
1) Deny log on as a service
< || e jog g Kot Dsip S | -
Figure 100 Local Security Settings
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3. Click on the "Add User or Group" button:

Deny log on locally Properties _

Local Security Setting | Explain
j' Deny log on locally

i| Add User or Group.. |i Remove

| OK || Cancel | Apply

Figure 101 Deny log on locally Properties (1)

4. In the "Select Users or Groups" screen enter the user "SESAPFTP" at the
"Enter the object name to select" box.

Select Users or Groups -
Select this object type:
|Users or Built4n security principals | | Object Types... |
From this location:
|WIN-9FVL92KIF6D | | Locations... |

Enter the object names to select (zamples):

heck Names

Figure 102 Object Name (2)

5. Check the entered users with the Check Names button. If the operating
system finds the user it automatically inserts the computer name in front.
Then close the screen with OK.

6. Click on the Apply and OK buttons to close the "Deny log on locally
Properties" window.
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3.5.5 Domain Name System Handling

The DNS service should be installed but it must be disabled. To install this service
please, at Start Screen, type Server Manager and open it when found. At the
Dashboard, click Add roles and features.

Click Server Selection to select the server which will receive the new role and
then click on Server Roles and check the box “DNS Server”.

= Add Roles and Features Wizard = [ = -

DESTIMATIOM SERVER

Select server roles WIN-FVLO2KIFED

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
. . . —— ~ Active Directory Certificate Services
Active Directory Certificate 5 = .-
U - = r: = a = NICE (AD CS) is used to create
[ Active Directory Domain Services certification authorities and related

[] Active Directory Federation Services role services that allow you to issue
and manage certificates used ina

[ Active Directory Lightweight Directory Services variety of applications

[ Active Directory Rights Management Services
[ Application Server

[] DHCP Server

[] Fax Server

[®] File and Storage Services (1 of 12 installed)
[ Hyper-V

[] Metwork Policy and Access Services

[] Print and Document Services
[] Remote Access
[] Remote Desktop Services

| < Previous | | Next > nsta Cancel

Figure 103 Enable DNS Server
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The Add Roles and Features Wizard will bring a dialog requesting to add required

features for DNS Server. Uncheck Include management tools (if applicable)
and click Continue:

Figure 104

Add features that are required for DNS Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.
4 Remote Server Administration Tools
4 Role Administration Tools

[Tools] DNS Server Tools

Include management tools (if applicable) I

‘ Add Features

Cancel ‘

Add Roles and Features Wizard -

Add required features for DNS Server

If no static IP address were found on the machine, the wizard will show a warning.

Click Continue. Then, click Next, Next, Next and Install to confirm installation of
DNS Server.

Add Roles and Features Wizard

] Validation Results

The validation process found problems on the server to which you want to install features.

Click Continue to install the selected features anyway, or click Cancel to select different
features.

Validation Server
Results

-~ 1

WIN-9FVL92KIF6D

No static IP addresses were found on this computer. If the |P address changes, clients

might not be able to contact this server. Please configure a static IP address on this
computer before installing DNS Server.

| Continue |I| Cancel

Figure 105
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To disable the Service, at Start Screen type services.msc and look for the “DNS
Server” service.

File Action View Help

e [EEcz Bm »enw

G senvices (Loca) | eqieecioal

DNS Server MName - Description Status Startup Type Log ~

C..m DHCP Client Registers an... Running  Automatic Loc
Stop the service if,:;;Diagnostic Policy Service The Diagno.. Running  Automatic (D... Loc
Fause the ser\.rige if,:;;Diagnostic Service Host The Diagno... Manual Loc
Festart the service e K X

. Diagnostic System Host The Diagno... Manual Loc

ié..,:;;Distributed Link Tracking Cl... Maintains li.. Running  Automatic Loc
Description: C..m Distributed Transaction Co... Coordinates.. Running  Automatic (D.. N
Enables DNS clients to resolve DNS . g i TheDNS Cli..  Running  Automatic (T.. Net

names by answering DMS queries and

dynamic DNS update requests, If this NS Server Enables DN... Running Automatic

service is stopped, DNS updates will ‘o Encrypting File System (EFS)  Provides th... Manual (Trig... Loc

not oceur. If this service is disabled, 2}, Extensible Authentication P... The Extensi... Manual Loc

;nii;ir;lli?;:iaphc'tly depend on C..m Function Discovery Provide... The FDPHO... Manual Loc
‘. Function Discovery Resourc... Publishes th... Manual Loc
ié..,:;;Group Policy Client The service... Running  Automatic (T... Loc
ié..,:;;HeaIth Key and Certificate ..  Provides X.5... Manual Loc
ié..,:;;Human Interface Device Ser.. Activates an... Manual (Trig... Loc
if,:;;Hyper-V Data Exchange Ser... Providesa.. Manual (Trig... Loc
if,:;;Hyper-V Guest Service Inter... Provides an ... Manual (Trig... Loc
if,:;;Hyper-V Guest Shutdown 5., Providesa ... Manual (Trig... Loc
C..m Hyper-V Heartbeat Service Menitors th... Manual (Trig... Loc
C..m Hyper-V Remote Desktop Vi... Provides a p... Manual (Trig... Loc
C..m Hyper-V Time Synchronizat.. Synchronize... Manual (Trig... Lec .
<] [T [ >

Extended / Standard /

Figure 106 Disable DNS Service (1)
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Double click on DNS Server. On next window, select the “Startup type” as
“Disabled” and click on Stop. Click Apply and then, OK.

Figure 107

A31003-E2320-S100-2-7620, 01/2016
SESAP V2, Service Documentation

DMNS Server Properties (Local Computer)

General | Log On I Recovery I Dependencies |

Service name: DNS

Display name: DMNS Server

Description: Enables DNS clients to resolve DNS names by

Path to executable:
C:A\Windows'\system32'dns exe

answering DNS queries and dynamic DNS update

w

Startup type: Disabled

Service status:  Running

from here.

—
Start || Stop |I | Pause | Resum

You can specify the start parameters that apply when you start the service

[ ok ][ canced |]

Apply

Disable DNS Service (2)
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3.6 Reference guide for SESAP automatic installation process - Microsoft
Windows Server 2008 R2

The automatic steps done during installation can be manually checked using the
items of this section.

Section 3.6.1, “Operating System Configuration”
Section 3.6.2, “Microsoft Internet Explorer settings”
Section 3.6.3, “RSPssh - SSH Server”

Section 3.6.4, “FTP User configuration”

Section 3.6.5, “Domain Name System Handling”

3.6.1 Operating System Configuration

Different Windows components are enabled or disabled during installation
process so that the computer can be used as a SESAP server:

Component Status required

User Management User automatically created
Remote Desktop Automatically Enabled
Indexing and Windows Search Services Automatically Disabled
SMTP Service Automatically Disabled
11IS6 WMI Compatibility Automatically Enabled
Internet Information Service (lIS) Automatically Enabled
FTP Service (IIS) Automatically Enabled
Internet Explorer: permit Active Content Automatically Enabled
Table 9 Operating system components

Check the status of the individual components.

The following sections contain more detailed information on some components:

92

Section 3.6.1.1, “Create Local Users”

Section 3.6.1.2, “Remote Desktop”

Section 3.6.1.3, “Internet Information Services”

Section 3.6.1.4, “How to configure the FTP Site”

Section 3.6.1.5, “1l6 WMI Compatibility”

Section 3.6.1.6, “Disable the Indexing and Windows Search Services”

Section 3.6.1.7, “Install Windows patch for opening help files”
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3.6.1.1 Create Local Users

The users required to operate SESAP as are listed in Table 10.

User IDs

The following accounts are available for working with the server:

User Password Password can be |Use
changed

SESAPADMIN Sesap_2005 Yes Local administrator, for installation and
configuration

SESAPSERVICE Sesap_2005 Yes SESAP user, local and remote, in the
group of local administrators

SESAPFTP Selected during installation | No FTP user for DLS and further applications
that require the FTP service

Table 10 User IDs

NOTE: The three local accounts: SESAPADMIN, SESAPSERVICE and
SESAPFTP are created automatically by the SESAP Installer. For the first two
accounts, the user will be asked to change password before logging on for the
first time on SESAP Server. The accesses to SESAP Server via SSH Server
will only be possible for SESAPADMIN and SESAPSERVICE user accounts
after the password change. The third one is not accessible locally and is used
only for FTP accesses.
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Carry out the following action:

1. Open Computer Management via Start / All Programs / Administrative
Tools / Computer Management and then click on "Local Users and Groups"
in the left window panel and then on "Users".

: -0l

File Action View Help

&9 7=z d=

- Computer Management (Local) Name | Full Name | Description | | i

= [[’J; System Tools !;—'Adminishahor Built-in account for administering the... _
Task Scheduler #; Guest Built-in account for guest access to t...
@ Event Viewer More Actions »

2| Shared Folders
El ¢ Local Users and Groups
| Users
| Groups
@ Performance
= Device Manager
= S Storage
=F Disk Management
-:(3 Services and Applications

Figure 108 Create user, local (1)

2. Create a new user, enter the password twice, check the box "User must
change password at next logon" and click on Create:

ewuser 21|
User name: |s ESAPADMIN
Full name: ISesap Admin
Description: I
Password: |..........
Corfimm p |

V¥ User must change password at next logon
™| User cannot change: password

™| Password inever expires

I™ Accourt s disabled

Help Create Close

Figure 109 Create user, local (2)
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3. Now open the "User Properties" window and the "Member Of" tab and click

Add.
Remote Desktop Services Profile I Personal Virual Deskiop I Dialin I
General  Member Of | Profile: I Environment I Sessions I Remate control
Member of:
P Users
Changes to a user's group membership
Hemaove are not effective until the next time the
user logs on.
ok | Cancel | sp Help
Figure 110 Create user, local (3)

4. Enter the group name "Administrators" in the "Select Groups" window in the
"Enter the ..." box and click OK to finish.

Select this object type:

IGroups Object Types... |

From this location:

IWIN-RFMI‘I 166GER Locations... |

Enterthe object names to select (examples):

Administrators| Check Names
Advanced...| ok | Cancel |
4
Figure 111 Create user, local (4)
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Remote Desktop Services Profile I Personal Virtual Deskiop I Dialin I
General ~ Member Of | Profile I Environment I Sessions I Remate control

Member of:
i Administrators

& Users

Changes to a user's group membership
Eemove are not effective until the next time the
userlogs on.

ok | Cacel | fopy Help

Figure 112 Create user, local (5)

3.6.1.2 Remote Desktop

1. Click Start / Control Panel / System and Security / Allow Remote
Access

2. There are two options available when allowing connections via Remote
Desktop, first is Allow connections from computers running any version of
Remote Desktop (less secure)” and the second is “Allow connections
from computers running Remote Desktop with Network Level
Authentication (more secure)”. Choose the one that best fits to your
needs.
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3. Click Apply and OK

System Properties x|

~ Remote Assistance

I | Allow Bemote Assistance connections to this computer

Advanced.., |

~ Remote Desktop
Click an option, and then specify who can connect, f needed.
" Dont allow connections to this computer

{+ Allow connections from computers running any version of
Remote Deskiop {ess secure)

" Allow connections only from computers nunning Remote
Desktop with Network Level Authentication (more secure)

oK | cancel | oy |

Figure 113 Allow Remote Desktop
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3.6.1.3 Internet Information Services

1. Click Start / All Programs / Administrative Tools / Server Manager /
Roles.

2. Choose the option Add Roles, as described on next figure:

F,: Server Manager = |EI
File Action View Help

2= H

o | .~ View the health of the roles installed on your server and add or remove roles and features.
jﬁ Configuration +
23 storage

[~ Roles Summary Roles Summary Help

~) Roles: 1of 17 installed Add Roles
Je= Remove Roles

(i) File Services

~| File Services File Services Help

Provides technologies that help you manage storage, enable file replication, manage shared folders, ensure fast file searching, and enable access for UNIX dient
computers

() Role Status [ Go to File Services

Messages: Mone
System Services: All Running
(i) Events: 7 informational in the last 24 hours

~) Role Services: 1installed St Add Role Services
R I T I f& Remove Role Services
= File Server Installed
Distributed File System Mot installed
DF5 Namespaces Mot installed
DF5 Replication Mot installed
File Server Resource Manager Mot installed
Services for Network File System Mot installed
Windows Search Service Mot installed
Windows Server 2003 File Services Notinstalled
Indexing Service Mot installed
BranchCache for network files Mot installed

Descriotion:

Figure 114 Server Manager - Add Roles
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3. Click on Server Roles and check the box Web Server (lIS).

Add Roles Wizard i |
ﬁ:ﬁ Select Server Roles
Before You Begin Select one or more roles to install on this server.
Server Roles Roles: Description:
Web Server (IIS) T Active Directory Certificate Services Wweb Server (1151 provides a reliable,
i S e manageable, and scalable Web
Role Services Domain 5 o e O application infrastructure,

Ac ¥ ice:
|:| Active Directory Federation Services

Espa ["] Active Directory Lightweight Directory Services
Progress |:| Active Directory Rights Management Services
ST [] Application Server

|:| DHCP Server
DMS Server (Inst
|:| Fax Server
File Services (I
D Hyper-¥
[ Metwark Policy and Access Services
|:| Print and Document Services
] Remote Desktop Services
[Pl /b Server (115)
[ windows Deployment Services
[ Windows Server Update Services

More about server roles

< Previous | Next > I Install Cancel
Figure 115 Enable Web Server (IIS)
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4. Click on Role Services check the box FTP Server and click Next

Add Roles Wizard

ﬁ:% Select Role Services

x|

Before You Begin

Server Roles

Web Server (IIS)

Confirmation
Progress

Results

Select the role services to install for Web Server (IIS):
Role services:

Description:

[] 115 Client Certificate Mapping Authentication
[ URL Authorization
[¥] Request Filtering
["] 1P and Domain Restrictions
= [E Performance
IE Static Content Compression
[] Dynamic Content Compression
= [E Management Tools
115 Management Console
[] 115 Management Scripts and Toals
|:| Management Service
= [] 115 6 Management Compatibility
[] 115 &6 Metabase Compatibility
[ 115 & WMI Compatibility
[] 115 & Seripting Tools

Management Console
ERE
ervice

FTP Extensibility
[] 115 Hostable Web Core

More about role services

< Previous | Next > I Install Cancel

;I FTP Server enables the transfer of
files between a client and server by
using the FTP protocal, Users can
establish an FTP connection and
transfer files by using an FTP client or
FTP-enabled \Web browser,

100

Figure 116

Enable FTP Server (1)
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5. Forthe next step, click on Install to confirm the installation of the FTP Server:

Add Roles Wizard x|

ﬁ Confirm Installation Selections

Before You Begin
Server Roles

Web Server (IIS)
Role Services G) Find out more about Windows System Resource Manager (WSRM) and how it can help optimize ;I
CPU usage

Web Server
Common HTTP Features
Static Content
Results Default Document
Directory Browsing
HTTP Errors
Health and Diagnostics
HTTP Logging
Reguest Monitor
Security
Request Filtering
Performance
Static Content Compression

Management Tools
nt Console

To install the following roles, role services, or features, dick Install.

@ 2informational messages below

Progress

FTP Server
FTP Service

FTP Extensibility

Ll

Print, e-mail, or save this information

< Previous | Mext = | Install I Cancel

Figure 117 Enable FTP Server (2)
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3.6.1.4 How to configure the FTP Site

1. Click Start/All Programs / Administrative Tools / Server Manager/ Roles

| Web Server (lIS).
2. Click on Internet Information Services (lIS) Manager / Sites / Add FTP
Site:

File Acton \View Help
&= | [m
% e o G
=l G Roles —

‘F Active Directory Domain Services @ (> [ &l » WINRFMI1166GER * Sites P ]ib ;

DNS Server =

% File Services - _

&= . =l Sites

B %5 e = : = “3! @ Add Web Site...
B Feamfemmet Information Services (IIS) M -f'%l Start Page — = — ™ Set Web Site Defaul
S =-€5 wINRFMI1166GeR (SIE] | T ~ [co - (5show All | Groupby: Mo Grouping I | :
T Cfr?;guljrac;on . prlication Pools Name -~ [ [ status [ Binding [P (L& AdFTPSIe...
8 coora, i @ oefault website 1 Started (http) =180 (http) Ex € ite Default
¥l {5 Storage e

@ Help
Online Help
Figure 118 " Add FTP Site (1)

3. Enter the FTP Site name “Default FTP Site”
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4. Tab to the directory location path. The chosen directory must be
C:\Inetpub\ftproot .Each user configured to access the SESAP Server
via ftp will access a folder with its own account name and be automatically
redirected to the folder selected during SESAP Installation (e.g.
D:\FTPRoot. Click Next.

Add FTP Site 2lx
q Site Information
FTP site name:
|pefaultFTPsite
Content Directory
Physical path:
IC:\jnemub\f'mroot E
Previous Next Fimish Cancel
Figure 119 Add FTP Site (2)
5. On next window, check the option No SSL and click Next:
Add FTP Site 2lx
@ Binding and SSL Settings

Figure 120

Port:

= [

I Enable Virtual Host Names:

Virtual Host {example: fip.contoso.com):

¥ StartFTP site automatically
550

e

= Allow S5L

" Require 551
S5L Certificate:
Mot Selected

Finish Cancel

Add FTP Site (3)
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6. Check the option Basic inside the Authentication panel. Inside Authorization
panel select the option Specified Users and type the name of SESAPFTP
user. On Permissions, check the Read and Write options and press Finish

Add FTP Site L

q Authentication and Authorization Information

21|

— Authentication

I Anonymous

oD

— Authorization

Allow access to:

ISpeciﬁed users j
[ ISESAPFI'P|
Permissions
v Read
¥ virite
Previous Next | Finish Cancel
Figure 121 Add FTP User (4)

7. Now that the DefaultFTPSite was created, click on its name and double click
on FTP User Isolation, as shown on the picture below:

Internet Information Services (IIS) Manager

@G‘ [@ b WINRFMI1166GE6R P Sites P DefaultFTPSite »

_ DefaultFTPSite Home
€- |7 |8 O
g Start Page —
Eﬁg WINREMI 1166G6R (W1 Filter: - (G0 - gshow All | Groupby: Area - 5
i[5} Application Pools FTF
5| Cites ; = i
4 y B i = i
FTP FTP FTP Current  FTP Directory  FTP Firewall FTP IPv4 FTP Logging F1
Authentication Authorizati. .. Sessions Browsing Support Address a...
= N
S FTP
FTP Feguest FTP S5L FTP User
Filtzring Settings Isolation
Management
Configuration
Editor
Figure 122 Add FTP User (5)
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8. Check the option User name directory (disable global virtual directories)

and then click on Apply.

Figure 123

q FTP User Isolation

FTP user isolation prevents users from accessing the FTP home directory of another

user on this FTP site.

Do not isolate users. Start users in:
" FTP root directory
" User name directory

Isolate users. Restrict

= FTP home directory configured in Active Directory

| Set...

& Custom

Add FTP User (6)

(¥ Usernamedirectory (disable globalvirtual directories)

al directories)

@ Help

Online Help

9. Right click on the DefaultFTPSite and in the option Manage FTP Site. If the
FTP site is stopped, click on Start. In case it is already started, click on

Restart.

Internet Information Services (IIS) Manager

(€15

[@ » WIN-RFMI1166GER P Sites b DefaultFTPSite b

€-id |78

Start Page

q DefaultFTPSite Home

WIN-RFMI1166G6R (WIN-RFMI1 Filter: - G - I%]Show All |Grou|:l by: Area E '
3 Application Pools FTP
(&) sites i . 2 -
-8 Default Web Site "g a9, ; : - ] =
- - {Gr) ! ) FIF
st Explore FTP FTP Current FTP Directory ~ FTP Firewall FTP IPv4 FTP Logging FTP Messages
Edit Permissions. . Authorizati... Sessions Browsing Support Address a...
% add Application. .. 0 ne
7 ; FTP LEIFTP)
| Add Virtual Directory... FTP 551 FTP User
Settings Isolation
Edit Bindings. ..
i3 Refresh ent
x Remove
| Manage FTP Site » | Restart
Rename | Start
= Stop
=z Switch to Content View
Advanced Settings. ..
Figure 124 Add FTP User (7)
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3.6.1.5 116 WMI Compatibility

1. Click Start / All Programs / Administrative Tools / Server Manager / Web
Server(lIS).

2. Click on Add Role Services.

E,: Server Manager

File Action View Help
= %[
o Server Manager (WINRFMI116656R)

El 5 Roles
'g Active Directory Domain Services &
i, DNS Server . Provides a reliable, manageable, and scalable Web application infrastructure.
=21 Fils Service i
TR Thformation Services (II5) M
| Features
Diagnostics
jﬁ’j Configuration
25 storage
'~ Role Services: 13 installed
Role Service I Status I = Remove Role Services
Web Server Installed
[Q'J, Common HTTP Features Installed
& Static Content Installed
&. Default Document Installed
&. Directory Browsing Installed
[Q'J, HTTF Errors Installed
HTTP Redirection Mot installed
WebDAV Publishing Mot installed
Application Development Mot installed
ASP.NET Mot installed
.MET Extensibility Mot installed
ASP Mot installed
CaGI Mot installed
ISAPI Extensions Mot installed
ISAPI Filters Mot installed
Server Side Indudes Mot installed
& Health and Diagnostics Installed
[Q'J, HTTF Logging Installed
Logging Tools Mot installed
&. Request Monitor Installed
Tracing Mot installed
Figure 125 Add Role Services
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3. Check the box IS 6 WMI Compatibility and click Next.

x
) .
ﬂ% Select Role Services

Select the role services to install for Web Server (IIS):

Confirmation Role services: Description:
Progress 2 - z e 115 & WHI Compatibility provides
[] 115 Client Cx.arhﬁcahe Mapping Authentication ;I e e e e
Results [ URL Authorization Instrurmentation (WMI) scripting
Reques ng ) interfaces to programmatically
[] 1P and Domain Restrictions manage and automate tasks for 115
2 [E Performance (Installed) 7.0 Web server, from a set of scripts

that you created in the WML provider,

Static Content Comporession (I
Sadc Conte ComE s " This service includes the WML CIM
[ bynamic Content Compression Studio, WM Event Registration, WM
£l [E Management Tools (Installed) Event Yiswer, and WHMI Object
st ment C le (Installed) Browser tools ko manage sites.

[] 115 Management Scripts and Tools
|:| Management Service
= [E 115 6 Management Compatibility
L 5 ili

F Exte

[] 115 Hostable Web Core

More about role services

< Previous | MNext > I Install Cancel

Figure 126 IS 6 WMI Compatibility
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4. For the confirmation window, press Install:

Add Role Services x|

(L
Erﬁ}' Confirm Installation Selections

Role Services : . i :
To install the following roles, role services, or features, dick Install.

Confirmation

= = .
i 2informational messages below
Progress -

Results "D This server might need to be restarted after the installation completes.
-~ Web Server (IIS)

.’iu Find out more about Windows System Resource Manager (WSRM) and how it can help optimize CPU
"~ usage
Management Tools
115 & Management Compatibility
115 6 WMI Compatibility

Print, e-mail, or save this information

< Previous | Mext = | Install I Cancel

Figure 127 Confirmation Window

3.6.1.6 Disable the Indexing and Windows Search Services

Important: disable of index and windows search services for all hard drives is
necessary to avoid a security leak:

For Windows Server 2008 R2, both services are not installed by default. In order
to check if they are really not installed, do as follows:

1. Click Start/All Programs / Administrative Tools / Server Manager / Roles
| File Services

A31003-E2320-S100-2-7620, 01/2016
108 SESAP V2, Service Documentation



Installation
Reference guide for SESAP automatic installation process - Microsoft Windows Server 2008 R2

2. The “Indexing Service” and “Windows Search Service” must have the status
“Not Installed”, as shown in the window below:

g____.serverr-mrlager - —|O] x
Fle Acton View Help

| 5mH

S Server anager (WINRFVTL16656R)

-

¥ = Provides technologies that help you manage storage, enable file repication, manage shared folders, ensure fast file searching, and enable access for UNIX
| | dient computers

T TretrerTE
il Features ~! Role Services: 1installed
(23] ’Duag'mslm
® i} Configuration Role Service [status

B £5 Storage =, FieServer Installed
Distributed File System Mot installed
DFS Namespaces Not installed
DFS Replication Notinstalled
File Server Resource Manager Mot installed
Services for Network File System Mot installed
Windows Search Service MNot installed

Description:
Indexing Service catalogs contents and properties of files on local and remote computers. It also enables you to
quickly find Files through a flexible query language.

'~ Resources and Support

~ Recommended configurations, tasks, best practices, and online resources [ Fie services Help
Recommendations ['@ File Services TechCenter

% Group shared folders by creating a DFS namespace L4l File Services Commurnity Center
| Synchronize shared folders on multiple servers by enabling DFS Replication e‘sendﬁeednd(mmcso&
|3 Safeguard your data by scheduling badups
% Recover your data by restoring files and folders from a badwp copy
{5 Restrict spedfic file types from being stored on your server by creating file screening rules
[{%Manage storage resources by assigning storage quotas to folders and volumes
(4% Monitor how storage resources are being utilized by generating storage reports
|#%Provide high avalability for shared folders by creating a failover duster
% Allocate more storage space by extending a volume —
gMeﬁ’tedskspacealeebvwﬂmgavm LI

e Bl e bl m s chim vt A TYE e BB e P i e K BB

{3 LastRefresh: Today at 15:35 Configure refresh

Figure 128 Disable Indexing Service

3.6.1.7 Install Windows patch for opening help files

The IP Service is one of applications installed by SESAP Wizard. This application
has its help document available as a . h1p file. Windows Server 2008 R2 must
have the Windows6.1-KB917607-x64.msu patch installed on system to open the
mentioned file correctly. The patch file can be found on folder
DVDDrive\SESAP\Windows SW\Windows Update.
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3.6.2 Microsoft Internet Explorer settings

The following settings should be applied for both SESAPADMIN and
SESAPSERVICE users. As SESAP Installer does these settings automatically,
it's ensured that all existing users and new ones will have it configured too.

1. In Internet Explorer open the "Tools / Internet Options" screen and then the

"Advanced" tab.

2. Go to "Security" and click the check boxes for "Allow active content from CD
to run on My Computer" and "Allow active content to run in files on My

Computer".

Figure 129

21|

General I Security I Privacy I Content I Connections | Programs  Advanced
Settings:
Smart image dithering ;I
Cﬁ PFrinting
O Frint backgraund colars and images
Q Search from the Address bar
Q ‘when searching
O Dizplay results, and ga to the most likely site
Q) Do not search from the Address bar
O Just display the results in the main window
(& Just go to the most likely site
é Security
—= [ &llow active content from CD's to run on My Computer
—= ] Allow active content bo run in files on My Computer
O Allow saftware ta run ar install even if the signature is invalid
Check for publisher's certificate revocation
Check for server certificate revocation [requires restart)
Check for signatures on downloaded programs -
| »
Bestore Defaults |

QK I Cancel | Lpply |

Internet Options
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3.6.3 RSPssh - SSH Server

3.6.3.1 RSPssh installation

RSPssh installation file is included on SESAP DVD. Install it from
DVDDrive\SESAP\Windows

SW\rspSSH\RSPssh 1.0.3 Installer.exe. The first message shown
during RSPssh installation is:

i) RSPssh 1.0.3 Setup

Welcome to the RSPssh 1.0.3 Setup
Wizard

This wizard will guide you through the installation of RSPssh
1.0.3.

It iz recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue,

Mext > | | Cancel

Figure 130 RSPssh Installation (1)

For the next steps, all default options must be chosen. Press Next, Next and
Install for the following windows messages. Press OK on next window:

& ICW OpensSsHServer 2.0.2 Setup |

ICW OpenSSHServer 2.0.2 is installed as a service. Mo users are allowed to
use OpenSSHServer by default. Use 'Activate a user' from start menu for
user activation.

Figure 131 RSPssh Installation (2)
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Then, press Close on next window to finish installation:

Installation Complete ]
Setup was completed successfully, ﬁ

Completed
_ .

Nullsoft Install System v, 46

< Back Close Cancel

Figure 132 RSPssh Installation (3)

The instructions about how to add users to the RSPssh users list are described
on next section.

3.6.3.2 Add users to RSPssh users list

Open Start / All Programs / RSPssh / 01.Activate a User:

JRI=E

rUserpame ———————— | Command shell

=l | foin/bash =l

r Remove copssh home directory if it
exists

For domain users: Add domain Create keys for public key
name followed by a backsiash L e
(DOMAIN\user for example)

™ Create link to user's real home directory

Tullsaft: InstalllSystem w2, 40

MNext = Cancel

Figure 133 Add users to RSPssh users list(1)
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Select the desired user account name and uncheck all three options shown in the
image above. As example it will be used the tracedata user account name. Press
Next and a confirmation window will indicate that the user was successfully
added to users list:

zl
User tracedata is activated successfully and can establish an ssh connection
to this machine now.

Figure 134 Add users to RSPssh users list(2)

There is one file in the RSPssh configuration that stores the path for the folder
that will be accessed by each registered user via SSH Server. This path can be
changed to indicate any other folder in the server. To change the folder path, first
open the file C:\Program Files (x86)\RSPssh\etc\passwd.

Replace the parameter /home/%account name% for /cygdrive/%drive%/
$folder%. For example, if the folder that tracedata user will access is
D:\tracedata, so this parameter must be /cygdrive/D/tracedata.

If it is needed for the user to access via SSH Server any hard drive of SESAP
Server, first open the file C: \Program Files (x86)\RSPssh\etc\passwd,
find the line that contains the parameters for the added user and replace /home/
%account name% for /cygdrive. These changes are normally done for the
account used for accesses using SIRA and SSDP remote tools.

3.6.4 FTP User configuration

Some settings must be done in Computer Management in order to maximize
security for the FTP user SESAPFTP. All these settings described on the
following sections are also done automatically by SESAP Installation:

* Section 3.6.4.1, “Remove SESAPFTP from the group of users”
e Section 3.6.4.2, “Set file system rights for Drive”
* Section 3.6.4.3, “Set the file system rights for FTPRoot”

e Section 3.6.4.4, “Deny log on locally”
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3.6.4.1 Remove SESAPFTP from the group of users

1. Open Computer Management via Start / All Programs / Administrative
Tools / Computer Management.

2. In the left window panel click on "Local Users and Groups" and then on
"Users".

3. In the right panel double click on "SESAPFTP".

d;! Computer Management

File Acton View Help

e |%HXRE = (HE

A Computer Management (Local) Name | Full Name
Bl {f} System Tools

| Description |

& administrator
fQ-Guest
ASESAPADMIN - Sesap Admin

Built-in account for administering the...

@ Task Scheduler Built-in account for quest access to t...

@ Event Viewer
2| Shared Folders
B &l Local Users and Groups
| Users
| Groups
@3‘:\ Performance
=4 Device Manager
B &5 Storage
= Disk Management
4 Services and Applications

Figure 135 Computer Management, Users
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4. In the "Member Of" tab highlight the "Users" group and click on Remove.

Remote Desktop Services Profile I Personal Virtual Desktop I Dial+in I
General ~ Member Of | Profile I Environment I Sessions I Remote control

Member of:

(EEN

Changes to a user's group membership

Add... I Remove are not effective until the next time the

user logs on.

ok | cancel | Aoply Heb

Figure 136 SESAPFTP Properties

5. Click on OK to finish and then close Computer Management.
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3.6.4.2 Set file system rights for Drive

In Windows Explorer right click on the drive selected for storing the FTPRoot
folder and then select "Sharing and Security".

Figure 137

% Local Disk (C:) Properties ﬂ
Shadow Copies I Previous Versions I Quota |
General I Tools I Hardware I Sharing Security

Object name:  CA\

To change pemmissions, click Edit.

Pemissions for CREATOR
OWNER

52, Administrators (WIN-RFMI1166G6R Administrators)
52, Users (WIN-RFMI1166G6R \Users)

2. Open the "Security" tab and then click on Edit.

Edit... |

Allow Deny

Full control

Modify

Read & execute
List folder contents
Read

Write

Snanizl

-

-

For special pemissions or advanced settings. Advanced |

click Advanced.

Leam about access control and pemissions

o]

Cancel | Apply |

User Permissions (1)
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3. In the next window click on Add

#e Local Disk (C:) Properties : x|

_ Shadow Copies I Previous Versions ] Quota |
General | Tools | Hardware | Shaing  Securty
Object name: C:\

Group or user names:

§2 SYSTEM
82, Administrators (WIN-RFMI1166G6R\Administrators)

82, Users (WIN-RFMI1166GER\Users)

To change pemissions, click Edi. Edt... |

Pemissions for CREATOR
OWNER Allow Deny

Full control =
Modify

Read & execute

List folder contents

Figure 138 User Permissions (2)

4. In the "Select Users or Groups" window, at the "Enter the object name to
select" box enter the name "SESAPFTP".

Select this object type:

IUsers. Groups, or Builtin security principals Object Types... |

From this location:

IWIN-RFMI‘I 166GER Locations... |

Enter the object names to select (examples):

SESAPFTF| Check Names
Advanced... ok | cancel |

4
Figure 139 Object Name (1)
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5. Check the entered users with the Check Names button. If the operating
system finds the user it automatically inserts the computer name in front.
Then close the screen with OK.

6. Inthe "Group or user names" window make sure that the user "SESAPFTP"
is still highlighted. In the "Permissions for SESAPFTP" panel in the "Full
Control" line now click on the "Deny" check box. All lower check boxes except
for "Special Permissions" are now automatically enabled.

l Permissions for Local Disk (C:) ﬂ
Security |
Object name:  CA\

Group or user names:
52, CREATOR OWNER
58 SYSTEM
Q?J Administrators (WIN-RFMI1166G6R Administrators)
£ Sesap FTP (WIN-RFMI1166G6R\SESAPFTF)
82, Users (WIN-RFMI1166G6R Users)

g

Pemissions for Sesap FTP Al

Full control O

Modify O
Read & execute O

List folder contents [m] b
Read O e

Leam about access control and pemissions

oK | Cancel | sy |

Figure 140 User Permissions (2)

7. Click on Apply to save the changes. Click Yes for each of the following two
messages.

x

‘You are setting a deny permissions entry. Deny entries take
l o precedence over allow entries, This means that if a user is a
— member of two groups, one that is allowed a permission and
another that is denied the same permission, the user is denied
that permission.
Do you want to continue?

Figure 141 Security Warning (1)

x

‘fou are about to change the permission settings on the root
l y, directory of the startup disk, which can result in unexpected
access problems and reduce security. Do you want to continue?

Yes | No I

Figure 142 Security Warning (2)
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3.6.4.3 Set the file system rights for FTPRoot

1. In Windows Explorer right click on the FTPRoot (e.g.: D:\Ftproot) directory
and then select "Sharing and Security".

2. Inthe "FTPRoot Properties" open the "Security" tab and click on Advanced:

x
" General I Sharing  Security | Previous Versions I Customize I
Object name:  D:AFTPRoot

Group or user names:
52 SYSTEM |
b 8 Scsap FTP (WIN-RFMI1166GE S, )
93_’ Administrators (WIN-RFMI1166GE6R Administrators)
82 |lemrs AWIN-RFMIT1RASARN laars)

d

To change pemissions, click Edit. =

Pemissions for Sesap FTP Allow Deny

| v

Full control

Modify

Read & execute
List folder contents
Read

Write ¥,

For special pemissions or advanced settings, Ad ed |
click Advanced. et

Leam about access control and permissions

oK | Cancel | i |

Figure 143 FTPRoot Properties (1)

3. At the "Permissions" tab click on Change Permissions.

l Advanced Security Settings for FTPRoot ﬂ
Permissions |Mdﬂing I Ownerl Effective Pemmissions I
To view details of a permission entry, double-click the entry. To modify permissions, click Change Permissions.
Object name: D:AFTPRoot

Pemission entries:

| Type | MName | Permission | Inherited From | Apply To |
Allow Administrators (WIN-RFMI... Special <not inherted:> This folder only
Deny Sesap FTP (WIN-RFMI11...  Full control (DR This folder, subfolders and...
Allow Administrators (WIN-RFMI...  Full control (DR This folder, subfolders and...
Allow Users (WIN-RFMI1166G6... Special (RN This folder and subfolders
Allow Users (WIN-RFMI1166G6... Read & execute (DRY This folder, subfolders and...
Allow CREATOR OWNER Special D Subfolders and files only
Allow SYSTEM Full control D This folder, subfolders and...

¥ | Include inkeritable pemissions from this ohiect's parent

Manaaing pemission entries

QK Cancel Lpply

Figure 144 Advanced Settings (1)
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4. Uncheck the option "Include Inheritable Permissions from this objects parent"
and press OK.

. Advanced Security Settings for FTPRoot i |
Permissions |
To view or edit details for a permission entry, select the entry and then dick Edit.
Object name: D:\FTPRoot

Permission entries:

Type | MName | Permission | Inherited From | Apply To -

Allow Administrators (WIN-RF...  Spedal <not inherited = This folder only

Deny Sesap FTP (WIN-RFMI11... Full control D:\ This folder, subfolders a..

Allow Administrators (WIN-RF...  Full control D:\ This folder, subfolders a..

Allow Users (WIN-RFMI1166G... Spedal D:\ This folder and subfolders™

Allow Users (WIN-RFMI1166G... Read & execute Ds\ This folder, subfolders a..

‘AI low CREATOR OWNER. Soedal D:\ Subfolders and ﬁlei onlllll
Add... Edit... Remove

v Indude inheritable permissions from this object's parent

™ Replace all chi ject permissions with inheritable permissions from this object

Managing permission entries

OK I Cancel Apply

Figure 145 Advanced Settings (2)

5. In the following information window click on Add.

x

Waming: K you proceed, inheritable parent pemissions will no longer
propagate to this object.

| 1Y

e - Click Add to convert and add inherited parent permissions as explicit
permissions on this object.

- Click Remove to remove inherited parent permissions from this object.

- Click Cancel if you do not want to modify inheritance settings at this time.

Add | Remove | Cancdl

Figure 146 Security Warning (3)

6. Click on Yes for the message below.

x

‘fou are setting a deny permissions entry, Deny entries take
l_'_\ precedence over allow entries, This means that if a useris a
member of two groups, one that is allowed a permission and
another that is denied the same permission, the user is denied
that permission.
Do you want to continue?

Figure 147 Security Warning (4)
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7. Inthe "FTPRoot Properties" window in the "Group or user names" panel now
select the user "SESAPFTP" and in the "Permissions for SESAPFTP" panel
clear all check boxes in the "Deny" column. Click on the "Read" check box in
the "Allow" column.

x
Security |
Object name:  D:AFTPRoot

Group or user names:

&2, CREATOR OWNER

58 SYSTEM

2 Sesap FTP (WIN-RFMI1166GER\SESAPFTF)

‘33_‘ Administrators (WIN-RFMI1166GER Administrators)
52, Users (WIN-RFMI1166GER"\Users)

Add... | Remove |

Permissions for Sesap FTP Allow Deny

Read & execute
List folder contents
Read

Write

Special permissions

OoOooon

4

a
O

Leam about access control and permissions

ok | cancel | oy |

Figure 148 FTPRoot Properties (2)

8. Now click on Apply and then on OK.
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3.6.4.4 Deny log on locally

1. Open Management of Local Security Settings via Start / Programs /
Administrative Tools / Local Security Policy.

2. Inthe left window panel click on "Local Policies" and then on "User Rights
Assignment". In the right window panel then double click on the entry "Deny
log on locally" to open it.

File Acton \View Help

=

&8 | FHmIXE 2 HE

i;l Security Settings
4 Account Polides
Bl [ Local Policies
& Audit Policy
4 User Rights Assignment
& Security Options

e

| Metwork List Manager Policies

| windows Firewall with Advanced Security | |

| Public Key Policies

" Software Restriction Policies

"1 Application Control Policies

.g IP Security Policies on Local Computer
~| Advanced Audit Policy Configuration

Policy =

| Security Setting [ -

:1z| Access Credential Manager as a trusted caller
12| Access this computer from the network
< Act as part of the operating system
2| Add workstations to domain
7] Adjust memory quotas for a process
) Allow log on locally
1z1z) Allow log on through Remote Desktop Services
‘12| Back up files and directories
:iz| Bypass traverse checking
\z| Change the system time
2 Change the time zone
l:z) Create a pagefile
l:z) Create a token object
‘17| Create global objects
‘17| Create permanent shared objects
17) Create symbolic links
:1z| Debug programs

z| Deny access to this computer from the network

2 Deny log on as a batch job
1z Deny log on as a service

Deny log on locally
‘12| Deny log on through Remote Desktop Services
;| Enable computer and user accounts to be trusted for delegation
‘12| Force shutdown from a remote system
11z| Generate security audits
Impersonate a dient after authentication

= mrarace winrkinn cat

Everyone, Administrators, ...

LOCAL SERVICE,METWOR....
Administrators,Users,Back. ..
Administrators,Remote De...
Administrators,Badkup Op...
Everyone, LOCAL SERVIC...
LOCAL SERVICE, Administr...
LOCAL SERVICE, Administr...
Administrators

LOCAL SERVICE,NETWOR....

Administrators
Administrators

Administrators
LOCAL SERVICE,METWOR....
LOCAL SERVICE,METWOR....

|leare LI

Figure 149

Local Security Settings
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3. Open the "Deny log on locally Properties" tap and then click on the "Add User
or Group" button.

Local Security Setting | Explain |

} Deny log on locally

Add User or Group... Eemove

ITI Cancel | Apply

Figure 150 Deny log on locally Properties (1)

4. Inthe "Select Users or Groups" screen enter the user "SESAPFTP" at the
"Enter the object name to select" box.

Select this object type:
IUsers or Built4n security principals Object Types... |
From this location:
IWIN-F{FMI‘I 166GER Locations... |
Enter the object names to select (examples):
Lheck Hames |
Advanced...| ot | cancel |
4
Figure 151 Object Name (2)

5. Check the entered users with the Check Names button. If the operating
system finds the user it automatically inserts the computer name in front.
Then close the screen with OK.

6. Click on the Apply and OK buttons to close the "Deny log on locally
Properties" window.
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Add Roles Wizard

ﬁ’g Select Server Roles

Before You Begin

Server Roles

Confirmation
Progress

Results

3.6.5 Domain Name System Handling

The DNS service should be installed but it must be disabled. To install this service
please open Start / All Programs / Administrative Tools / Server Manager /
Roles / Add Roles.

Click Server Roles and check the box “DNS Server”.

Select one or more roles to install on this server.

Roles: Description:
[] Active Directory Certificate Services S Ll ee s

provides name resolution for TCR{IP

[[] Active Directory Domain Services networks. DNS Server is easier to

[[] Active Directory Federation Services manage when it is installed on the
E Active Directory Lightweight Directory Services Same Serveras Active Directory
[] Active Directory Rights Management Services Domain Services. If you select the

Active Directory Domain Services rol e,
you can install and configure DNS
Server and Active Directory Domain
Services to work together.

] Application Server

E DHCP Server

I§CNS Server

E Fax Server
File Services (Installed)

E Hyper-V

[ Metwark Policy and Access Services

E Print and Document Services

["] Remote Desktop Services

[] web Server (115)

[ windows Deployment Services

[ windows Server Update Services

More about server roles

< Previous I Mext = Install Cancel

Figure 152 Enable DNS Server

Click Next, Next and Install to complete installation.
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To disable the Service, open Start / All Programs / Administrative Tools /
Services and find the “DNS Server” service.

[(Qservices -0l x|

File Acton View Help

L EIENEEN I T

Services (Local) £} Services (Local)

DNS Server MName =~ I Description I Status | Startup Type | Log On As | ;I
. Desktop Window M... ProvidesD... Started Automatic Local System

Stop the service £, DHCP Client Registers a... Started Automatic Local Service

Pause the service e i ¥ : 3 3

Rt e ‘. Diagnostic Policy Se... The Diagno... Started Automatic (D... Local Service
‘., Diagnostic Service ... The Diagno... Manual Local Service
‘., Diagnostic System ... The Diagno... Manual Local System

Description: “.. Disk Defragmenter Provides Di... Manual Local System

Enables DNS dients to resolve DNS s e ¥ S EREE X

names by answering DNS gqueries and . Distributed Link Tra... Maintains li... Started Automatic Local System

dynamic DNS update requests, If this £ Distributed Transac... Coordinate... Started Automatic (D... Metwork 5...

service is stopped, DNS updates will not
occur, If this service is disabled, any
services that explicitly depend on it will

d Automatic MNetwork S

DNS Client

fail to start. f:Encrypting File Syst... Provides th... Manual Local System
. Extensible Authenti... The Extens... Manual Local System
‘. Function Discovery ... The FDPH... Manual Local Service
‘. Function Discovery ... Publishes t... Manual Local Service
% Group Policy Client The servic...  Started Automatic Local System
. Health Key and Cer... ProvidesX.... Manual Local System
:Human Interface D... Enables ge... Manual Local System
£+ IKE and AuthIP IPs... The IKEEX... Manual Local System
L Interactive Service,.. Enables us... Manual Local System
L Internet Connectio...  Provides n... Disabled Local System
£ IP Helper Provides tu... Started Automatic Local System
% IPsec Policy Agent Internet Pr... Manual Metwork 5...
% KtmRm for Distribut... Coordinate... Manual MNetwork S...
L Link-Layer Topoleg... Createsa ... Manual Local Service
i Microsoft .NET Fra... Microsoft.... Manual Local System LI
Extended 4 Standard /
|
Figure 153 Disable DNS Service (1)
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Double click on DNS Server. On next window, select the “Startup type” as
“Disabled” and click on Stop. Click Apply and then, OK.

DNS Server Properties (Local Computer) |

General | Log On I Heco\reryl Dependencies I

Service name: DNS

Display name: DMNS Server

T Enables DNS clients to resolve DNS names by -
Ezanion }answering DMS queries and dynamic DNS update j

Path to executable:

CA\Windows'system32'dns exe

Startup type: I Disabled j

Help me confiqure service startup options.

Service status:  Started

Start | Stop | Pause Fesume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: I

Figure 154 Disable DNS Service (2)

3.7 Reference guide for SESAP automatic installation process - Microsoft
Windows 2003 Server SP2

The automatic steps done during installation can be manually checked using the
items of this section.

126

Section 3.7.1, “Operating System Configuration”
Section 3.7.2, “Settings in Microsoft Internet Explorer”
Section 3.7.3, “/RSPssh - SSH Server”

Section 3.7.4, “Configuration of the FTP user”

Section 3.7.5, “Domain Name System Handling”
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3.7.1 Operating System Configuration

Different Windows components are enabled or disabled during installation
process so that the computer can be used as a SESAP server:

Component Status required

User Management Automatic ‘Local User’ created
Remote Desktop Automatically Enabled
Indexing and Windows Search Services Automatically Disabled

SMTP Service Automatically Disabled
Windows Installer Provider Automatically Enabled
Internet Information Service (IIS) Automatically Enabled

FTP Service (lIS) Automatically Enabled
Internet Explorer: permit Active Content Automatically Enabled

Table 11 Operating system components

Check the status of the individual components.

The following sections contain more detailed information on some components:

Section 3.7.1.1, “Create local users”

Section 3.7.1.2, “Remote Desktop”

Section 3.7.1.3, “Internet Information Services”
Section 3.7.1.4, “How to configure de FTP site”
Section 3.7.1.5, “Windows Installer Provider”

Section 3.7.1.6, “How to Disable the Indexing Service”
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3.7.1.1 Create local users

Carry out the following action:

1. Open Computer Management via Start / Programs / Administrative Tools
/ Computer Management and then click on "Local Users and Groups" in the

left window panel and then on "Users".

ompute anage _|Of %
|§ File  Action Yiew ‘Window Help i = |ﬁ' |1!
e AmRDE 2
E Cormputer Managemment (Local) Marne I Full Marne | Description
Eﬁe System Tools m;dministrator Built-in account Far administer
EL@] Event Viewer G aseET ASP.MET Machine Account Account used for running the
% Shared Folders pr bp
Local Users and Groups $Guest Built-in account For guest acce
,_.a Lo thspaass hispaass
-np_'lfGroups i Arkm QIUSR_HISPAS Internet Guest Account Built-in account For anonymau
[ SITSIMENEE -ad AN ARt QIWAM_HISPAS Launch 115 Process Account  Builk-in account for Internet I
Device Manager
I'—"@ St;rage lgjoerg.lange joerg.lange
. B Removable Storage QNEtShowServices Windows Media services r...  Windows Media services run L

d Disk Defragmenter

$SUPPORT_38894530 CH=Microsoft Corporation...

This is a vendor's account for

CL Disk Management @WMUS_WTSI Wwindows Media Services ... Default account For anonymot
&1 E@ Services and Applications
| | 2]« | &
| | |
Figure 155 Create user, local (1)

2. Create a new user, enter the password twice, enable "Password never
expires" and click on Create.

New User [7]
User name: isesapadmin
Full name: ISESAP Adrin
Description: I
Password: Ioooooooooo
Lonfirm password: I'""uu.

™ User must change password at nest logon

™ User cannat change password

™ Account is disabled

Create I Cloze

Figure 156 Create user, local (2)
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3. Now open the "User Properties" window and the "Member Of" tab and click

on Add.
sesapadmin Properties B
Fiemote control I Terminal Services Profile I Diak-in I
General Member OFf | Frafile I Environment I Sessions
Member of:
EUSEIS
Eemoye |
0K | Cancel | Apply |
Figure 157 Create user, local (3)
4. Enter the name "administrators" in the "Select Groups" window in the "Enter
the ..." box.
Select Groups EHE
Select thiz object type:
IGroups Object Types... |
Erom this location:
[HIsPAS Locations... |
Enter the object names to select [examples]:
admiriztrators] LCheck Mames |
Advanced... | QK I Cancel I
4
Figure 158 Create user, local (4)
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5. Click on Check Names and then on OK.

Select Groups EHE

Select thiz object type:

IGroups Object Types... |

Erom this location:

IHISF'AS Locations... |

Enter the object names to select [examples]:

HISPAS Administrators Lheck Mames I

Advanced... | QK I Cancel I

4

Figure 159 Create user, local (5)
6. Click on OK to finish.

sesapadmin Properties ﬂ E

Femote control | Terminal Services Profile I Dial-in !
General Member OFf | Prafile i Environment I Sessions

ember of:

g.&dministrators
g Users

Bemove I

QK i Cancel Apply

Figure 160 Create user, local (6)
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3.7.1.2 Remote Desktop

1. Right click on "My Computer" and then open the "Properties" screen.
2. Open the "Remote" tab.

3. Click the check box "Enable Remote Desktop on this computer".

System Properti ﬂll
General I Computer Mame Hardware |
Advanced I Automatic Updates Remote
A

) Select the ways that this computer can be uzed from another
location.

~ Remate Assistance

Turmn on Bemote Assistance and allow invitations to be sent from this
computer

Leam maore about Bemote Assistance.

Advanced... |

— Remate Desktop
¥ Enable Remote Desktop on this computer

Important: To allow users to connect remotely to this computer, click
Select Remate Lsers.

Full computer name:
PC-40-41-3

Leam maore about Bemote Desktop.

Select Remate Ugers. . |

QK | Cancel | Apply |

Figure 161 System Properties, Remote

3.7.1.3 Internet Information Services

1. Open the "Control Panel" from the Windows Start menu

- Control Panel M=l E3
File Edit Wiew Favorites Tools Help | ;','
W Backe = 03 = b | ' Search Folders | & 3 o 6 | -

Address I[} Control Panel j Go
Mame * | Comments I =
;g Adjust your computer settings for vision, hearing, and mobi...

P& add Hardware Installs and troubleshoots hardware
-;j.qdd or Remove Programs Install or remove programs and Windows components,

48 Administrative Taals Configure administrative settings for your computer,

% Automatic Updates Set up Windows to automatically deliver important updates 1=

B Broadcomn Control Suite 2 Broadcom Advanced Control Suite 2 (v, 8.2.4 )

)"Date and Time Set the date, time, and time zone for your computer,

@ Display Change the appearance of your desktop, such as the back...

[ Folder Options Customize the display of files and folders, change file assoc. ..

=YFonts Add, change, and manage fonts on your computer,

‘& Game Cortrollers Add, remove, and configure game controller hardware such,.,

:‘)Internet Options Configure your Internet display and connection settings,
& ava Java(TM) Control Panel LI
Figure 162 Windows Control Panel
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Components

2. Select "Add or Remove Programs" and then the option "Add/Remove

Windows Components".

T add or Remove Programs =] B3
Currently installed programs: [T show updates Sort by ISize vl

'E Adobe Reader 9.3.1

Click here For support information.

Ta change this program or remove it from your computer, click Change or Remove.,

| £:| DeploymentService

E?; HiPath 3000 Manager E 63.50,358.0

Bl HiPath IP Service "standard module”

5 HIPath TPvoiceview

5 HiPath SPA Assistant

5 HiPath SPA Observer

EE Intel{R) PRO Metwork Connections Software v10,1,41.0
g J25E Runtime Environment 5.0 Update 22
ﬁl License Agent

@ License Management

ﬁl Microsoft \MET Framewark 2.0 Service Pack 2
ﬁl Microsoft \MET Framewark 3.0 Service Pack 2
ﬁl Microsoft \MET Framewark 3.5 SP1

5 Microsaft SQL Server 2008

Size  216.00ME |
Used rarely.

Change | Remove |

Size  563.00ME
Size  111.00MEB
Size  96.44MEB

Size  122.00MEB

Size  70.49MEB
Size 2.45MEB
Size +4.66ME

Size  121.00MEB

Size 5.18MB

Size  137.00MEB

Size  186.00ME

Size  169.00MEB

Size  28.18MB

Size  667.00ME

Figure 163 Add/Remove Windows Components

3. Click the check box "Application Server".

4. Now click on Details...

Windows Components Wizard

Windows Components

“Y'ou can add o remove components of ‘Windows,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be ingtalled. To zee what's included in a component, click

Details.

LComponents:

O Accessories and Utilities

'™ ‘5 Application Serve
[ [B8 Certificate Services
O E-mail Services

[T 4 Fax Servines

Description:  Includes ASP.NET, Internet Information Services (I15), and the
Application Server Console.

Total disk space required: 14.9ME

Space available on digk: 140053.8 ME

1.4 MB
11HMB
79MR T

Details... |

< Back I Mest » I Cancel | Help |

Figure 164 Windows Components, Application Server
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5. Inthe next screen click on the check box "Internet Information Services (IIS)".

X
To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.
Subcomponents of Application Server:
O “En Application Server Conzsole 0.0ME ;I
[ S5 ASP.NET 0.0 MB
@ Enable network COM+ access 0.0 MB
O @ Enable network DTC access
¥E Intemet Information (IS
[] =@ Message Queuing _I

Description: 115 Includes Web, FTP, SMTP, and NMTF suppart, along with suppart
for FrontPage Server Extensions and Active Server Pages [A5P).

Total disk space required: 4.4 ME Details... |

Space available on digk: 1399935 ME
()8 | Cancel |

Figure 165 Application Server Subcomponents

6. Now click on Details...
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7. In the next screen click on the check boxes for:
e "Common Files"
* "File Transfer Protocol (FTP) Service"

¢ "Internet Information Services Manager"

Internet Informat x|

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Internet Information Services [[15]:

< Comman Files 1.0ME |
&[:I File Tranzfer Protocol [FTF) Service 0.1 Me
O Q FrontPage 2002 Server Extensions 141 ME
“En Internet Information Services Manager 1.3ME
O Qﬁ Internet Printing 0.0ME
[] & NNTP Service 1.0MB
[ s SMTP Service 12M8 x|

Description:  Includes support for throttling and restarting data transfers, and a BITS
management conzole extension.

Total disk space required: 4.4 ME Details...
Space available on digk: 139993 4 ME —I
()8 | Cancel |
Figure 166 Internet Information Services

8. Click on OK and return to the "Windows Components" screen.
9. Click on Next.

10. Insert the appropriate Windows CD when this is required.

3.7.1.4 How to configure de FTP site

1. Start the Internet Information Services (IIS) Manager

2. Find the 'DefaultFtp Site' under the local computer.

t Internet Information Services (II5) Manager = |EI|1|
‘fg File  Action Miew ‘Window | Help |_|ﬁ'|ﬂ
= | AW XEFERER 2E|Z]» na
Ig Internet Information Services Narne | Path | Skatus
H- 0 SIEMEMS-5044525 (local com ) o
) FTP Sites There are no items ko show in this view,

E o¥Default FTP Site
| Application Pools
| 'web Sites

------ | 'Web Service Extensions

Kl | HiS | i
| |

Figure 167 Configure the FTP Site(1)
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3. open the 'Default Ftp Site Properties', where change the 'Local path' on the
'Home Directory'

4. Choose C:\inetpub\ftproot as the new FTP site directory:.

Default FTP Site Properties 21l

| Directory Security I

The content For this resource should come Fraom:

' & directory located on this computer
" & directory located on another computer

—FTP site directory

Local path: I Ciinetpublftproot Browse. ., |
I Read
[~ irite
v Log visits
r~ Directory listing style
 UNIE ®
% M5-D0S @

OF I Cancel | Apply Help

Figure 168 Configure the FTP Site(2)

NOTE: The Default FTP Site must must be created with the option Isolate
Users. For this option, users must be assined as FTP home directory within the
root of the FTP Slte.

NOTE: To enable the accesses to the SESAP Server via FTP protocol, it's
needed to create the folder C:\inetpub\ftproot\LocalUser and
subfolders with the name of each user that will access the server.
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3.7.1.5 Windows Installer Provider

1. Select "Add or Remove Programs" in the "Control Panel" screen and then the
option "Add/Remove Windows Components".

5 Add or Remove Programs M=l E3
Currently installed programs: [T show updates Sort by: lm
'E Adobe Reader 9.3.1 Size  216.00ME 2|
Click here For support information, Used rarely
To change this program or remaove it From your computer, click Change or Remowve, Changs | Hermare |
Ié’l DeploymentService Size  563,00MEB
@; HiPath 3000 Manager E 63.50,358.0 Size  111.00ME
Bl HiPath IP Service "standard module” Size  96.44MB
ﬁl HIFath IPYoiceview Size  122.00MEB
ﬁl HiPath SP& Assistant Size  70.49MEB
ﬁl HiPath SP& Observer Size 2,45MB
B8 InteliR) PRO Metwork Connections Software v10,1.41.0 Size: 4,66ME
@ J25E Runtime Environment 5.0 Update 22 Size  121.00MB [
5 License Agent Size  5.18MB
ﬁ License Management Size  137.00MEB
ﬁl Microsoft \MET Framewark 2.0 Service Pack 2 Size  186.00MB
ﬁl Microsoft \MET Framewark 3.0 Service Pack 2 Size  169.00MB
ﬁl Microsoft \MET Framewark 3.5 SP1 Size  28.18MB
|j Microsoft SCL Server 2008 Size 867.00ME
Figure 169 Add/Remove Windows Components
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2. Clearthe check box "Index Service" and click on the check box "Management

and Monitoring Tools".

Windows Co

Windows Components
“Y'ou can add o remove components of ‘Windows,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be ingtalled. To zee what's included in a component, click

Details.
LComponents:
[[] @ Indexing Service 00ME =]

:é Internet Explorer Enhanced Security Configuration 0.0ME

: -1 Management and Monitoring Tools E.3
O Eﬂ Metworking Services 2.7 MB
1 2= Mther Mehunrk File and Print Services nnkR

|

Description:  Includes tools for server and network management and monitaring.

Total disk space required: 33ME Detail
Space avalable ondisk: 1397315 MB _ Do |
< Back | Mest » | Cancel | Help |
Figure 170 Windows Components, MMT

Now click on Details...

In the next screen click on the check box for "WMI Windows Installer

Provider".
X
To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.
Subcomponents of Management and Monitaring Tools:
W & Co M an: n Kit
O ﬁ Connection Point Services
O Metwark Monitor Tools
mple Metwork M anagement Protocol 0.9ME
I SMMP Provider 11 ME
vl W'MI “windows Installer Provider 0.6 MB
Description:  Installs a tool for the creation of customized remote access connections,
which you can distribute to pour ugers.
Total disk space required: 33 ME Dietails... |
Space available on digk: 139731.5 ME
()8 | Cancel |
Figure 171 Management and Monitoring Tools

Click on OK and return to the "Windows Components" screen.
Click on Next.

Insert the appropriate Windows CD when this is required.
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3.7.1.6 How to Disable the Indexing Service

Important: disable of index service for all harddrives is necessary to avoid a
security leak:

1.
2.

Go to "Start" -> "Settings" -> "Control Panel" - "services"

In the service Folder use the right mouse button on the "Indexing Service" and
choose "Properties”

Change in the GUI Folder "General" the parameter "Startup type:" to

"Disabled"

Figure 172

Indexing Service Properties {Local Computer) HE

General | Log DnI Hecoveryl Dependenciesl

Service name: cizve

Display name: |Indexing Service

Description:

Fath to executable:

Indexes contents and properties of files on local and ;I
remate computers; provides rapid access to files LI

C: i IMD O S hapsten32hcisve. exe

Startup type:

Service statug:  Stopped

Sitart | Stop

| Bauze Eesume

“f'ou can specify the start parameters that apply when pou start the service

fram here.

Start parameters: I

QK I Cancel Apply

Indexing Service
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3.7.2 Settings in Microsoft Internet Explorer

The following settings should be applied for both SESAPADMIN and

SESAPSERVICE users.

1. In Internet Explorer open the "Tools / Internet Options" screen and then the

"Advanced" tab.

2. Go to "Security" and click the check boxes for "Allow active content from CD
to run on My Computer" and "Allow active content to run in files on My

Computer".

Figure 173
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Settings:

Smart image dithering ;I
Cﬁ PFrinting
O Frint backgraund colars and images
Q Search from the Address bar
Q ‘when searching
O Dizplay results, and ga to the most likely site
Q) Do not search from the Address bar
O Just display the results in the main window
(& Just go to the most likely site
é Security
—= [ &llow active content from CD's to run on My Computer
—= ] Allow active content bo run in files on My Computer
O Allow saftware ta run ar install even if the signature is invalid
Check for publisher's certificate revocation
Check for server certificate revocation [requires restart)
| Check for signatures on downloaded programs | -
4 3

Bestore Defaults |

21|

Generall Securityl F'rivac:_l,ll Eontentl Connections | Programs  Advanced

QK I Cancel | Lpply

Internet Options
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3.7.3 RSPssh - SSH Server

3.7.3.1 RSPssh installation

RSPssh installation file is included on SESAP DVD. Install it from
DVDDrive\SESAP\Windows

SW\RSPssh\RSPssh 1.0.3 Installer.exe. The first message shown
during RSPssh installation is:

wh RSPssh 1.0.3 Setup

Welcome to the RSPssh 1.0.3 Setup
Wizard

This wizard will guide you through the installation of RSPssh
1.0.3.

It iz recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

Mext > | | Cancel

Figure 174 RSPssh Installation (1)

For the next steps, all default options must be chosen. Press Next, Next and
Install for the following windows messages. Press OK on next window::

& ICW OpensSsHServer 2.0.2 Setup |

ICW OpensSHServer 20,2 is installed as a service. Mo users are allowed to
use OpenSSHServer by default, Use 'Activate a user' from start menu for
user activation.

Figure 175 RSPssh Installation (2)
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Then, press Close on next window to finish installation:

Installation Complete )
Setup was completed successfully, ﬁ

Completed
- 00—,

Mullsoft Install System v, 46

< Back Close Cancel

Figure 176 RSPssh Installation (3)

The instructions about how to add users to the RSPssh users list are described
on next section.

3.7.3.2 Add users to RSPssh users list

Open Start / All Programs / RSPssh / 01.Activate a User:

JRI=E

rUsermame ————— | Command shell

=l | fbin/bash =l

r Remove copssh home directory if it

exists
For domain users: Add domain Create keys for public key
name followed by a backsiash L bt
(DOMAIN\user for example)

™ Create link to user's real home directory

Tullsaft Install System w2, 40

MNext = Cancel

Figure 177 Add users to RSPssh users list(1)
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Select the desired user account name and uncheck all three options shown in the
image above. As example it will be used the tracedata user account name. Press
Next and a confirmation window will indicate that the user was successfully
added to users list:

zl
User tracedata is activated successfully and can establish an ssh connection
to this machine now.

Figure 178 Add users to RSPssh users list(2)

There is one file in the RSPssh configuration that stores the path for the folder
that will be accessed by each registered user via SSH Server. This path can be
changed to indicate any other folder in the server. To change the folder path, first
open the file C:\Program Files (x86)\RSPssh\etc\passwd.

Replace the parameter /home/%account name% for /cygdrive/%drive%/
$folder%. For example, if the folder that tracedata user will access is
D:\tracedata, so this parameter must be /cygdrive/D/tracedata.

If it is needed for the user to access via SSH Server any hard drive of SESAP
Server, first open the file C: \Program Files (x86)\RSPssh\etc\passwd,
find the line that contains the parameters for the added user and replace /home/
%account name% for /cygdrive. These changes are normally done for the
account used for accesses using SIRA and SSDP remote tools.

3.7.4 Configuration of the FTP user

Some settings must be made in Computer Management in order to maximize
security for the FTP user SESAPFTP. These are described in the sections below:

e Section 3.6.4.1, “Remove SESAPFTP from the group of users”
e Section 3.6.4.2, “Set file system rights for Drive”
* Section 3.6.4.3, “Set the file system rights for FTPRoot”

e Section 3.7.4.4, “Deny log on locally”

3.7.4.1 Remove SESAPFTP from the group of users

1. Open Computer Management via Start / Programs / Administrative Tools /
Computer Management.

2. In the left window panel click on "Local Users and Groups" and then on
"Users".
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3. Inthe right panel now double click on "SESAPFTP".

E Computer Management ] ;IEILI
B} Fle action  View ‘Window Help =18
e~ | BEXEE| 2
_'Q_ Camputer Management. (Local) Name | Full Mame | Description
—Eg System Tools ;‘ Guest Buit-in account for guest access to
i Bh @ Evertt Viewer lQ!USR_HIF'.\'lT. .. Internet Guest Account Buit-in account for anonymous acc
| B E Shared Folders G rwam HIPA...  Launch TI5 Process Account  Buikein account for Internet Inform
= J |£3Ca| Users and Groups [i Buik-in account for administering th
142 Users .
L |Fs 7
L a ~P—’rc’°w5 Gl SESAPSERVICE
fl ‘g O S v AT S5 SUPPORT_36... Ch=Microsoft Corporation...  This is & vendor's account for the -
[ Device Manager
=& Storage
i [y Removable Storage
S Disk Defragmenter
Disk Management

- Services and Applcations

/ | ]l | =
| |

Figure 179 Computer Management, Users

4. In the "Member Of" tab highlight the "Users" group and click on Remove.

SESAPFTP Properties : ed [

Remotecontiol | TeminalServicesProfle | Dialin |
General Member OF I Profile Enviranment | Sessions

Member of:

@ Users

ok | Cancel Lpply

Figure 180 SESAPFTP Properties

5. Click on OK to finish and then close Computer Management.
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3.7.4.2 Set file system rights for C:

1. In Windows Explorer right click on the C: drive and then select "Sharing and

Security".

2. Open the "Security" tab and then click on Add.

System {C:) Properties

Generdl | Tools | Hadwae |
Secuiy | ShadowCopies |

Group or user names:

21

Sharing |
Quota

€7 Adminisirators (HIPATHSE SAPK \Administrators)
€5 CREATOR DWNER

ﬂ Everyone

€5 5vSTEM

m Usgers [HIPATHSESAPK 3\ sers)

Permizszions for Admiristiators

1=
:
53

Full Coritrol

Madify

Fiead & Exscule
List Folder Contents
Read

wirite

Special Permissions

For special permissions of for advanced seffings. g
click Advanced.

ooooooo|§

2
3
&

oK | cancel |

Apaly |

Figure 181 User Permissions (1)

3. Inthe "Select Users or Groups" screen, at the "Enter the object name to

select" box enter the name "SESAPFTP".

Select Users or Groups

Select thiz object pe:

21|

IUsers, Groups, or Built-in security principals

Erom this location:

Object Types... |

IHIF'ATHSESAF'K2

Enter the object names to sslect [examples|

Locations... |

HIPATHSE SAPK2ASESAPFTH] Check Names |
Advanced... | (i | Cancel |

4

Figure 182 Object Name (1)

4. Check the entered users with the Check Names button. If the operating
system finds the user it automatically inserts the computer name in front.

Then close the screen with OK.
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5. Inthe "Group or user names" window make sure that the user "SESAPFTP"
is still highlighted. In the "Permissions for SESAPFTP" panel in the "Full
Control" line now click on the "Deny" check box. All lower check boxes except
for "Special Permissions" are now automatically enabled.

System {C:) Properties i 2%
General ] Took Hardware I Shaiing
Secuity | ShedowCopies | Ouota

Group or user names:
!ﬁAdmimtratoj‘s [HIPATHSE SAPK. 2\hdministratons)
€72 CREATOR DWNER

ﬁ Everyone
€ SESAPFTP (HIPATHSESAPKASESAPFTP

€5 5vSTEM
€72 Users (HIPATHSESAPK2\Users)

Add.. i |

g
E

Peimizsions for SESAPFTP

Fuil Control

bodify

Fead & Execute
List Folder Contents
Read

Witke

Special Permissions

Fior special permissions of for advanced settings, |
click Advanced. nehisnced

:

oooooools
0K &R ERE

0k || cecel | ooy |

Figure 183 User Permissions (2)

6. Click on Apply to save the changes. Click on Yes for each of the following two
messages.

() You are setting & derry permissions entry. Deny entries take precedence over allow entries, This means that # a user
H Is 3 member of two groups, one that is allowed a permission and snother that is denled the same permission, the user

is deniied thak permission.
Do you want to continue?
J_ w
Figure 184 Security Warning (1)

] ¥ou are sbout to changs the permission settings on the rook directory of the startup disk, which can result in unexpected access problams
- security. Do you wank to conkinue?

Figure 185 Security Warning (2)
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3.7.4.3 Set the file system rights for FTPRoot

1. In Windows Explorer right click on the FTProot (e.g.: D:\Inetpub\Ftproot)
directory and then select "Sharing and Security".

2. Inthe "Ftproot Properties" open the "Security" tab and click on the Advanced

button.
Ftproot Properties x|
General | Sharing  Secuity | wieb Sharing | Customize |
Group of user nanes:
ﬁ Administiators [HIFATHSE SAPK MAdministiators)
€7 CREATOR DWHER
L4}
€3 SSTEM
£33 Users HIPATHSESAPK 3\Users)
Add. BRemave |
Permissions for SESAPFTP Alow Deny X
Full Cantrol a O =
Modify m} O
Read & Execute a ]
List Folder Contents o O
Read =] O
wike m] )
€ rnnind Bnmsinsinna = =
For special izsions of far ad d seltings, 4 i I
chek Advanced.
0K || cacel || oy |
Figure 186 Ftproot Properties (1)
3. Atthe "Permissions" tab clear the "Allow inheritable permissions ..." check
box.
Advanced Security Settings for Fiproot s x|
Pemissions | Audting | Owner | Effective Permissions |
To view more & ioh about special issions, select a permission entiy, and then click Edi.
Permizsion enfies:
.........
Acerristrators [HIPA, Full Contrl o> Ths folder, subfolder,
Allow CREATOR OWNER Full Cortrad <not inherileds Subfolders and files ..
Allow  SYSTEM Full Control <not inherited:> Thiis falder, subfalder..
Allaw Users HIFATHSES... FRead & Execule  <notinherited: This folder, subfolder..
Allow  Users HIPATHSES...  Special <rot inherited: This falder and subfo...
Dery SESAPFTP HIFAT...  Full Control C:h Thiz folder, subfolder. .
Allow Admimistrators [HIPA...  Full Control Ch This foldes, subfolder...
Allow CREATOR DWHMER Full Cortrod Ch Subfolders and files ., :I
Add... Edr.._ Remove
Allow inheitable permissions fiom the patent bo propagate to this object and all child objects. Include
these with entries explicith defined here,
[~ Replace permission enlries on all child objects with entiizs shawn here that aply to child chigcts
Leam more about aocess control.
oK I Cancel Apoly
Figure 187 Advanced Settings

A31003-E2320-S100-2-7620, 01/2016
146 SESAP V2, Service Documentation



Installation
Reference guide for SESAP automatic installation process - Microsoft Windows 2003 Server SP2

4. In the following information window click on Copy.

x|

Selecting this option means that the parent pemizzion entries that apply to
child objects will no longer be applied to this object

Security

-Tocopy the pemmizsion entries that were previously applied from the
patent to this object, click Copy.

-To remove the permission enties that were previously applied from the
patent and keep only those pemmissions explicitly defined here, chck
Remave.

-To cancel this action, click Cancel

Bemove | Cancel

Figure 188 Security Warning (3)

5. Click on Yes for the message below.

1 Yl are sexting & dern permissions entry. Deny entries bake precedence over alow entries. This means that # & user
4 Is & member of bwo groups, one that iz allowed 3 permission and another that s denled the same permission, the user

is deried that permission.
Do you weant bo continwe?
o |
Figure 189 Security Warning (4)

6. In the "Ftproot Properties" window in the "Group or user names" panel now
select the user "SESAPFTP" and in the "Permissions for SESAPFTP" panel
clear all check boxes in the "Deny" column. Click on the "Read" check box in
the "Allow" column.

Ftproot Properties ! : llﬁl
General | Shadng  Secusity | web Shaiing | Custoerize |

Group o uses names:
@Administrahors HIPATHSESAPK 2\ Administrators]

€7 CREATOR DWHER
€} SESAFFTP HIPATHSESAPKZ\SESARFTP)
€0 SvSTEM
€T Users HIPATHSESAPK\sers)
Agd.. | Bemove |
Pemiszsions for SESAPFTP Alow Dery
Full Cortrol [ ] O =
Modify m} a
Read & Execute El O
List Foldsr Contents o a
Flead & a
‘wiite B | ]
C il Dlmrre i miimn . m m LI
Far special permissions or for advanced setiings,
click Advanced, i dvanced
0K | Concel ] Apply i
Figure 190 Ftproot Properties (3)

7. Now click on Apply and then on OK.
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3.7.4.4 Deny log on locally

1. Open Management of Local Security Settings via Start / Programs /
Administrative Tools / Local Security Policy.

2. Inthe left window panel click on "Local Policies" and then on "User Rights
Assignment". In the right window panel then double click on the entry "Deny
log on locally" to open it.

'in Local Security Settings i o [=TES
Eie  Action  Miew Help
o EmxXEaE |2

[Ep security Settings Palicy + [ s=curity Setting | o
=28 nccount palicies |8 Alow log on through Terminal Services Administrators, Rem...
= (8 Local Folicies [8)Back up files and directories Administratoes, Back. .

=8 Audt Folicy B}'Doss traverse checking Everyone, administr, .,
{15 User Rights Assinment [ change the system tine LOCAL SERVICE, Ad...
- = Securky Optices [#)create a pagsfile Adrrinistrstors
: 8 :::I\:r::y:;l:::im Polides E‘_-ereate a bokan abjact
i S 1P Security Poiicies on Local Computer @Create ghbal chjects Adrinistrators, SER...
: [#¥]Create permanent: shared chjecks
@Deh.a; programes Adrrinistrators
E‘ijcny access ko this computer from the network SUPPORT_38E345a0
E&"]Dem Iag an as a batch job

ey g an as & service

h Termingl Services
E‘_-jEnable computer and user accourks bo be brust...,

@Fnrce shutdown frem a remeke system Adreinistrators

Eichncrdbc security audis LOCAL SERVICE NE...

Ei]lmpemnate & dient after authentcation 115 _WPG, Administr ...

[ Increase scheduling priority Administrators

E’]Load and urload device drivers Adrrinistratoes

@Lock DAnEs in memary

[#¥]Lag an as 2 batch job LOCAL SERVICE,IU...

@Log an as & service RETWORK SERVICE

E‘_-jMa'hage auditing and security log Administratoes e

@Moﬁfy firare erdronment vakes Adrrinistrators

[B¥]Perfarm volume mantenance tashs Adrrinistrators

E’]Pmﬂle sngle process Adrrinistrators, Pow...

Profibsy‘iﬂ"\ performance Administrators

B3R ameves o e From dncing chaton aidminkteat s P | =l
Figure 191 Local Security Settings

3. Open the "Deny log on locally Properties" tap and then click on the "Add User
or Group" button.

Deny log on locally Properties i 21x|

Local Security Setting ]

Deny log on localy

il

SUFPORT_3838345a0

oK | Cancel | Anph |

Figure 192 Deny log on locally Properties (1)
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4. Inthe "Select Users or Groups" screen enter the user "SESAPFTP" at the
"Enter the object name to select" box.

Figure 193

Select Users or Groups F il 2

Select this object ype:

|Use|s of Bult-in secunty principaks DObject Types..
Erom thés location:

|HIF‘ATHS ESAPK3 Locations...
Entes the object names to select [examples)

SESAPFTP

Advanced, I 1]4 1 Cancel

Object Name (2)

&

5. Check the entered users with the Check Names button. If the operating
system finds the user it automatically inserts the computer name in front.
Then close the screen with OK.

6. Click on the Apply and OK buttons to close the "Deny log on locally
Properties" window.

3.7.5 Domain Name System Handling

The DNS service should be installed but it must be disabled. To install this service
please open the Control Panel -> Add or Remove Progams, choose Add/Remove
Windows Components. Click Details... at Networking Services.

Figure 194
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Windows Components Wizard

Windows Components
*Y'ou can add or remove components of YWindows,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be ingtalled. To gee what's included in a component, click
Details.

LComponents:
vl é Internet Explorer Enhanced Security Configuration 0.0ME ;I
gﬁ] Management and Monitoring Tools B3 ME

u = 1 Metworking Se :

O E:’ Other Metwark File and Print Services 0.0 MB

1 /3 Bemate Installation Sarvices 2N KR LI
Description:  Containg a variety of specialized, network-related services and protocals.

Total disk space required: 34 ME Details |
Space available on digk: 387739 MB —

< Back I Mext » I Cancel I Help

Networking Services (1)
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Ensure that the Domain Name System (DNS) is checked and click OK.

Metworking Services [ ]

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Metworking Services:

O Dynamic Host Configuration Protocal [DHCF) 0.0ME
O Intemet Authentication Service 0.0 MB
O Remate Access Quaranting Service 0.1 MB
[ BV RPC aver HTTP Proxy 0.0 MB
O Simple TCPAP Services 0.0ME
O W'indows Internet Mame Service MINS) 0.9ME LI

Description:  Setz up a DMS server that answers query and update requests for DMS
names.

Total disk space required: 5O0ME Dietails... |
Space available on digk: 1792.0 MB
oK I Cancel |

Figure 195 Networking Services (2)

To disable the services open the Service Control Manager and set the startup
type of the DNS Server service to disabled. And stop it if it is running.
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4 SESAP User Interface

Overview

This chapter introduces the user interface of the SESAP user interface.
Contents

This chapter contains the following sections:

* Section 4.1, “Running SESAP for the first time”

» Section 4.2, “The Start Window”

* Section 4.3, “The Menu”

» Section 4.4, “The Links”

* Section 4.5, “User Log”
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Running SESAP for the first time

4.1 Running SESAP for the first time

152

If SESAP installation was performed by using the Unattended Configuration
Wizard, some tools shall have been marked to be installed automatically.

If this condition is true, for the first time that SESAP user interface is run, a
centered window will show which application tool is being installed, like the
example shown in the window below:

ComWin / HiPath 4000 Expert Access is
being installed ..

| Abort Automatic Installation I

Figure 196 SESAP Main Window, Tools Installation

As each installation is finished, a new installation begins and the application
name in the message is exchanged to the application which installation has just
started. The process follows this way until all aplications get installed.

The automatic installation of tools can be aborted at any time by pressing the
button Abort Automatic Installation.

After installation of all tools have finished or being aborted, the user interface will
be available as in Section 4.2, “The Start Window”
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4.2 The Start Window

The SESAP Wizard allows the installation, access and configuration of each
service application.

If the EULA for SESAP and third-party tools were not previously accepted, the
following screens are displayed:

/5 http:/ /localhost:B819/Sesap/about.jspx - Windows Internet Explorer

%V Ie http://localhost:3515/Sesap/about.jspx pj E] ¥4 lacalhost x ﬁr jﬁf {E}

Sesap V2.0 License

o Please read and accept to continue using SESAP.

SESAP V2

Copyright Unify GmbH & Co. KG 2014.
All rights reserved.

The program SESAP V2 is the property of Unify GmbH & Co. KG
and protected by national and international copyrights.

IMPORTANT - please read carefully:
Read the terms and conditions of this end user license agreement’ end

Figure 197 SESAP EULA screen
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2 http:/ /localhost:8819/Sesapfabout.jspx - Windows Internet Explorer

%V Ie http:/localhost:8519/Sesap/about. jspx pj E] ¥ localhost x ﬂ:h‘ 52? {_'3"}

Sesap V2.0 Third-Party Licenses

o Please read and accept to continue using SESAP.

OpenSSH Secure Shell 6.2pl:  OpenSSH License
license: http://www.openbsd org/cgi-
bin'cvsweb/sre/ust bin/ssh LICENCE 7rev=HEAD

This file is part of the OpenSSH software.

The licences which components of this software fall under are as
follows. First, we will summarize and say that all components
are under a BSD licence, or a licence more free than that.

Figure 198 Third-party EULA screen

SESAP cannot be used if the EULA is not accepted. Therefore, declining the
EULA will close the browser.
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SESAP User Interface
The Start Window

If both EULA are accepted, the window below is displayed (start window) after the

wizard has started:

I@ htip:/localhost: &
uniFy SERVICE TOOL BOX - SESAP
Grace Period. Valid for 30 days. Expires on 23-04-2015 Home | Help | UserLog

About

Install and Configure
Access Applications
Devices Database
Manitoring

Check Services
Utiities

Additional Documents
Updates
Miscelaneous

/about.jspx pj B+ X ¥ localhost X

About SESAP - Version: V2.0 R0.0.7

SESAP is a tool suite installed on a customer site in order to improve maintenance. It
also enhances the business opportunities for the Lifecycle Service, Managed Service and
Solutions business.

SESAP Status :
¥ No problems found.
Applications to be installed:

« ComWin / HiPath 4000 Expert Access (5.0.122.0)
HiPath 3000 Manager E (MgrE V10 R2.8.0)
HiPath Deployment Service (V7 R2.4.1)
HiPath QoS Data Collection Unit (2.2.7.0)
Hipath IP Service (5.5.0.2)

Hipath IP VoiceView (5.4.2.2)

Hipath License Agent (V1 R28.0.0)

Hipath License Management (V1 R14.0.0)
J-HPT (V2 R3.0.22)

Open Scape Voice Trace Manager (V8R0.1.3)
« Unit Manager Network 3.2 (V3.2 R32.69)

Requirements/SW Installed:
« SESAP is using Java version 1.6
Access Privileges:

« User: Only have not access to Update and Configuration pages
« Administrator: Total access

Figure 199 SESAP Wizard, start window

Information about SESAP is displayed here.

1. SESAP License rights

If SESAP was installed without having a Regular License File, it will be indicated
thatitis under Grace Period. The remaining days and the expiration date will also

be shown.

2. SESAP Wizard description

3. SESAP Status

4. Applications to be installed by SESAP Wizard
5

Software Requirements
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6. Hardening status

The Java Virtual Machine must be downloaded and installed before the
installation of SESAP applications. The status of installation will be shown on the
start window:

If there’s not Java installed, the following message will be shown:

Requirements/SW Installed:

G::-____ +No suitable Java envir t was found on this computer, please intall it! ____:_-:9

Figure 200 SESAP Main Window, no Java installed

If it's installed, the message indicates which version is present:

Requirements/SW Installed:

< + Java version 1.6 found on this system -}

Figure 201 SESAP Main Window, Java installed

A31003-E2320-S100-2-7620, 01/2016
156 SESAP V2, Service Documentation



SESAP User Interface
The Menu

4.3 The Menu

A menu with the following options is on the left edge of the window:

Option Function
About SESAP Switches to the start window

Install and Configure | Switches to the window in which the service applications can be
installed and configured

Access Applications Displays a window in which the service applications can be
launched

Devices Database Switches to the devices database window. This database
stores useful information about SIRA Devices

Monitoring Switches to the dashboard window. The dashboard area
contains graphics, tables and useful information about health
status of some Unify products

Check Services Switches to the window in which the status of the services
required by the service applications can be checked

Utilities Some usefull third party applications that can be installed and
launched using SESAP Wizard

Additional Documents | Documents related to SESAP can be copied to a specific
subfolder inside SESAP installation folder and be automatically
shown on this menu

Updates Check and run new updates for SESAP and its applications
Miscellaneous Set configurations and manage SESAP Server reports
Table 12 SESAP Wizard menu

Chapter 5, “Service Applications” describes the procedures to be executed with
the SESAP Wizard.
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4.4 The Links

The links below are shown at the top of the Wizard window:

Link Purpose

Home Switches to the start window

Help Opens the system manual as online help

User Log Opens the SESAP User Log (to check SESAP status)
Table 13 SESAP Wizard links
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4.5 User Log

Clicking the User Log link at the top will redirect to another page where it’s
possible to see “user-friendly” reports regarding SESAP checks that were done
atinitialization. The User will find the status (e.g. “Pass”, “Fail”, “Warning”) of each
one of the checks, along with a brief expanation of why it's important that the
check is in “Pass” state and the consequences when it's in “Warning” or “Fail”
state:

,é http:/ /localhost:B819/Sesap/userLog.iface - Windows Internet Explorer = |51|5|
@a IQSS* ttp: / lacalhost: 53 O] B4 x 2 localhost i

Install and Configure

Access Applications O content of C:\SESAP\logs\userLog.txt:

Devices Database
Monitoring

Check Services User LOg
Utiities

Additional Documents
Updates
Miscelaneous

Content of C:\SESAP\logs\userLog.txt:
Showing last 3kb since the last machine boot
(in order to clear this log, please clear the file C:\SESAP\logs\userlog.txt)

2015-03-24 14:09:20 v Windows UAC settings are enabled (must be disabled). Some
applications and scripts may not work properly.: PASS

-» Explanation: As described on Releasze Notes, section 2.5.8.2 and 2.5.8.3,
there are two computer policies regarding UAC that must be configured as
described there, in order to allow SESAP interface to run szcripts properly.

2015-03-24 14:09:20 14 Users password validity: PASS
-> Explanation: When the user password expires, some procedures (such S5H
authentication) will mot work until a new password is defined.

2015-03-24 14:09:20 v RSPssh Installation and Service: PASS
-» Explanation: Seme components installed on this machine (including SESAP)
are only compatible with RSPSSH and meed it always running.

2015-03-24 14:09:20 v SESAP Installation consistency: PASS
-» Explanation: The current SESAP installation seems to be consistent.

2015-03-24 14:09:20 14 Remote Desktop Service: PASS
-> Explanation: The current machine seems to be accepting ROP connections.

2015-03-24 14:09:20 v SESAP Status: OK
-»> Explanation: Ne problems found.

Figure 202 SESAP User Log
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5 Service Applications

Overview

This chapter describes how the service applications centralized via SESAP are
installed and configured.

Separate documents for configuring the applications are available online. You
can find some additional instructions in this chapter.

Additionally, a description is given of how applications are launched and how the
status of services are checked.

Contents

This chapter contains the following sections:

Section 5.1, “Users permissions”

Section 5.2, “Installation of Service Applications”

Section 5.3, “Open Scape Voice Trace Manager Pre-Installation”
Section 5.4, “Open Scape Voice Trace Manager Post Installation”
Section 5.5, “Configuration of Service Applications”

Section 5.6, “Run Service Applications”

Section 5.7, “Devices Database”

Section 5.8, “Monitoring”

Section 5.9, “Check Services”

Section 5.10, “Utilities”

Section 5.11, “Additional Documents”

Section 5.12, “Updates”

Section 5.13, “Miscellaneous”
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5.1 Users permissions

Some of the features described on next items need special permissions to be
accessed.

To determine if the user has permission to access the desired feature, SESAP
authentication process looks on operating system for which group (or groups) the
user belongs to.

During verification a message indicates that the user’s credentials (in this case,
SESAPADMIN) are being validated:

Validating credentials for user: SESAPADMIN __.

Depending on user’s credentials, they can be divided into three categories:
Administrators, Identified Users and Anonymous Users. The following table lists
the users groups and their permissions:

Administrator Identified User Anonymous User

Installation/Update X - -
of Service
Applications
Start/Stop Services X - -
SESAP Update X X -
Access/Configure X X -
Applications
Miscellaneous X X -
Configuration
Read Docs X X X

Table 14 SESAP features and required permissions
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5.2 Installation of Service Applications

NOTE: Press the Read Doc button to display the full help or documentation for the appli-
cation concerned.

Carry out the following action:

1. Inthe SESAP Wizard menu select Install and Configure. The window below
is displayed:

/= http:/ /localhost:8819/Sesap/install.iface - Windows Internet Explorer

@_“ = [] http:/flocathost:a319/5esap/instal.iface = =[] [ eng oI

5. Favorites (& http:/flocalhost:8813/5esap/install.iface

SERVICE TOOL BOX - SESAP
Grace Period. Valid for 20 days. Expires on 04-06-2014 Home | Help | Checklist
Logged as: SESAPADMIN
Sbout
Instal and Configure
Access Applications & overview of installed applications and setup/ configuration documents
Devices Database =
Mornitoring Hame Version Setup/Configure Document
Chedk Services ComWin / HiPath 4000 Expert Access  not installed [Run Setup| |Read Doc]
Utilities HiPath 3000 Manager E not installed Run Setup Read Doc
Additional Documents. HiPath Deployment Service not installed [Run Setup| [Read Doc]
Updates HiPath QoS Data Collection Unit not installed Run Setup Read Doc
Miscellaneous Hipath 1P Service not installed Run Setup Read Doc|
Hipath IP VoiceView not installed Run Setup Read Doc
Hipath License Agent V1 R26.0.1 Configure Read Doc
Hipath License Management V1 R13.0.0 Configure Read Doc
J-HPT not installed Run Setup Read Doc|
Open Scape Voice Trace Manager not installed Run Setup Read Doc
Unit Manager Network 3.2 not installed [Run Setup] [Read Doc|
I
I |
Done [T [ [ [ & mntemet | Protected Mode: OFf %a -~ [Rw0% -
Figure 203 SESAP Wizard, Install and Configure (1)

2. In the table you can see the service applications, version numbers, and two
buttons for each application. In the first button column you can see Run
Setup if the application has not yet been installed, or Configure if installation
has been performed and configuration can now be carried out.

3. Install the applications in the sequence in which they are shown in the table.
Therefore, for HiPath License Management click on Run Setup. The
installation routine starts. Simultaneously a further Internet Explorer window
opens in the background in which the installation instructions for each
application are displayed. Minimize or move the SESAP window if you should
not see the second window straight away.
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4. Follow the installation routine. Do not reboot the computer if the routine
requests this. A reboot is only carried out after all applications have been
installed.

5. After completion of installation. Instead of the Run Setup button you should
now see the Configure button. This means that installation of this application
is completed.

6. SESAP Wizard does some pre-installation steps before starting the
installation of Open Scape Voice Trace Manager. All the setups needed
before installation are done as described in the document “Open Scape Voice
TM V2 Administrator Guide”, section 4 - Pre-installation Requirements. The
automatic steps taken by SESAP Wizard are described on the item 5.2 of this
manual.

7. Carry out the same action to install the other applications. The illustration
below shows the SESAP window after all of the applications have been
installed.

/2 http:/ [localhost:8819/Sesap/installiface - Windows Internct Explorer & x|

@F‘ = [i&] htip:/localhost:

¢ Favorites (& hitp: flocalhost:8819/Sesap/instal.iface

SERVICE TOOL BOX - SESAP
Grace Period. Valid for 29 days. Expires on 04-06-2014 Home | Help | Checklist
Logged as: SESAPADMIN
Instal and Configure
Access Applications @ overview of installed applications and setup/ configuration documents
Devices Database =
Monitoring Name Version Setup/ Configure Document .
GhetkiSeiaces ComWin [ HiPath 4000 Expert Access 5.0.119.0 |Configure Read Doc
Utilities HiPath 3000 Manager E MgrE V10 R2.4.0 [Configure Read Doc
Additional Documents HiPath Deployment Service V7 R1.11.2 Configure Read Doc
Updates HiPath QoS Data Collection Unit 2270 Configure Read Doc
Miscelaneous Hipath IP Service 5.4.000.1 m“@ure Read Doc
Hipath IP VoiceView 5.3.884.1 |Configure Read Doc
Hipath License Agent V1 R26.0.1 m“lgure Read Doc
Hipath License Management V1 R13.0.0 mﬁgure Read Doc
J-HPT V2 R3.0.14 Configure Read Doc
Open Scape Voice Trace Manager V7R0.7.9 Configure Read Doc
Unit Manager Network 3.2 V3.2 R32.69 [Configure] [Read Doc]
=
Done [ [ [ [ [ | |& mtemnet|Protected Mode: Off [%a ~ [®wo% -~
Figure 204 SESAP Wizard, Install and Configure (2)

8. Reboot the computer after all installations have been completed.
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5.3 Open Scape Voice Trace Manager Pre-Installation

1. After pressing Run Setup for OSV-TM, the following window will be
displayed. Choose the drive letter and press OK:

Please, enter the driver letter where
tracedata folder will be created:

Cancel Continue |

Figure 205 OSV-TM Pre-Installation (1)

2.) If the Tracedata user doesn’t exist, it will also be created. Choose the
password for this new account and press OK:

Please, type the password for a
new user account

J—
——
Continue |
Figure 206 OSV-TM Pre-Installation (2)
The Tracedata user will be added to DefaultF TPSite users allow list automatically.

After these steps, all pre-installation needed for OSV-TM will have been done and
installation will begin:

i Setup - OSV-TM } _|O] =
o

Welcome to the OSV-TM Setup
Wizard

This will unpack OSV-TM_V2R0.4.2 on your computer,

It is recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

Cancel

Figure 207 OSV-TM Pre-Installation (3)

The installation sequence is described at OSV-TM Administrators Guide
documentation.
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5.4 Open Scape Voice Trace Manager Post Installation
According to the item 5.1.5.2 of the Open Scape Voice TM V2 Administrators
Guide, some configurations must be done after the installation of OSV-TM:
1. 7-ZIP Utility Configuration
2. Internet Explorer (IE) Enhanced Security Configuration

These configurations are also done automatically during OSV-TM installation
under SESAP Wizard.
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5.5 Configuration of Service Applications

The applications can be configured after they have been installed.

NOTE: Press the Read Doc button to display the full help or documentation for the appli-
cation concerned.

Carry out the following action:

1. In the SESAP Wizard select the menu option Install and Configure. The
window below is displayed:

/2 http:/ /localhost:8819/Sesap/installiface - Windows Internet Explorer _ =] =]

@_“ = [€] htip:/locahost:s5

5.7 Favorites

& htip:/flocalhost: 88 19/Sesapfinstall.iface

unirFy SERVICE TOOL BOX - SESAP
Grace Period. Valid for 29 days. Expires on 04-06-2014 Home | Help | Checklist
Logged as: SESAPADMIN
Install and Configure
Access Applications @ oOverview of installed applications and setup/configuration documents
Devices Database =
Monitoring Name Version Setup_fconﬁgl..l Document
Check Services ComWin / HiPath 4000 Expert Access 5.0.119.0 Lﬂm |Read Doc|
Utilities HiPath 3000 Manager E MgrE V10 R2.4.0 Configure Read Doc
Additional Documents HiPath Deployment Service V7 R1.11.2 Configure Read Doc
Updates HiPath QoS Data Collection Unit 2270 Configure Read Doc
Miscelaneous Hipath IP Service 5.4.000.1 Configure Read Doc
Hipath IP VoiceView 5.3.884.1 |Configure Read Doc
Hipath License Agent V1 R26.0.1 Configure Read Doc
Hipath License Management V1 R13.0.0 mlgure Read Doc
J-HPT V2 R3.0.14 Configure | Read Doc
Open Scape Voice Trace Manager V7R0.7.9 mlgure Read Doc
Unit Manager Network 3.2 V3.2 R32.69 [Configure | [Read Doc|
= |
Done [ [ | | | |€mternet]Protected Mode: OFF [5 - [®100% -
Figure 208 SESAP Wizard, Install and Configure (3)

2. In atable you can see the service applications, version numbers, and two
buttons for each application. In the first button column you can see Configure
if the application has been installed and configuration can now be performed.

3. Click on Configure for the first application. The application is launched.
Simultaneously a further Internet Explorer window opens in the background
in which the configuration instructions for each application are displayed.
Minimize or move the SESAP window if you should not see the second
window straight away.
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4. Carry out the same action to configure the other applications. For most of the
applications it is sufficient to select the default settings. You can find
instructions on special features in the table below:

Application

Configuration instructions

HiPath License Management and
Agent (HLM)

Default settings

HiPath IP Service

Default settings

HiPath QoS Data Collection Unit
(QCU)

Default settings.

Note: The thresholds for IP telephony and the
gateways must be changed via DLS to be able to
use this application. For this purpose, a QoS-
relevant software load must be installed on these
devices. You can find information in the SESAP
release notes on those terminals and gateways that
generate QoS reports and SNMP traps for QCU.

HiPath Deployment Service
(DLS)

Default settings.
This application requires a DHCP server.

j-HPT

Default settings.

HiPath IP Voice View

Default settings

Open Scape Voice Trace
Manager

Default settings

ComWin

Default settings

Unit Manager Network

Default settings

Table 15 Configuration instructions for applications
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5.6 Run Service Applications

The applications can be run after they have been installed.

NOTE: Press the Read Doc button to display the full help or documentation for the appli-
cation concerned. It may be available in different formats (HTML, PDF, online help etc.)

|Carry out the following action:

1. In the SESAP Wizard select the menu option Access applications. The
window below is displayed:

/= http:/ /localhost:8819 /Sesap/access.iface - Windows Internet Explorer =1
@P‘ = [ 2] htto:/flocalhost:8513/5esap/access. iface =l [ =] [#2 ][] sing 2 |-

¢ Favorites @ http://localhost:88 19/Sesap/access.iface 5 -~ B - ] o# - Page~ Safety~ Tools~ -

SERVICE TOOL BOX - SESAP
Grace Period. Valid for 29 days. Expires on 04-06-2014 Home | Help | Checklist
Logged as: SESAPADMIN
Instal and Configure
Access Applications @ Access to any SESAP application installed on the system
Devices Database =
Monitoring Name Version Access App- Document ;
e hSeaiices ComWin / HiPath 4000 Expert Access 5.0.119.0 Access Tt Read Doc
Utilties HiPath 3000 Manager E Mgrk V10 R2.4.0 Access It Read Doc
Additional Documents HiPath Deployment Service V7 R1.11.2 Access It Read Doc
Updates HiPath QoS Data Collection Unit 2.2.7.0 Access It Read Doc
Miscelaneous Hipath IP Service 5.4.000.1 Access It Read Doc
Hipath IP VoiceView 5.3.884.1 Access Tt Read Doc
Hipath License Management V1 R13.0.0 Access It Read Doc
J-HPT V2 R3.0.14 Access It Read Doc
Open Scape Voice Trace Manager V7R0.7.9 Access It Read Doc
Unit Manager Network 3.2 V3.2 R32.69 Access It Read Doc
[bone i |1~ [ " & internet | Protected Mode: Off ¥a - [®i00% - 2
Figure 209 SESAP Wizard, Access Applications

2. In atable you can see the service applications, version numbers, and two
buttons for each application. In the first button column you can see Access
It. This button is disabled for applications that have not been installed and
which cannot be configured.

3. Click on Access It to launch the required application. The application user
interface (if available) is displayed.
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The SESAP has a feature called Devices Database. This database stores useful
information about SIRA Devices, such as Device ID, Host Address, Product
Name, and so on. These information are initially used to facilitate the access to
these devices, using SIRA.

5.7.1 Page Structure

After clicking on the “Devices Database” option a new page will be opened. If,
during the installation, this database was created with a Master Password, a
popup will appear, asking for this password, as shown below.

Master Password Popup

Please enter the Master Password for
this database:

Figure 210 SESAP Wizard, Devices Database, Master Key Prompt

After entering the correct password (or if the database was not created with a
Master Password), the Devices Database page will be opened. If no data were
previously stored on the database, the page will be empty as shown below:

5% pevices Database

@ Consult Devices stored in the Secure Database

: — m

CSV Importer | CSV Exporter 2

SIRA Device ID Username IP  Product Interface 0SV-TM Password

| | |
3

0 device(s) found, displaying 0 device(s), from 0 to 0. Page 0/ 0.
Figure 211 SESAP Wizard, Devices Database, Page Structure
The page is divided in three parts:

1. Insert New, CSV Importer and CSV Exporter buttons. The first will open the
insert popup to add a new device; the second will open the CSV importer
popup and the third will open the CSV Exporter popup.

2. Filter box. It allows filtering the devices into database

3. Devices area. It's a table to show all devices stored into the database
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5.7.1.1 Inserting a new Device

In order to insert a new device, the user has to click the insert button and the
following popup will be shown:

&« Inserting device

SIRA Device =
D =
Username ill
‘Password |

=
1P

[
‘Pmduct | < Choose > =

0SS
I ¢ Application
OSV-TM
System
Save Changes | Discard Changes |
Figure 212 SESAP Wizard, Devices Database, Insert Popup

In this popup, the user can provide information about a device from SIRA by filling
some fields, and saving it into the database. Each field is described below:

SIRA Device ID: Device ID that corresponds to a device stored into SIRA
database

Username: Username used to log in to the device
Password: Password used to authenticate the user
IP: IP or Hostname of SIRA device

Product: Unify product present into the device

Interface: User has to select one of these options about the selected product:
OS or Application

OSV-TM System: Optional field. This system name will be used to retrieve
and show OSV-TM data into dashboard

Save Changes: Saves all changes or new information inserted by the user

Discard Changes: Throws away all changes done by the user
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5.7.1.1.1 Product Field

This field contains predefined values. However, new values may be added using
the following button:

Product | < Choose > j@
Figure 213 SESAP Wizard, Devices Database, Product Field

After pressing the add button, a new popup will appear:

Insert Product Popup

Insert new Product Suggestion:

MySuggestion|
Cancel |

Figure 214 SESAP Wizard, Devices Database, Insert Product Popup

After saving, this suggestion will be available in the product’s combo box:

< Choose =
Concierge
Deployment Service
Enterasys
| » . . |HiCom300

¢ Inserting device\jp;tn3000
HiPath4000
Mediatrix
SIRA Device |NewProduct
D OpenScape Applications
OpenScape Branch
OpenScape Business
Username  |OpenScape CMP
OpenScape ContactCenter

OpenScape Office

Password OpenScape SBC
OpenScape Voice
RGET00
| Xpressions

L o]

]

m‘ |

P

©

< Choose =

Product

0SS

Interface © Application

0SV-TM
System

Save Changes | Discard Changes |

Figure 215 SESAP Wizard, Devices Database, Insert Popup with New Product
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5.7.1.2 Importing devices from CSV file

It's possible to insert new devices into database using a CSV file, previously
exported by the CSV Exporter tool. Clicking the CSV Importer button, the
following popup will appear:

Devices Importer

CSV Importer CSV Config

CSV File Path:
f Browse... |
CSV Column Separator: |—
Load CSV
0%
Figure 216 Devices Importer popup

The buttons Load CSV and Import, and the CSV Config tab as well, are disabled
until some operations are done first. At the bottom of the dialog, there’s a
progress bar (initialized at 0%). The first step is to select the CSV file, clicking the
Browse... button. The file chooser will open and it's possible to select the desired
file through it, by clicking the Open button:

,_é Choose File to Upload

B x

G( )v |3 ~ Libraries ~ Documents - - I‘QJ I Search Documents
Organize *  MNew folder 4= - E:l .9.
't Favorite i
T Favorites Documents library arrangeby: Folder
P Desktop Indudes: 2 locations
4. Downloads
Mame Date modified Type

| Recent Places

11/5/2014 3:55 PM CSV File

4 Libraries
3 Documents
J“. Music
| Pictures

B2 videos
18 Computer
si_i Metwork

4] | i
File name: Ide\.rices.csv j IAII Files (*.*) j

Open I Cancel |

Figure 217 CSYV file chooser
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Once the file is loaded into server, a message in green color will appear in the
Devices Importer popup and the Load CSV button will be enabled.

Devices Importer

CSV Importer CSV Config

. CSV File Path:
f Browse... |
' File uploaded sucessfully.
CSV Column Separator: |—
0%
Figure 218 CSV file uploaded succesfully.

To load the CSV file, it’s required to specify a column separator (normally, a semi-
colon, ;). Empty CSV Column Separator box is not allowed, with a message
indicating error:

Error parsing
Please specify a column separator. It's
recommended to use semi-colon (;).

| Ok |

Figure 219 Dialog to indicate that a column separator is required

Once the column separator is specified, click the Load CSV button. The CSV

Config tab will be enabled, and it’s possible to associate required fields (SIRA
Device ID, Product, Interface, Hostname/IP, User name, OSV-TM System and
Password) with columns loaded from CSV file. Also, the Import button will be

available to import the devices into the database.
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CSV Importer CSV Config

Figure 220 CSYV Config tab enabled in Devices Importer popup

If all associations are correct, click the Import button. The progress bar will be
updated in the process, and a message indicating how many devices were
imported successfully or failed will appear, finishing the import process:

Operation Done. 8 devices were
successfully imported and 0 were failed.

| 0Ok |

Figure 221 Finished importing devices
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5.7.1.3 Exporting devices to CSV file

It's also possible to export all the devices, stored in the database, to a CSV file.
Click the CSV Exporter button in Devices Database page, and the following
popup will show:

Devices Exporter

CSV Column Separator: |
NAME COLUMNS:

Slra Device
ISII’E id User name Iusername

Product IPFUdUCt System Iosv_system

Interface Iinterface Password Ipassword
IP (Host) Ihostname

Generate CSV Close |

0%

Figure 222 CSV Exporter popup

Again, it's required to specify a column separator to be used in the CSV exported
file. It's possible to define the columns’ names for each of the Devices Database
field (default values are already specified). If the CSV Column Separator box is
empty, the same error message that can be seen in Figure 17 will appear upon
clicking the Generate CSV button.

Once the column separator box is filled, click the Generate CSV button. A
temporary CSV file will be created, and all the informations related to devices will
be written into it. The progress bar will be updated in the process:

Devices Exporter

CSV Column Separator: |:
NAME COLUMNS:

Slra Device
ISII’E id User name Iusername 1

Product |pr0duct System

Interface Iinterface Password password |
IP (Host) Ihostname |

Close | |
I 37 % I

osv_system

Figure 223 Generating temporary CSV file.

A31003-E2320-S100-2-7620, 01/2016
SESAP V2, Service Documentation



Service Applications
Devices Database

At the end of the generate CSV process, a message will appear indicating how
many devices were exported successfully or failed. If no errors occured, a new
button (Download CSV) will appear between the Generate CSV and Close

buttons:
Xpo fics
Operation Done. 8 devices were
successfully exported and 0 failed.
| Ok |
Figure 224 Exported CSV file ready for download

Clicking the Download CSV button will trigger a download file operation. The
CSV file can be download as sesap_export.csy, but it's possible to change this
name using the Save as... feature in the browser.
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,é http:/ {localhost:8819/Sesap/devicesdb.iface - Windows Internet Explorer [

‘-- 3 = [ http: /localhost: 85 13 Sesap)devicesdb.iface =l &) [#2] [ | [ ocabost i\’

uniFy SERVICE TOOL BOX - SESAP

Grace Period. Valid for 28 days. Expires on 04-12-2014 Home | Help | Checklist

Logged as: SESAPADMIN

About 5 Devices Database
Install and Configure
Access Applications
Devices Database

Monitoring

Check Services Insert New |
Utilties

Additional Documents CSV Importer | CSV Exporte

Updates

¥ consult Devices stored in the Secure Database

CSV Column Separator: |:
Miscellaneous NAME COLUMNS:

Sira Device I— I—
SIRA Device ID - Username |y sira_id User name |usemame V-TM Password

cSL_LAE cIool =] [sys=aa OsV-TM
IIndIracE 7E| Product  [product Sty Josv_system il o
ICSL?LAB?CIOOliil roort Tifeifge W Password W [l ]
Indirect -
CSL7M7CI0027i| ay=ad 1P (Host) |nostname 0 5
Indirect -
csnﬁmﬁcmoziﬂ oot Generate CSV | Download CSV | Close | | -
Indirect -
e L I :
Indirect -
c5L_Las c1o03_ 2| [administrat il 5
Indirsct =] lor@syscem =l].100 Fllappilication Z] “SPPUOUUN
csL_Las_croo4_a| [engr 192 .168.180 [Hipacnacon = A el 5
— 3 | | 2 Application
CSL_LAB_CIooq_iI root :l 192.168.170 :l [HiPathanoo il os ] -
Indirect = -112 = —

Do you want to open or save sesap_export.csv from localhost? Open I

Figure 225 Downloading CSV file

Once the file is downloaded, the CSV export process is finished.

A31003-E2320-S100-2-7620, 01/2016
178 SESAP V2, Service Documentation



Service Applications
Devices Database

5.7.1.4 Filter Box

The filter will try to find the expression specified by the user. Any row that has one
or more column matching the expression will be filtered in as the following
example:

5 Devices Database

) Consult Devices stored in the Secure Database

Insert New | ‘ 10.10.15.2 Remave Filter

CSV Importer | CSV Exporter
SIRA Device ID - Username P Product Interface OSV-TM Password Edit Delete
DEV_LAS IDOOL j' root ::| 10.10.15.2 jl gepl?yment é' Application & r y &
ervice
Kl |
Figure 226 SESAP Wizard, Devices Database, Filtered Devices Table

The filter will be removed after pressing the ‘Remove Filter’ button.

5.7.1.5 Devices Table

After inserting devices into the database, rows will appear in this table.

5% Devices Database

@ cConsult Devices stored in the Secure Database

[—

CSVimpoter | CSV Exporter

SIRA Device ID Username i3] Product Interface 0SV-TM Password Edit Delete
root i”lo.lo.ls.l :-I OpenScape il os |D B & @

[Voice

IDEVﬁLA_ELI Dooo il

IDEV7M71D00022| root 2”10.10.15.3 ::| NewProduct él Application [l 5 & =)

IDEv7m71D001 él root 2”10.10.15.2 ::| Deployment él Application ] 5 & =)
Service

i I3l

3 device(s) found, displaying 3 device(s), from 1 to 3. Page 1 / 1.

Figure 227 SESAP Wizard, Devices Database, Devices Table

Each row represents one device and there are some actions that could be done
in each device:
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Password Edit Delete

o & @
1 2 3
Figure 228 SESAP Wizard, Devices Database, Action Buttons

1. Password button: For security reasons, the password is not shown as a
standard field. To display the password, click the password button and the
following popup will appear:

Password Popup
Password for Device 'DEV_LAB_ID000":
123456!

Close |

Figure 229 SESAP Wizard, Devices Database, Password Popup

2. Edit button: After inserting a device, users can change any field by clicking
into the edit button. The edit popup will appear and changes can be made:

Edit Device
& Editing device 'DEV_LAB_ID00DD'

SIRA Device |DEV_LAE ID00O 1=
D [
Username oot jl
‘ Password Illlllll
10.10.15.1 =]
P
[
‘Pmduct |OpenScape Voice =
= 05

I ¢ Application
OSV-TM
System systm

Save Changes | Discard Changes |

Figure 230 SESAP Wizard, Devices Database, Edit Popup

After the edit process ends, users can save or discard the changes made in this
popup by clicking one of the two buttons, Save or Discard.
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3. Delete button: If the device entry is not needed anymore, it could be removed
from the database by clicking the delete button. A confirmation popup will be
shown:

Delete Confirmation

Do you really want to delete Device
'DEV_LAB_ID000' from database? (It
cannot be undone)

Yes, Delete It! | Mo, Cancel |

Figure 231 SESAP Wizard, Devices Database, Delete Popup

The delete action will be performed if the Yes button is pressed or canceled if the
No button is pressed.

* Warning: The delete action cannot be undone.

5.7.2 Configuring RSP to access devices via SESAP

In order to allow RSP access to customer's devices via SESAP, some
configuration is needed on both sides: RSP and SESAP.

In RSP, some devices (green in the Figure 232) are accessed through SESAP
server (yellow in the Figure 232), these devices must have the default connection
mode “Via” (orange in the Figure 232):
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Dievice Namne [ DevicelD [ Product Detault Connec... | Connection VPN-Address [ Custarner Narme: [ Custerner ID
1 C5L15-05V Moded CSL_LaB CI001_Indrect OpenScape Voice Server Via C5L_dutomation C5L_Automation
= JC5L15-05Y Nodez2 CSL_LAB_CI00Z_Indrect OpenScape Voice Server Via CSL_Automation CSL_Automation
=1 CsL15-UC_CMP CSL_L4B_CI003 Indrect OpenScape Appiications Via C5L_Automation CSL_Automation
AdCsL15-HaK CSL_LAB_CI004_Indirect HiPsth 4000 Via CSL_Automation CSL_Automation
= CSL15-pressions CSL_L&B CIO0E Indrect OpenScape Xpressions Via CSL_Automation CSL_Automation
= CSL15-Survival Authority CSL_LAB_CI007_Indiect HTTPMHTTPS Via C5L_Automation C5L_Automation
= C5L15-Mediatric CSL_LAB CI00E Indiect Mediatrix Via CSL_utomation CSL_Automation
1 CSL15-058 50 CSL LAB CI009 Indrect OpenScape Brianch Via C5L_dutomation C5L_Automation
#JCsL15-5E84P CSL_LAB_CI0DS_SESAP Secured Enterpiise Service an..  Iniemet 10198.212 C5L_Automation CSL_Automation
% Device properties [CTE1=]
Devick Contact +
’7 ﬁ Device |D Device name: @ Customer Name:
[CSL_LAB_CI001_Indi |C5L15-05Y Nodel |E5L_Automation +
Froduct wersion g, Corlactperson name:  Phone nuber
[OpenScaps Vaics Server V7 ‘ [ I Refresh
Status: Last access: Contract number; e
R A [Cel_Lee_cTooz

" Customer | Produc* version | Device info | Device comments  Connection | Avthentication | Direct link | Authentication device | Co 4| »

REN M [@ & 15| W Z[m[w] I Aeuies access activation

First Marked Active

I PEF FHl CSL_LAB_CIOD5_SESAP T
Coliosesar
o e Status:
= VI .
ia [actve 1
| Intermet
Reason of failure:
£ HTS
£ project specific None B
Comment
£ diizotiik:
1 550P

Vialdentiher

ok
Cancel
ApEly

Help

il

Figure 232 Equipment Explorer, Access Devices VIA Sesap

In the SESAP server, at the Device’s Database page, information will be found
about how to access these devices, such as: username, password, etc.

A device may contain different ways of access (e.g. having multiple users). The
manual Device Preparation for Automation (it can be found at <SESAP
PATH>\SESAPSW\Documents\Sesap\DevicePreparationForAutomation.pdf)
explains what is the correct way to access each product. That point is illustrated
in the Figure 233 where the device “CLS_LAB_CI001_indirect” (in green) has two
registered users.

A31003-E2320-S100-2-7620, 01/2016
182 SESAP V2, Service Documentation



Service Applications
Devices Database

5k Devices Database

¥ Consult Devices stored in the Secure Database

[E—

CSVImporter | CSV Exporter
SIRA Device ID Username ji ] Product Interface 0SV-TM Password Edit Delete
CSL_LAB_CIOOl_i' ayaad il 192.168.170 il CpenScape i' os e 7 & =}
Indirect il T1).4 Tl|voice il
CSL_]'_AB_CIOO_’L_i' root il 102.168.170 il Open3cape i' as i 3 & &
Indirect il Tl).4 Tl|voice l
CSL_LAB_C:[002_i| sysad il 192.168.171 il OpenScape i' os & 3 & [=)
Indirect il Tl).4 Tl|voice l
CSL_LAB_CIO()z_i' root il 192.168.171 il OpenScape i' s © r: & &
Indirect hd “1].4 ¥l |Voice it
CSL_LAE CI003_ Al |root ~l]192.168.170 AllCpenScape B OS |I_ -] c/‘ @
Indirect hd ~1].100 Yl|application T
CSLTLAB7CIOO37ﬂ administrat él 192.168.170 il Cpenscape il Application I 3 & =)
Indirect or@system .100 >l lapplication X
csL_rag_c1o04_|a| lengr <|l192.168.180 a|[HiParn4ooo = - e r} & =]
Indirect j j 2112 j j ADD'ICEtIDI’I
CSL_m_B_cmoq_i' root il 192.168.170 il HiPath4000 i' os o 7 y <}
Indirect il Tlj.112 il -
1| | Bl
Figure 233 SESAP Wizard, Devices Database, Access Example
f )y

Observations

At the Devices Database page, is possible to find passwords to access these
devices, as well at the Equipment Explorer. The default is to store all passwords
at Equipment Explorer.

Should you need additional information about accessing devices, please consult
the attached manual DevicePreparation4Automation.pdf
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5.7.3 Important Things

Before start using the devices database, there are some points to take into
consideration:

* The devices database is secure, i.e. the system ensures that the data has
restricted access, and can only be accessed by the SESAP page and
DevicesDB command line of the current machine. The database of one
SESAP server cannot be read by another one

* The database does not support devices with the same Device ID, Username
and Interface values. At least one of these three fields must be different to
store another device

* The database has no backup. Entries deleted or changed cannot be reverted

e The OSV-TM System field is used by the dashboard feature. Please see
Section 5.8.3.3, “OSV-TM Reports” for more details.
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5.8 Monitoring

This feature allow SESAP Server to receive, process and show report data
received from SIRA and collected from OSV-TM about other Unify products.

5.8.1 Dashboard Page

The SESAP dashboard area contains graphics, tables and useful information
about health status of the following Unify products: OpenScape Voice,
OpenScape Branch, OpenScape Expressions and UC Applications.

After clicking on the “Monitoring” option a new page will be opened. If no data
were previously stored on the dashboard database the page will be empty as
shown below:

Install and Configure

Access Applications @ OpenScape Voice monitoring:

Devices Database

Monttoring OpenScape Branch  Xpressions UC Applications
Check Services

Utilities

Addttional Documents

Updates

Miscellaneous

Figure 234 SESAP Wizard, Monitoring, Empty Page

Besides the already defined Unify products shown at Monitoring page, it's
possible to add more products, therefore customizing the Dashboard. These
products must be defined at a XML file and imported by a script. The figure below
illustrates this dynamic products concept, when the user decided to add
OpenScape CMP to the dashboard:

L% Monitoring

U openScape CMP monitoring:

<<<< Xpression OpenScape Applications | OpenScape CMP

Latest reports
Device : |CSL_LAEI_CIUU1 -= klaral j Reports timestamp: [2015-03-24 15:35:01
2015-03-24 15:33:44

Figure 235 SESAP Wizard, Customized dashboard
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5.8.2 Product Tabs

The first product (OpenScape Voice) always will be selected in the first access or
on page refresh. When clicking on each product tab the page is updated with the
latest information about the selected product. The product tab color will vary
among four background colors that represent the health status of the product:

* The green status represents a good health status for the product

OpenScape Voice
Figure 236 SESAP Wizard, Monitoring, Green Status

¢ The yellow status represents a warning health status for the product

OpenScape Branch
Figure 237 SESAP Wizard, Monitoring, Yellow Status

¢ The red status says that there is one or more Hosts (Sira Devices) with a
problem and the pertinent information is available when selecting the specific
product tab

Xpressions

Figure 238 SESAP Wizard, Monitoring, Red Status

* The white represents no data were stored for the product until now

UC Applications
Figure 239 SESAP Wizard, Monitoring, No Status
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5.8.3 Dashboard Content

After clicking on a specific product tab the page will be updated and will contain
three main parts: Device combo box, Report timestamp box and the main area
composed by report items and graphics:

OpenScape Voice | OpenScape Branch Xpressions  UC Applications

. Latest reports
Device: CSL_LAB_CID01-= Kara1 [ Reports timestarnp: 2014_04_'32“4.17.23

1 - Device: "CSL_LAB_CI0O01 -> klaral" infos sent in 2014-04-24 14:17:23

\Name |Resu|t |Info

‘CPU usage |§/ |The current CPU load of the system doesn't exceed 90%.

‘NTP |V’ |AII configured NTP server are poled within the defined interval.
Filesystem Size Used 1 Use% Mounted con @I
/dev/ada2 3.8¢ 1.76 163 / EJ

| /dev/sda3 3.86 1.6G 2.0G 45% /img/rootimg

Partition usage |Please try to clean up partitions when required img/unisphereimg/prinery 7.5% 1.16 §.1% 15t sunisphere
/img/sof eimg/primery 466G £.6G6 386G 15% /softwere
/img/softwareimg/common 46G 6.6G 386G 15% /repository |

Memory usage |% |M emory overload.

Active alarms

y-
Minor: 5 (33%)'* -
/7

—————Warning: 7 (47%)

T i

Major: 3 (20%)'— —
[® Ciitical ® Major ® Minor © Warning
Figure 240 SESAP Wizard, Monitoring, Dashboard Content
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5.8.3.1 Device Combo Box

The Device combo box contains a list of device names. Each device name is
composed by the Sira Device name and the host name jointed by the symbol “-
>” as such: “CSL_LAB_CI001 -> klara1”.

If the Device combo box has more than 1 device then it will have the option “All
Devices”. This option shows information about all devices. The user can select
a specific device or the “All Devices” option:

Device: | CSL_LAB_CIO01 -+ Kara [
All Devices
CSL_LAB_CI001 -= Klara1

Figure 241 SESAP Wizard, Monitoring, Device Combobox

5.8.3.2 Report Timestamp Box

Combined with the device combo box there is the Report timestamp box. It
contains a list of the latest fourteen timestamps. It also contains the option “Latest
reports” that filters by the latest information for the device selected. The user can
select the “Latest reports” option or a specific timestamp:

Latest reports
Reports timestamp: | 2014-04-24 15:12:38

Figure 242 SESAP Wizard, Monitoring, Timestamp Box

When the user chooses another device the “Latest reports” option is selected
internally and the page will show the latest reports for that specific device.

5.8.3.3 Report Items and Graphics

The panel area shows report items and several graphics for the device selected
on the component Device Combo Box. If the user selected the option “All
Devices” then this panel will show information for each device that belongs to the
Device combo box. Each device panel is sub-divided into three components:
header, report item tables and graphics (if the device has an OSV-TM system
associated with it then graphics about that system will be shown as well).
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5.8.3.3.1 Device Report Header

This part contains the header information about the device and the report:

1 - Device: "CSL_LAB_CI0OO01 -> klaral" infos sent in 2014-04-24 14:17:23
Figure 243 SESAP Wizard, Monitoring, Device Report Header

5.8.3.3.2 Report Items Table

Below there is a table of report items which has three columns. The name column
contains the item’s name, the second one shows what will usually be a status sign
(OK/Not-OK), the last one describes a more detailed information about the item.

Name Result Info

CPU usage v The current CPU load of the system doesn't exceed 90%.

NTP V7 All configured NTP server are poled within the defined interval.
Following partitions exc of 5%: []
Filesystem 5i il Use% Mounted on

Partition usage |Please try to clean up partitions when required jf 2 oz jiz e

fimg/unisp
fimg/softwareimg/primary

Memory usage % Memory overload.

Figure 244 SESAP Wizard, Monitoring, Report Items Table
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5.8.3.3.3 Graphics Area

The graphics area contains useful diagrams that provide overall information to
users understanding the heath status of the specific device:

Active alarms

Minor: 5 (33%)——

Minor: S (33%)} v
Major: 3 (20%)}—— “‘\'

[® ciitical ® Major ® Minor © Waming|

————{Warning: 7 (47%)

[cnitical: 0 (%))

SIP Registrations

50| - -

S5 ) 8
3 P oF & 2
i <5 & <5 & & & &
5 & o) e e e Fe) O

Hour

Figure 245 SESAP Wizard, Monitoring, Graphics

5.8.3.3.4 OSV-TM Reports

Dashboard can collect QoS data from OSV-TM and generate reports with it.

In order to merge data received from SIRA to data from a specific OSV-TM
system, they must be linked using Devices Database.

This can be accomplished entering the desired OSV-TM system name on the
OSV-TM System field of the related SIRA device entry (see Section 5.7.1.1,
“Inserting a new Device”)

If the SIRA Device is associated with an OSV-TM system then a new area is
appended in to the page. The newly created area will contain a header which is
followed by the QoS graphics.

¢ OSV-TM System Header

1.1 - OSV-TM System: tracemanager

QoS data of the last 24 hours from 2014-04-24 16:04:38

Figure 246 SESAP Wizard, Monitoring, OSV-TM System Header
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¢ OSV-TM System Graphics

The OSV-TM system area contains QoS graphics related to the specific system,
and these graphics are composed by the last 24 hours of gathered information.

Amount of calls

30.000
27.500
25,000

& 22.500

= 20.000

=

& 15.000
= 12.500

Z

Minute

Sent and Received

w
=
=1
=]

]
1o
=]
8

Amount of packages

_* Sent @ Received

Figure 247 SESAP Wizard, Monitoring, OSV-TM System Graphics
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5.9 Check Services

Some service applications require special service programs that run in the
background. You can display the status of these services.

In the SESAP Wizard select the menu option Check Services. The window
below is displayed:

fj http:/ [localhost:8819 /Sesap/[services.iface - Windows Internet Explorer o |5'|5|
@:\ = [&] nttp:/locainost:aa 15/5esap/services. face =& [#2][ x| [ &na L~
.y Favorites @ hitp:flocalhost:8819/Sesap/services.iface %3 - B - ) = - Page~ Safety - Tools - (@~

UniFy SERVICE TOOL BOX - SESAP
Grace Period. Valid for 29 days. Expires on 04-06-2014 Home | Help | Checklist
Logged as: SESAPADMIN
Install and Configure
Access Apphcatmns ) Shows which services are installed and running
Devices Database = -
= Service Name Status Action
Monitoring . e ——
TS Unit Manager Network 3.2 Installed & Stopped Start Service
Utilties Aonaware Syslog Daemon Not Installed
Additional Documents HiPath QoS Data Collection Installed & Running Stop Service
Updates ComWin Service Installed & Running Stop Service
Miscelaneous Deployment Service Installed & Running Stop Service
Deployment Service SNMP Proxy Installed & Running Stcﬁ Service
HiPath IPVoiceView Installed & Stopped Start Service
Hipath License Agent Installed & Running Stop Service
Hipath License Management Installed & Running Stop Service
Dipaz Monitor Installed & Running Stoﬁ Service
Apache2.2 Installed & Running Stop Service
Openssh SSHD Installed & Running Stoﬁ Service
=)
Done [ [ [ [ [ [é mtemet | Protected Made: OFF Y3~ | ®100% -
Figure 248 SESAP Wizard, Check Services

You can see the names of the services and their status in the table. The services
can have one of the following statuses:

* Not Installed
e Installed & Running

¢ Installed & Stopped
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5.10 Utilities

Some third party applications that are considered as important server tools are
also available to be installed and launched using SESAP Wizard.

Select the Utilities menu option and the window below will be displayed:

ff http:/ /localhost:8819/Sesap/utilities.iface - Windows Internet Explorer =18 X%

@: w Ig http:/localhost:35 19 /Sesar iface j @ 44 X I;.; Bing Ri-

5.7 Favorites

fp v B - ) o= - Page v Safety - Toos+ @+

SERVICE TOOL BOX - SESAP
Home | Help | Checklist

'_@ http: {localhost:3819 /Sesapjutiities.iface

Grace Period. Valid for 29 days. Expires on 04-06-2014

Logged as: SESAPADMIN
Instal and Configure
Access Applications @ Install usefull server applications
Devices Database .
Monitoring NHame Version Setup/ Configure
Check Services Aonaware Syslog Web Client not installed Run Setup
Utilties KeePass Password Safe 2 2.23 Access it
Additional Documents MD5-Sum generator 1.2.05 Access it
Updates On Screen Display = Access it
Miscelaneous Password Safe : Access it
PuTTY 0.63 Access i
WinSCP 5417 Access it
Wireshark 1.8.2 Access it
Figure 249 SESAP Wizard, Utilities

In a table you can see the applications, version numbers, and one button for each
application. If the application is already installed you can see the label Access I,
otherwise the button’s label will be Run Setup.

Click on Access It to launch the required application. The application user
interface wil be displayed.
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5.11 Additional Documents

At any time, the operator can choose documentation files to be added to the
SESAP interface. To add this documentation the user must only add the
documentation folder to C: \SESAP\docs. The documentation folder will be
show as in the window below:

@P‘v|g‘ http: /flocalhost:88 13 /Sesap/additionaldocs.ifac =l (&[] [ 8ina o -

<7 Favorites & http: [localhost: 85815 /Sesap/additionaldocs. iface

SERVICE TOOL BOX - SESAP

Grace Period. Valid for 29 days. Expires on 04-06-2014 Home | Help | Checklist

Logged as: SESAPADMIN
Instal and Configure
Access Applications @ Rel d lated to SESAP
Devices Database
Monitoring Hame Document
Check Services Solvay Global Overview [Read Doc]
Utilities
Addtional Documents
Updates
Miscelaneous
[ [ [ | [ [ & mntermet | Protected Mode: Off ¥ - [# 100% -:
Figure 250 SESAP Wizard, Utilities

The Name column shown in the table is the folder name copied to
C:\SESAP\docs. The Read Doc button will first look for an index.htm or
index.html file inside the referred folder. If none of these files are found, the
Read Doc button will attempt to display the first file found inside the folder.

NOTE: The user can add as many documents file as he wants just creating one
an individual folder for each desired document file.
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5.12 Updates

Another important feature available on SESAP server is the update funtionality.
SESAP Service Tool Box and its Application tools can be updated. The update
files are downloaded from an Update Server and there are two possible ways to
start downloading such files: Automatic Download and Manual Download. Both
will be described on next items.

5.12.1 Download update files - manual procedure

To start the Manual update procedure, first click on the menu Updates and then
click on Check for Updates, as shown below:

ffhttp:,fflocaIhust:ss]ﬂfsasapfupdate.iface-\mndowslnternet Explorer =8| x|
@A - |g p:/flocalhost: 3519 pfupdate.iface j @ NB% I) Bing o2~

5;3 Favorites | 1,":‘5 €| Suggested Sites = @ | Web Slice Gallery ~
i rg: - Page ~ Safety ~ Tools » @Jv

@ http:/focalhost:3818/Sesapfupdate.iface

UniFy SERVICE TOOL BOX - SESAP
Grace Period. Valid for 30 days. Expires on 04-06-2014 Home | Help | Checklist
Logged as: SESAPADMIN
Install and Configure
Access Applications ) updates for SESAP Wizard and SESAP Tools
Devices Database
Monitoring SESAP Update
Eh_FCk Services Current Version: V2.0 RL.0O.0 Available Version: -
tilties
Additional Documents
Updates
Miscelaneous TOOLS Update
Tools Name Version New Version Update
ComWin / HiPath 4000 Expert Access  not installed
HiPath 3000 Manager E not installed
HiPath Deployment Service not installed
HiPath QoS Data Collection Unit not installed
Hipath IP Service not installed
Hipath IP VoiceView not installed
Hipath License Agent V1 R26.0.1
Hipath License Management V1 R13.0.0
J-HPT V2 R3.0.14
Open Scape Voice Trace Manager not installed
Unit Manager Network 3.2 not installed |
El
IRAne [T T [ trtarnat | Dentartad Mada: (FF [Fn - [& 1onee ~
Figure 251 SESAP Wizard, Update (1)

If the Update Server connection is successfully established, a new row will show
the files downloading status. The first downloaded file is version. txt, which
describes the available version on update server:
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fj http:/ flocalhost:8819/Sesap/update.iface - Windows Internet Explorer |8 x
@:—: i |g, htip:/flocalhost:3819/Sesap/update.iface j ] Rl B I); Bing 24

{\3 Favorites ‘ 3;3 € | Suggested Sites » @ | Web Slice Gallery ~

(& http:flocalhost: 8819 /Sesap/update. iface Tﬁi v +« B m - Page - Safety - Tools @'

SERVICE TOOL BOX - SESAP

Home | Help | Checklist

Grace Period. Valid for 30 days. Expires on 04-06-2014

Logged as: SESAPADMIN
Instal and Configure
Access Applications ) updates for SESAP Wizard and SESAP Tools
Devices Database
Monitoring SESAP Update
ShFFk Services Current Version: V2.0 R1.0.0 Available Version: = Check for updates)|
tilties = = .
Addtional Documents 2 9 (1/1): Bt topnecting. I
Updates
Miscellaneous TOOLS Update
Tools Name Version New Version Update
ComWin / HiPath 4000 Expert Access  not installed
HiPath 3000 Manager E not installed
HiPath Deployment Service not installed
HiPath QoS Data Collection Unit not installed
Hipath IP Service not installed
Hipath IP VolceView not installed
Hipath License Agent V1 R26.0.1
Hipath License Management V1 R13.0.0
J-HPT V2 R3.0.14
Open Scape Voice Trace Manager not installed
Unit Manager Network 3.2 not installed | |
%
Ipone . T T @ ntermet | Protected Mode: Off o~ T%o0% - .
Figure 252 SESAP Wizard, Update (2)

If the available version of SESAP on update server is newer then the actual
installed version, the version number will be shown, as the image below:
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ﬁ http://localhost:8819/Sesap/update.iface - Windows Internet Explorer =8| x
@:vl@ hittp:/Nocathost: 8313 /Sesa j Bl [ ¢ I‘} sing pl-
if Favorites | i,:";‘, £ | Suggested Sites = € | Web Slice Gallery ~
@ht'lp:fﬂcalhcst:B&leSesapj’update.\faoe i’fﬁ B - m - Page ~ Safety ~ Tools » |®|.

SERVICE TOOL BOX - SESAP

Home | Help | Checklist

Grace Period. Valid for 30 days. Expires on 04-06-2014

Logged as: SESAPADMIN
Install and Configure
Access Applications 0 updates for SESAP Wizard and SESAP Tools
Devices Database
Monitoring SESAP Update
Ch‘ECk Services Current Version: V2.0 R1.0.0 Available Version: | V20R200  [Download and Updatel |
Utilities
Additional Documents
Updates
Miscelaneous TOOLS Update
Tools Name Version New Version Update
ComWin / HiPath 4000 Expert Access  not installed
HiPath 3000 Manager E not installed
HiPath Deployment Service not installed
HiPath QoS Data Collection Unit not installed
Hipath IP Service not installed
Hipath IP VoiceView not installed
Hipath License Agent V1 R26.0.1
Hipath License Management V1 R13.0.0
J-HPT V2 R3.0.14
Open Scape Voice Trace Manager not installed
Unit Manager Network 3.2 not installed | |
. T 7 (6 internet | Protected Mode: OFF - T®we% - .
Figure 253 SESAP Wizard, Update (3)

Press the Download and Update button to start update. Before the download
update files procedure start, the following confirmation message will be shown:

a The update procedure will
download all needed files and this
webpage will be closed. After
update is finished, please start
SESAP again Continue update?

Continue | Close |

Figure 254 SESAP Wizard, update confirmation

If you choose to continue update, all newer files will be downloaded. The quantity
of files, the file name and the download status will be shown as below:
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ﬂ" http:/ f/localhost:8819/Sesap/update.iface - Windows Internet Explorer == %

@\‘-\ L 4 |g http://localhost:3:

i'\? Favorites | 3;3 € | Suggested Sites ~ @ | Web Slice Gallery -

Sesap,

(& http:/flocalhost:8819 /Sesap/update iface fﬁl} B - ) - Page Safety+ Tools~ '@"
SERVICE TOOL BOX - SESAP

Home | Help | Checklist

Grace Period. Valid for 30 days. Expires on 04-06-2014

Logged as: SESAPADMIN
Instal and Configure
Access Applications 0) Updates for SESAP Wizard and SESAP Tools
Devices Database
Monitoring SESAP Update
Check Services Current Version: V20RLO.0  Available Version: V2.0 R20.0 Cancel
:sl‘::;snm Documents | Dowlading (104 epeent fl S |
Updates
Miscellaneous TOOLS Update
Tools Name Version New Version Update
ComWin / HiPath 4000 Expert Access  not installed
HiPath 3000 Manager E not installed
HiPath Deployment Service not installed
HiPath QoS Data Collection Unit not installed
Hipath IP Service not installed
Hipath IP VoiceView not installed
Hipath License Agent V1 R26.0.1
Hipath License Management V1 R13.0.0
J-HPT V2 R3.0.14
Open Scape Voice Trace Manager not installed
Unit Manager Network 3.2 not installed | |
. [T [ [ internet | Protected Mode: OFF [7a+®wo% - .
Figure 255 SESAP W/zard Update download status

After all files are downloaded, the SESAP window will automatically close and a
command prompt window will start showing the update script status. After update
script has finished, the prompt window will close and SESAP user interface will

restart automatically.

5.12.2 Download update files - automatic procedure

The automatic update files download procedure will download all new update files
from Update Server as a background routine, without needing any user
intervention. To enable this feature, please check the Section 5.13.1.2,
“Automatic Updates”.

If the feature is enabled, when all files for a new SESAP version are downloaded
and ready to be installed, the field Updates on SESAP GUI will indicate it, as
described on image below:
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ﬂ; http:/ flocalhost:8819 f Sesapfupdate.iface - Windows Internet Explorer

@: L Ig‘ http: //localhest: 88 13/Sesap/update.iface

f\? Favorites | ié £ | Suggested Sites ~ @ | Web Slice Gallery -

'_fé http:{flocalhost:8819/Sesapjupdate.iface

SERVICE TOOL BOX

Grace Period. Valid for 30 days. Expires on 04-06-2014 Home | Help |

Logged as: SESI

ot
Install and Configure

Access Applications ) updates for SESAP Wizard and SESAP Tools
Devices Database
Monitoring SESAP Update
Check Services Current Version: V20RL0.0  Available Version: V2.0 R2.0.0 Update now
Utiities
Additional Documents
I Updates - Ready to install I

Figure 256 Updates - Ready to Instail

To continue updating SESAP, just click on Updates - Ready to Install and then
click on Update Now and update will start.

Although all needed new files are locally stored and waiting to be used by SESAP
update, during the beginning of update process SESAP will check on Update
Server if those files are really the newest ones. In case there are newer files
waiting to be downloaded on Update Server, the following message will appear:

0| The update files for version V1.0 R
=" were already downloded, but on
updateserver there are files for a new
version VIO R . Click continue to
install the already downloaded files or
cancel to download and install the newer
files from Update Server.

Cara |

Figure 257 Updates - Newer version on Update Server

Click Continue to install the already downloaded files or Cancel to download and
install the newer files from Update Server.
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5.12.3 Update SESAP Applications

If any new version of SESAP is compatible to newer versions of the installed
applications, this new version number will be shown in the New Version column
and the button Update will be available. Press the mentioned button to update
the application:

TOOLS Update
Tools Name Version New Version Update
ComWin / HiPath 4000 Expert Access 5.0.106.0
HiPath Deployment Service V3iR130
HiPath QoS Data Collection Unit 2.12.0 2220 (Update
Hipath IP Service 5.3.000.1
Hipath [P VoiceView 518711
Hipath License Agent VIR1910
Hipath License Management 1.8.0.0
J-HPT V2ZR210
Open Scape Voice Trace Manager V2R137
Unit Manager Network 3.2 -
Figure 258 SESAP Wizard, New application software available for update
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5.13 Miscellaneous

This section is dedicated to store SESAP network configurations and manage the
Server Data fowarding.

5.13.1 Network Config

If the Network Config tab is selected, the following configurations will be
available:

5.13.1.1 Proxy Configuration

Configure the proxy address and port that will be used from SESAP Server to
connect to the Update Server. If the check field called Use Proxy Settings is
marked, these previous settings will be used during connection. If not, the SESAP
Server will use the internet settings configured inside Internet Explorer Settings.

/= http:/ /localhost:BB19 {Sesap/miscellaneous.iface - Windows Internet Explorer = ]
— —=——— =
@ L& Lo Iﬁ; htip://localhost:3813/Sesap/miscellaneous.iface j ||| K I) < Bing P

¢ Favorites

(& http://localhost:3819 /5esap/miscellaneous.iface ‘| pmy ~ Page v Safety - Tools ~ 'Zg"

SERVICE TOOL BOX - SESAP
Grace Period. Valid for 29 days. Expires on 04-06-2014 Home | Help | Checklist
Network Config | Server Data Remote Sessions Logged as: SESAPADMIN
ot
Instal and Configure
Access Applications ) configure internet network settings and automatic updates
Devices Database
Monitoring Proxy Configuration
adaress: [ vort: [
Utiities ress ks -
Additional Documents
Updates Automatic Updates
Miscelaneous ¥ Automatically download update files
Figure 259 Proxy configuration

5.13.1.2 Automatic Updates

Inside Network Config panel there is an option to enable the Automatic
download update files for SESAP Service Tool Box. If this check box is marked,
all files for a new SESAP version will be automatically downloaded as soon as
they are available on Update Server.
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Please check Section 5.12.2, “Download update files - automatic procedure” to
see in details how to update SESAP Service Tool Box when the option
Automatically download update files is enabled.

In case the Automatic Updates routine find any issues to connect to Update
Server, a message will be shown to indicate that an error was found:

. Favorites (& http:/flocalhost:3819/5esap/miscellaneous.iface I | T':}} B - = (!;-1 + Pager S:

';:Pf' Intranet settings are now turned off by default. Intranet settings are less secure than Internet settings. Click for options...

UuniFy SERVICE TOOL BOX

Home | Help |

Grace Period. Valid for 29 days. Expires on 04-06-2014

| Network Config | Server Data Remote Sessions Logged as: SES
Install and Configure
Access Applications @ configure internet network settings and automatic updates
Devices Database
Monitoring Proxy Configuration
Ch.i.EFk Services it |60 e yivior satias
Utiities
Additional Documents
Updates Automatic Updates
Miscellaneous M A tically download update files

Automatic Update has found an exception on 05-06-2014 08:36:35. Please check internet
settings.
Figure 260 Automatic Updates error message
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5.13.2 Server Data

The Update Server receives from every SESAP Server some information used
for usage statistics. When the tab Server Data is selected, all those informaton
are shown in a tab. There are two buttons in the bottom of this table:

Send Server Data - makes the SESAP server to send this data to the Update
Server.

Write Server Data to a File - Write all the data information to the file
C:\Windows\Temp\InfoCollection.csv.

/_." http:/ flocalhost:8819 {Sesap/ miscellaneous.iface - Windows Internet Explorer

@ﬂ:—: - Iai hittp://localhost: 3313 /Sesap /mi iface j l&h +, B4 I)', Bing
¢ Favorites @& hitp:/flocalhost:8819/5esap miscellaneous. iface M v Bl - ) s - Page- S
uliiF3s SERVICE 1UUL BUX

Grace Period. Valid for 29 days. Expires on 04-06-2014 Home | Help |

Network Config | Server Data || Remote Sessions Logged as: SESI

st

Install and Configure

Access Applications 0 Send feedback information about SESAP Server, for usage statistcs

Devices Database

Monitoring Name Information

Check Services MAC Address 08:00:27:5A:5B:3A

Utilities SESAP Version V2.0 R1.0.0

Additional Documents Total RAM Memory 2147

Updates Number of Processors 1

Miscellaneous Intel64 Family 6 Model 58 Stepping 9
Processor Device ID: CPUO

Clock Speed: 3158Mhz
System Type: x64

Hard Disks Capacity of Drive C: 32105 MB. Free Space: 16995 MB
HostMame WIN-2DVB37C6DES

Domain Name devlan

1P Address 192.168.15.237

fe80::c003:5177:9156:7e19

Subnet Mask 255.255.240.0

64
Operating System Microsoft Windows Server 2008 R2 Standard
Service Pack 0
Build Number 7600
Build Type Multiprocessor Free
Operating System Version 6.1.7600
Code Set 1252

| |Send Server Data| |Write Server Data to a fie| |

chne ’_ ’_ ’_ ’_ ’_ ’_ |@ Internet | Protected Mode: Off |—,
Figure 261 SESAP Wizard, SESAP Server Data
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Miscellaneous
5.13.3 Remote Sessions
By default, the Remote Desktop Session Host is configured to restrict users to a
single session, it means that one user account can have only one active session
on Server and if any user tries to connect via remote desktop using the same user
account, the first session will be invalidated to let the new one be activated. To
have users restricted to a single session as described, check the option Restrict
each user to a single session, as shown on image below:
{.‘ http:f /localhost:8819/5esap/miscellaneous.iface - Windows Internet Explorer g%
@‘—:.'Ig http:/ localhost:5: 3 a0 j b "? A I)-' Bing L -
7.; Favorites & http: localhost:8819/Sesap/miscellaneous. face | | fr v B - ) om - Page v Safetyr Tools @@
",f‘ Intranet settings are now turned off by default. Intranet settings are less secure than Internet settings. Click for options. .. x

uniFy SERVICE TOOL BOX - SESAP

Grace Period. Valid for 29 days. Expires on 04-06-2014

Home | Help | Checklist

Network Config  Server Data| Remote Sessions |
Instal and Configure

Access Applications @ Remote Desktop Sessions Host Configuration

Devices Database

Monitoring Edit Remote Desktop Settings
Check Services
Utilicies

Additional Documents
Updates
Miscelaneous

Logged as: SESAPADMIN

||7 Restrict each user to a single session

Figure 262 Remote Sessions Configuration

If the same option is left unchecked, the same user account can be used to have
concurrent active sessions on SESAP Server.
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6 Concluding Tasks

Overview

This chapter describes procedures that are carried out after completion of the
installation and configuration tasks.

Contents
This chapter contains the following sections:
e Section 6.1, “Change Passwords”

* Section 6.2, “Licensing”

6.1 Change Passwords

The passwords set as default are listed in Table 10. In order to increase security,
the passwords must be changed after completion of installation in accordance
with guidelines.

6.2 Licensing

You can find information of the procedure for licensing SESAP and service
applications in the documentation for the HiPath License Management (HLM)
application. You can display them with the Read Doc button in the "Access
Applications" window of the SESAP Wizard.
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7 SESAP Uninstall

To uninstall SESAP Wizard click on Start/All Programs/SESAP/
UninstallSESAP. The following windows will be shown:

SERVICE TOOL BOX - SESAP

Logged as: SESAPADMIN

The SESAP uninstall Wizard will remove the current version of the installed SESAP
Wizzard. All SESAP Wizzard software an SESAP Wizard links will be removed

Figure 263 Uninstall (1)
x
Are you sure you want to remove the SESAP Wizzard?
oK I Cancel
Figure 264 Uninstall (2)

Press OK to start the uninstall process.

During SESAP uninstall process it is needed to select if the accounts created
during SESAP Installation will be also removed. The next window asks if they will
be removed or not:

[sesapuninstall ]

% Do you want to remove accounts created by SESAP Installation?
L ,.-I Accounts: SESAPADMIN, SESAPSERVICE and SESAPFTP.
After removing these accounts, system will be rebooted!

Yes Mo

Figure 265 Uninstall (3)

After pressing YES or NO, the uninstall process will start. The process steps will
be described, as following:

1.Delete Registry Entries

All Registry Entries added during installation will be deleted.
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2.Delete SESAP Shortcuts

"The shortcuts for start and uninstall SESAP will be deleted
3.Delete SESAP Folders

The folder C:\SESAP and all its files and folders will be deleted
4.Delete SESAP Accounts (if selected by user)

The user accounts SESAPADMIN, SESAPSERVICE and SESAPTP are deleted.
If OSV-TM is not installed on the system, the uninstall application will search for
the TRACEDATA user account and delete it too.

5.Uninstall SSH Server

The SSH Server application installed on SESAP Server (RSPssh) will also be
uninstalled automatically during this step. If OSV-TM is also present on the
Server, the SSH Server will not be automatically removed.

The uninstall application window shown on next figure indicates that all five steps
were finished:

sesapunnstall X

@™% Do you want to remove accounts created by SESAP Installation?
'-\ | Accounts: SESAPADMIN, SESAPSERVICE and SESAPFTP.
—  After removing these accounts, system will be rebooted!

Figure 266 Uninstall (4)

If the option was to remove all accounts created during SESAP Wizard
installation, the following message will also be displayed:

SESAP Uninstall x|

I-"'._.' | Uninstallation of SESAP Wizard has finished.
"W System wil reboot now!

Figure 267 Uninstall (5)
Press OK to finish.
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7.1 j-HPT Uninstall

The application j-HPT can’t be uninstalled directly from Add/Remove Program
windows functionality because it's an application that runs under a web server
application. In SESAP case this application is the HiPath Deployment Service.

During j-HPT installation, the file
DVDDrive\SESAP\SESAPSW\JHPT\jhpweb.war is copied by the SESAP
Wizard to the folder C:\Program Files (x86)\Licensing\License
Management\Apache Tomcat\webapps.

To uninstall the j-HPT Application, delete:

-The folder C:\Program Files (x86)\Licensing\License
Management\Apache Tomcat\webapps\jhptweb and

-Thefile C:\Program Files (x86)\Licensing\License
Management\Apache Tomcat\webapps\jhptweb.war

In case of uninstalling the application Hipath License Management (CLM), the j-
HPT will be also uninstalled without the need of any additional configuration.
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8 Appendix

The abbreviations below are used in this service manual:

Appendix

Abbreviation Meaning

CD Compact Disk

CHAP Challenge-Handshake Authentication Protocol
DDR Double Data Rate

DHCP Dynamic Host Configuration Protocol

DLS Deployment Service

DNS Domain Name Service

DSL Digital Subscriber Line

DVD Digital Video Disk

FSC Fujitsu Siemens Computer

FTP File Transfer Protocol

GB Gigabyte

HFA Protocol type

HiSPA HiPath Serviceability Platform for Applications
HLM HiPath License Management

HTML HyperText Markup Language

HTTPS HyperText Transfer Protocol Secure

IS Internet Information Services

IP Internet Protocol

IPDA IP Distributed Architecture

ISDN Integrated Services Digital Network

LAN Local Area Network

MB Megabyte

NNTP Network News Transfer Protocol

NTFS New Technology File System

OEM Original Equipment Manufacturer

PDF Portable Document Format

QCU Quality of Service Collecting Unit

QoS Quality of Service

QoS-DC Quality of Service Data Collection

RAM Random Access Memory

RCC Remote Clearing Center

SATA Serial ATA

SESAP Secured Enterprise Service and Administration Platform
SIRA Secured Infrastructure for Remote Access
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Abbreviation

Meaning

SMTP

Simple Mail Transfer Protocol

SNMP Simple Network Management Protocol
SPoA Single Point of Access
VPN Virtual Private Network
WMI Windows Management Instrumentation
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