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1 Disclaimer

This document has been elaborated along the OpenScapeBranch development as a guide and manual of
configuration best practices.

However the descriptions and configurations in this document are based, and limited, to a very specific
deployment scenario: the Development Laboratory. Most cases, setups and networks found on the real

deployment are unique and may require a proper adequacy or necessary configuration changes to work
correctly.

2 Software Installation

2.1 Boot sequence setup

Some BIOS configuration changes may be required if you are using an OpenScape Branch 50/250,
OpenScape Branch 50i, OpenScape Branch 500i, Lenovo/IBM or Fujitsu server. (Not required for
OpenScape Branch 50i A024/48).

Before installation, if you are using IBM/Lenovo or Fujitsu hardware then some BIOS configuration changes
may be required:

e Set the boot sequence for some servers adding the USB storage as first option and
the Hard Disk as second.

Verify Automatic Power Restore Policy to “Always ON” for IBM 3250 servers.

e OpenScape Branch 500i: Boot sequence. First device should be set to
“USB Hard Disk”, and second set to Hard Disk.

BIOS change steps for making the USB device the primary boot device will be added and a change
request has been submitted to Fuijitsu.

e OpenScape Branch 50/250/50i: Verify Auto Power on is Enabled. (Advanced > APM
Configuration > Restore On ACPower Loss > Power On.)

Note: if problems detecting USB stick on OpenScape Branch 50/250, OpenScape Branch 50i shows
then BIOS update is required. Contact service if this is needed (Work around is to unplug/plug USB
stick while OSB is turned on).

Note: After software installation, for security issue, it is recommended to start the boot from Hard Disk option.
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Software image: image provided for customer on SWS.

-image_osb-10.02.*.*-* tar — Software image file for upgrade or install.
-usbsticksetup_osb-10.02.**-*.zip - Contains the USB Stick Wizard, it is optional

and is included when changes in installation scripts or changes in GUI that affect installations procedures were done.
-misc_osb-10.02.*.*-* tar.gz - contains the configuration and the data structure
to be used in the OpenScape Branch MIB.
-image_osb-10.02.*.*-*.spa - File for use when uploading to CMP only.
-vApps_osb-10.02.*.*-*,zip — Virtual deployments specific.
-sw-metadata-osb-10.02.*.*-* json — this file is used with OS Composer application.

Additional file used in SFTP and HTTPS

List - Text file for external server along with software image in case of SFTP/HTTPS installation/ upgrade. File must be created
manually.

Example: To install image_osb-10.2.*.*-* tar, place "list" file in the same directory (of the HTTPS/SFTP server) where tar file is
located.

Note: If your server is Linux, store the image file in an empty directory.
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2.1.1 Configure BIOS for IBM/Lenovo 3250M3/M5/M6 and 3550M4/M5

Power on the server.
At boot up wait and press F1 to enter the BIOS setup when the option "<F1> Setup" is available.
Once in the "System Configuration and Boot Management" window with the arrow key, navigate to "Boot
Manager" and press Enter.
Once in the "Boot Manger" window select Add Boot Option and press Enter.
Select "USB Storage" and press Enter.
Press Esc to exit and go back to the "Boot Manager" window.
Select Change Boot Order and press Enter.
Press Enter again to change the order.
The order should be:
e USB Storage
e Hard Disk 0
10. Press Enter.
11. Select Commit Changes to save.
12. Press Esc to exit from all the windows.
13. Select Y when asked "Do you want to exit the Setup Utility?".

whh e

©oNo g

2.1.2 Boot device for one time use: for IBM 3250M3/M5/M6 and 3550M3/M4/M5, Lenovo
SR250/SR250 V2 and SR530 and SR630 V2

2.1.2.1 IBM x3250M3/M5/M6, x3550M3/M4/M5 platforms

. Plug in the USB stick to be used for the boot.

. Power on or reboot the server.

. When prompted, select F12 to select Boot Device option.

. In “Boot Devices Manager”, select the USB Storage option.
. Press Esc to exit.

G wWN B

2.1.2.2 Lenovo SR530, SR630 V2 and Lenovo SR250/SR250 V2 platforms

. Plug in the USB stick to be used for the boot.

. Power on or reboot the server.

. When prompted, select F12 “One Time Boot Device” option.
. In “Boot Devices Manager”, select USB Storage option.

. Press Enter to exit.

abhwnNBE

N

.1.2.3 Fujitsu RX200 platforms

. Plug in the USB stick to be used for the boot.
. Power on or reboot the server.

. At boot up wait and Press F2 to enter setup.
. Use the right arrow to select the boot tab.

. Select the USB as the boot option #1.

. Exit setup.

OO~ WNPE
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7. Continue with the system boot.

You can not select USB as a boot option since there are multiple USBs on the system, and
picking a specific port would be problematic. The best solution is to plug a USB in (as shown
below: a Kingston Data Traveler USBstick) and you can then select.

fiptio Setup Utility - Copyright (C) 2012 American Megatrends, Inc.

Boot Option #1 [PO: Optiarc DVD RW ...

2.1.3 System Boot Mode - Legacy Mode or UEFI Mode
NOTE: Lenovo SR250 V2 is available starting from V10R3.3.0
NOTE: Lenovo SR630 V2 is available starting from V10R3.3.0

Before V10R2, only the Legacy Mode was available for system boot.
Now, it is possible to choose the UEFI Mode to system boot.

The System Boot Mode must be configured correctly, otherwise the Server will not boot
from the Hard Drive.
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2.1.3.1 Lenovo x3250M6 and x3550 M5 platforms
- LEGACY MODE: Select F1 to enter in System Setup, choose Boot Manager option, the Boot Modes
must be configured as Legacy Mode.
- UEFI MODE: Select F1 to enter in System Setup, choose Boot Manager option, the Boot Mode
must be changed to UEFI mode. In System Settings, the Legacy Support must be disabled.

2.1.3.2 Lenovo SR530, SR630 V2 and Lenovo SR250/SR250 V2 platforms

LEGACY MODE:

1. Select F1 to enter in System Setup.

2. Choose the UEFI Setup option.

3. Select System Settings and enable the Legacy BIOS.

4. Configure the Boot Manager/Boot Modes as Legacy Mode.

UEFI MODE:

1. Select F1 to enter in System Setup.

2. Choose the UEFI Setup option.

3. Disable the Legacy BIOS in System Settings.

IMPORTANT:

The following servers do not support UEFI Boot Mode, only Legacy Mode:
e Fujitsu Rx 200 S6
e Fujitsu Rx 200 S7
e 50i
e 500i

For virtual machines, it is recommended to use Legacy Mode.

2.1.4 RAID (Redundant array of independent disks) information
for IBM3550, RX200 and SR530

Please refer to Chapter 3 of the following document for instructions:
OpenScape Voice V10, Service Manual: Installation and Upgrades, Installation Guide.

-
Note: Only RAID 1 is supported.
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http://apps.g-dms.com:8081/techdoc/en/P31003H80A0J100017631/wwhelp/wwhimpl/js/html/wwhelp.htm#href=v10_iug-TOC.htm

3. USB Stick Setup tool

This application is distributed with the following files from SWS

e 0sb-10.02.**-*zip, that contains:
o image_osb-10.02.*.*-* tar — Software image file for upgrade or install.
o image_osb-10.02.**-*,spa — File contains the compatibility information from the old release to new release for
use by the CMP.
o usbsticksetup_osb-10.02.*.*-* zip - Contains the USB Stick Wizard.

e misc_osb-10.02.*.*-*tar.gz - has the default XML configuration files and the MIBS

e VApps_osb-10.02.**-*zip - Contains the OVF templates to create and deploy a virtual machine
for the various models of Virtual OSB.

e sw-metadata-osb-10.02.**-* json — this file is used with OS Composer application.

The USB Stick Wizard (usbsticksetup.exe) is a Windows application used to generate a USB Stick (pen
drive) for OpenScape Branch Installation.

Name 2 Type Size
B image_osb-10.02.00.00-2.spa SPA File
_J image_osb-10.02.00.00-2.tar TAR File
| ] misc_osb-10.02.00.00-2.tar.gz GZ File
| ] osb-10.02.00.00-2.bz2 BZ2 File
¢ 0sb-10.02.00.00-2 Compressed (zipped) Folder
] sw-metadata-osb-10.02.00.00-2.json JSON File
— usbsticksetup_osb-10.02.00.00-2 Compressed (zipped) Folder
— vApps_osb-10.02.00.00-2 Compressed (zipped) Folder 8 KB

1) Unzip the file “usbsticksetup_oss-*.*.*.*.zip. The files will unzip into a folder called “usbsticksetup”. The contents of the
“usbsticksetup” folder will look like:

-~

Name Type Size

ob File folder

syslinux File folder

systemd-boot File folder
lj Readme Text Document 1KB
e usbsticksetup Application 2,220 KB
| | usbsticksetup.exe.manifest MANIFEST File 2KB
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2) Copy the software image *.tar file into the ob folder. The ob folder will then look like:

Name Type Size

| image_osb-10,02.00.00-2.tar TAR File 730,990 KB
|| initrd.gz GZ File 2,091 KB
\_] vmlinuz File 8,838 KB

3) The “syslinux” folder will look like:

Name Type Size

| ] COPYING File 18 KB
| ] isolinux.bin BIN File 44 KB
'] dlinux.c32 C32 File 120 KB
| ] Idlinux.e64 E64 File 137KB
[8=] mkisofs Application 378 KB
{_] syslinux.cfg CFG File 1KB
] syslinux.efi EFI File 196 KB
(] syslinux Application 26 KB

4) Proceed to the USB stick creation running usbsticksetup.exe application.

Note: If executing a full installation using existing DB (_xml) please make sure that DB is exported from OSB prior to
building the USB Stick. Import/Export configuration menu and export xml. See Backup/Restore section for more
details. Exported config file will go into next screen as “Already existent database file”.

&, Import ;/ Export F

A trpoet § Expott configuration Flas

Filz in usa: [EMZZS0-[PT0_config_45_ 2009 1001 T1E0S00. xml
Use a new configuration fle: |config_|:lafaul:.xn'l v| I_ Load _I I Impare... |
Select @ canfigurztion Fle to export: config_defauk, =mi w |_ Expart J

ey
EM3250-I°70_conhig_45_20001001 TL80600.ml
3250 P70 confiq 44 20000328T1837 48 m
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Up to V10R1:

UsB Stick Setup

—Media Select

|50\ (3,73 68) <«

will be erased.

Fefresh

=]

Min 2GB USB Stick Required

——
WARMING: all partitions of Removable Medias will be deleted and a single
FAT32 partition will created. Therefore, all data of the remaovable media

~Installation Method
"~ Generate node.cfg file

L

Option to create new Config File.
Network interfaces configuration is
required with this option.

IPv4 address: I 21 21 0 7T «—
Pvdnetmask: | 255 . 255 . 0 . O

IPv6 address: I

IPvE netmask: I_

IPv4 gateway: | M . 71 0 i

IPvG gateway: I fad0:26::1

& Already existent database file | 3-RD-05B-0SSBC\OperBranct ... | 4~ Usp sick wil be created winh
" Already existent node.cfg file | _I celecisd then Server Name. and
I Automated | Frelnstall IT metboot |© DHCR VPR X\ L Imerfaces are grayedou
—Branch Metwark Cant USB_ Stick .Wi||. be created vyith
Note: DB (xml) can not be used existing Config file (*.cfg). If option
Hardware type: for different hardware types. 3 :ztssge;;zdartz?a)?:é\éirtName and
Hostname: IIF"_'-’:-F'rc-x-_:-F‘RI-Tl +— System Name
Interface: IL.-!'.N Interface j
[T misable interface T | Enable IPve gg&ff:ﬂi/sst?hl Ng?: HYX?N eaélr:

interface must be on separate subnets.
Configure WAN/LAN if SBC Mode is
used. Configure LAN only if proxy mode
is used, and WAN when on the SBC-
Proxy or IPV6-Proxy modes.

Logical ID;

I WoWarcraft:BG_RD_OSE_OS5BC:Prox

CMP URL 1: | 10.100.123.84

CMP URL 2: |

Note: Partitioned USB Stick must be checked for IBM 3550 M3/
M4, IBM3250 M3/M5/ M6 and Lenovo SR250. If creating USB
stick with existing DB for M3 servers, then partitioned flag must

Note: DHCP, Logical ID, CMP URL, Automated,
Prelnstall, and Net Boot Options are covered on

Simplified installation Appendix section.

Fields can only be edited/clear when Automated

or Net boot are selected.

“Change Branding Names and Logo” is covered on
Branding section.

\ Change Branding Names and Logn <€—]
Y_ Partitioned USE Stick CK Cancel
16
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Option to create new Config .
. : : ; ; Note: DHCP, Logical ID, CMP
. USB Stick will be ; 0
Starti ng from V10R2:| File. Network interfaces d with - URL, Automated, Prelnstall, and
configuration is required with created with existing ]
. . . ; Net Boot Options are covered on
this option. DB file (*.xml). If option Simolified i llati A di
Min 2GB USB Stick is selected then Server 'th' led installation - Appendix
Required / Name and Interfaces S
— — are araved out. ] Fields can only be edited/clear
LISB Stick Setup Note: DB (xml) when Automated or Net boot are
> can not be used - selected.
Media Select for different Installation Method
[Fi'\ (14,368) ¥ / hardware types. Refresh | | Automated | UEFI Bootloader\
WARNING: all data of the removyible media will be erased. Prelnstall
Met boot
P SO From V10R2, the new flag was
sl Sy e added to set the System Boot
Generate node.cfg file as UEFI Mode.
Q) Already existent database file  C:\Usersiuser\Downloads\IPv6-Proxy-PRI-T1-osb-conl General
Already existent node.cfq Fil DNS 1: 192 . 168 . 100 . 4
At USB Stick will be created with -
System existing Config file (*.cfg). If option
Name Branch Network Configuration is selegted thgn Se(rvergl)\lamepand et
Hardware type: Interfaces are grayed out. Logical ID: 192.168.96,82
Hostname: IPv&-Proxy-PRI-T1 CMP URL 1: Marcraft:BG_RD_OSB_OSSBC:Proxy PRI_T1
Interface: LAN Interface . ‘ Disable interface CMP URL 2:
IPv4 address: 21 .21 .0 . 77
{ Change Branding Names and Logo |
IPv4 netmask: 255 .25 . 0 . O
Pv4 gateway: AT VAl sl W  “Change Branding Names
and Logo” is covered on
Enable IPv6 ) Branding section.
Configure LAN and WAN (If
IPv6 address: applicable/SBC). Note that each
interface  must be on separate
IRt rme. subc?ets. Coréﬁgure fWAN/LAN if SIBCf 7] Partitioned USE Stick
) —— Mode is used. Configure LAN only i oK Gancel
BRI fad0;2e::1 proxy mode is used, and WAN when \ ] \
on the SBC- Proxy or IPV6-Proxy
modes.
Note: Partitioned USB Stick must be

checked for IBM/LENOVO/FUJITSU
HW servers.

5. After filling in the required information press OK to create the USB Stick.

USB Stick Setup

[} WARNING: all partitions of the removable media will be deleted and a single FAT32 partition will created,
. Therefore, all data of the removable media will be erased. Do yvou really want to continue?

6. After the process is concluded the USB Stick can be removed and it will be ready for
installation.

Note: log from USB Stick setup tool is available on PC by selecting “Start”, “Run”, and “%TEMP%". Log name shows as
“usbsticksetup_(date).log”.
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4 Full Installation

Installation erases both backup and active partitions and overwrites them with existent SW in USB. The database
can be preserved if previously stored in USB stick. This option is only available if the USB stick is plugged in and the
system is booting from the USBstick.

Note: Option can be done from Local GUI only. (Not supported from CMP).

1. Restart OSB with USB connected.

2. Select the USB as the boot device during the power up sequence (F12).

3. Open the internet browser to the LAN IP (defined in the previous steps) via https:// and login as:
i. Username: administrator
ii. Password: Asd123!.

After login OSB will alert the user that OSB is running with USB stick.

Note: From V10R2, the Local GUI is optimized for current versions of Chrome, Edge and Firefox.
Please note that using IE or other browsers may lead to rendering errors and/or limited functionality.

Important: The OpenScape Branch platform is available in following languages: English, German and French
(starting from V10R2.1.0). You may choose the language of preference (English, German or French) before login.

e UptoV10OR1

Default loginme: administrator
Password: Asd123!.

OpenScape Branch
Management Portal

Note: keyboard layout is set to
US if connecting directly to
terminal (Monitor / Keyboard)

Copyright (c) Unify Software and Solutions GmbH & Co. KG 2015. Al rights reserved

Windows Internet Explorer @
! } ‘You are booting from USE stick{CDROM,

- 18
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e Starting from V10R2

Username: administrator

Password: Asd123!.

Unify OpenScape Branch

Management Portal

Unify Software and Solutions GmbH & Co. KG 2024. All rights reserved

4. GotoMaintenance >Install/Upgrade tab > Full “Install” option appears
(Note that option only shows when booting from USB stick).

Saise O 12 sarmperyrhy po change Mak e changen phrmanant by pisceg ey Changer on tha Garan pag.

VEFT Boncosder (LEFT Bua NOT ceswcoes|

Wi of oo Peviena (2.5) |2

[ngrad

Sofryssome | USE eck w

Dwr-hl

Note: From V10R1, there is a new option to select the number of code partitions to be created.

The default is 2 (one for the active version and other for the backup version).

From now on, it is possible to have until 5 partitions of code.

Despite the number of partitions selected, the number created can be below due to the disk size limitations.
For instance: you can select 5, but just 3 will be created.
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Note: From V10R2, the UEFI bootloader flag is available in the installation option. “UEFI Bios detected” or “UEFI Bios NOT detected”
message is displayed.

The UEFI bootloader flag could be activated in the USBsticksetup.

Please, pay attention to choose this option. The System Boot Mode must be configured correctly, otherwise the Server will not
boot from the Hard Drive.

5. Press the Install button to perform a full installation. All previous data in the system will be lost. If the USB stick has been created
with a Config/DB file then that will be applied during the installation. During the installation a progress bar indicates the progressing
of tasks.

() UEFI Bootoader (UEFI Bios NOT datected)
Number of Code Partitions (2.5) [5___|

Install

I Partition ‘ 0% Y
 Mew cocs not found |

Installation done (100%)
(Cancel |

Activate now ‘

6. Once finished, a popup window is displayed indiéating that the installation is completed. A request to remove the USB Stick is
displayed.

21.21.10.180 says

System installed. Press OK to reboot the system now.

7. Remove the USB stick and click OK. The system boots in about 3 minutes.

21.21.10.180 says

Please remove the USB stick before continuing.

8. Open the internet browser to the IP (defined in the previous steps) via https:// and login as shown:

-User Name: “administrator”
-Password: “Asd123!.”
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Note: No configuration changes are allowed for about 5-10 minutes while process manager checks if the system is stable.
If the check of installation fails, the system reboots to backup partition.
In case of a full installation and if both partitions are failing, a re-installation following the same procedure is required.

21.21.142.143 says

The process manager is working to ensure that the system is stable,

Please wait a few minutes and try again.

If the check of installation fails, the system will reboot to backup partition; in case of a full installation and both partitions are failing
then a re-installation using same procedure is required.

MNote: Administration for a standalone OpenScape Branch without CMP can be performed by the OpenScape Branch
Management Portal (Local GUI). Since the OpenScape Branch is normally protected by a firewall, a tunnel must be created to
allow administrative access. This tunneling capability is supported for VT and later releases of the OpenScape Branch.

To allow access to the Local GUI, a SSDP plug-in resides in the server software and can be enabled, dizabled and be monitored
via the Local GUIL S3DP provides a tunnel to the Local GUI from the OpenScape Branch device to the service technician's
workplace. The service technician work in a Secure Infrastructure for Remote Access (SIRA) environment.

How to activate it: Login to Local GUI > Maintenance & Diagnostics Tab > Enable SSDP = Apply Changes.

It may be necessary to configure the SSDP plug-in with an HTTP proxy server via the Axeda Deployment Utility so the SSDP
plug-in can contact the SSDP Enterprize Server.

9. If the configuration database has not been part of the USB stick, restore the configuration either by using the import function
and a saved configuration database (Local GUI > Maintenance > Import/Export > Import) or by entering the database manually.

5 Branding
Feature allows updating the Company Name, Product Name, TLA, and Logo.
Note: Feature applies to local GUI only.

@ Select O to temporarily store changes, Make your changes petmanent by selecting "Apply Changes' on the General page.

[ Settings | Branding Company Name: changes the Company Name that

is presented on Local GUI. Product Name: changes

the Product Name that is presented on Local GUI.

Company name |Unify Software and Solutions TLA: changes the Trademark License Agreement
that is presented on Local GUI.

Branding Settings

Product name | CpenScape Branch

TLA Copytight (€) Unify Saftware and Solutions GmbH & Ca, KG 2021, All rights reserved
Logo picture | default w | Import ] | Delete I

Logo picture: changes the Logo Picture that is presented on Local GUI for the login screen and title bar. The file must be a valid image
(png, jpg, gif) and should use the recommended dimension (160x40) for proper display and can not be larger than 50KB. After importing
logo, it is required to “Apply Changes” so that new logoshows.

Note regarding browser cache: Any changing user interface element may not be immediately visible on all versions of all supported
browsers. Browser reload discarding cache (usually Ctrl-F5) may be needed for updating the pages accordingly. Even clearing the
browsing history may beneeded.
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USB can be created using the updated Company Name, Product Name, TLA, and Logo so that Customized
Branding parameters can be used during Full Installation.

DS 2: |

Change Branding Mames and Logo |

Partitioned LISE Stick. ’ [l 4 ] [ Cancel l

Branding X

Company Name | nify Software and Solutions ]

Product Name | OpenScape Branch I

TLA I Copyright (c) Unify Software and Solutions GmbH & Co. KG 2021. All rl

Logo Picture File | ] owee
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6 OpenScape Voice (OSV) Configuration

Following configuration required in the OSV. All signaling will go through proxy.

1. OSB SIP Endpoint Configuration: create Sip Endpoint using CMP.

Configuration OpenScape Voice > BG > Members > Endpoints > Add

Note: If there is a GW behind the OSB Endpoint, then the OSB Endpoint must be set as an Associated

Endpoint in the GW.

Note: End Point Profile must be
created before adding End Points.
OpenScape Voice & BG & Profiles
Endpoint Profiles @& Add

General | SIP |
Type:

Signaling Address Type:

Endpoint Address:

Attributes

Attributes Aliases

General SIP

Zndpaint

@) Define the connection data of an endpaint, e.g. you may usefhis to add a gateway ta a switch.

Name: IBEM3250-IPF0
Remnark:

Registered: =2

Profile: EP2Z7

Branch Office:

Associated Endpoint:

Default Home DN

Port:

Routes Accounting

Transport protocol:

Best Effork SRTP suppork:

ANAT Support:

ey /SBC Best-ff

Static Registered.

ement: Addresq:

security

Set the Realm, L
LUy

Aliases Routes Accounting

IStatic -

[1P Address or FQDN =1

10.234.1.70
5060

TCP hd

IMIKE\‘JSDES 'I
IEnab\ed -

Note: On v6 or v7 OSV, the OSB endpoint should
NOT be configured as Trusted. The only need for
having this set to Trusted was for responding to
OPTIONS requests. With CQ207173 (V6 PS23)
and CQ207180 (V7 PS08) the OPTIONS requests
are not challenged anymore regardless whether
digest authentication is turned on or not.

Sel:0 | Items/Page: I--'"'

r

ajajofa

General sSIP Alia)

Attributes

Supporks SIP UPDATE Method For Display Updates

UPDATE for Confirmed Dialogs Supported

Send Praovisional response during session updates

Survivable Endpoint

SIP Proxy

R.ouke wia Proxy

Allow Proxy Bypass

Fublic/Cffnet Traffic

Accept Billing Mumber

Allow Sending of Insecure Referred-By Header

Required flags for Proxy Functionality.
Note: “Do not Send Invite without SDP”
attribute must NOT be selected on
OSB50i/0SB500i Integrated Gateway

O

Sel:0 | ItemsfPage: | 10

O &=

Trusted

OSB IP address must be configured for alias
(Port is optional. Ex 10.234.1.70:5060).
Note: if using OSB with Redundancy then
Alias should include Redundant IP and
Physical IP addresses for both OSB nodes.

Aliases

SIP Attributes Routes Accounting

@) vou can associate here afiases with a SIP Endpoint.

| all:1
Name

10.234.1.70

7

Configure Endpoint as trusted if Digest Authentication is used in the OSV and OSV version is older than (OSV6 PS23) or (OSV7 PS08).

1)"Scenario where Digest Authentication is enabled in the OSV but challenges are NOT desired for SIP requests on this OSB endpoint to the OSV". Configure
the Endpoint as "Trusted" for all ports. OSV parameter Srx/Sip/AuthTraverseViaHdrs can be set to "RtpFalse" since the Endpoint is configured as “Trusted" for all

ports and no challenges for requests on this Endpoint will be issued from the OSV with Digest Authentication enabled.

2) "Scenario where Digest Authentication is enabled in the OSV and challenges are desired for SIP requests on this OSB endpoint to the OSV". On the
A3100Endpoint, configure as "Trusted" only the specific SIP OPTIONS port which will be used to communicate with the OSV. OSV parameter
Srx/Sip/AuthTraverseViaHdrs is set to "RtpTrue" to traverse the header for the trusted port being used by OPTIONS. OSV will issue challenges for all SIP

OpenStequests on this Endpoint for ports which are not trusted (all except for the port using OPTIONS). Also make sure in the OSB configuration the SIP OPTIONS are

set to use this specific port as well (refer to Page 16).



2. Discover/Add Branch Office
Configuration > openScape Voice > Business Group > Branch Office List > Add

1) Select Add to discover Branch
Office.

2) Setup Branch Office Name
3)Select SIP endpoint created in
step 1 of OSV Configuration.

4) Select Appropriate NP and #E [DSVCLUSTERY6] - BGLoad - Add Branch Office
Ofﬂce COde' ) Here you can create a Branch Office, Representative Endpoint is mandat
5) Check OpenScape Branch

Flag General DID Pool Access Control List

seneral

Branch Office Name IBM3250-IF70 Select OSB

/ Endpoint
Representative Endpoint IBM3250IP70 t

Mumbering Plan MP_BiGLoad

i Eels (555) 8ag L] Note: Branch Office Flag
must be checked.

Routing Area

This is a Branch Office of type Openscape Branch

24
A31003-H81A0-M101-19-76A9, 24/07/2024

OpenScape Branch V10, Configuration Guide



7 OpenScape Branch Configuration

OpenScape Branch tab is used to configure Branches running on OpenScape Branch Hardware. OSB 6000
(Lenovo/IBM) Supports 6000 registered subscribers; OSB 1000 (Lenovo/IBM) supports 1000 registered
subscribers; OSB500i (Advantech 500i) supports 500 registered subscribers; OSB 50/250 supports 250

registered subscribers; OSB50i supports 80 subscribers; while OSB 50i A024/48 supports 24/48 FXS

ports.

Select Branch Office from Branch Office list.

| Maintenance

OpenScape Yoice

I User Management

| Openscape Branch |

RG8700

Unified Communications

CMpP

1%, OpenScape Branch Overview - 0SVCLUSTERY6

Use the Refresh selected button to update the status of selected OpenScape Branch appliances.
*“ To update the status of all OpenScape Branch appliances use the Refresh all button.

% Profiles list

4 1| Select Profile 9
[‘? Management

» Configuration

Administration

& Job Management

P Licensing

|+ | OSYCLUSTERY6 ¥
“f+ Branch Office list

“Is select Branch Office v

44 Management

» Configuration

Filter: | for [Branch office. ~| [ Go Clear

[[Menage ) [Local « ) [(Refreshselected | [Refreshall | [(add. | [(Edit. | [Delete |
Sebi0 | TeemsfPage: [ 100 (]| 434
O Branch Office ¢ IP Address Comm System Business Group Yersion Stat Mode Last Update
O .’é: Advantech_1.56 10.234.1.56 OSYCLUSTERVE  BG_MarkP W2R0,01.00 Build 11 Norrgal Proxy 2011/07/23 09:53:37
Bl i |saktsonill Wenile 0 QRYELLSTERYS. (EDHG Refresh status for selected Branch or Refresh all.
[ s boca0BZ0_TLS 10.234.1.20 OSYCLUSTERVE  TLSgalo Main Branch window allows changing of local
[] < bocacB21 BLS OSVCLUSTERY6  BGCA password for user assistant/administrator
[] “s bocaOBz2 OSBSDI 20.20.1.22 OSVCLUSTERYE  BGCA (depending on release) to connect to OSB.
O .’é‘: boca0B23_0SBS0i  20.20.4.23 OSVCLUSTERYE  BGCA
[] < boca0B 20 10.234.1.20 OSVCLUSTERVE  BGCA ¥2R0.01.00 Build 11 Normal Proxy  2011j07/2309:53:37

Help Link for sub section.

I

A

After selecting the Branch Office user has access to Statistics, Registered Subscribers, Backup link Status

(if enabled), and Link Status (OSB 50i/500i only). License Information is covered on Licensesection.

OpenScape Yoice

“# Pprofiles list

44/ select Profile v/

é?; Management
» Configuration
&3 Job Management

P Licensing

1| DSVCLUSTERY6 >
“f Branch Office list
“+| 0SBIP170 vi|

u@ Management

¥ Configuration

& aplarms

Logging

Media Server
Network Services
Security
Survivability
System

YolP

ACD

Auto Attendant
Integrated gateways
Phone Software

B HFIET AL DY

| OpenScape Branch |

RG8700

Unified Communications

1% General - DSVCLUSTERV6 - OSBIP170

@) Aggregated information and

Statistics

SIP Server

Licensing Information

First updated: ---

CMP

Apply Changes and Cancel
Changes selections.

Active Dialogs:
Requests In:

Requests Out:
Responses In:

Responses Out:

Last updated: ---

18622
5107
724
13462

Logical ID:  OSYCLUSTERV6:BGLoad:OSBIP170. Hw ID: M/A

License type
OpenScape Branch Base
OpenScape Branch Users
Auto Attendant feature
Backup ACD feature

SBC sessions

[ Refresh ] [ Device license update ] [ Configure
Configured Locally Configured Usage
1] a i}

o o i}
o 1] i}
o 1] i}
o o o

User can apply configuration changes by using “ApplyChanges”.
Note: Depending on the changes made some processes or even the entire system will restart. GUI will alert
user when restart is required.
Selecting “Cancel Changes” will revert back all changes since the last “Apply Changes”

2
(Bl chonges | | )
System Info
Registered subscribers: [ Show
Backup link status: [‘show....
Link status: Show...
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8 Network Services

User can configure network services using this menu. A pre-defined configuration of interfaces and default
gateway can be done using USB Stick Wizard.

Configuration > OpenScape Branch > Branch Office > Configuration > Network/Net Services > Settings

Administration
% Job Management
J General Settings

» Licensing

45 |Thrones v
-i‘: Branch Office list
“i*| BO_EvelynSBC v

444 Management

¥ Configuration
42 Local Dashboard
» System

1) Select

¥ Network/Net Services «——  Network/Net
= Services from
T4 Settings Configuration Menu

£ DNs
k& NTP

"l DHCP

*¥* Traffic Shaping
i qos
» VoIP

4" Features

v

Security
» Diagnostics & Logs
> Alarms
»

Maintenance
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1 Network /Net Services
) Select OK to temporarily store changes, Make your changes permanent by selecting Apply Changes' on the General page.

\ Settings | DNS NTP DHCP Traffic Shaping Qo8

Physical Metwork Interface
2) Window shows Interface IP.

Interface Enabled MTU|  Speed (Mbps)|  Duplex mode Note: Each subsection provides Help Links.
etho 1500 Auto AL Note: changes to Interface Network Services
ethl 1500 AT Kiito \(/jvilélarslgglre a system restart.EthO cannot be

Interface Configuration

LAN configuration

[ Add || Delete

Type Interface IP address Subnet mask VLAN tag UDP port TCP port. TLS port MTLS port
Main 1Pv4 eth0 30.30.045 255.255.0.0 (o] 5060 5060 5061 5161
WAN configuration
| Add || Delete
Type Interface IP address Subnet mask VLEN tag UDP port TCP port TLS port MTLS port
Main 1Pv4 ethl 25.25.045 255.255.255.0 \ o] 5060 5060 5061 C

VLAN: it is possible to configure VLAN by editing the interfaces.

1 - Routers should be already configured to use VLAN TAG

2 - The LAN address (interface 1) should not share the same subnet which VLAN is using. 3 — LAN interface requires a dummy
IP when VLAN is active.

Ex...

openbranch_lan: 10.90.0.253 255.255.240.0

openbranch_vlan: 10.200.0.29 255.255.240.0 200

openbranch_wan: 0.0.0.0 0.0.0.0

openbranch_gw: 10.200.0.1
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T Network/Net Services ?
@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

| settings || Dns | nTP || DHCP | Traffic Shaping | QoS

Physical Network Interface Window shows Interface IP.

Note: Each subsection provides Help
Interface Enabled | MTU Speed (Mbps) Duplex mode Links.
etho @ 1500 Auto Aita Note: changes to Interface Network A
Services will require a system
&l Al .
£ e 10 i ik restart.EthO cannot be disabled.

m

Interface Bonding -
checkbox for enabling the
creation of bonding groups
composed of multiple (at least
two) Ethernet interfaces.

Interface bonding
Interface Configuration ?
LAN configuration
 Add || Delete
Type | Interface | IP address Subnet mask VLAN tag | UDP port TCP port TLS port MTLS port
Main IPv4 eth 192.168.108.198 255.255.255.224 0 5060 5060 5061 5%
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8.1 Ethernet Interface Bonding

Ethernet Bonding provides the OSB user with the ability to create bonding groups composed of multiple (at least two)
Ethernet interfaces. Bonding groups are useful for providing added reliability or added bandwidth. A system that uses bonding
groups for reliability will typically use pairs of Ethernet ports, with each port being connected to different switch/router. A
system that uses bonding groups for added bandwidth will typically use pairs of Ethernet ports, with both ports being
connected to the same switch/router.

A bonding group shall consist of exactly two selected Ethernet interfacesports. If Interface bonding is enabled, then each row
of the lower table must have exactly two checkboxes checked before the screen can be saved by clicking OK.

If Interface bonding is checked, and any bonding group does not have two Ethernet interfaces ports assigned, then clicking
the OK button must result in an error message and the screen must remain open until the error is corrected.

Model Mode #Eth | #Bond | Notes
0SB 50 Proxy, Proxy ACD 2 1 bond0=ethO+eth1
0SB 50 SBC Proxy, Branch SBC 2 0 Bonding not supported in these modes.
0SB 50i Proxy, Proxy ACD, Proxy ATA 2 1 bondO=ethO+eth1
0SB 50i Gateway Only 2 1 bondO=ethO+eth1
0SB 50i SBC Proxy, Branch SBC 2 0 Bonding not supported in these modes.
0SB 250 | Proxy, Proxy ACD 2 1 bond0=ethO+eth1
0SB 250 | SBC Proxy, Branch SBC 2 0 Bonding not supported in these modes.
0SB 500i | Proxy, Proxy ACD 2 1 bondO=ethO+eth1
0SB 500i | Gateway Only 2 1 bondO=ethO+eth1
0SB 500i | SBC Proxy, Branch SBC 2 0 Bonding not supported in these modes.
0SB 1000 | Proxy, Proxy ACD 2 1 bond0O=eth0+eth1
bond0O=eth0+eth1 OR
0SB 1000 | Proxy, Proxy ACD 3 1 bond0=ethO+eth2
0SB 1000 | Proxy, Proxy ACD 4 1 bond0=eth0+(eth1 or eth2 or eth3)
Model Mode # Eth | # Bond | Notes
OSB 1000 | SBC Proxy, Branch SBC 2 0 Bonding not supported in these modes.
bond0O=ethO+eth2 OR
0SB 1000 | SBC Proxy, Branch SBC 3 1 bondl=ethl+eth2
bond0=eth0+(eth2 or eth3) AND/OR
0SB 1000 | SBC Proxy, Branch SBC 4 2 bondi1=eth1+(eth3 or eth2)
0SB 6000 | Proxy, Proxy ACD 2 1 bondO=ethO+eth1
bond0O=ethO+ethl OR
0SB 6000 | Proxy, Proxy ACD 3 1 bond0O=ethO+eth2
0SB 6000 | Proxy, Proxy ACD 4 1 bondO=eth0+(eth1 or eth2 or eth3)
0SB 6000 | SBC Proxy, Branch SBC 2 0 Bonding not supported in these modes.
bond0=ethO+eth2 OR
0SB 6000 | SBC Proxy, Branch SBC 3 1 bondl=ethl+eth2
bond0=eth0+(eth2 or eth3) AND/OR
0SB 6000 | SBC Proxy, Branch SBC 4 2 bond1=eth1+(eth3 or eth2)
29
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Example 1 - OSB with 2 ethernet ports (ethO, ethl))

Note:Bonding is allowed only when WAN is not configured or required (SBC modes).
Note:Bonding is restricted to the LAN (bond0). ethl must be enabled before selecting it to be part of a bonding group
(bond0).

Physical Network Interface

Interface Enabled | MTU Speed (Mbps) | Duplex mode |
ethd 1500 Auto Auto

4 I

nterface bonding
1

Baond interface

4 L

Interface Configuration
LAN configuration

Type | Interface | IP address Subnet maskl VLAN tag | upp portl TCP p
Main IPv4 { bondd ) 10.200.0.111 255.255.240.0 1] 5060 T
4| [T b

T Network/Het Services

) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

| settings | ons | wre || pHce | Traffic Shaping | Qos |

< | W 3

Routing

Default gateway address | 10.200.0.1
Default gateway IPvE address

Routing configuration

Row | Destination Gateway Netmask Interface |
1 10.201.35.78 10.200.0.34 255.255.240.0 b
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T Network/Net Services
@ select OK to temporarily store changes. Make your changes permanent by selecting "Apply Changes' on the General page.

settings | ons || wte | oHce || Traffic shaping || Qos |

General

Enable traffic shaping

Parent Default . Rate | Ceiling rate Burst L
Row Class ID | Interface Description burst mtu Priori
(Kbps)|  (kbps) | (Kbytes) i

4 I

T Network/Net Services ?
@) Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.
| Settings | ons || wrp | pHcp || Traffic Shaping || Qos |
?

QoS Settings

Enable QoS5
DSCP for SIP 28

DSCP for RTP |46

Example 2 - OSB with 4 ethernet ports (ethO, ethl,eth3,eth4))

Note: If OSB is configured in one of the SBC modes, a second bond group (bond1) will be available.
Note: If bond1 is available, ethl will not be allowed on LAN bond group (bond0). eth0 is not allowed on bond1 (if
present).

Note: eth2 and eth3 interfaces are enabled automatically when selected on bond group.

31
A31003-H81A0-M101-19-76A9, 24/07/2024
OpenScape Branch V10, Configuration Guide



T Network/HNet Services

| settings | Dus | wtP | DHCP | TrafficShaping | QoS |

@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

4

' nterface bonding
1

Baond interface

Interface Configuration

Physical Network Interface
Interface Enabled | MTU Speed (Mbps) | Duplex mode |
ethd 1500 Auto Auto
ethi 1500 Auto Auto
eth2 [l 1500 Auto Auto
eth3 1500 Auto Auto

P31003-H81A0-M101-18-76A9, 20/09/2023
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LAN configuration
Type | Interface | IP address Subnet maskl VLAN tag | upp portl TCP
Main IPv4 { bondn } 21.21.0.150 255.255.0.0 0 5060 "
4| m
WAN configuration
T\fpe‘ Interface‘ IP address 5uhn|:tmask‘ \l'l.Allﬁlg‘ L[Pport‘ TCP
Main IPw4 ethi 21.22.0.151 255.255.0.0 0 5060 i
1| 1 |
32



@ Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

|| Settings || ons || wre | oHCP || Traffic Shaping || M—?

Routing H

Default gateway address |21.21.0.1 |

Default gateway IPv6 address | |

Routing configuration

10.198.67.36 21.21.0.45

@ Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

| settings | ons | wve || ouce || Trafficshaping || Qs |

?

General

Enable traffic shaping
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T Network/Net Services

| Settings | DNS | WTP | DHCP | Traffic Shaping || QoS |

@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Qo5 Settings
Enable QoS
DSCP for SIP 25

DSCP for RTP 46

Protocol

I Network/Net Services

@) select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

JS-ett'llgs DNS | NTP || DHCP || Traffic Shaping || QoS |

Physical Netwark Interface
Interface Enabled | MTU Speed (Mbps) | Duplex mode |
eth 1500 Auto Auto o
ethl 1500 Auto Auto
ethz 1500 Auto Auto
eth3 1500 Auto Auto
] r
Interface bonding
1
Bond interface Enabled | Type | ethd | ethl | eﬂ\2| eth3 |
bondo 4 Redundancy ] ll 2 [ It
bond1 5 (Load sharing) ¢ 0 ] ‘ 3
] r
Interface Configuration
LAM configuration
Type | Interface | IP address Subnet mask VLAN tag UDF port TCP port| TLS port|
Main IPv4 ( bondd ) 21.21.0.150 255.255.0.0 0 5060 5060 5061 =
< m D
WAN configuration
Type ‘ Interface ‘ IP address Subnet mask VLAN Iﬁlg| UDF port‘ TCP port‘ TS port‘
Main IPv4 21.22.0.151 255.255.0.0 0 5080 5080 5061 k=
< I ] D
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g} Select OK to temporarily store changes. Make your changes permanent by selecting "Apply Changes' on the General page.

| settings || oms | wre || oce | Traffic shaping || Q.ﬁ_

Routing _

Default gateway address | 21.21.0.1 |

Default gateway IPv6 address | |

Routing configuration

@ Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.
‘mlmlmlmlrﬁlﬂtd' H@ﬁ—

General

o)

Enable traffic shaping
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T Network/Net Services ?

@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

| Settings || DNS | WTP | DHCP | TrafficShaping || QoS |

Qos Settings ?

Enable QoS

DSCP for SIP 26

DSCP for RTP 46

Protocol

Terminal (OSB with 4 ethernet ports (ethO, ethl, eth2, eth3) in SBC mode

lenovo:/home/administrator # cat /etc/sysconfig/network/ifcfg-ethO
BONDING MASTER=yes

BONDING MODULE OPTS="mode=active-backup miimon=100"
BONDING SLAVEO=sethO

BONDING SLAVEl=seth2

BOOTPROTO=static

MTU=1500

IPADDR=21.21.0.150

NETMASK=255.255.0.0

STARTMODE=auto

USERCONTROL=no

lenovo:/home/administrator # cat /etc/sysconfig/network/ifcfg-ethl
BONDING MASTER=yes

BONDING MODULE OPTS="mode=balance-rr miimon=100"
BONDING SLAVEO=sethl

BONDING SLAVEl=seth3

BOOTPROTO=static

MTU=1500

IPADDR=21.22.0.151

NETMASK=255.255.0.0

STARTMODE=auto

USERCONTROL=no

lenovo:/home/administrator
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lenovo:/home/administrator # ifconfig
ethO Link encap:Ethernet HWaddr 40:F2:E9:BB:E5:D0
inet addr:21.21.0.150 Bcast:21.21.255.255 Mask:255.255.0.0
inet6 addr: fe80::42f2:e9ff:febb:e5d0/64 Scope:Link
UP BROADCAST RUNNING MASTER MULTICAST MTU:1500 Metric:1
RX packets:3006 errors:0 dropped:0 overruns:0 frame:0
TX packets:559 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:266010 (259.7 Kb) TX bytes:56598 (55.2 Kb)

ethl Link encap:Ethernet HWaddr 40:F2:E9:BB:E5:D1
inet addr:21.22.0.151 Bcast:21.22.255.255 Mask:255.255.0.0
inet6 addr: fe80::42f2:e9ff:febb:e5d1/64 Scope:Link
UP BROADCAST RUNNING MASTER MULTICAST MTU:1500 Metric:1
RX packets:2696 errors:0 dropped:0 overruns:0 frame:0
TX packets:4 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:271177 (264.8 Kb) TX bytes:536 (536.0 Db)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:2498 errors:0 dropped:0 overruns:0 frame:0
TX packets:2498 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:1507596 (1.4 Mb) TX bytes:1507596 (1.4 Mb)

sethO Link encap:Ethernet HWaddr 40:F2:E9:BB:E5:D0
UP BROADCAST RUNNING SLAVE MULTICAST MTU:1500 Metric:1
RX packets:3006 errors:0 dropped:0 overruns:0 frame:0
TX packets:559 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:266010 (259.7 Kb) TX bytes:56598 (55.2 Kb)
Interrupt:16

sethl Link encap:Ethernet HWaddr 40:F2:E9:BB:E5:D1
UP BROADCAST RUNNING SLAVE MULTICAST MTU:1500 Metric:1
RX packets:2696 errors:0 dropped:0 overruns:0 frame:0
TX packets:4 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:271177 (264.8 Kb) TX bytes:536 (536.0 Db)
Interrupt:17

seth?2 Link encap:Ethernet HWaddr 40:F2:E9:BB:E5:D0
UP BROADCAST SLAVE MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
Interrupt:16

seth3 Link encap:Ethernet HWaddr 40:F2:E9:BB:E5:D1
UP BROADCAST SLAVE MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
Interrupt:17

32
P31003-H81A0-M101-18-76A9, 20/09/2023

OpenScape Branch V10, Configuration Guide



lenovo:/home/administrator #

% Network /Net Services
O Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.
] Settings | DNS NTP DHCP Traffic Shaping Qos

Routing

Default gateway address  25.25.0.1 Default GW IP Address for OSB

Routing configuration

Add |

~ Row Destination Gateway Netmask Interface 3) Routing Configuration allows user to configure
IP routes. Routing table is created and is possible
to configure the destination IP address, gateway IP
address, network mask and choose which

interface will be used to route the IP packets.

Redundancy
Enable redundancy Enable PRI/CAS redundancy  Failed links threshold Switchover without Link Check
Test Default ay instead of subscribers during failover
Interface IP addr Backup IP address  Virtual IP Address

Enable Redundancy — This flag enables the
redundancy and will be detailed in another section

[ ok can
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9 OSB IPV6 for Administration

OpenScape Branch can also support the OSB Administration Interface to be IPv6.

IPv6 and IPv4 to Gateways and SIP users
IPv4 or IPv6 connection to the data center
e |IPv4 or IPv6 for administration services

e OSB can be used as a GW-only for IPv6-SSP’s No dual Stack Support

(Interfaces LAN=IPv4 and WAN=IPv6)

Administrator

| P

or
e _"_IP‘JE
-__‘_‘}
OpenScape : Remote
Vaice %” Branch
| AN Pva_| IPv4
or & |
Naa IPV6 IPV6 . Gateway
Center it
SIP Users
v
PSTN

10 IPV6 Support for SIP Devices

This feature introduced the support of IPv6 from OSB only in Proxy Mode (LAN > IPv4 and WAN > IPv6) or
SBC-Proxy modes. First step is to enable WAN interface with the support of IPv6 on Settings Tab (under
Network/Net Services).

Configuration > OpenScape Branch > Branch Office > Configuration > Network/Net Services > Settings

Wi canfiguration

Add Delete

Type Interface IP address Subnet mask YLAN tag UDP part TCP part TLS part MTLS port lessaion

ain 1Py
Main admin

P31003-H8
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Second step is to determine the kind of connection with OSV, either IPv4 or IPv6 on Sip Server Settings (under
VOIP tab).

Configuration > OpenScape Branch > Branch Office > Configuration > VoIP > Sip Server Settings

Port and Signaling Settings Manipulation and Routing Error Codes Media

| Sip Server Settings |

General

Comm System Type

OPTIONS source port 5060

geo-separated -

IF Yersion Towards SIP Server | [Pyd

-

TPy

Enable path tagging

Branch behind SBC

Please note the following table that indicates the phone configuration whether it is operating with IPv4 or IPv6.

IP version Towards SIP Server

IP version from
phone to OSB

IPv4

IPv6

IPv4

SIP Gateway = OSB

SIP Server = OSV

SIP Registrar = OSV
Proxy failure — fallback to
OSV*

SIP Gateway = OSB
SIP Server = OSB
SIP Registrar = OSB
Proxy failure — no
fallback to OSV*

IPv6

SIP Gateway = OSB
SIP Server = OSB
SIP Registrar = OSB
Proxy failure — no

SIP Gateway = OSB

SIP Server = OSV

SIP Registrar = OSV
Proxy failure — fallback to

fallback to OSV* oSsv*

Note: It is not possible to configure both IPV6 and IPV4 for the same interface and no IPV6 administration

is supported at the moment.

*OSV/OSS fallback would be possible, for instance on a IPV6 phone and IPV4 OSV with fallback, the phone
configuration would be: SIP Server -> OSS OPv6/FQDN address, SIP Registrar -> OSSIPv6/FQDN address.
Notes: Check the OSS fallback configuration for further details and for duplex, use DNS SRV accordingly.
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OSB Proxy IP version to Data Center
IP version from IPv4 IPv6
GW Only/ATA to IPv4 | Outbound Proxy Outbound Proxy = OSB Proxy
OSB = OSB Proxy Node 1 Primary Node 1 Primary = OSB Proxy
= OSV Node 1 Node 1 Backup Node 1 Backup = <empty>
= OSV Node 2 Node 2 Node 2 Primary = <empty>
Primary = OSV Node 2 Node 2 Node 2 Backup = <empty>
Backup = OSV Node 1 Proxy Proxy failure — no fallback

The only way to get fallback in case of OSB Proxy failure is by means of an alternative route through an OS SBC.
In this case, the Node 1 Backup shall be configured with the OS SBC WAN IP address which shall also be using
IPv4.

11 OSB IPv6 support for SIP trunks

This feature introduces the communication with SIP Service Providers via IPv6. So additionally to Proxy Mode,
SBC Proxy supports IPv6 on its WAN side.

First step is the configuration of WAN interface with IPv6 (already mentioned above).

The flag “IP Version towards SIP server” will be grayed out with content value IPv4 (under VOIP&SIP Server
Settings).

Configuration @ OpenScape Branch @& Branch Office & Configuration & VoIP & Sip Server Settings

=} VOIP

) Select OK to tempoararily store changes. Make your changes permanent by selecting 'apply C

| Sip Server Settings Port and Signaling Settings rManipulation and Routing

General
Comim System Type geo-separated -
OPTIONS source port 3060

IP YYersion Towards SIP Server | IPved

According to the requirements, three topologies are supported for connection to IPv6 SSP.
For this reason it is allowed from now on to configure an SBC Proxy with IPv6 support as Gateway only.

Topology 1: OSB in SBC Proxy Mode (LAN IPv4, WAN IPv6) , SSP IPv6 , OSV IPv4

Topology 2: OSB_1 in SBC Proxy Mode (LAN IPv4, WAN IPv6) and Gateway Only, SSP IPv6 connected to
OSB_1, OSB_2 Proxy Mode (LAN IPv4, WAN IPv6) connected to OSB_1, OSV IPv6 connected to OSB_2,
external IPv4 phones

Topology 3: OSB_1 in SBC Proxy Mode (LAN IPv4, WAN IPv6) and Gateway Only, SSP IPv6 connected to
OSB_1, OSB_2 Proxy Mode (LAN IPv4, WAN IPv6) connected to OSB_1, OSV IPv4 connected to OSB_2,
external IPv6 phones
34
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by SSP” (SSP configuration) flag will be grayed out and the available Gateway/Trunk rules will be the following:
LAN — Integrated Gateway (only if 50i/500i HW).

WAN - SIP Service Provider

Furthermore the second OSB (OSB_2) mentioned on topologies 1 and 2 above will have a new option on
Gateway/Trunk Type “OSB with SSP”.

Gateway Configuration

1':} Gateway configuration provisioning,

General

Signaling address type IP address or FQDN -
Remote URL

Port 5060

Interface LaM -
Transport TCP -
mwapped port 9001

Routing prefix

Gateway,/Trunk type Rz -
3k/4k

Functional type Backup Link Server
Dynarnic Yideo Peer

Trunk profile Mediatrix
SE S0iS00i

DSE with SSP

Others

Output digit strip

FPeer 0SB
qu:uut digit add F'rl:l}{'y' AT
RG

Priority SIP Trunk
YoiceMail

Cperational Mode in OPTIONS Response
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12 Users/Password Recovery/Change

Configuration > OpenScape Branch > Branch Office > Configuration > Security > General > Passwords

Passwords

User name

Mew password

Change 1

administrator

Current password

Confirm new password

. Reset |

12.1 Users/Passwords
Default users/passwords for OSB:

User: administrator, Password: Asd123!.

User: service, Password: BFObpt@x
User: cdr, Password: MNY9$dta
User: ACD, Password: 3jMp!ee9

User: root, Password: T@R63dis
User: guest, Password: 1clENtk=

L

Passwords section allows user to

change Password.

Reset password defaults administrator

password back to Asd123!.

Note: password change applies immediately. It is
not required to select “Apply Changes” on main

OSB screen.

User: assistant, Password: 2GwN!gh4

Note: SSH access for root is disabled by default.

Default users rights/groups forOSB:

User Assistant | Local GUI sshisfip Groups Rights to Change/Reset
Passwords
guest Mo access Read only Mo access user guest
assistant Read and Write |Mo access sftp anly asmstgnt, All users.
sshlogin
cdr Mo access Mo access sftp only cdr, sshlogin - |cdr
Read only
(Fead and .
ACD Mo access Wiite far ACD ssh only user, sshlogin | ACD
pararmeters)
administrator  |Mo access Regd i selibily Feen user, sshlogin | All users.
Yiyrite only)
W, USEF,
: N Read and sshisftp (Read and |admin, Al
service 0 ACCESS Wiite VWrite) sshlngin, ugers.
agsistant
Read and sshisttp (Read and
root Mo access Wit Write) root All users.
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13 Administration Accounts

Administration accounts configuration for the firewall/routing settings of OSB.

Administrator Accounts can be created by pressing the Add button and the existing ones can be edited or
deleted using the Edit and Delete buttons.
Adding or editing launches the Administrator Account configuration window.

©  Security
@) Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.
| General f . Firewall | Message Rate Control RADIUS Tunnel Connections Denial of Service Mitigation
Certificates
[ Certificate management J
Administrator Accounts
Add || Edit || Delete
Change
User name | Administrative privilege | Password in Expires (days) ~ Enabled
first login
1 administrator Administrator B 99999 ¥
2 service Administrator | 99939 )
3 quest Read Only [} 99939 [}
4 assistant Administrator [ 99999 ¥
5 redundancy Read Only [} 99939 |
6 newlserl Network and Security Administrator | 99999 ]
Administrator Account

@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Administrator Profile
Account Enabled
User name usuario02
Password essesees
Confirm password sscssese
Privilege i
Expires {days) 99999 ‘, Administrator
] ssHlogin | Network Administrator
Change Password in first login SRR AR
| Network and Security Administrator
| Read Only |
@ Cancel
37
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Administrator Profile

Account enabled - This flag is used to grant login r Management Portal) to
users.Enabled by default.
The flag is disabled & grayed out for assistant & redundancy u

User Name - User name of the Administrator account. Password - The password for
the Administrator account user Confirm Password - Confirm & verify the Administrator
ac password.

Privilege - Administrative privileges. Possible values: Network Administrator, Security
Administrator, Networ Administrator, Read Only.

Expires (days) - The password expiration timeslot. Possible v SSH login - Login to the
Linux open source application that exchanged using a secure channel between two
networked d by default.

Change password in first login - When adding a new u Password in first login is
enabled by default, & the Expires p 99999, meaning the password will not expire.

NOTE:

Only user root has the privilege to change the password of other users without knowing
the current password.

Users with privileges “Administrator’, “Security Administrator” and “Network and
Security Administrator” are able to define the password of other users only when adding
the user.

After that, only the user itself can change the password providing the current and new
password.

14 Radius

OpenScape Branch supports Radius Authentication and Accounting which provides a way of identifying a user
before allowing access to aclient.

Note: RADIUS is supported with redundant OSBs. Users on each physical OSB are authenticated via RADIUS so
the physical IP addresses of each of the OSBs (not the Virtual IP) must be configured in the RADIUS servers.
Configuration > OpenScape Branch > Branch Office > Configuration > Security > Radius

Note: different applications allow different numbers of characters in a username. CLI allows 44, while SSH and
HTTPS allow 254. It is recommended that the customer limits his/her usernames to 44 characters on all three
applications.

15 SSHwith PKI and Certificate files for WEB Server

Mechanism that allows external users to log into other systems, such as PCs or other Linux servers, to execute
scripts or other commands on an OpenScape Branch without having to explicitly log into the OpenScape Branch
using a password. This is done by storing the external user’s public key onthe OpenScape Branch.

To configure a PKI for SSH the following steps shall be executed:

¢ Enable PKI Configuration;

¢ Open the PKI Configuration screen;

e Click on the Add button;

¢ Select the internal user (administrator or service) to which the key will be associated;
¢ Select the public key file and click to import it;

o Apply the configuration.
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) Select OK to temporarily store changes. Make your changes permanent by selecting '#pply Changes' on the General page.

General | Firewall | Message Rate Control || RADIUS || Tunnel Connections || Denial of Service Mitigation |

-BApkeEees Note: internal accounts “assistant” and “redundant” users must not be 2
M eriabie RADIUS created on Radius server.
Address: Port: Secret: Timeout (sec):
Server 1: | 10.234.2.230 | |radus | [esessssssssssssssces 1[a
Server 2: | 10.234.2.231 | | radius [ |ssssssssssssssss ‘ ‘3 |
[ Erable RADIUS Authentication Enable Radius: enables RADIUS Server feature.

IP Address/FQDN: Two RADIUS Servers IPs/FQDNs can be configured in the fields "Server
1" and "Server2". Server 2 is optional.
Port: 0-65535 or radius (1812/1813).

apply To: ¥ cir SsH WEB

[¥] Enable RADIUS Accounting Note: Port number for accounting is hard-coded to be the next value up from the authentication
. 0 0 port number (ex. if the authentication port number is 2115, then the accounting port number
PP ToRMGT e R will be 2116). If the user does not provide the port number for authentication, The RADIUS

feature looks up the 'radius' and 'radius-acct' entries in /etc/services and uses those values.
Secret: used to authenticate radius requests. A string with 16 characters is mandatory. It can
consist of upper or lower case letters, digits, or special characters. Special characters can be
any of the following set: ~!@#$%"&*()_+|\=-"{}[:";<>?/.,

Note: secret 2 must be configured if Server2 IP/FQDN is configured.

Timeout: how long the OpenScape Branch will wait for a response from Server. Note: A

timeout of 1 or 2 seconds must be avoided in networks with high delays.

In case of a timeout or other network problem then the local authentication will be used

Note: Use of the 'su’ command
performs local authentication (CLI
and SSH only).

Services will use RADIUS for user authentication and accounting:

CLI - controls the users connected directly to a terminal
SSH - controls the users using a Secure Shell Client and
WEB - controls the users using an Internet Browser.

[ RD-OSB-50i-20 - Add/Update Public Key - Google Chrome

A Not secure | https://21.21.0.9/AddUpdatePki.htmi?writeCounter=1

Add/Update Public Key

(i) Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

Associated Internal User Name:
Public Key File:

[choose i | o e cosen
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16 Utilities (Reboot +VersionInformation)

User can restart system to current or backup partition. It is also possible to show software information. (Health
Check and Configuration Export/Import is covered later on)
Configuration > OpenScape Branch > Branch Office > Configuration > Maintenance > Restart

) System maintenance - configuration import/export, installation/upgrade, systerm restart,

1 Import /Export H Install/Upgrade M Restart }‘—W

[ Restart ] [ Restart to backup ] [ Flle system repair J

1) Restart allows user to restart and stay on
current partition or restart to the backup partition.
Note: latest active configuration is applied after

restart. =
| Close l

Configuration & OpenScape Branch & Branch Office & Configuration & local Dashboard

) BO_EvelynSBC - Software Component Yiewer - Mozilla

@ Fitips://25.25.0,45/swComporentviewer htmizinfo=currentSwired

@) Current software components instaled on the system.

V8 R1.02.00
0sb-08.01.02.00-1

- 2015-Jul-03 16:15:04
- Version VA.00.02
First

[}

I}

sw=mediaserver 7.1 0.16.0-719

e ‘n-n»-il-«nl

2) Software Version for system can be viewed.
3) Internal Software version for Active/Backup
Partition is also available
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17 Time Settings/NTP

User can configure NTP server and time settings under Network Services. Configuration > OpenScape Branch
> Branch Office > Configuration > Network/Net Services > NTP.

E = NTP tab provides Date & Time
T+ HNetwork/Net Services Settings as well as Local NTP

Server
@) Select OK to temporarily store changes. Make your changes permanent by sele

Settings =~ DNS | NTP | TrafficShaping =~ QoS

NTP Settings
Region Timezone
Asia [»| | (GMT +07:00) Jakarta =

\ Drop list with the available

Regions that relates to the
Timezones in the selected
region.

(V| Enable local NTP server

@ Manual configuration

Date 02.26.2019 Time 16:20 ' Appl;
Synchronize with NTP server
NTP server lliAdid ] | Synchronize now

192,168.100.4 D

Time Zone: select Time Zone from Drop
down menu.

Manual Configuration - Date/Time: set
the Date/Time manually.

Synchronize with NTP server: will define a

server for automatic adjustments
NTP Server: IP address for NTP Server.

Enable Local NTP Server - SBC will act as NTP

e o e B Note: Some changes will require a system

restart.

NOTE: Up to three DNS Servers can be configured.
If IPV6 is enabled, NTP Server can be an IPV6 address.

NOTE: If Redundancy is active, system will use physical IP for NTP queries. So, for slave synchronization the
physical IP of both Master and Slave OpenScape SBC must be added to NTP Server firewall list.
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18 VOIP Configuration

User can configure VOIP parameters. Some configuration changes will cause the SIP server to restart, active and
ongoing calls may fail.
Configuration > OpenScape Branch > Branch Office > Configuration > VolP

18.1. PROXY Mode
18.2.  SIP Server Configuration

User has to configure OpenScape Branch mode under System configuration: Note: changes to OpenScape
Branch mode require a system restart.

Configuration > OpenScape Branch > Branch Office > Configuration > System > Settings

v %
‘3¢ _Branch Office list ) BO_EvelynLoad - System - Mozilla Firefox
“Fe | BO_Evelyntoad

v
?‘.‘:‘f e ,ﬁ htips:f/21.21.25. 170/systemConfiguration. htmltabld=systemTab&raedirected=truek main=tueBXHLP =https: /10, 100,123
¥ Configuration F# System
@ Local Dashboard ) Select OK to temporarily store changes. Make your chandes permanent by selecting pplv Chanaes' on the General page,
¥ System —_—
- | settings || Licenses | Branding 1) Select OSB Mode (Branch SBC, SBC Proxy,
# settings S —cag) B i Proxy, and Proxy ACD) using General Tab.
# Licenses General Note: SBC-Proxy is used when OSB is connected to
[ Branding \(/DVSA\,<I on LAN side and SIP Service Provider on
> Network /Net Services Branch Mode  Proxy v ’
> VolpP Hostname  FUITSU-S7-Evelyn Gateway Only feature can only be enabled for 500i and 50i
4 Features Systems, including Proxy ATA, on SBC-Proxy and SSPs with
. Domain name  unify.com IPV6 too.
> Security
i i [ Gateway oni
» Diggnostcs &1 ogo R Country to default the hookflash timers, ring
> Alarms . cadence and tone frequency. It applies to
Country Configuration
> Kitintenance Integrated Gateway and to ACD/AA features.
Country  United States / North America v ‘ Country configuration J
Administration

StandAlone mode Activation - is under the System Tab, "Enable StandAlone Mode" flag will reboot the system and
check for the proper license
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=
& b#ess: //25.25.0.45/systemConfiguration.html ?tabld =systemTab

%! Watchdog expiry timer | Watchdog information

‘Watchdog expiry timer 1 min Y

# System c?
@) Select OK to temporarily store changes. Make your changes permanent by selecting ‘4pply Changes' on the General page.
J Settings | ’ License H Branding \
General ?
Branch mode | SBC-Proxy v «&——  SBC-Proxy Only - This is the only
mode supported for the
Hostname  |50DP245A standalone
Domain name | unify,com
& Gateway only Set the Standalone Mode to
/ configure this operation
¥ Enable Standalone Mode mode.
Country configuration 7
Country | Brazil v [ Country configuration ]
Administration ?
Session expiry timer 3 hours ¥
Default language English v
‘Watchdog Configuration ?

ok | [ cancel
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And OSV nodes will be configured under VOIP/general.
Configuration & OpenScape Branch & Branch Office & Configuration & VoIP & Sip Server Settings

o) VoIP

) Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

Sip Server Settings \

General

Comm System Type
OPTIONS source port

IP Version Towards SIP Server

[] Enable

Synch
[ \isable

Branch behind S
Branch behind NA

Port and Signaling Settings
OSV.

Simplex ¥

2) Comm System Mode: Simplex: single node

Collocated: OSV cluster in the same location or
VLANS or Geo-Separated (?)

5062

path

Branch beninad NAT: Checked Tor a branch
whose ip address is not static but subject to
dynamic change. When this is checked, then
the branch shall use its "Logical Branch office
ID as Logical-Endpoint ID to be encrypted in
the OPTIONS sent to OSS

covered on Proxy ATA and GatewayOnly
appendixes

subscriber data

Note: Outbound Proxy and Path Tagging are

notificationin s

Ubscriber TransportType Security

'd'serveg | Load Balance Mapping Table 7‘\

Outhgdnd Proxy

Erlable

Target

Outbound proxy

SRY\record

SRV record

Node 2

Target type

Primary server

Backup server

SRY record

outbound proxy
type Binding v
21.21.31.10 Transport | TLS

Transport

Transport | TLS

r 4) Nodel/Node2: Nodel:
Depending on OSV mode
configure  the appropriate
Primary/Backup SIP Server
IP/FQDN, Transport, and Port.
Node2: Depending on OSV
mode configure the
appropriate PrimarP//Backle\F
SIP Server P/FQDN,
Transport, and Port.

& Other Trusted Servers 2

) Other trustad servers provisionng

Add Delete
RoW 1P address or FQDN Transport
1 10.100.123.64 Tce
2 5060 TP

Other Trusted Servers: Edits the list of trusted SIP
Servers from which Requests can be accepted.
Note: List should include only IPs from trusted
servers, not gateways, phones and others.
Configured Nodes 1/2 IPs are considered trusted
already.

Pq

v | Port 5061

3) Target Type:

Binding: Nodel/Node2 (depending on OSV mode)
have to be configured with IP or
FQDN/Transport/Port. SRV record is grayed-out.
SRV Record: DNS SRV Record query searches
addresses automatically using respective Transport.
Priority will apply according to network configuration.

Port

Port

Transport

5) After changes are done select OK and
Apply Changes on previous Window.

Branch behind SBC: When checked, indicates whether
the Branch is behind a 3rd party Centralized Session
Border Controller or, when not checked, directly
connected to the Comm System or behind an OpenScape
SBC. This is required by some third party SBCs to
uniquely identify the subscribers/gateways behind the
branch. If the OSB is configured with IP, the IP address
will be visible using this flag.

vy
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TCP/UDP/TLS OSV Mode MTLS

Simplex
sipsm1_vip Node 1 sipsm3_vip
Collocated
sipsm1_vip Node 1 sipsm3_vip
sipsm2_vip Node 2 sipsm4_vip
Geo-Separated
sipsm1_vip Node 1 Primary Server sipsm3_vip
sipsm2_vip Node 1 Secondary Server sipsm4_vip
sipsm2_vip Node 2 Primary Server sipsm4_vip
sipsm1_vip Node 2 Secondary Server sipsm3_vip

Note: In case the OSV is configured with the same IP address for TLS and MTLS (sipsm1_vip = sipsm3_vip, sipsm2_vip =
sipsm4_vip) then use the MTLS port 5161 instead of 5061
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18.3. Codecs Configuration

Configuration > OpenScape Branch > Branch Office > Configuration > Features > Codecs

The support of different codecs for Integrated gateway and Media server calls require the following
configurations:

In this first section user has to select which codecs will be available under “Enable Codec Support for
Transcoding”

F FUJITSU-S7-Evelyn - Features - Mozilla Firefox
& htps://21.21.25.170/features html

) FUJITSU-S7-Evelyn - Available Codecs - Mozilla Fird

| @ htips://21,21.25.170/codecs

) Select codecs.
fé By default the Codecs
Enable [ Codecs‘

G711A, G711U and
G71IABKHz-64K5Ps | 5759 are enabled
7118 ke~ 64 kbps

G7228kHz-64kbps | The codecs G711A,
67221 16 kHz - 24kbps | G711U cannot be
67221 16 kHz - 3kbps | disabled

G7221C 32 kHz - 24Kbps

67221C 32 kHz - 32Kbps

G729 8kHz - Bkbps
OPUS 48 kHz - Variable
ILBC 8 kHz - Variable
ISAC 16 kHz - Variable

=3

3]

OO00ROOOOOK

Codecs: List applies when OSB is acting as
B2BUA (Ex. AA, ACD, MLHG,)

During normal operation, the SDP is negotiated
between endpoints so other codecs (ex. 729)
are supported. Also valid for SBC modes and
LAN-WAN transcoding.

Second step is to add these codecs on Media profiles. Please note that only codecs that are enabled appear as
an option on Media Profile configuration.
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Configuration > OpenScape Branch > Branch Office > Configuration > VoIP > Media

In this section user will enable the profiles and select the codecs and order of codecs that will be used.

) vOoIP

Media Handing

[T]  Allow multiple media ines for the same media type

Medlia profile
Media Profiles
Profile name Codecs
default
igw_lan G711U,G711A,G729
b2bua_profie G711U,G711A
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) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

8ip Server Settings Port and Signaling Settings Manipulation and Routing Error Codes || Media |

Media Profile in use and media

profiles available.
LAN Media Configuration
User has to Edit the profiles and

select the codecs priorities

Media protocol Key exchange method
Strict Pass-Thru none
Strict Pass-Thru none
RTP orly none
47
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Jd Media Profile

) Select OK to tempararily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.
General

Name

Media protocol - Strict Pass-Thru -
SRTP configuration

SRTP crypto context negatiation none
Mark SRTP Call-leg a5 Secure
Single m-line SRTP

Enable DTLS

Codec configuration

Allow unconfigured codecs
Enforce codec priority in profile
Send Telephony Event in Invite without SDP

Packetization interval  auto A

Codec G722 8 kHz - 64 kbps - Add
© Hz - 64 kbps
G7221 16 kHz - 24kbps
G7221 16 kHz - 32kbps
G7221C 32 kHz - 24Kbps
G7221C 32 kHz - 32Kbps

Priority Codec Mame

1 G711 8 kHz - 64 kbps

2 G7114 8 kHz - 64 kbps
Flags:

Allow Unconfigured Codecs: If enabled, even when a codec is not in the list of supported codecs on the igw_profile,
the OSB will accept it and use it for transcoding.

Note: The "Enable Codec Support for Transcoding" flag was originally used for codec transcoding between the
LAN/WAN from a Branch-SBC or SBC Proxy, but it is also needed to support the transcoding for Integrated Gateway
and Media Server.
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18.4. RTP Configuration

Administration -> VoIP -> Media -> RTP

RTP configuration is enabled if Integrated Gateway is enabled.

RTR
RTCP interval(ms): Represents the period of time in milliseconds between RTCP
reports.

RTCP interval {ms) tood | RTP protection: enable/disable strict RTP protection.

Jitter buffer: enable/disable the jitter buffer.
JB minimum delay (ms): Length of the jitter buffer in milliseconds. Range from 0 to
300. JB Minimum Delay cannot be higher than JB Maximum Delay. This field is

[T RTP protection

[T Jitter buffer configurable only if Jitter buffer is enabled.
JB maximum delay (ms): The maximum delay before the jitter buffer is
JE minimum delay {ms) 20 resynchronized discarding the packets inside the jitter buffer. Range from 0 and 500.

JB Maximum Delay must be higher than JB Minimum Delay. This field is configurable
only if Jitter buffer is enabled.

Implementation: This field is used to configure the jitter buffer implementation. The
possible values are Fixed or Adaptive. It is enabled if Jitter buffer is enabled.

JB maximum delay {ms) 150

. —1 Packetization time (ms): The interval between the RTP packets. Allowed values are
Implementation Fixed | 10 20 and 30 ms
Packetization time {ms) 20 [Dtmf Forward Twist (dB): Sets the maximum threshold in the forward twist for the
DTMF to be detected by OSB. Dtmf Forward Twist is the difference in dB between
Dtmf Forward Twist {dB) Is row (lower frequency) and column (higher frequency) energies for dtmf frequencies,
when column energy is greater than the row energy. This value should be adjusted
Ditmf Reverse Twist {dB) |4_ only if DTMF are not being correctly detected or voice is being wrongly detected as
DTMF.
[¥  Enable RFC 2833 support Available options:4,5,6,7,8,9,10
Default value:8 dB
[T Cancel DCTMF transmission on reinvite
Dtmf reverse Twist (dB): Sets the maximum threshold in reverse twist for the DTMF
[T Use Restrict V29 FAX Frequency to be detected by OSB. Dtmf Reverse Twist is the difference in dB between row
(lower frequency) and column (higher frequency) energies for dtmf frequencies, when
row energy is greater than the column energy. This value should be adjusted only if
DTMF are not being correcly detected or voice is being wrongly detected as DTMF.

Available options:4,5,6,7,8,9,10
Default value:4 dB

NOTE: If country is United States/North America or United States Circa
1950/North America the default value of DTMF Reverse Twist is 9dB

Enable RFC 2833 support: Enables RFC2833 support for sending DTMF digits. If
the flag is enabled, the user of RFC will be negotiated between parties. If the flag is
disabled, DTMF digits are transmitted inband. This flag can only be set if “Enable
RFC2833 Support” is set. Default is disabled.

Cancel DTMF transmission on reinvite: Disabled by default. Stop an ongoing RTP
Event, sending DTMF digit, if media renegotiation unhold is requested. This flag can
only be set if Enable RFC2833 Support is set

Send DTMF end using ptime: When enabled, this flag will send the three DTMF
END (final) packets using the ptime interval between them, otherwise the three
DTMF end (final) packets will be sent in a burst at same time. Set this flag if any
DTMF end packets are being lost.

Use Restrict V29 FAX Frequency: Changes V29 Fax carrier frequency tolerance
from 2Hz to 1Hz.
This flag must be set only if after a V29-9600 training or page transmission a V21
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18.5.

Timers and Thresholds

User can configure Timers & Thresholds to detect OSV nodefailures.
Timers & Thresholds: Survivability Provider settings to determine how fast the OSB detects and reacts toa node

failure, and how often it checks the connection.

Configuration > OpenScape Branch > Branch Office > Configuration > VoIP > Sip Server Settings

Failure Threshold (pings): number of failure attempts counted
before considering a node failure (Range 1-10)

Success Threshold (pings): number of positive responses before
considering node is active (Range 1-10).

Transition Mode Threshold: number of failure attempts counted

Options Interval (sec): keep alive interval to
send options to SIP Server. (Range 10 - 300).

Options Timeout (sec): timeout when waiting
for 2000K from SIP Server (Range 1 - 32).

Notification Rate: Number of notifications per

before switching to Survivability Mode (Set transition mode sec after state transition. Disabled in Proxy

threshold to 0 if this mode is not required). ACD Mode.

Timers and Thresholds

Failure threshold (pings) 2 OPTIONS interval (sec) 20

Success threshold {pings) 1 OPTIONS timeout (sec) 4

Transition mode threshold (pings) 1 Notification rate {per sec) 10

Clustered Nodes settings

Ping Method OPTIONS v OPTIONS interval (sec) 20

Failure threshold (pings) 2

OSV Timer/Threshold Examples
N - e Note: Calls must be cleared

Settings: @ RIS oS @lolss . . manually from each side after
Fai|uregThresho|d 5 not apply in Proxy ACD Se_ttlngs. . switching modes (NM to SM).
(pings) - mode. Failure Threshold = 2 (pings)

pings

OPTIONS interval = 60 (sec)
OPTIONS request Timeout = 4 (sec) Transition Mode
Threshold = 1 (pings)

Scenariol (Going to Survivability Mode): normal
OPTIONS 4s (first timeout/fail) OPTIONS fast ping 4s
OPTIONS fast ping 4s (failure threshold - 2 fast
pings) TRANSITION 60s (ping interval)

OPTIONS transition 4s (transition threshold)

Total: 76seconds

OPTIONS interval = 60 (sec)
OPTIONS request Timeout = 4 (sec) Transition Mode
Threshold = 2 (pings)

Scenario2 (Going to Survivability Mode): normal
OPTIONS 4s (first timeout/fail) OPTIONS fast ping 4s
OPTIONS fast ping 4s (failure threshold - 2 fastpings)
TRANSITION 60s (ping interval)

OPTIONS transition 4s (transition threshold) TRANSITION
60s (ping interval)

OPTIONS transition 4s (transition threshold)

Total: 140seconds

Going to Normal Mode: Any time between 0 to 64
(Options + timeout) seconds OSB will go back toNM

Going to Normal Mode: Any time between 0 to 64 (Options

+ timeout) seconds OSB will go back to NM

Note for going to Survivability Mode scenarios: Timer Total example shows from the time Option is sentand
not responded. Transition time could be longer depending when last Option was responded by OSV.
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18.6.  SIP Manipulation, Office Code Mapping and Gateways

Configuration for SIP Manipulation (Survivability Mode), Office Code Mapping (Survivability Mode and Normal
Mode) and Routing (Survivability Mode) are located under VOIP Menu and Manipulation and Routing Tab.

Configuration > OpenScape Branch > Branch Office > Configuration > VolP > Manipulation and Routing

18.7.  SIP Manipulation Provisioning

Allows user to change SIP headers during Survivability Mode (except from an Emergency Number). Rules priority
applies for best match from left to right.

Note: after save in Sip Manipulation Window user has to Apply Changes for them to commit. Apply Changes for Sip
Manipulation requires SipServer to be restarted. Call processing will be affected temporarily.

Match Digits: digits Header: SIP Header used for digit manipulation Add Prefix: place digits in
dialed (called number) will (R-URI /From/PAI/PPI/Diversion). front on Header.
be compared against. Delete/Insert Position: position where to make Replace All With: All digits will
Match Position: start change be replaced on Header. 2
compare of Match Digits
lake your changes permanent by sgléting Apply Changes' on the General page.

at this position.

ing Settings || WMianiipuliation al cI Ro! in97 Error Codes Media
SIP Manipulation )
| Add || Delete
R Bu = Delete/finsert

oW Match digits Match position Match length Header position Number of digits to delete Insert digits Add prefix Replace all with Call type

1 53 4 R-URT 5558880000 Al

2 561719 o R-URI 6 Al

3 305 0 R-URT 1 2 44 Al

4 555888 0o R-URID (3 SIP-SIP

Delete Digits: Number of Note: Call type different than “All” can
digits to be removed. only be configured for FROM Header.
Insert Digits: place digits
at position.

a)Row1: match 53 to the called number starting on digits position 4 (Count 0 through 4 from the left of the called number). If match replace all digits
with 5558880000

Dial 7777535000 B match (Position 4), after Translation 5558880000.

b)Row2: match 561719 to the called number starting on digit position 0. If match delete 6 digits and prefix 555888.

Dial 5617195200 @ match (Position 0), after Translation 5558885200

c)Row3: match 305 to the called number starting on digit position 0. If match delete 2 digits from position 1 and then append 44. User Dials
3053333240 & match (Position 0), after Translation 3443333240.

d) Row4: match 555888 to the calling number starting on digit position 0. If match, delete 555888 for SIP to SIP only. User Calling Number
5558885246 B match (Position 0), after Translation 5246 if a SIP-SIP call was made.
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Note: is possible to add a + in the From Header (if needed for certain GWs, ex. HiPath 3000). Example: Match digits: 4, Match position: 0,
Header: From, Add prefix: +. This configuration is needed for HiPath 3000/4000 so that the Gateway is able to interpret the called party number as
international number. +on R-URI should be removed aswell.

A new field called “Match length” is added.

modified
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18.8.  Office Code Mapping

Configuration allows a customer to set up extension dialing across office codes defined on the same branch
(Survivability Mode), and to establish source-based routing whereby a calling party number is used as the key
for determining which outgoing gateway is used (Survivability Mode or Survivability/Normal Modes).
Configuration > OpenScape Branch > Branch Office > Configuration > VolP > Manipulation and Routing

o) VoIP
) Select OK to temporarily store chariges. Make your changes permanent by selecting 'pply Changes' on the General page.

Sip Server Settings Port and Signaling Settings || Manipulation and Routing | Error Codes Media

hficeGodes Enable Source Based Routing in Normal Mode:

flag enables source based routing for Normal Mode
(Survivability is enabled by default if match is found
on Office Code Mapping table).

Enable source-based routing in Normal Mode

Add || Edit || Delete |

Row |« SN range Office code Destination prefix | Insert office code
1 6800 - 7000 55113817 *B89 on

SN Range: subscriber numbers can be added as a range using a dash (ex. 3100 — 3350) or as a single number (ex. 3388).

Notel: duplicate subscriber numbers within the same or different ranges are not allowed.

Office Code: maximum of 14 digits [0-9] can be entered (Country Code, Area Code, and Exchange Code grouped together). This
field is only usedin Survivability Mode.

Destination Prefix: stores a single destination prefix that identifies which outgoing GW/TKG/SSP should be used to route external
calls from an extension (Routing Prefix on GW Provisioning Table).

Insert Office Code: when set, will cause the new “Office Code” function to insert the office code of the called party into the R-URI.
This field gives the user the ability to choose between using the Office Code function or SIP Manipulation to adjust the R-URI. This
field is only used in Survivability mode.

Note: Office Code and/or Destination Prefix are required.

In Normal Mode, the OSV is responsible for SIP Manipulation, while the OSB handles gateway selectionand
Type of Number (TON) handling. The OSV will also be responsible for prefixing a dialed subscriber number with
an office code.

In Survivable Mode, the OSB is responsible for SIP Manipulation, gateway selection, and Type of Number
(TON) handling.

18.9. Extension Dialing Across Office Codes

Feature support of multiple office codes on a single OSB while allowing the subscribers in the different office
codes to dial each other by using an extension number. This is useful in cases where a customer has multiple
physical branches that only have a few subscribers using different office codes.

Normal Mode

In Normal mode, extension dialing across office codes is accomplished by configuring Prefix Access Codes in
the OSV for each extension number. The rules for each PAC entry will result inthe applicable Office Code being
inserted into the called party number (R-URI). This is necessary to ensure that the full called party number is
available for destination handling.

Survivable Mode

In Survivable Mode, the Office Code table is used to look up the Office Code associated with a called party
number, when that called party number is dialed as an extension. OSB performs a lookup of the called party
number to determine if the number can be found in the Office Code table. If the number is found, then the office
code that applies to it is copied from the Office Code table and inserted into the R-URI. If the table lookup yields
no matching entry then processing will continue without any modification to the R-URI (this corresponds with
currentbehavior).

53
P31003-H81A0-M101-18-76A9, 20/09/2023

OpenScape Branch V10, Configuration Guide



18.10. Source-Based Routing

Feature supports routing of outgoing calls to the PSTN over facilities that are associated with the calling party,
rather than the called party (Regular OSB mechanism). This is useful in cases where a customer has multiple
physical branches that only have a few subscribers. The physical branches may be in geographically dispersed
locations, hence requiring different trunk facilities to carry the PSTN traffic.

Normal Mode

While the OSV has its own concept of source-based routing based on Rate Areas (the description of this
capability is outside the scope of this document), the OSB version of this capability is also supported on the
OSB in Normal mode, in case the customer prefers to configure it in one placeonly. Setting the checkbox
labeled “Enable source-based routing in Normal Mode” will result in the Office Code table contents (SN Range
and Destination Prefix fields) being used to determine which outgoing gateway to use for calls to external
destinations. Note that the calling party number is used for the lookup in the SN Range field.

Survivable Mode

OSB performs a lookup in the SN Range field using the calling party number to get the Destination Prefix. The
prefix is then used by the function that looks at the Gateway table to determine which outgoing facility to utilize
for the call. source-based routing.

If no match is found the traditional OSB outgoing call routing, which is based on the called party number, is
used.
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18.11. SIP Routing Provisioning

Allows rerouting of messages during SM.
Configuration > OpenScape Branch > Branch Office > Configuration > VolP > Manipulation and Routing

M VoIP

)

) Select OK to temporarily store changes. Make your changes permanent by selecting Apply Changes' on the General page.

Sip Server Settings Port and Signaling Settings Manipulation and Routing | Error Codes Media

SIP Routing ?
| Add || Delete |
Row Source IP Condition (error codes) Destination IP or FQDN Destination port Transport Destination tag Destination type
1 10.234.1.170 408;690;486 bgloadnational227.rg8700.si 5060 TCP 9305333240 Voice Mail

Source IP: source IP of the message to be routed (Subnet address in CIDR notation is also supported)

Error codes: reply code list used to reroute the messages. If Destination Type is set to Voice Mail, codes from 640 to 690 may be
used to set ringing timeout for calls whose original destination is a registered subscriber. (ex. timeout of 6s can be set by adding the
code 640 (640 - 634 = 6) to the list. Note that it is required to set at least an error code at the list. If more than one code from 640 to
690 is added, only the last one will take effect. If the destination of a call is a gateway or if the Destination Type is not Voice Mail,
ringing timeout is always 180s.

Destination IP/FQDN: This is the configuration of the destination of the message to be routed.

Destination tag: defines a tag to be added to re-routed SIP headers. SIP manipulation rules do not apply to destination tag.
Destination type: determines the type of route used for the rule
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18.12. Gateway Provisioning

Configuration > OpenScape Branch > Branch Office > Configuration > Features > Enable gateways/trunks Feature

allows user to configure Gateways for Normal Mode and Survivability Mode.
Note: user has to Apply Changes after saving GW provisioning changes. Apply Changes requires SipServer and
SSM processes to be restarted. Call processing will be affected temporarily.

Note: Mapped Port parameter defines the
gateway/endpoint mapped port for external IP
addresses. The range of LAN gateways depends on
the configured SIP ports range of Port Map. For WAN
gateways, the valid mapped port range is from 21000
to 21255 (Only Applies to Branch SBC/SBC- Proxy or
IPV6-Proxy Modes).

O Gateways/Tnunks provisioning.

DNS dynarmic refresh interval (min) 60

w\bl_n_n_

Row | Wm& RemoteURL| Port, Inberface | Transpert Mapped pert| Routng prefx| G‘”“";‘;“\ Fapod e Tkpeois PO Recizd's]

| PoddesorFQON 2525040 S060 LN TCP 9000 55113017289 | Peer 0% %&Wm"ﬁ Gateway ) “ 1
2 PoddesorFQUN 2525040 5060 w T 9000 Posr 058 s’gm Gateway 0 s511317 1
3 PadkessorFQDN paSOs2unows S0  UIN LDP 9001 m Eqmm Gateway a 1
4 PoddessorFQDN pristkZunows 5096 LN LOP 3001 mc:“:: Eva;HM:: Gateway 1 1
5 PaddessorFQDN rg0Bdunowry SOED LN TCP 2002 RG Egaf‘m Gotewsy a 2
6 PaddessorFQDN 2121421 S060 LN TP 9003 RG MMOGES o oreuay o 55113017 1
7 PaddesoFQDN 2525040 S060 LN TOP 5000 Powr 058 a’gm Gateway 1 1
B [P address or FODN pSOS2.unows S096 uN oe 9001 biegaed] MO capady 3 20902 1

Priority 0 GW (OPTIONAL): should
be used only on specific cases.
OSB will attempt to route calls using
Default GW only when it can not
route to other GWs or SIP End
Points. (Ex. Invalid number dialed).
Only 1 GW can be configured as
default and no prefix can be
configured. For fail over route
priority O is not taken into
consideration.

Note: When using OSB with Mediatrix, the
"Gateway/Trunk Type" must be set to
"Others" for GW Provisioning if the
Mediatrix gateway is running version DGW
2.X or higher. For earlier Mediatrixversions
the "Gateway/Trunk Type" must be set to
"Mediatrix".
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15) Gateway Configuration

O Gateway configuration provisioning.
General

Signaling address type
Remote URL

Port

Interface

Transport

Mapped port
Routing prefix
Gateway/Trunk type
Functional type
Trunk profile

Qutput digit strip
Output digit add
Priority

O Operational Mode in OPTIONS Response

Signaling

prisOis2.unow.nets.cwb

LAN

2001
8%
Integrated Gateway
All Modes Egress/Ingress
Gateway

0

INVITE no answer timeout - Normal Mode (sec) 360

INVITE no answer timeout - Survivable Mode (sec) 180

INVITE no reply timeout - Normal Mode (sec) 3

INVITE no reply timeout - Survivable Mode (sec) 3

TLS

TLS mode
Certificate profile
TLS keep-alive
Keep-alive interval (seconds)

Keep-alive timeout (seconds)
Media Configuration

Media profie
Media realm subnet IP address
Media realm subnet mask

Anchoring media

Force media anchoring on transcoding

IP Address/FQDN/DNS Srv: configuration for GW IP, ?
FQDN, or DNS Srv. Only one can be configured.
FQDN is resolved via DNS or /etc/host.
Port/Transport: SIP Port and Transport Protocol for
communication with GW. Interface: SBC and SBC-
Proxy only.
Type: 3K/4K/Backup Link Server/ Mediatrix/
Others/Peer OSB, RG/SIP Trunk/ VoiceMail. (In
ProxyACD mode only “Others”, “Peer OSB”, or
“Integrated Gateway” can be used).
Output digit strip: delete digits (from Beginning)
Output digit add: add digits (from Beginning).
Priority: lowest has highest priority.
-All Modes: Normal Mode and SurvivabilityMode.
-Egress: Outgoing Calls -Ingress: Incoming Calls
-Emergency: Emergency GW for SM (It must be
configured only if supported. When Emergency call
fails to reach the PSAP, call is re routed toconfigured
local Destination (ex. Local Attendant) which has land
ine to call PSAPdirectly. >
Interface: This box is used to configure the
Gateway/Trunk Interface. WAN interface is
valid only for SBC and Branch SBC-Proxy =
modes. LAN interface is also valid for OSB g
Proxy SBC and Branch SBC-Proxy ACD
modeWANSs.
y
?
OK Cancel

The items in that section are only configurable when
the Enable LAN-SSP media interwork flag is set

Once the Enable LAN-SSP media

and the gateway is in the WAN.
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Note: Routing Prefix expressions may be used for matching. Expressions available do not
necessarily comply with POSIX Regular Expression rules. Nevertheless, POSIX Regular Expressions
are a good reference to build matching rules. Expressions:

or more times

Expression Description Example
Matches any string of zero or more 99% --> Match on 99
% characters - followed by any digits
If you want to match a Prefix, you
should always end the pattern with
%. One situation where % would not
be used is when you want to match
specifically one number
_ [9][3-6]% --> Match on 9, followed by
Matches any single character a digit
between 3-6, followed by any digits.
v Denotes repetition of the previous item one SO BN O REL, S,

93331, etc
followed by anydigits

Denotes repetition of the previous item zero
or more times

93*1% --> Match on 91, 931, 9331,
93331, etc. followed by any digits.

Denotes alternation (either of two
alternatives).

9%|8% --> Match on 9 or 8
followed by any digits.

[*<list-of-characters>]

Matches a character that is not
contained within the brackets

Match on 3 followed by any
digits except digit 8

(match on
30,31,32,33,34,35,36,37,39)

Note: GW provisioning routing prefix matches on "[" first instead of Digits for best match. Ex. Rules
"9011%" and “[2-9]%" are created. If user dials 9011XXXX ¢ Best match is “[2-9]%”.

18.12.1

OpenScape Branch provides the option of having a SIP trunk in LAN.

Gateway Configuration as a SIP trunk in LAN side

a) Create an SSP profile. Do not configure anything in the profile, just give a name to it. Save & apply.

b) Change the gateway type to SIP Trunk & associate the profile created to it. Save & apply.

Note: The B2BUA is used by default in SM in SSP calls. The REFER will be handled locally by the B2BUA.

c) If step b does not work, configure the gateway type as 3k/4k.

It will make the calls in SM be routed through B2BUA then the REFER will be handled locally.
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OSB: Allow SIP trunks from LAN side activation Instructions
Praxy and Proxy-ACD Mades

e Features: click on Sip Service Provider profiles and create an SSP profile (default settings)

Features

@) Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.
Features Available in Mormal Mode and Survivability Mode

Enable gateways/trunks Configure

[¥] Enable integrated gateway I Configure ]I Ring down channels ]

Sip Service Provider profiles _Configure | i S|P Service Provider profiles

can be created

Enable auto attendant  Configure
Enable Voice Mail Service Configure
["] Enable phone software management Configure
Enable Media Server [ Streaming Configure

Media Profiles can be created

[7] Enable LAN-SSP media interwark ~ Configure * and associated to the SSPs in

the gateway table
Enable Codec Suppart for transcoding Ennﬁgure 9

[} Enable Backup Link Client [ ] Configure

Emergency calling Configure

e Features --> Gateway/Trunks --> Gateway Configuration

=] Gateway Configuration

@0 Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

General
Signaling address type IF address or FQDM El
Remote URL provider.com
Port 5060
Only LAN interface
Interface LAN [=] * is allowed
Transport TCP El
Routing prefix 01%
SIP Trunk can be
Gateway [ Trunk type SIP Trunk [=] * selected
Functional type All Modes Egress/Ingress El SSP Profile can be
Trunk profile 5P =] -«=jEER assigned to the SIP
Trunk
Qutput digit strip 0
Output digit add
Priority 1 [=]

= Operational Mode in OPTIOMNS Response
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18.13 SIP Manipulation Provisioning
1) DNS Server List: DNS server can be configured in the OSB in order to resolve FQDNs configured.
OSB will act as DNS client. Up to three DNS Servers can be configured. IF IPV6 is enabled, the NTP
address can bea IPV6 address.
Configuration > OpenScape Branch > Branch Office > Configuration > Network/Net Services >
DNS

2 Network /Net Services Fd
) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Settings || DNs || NTP | DHCP || Traffic Shaping | QoS

Client: ?
e Refresh Dﬁs
DNS server IP address ~Add Alias  Add |
192.168.100.4 \ Delete [ Delete
DNS Server List (configure): Enter IP
address of DNS servers (If OSB is acting as
DNS Client)
Note: other DNS functionality is covered on DNS 3
Server . ¢
section
[ Enable DNS server \ INS €4 ) I
Enable customization \ i5 Lo e |
oK cancel |
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0.234.1.70 - PuTTY

Short-Hostname

Entries should not be
added between #OB#
or they will be over
written with GUI
changes.

COE-TIE 1 OE-IEMH

.

Edit Host file with
IP and FQDN
combinations.

H H

Host file: if no DNS server is available, FQDNs can be resolved using OSB host file /etc/hosts Note: Limit of 5
SSH sessions (Idle expiration timer is 60 minutes)
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19 Call Forward (Voice Mail)

Allows rerouting of messages to Voice Mail during SM. Feature was introduced in V1R4 and can be used
instead of SIP Routing to route calls to Voice Mail in SM. Configuration
OpenScape Branch @ Branch Office & Configuration & Features @& Call Forwarding

) Call Forward Redirect number: digit string with up to 24 digits to be used as
DN. (ex. Xpression number if connected on SIP side or PSTN
number to be routed to Xpressions on Data Center).

Zall Forward fa Reply Ring duration (only in No Reply Forward): range from 1 to 60
seconds (Default: 24 sec). Timer while the subscriber will receive
ring before the call is forwarded. It should be configured higher

@) Call Forward provisioning.

Activate: v - : h
A value that phone call forward in order to avoid conflicts.
R NP cecaRE0n Source IP address: host IP address or Subnet, IP address and
edirec umber: . .
mask in CIDR format. If source IP is exactly OSB IP then CFcan
apply to all callers.
Ring Duration: 24 pply
Source IP address: 10.234.1.70
O GO ) Note: if a call is routed to Voice Mail server via PSTN
(public network) please verify that CO/GWs support
Activate: v diversion header information.
Redirect Number: 5558530001
Source IP address: 10.234.1.70

Zall Farward On Da nat Disturb i .
Error Codes: Error Codes (only in On Error Forward) that will

trigger forwarding to voice mail.

Ackivate: v
cHvae =1 Error Codes
Redirect Number: 5558830001 @) Error Codes
Error codes ;| 300 v . Add | | [
Source IP address: 10.234.1.70 l—J {—j

Seli0 | IremsfPage: [ 10 | w|| All:3
Zall Forward On Error Code l fPag l

O Error codes
Activate: v [l j¢ o606
O & #°
Redirect Number : 5555850001 O e 302
Source IP address: 10,234,1.70
Error Codes
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20 Local Voice Mail Service

Provides for OSB’s a simple Voice Mail capability in normal and survivable mode.

Administration -> Features -> Enable Voice Mail Service

B https:/f21.21.51.10/features. html
Administration
Features
» System
F Metwork /MNet Services ) Enable/Disable desired Feature,
¥ YolIP
ig SIP Server Settings Features Available in Mormal Mode and Survivabiliby Mode
J—'ﬁ Port and Signaling Settings
< Manipulation and Routing ¥ Enable gateways/trunks l Configure ]
§ Error Codes S —
-Ij Media ¥ Enable integrated gateway l Configure ]
ATE —_—
“HiFeatures ¥ Enable auto attendant l Configure ]
L ]
» Security ™ #
v i i i onfigure
b Diagnostics & Logs Enable Yoice Mail Service Lonliqure
> Alarms ™ Enable phone software management l Configure ]
* Maintenance .
¥ Enable Media Server l Configure ]
[¥ Enable Codec Support far transcoding l Configure ]
- |Enal:u|e Backup Link, Client LI l Configure ]
Emergency Calling l Configure ]

For MWI functionality during normal mode operation:
- Subscriber: needs to be enabled the Feature “Call Forwarding to Voice Mail” in the OSV
- OSV: the parameter “Srx/Main/MwiNatureOfAddress” should be set to “2”.

Note: MWI natification capability is NOT supported for analog subscribers (FXS ports).
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fBD—BEUl -50i4 - Features - Windows Internet Explorer

|.F|'- https:ff21.21,31. 10/features.hkml

Features

) Enable/Disable desired Feature,
Features Availlable in Mormal Mode and Survivability Mode

¥ Enable gatewaysitrunks Configure
¥ Enable integrated gateway Configure
¥ Enable auto attendant Configure
¥ Enable voice Mail Service Configure

™ Enable phone software management Configure

=

=) VoiceMail Service

()]

@ oiceMail Service provisioning,

General

¥YoiceMail Destination 043111 ¥oiceMail Retrieve Destination (From Own Ext.) 043111

YoiceMail Greeting W YoiceMail Retrieve Prompt {(From Own ExL.) W
i ber OF g 30 ¥oiceMail Retrieve Destination (From Other Ext.) 043113

Maximum Message Length (sec) &0 ¥oiceMail Retrieve Prompt {(From Other Ext.) W

Silence Time Before Ending Recording {sec) 10 Maximum Login Attempts Allowed 3

General

VoiceMail Destination: voicemail dial number destination (up to 24 characters).This is
the number used to call forward the calls to Voicemail.

VoiceMail Greeting: Select the greeting message that is played when a forwarded call
is answered by voicemail.

VoiceMail Retrieve Destination (From Own Ext.): number that user dials to access his
own mailbox (up to 24 characters).

VoiceMail Retrieve Prompt (From Own Ext.): Select the greeting message that is
played when user access his own mailbox.

VoiceMail Retrieve Destination (From Other Ext.): number that user dials to access
his mailbox from other destination (up to 24 characters). This number must be
different from VoiceMail Destination and VoiceMail Retrieve Destination.
VoiceMail Retrieve Prompt (From Other Ext.): Select the greeting message that is
played when user access his mailbox from other destination.

Maximum Number of Messages: configure the maximum number of messages. It
depends on the OSB Server type.

Maximum Message Length (sec): configure maximum message length allowed in the
system. Range: 10-90 seconds.

Silence Time Before Ending Recording (sec): Time of silence before disconnect the call
from Voicemail. Range: 2-10.

Maximum Login Attempts Allowed: Maximum login attempts for message
retrieval.Call is disconnected after maximum failed logins. Range: 1-5
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?

YoiceMail Boxes

“add || Delete
Search For in - I Search | Shaw all |
Max
Max Attach
Enabled Mame MailBox Mumber PIM |Mumber Msg | Announc - Send Email Address Sanq Msg to Del Msg
length |  €ID W Email after Snd
of Msgs Email
sec)
1 W sips007 551135175007 esss 3 . W Il Il r r LI
2 W sips008 S51138175005 wees 3] m W I r I I
i W SipS00% 551135175009 sewes 3 3 W I~ Il r r
LI sipS010 551136175010 eeee 9 . W I O r r

4 o

YoiceMail Default Box | 551133175010

VoicaMail Box Match VoiceMail Boxes

Last Digits

Enabled: checkbox for enable/disable Voicemail box

Name: voicemail box name

MailBox Number: mailbox number

PIN: PIN number — 4 numeric digits

Max Number of Msgs: maximum number of messages for mailbox. Sum of all Max
Number of Msgs must be lower than Maximum Number of Messages configured
under General tab.

Max Msg length (sec): maximum message length for mailbox. This value must be
lower than Maximum Message Length configured under General tab.

Announce CID: enable/disable the announcement of CID before play the recorded
message.

Send MWI: enable/disable to send the MWI when a new message is recorded to the
mailbox.

Email Address: mailbox email address

Send Email: enable/disable to send an email to configured address when a new
message is recorded.

Attach Msg to Email: enable/disable if the E-Mail is sent with or without recorded
message attached

Del Msg after Snd: if flag is enabled, the message is deleted from OSB after sending to
email destination. If disable, message is kept.

VoiceMail Default Box: if no configured VoiceMail box for the dialed DN is found, the
Message will be placed on this default mailbox.

VoiceMail Box Match: Defines when the number received to leave messages belongs
to a voicemail mailbox number
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Maintenance

Keep Retrieved Messages

YoiceMail Storage Time (weeks)

Address
ser
E-Mail Server
Passwiord
Ernail
l Clear ¥oiceMail Folder ]
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-
It [

Maintenance

Keep Retrieved Messages: xxx

VoiceMail Storage Time (weeks): Recorded VoiceMails will be stored for a
configurable amount of time. After this time all the recorded messages will be
removed, including the unread ones.

E-Mail Server Configuration

In order to be able to send email notifications, an email server account shall be
configured for the voicemail.

Address: email server address (IP or FQDN)

User: user of email account that will be used to send email notifications when a new
message is recorded.

Password: password of email account

Email: email account.

Clear VoiceMail Folder: Clear All VoiceMail Messages and Recorded Greetings.
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Announcerments

Announcement files

I Browsze... I ﬂ]

S T Delete YoiceMail Retrieve Prompt Ivm-logln.wav ;l
wii-login, way A i A
wm-mismatch.way YoiceMail Retrieve PIN |vm—password.wav ;I
Wm-newpassword.way
win-password, way YoiceMail Retrieve Wrong PIN |vm—incorrect—mailhox.wav ;l
WITI-AEICOMmE, Way
YoiceMail Retrieve Change PIN |vm—newpassword.wav =
¥oiceMail Retrieve Change PIN Failed |vm—mismatch.wav ;I

YoiceMail Retrieve Wrong Box Number Ivm—incorrect—mailbox.wav - |

Announcements
A fresh delivered OSB will contain default prompts for the VoiceMail service.

All VoiceMail relevant prompts can be customized and uploaded/deleted by
Administrator.

The VoiceMail box user will be able to record his own VoiceMail prompt.
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21 MOH

OpenScape Branch supports Music On Hold while running in Survivability Mode using local Media Server.
Note: OSB Media Server must be enabled for this feature.
Configuration & OpenScape Branch & Branch Office & Configuration & Features & Enable Music On Hold

Features
Enable Music On Hold for Gateways: OSB plays MOH to non

) Enable/Disable desired Feature. registered callers (ex. GW callers) if enabled.
Enable Music On Hold for Gateways & Subscribers: OSB will

FeatLires Avalable in Survivabiity Mode Only play MOH to any caller.

Note: If phone is configured with SRTP then “SDP negotiation”

Multi-ine Hunt Groups | Configure should be configured as “RTP- SRTP".
€all Forwarding | Configure |
Enable Call Detail Records | Configure

Enable Music ©On qud for Gateways & Subscribers v
[ Enable Music On Hold for Gateways

O System caling number suppression access code

Enable Music On Hold for Gateways & Subscribers

| OK | | Gancel
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22 QOS

QOS (Quality of Service) is the ability to guarantee a certain level of performance to the Voice over IP data
flow in converged voice/data IP networks. OSB allows QoS configuration if required by network switches
and routers (this configuration is only valid for: the RTP traffic with RTP bridging/anchoring).

RTP via RTPproxy.

T Network/Net Services

o =&Onfighration. F.QReNRsane-Branch. = Bransh Qffice s Canfiguration &

Settings
Qo5 Settings
Enable QoS
DSCP for SIP
DSCF for non-Ci

DSCF For Circuit

DNS NTP DHCP

26
rcuit RTP (Audicd |46

RTP {Audio) undefined

Pratocal In interface Out interface Port # DSCP
Note: The DSCP field is a 6-
bit field which is defined in

Traffic Shaping | QoSl

Note: if QoS is disabled (Or enabled but not

Note: after applying configuration you
can collect Wireshark (All Interfaces)
from OSB or external trace in order to
verify packetmarking.

configured) OSB will mark SIP packets with 12
(AF12).

Configure QoS for SIP/RTP (Range 1- 63 for SIP/RTP)

the RFC2474. Should be
Configure Port or range of ports (ex. 0:65535) used values from O to 63

Name Decimal
CSO0 0
Cs1 8
Cs2 16
CS3 24
Cs4 32
CS5 40
CS6 48
CSs7 56
AF11 10
AF12 12
AF13 14
AF21 18
AF22 20
AF23 22
AF31 26
AF32 28
AF33 30
AF41 34
AF42 36
AF43 38
EF PHB 46
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| ,Add || Delete
Mark

If more specific configuration is
needed then table configuration
is available.

Note: configured values in this
table will over write values from
Top (DSCP for SIP and DSCP
for RTP) of the Window if
conflicting rules exist




23 DHCP

OSB can be configured to act as a DHCP server for devices within the Branch.

Note: DLS and NTP (Network Services Menu, NTP Tab) information will be provided to

DHCPclients.

Configuration > OpenScape Branch > Branch Office > Configuration > Network/Net

Services > DHCP

Enable DHCP server

[J Enable customization | Administer custom files |

Subnet 21.21.0.0

1P address from 21.21.10.0

Except IP address from

Static IP address list configuration ] \

Max lease time | 604800

Lease time 36400
Interface LAN Interface v

DNS server IP address

If OSB is Master DNS
(DNS-SRV only), then it
must be at the top of the
list.

WINS server
Broadcast address 21.21.255.255
Router

Enable NTP

[ Disable Time Offset’ Option

Deployment Service

DLS server DLS port

DCMP server DCMP port
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18443

18080

Update style
[add |
Delete

Print server

Domain name

Enable Customization: allows user to upload its
own configuration of DHCP server. The syntax
and contents of the file(s) will not be checked, so
wrong configuration may cause the DHCP
service to not start. When the checkbox is
checked, the general DHCP configuration will be
disabled. The configuration will be preserved in
case of upgrades.

Note: customized files must be uploaded to both

255.255.0.0 nodes if redundant OSBs are used.

21.21.25.240

Static IPs can be configured for certain devices
from range of the Range of IPs specified.
Hostname: the hostname which applies for the
configured IP.

MAC address: MAC address (in the format
AA:BB:CC:DD:EE:FF) associated with the
configured IP.

None

General

IP address from-to: configure the range of IP addresses
that will be available for clients.

Except IP address from-to: IPs from range that will not be
provided to clients. Lease time: default lease time (in
seconds) of the DHCP leasing mechanism. Max lease
time: maximum lease time (in seconds) to be applied.
WINS/Print Server: IPs to be provided to DHCP clients.
Enable NTP - If enabled, the NTP server address is
offered to devices that make a DHCP request.

Disable ‘Time Offset’ Option - When enabled, the
configuration item “option time-offset” will not be added to
dhcpd.conf file.

Deployment Service
DLS Server/Port: IP address/Port to be provided to DHCP
clients. DHCP is only for IPV4.
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24 Phone Software Management

24.1. Feature Description- Prerequisites

Area in OSB disk is reserved for phone SW so that phones can upgrade application from OSB within the Branch
instead of connecting to main HTTPS server in Data Center. With this capability a software load isonly
downloaded once to the branch instead of having multiple downloads for each of the phones at the branch. It is
very useful when limited bandwidth is available to the branch. DLS informs devices accordingly to use OSB
appliance for phone software upgrade. OSB pulls phone software from the configured HTTPS server. For this
implementation, all phones belonging to a branch, must be assign to a DLS location. DLS location must be set to
use OSB for software deployment and may include more than one branch.

DLS
- Central HTTPS server Central HTTPS Server
- Location ( Use OSB for _Max size 250 MB
software download) _URL (port 444)
HITES -Phaone software
- Phone (SIP gw pointing to OSB) [* - .
leplay Available Note: HTTP server must be
Software configured (IS or Apache)
’ with port 444.
HTTPS | Mirror SW Images
1 OpenScape Branch
HTTPS |Deploy SW (use OSB)
| - Download software from
Central HTTPS server
HTTPS .
Phone . »{- Manage and Provide software
: Download SW tophones via HTTPS
Upgrade via HTTPS

e Branch Office has been created on the OSV with OSB (only OSB is supported)

e HTTP server configured (IIS or Apache) with port 444 and administrator must check not to exceed 250 MB
of software

o  OSB mirrors with the Central HTTP phone SW Server (port 444).Both must be configured withport 444

e Central HTTPS server URL: server where the phone software is uploaded (https://server/path)

24.2. Central HTTPS server

HTTPS server is configured (1S or Apache) with port 444 and administrator must check not to exceed 250 MB
of software. This URL must be accessible from the network where the OSB resides. The HTTPSserver should
allow Directory Listing in order to be able to scan subfolder contents. Additionally, copy dIs_directory_reader.asp
or dis_directory_reader.php file (depending on the HTTPS server implementation followed), from within the
installer DLS folder \Tools into the root directory of the HTTPSserver.
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https://server/path

For this guide, Central HTTPS URL:
= BEIREEEASEAN hitps://192.166.6.251:444/ OpenStage_images_apache/ - ¢ 28 - Google.com fin Englisl /2| {5y

E] Index of /0penStage_images apache

Index of /OpenStage images apache

FParent Directo

OF HI STF W2 EZ2 47 4.img
Of HI ZTP W3 B0 73 Damg
OF HI STP W3 R1 26 Dimg
OF LO SIP V2 B2 47 4img
02 LO SIF V3 R0 73 Oumg
05 Lo SIP V3 El1 26 Oumg

dls_directory reader asp
dls directory reader.php

Apache/2.2.21 (Win32) mad sslf2.2.21 CpeniSLii.0.0e PHF/5.3.8 mod perlf2.0.4 Ferlv 2. 1001 Server at 192.168.6.231 Fort
444

24 .3. Phones

Only OpenStage phones are supported. Only Openstage phones are supported. Optipoints do not support
functionality to retrieve phone software from HTTPserver.

Phone sip gateway must always be set and point to OSB. In case of FQDN or DNS SRV usage, DLSserver
must be able to resolve these entries.

24.4. Branch Office

For the purposes of this guide, the Branch Office setup on the OSV is displayed OSV : grp1016¢c
BG: BG Manual testing Branch Office : RX200_Goliath

Subscribers : (4) 2105007001, 2105007002, 2105007003,2105007004

Representative endpoint : 192.168.6.88 (OSBip)
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24.5. OSB Configuration

Enable Phone Software Management on OSB.

Configuration > OpenScape Branch > Branch Office > Configuration > Features > Enable Phone Software

Management.

.* Phone Software Management

) Phone software management provisioning.

Enable software pLiling

Start time (hh:mm) 02:00

start software pulling |

Fhone Puling Software from Branch

Enable image provisioning

Maximum parallel access 3

Available phone software images

P31003-H81A0-M101-18-76A9, 20/09/2023
OpenScape Branch V10, Configuration Guide

Periodic Branch Puling Software from Central Server

Central phone software server URL  htips:/{192.168.6.214.:444//0penStac

Stop time (hh:mm) 06:00

software from the HTTPS server.

the phone software is uploaded.

Enable: enables/disables the download of phone

Start time: defines when download of phone SW will
begin. Stop time: defines when download of phone SW
will stop if download not completed yet. >
Central phone software server URL: server where [

Start software pulling: immediately begins the
download of phone software from the HTTPS server.

Enable: enables or disables the provisioning of SW
to phones. Maximum Parallel Access: sets the
maximum allowed parallel upload sessions for
phones.

Note After mirroring with HTTPS server all phone
software loads are transferred to
/osb/var/PhoneSwDownload. All these images are
moved to /osb/var/PhoneSwRepository and are
available to phones for upgrade. Links to the file will
be made in the PhoneSwDownload directory
Available Phone SW Images are displayed and can
be deleted manually.
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| OK | | Cancel



After Phone Software Management setup has been completed and OSB has completed the download
(scheduled or immediate) of phone images, administrator can check that OSB provides http server functionality
by opening any browser and selecting one of the following URLSs:

https://<osb_ip>:4560/opt/siemens/openbranch/var/PhoneSwRepository or https://<osb_ip>:4560/

@ - I.t,_']M https:#/192.168.6.88: 4560/

| '] Index of #

Index of /

Icon  Name

Last modified

Size

T c ':,l = Google.com [in EnglisI).

Description

[ ] O3 HI SIF V2 RZ 47 4.img
[ ] O3 HI SIF ¥3 RO 73 0O.img
[ ] O HI SIF ¥3 R1 26 0O.img
[ ] 08 Lo SIF V2 RZ 47 4.img
[ ] O3 Lo SIF ¥3 RO 73 0O.img
[ ] O3 Lo SIF ¥3 R1 26 0O.img

05-Dec-2012
05-Dec-2012
05-Dec-2012
05-Dec-2012
05-Dec-2012
05-Dec-2012

1z
1z
1z
1z
1z
1z

HE=t=1
HE=t=1
HE=t=1
HE=t=1
HE=t=1
HE=t=1

241
221
241
131
141
141

At this point, OSB has mirrored successfully the phone software from the Central HTTP server and OSBis able
to provide this software to the branchphones
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24.6. DLS Configuration

All branch phones must be assigned to one location. One location can be set to include more thanone branch
office.

Itis assumed that phones are already registered with DLS, either DLS IP has been provided to phones via
DHCP option or DLS scan feature has beenused.

Please note that once configuration is completed, for each branch subscriber, the corresponding location will
be set only if phone is registered with DLS

24.7. Configure Central HTTPS Server

Configure HTTPS Server ID and URL, and then save.
Deployment Service > Administration > Server Configuration > HTTPS Server Configuration.

HTTPS Server Configuration Job ID:
Object Edit View Help

Views: (O) Search (=) New

HTTPS Server ID: | Central HTTPS server E”
HTTPS Server URL: | hitps:i 92.158.5.251:44-4J0pen8tage_images_apached z||
Internal URL: 3
IP Protocol Mode: | IPv4 7]

Use “Test” functionality to correct and check full communication

« 11 1] » | w [ mew || Deiete || Test || impon centincate JE

~
& Test successfull v

Start scan to check sw available on the server. After scanning is completed, DLS entry “Central HTTPS server”
will display phone images.

HTTPS Server ID: [ Central HTTPS server |

HTTPS Server URL: | hitps:/192.168.6.251:444/0penStage_images_apache/ E||
Internal URL: 5
IP Protocol Mode: | IPvd z

Parallel access to Software Repository

To this server at maximum
Delay time (sec):

|| Skip Software Check on Deployment

Status: |Finished (Last scan: 14:22:06 2012-12-05) Statscan | [ _stop Scan

Images on the Server | HTTPS Server CA Certificates | TrustAnchor

@ Table O Selecledentry = « 116 [=x] ® | K |0 4

SW Name | SW Path Object Type Device Type
0S_HI_SIP_V2_R2_47_4.img (Openszl 10S_HI_SIP_V2_R2_47_4img Software Image OpenStage Hi
05_HI_SIP_V3_R0_73_0.img (Openszl fOS_HI_SIP_V3_R0_73_0img Software Image OpenStage Hi
0S_HI_SIP_V3_R1_26_0.img (Opens I /J0S_HI_SIP_V3_R1_26_0.img Software Image OpenStage Hi
03_LO_SIP_VvZ_R2Z_47_4.img [Openfﬂ 103_LO_SIP_V2_R2 47 4img Software Image OpensStage Lo
05_LO_SIP_V3_R0_73_0.img (Openszl 10S_LO_SIP_V3_R0_73_0.img Software Image OpenStage Lo
05_LO_SIP_V3_R1_26_0.img (Openszl 0S_LO_SIP_V3_R1_26_0.img Software Image OpenStage Lo

75

P31003-H81A0-M101-18-76A9, 20/09/2023
OpenScape Branch V10, Configuration Guide



Based on the setup so far, DLS is aware of the phone software that the Openscape Branch contains since it
scanned the Central HTTPS server which the Openscape Branch used to download images from

=* Phone Software Management
General [ Available phone software
Images on the Server  HTTPS Server CA Certificates | Trust Anchor
Sel:0 | Items/Page: 100 = | All:6
@ Table O Selectedentry | =] =« 16 e wm K o | S
|:| Name
5W Name SW Path
- - []  0s_HI_SIP_¥2_R2_47_4img
05_HI_SIP_V2_R2 47 4.img (Opensﬂ {05 _HI_SIP_V2_R2_47 4img
0S_HI_SIP_V3_R0_73_0.img (Open3 IJ| /0S_HI_SIP_V3_R0_73_0.img [0 0S_HI_SIP_V3R0_73 .img
0S_HI_SIP_V3_R1_26_0.img (OpenS 3| /0S_HI_SIP_V3_R1_26_0.img [l 05_HI_SIP_y3_R1_25_0.img
0S_LO_SIP_V2_R2Z_47_4img (Openﬁa f05_LO_SIP_V2_R2_47_4img I} 0S_LO_SIP_V2_R2_47 4.img
0S_LO_SIP_V3_R0_73_0.img (Opens )| /0S_LO_SIP_v3_R0_73_0img E  05.10.5P_v3_R0_73.0.mg
0S_LO_SIP_V3_R1_26_0.img (Opens7|/0S_LO_SIP_V3_R1_26_0.img - OS_LO_SIP_\I'S_R 1_25_0 )
______ Jimg

24.8. Obtain Branch Office Data

Branch Office data to be retrieved are Switch name, BG name and Branch name. PFR must be set on OSV

a) Create Packet Filter Rule to allow DLS to communicate with OSV

Packet Filter Rule Name: DLS_Sync

Description: Allow soap call from DLS to bond node IP Remote FQDN:

Remote IP Address: 192.168.6.251 <dls server ip> Remote NetMask: 255.255.255.255
Remote Port Begin: 0 Remote Port End: 0 Direction: InComing

Local Host : bond_node_alias Local Port Begin: 8769

Local Port End: O Transport Protocol: TCP Action: Allow

Note: PFR does not apply for onboard DLSservers.

b) Create Element Manager and Get Branches
Deployment Service > Element Manager > Element Manager Configuration > Create a new element manager.
Select Element Manager Type: OpenScape Voice and port 8769 andSave.

Note: Element Manager address is the admin ip of node 1 (only for geographic separated osv cluster complete
the 2nd EM address with node 2 ip).

EIementManager Job 1D | Exec Time: @ asap
Object Edit View Help
Views: () Search (3 New

Element Manager ID: |Open5cape Voice vB z|| Element Manager Type: OpenScape Voice z||
Element Manager Address: | 10.10.162.10 | v 3;:;;::‘;0;;:3;;:1uapsdsgesrsei-gli:tered
2nd EM Address: [~ Allow just 1 workpoint per E. 164
Port Profocol: | nitp [" Add new subscribers as IP Clients
Account |¥ Add new subscribers as IP Phones
Password: Synchronization interval [min]: 0 (0 = no automnatic synchronization)
E.164 Prefix:
Remark:
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After selecting Save, admin must scroll down, select OpenScape Voice tab and then click the “Get Branches”
button. As stated in the bottom message area, admin must see protocol tabsheetto check status

Branches
O Table (@ Selectedenty |1/ «[ 070 w[w| [wm || o | " GetBranches |
Switch: Select “Get Branches”.
BG Name:
Branch Name:
-
M| - 1 1 = | ™ { Mew ” Delete ” Synchronize ” Refresh

PP0302: Refrieval of pair(s) BGs-Branches started (background process, no finish message will appear, [
see protocol tabsheet)! Al

o] A

Select Protocol tab and then refresh toverify.

o

OpenScape Voice
HiPath 4000 Assistant

OpenScape Voice Assisiant
HiPath 3000/5000 OpenScape Office MX/LX

OpenScape Voice Assistant V3.0

OpenOffice EE HiPath DXWeb Pra Protocol

Maximum number of Protocols: |10

(=) Table () Selectedentry |« =« 111 Ll

=[x~
Status ‘ Result |

‘BGS—BIB"d"ES retrieval OKNumber of Records is 28 |

Date ‘
" |2012-12-05 14:46:04 0K

Selecting refresh at this point in OpenScape Voice tab, will display the Branch Officesconfigured on the

Openscape Voice server (only the ones that are type OpenScapeBranch)

Branches

(®) Table () Selected entry

- 1/28

EE e [x] -4

Get Branches

Switch BG Name Branch Mame
grp1016¢c BG Manual Testing 3250M2_Gyftos -
grp1016¢c BG Manual Testing 3250M2_Tamtakos
grp1016¢c BG Manual Testing IM\CROSER_Catwoman
arp1016¢ BG Manual Testing IACROSSER_Ruobin
grp1016¢c BG Manual Testing IADVANTEK_Rap
grp1016¢c BG Manual Testing IADVANTEK_Zak
grp1016¢ BG Manual Testing |I\ROSSER_Batman
grp1016¢c BG Manual Testing 0SB250_Barca
grp1016¢c BG Manual Testing 0SB250_Ektoras
grp1016¢ BG Manual Testing (0SB250_Mefeli
grp1016¢c BG Manual Testing (0SB500i_Yamaha
grp1016¢c BG Manual Testing (OSBATA_Cisse .
< ¥
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24.9. Synchronize with OpenScape Server

Synchronization will get subscriber data (E164DN, Switch, BG, Branch Office).
Deployment Service > Element Manager > Element Manager Configuration. Select the element manager
already created in step 3.2 and select toSynchronize

(=) Element Wanager Job 1D v| ExecTime: | (D asap
Object View Action Help

Views: (O Search (=) Object O Table

Element Manager ID: |OpenScape\micevE 3| Element Manager Type:

OpenScape Voice o
Element Manager Address: [10.10.162.10 | @ STETEETE NIRRT S EE
workpoints as seon as possible
2nd EM Address: [ Allow just 1 workpoint per E.164
Port 8769 Protocol: hitp [~ Add new subscribers as IP Clients
Account: ¥ Add new subscribers as IP Phones
Password: Synchrenization interval [min]: 0 (0 = no automnatic synchronization)
E.164 Prefix:
Remark:
HiPath 4000 Assistant HiPath 3000/5000 OpenScape Office MY/ OpenOffice EE HiFzath DXWeb Pro Protocol
OpenScape Voice OpenScape Yoice Assistant OpenScape Voice Assistant V3.0
I~ Compatibility Mode
L ast Synchronization (YYY-MM-DDThh-mm)
Synchronized Data
|| Feature Codes

|~ Display ID synchronization Call Pickup Group URL

[ Deleted Subscribers Conference Factory URI

[ SIP Authentication Parameters  Callback Busy URL:

[ Transport Protocol Callback No-Reply URI =

|| - 1 1 || { MNew ” Delete ” Synchronize ” Refresh I
PP0201: Synchronize started for: OpenScape Voice v6 (background process, no finish message will o] ]
appear). = ]
As stated in the bottom message area, admin must see protocol tab to check status.
HiPath 4000 Assistant HiPath 3000/5000 OpenScape Office MX/LX OpenOffice EE HiPath DXWeb Pro Protocol

Maximum number of Protocols: |10

@ Table O Selectedentry 1« « 12 [ @ || ot

Date Status Result
| 2012-12-05 15:40:32 %OK Synchronization of Plug&Play Data with Elementmanager started at 'Wed Dec 05 15:36: 14 EET 2012/ ¥¥+%s=33+=, |
|2012-12-05 14:46:04 (0K |BGs-Branches retrieval OkNumber of Records is 28

24.10. Location

Location is the parameter that binds the phones with the OSB and the phone software on the OSBwith the
phone software on the Central HTTPSserver.

Deployment Service > Administration > Server Configuration > Location Name: Enter the Name for the
Location.

HTTPS Server: Select the previously configured HTTPS server that the OSB is mirroring from.
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Use OSBranch for Software Deployment: select the checkbox to use OSB to provide software to the phones.
“OSBranch path” and “OSBranch port” values will be set and active (not grayed outanymore) Business groups
(tab): add the Branch Office (one ormore).

Note: Restrictions can be configured on “SW Deployment Restrictions” tab.

|E| Location JobID:| [V] Exec Time: | (1) asap

Object View Help
Views: (O Search () Object () Table

Name: |OSEI Location E|| [ PKI Connector enabled
Parent Location: | = - ' =
Default values (informational only)

FTP Server. | OSBranch path : /opt/siemens/openbranch/var/PhoneSwRepository
HTTPS Server: |Central HTTPS server OSBranch port : 4560

- Note: It is possible to configure many Branch Offices in one location. Each
Network Drive: | phone belonging to a specific Branch Office will only contact its own
¥l Use 0SBranch for Software Deployment corresponding OSB.
0SBranch path: | ensl/openbranchivarlPhoneSwRepository 0SBranch port: |4560 |
Remark: | |

Infrastructure Policies P&P Number Pool SW Deployment Restrictions ___Cerificate Deplovment Restrictions
IP Ranges Reg-Addresses E.164-Patterns Business Groups
ZIE | o |t
Switch BG Name Branch Name

~ |am1016c 7J[BG Manual Testing )| R200_Goliath M

Verification: OSB subscribers must be configured with location “OSB Location” at the DLS server (phones
already registered with DLS server as mentioned previously)

-Switch: grp1016¢ (OSV)

-BG Name: BG Manual testing (BG)

-Branch Name: RX200_Goliath (Branch Office)

-Branch subs: 2105007001, 2105007002, 2105007003, 2105007004

-DLS location: OSB Location

Search by location (pop up list should include configured location)

P Oovico Ccligarition Ssbo ~] Ewcnine (@ s
OMed B0l View Acsin Hidg
News: G Seawch O Otfect O Tatde

£ A0ess P ioneis T 1 Prowosl Wosy 3
Dowa 1D W Versione 2 Dowics Family 3
Cevion Type 3 ST ° Windoan koomart

184 RagAsaiss 4

BasitERY, Last Regiskuason [ |

Rk

Genardl | EN Syecheorizwan | Profie | DL Consectivty | Sacerty Stave Frotoont | OCHP | Autozentig IF Phions | Autconty 1P Cliend | Astacent. P Gateway | Archives Dot
 Asmeristrsbon dmatied

F Astrdapiopment dsaied B ki ke g‘

B Adtsmasc Certdcats Deplymant dzatied
F2 - Pregorfiyured 1P Devico
P Disics Lp o - |

Lotaken

éczconiganten
B Acwate PRkl Plegi

 Debele ater Frigietay

B UseSor HEA Vobety svh HPh 2000
Cetysk Profios ot F Device Regisiraton

" e e [l
(o (o)
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Results: Please note that if phones are registered with DLS, then a valid IP address will be displayed in the
corresponding column field.

(5} 1# Dewce Configuration
Object Edit View Action Help
Views: () Search () Objed (3 Table

Jop 10|

Location

| _QKEJBC A Element Manager 1D System Type Switch Business Group Branch Office. 1P Address
2105007001 1osvve OpenScape Voice | aip1016¢ BG Manual Testing |RX200_Golisth | OSBlocafion 11921885203 |
2105007002 oSV ve OpenScape Voice | grpi016c BG Manual Testing | RX200_Goliath 0SB Location 192.168.6.200
2105007003 OSVve OpenScape Voice | grp1018c BG Manhual Testing | RX200_Goliath 0SB Location 192.188 6,202
2105007004 OSVV6 OpenScape Voice | orpi016c BGH Testing |RX200_Goliath | OSE Location 192.168.6.205
24.11. Phone Deployment
DLS offers two ways to deploy phonesoftware.
1.Deployment Service > Software Deployment > Deploy Workpoints
2.Deployment Service > Software Deployment > Manage Rules
OpenScape Deployment Service V6
1 “
_ _ W Deploy Workpoints
* ummnsm ORech BN Viaw
& ) IP Devices Views: (3 Search
¥ () Mobile Users .
& ) Gateways &
= ) Software Deployment | BAddess
v Deploy Workpoints Devica 1D
v Manage Rules [ 5 I
# ) Element Manager Deice Type
# ) Profile Management £.164: |
3 ) XML Applications = -
# ) Job Coordination | BasicE 164 |
v Help ; Note: phones have been grouped to
| Remarks:
v Logoftadmin locations so admin can use “SW
[Fmmer——— Deployment Restrictions” in order to
% Dopiosme: schedule phone software deployments
Configuration data for (e.g. Off Hours)
Select the already configured location on the DLSserver.
Select and configure the options on “SW Deployment Restrictions’tab
—BLmnon Job D!
Object | View Help
Views. ) Search (& Otject O Table
OSBrandhi path: | ens/opentr A WiReposiory OSBranch port 4550 |
Remark | |
1P Ranges | Reg-Addresses | E. 154 Palterns | Business Groups | | Palicies | PP Number Poat| SI¥ Deployment Restncoons | Certicate Degiayment Reskicions!
[V Mongay ¥ Friday
() Whole day O Whole day
@etween 070000 |3} ana 20000 3] ©poween (070000 {3} ana 220000 {3
V' Tuesday " Saturday
() Between  |07:00.00 141 and |2200:00 jad patweon  [09.00.00 and | 11:00:00
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24.12.

Deploy Workpoints

Deployment Service > Software Deployment > Deploy Workpoints
Admin can search by location (click on the drop down button in the location field to select location from a list).
Select table view to view all phones

(5 Deploy Workpoints Job1D: | |v] ExecTime: @ asap &
Edit View Action Help
Views: () Search O Object @ Table
E 164 Device Type IP Address Location BasicE 164 .| IPAcdress2 |I..]I
2105007602 OpenStage 60 192.168.6.200 0SB Location 2105007002 [ [ [x
2105007003 OpenStage 60 192.168.6,202 0SB Location 2105007003 [
2105007001 OpenStage 60 192168 6203 0SB Location 2405007001 [
2105007004 OpenStage 80 102 168.6.205 0SB Location 2105007004 [ |
< >

Select phone software and press“Deploy”

Deploy workpaints - select SW image

11 a|>][x] [ Deploy. || Refiesh

Software Image Name Type Device Type  SW Type Version FTF Server  HTTPS Server Network 1D
I0] oS HLSP v2 R2 47 dimg.SoftwareImage  OpenStageHi SiemensSIP  N2R2474 | (CeniralHTTPSsa.
1 OS_HI S V3 RO 73 0.mg image Stage HI_Si SIP N3R0.73.0 Central HTTPS sa.
vl DS_HI_S®_V3_R1_26_0img . Sofware Image Stage Hi_Siemens SIP VIR1260 Central HTTPS se |
1o ot and deploy of the devic
Heip_| Deploy Cancel

Select deployment options:

-Enforce deployment if phone is busy

-Overwrite deployment restrictions and then confirm, by pressing “OK” Second option refers to the restrictions
set when configuring thelocation.

24.13.

Deployment Service > Software Deployment > Manage Rules

auan:uﬂRulu
Ctjedt EOR View Adion Mep
Wews: () Search &) Mew

Manage Rules

Oece Type: [Ar

=1 oW Tpe:

Location 058 Locatien

Slemens SIP

= WP SW Versin

Oeflacdt Softmure for newdy regeetered wodgonts

¥ Degloy sofwire on a0 uprade
V. Deploy sofware 0n 3 downgrade
I Deploy tastversion

Swyerdion: |V2R2474

| Location
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Search  |Al

2l l

= W
) Doenttage 15
' Openitios 20

QpenStage 20E
OpenStace 40

1) Select New

2) Configure Device Type

3) Configure Location

4) Configure SW Version.

5) Select save/apply at the bottom of
next page

6) A new window appears to select
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After the last step is completed, info will appear on the bottom message area regarding the lastactions that took

place.

A

Could not create SD Job for workpoint with E 164 2105007002 and Device ID 00:1AEB:41:84:19 - failed starting deployment of workpoint,

another job might already exis!

SO Job created for workpoint with E.164 2105007003 and Device ID 00.1AE8 43.18.7E

/! SD Job created for workpoint with E 164 2105007001 and Device ID 00.1AE8.41:84.1E

Could not create SD Job for workpoint with E 164 2105007004 and Dewvice ID 00:1A'E8:43.19:F5 : falled starting deployment of workpoint,

another job might already exist

v

Verification: Navigate to Job Control for verification. This applies for both ways of software deployment (Deploy

Workpoints and Manage Rules)

Deployment Service & Job Coordination & Job Control. Select table view

{9 son control
Object Edit View Adlion Help
Views (O Search () Objedt (») Tabie

Job D

E 184 P Address - IP Address 2

Demica ID Action Type Action Status =] |15 Oevice Type
2105007001 192 168.6.203 00:1AES:41841E Sofware Deployment aclive @ |@ | OpenStage 60
2105007003 192.168.6.202 O0AAES4318.7E Software Deployment adive @ |@ | OpenStage 60
2105007002 192 158.6.200 00:1AES:4184:18 Software Deployment active @ | @ | Openstage 50
2105007004 192.168.6.205 OUAAES 43 19F5 Softwace Deployment achve @ | OpenStage 80

As stated above there are 4 jobs active, including the two devices that DLS could not create SD Job for in the
previous step. Admin can select any job to check execution time and deploymentdata.

{5 Job Control
Objedt Edit View Action Help
Evnms: (O Search (@) Object () Table

Job 1O

IP Address: | 192.168.6.203 IP Address 2 Location: |OSB Location
Deceld.  [00IAEBATBAIE SW Version: Y3R0.88.0
Devica Type' | Openstage 80 SV Type. siemens SIP |
E 184 {2105007001 Adion Type; | Soware Deployment @9
Reg-Address: i 10.10.151.16 Adion Status; active
Remarks: | ) \
: BasicDala [p Data | ConSig Data | XML Application Data | Basic Data| Deployment Data | Consiguration Data | XML Application Data |
Activation Tima: 2012-12-10 16:23.53 \ R ¥ Inwsmgz1sa,s_sa: S0/optisiemansiopenbr: "honeSwiRepository
Exocution Time [ || Fllepar || —
Planned Execubon Time:  2012-12-102159.51 El | Filename: [0s_HisP_v2_R2_47_timg
End Time: | | FiteTipe: |apP Port {
C 0 Usermame: | SWType, {Siemens SIP

Note: DLS instructed the phone to download the phone image from the OSB and SW deployment is scheduled
at a later time.
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25 Auto Attendant (AA)

OpenScape Branch supports Automated Attendant functionality. The system can be configured to automatically
playback announcements to a line, enable the caller to navigate through the application via the usage of DTMF
tones in order to be forwarded to other announcements, subscriber lines or voicemail boxes.

Note: If Auto Attendant is used with IGW then Phones/GWs must not be configured with G.729A only, G.711
codec is also required.

The Auto Attendant functionality presents the same behavior during normal operating mode as well as during
survivable mode. OpenScape Branch supports up to 6 different Auto-Attendant routing instances. Each instance
must be associated to a destination number.

Configuration > OpenScape Branch > Branch Office > Configuration > Features > Enable Auto Attendant

Time Information: Configured time or from NTP

) Auto Attendant server.
€ Ao sttendant provisonieng.
Inter digit timer: time the system will wait for more digits when digits were
.t ety {Waktentty already dialed (3-15).
Genrsd Record Access Code: code used to record user's announcements
Tnterdigt timer (sex) 5 Wait o 90 to men (se<) || Wait to go to menu: delay to get connectedto Menu Announcements.
Recond access (ode e ]
Rodrg
© Nove Routrg method FQON/IP ar DN Routryg code Meru 1 Merus 2 Merws 3 Intisl greetng ".-::\"d‘" Default
dhestination.

Auto Attendant Menus can be added, edited, or deleted here /

/

Note: if using 50i and uploading a large

- o Nare Acvaton mode weeidsy start weedday

Announcements: list of WAV files thatcan be IR EEN L S i ey e
used for AA configuration/menus. WAV files DA

i s can be uploaded/deleted.

i Note: Only WAV audio files (.wav) with: Bit Rate:
128kbps, Audio Sample size: 16 bit, Channels: Note: Endpoint profile Xfer
Mono, Sampling Rate: 8 kHz, Audio Format: service must be enabled in OSV
PCM are allowed for announcements. for AA feature

Name: Auto Attendant route.

Routing method: 1) FQDN/IP: Domain name in the R-URI of incoming SIP calls. 2) DN: Called
destination number (user name in the R-URI of SIP call or called party number of BRI calls).

FQDN/IP or DN: FQDN/IP and DN configured in this field must also be configured in the OSV in order

to route the calls to the Auto Attendant in Normal Mode (Routing code required for FQDN/IP routing).
Routing Code: In the case of Forced Announcement, it is necessary to manipulate the original dialed
number by adding a routing code. This allows the Comm System to correctly route the call to the Auto-
Attendant so that the initial greeting can be played to the caller. This routing code must be configured
in the Comm System. It is allowed a value up to 24 digits.

Menu 1/2/3: Menus can be assigned to Routing route.

Initial Greeting: played when the caller reaches the Auto-Attendant.

Forward to Original Destination: enables the Forced Announcement feature. If this flag is set, the initial
greeting is played to the caller and the call is immediately routed to the original destination. When
disabled, Menu 1 is a required field.

Default Destination: default destination for calls when there is no menu associated or active for the
called Auto Attendant route.

Note: default destination number can be an extension number or an external number. It is

recommended to use full extension number when configuring this parameter.

Note: routing DN must not be a registered subscriber.
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&) Auto attendant menu

@) Auto attendant menu provisioning.

General

(o} Name

Activation mode Automatic b

Weekday start Monday v Weekday stop Monday ¥
Timel start (hh:mm) Time1 stop (hh:mm)

Time2 start (hh:mm) Time2 stop (hh:mm)

Activation code Deactivation code

Time out (sec) 10

Destination selection greeting fle | enter-num-to-call.wav e Failure prompt file num-not-valid.wav ¥
Final prompt file goodbye.way v Default destination prompt file | connect-to-party.wayv M
Transfer prompt file fransfer.wav v

Extension diaing (] Default destination

Number of extension dialing digits
Digits

Digit selection

Row Digit Name File Repeat this menu Destination Allow recording
1 1 SalesDept: menul_digitl.way F 5558885200
2 2 CustomerService menul_digit2.way (] 5558885300
3 3 Biling menul_digit3.wav [ 5558885400
4 4 menul_digitd. way ||
- 5 menLil_digits. wav | Digit: selection numbgr.
2 2 g O N_ame: name for the dial rule_. S
= File: Announcement played if digit is dialed.
% % menul dgit7.way. O Destination: Destination number to which the
8 8 menu1_digits.wav O call will be routed. Allow Recording: enable /
9 9 menul_digit.wav O disable announcement recording for that
10 o menu1. digito.wav | destination (E164 number required). o
2 + —— o Repegt this menu: Repeats the l_)t_es_tlna_tlon
i selection greeting file when this digit is dialed. If
12 # menul_digit# way O the checkbox is set, then the "File",
"Destination”, and "Allow recording" fields fare
Name: name for Menu. ignored
Time Out: timer before call is routed to default destination. ’
Activation Mode:

1) Automatic: enabled/disabled automatically by configuredtime.
2) Manual: enabled/disabled via access code.
3) Both: Automatic and Manual enabled/disabled is allowed.

WeekDay/Time configuration: configuration when menu will be enabled/disabled automatically. Only applies if Activation mode

is Automatic or Both.

Activation Code: Code used to enable menu (Manual and Both modes only)

Deactivation Code: Code used to disable menu (Manual and Both modes only)

Destination selection greeting: announcement guides caller to select a destination.

Failure prompt: announcement presented to caller when chosen destination is invalid.

Default destination prompt: announcement presented before xfer to default destination.

Final prompt file: announcement presented to caller when chosen destination is invalid and the default destination could not
answer the call for some reason or it is not configured.

Transfer prompt file: announcement presented to caller when call is transferred to the chosen destination.

Extension dialing....caller will be able to dial the desired extension number.

Default Destination: escape destination for Menu if a valid option is not selected.

Number of Extension Dialing Digits: maximum number of digits that can be dialed for an extension Extension Dialing is activated

Digit Selection: This shall allow a customer to route all calls to a particular DN to an announcement and then forward on to a
destination.

Note: To record an announcement (only one Welcome message/subscriber) dial the RA-Code (ex. *98) directly from one of the
subscribers that has Recording Enabled (ex.5558885200). The FROM header should correspond to the Subscriber number format.
A called party then routed to the Record Enabled Auto Attendant Destination will first get that Welcome message before being
transferred to that subscriber.
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26 Message rate control

In previous version this was named SNORT ( Network Intrusion Prevention System (NIPS)) and Network
Intrusion Detection System(NIDS), which performs packet logging and real-time traffic analysis on IP
networks. It checks for networks packets and tries to find a “signature” in suspect packets. When the feature is
enabled and Message Rate Threshold is reached, the Snort (now the IP Tables) will configure a Firewall rule
to block the IP that generated such traffic. This IP will be monitored, if no more traffic comes from this IP the
Firewall rule will be removed when block period expires. Otherwise, the block period will be renewed.

Note: OSB IP as well as PC for OAM should be configured in IP addresses to avoid packet lost.
Configuration > OpenScape Branch > Branch Office > Configuration > Security > Message rate control

£ Security 2
@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.
General Firewall || Message Rate Control | RADIUS Tunnel Cor| Enable Message Rate Control: Enable/Disable
the feature.
Message Rate Control Settings Message Rate Threshold: number of ?
messages per sec which will block an IP
I Enable Message Rate Control address (100-256000).
Block Period: blocking time of IP address in
Message rate threshold seconds (1-2048).
y IP Address: list all IPs which will not be
Block period (sec) blocked by the IP Tables.
White list [Cad
ok || cancel |

NOTE: SNORT has been replaced by the IP Tables since V8RO.
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27 Digest Authentication Credentials synchronization between OSB and
osv

During the SIP registration process, OSB requests for the Subscriber Data and for the Digest Authentication
Credentials if these feature is enabled in the OSB.

Note: The OSB's FQDN (<hostname>.<domain name>) must be configured as an alias for the branch
endpoint in the OSV.

Configuration > OpenScape Branch > Branch Office > Configuration > Security > General > Digest
Authentication Tab

o security
@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes’ on the General page.
’m‘ Firewall Message Rate Control RADIUS Tunnel Connections Denial of Service Mitigation
| Add || Edit || Delete
Change
User name Administrative privilege | Passwordin | 55H login Expires {(days) | Enabled
first login
1 administrator Administrator O 99999
2 service Administrator O 99999
3 guest Read Only [l | 20999
4 assistant Administrator | [ 99999
5 redundancy Read Only [l | 99959
3 ACD ACD Administrator | [ 99999
7 cdr Read Only O O 99999
< >
Digest Authentication : ?
Digest authentication
Server quality of protection (QOF) Im
Nonce life (sec) 300
Max retries g
oK Cancel
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28 Emergency Calling

Provides the access to Emergency Services.

As a general rule the emergency calls should be forwarded to PSTN gateway which supports CAMA
functionality in US or for other PSTN gateway in cases where CAMA is not used. A call to the Emergency
Number triggers the server to try to establish an outgoing call to an Emergency gateway (highest priority).
When an Emergency call fails to reach the PSAP, call is re-routed to the configured local Destination (ex.
Local Attendant) which has land line to call PSAP directly.

The Emergency calling menu is located under Features (Features Available in Normal Mode and
Survivability Mode) and there are two sections available for configuration: Emergency Call Routing and

Emergency Calling Numbers.

OpenScape Branch >Branch Office >Configuration> Features > Emergency Calling

Emergency Call Routing can be configured based on Subnet or DN list

+ Emergency Call Routing

@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

General
Subnet based routing
[ DN list based routing

IP address or subnet
Subnet mask

DM numbers

Routing prefi Mone
Description
Default destination

Send LIN instead of CPN [
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Add
Delete

87

Two options available to configure Emergency Call
Routing:

Subnet based routing: Checking this flag (selected by
default) will enable the Subnet based routing (Using IP
address or subnet and Subnet mask), in this case once
selected it will gray out the DN list settings.

DN list based routing: Checking this flag will enable the
DN numbers list. When checked the Subnets settings are
grayed out.

IP address or subnet: IP or range of IPs — Usually
subscribers IP addresses for Survivability Mode and OSV's
IP for Normal mode. — For NM using OSV, mask should be
255.255.255.255.

Subnet mask: IP subnet of the range of subscribers /OSV
defined by IP configuration.

DN numbers: List of DN numbers. Up to 10 entries,
numbers can be entered using regular expressions.
Routing prefix: configures preferred GW to be used, First
digits of each prefix links the subnet/DN list to a dialed
Emergency Number. — refer to Configuration Guide
Session 63.2 “Configuration in the OSB” for additional
information on routing prefix. If the gateway is required to
make Emergency as well as normal calls, select the
option None.

Description: description of emergency routing.

Default destination: if emergency call to the PSAP fails,
the call is redirected to this local default destination
(attendant).

Send LIN instead of CPN: send Calling Party Number
(CPN) or | neation ldantifieation Numhbher (1 IN) an 0021




LIM

Row LIM | Callback number Default callbad: number

1 5553882810 5558882810

Emergency Calling Subnet - LIN

LIN: Local Identification Number used to associate a
subscriber to its physical location

CallBack Number: phone number registered at the
PSAP. If an outgoing emergency call is
unintentionally interrupted, then the remote operator
may call back at this number

| Add || Delete

Use default callbadk number

=

For OSB Proxy ATA and OSB Gateway Only, the Location Information and Emergency Calling Numbers are

Notes :

"IP Address or Subnet" "255.255.255.255" and
"Subnet Mask" "255.255.255.254" parameters are
used when the IP address of calling SIP phone
cannot be matched

Routing prefix values will show only after GW entry is
configured on GW provisioning table and flagged as
emergency route

available under the FXS configuration menu (Features > Configure integrated gateway > Configure FXS
> FXS Configuration) since the Emergency Calling feature is not available under Features.
For any FXS subscriber, specific location information values can be set to override general

values.

Location Information

Building
Floar

Room

Room

FXS port configuration — Location Information
Each FXS port can be set with different value for Building, Floor &

(Features > Integrated Gateway > FXS Configuration > FXS
Port configuration > Location Information).

If any parameter Is not set for a specific FXS port, general values shall
be used. If a parameter is configured for a specific FXS port, this value
will supersede the general.

88

P31003-H81A0-M101-18-76A9, 20/09/2023
OpenScape Branch V10, Configuration Guide




Emergency Calling Numbers

Emergency numbers

123
[+1123
[1]213]

Add

| Delete

P31003-H81A0-M101-18-76A9, 20/09/2023
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Emergency Calling Numbers:

If a number from the list is dialed, OpenScape
Branch identifies it as an "Emergency Call* (for
USA this represents the 911 emergency calls). A call
to a number from the emergency number list will
trigger the server to try to establish an outgoing call
to an available gateway (highest priority).

An Emergency number can be added to the list by
entering the number or a regular expression rule
(to set a specific range of numbers) in the
Emergency numbers field. Only numerical digits
and the characters *, # and + are supported as
literals. The literals * and + must be inside of [ ].
Expressions available do not necessarily comply
with POSIX Regular Expression rules. Nevertheless,
POSIX Regular Expressions are a good reference to
build matching rules

The rules for the regular expressions are the same
described for the Routing Prefix on
Gateways/Trunks configuration. For further
information refer to 18.12. Gateway Provisioning.




The following flowcharts illustrate how an emergency call works for Survivability and Normal modes.

Survivability Mode

Starting a call

s the R-URI in the
Emergency Calling
Numbers list?

Non Emergency
call

Query Emergency Call Routing:
Caller subnet = subnet
or
Caller DN =DN
and
R-U routing prefix

Emergency Call Routing Is there any default
found? subnet configured?

Query Gateway/Trunks table:
GW Functional type = Emergency
Emergency routing prefix = routing

prefix
GW id > current GW id

GW found?

Query Gateway/Trunks table:
GW Functional type = any
R-URI = routing prefix
GW id > current GW id

Does it have a
GW found? configured default
destination?

Place Emergency call using
current GW id = GW id

v

- Destination not found:
SRl SIP error code 404 or Media
default destination :
Server announcement

Successful
Emergency call
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Normal Mode

Starting a call

s the R-URI in the
Emergency Calling
Numbers list?

Non Emergency
call

Query Emergency Call Routing:
Caller subnet = subnet
or
Caller DN=DN
and
R-URI ~= routing prefix

Emergency Call Routing Is there any default
found? subnet configured?

Query Gateway/ Trunks table:
GW Functional type = Emergency
Emergency routing prefix = routing
prefix

GW found?

Query Gateway/Trunks table:
GW Functional type = any
R-URI = routing prefix

GW found?

Place Emergency call

Call answered?

Destination not found:
SIP error code 404

Successful

SIP error code
Emergency call
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29 NG911 support for Emergency Calling

Pass transparently the PIDF-LO and Geo-location header fields (NG911) - OSB shall support the transparent
conveyance of location information (GeoLocation header fields and the PIDF-LO in the SIP message body)
OSB: NG911 support for emergency calling - OSB shall be able to include a GeolLocation header field and a
pre-defined PIDF-LO into an outgoing emergency call for location unaware phones.

0SB INVITE 911 Location information for phones: 5. p| g
<PIDF-LO>

1
S It .
5 OSB in Normal Mode
All operation modes are supported
(Proxy, SBC-Proxy, Branch SBC)

» LLDP-MED

INVITE 911 _
<PIDF-LO> Emergency call is transparently passed
through
osv
Location unaware phone
Location Information
csssmuanands R O DO R e wsonasaninnidsaaeinsdsaduinannininaabasinis
Country Greece [+]

Mandatory parameters e i v e v e | KT

County or parish or district ATHENS

City HRAKLEIO
Street LEOFOROS HRAKLEIOU 455 .
OSB ——l e e
INVITE 911 _Nb Leading street direction NORTH
- S 3
b EQL Street type suffix STR
Address number 155
INVITE 911
<P|DF-LO> Postal code 14122
Postal community name UNIFY
Building MAIN
4" Floor GROUND
oSV Room 1.01

Configuration: Geo-location support must
be enabled

Features > Emergency Calling >
Emergency Calling Subnet

OSB will add the Location information only when:
44 OSB in Normal Mode
@<= INVITE request received from a SIP subscriber
44 DN part of the R-URI corresponds to the routing prefix
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{4 Geo-Location must be enabled
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e OSB Gateway Only
e OSB Proxy ATA

# Geolocation: <cid:osbranch@enterprise.com=

# Geolocation-Routing: no

4

tuple id="osbranch-1"

(phone’s AOR)

entity="pres:2105002004E@10.10.17. 204"

= <location-info=
B =civicAddress>
E =Country:>
GR
</country=
E =Al>
ATT
</ /Al
[l <A2=
ATHENS
</A2>
[l <Ad=
HRAKLEIO
</A3>
= =RD=
LEOFOROS HRAKLEIOU 455
</RD>
= <PRD>
NORTH
</PRD>
0 <5TS>
5TR
</5T5>

Geo-location support for FXS (OSB 50i & OSB Proxy ATA)
Features > Integrated Gateway > FXS Configuration

= <HNO>
155
</ HNO>
B <PC>
141 22
</PC>
= <PCN>
UNIFY
</PCN>
= <BLD=
MATIN
</BLD>
= <FLR>
GROUMND
</FLR>
= <ROOM:
1.01
</ ROOM >
=/civicaddress:>
=/ location-info>

Each FXS port can be set with different value for Building, Floor &Room

£ FXS port Configuration
€ FXS Port provisioning.

Repeat interval (sec) 5

If any of the parameters are empty for a specific
FXS port, general values shall be used.

If a parameter is configured for a specific FXS
port, this value will supersede the general value

Location Information

Building FX5
Floor 2

Room | Jupiter

e Emergency number must be configured to identify that the dialed number corresponds to anemergency
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e If an emergency number is configured for a subnet which includes the OSB LAN IP address onthe
Emergency Calling screen, the configured emergency number is automatically filled in the FXS
emergency number

e OSB continues to support Regular Emergency calls and Emergency Gateways (PSTN) in all supported
modes

e NG911 Emergency calls to SIP Service Providers through the OpenScape Branch SBC-"Proxy / Branch
SBC will not be supported on this 1st step.

e Ifan NG911 emergency call is done in survivable mode the call will be handled as a regular Emergency
call and route the call to the configured Emergency Gateway (PSTN)

e OSB shall provide NG911 support in SM with FRN5498
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30 CDR

OpenScape Branch supports Call Detail Records while running in Survivability mode. While running in

Normal mode this is done by the OSV.

Note: CDR Allocated space

-400 MB small systems (<3550/Fujitsu).

-512MB for 3550/Fujitsu.

Configuration > OpenScape Branch > Branch Office > Configuration > Features > Enable Call Detail Records
Note: CDR uses the Contact information included in 2000K for storing FQDN or IP information for called party
on Outgoing GW/SSP calls.

1 Call Detail Records
(1)

Select OK to temporarily store changes. Make your changes permanent by selecting Apply Changes' on the General page.

General
Billing File Settings SFTP Settings Note: CDRs will only be
3 pushed to billing server if
Maximum number of records 100 Transfer method Push Icdr folder exists in billing
2 s GE i server.
Maximum time interval (min) &0 Port 22

Maximum file size (k

Allow File Overwrite: CDRs will be over written if CDR
L1 allow file overwrit space fills up and push/pull method was not done. )
Note: alarm will be created if CDR space runs low or Max Number Of Records: max number of records

E.164 translation| cpRs can not be created. per single billing file. ) o
Max Time Interval: max time for billing file toclose.

Matching digits Translation . Max File Size: max size for billing size.
ESS“.TIEMSIE?HO”' . enabhled, Transfer Method: Push method (send CDR files to
9011305 305 \ d“c e‘i""' g‘f]”eri;i_t de billing server using “General & SFTP Billing File
P <o I Waelaiiond Ui (e iils Settings”). Pull Mode (billing server gets CDR files.
digits that matches with the “General & SFTP settings“ not used in this mode).
dialed _numb_er_prfefl)_(.l Port: port for push method.
Matching Digits: digits that Re Attempt Timer: wait time before re attempting
are used to match with the another SFTP transfer in push mode.
starting digits of the called
number.
Translation: defines the digits
that will be used to substitute
fdo) (cRekE J "Matching Digits".
Primary Biling Server
Hostname 10.100.123.92
User name root
| Password Pri/Sec Billing Servers: IP address, User Name,

and Password for billing servers. Settings are only
used while in Push Transfer Method.

Secondary Biling Server

Hostmame 25.25.0.40
User name root
| Password
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30.1 CDR Record Details

FILENAME: /OSBIP169-20111108T090005+0500000004.bf & Name of CDR record

Creation Date

0,Std,OSBIP169,607b4e345ae75cd,10,5558885226,5558885256,0rig,term,,,,,10.234.1.70,10.234.1.101,20
11-8-11 T08:58:01.0+0500,2011-08-11T08:58:04.0+0500,5256,200,0K,,0,0x010104 CLOSE: 2011-11-

Field Number |From Example Above Name/Description
1 0 Sequence Number: written CDR+1.ex. 1, 2, 3 ...etc
2 Std CDR type (standard Or half-call releaserecord).
3 OSBIP169 Openbranch ID: Hostname of the Branch.
4 607b4e345ae75cd SIP Call ID.
5 10 Call Duration in Seconds.
6 5558885226 Calling party number.
7 5558885256 Called party number
8 orig Calling party identifier (orig, term, inc, outg, unknown)
9 term Called party identifier (orig, term, inc, outg,unknown)
10 Transferring party number
11 Forwarding party number
12 MLHG member number
13 Location Identification Number
14 10.234.1.70 IP or FQDN Ingress side address
15 10.234.1.101 IP or FQDN Egress side address
16 2011-08- Answer time UTC format
11708:58:01.0+0500 Note: "time portion” of a timestamp is the localtime at

the OSB. The addition or subtraction of the offset yields
a final time calculated in UTC.

17 2011-08- Release time UTC format

11T08:58:04.0+0500 Note: "time portion” of a timestamp is the localtime at
the OSB. The addition or subtraction of the offset yields
a final time calculated in UTC.

18 5256 Original Dialed Digits

19 200 SIP response Status Code 1xx, 2xX, 3XX, 4XX, 5XX,6XX
20 OK SIP response Reason Phrase ex. OK, Busy here, etc
21 Codec Used(not Used)

22 0 Secure RTP Indicator (0,1)

Integrated GW only. -> Oxaabbcc Where:
aa - slot position - 01 bb - port - 01
23 0x010104 cc - channel - 04
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32.DNS

Handling of domain names using OpenScape Branch DNS Server can be done in three different ways: Slave,
Forward and Master (Service only).
Configuration > OpenScape Branch > Branch Office > Configuration > Network/Net Services > DNS

5 Network /Net Services ?

) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Settings || DNS | NTP DHCP Traffic Shaping Qos

Client: ?
Refresh DNS: Allows user to manually refresh
| Refresh DNS j DNS client (Restarting the Service) Alias configuration is required under
— following cases:
DNS server IP address Add | Alias -If phone is configured with A record FQDN
— for “Gateway” different than the default
192.168.100.4 Delete ris0is2.unow.nets.cwb| FQDN (Hostname.Domain) configured in
Ce R e the OSB.

DNS Server List (configure): Enter IP -If phone is configured with DNS SRV

address of DNS servers (If OSB is recor-d for. Qatewa)_/. ) .
acting as DNS client). Note: Missing alias configuration could

cause calls towards OSB to be rejected
with 403 loose routing reject and/or
registrations toward OSB being rejected
with 483.

32.1 Slave DNS

OSB as a Slave DNS gets its zone data using a zone transfer operation (typically from a master DNS) and it will
respond as authoritative for those zones for which it is defined to be a 'slave' and for which it has a currently valid
zone configuration.

5 Network /Net Services

U Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the Genera

Settings || DNS | NTP DHCP Traffic Shaping QoS |

Server

.\1

Flag To Enable/Disable DNS Server

Enable DNS server | DNS configuration | Functionality,

[[]Enable customization | Admiris! 5101 |

'OK | | Cancel |
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& DNS Server

|
@) Select OK to temporarily store

| Zone Configurati
|

|
Enable OSEE v9 DNS zone splitting

| Row Type
1 Slave
2 Slave
3 Slave

Enable OSEE v9 DNS zone splitting-
Support of DNS zone splitting by configuring
and using a key for retrieving the assigned
DNS zone file. Disabled by default.

fes. Make your changes permanent by selecting 'Apply Changes' on the General page.

If reverse lookup is desired, then
the reverse zone must be added
as shown in the example.

Master DNS.

IP masters/forwards: IP address of the

Zone name IP masters/forwards

File name

the Master DNS.

compliant.

Type: must be configured as slave.
Zone Name must contain a valid name for the zone which has to be defined in

Note: zone names with underscores “_” are not allowed and are not RFC

Forward IP

Forward IP address

Add

Delete

| _Add || Delete

File Name: valid name for the zone which
has to be defined in the Master DNS
(usually the same as the Zone name).

)

Note: Zone file will be used to store the
zone information that DNS Server gets
from master. Any request not found on
slave will be forwarded if Forward IP list is
configured.

Forward IP list: IP address of the DNS master which would be used to
solve all FQDNs which are not covered by the configured slave zones.

The master DNS for each zone allows slaves to refresh their zone record when the 'expire’ parameter of the SOA Record
is reached. The "expire" value should be longer than the longest time that you require the slave DNS server to function
without contacting the master DNS server. Often the "refresh" value will be30 minutes or so and the "expire" value will be

1 week.

Note: If Redundancy is active, system will use physical IP for DNS queries. So, for slave synchronization the physical IP
of both Master and Slave OpenScape Branches must be added to DNS Server firewalllist.
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32.2 Forward DNS

OSB as a Forward DNS will forward requests to an external DNS server and caches the results.

Note: Forward DNS should only be used if Master DNS is trustable and reachable. Otherwise, slave configuration is
recommended.

& DNS Server ?

@ DNS server provisioning.

Zone Configuration ?

IP masters/forwards: IP address -
of the Master DNS. | Add || Delete

_ Row Type Zone name IP masters /forwards | File name
1 forward branch.br 192.,168.100.4

Type: must be configured as
forward.

Zone Name must contain avalid
name for the zone which has to
be defined in the Master DNS.
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32.3Master DNS

OSB acts as Master DNS server. For this case, no DNS Master Server is configured. The flag DNS Server is activated
and Custom DNS files can be uploaded. All zones have to be manually configured.

NOTE: Other DNS configuration is grayed out when customization is enabled.

7 Network /Net Services

) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the Genera

Settings | DNS | NTP | DHCP | Traffic Shaping | QoS |

Server ?

Enable DNS server | DNS configuration

Flag To Enable/Disable DNS Server Functionality.
Flag To Enable/Disable Custom Files Functionality.

[l enable customization {

| OK | | Cancel |

- Administer Cusfom DNS Files ?

) Upload or Delete Lustom DNS Files including the mandatory named.conf.

Administer Custom Files: allows the user to upload
m' own customized configuration of DNS. Depending on
[ Selecionar arquivo... | Nenhum arguivo selecionado. ‘_pLJ the custom configuration several files have be to
uploaded, the zones for instance. The syntax and the
contents of the file(s) will not be checked, so wrong
e configuration may cause the DNS service to not start.
\'—J When the checkbox is checked, the DNS server
configuration will be disabled from the local
management. The configuration will be preserved in
case of upgrades.
Note: See http://en.wikipedia.org/wiki/Zone_file for a
description of DNS files

Note: customized files must be uploaded to both nodes
if redundant OSBs are used.

, Close |
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33.DNS SRV

DNSSRV will be used when you need OpenScape Branch and phones to receive several addresses in order to
have forwarding options in case of a failure of OpenScape Voice node or Network outages.

Note: For more information on configuring the DNS Server and the OSV Solution with DNS-SRV, please refer to
the OSV Test Configuration and Connectivity Solutions Manual available inG-DMS.

For DNS-SRV it is necessary to create different SRV zones (domains) for OSV node 1, OSV node 2 (only for
geographical separation between nodes) and one zone for each Branch (if you use only TCP, UDP and TLS) or
two zones for each Branch if you use MTLS (one for TCP, UDP and TLS and one forMTLS).

Note: The priority of the proxy in the DNS server configuration has to be a lower number (higher priority) than
the OSV. Configuration > OpenScape Branch > Configuration > System > Settings

' System

) Select OK to temporarily store chianges, Make your changes permanent by selecting ‘Apply Changes' on the General page.

\ Settings } Licenses Branding

General

Branch Mode  Proxy v

Hostname FUITSU-57-Evelyn Domain Name: Enter the DNS SRV zone for
3 T the Branch.

Domain name | unify.com <

O Gateway only
Note: For correct DNS configuration see section

above.

Country Configuration

Country | United States / North America v | Country configuration J

Administration

Configuration & OpenScape Branch & Configuration & VolP & SIP Server Settings
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o) VOoIP

@) Select OK to temporarily store changes. Make your changes permanent by selecting pply Changes' on the General page.
\

| sip Server Settings || Port and Signaling Settings Manipulation and Routing Error Codes Media

[[] synch subscriber data
[[] Disable notification in survivable mode

Enforce minimum Subscriber TransportType Security

[ Other trusted servers | | Load Balance Mapping Table |

Node 1
Enter the SRV record for the OSV. It must be

Targettype SRV Record v entered for both nodes in Geo-Separated Mode.
Zone name cannot be the same for the 2 nodes.

Primary server Transport H -

¥ P Note: port numbers are automatically taken from
Backup server Transport A SRV response.
SRV record  branch.br Transport | TCP v
Node 2
Target type SRY Record v
Primary server Transport Port
Backup server Transport Port .

Note: User can check IPs were received correctly

SRV record  branchbr Transport | TCP ¥ from DNS server in the main status page
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OpenStage/Optipoint :

4) Ports configured with O since port is taken from SRV response.

Port configuration

SIP server |0

5) DNS SRV records are configured for Server, Registrar, and SIP registrar |0 |
Gatewayaddresses. SIP gateway [0 |
6) Update Domain Name under phone Network Settings. 9 v
SIP local  |5060 |
Backup proxy |0 |
RTP base |5010 |
Download server (default) |21 |
LDAP server [389 |
Registration HTTP proxy |0 |
SIP Add LAM port speed | Automatic
[ESSES PC portspeed | Automatic
SIP server address ogvmodel.us PC port mode
SIP registrar address |osvnode1.us | PC port autohDIX L
SIP gateway address obranchsm boca | Reset
SIP details:
=IP routing: *
Registrar IP address or DMS name: |Davnnde1.u5 | Faort: |EI |
Server IP address or DNS name: |Davnnde1.u5 | Pan: |EI |
Gateway |P address or DNS name: |Dhranch5w.hnca | Pan: |EI |

=P port: (5060

RTF Base port; *

104
P31003-H81A0-M101-18-76A9, 20/09/2023

OpenScape Branch V10, Configuration Guide




34.Multi Line Hunting Groups (MLHG)

Stand alone feature which operates in survivability mode with no relation with OpenScape Voice MLHG groups. In
order to have a similar functionality while in Survivability Mode the user has to set MLHG parameters accordingly.
Note: feature is not available in Proxy ACDmode.

Configuration > OpenScape Branch > Branch Office > Configuration > Features > Multi-line Hunt Groups

Hunt Type: Linear: hunting will always be done in the same sequence
according to the group members order. Cyclic: hunting will be done
based on the last subscriber that answered the call and then the next
one will be called. Parallel: all members will ring simultaneously.
UCD: hunting similar to cyclic type but the call will be presented to the

Pilot Number: defines the MLHG access code.

Pilot Type: 1)_Pilot: must refer to an existent subscriber DN. The pilot
DN will be the first group member.

2)_Non pilot: can be any code and must not be related to an existent
subscriber DN.

No Answer Advance Timer: Period that each member will ring before
the next member is called.

Overflow Destination: in case of none of members answer the call then
the overflow is called. The overflow can be a subscriber, another MLHG,
or a PSTN number.

Overflow Timer: Configurable timer set for the Overflow destination.
Default value set at 0 and the range expands to 120 seconds.

Member Advance Timer / sec : Configurable Timer set to advance to
the next Member if the current Member is unavailable or busy. Default
value =1 Range = 0 - 10 seconds ( 0 - 100 msec)
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SalNcHRT e members until a disconnection or answer. It will not be disconnected |*
@) Select OK to temporarily store changes. Make your changespel ~ @fter the first CyCle for the group members.
Add || Delete |
Row Enable Pilot number Pilot type Hunt type No answer advance timer (sec) Overflow destination Overflow timer
1 v pilot Cydic 30 0

Members: The order of the members will
be relevant according to the hunt strategy.
Members are separated using a comma.
Note: It is required to use international
number format for Pilot Numbers,
Overflow Destination, and Members.
External DNs can also be used as MLHG
members.




34.1 Synchronization for OSB MLHG and Emergency Calling Subnets

It is possible to enable periodic synchronization of data between the OpenScape Branch Assistant and the
OpenScape Branch servers for Multiline Hunt Group and Emergency Calling subnets.

Note: feature is not supported for peer OSBcluster.

Configuration > OpenScape Voice > Administration > General Settings > OSB Synchronization

* = i i rd . . .
(5 " ISR | ST S e EE € | Daily synchronization can be enabled at
@ Here you can set up the OSY Assistant to OSB Assistant synchronization, specmed time for Selected Openscape Branch
servers.
Toggle synchronization and choose the time it will be executed on a daily basis When “enabled” the following data is sent from

the OpenScape Branch Assistant to the
OpenScape Branch servers:

Enable daily synchronization: v .
i - Multiline Hunt Group
o - Emergency Calling subnets
Rerfornlevctionizationlat: 0o ol |00 8 Note: profile only MLHGs are not configurable
Choose Business Groups and Open Branches where QSY-05E synchronization will be performed for synchronization.
All Business Groups: |V l ]
4 L]
l- Perform synchronization now ] l Save ] l Cancel ]

Configuration > OpenScape Branch > Administration > General Settings > OSB Synchronization

# General Settings ¢ Enable synchronization on the
OpenScape Branch tab. It is
possible to perform manual

Installation Synchronization synchronization as well.

Note: B2BUA service is restarted in
@) Due to the synchronization, services will be restarted. Active and ongoing calls may Fail OSB during synchronization

@) Configure general settings

*eriodic synchronization

Enable: v
Stark Date: 3zf1z E Time: 00 02
Frequency: 24 | (hours)

“rigger synchronization

@) Select branch office to synchronize now

Branch Office: all w Synchronize

“save | | Cancel
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35.0SB Redundancy

Redundancy uses a non-proprietary protocol which is used to increase the availability of the Branch. This is
based on a virtual IP address in the same subnet of the OpenScape Branch used for redundancy. During
switchovers, calls remain active if connected between Endpoints.

Note: Files changed manually (ex. /etc/hosts), customized DHCP/DNS files and CDRs are not synchronized
between nodes. TLS related files (certificates, key files, CRL lists) and Passwords are synchronized. Other DB
parameters (including Hostname) are synchronized and identical between nodes.

For OSB V2/V1R4: Passwords, files changed manually (ex. /etc/hosts), TLS Certificates, and CDRs are not
synchronized between. Passwords must match between both nodes. Other DB parameters (including
Hostname) are synchronized and identical between nodes.

Configuration > OpenScape Branch > Branch Office > Configuration > Network/Net Services > Settings

i Network /Net aruicac

O Select OK to tempol Enable Redundancy flgg.

= Notel: Phones will register to Redundant IP.

\ Settings | DNs ||| Note2: Enabling/disabling feature requires a system restart.

' Note3: Same HW type and SW level must be used between nodes. Latency for one
leg must not exceed 100 milliseconds. Round Trip Latency must not exceed 200

Redindancy milliseconds.

Enable redundancy Enable PRICAS redundancy Falled links threshold O b Switchowver without Link Check

Test Default Gateway instead of subscribers during failover

Interface 1P address| Backup IP address| Virtual IP Address

LAN 21.21.25.10 21.21.25.11 21.21.25.15

Virtual IP: virtual IP address for redundant System. Redundant OSB can be managed via the
IP Address/Backup IP address: physical IP for each node. Virtual IP address; active node synchronizes
Note: it is required to configure 3 OSV End Points for the DB/XML to the standby node.

redundant system (1 for Redundant and 1 for each physical IP
address of each node). 3 Branch offices must be added for
configuration and maintenance.

| ok || cancel

Note: IPs for Master, Backup, Virtual must be on the same network.
Please note that when enabling the Redundancy and configuring IPs in OSB1, the database is copied inthe
second node if available so it would not be required to enable it onOSB2.

35.1Upgrading Redundant System

User interaction is only on MasterNod e .

1.Go to Software Repository on Maintenance tab and upload image. tar and spa file

2.Go to OpenBranch Assistant tab and select Job Management

3.In the List of Jobs, select Add Job. Select as Action Transfer, the Target version (version previously
uploaded in the Software Repository).

4.In the Start Time and Date field either select immediate or schedule the action for a specific time and date
5.From the List of nodes select the virtual node and press OK

6.0nce Transfer action is Complete proceed with the Activation of the software. The user caneither Add anew
Job in the List of Jobs or clone the Transfer action and change the Action to Activation...Activation of the
Software is started

7.Activation of software is Complete and Master node restarts.

8.Standby Node becomes Active temporarily.

9.0nce running again, after about 5 minutes, previous Active Node becomes Master Node again and uploads
SW image to Original Standby Node.

10.Upload/Upgrade completes, Standby Node restarts. Both Nodes are now upgraded.

107
P31003-H81A0-M101-18-76A9, 20/09/2023

OpenScape Branch V10, Configuration Guide



Note: a few alarms will show during upgrade procedure since nodes will restart. Alarms shouldclear
automatically when upgrade completes.

35.2Disabling Redundant System

Following steps must be done to disable the feature:

1.Select the Master Node from Menu in the OpenBranch Assistant tab->Networkservices->Edit Interface.
2.Delete the entries for node 2, virtual node and change the IPAddress Node 1 to a temporarylP.
3.Go to the Redundancy Tab and Disable Redundancy. Press OK and Apply changes

At this point system gets restarted. When the box comes up with the new temporary IP address, in order for the
user to be able to administer the box, he will have to edit the corresponding Endpoint in the OSV (either change
the IP of the Endpoint or create a new dummy one). The box now is a standalone box and Previously Backup

node has now become Master.

4.Repeat the above steps for the Backup Node (which is now Master)

35.3Master Status Check

Redundant or physical IP of first node can be used to check node status (Master Node in this case).
Configuration > OpenScape Branch > Branch Office > Configuration > Local Dashboard

4@ Dashboard - BOCAST1 - OBBocalP40vVRRP

@ Aggregated information and data For selected Branch Office. Note: SynChFOHiZaﬂon of the operational
mode/DB is done by a polling process (Every 5
System status minutes). So in case of switchover, the backup
Operational skatus: normal Redundancy stake: Master (new mas_ter) must Send_ the NOTI_FYIS to all
phones with the respective operational mode.
Alarm summary Critical: O - Major: 0 |
l Show active alarms... J
Servers Primary: 10.234.3.109 e Ackive
EBackup:

WAk outage:

Note: If Redundant System is not available OSB Master will show an alarm. Alarms are reported using physical
IP address of each node.

| & Active alarms - OBBocalP40¥RRP ?
@) Information about current list of alarms.
Alarm - Acknowledged Hit
D Severity Managed Resource Alarm Type Last Occurred Status User Count
: [Communication][Loss of Communication with 2009/06/24
13512 B Major OBBocalP40VRRP_10.254.1.40 Redundant System] 11:54:34 False 1

IMPORTANT Note: In an OSB redundant environment were OSB is in survivability mode, If OSBMaster is
doped causing switching of master/slave-node, then:

RTP flow between the PSTN and the MLHG agent will stay up, but the SIP call will be lost.
All calls that where in queue (e.g. in ringing state) will be lost. Note that the backup OSB1000 does notknow anything about
these calls.
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35.4Backup Status Check

Physical IP address of second node can be used to check node status (Backup Node in this case).
Note: backup node only allows read access.

Configuration > OpenScape Branch > Branch Office > Configuration > Local Dashboard > Services Status (Show)

7 Services Status

@) Current status of availsble services,

BZBUA -
¥PN

Survivability Provider
M5 Converter

M5 Adapter

DNS

SIP Server

BLC -

nok running
nok running
nak running
nok running
nok running
nak running
nak running

nok running

RTP Proxy

Interfaced

Interfaced

DHCP

IPsec

BLS

Verify Redundancy
service shows running
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nok
running
nok
running
nok
running
not
running
not
running
not
running

—in

55M

ayslog

DBMS

Audit

Process Manager
SNMP

Interfacel

Alarm Manager
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nak running
running
running
running
running
running
running

runring

SNORT

Cron

NTP

SSH

Web Server
Redundancy
CDR

Continuous Tracing

e ?

running
running
Funning
running
running
Active
stand-by

stand-by



36.Phone Configuration for Proxy

[ Administrator Pages

Admin Login
Applications
Bluetooth
Network
System
System Identi

Registration
SHMP
Features
Security
File transfer
Local functions
Date and time
Speech

Administrator Pages

Admin Login
Applications
Eluetaoth
Network
System
Systemn [dentity
SIP interface
1]l

SHMP
Features
Security
File transfer
Local functions
Date and time
Speech
General infarmation
Authentication
Ringer setting
tlokility
Diagnostics
Maintenance
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Check outbound proxy flag

SIP interface

Qutbound progy

Default OBP domain [

SIP fransport
Besnonse fimer (ms) 22000

Sip Server/Sip Registrar points to OSV
SIPSM1 (Also If TLS is used)

Sip Gateway Points to OSB

Note: sipsm1 can be used with TLS for Proxy
mode if sipsm3 is added in trusted IP list on
OpenScape branch configuration.

Connect)

Regisiration
SIP Addresses

SIP gerver address bocast!.rgB700. obranch
SIP registrar address bocast.rgg700. obranch
SIP gateway address
SIP Session

Session timer enabled ¥
Sassion duration (seconds) 3600
Registration timer (seconds) 3600

Senver type
Realm
User D
FPassward

SIP Survivability
Backup registration allowed
Backup proxy address
Backup registration timer (seconds)

Backup transport UDP ~
Backup OBP flag

Submit Reset

i i
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37. OSB Status information

It is possible to get OSB System Status, System Information, Registered Subscribers, Logs (See Logging
Section), Service Status and Subscriber Data.

37.1 System Status (Checking if OSB is in SM or NM)

Connectivity and System state in relation to the SIP server as well as active alarms (See AlarmSection).
GW only systems have specific status data. Configuration & OpenScape Branch & Branch Office
Configuration @& Local Dashboard

Connectivity to the SIP server “Normal” indicates full
connectivity to Primary/Backup server. “Survivable”
indicates no connectivity to Primary/ Backup server.

<1+ Dash System is operating in limited mode. “Transition” system
is in the process of switchingmode.

Mote: Mo niote added fior tis node

Alarm Summary: shows counters for active
alarms (more details under alarm section).

Alarm summary System Info

OpensScape Branch Critical 0 = Minor 0 CPL: = ] 7.94%
Only I —
Applicable to  jow Active Alarms | Memary: [ ] 20.24%
Tt REEMEEI) \ Disk Usage: [ 18.15%
Operational Status:  normal Redundancy State: Mok active OB e, 06 22, B000 (14085 A EDT
Servers Primary: 10.234.3.50 Penalky Box state: W active System Lptime: 2 days 1 min
. Hostname: QSES0-BRI-169
Addresses/FQDN of SIP servers. Green / red Box associated
indicates state of the server. Operating LislL s e
“Active” & full connectivity with server. Note: The user can check IPs were
« » . ) Hardware B .
In Penalty Box” & no connectivity with server. received correctly from DNS server in the
“NotRunning” & Survivability Provider not running. “OK” main status page.
AR & binding has lower Priority than active binding. Actions
Name Software Yersion Rapidstat: Start
JpenScape Branch Y1R3.01.00 Wereterg Show

Services skatus: Show

Log Files: lf'hi]
System Info e @

cPU I | 2.92%-4x 2667 MHz (10000 MHz Reserved in VM)

Memory B | 13.87%-4Gb(4GbReservedinVM)
Disk I 17.2 % - 42 Gb

System uptime 25 min

Hardware type Virtual OSB 1000 System Info: CPU / Memory / Disk
Hostname  VMOSB Usage, System Date / time, Up time,
Software Thfo System Name, QS and HW type are
Software version V10 R3.01.01 available.

Software Partition information | Active | | Backup |

Note: Starting from V10R3.1.1, the VMWare reservation settings (CPU and Memory Reserved in VM) have been added
in the System Info in Dashboard.
This information has also been added in the vmsettings.txt file which is in info.tar in rapidstat.
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0i-DP24-StandAlone Mode X

C' | &b#rs: //25.25.0.45/maintenance.html#
% apps o Bookmarks [} WebHome < SEN_O_RC

&«

uniFy

50i-DP,

50i-DP24-StandAlone Mode

Administration

P System
» Network/Net Services
¥ yoIP
4; Port and Signaling Settings
«Zy Manipulation and Routing
i Error Codes
JdMedia
O'iv"x Features
» Security
» Diagnostics & logs
» Alarms

» Maintenance

|

n LabDEComp < RD < Fo: = OpenScape Branch - Lo

i

2 General - 50iDP24SA
@) Branch aggregated information and data.

Alarms

Alarm summary: Critical: 1 B Major: 0 M Minor: 0 == | Show alarm detai

System Status

c?

Branch mode SBC-Proxy  Autorefresh timer 30 seconds v

Operational state  Standalone

Services stacus

Show | Registered subscribers | Show
Show | Dynamic port mapping | Show
Show | Subscriber data Show

Link Status

Backup link status

Denial of Service Mitigation | Show
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x OpenBranch Scrum Boai . OpenScapeBranch Conf

b

User name: administr:

System Info

Memory -: 24.27%-2Gb

CPU

osk [ |e24s4%-sch
System g days 30 min

uptime:

[‘;p'g""afe Advantech S0 (2 PRIS/CAS E1 - FXS)

Hostname SOIDP2454

Software Info

Software version %9 R0.06.00

Software Partition information | Active Backup

»

[ Apply Changes H Cancel Changes l




37.2 Services Status

Window shows state of OpenScape Branch Services.
Note: some Services require configuration/activation in order to go into running state (ex. DNS, DHCP, etc).
Other services only apply to SBC mode (Ex. RTP Proxy) and will always show not running in Proxymode.

(1) Cument status of available services.

Alarm Manager B tunning MS Converter B not running
Audit B running Media Server B not running
B2BUA B running NTP B not running
CDR stand-by Process Manager B tunning
Continous Symptom Collector [l not running RTP Proxy B not running
Continuous Tracing stand-by Redundancy stand-by
Cron I not running SIP Server M running
DBMS B rwnning SNMP B tunning
DHCP M not running SSH B tunning
DNS B not running S5M B running
EthD B tunning Streaming Server B not running
Ethi B not running Survivability Provider I running
IPsec M not running Syslog B running
Ketnel Console Collector B not running YPN B not running
MS Adapter B not running Web Server B running

37.3 Registered Subscribers

Window shows all devices registered to the OpenScape Branch. Configuration > OpenScape Branch > Branch
Office > Configuration > Local Dashboard > Registered Subscribers

sal

Registered Subscribers { &

-
-
@) Registered Subscribers

It is possible to filter by specific subscriber/contact.

Search for in  Username v Show All
Items/Page: 10 v | [« [« 1 |» |» || Al:497 | CS¥Export
Username | _Contact| Expires (seconds) |
552133594002 5ip:552133594002@21.21,25.5:5060; transport=udp 49
552133594003 $ip:552133594003@21.21.25.5:5062; transport=udp 3054
552133594004 sip:552133594004@21.21.25.5:5064; ranspor t=udp 2823
552133594005 s5ip:552133594005@21.21.25.5: 5066, transport=udp 2128
552133594006 5ip:552133594006@21.21.25.5:5068; fransport=udp 26
BnZ1ARE002 P Username: Registered number/name. 1%z
552133594008 sip:5! 2737
2 Contact:  IP address and transport Protocol.
552133594009 sip:S Expires: Registration ExpirationTimer. 903
552133594011 sip: 5! 2245
552133594012 siD:5G2133594012@21.21.255:5080:ransport=iidn 3064

Note Keysets: support in Survivability Mode is limited to basic operations.
No support for SUBSCRIBE/NOTIFY messages, in this case LEDs belonging
to line appearances are not updated. Calls are forked to all registered
contacts insurvivability. No configuration in Management Portal is needed.
Keyset example: 5558885256 registered from 10.234.1.132 and

10.234.1.101 (two appearances)
P31003-H81A0-M101-18-76A9, 20/09/2023 Each Keyset line appearance counts as one subscriber in Registered
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38.Alarms

38.1Alarm Configuration

OSB allows user to activate/deactivate/configure alarm thresholds as well as check alarm status/History.
Configuration > OpenScape Branch > Branch Office > Configuration > Alarms > Alarm Settings

& Alarms

10

11

12

13

| Alarm Settings |

Row Group ID

1

O Select OK to temporarily store changes. Make your changes permarient by selecting 'Apply Changes' on the General page.

When configuring flow timer as 0, then alarm traps to
clear an alarm are reported every time. If configured
as 60, then same alarm trap to clear alarm is

SNMP Configuration repeated only after timerexpires.
: 2 e 3 Reporting 3

EventID Group name Eventname | Active Threshold Trigger Severity Flow timer s Faulty object Event type
High

1 Hardware temperature 70  Greater than Crifical 0 1 HW-Sensors Equipment
core 0
High

2 Hardware  temperature 70  Greater than Crifical 0 1 HW-Sensors Equipment

23

25

26

27

28

60

z1

1- GrouplD and Eventld correspond to the SNMP trap OID (last 2 numbers of the OID).

2- GroupName name of the GrouplD. It groups together system status information of similar
kind.

3- EventName character string that describers the alarm. Closely related to the trap name as
defined in the OSB SNMP MIB.

4- Active determines if the alarm will be generated ornot.

5- Threshold value that needs to be checked by monitor for an alarm to be generated.

6- Trigger shows the condition where the alarm will be generated. Trigger is a comparison
with alarm value.

7- Severity alarm severity assigned to that particular alarm (warning, minor, major, critical).
The Severity is fixed per Fault-1d.

8- Flow Timer indicates the minimal time to wait before generating a next occurrence of the
same alarm.

9- ReportingClass number between 0 and 7 that groups events to classes that are reported
to the same trap destination. 0 means that the event is not reported via SNMP trap.

10- Faulty Object character string that defines the object that is at fault.

11- Event Type classifies alarms into: communications, environmental, equipment,
processingError, andqualityOfService.

Uavrdisnen oA 3 Enilown 3 o Pk Haom R o 1 LI0E Crmnnrn [ —
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38.2 SNMP V3 GET Configuration

Local GUI@Alarms @ SNMP Configuration @ SNMP v3 GET Configuration

The Management portal of OSB allows the configuration of snmp v3 gets of linux default MIB.

SMMP +3 GET Configuration

W' Enatle

Read-Only user name | snmpwSuser

Security level authPriy
Auth protocol SHA-1 Auth password  ssssssssssssss
Priv protocol AES Priv password | essssssssssss

SNMP v3 GET Configuration:

Enabled: checkbox for enable/disable the snmp v3 gets of linux default MIB. Disabled by
default.

Read-Only user name: user configuration. Min: 6 characters & max: 32 characters.
Default value: snmpv3user.

Security level: Default value: authPriv (hardcoded - grayed out).

Auth protocol: Default value: SHA-1(hardcoded - grayed out).

Priv protocol: Default value: AES (hardcoded - grayed out).

Auth password: min: 8 characters & max: 32 characters. Default value:
snmpv3authPass

Priv password: min: 8 characters & max: 32 characters. Default value:
snmpv3encPass.
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38.3 Trap Destinations

Configuration > OpenScape Branch > Branch Office > Configuration > Alarms > SNMP Configuration

Alarms can be routed to a remote device using SNMP v2c or SNMP v3.

To allow SNMP manager discovery, SNMP v2c read-only community name and SNMP v2c read-only IP have to be configured. Note:
if read-only community name is configured in the SNMP v2c trap destinations table for an IP, general configuration will not be used
for that IP.

Alarm Settings | SNMP Eonﬁguration|

General T
SNMP v2c Read-Dnly Community Name | public SNMP ¥2c Read-Only IP | 10,200.0,50
SNMP w2c Trap Destinations ?
Delete
Row IP address Port | Trap community name Blocked Reporting class set Type | Read-Only community name
1 10.200.0.50 162 public [} 1;2;3;4;5;6; 7 alarm
2 10.200.0.51 162 public F 1;2;5;6; 7 alarm test739
3 10.200.0.51 169 public O 7 alarm
4 10.200.0.52 162 public F 7 alarm
5 10.200.0.53 162 public | 1;2;3;4;5;6; 7 alarm 0123kest

For SNMP v2c trap destination table:

IP address: Defines the IP used where trap is sent.
Port: Internal port used to send the trap.
Trap community name: Community name of the trap.

Note: up to 5 trap destinations
can be configured.

Blocked: Trap will not be sent (if checked).

Reporting class set: list of Alarm Reporting Classes that will be reported via SNMP trap.

The values must be separated using semi-colons.

Example: When setting this field to “1;2;5;6;7” the alarms with 1, 2, 5, 6 and 7 Reporting
Classes will be reported. Note: MIBs are located in OSB /usr/share/snmp/mibs

Read-only community name: (when configured) replaces general read-only community name.

SMMP +3 Engineld Configuration Important: It is NOT possible to |?
configure the same IP and port for
Current SHMP Engine ID trap destination in both SNMP v2c

and SNMP v3 destination tables!!!

Generate from IP address

Engine ID: Unique identifier of a SNMP v3 engine.
It can be generated via IP address, MAC address...
[ et entry {max 27 chars) or...

It can be configured via a text entry or hex string.

[ Generate fram MAC address

[ Hex string entry {max 27 bytes)

SNMP 3 Trap Destinations T
Delete
Security . . . Reporting
Row IP address Port s Security level Auth protocol | Auth password Priv protocol | Priv password Blocked classTeet Type
1 10.200.0.50 162 0OSFM authPriv ° shal essssssssses |:| 1;2;3;4;5;6; 7 alarm
2 10.200.0.51 162 0SFM authPriv shal F 1;2;3;4;5;6;7 alarm
3 10.200.0.52 162 0OSFM none |:| 1;2;3;4;5;6 alarm
4 10.200.0.52 165 05FM auth mdS sssssssssnse D T alarm
5 10.200.0.53 162 0SFM auth shal [} 7 alarm

Note: up to 5 trap destinations
can be configured.
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FUl DINIVIFF VO Lidp uestiiauull t.avie.
IP address: Defines the IP used where trap is sent.
Port: Internal port used to send the trap.
Security name: SNMP v3 security name.
Security level: authPriv (traps sent with authentication and privacy), auth (traps sent with
authentication only), none.
Auth protocol: Authentication protocol (md5 or shal).
Auth password: Authentication password.
Priv protocol: Privacy/Encryption protocol (des or aes).
Priv password: Privacy/Encryption password.
Blocked: Trap will not be sent (if checked).
Reporting class set: list of Alarm Reporting Classes that will be reported via SNMP TRAP.
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38.4Alarm Status/History

It is possible to check the status of alarms to see if any are active. User can also go back and check on
alarm History to see alarms that occurred and cleared automatically.
Maintenance > Inventory > Nodes > Branch Office

Alarm summary

Cpenscape Branch Critical 0 Major 188 Minor 0
_show Active Alarms J
Status
Alarm Summary: shows the number of active
Operational Status:  normal Redundancy State: Critical, Major, and Minor Alarms. Numbers of
Servers  Primary: 10.234.3.50 Penalty Bax state: Active active al_arms increases (new qnes) or decrt_eases
automatically (alarm clears). View by selecting
Backup: “Show active alarms”
Wan Oukage:
Details about active alarms are displayed in this
_a Active alarms - OSB50i-169 window. User can see details for each alarm or ]
can close the Window. L
@) Information about current lisk of alarms.
Alarm ID Severity Managed Resource Alarm Type Last Dccurred Acknowledged Status  User Hit Counl

13310 B Major  ©O5SBS0I-169_10.234.1.169  [Resource][CDR disk space running low] Z010/07/26 11:41:55  false 1
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38. Backup/Restore and XML Configurations

User can change system configuration by loading, importing or exporting xml configuration files.

Note: configuration done from CLI (ex. /etc/hosts, Manual DNS config, etc) will have to be backed up
manually as it is not part of the XML.

e Configuration > OpenScape Branch > Branch Office > Maintenance > Import/Export

/' Maintenance ?
Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.
| Import/Export [ Install/Upgrad Bulk Config jon (Delta XML) Restart
Import ’) 3
Select a file to upload | Browse... | No file selected. Upload
All Config Files Security Files
Select Group File
) < )
Import ]

Fvnart ) 25

_Close
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Note: The maximum number of .xml configuration files a system can store at the same time is reduced.
When the user tries to save 25 files or more, all except the newest 10 will be compressed on a .tar.gz.

38.1 Load Config (DB XML File)

Read, store, and apply xml config files settings.

I fernando-1be - Mairtenance - Google Chiome = (=] x
A Notsecure | 21.21.100.184/system Masnt.ht abld = backupRestore Tl

(I Select 04 15 empararily stive chages. Hake your chamyes permament by sekecting hosly Changes’ on the Genesal page.
Tt/ Exprt = [ Btk contiguation (Detta xpi) | [ Restact [ Schotuded Maitonacce |

Current Running config File |

Configuracice filg i use | config_1_20210705T140320uml |

Load
Select 8 configuration Hle: | config_1_20210708T 1403205 v | [ 1ead |
mpart
Select o fle t wplesd | Choose Fd de | to fie chasen Voicad |
Load/ Import: user can load a previous existing config file
" Contiy Files Sequnty Fies 4 -
E (Load) or import a new one into 0SB (Import)
seeq G e
Export: user can export current config file or all config
files
tmport
Expent
Selact  configuration e | config_1_ 20210705T140520.0md | [Txport | [ Txporian
- Contia Pies Sequnty pies
ceiert
Expert . - -
= This will open a window which will show
the latest changes made to the xml file.
Lt configuration tme: Men, 08 Jul 2020 1403117 Users Initalligr  User IP address: 2121000154 | Show last changes |

Compare with previows version: | coafg_1_26210705T 140320 v | Compare |

| This function will compare the selected XML file to the current version. |

1) Inthe Load field, select a configuration file from the drop down menu and press Load.
A new configuration file is loaded. Changes are applied permanently by selecting Apply Changes on the General page.

Note: after applying changes the loaded config file will be incremented by 1 (e.g. Config_1 .xml is configured as
Config_2_.xml).

38.2 Import Config (DB XML File)

Import Config (DB XML File) prompts user for a valid xml config file. The file is imported as the newest xml config file and a
version number isdisplayed.

1) Inthe Import field, select Choose file and browse for the file you want to upload on a new window.
A new configuration file is loaded. Changes are applied permanently by selecting Apply Changes on the General page.

Note: after applying changes the loaded config file will be incremented by 1. (e.g. Config_1 .xml is configured as
120
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Config_2_.xml).

38.3 Export Config (DB XML File)
The Export button shows two options: Save or Open the selected xml config file.

3) Select a configuration file to export and Save or Open file. By default the latest config file is selected.

Note: The maximum number of .xml configuration files a system can store at the same time is reduced.
When the user tries to save 25 files or more, all except the newest 10 will be compressed on a .tar.gz.
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38.4 Backup/Restore of custom configuration files

38.4.1 Export

/ Maintenance
Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

‘ Import/Export ‘ Install/Upgrade Bulk Configuration (Delta XML) Restart

[ mrs
Export
Select a configuration file: | config_15_20150713T011803.xml [+] | Export || Exportall |
Al [7] configFiles [ Security Files
Select Group
] Branding “
F Media (AA/VM/ACD/MCH)

Custom DHCP

m

Custom DNS
Packet filter rules
Login Passwords

License -

[

1 Export

The available file groups are listed in the scroll box. Select groups to export by selecting the checkboxes aside
the group name. Any number of groups can be selected and exported.

Shortcut checkboxes can be accessed just above the scroll box. There it is possible to select All groups,
Config Files (XML group) or Security Files (Security certificates and keys group).

"] Al [7] configFiles [¥] Security Files  Password

Select | - - - Group
[ Custom DHCP  “
4| Custom DNS

Packet filter rules

Login Passwords

m

[ License |
VI Security certificates and keys

XML ~

< )

A password will be required when selecting All, Security Files or Security certificates and keys. This
password is used to encrypt the sensitive data and will be required only when importing those files.

Press Export just below the scroll area to save a tar file with all the files related to the selected groups. The
tar file is named <hostname>-customBackup-<date>.tar.
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38.4.2 Import

/# Maintenance ?
Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.
‘ Import/Export | Install/Upgrade Bulk Configuration (Delta XML) Restart
Import .) -
Select a file to upload | Browse... | No file selected. Upload
All Config Files Security Files
Select Group File
) < )
Import

Fvnart ’, 25

S

Select the tar file by pressing the Upload button. If the file is valid, the left scroll area is populated with the non empty
group directories. The right scroll area shows the contents of the currently selected group.

Select a file to upload | Browse... | osb09-customBackup-20160713T203110.tar Upload

[] a1 [7] configFiles [] Security Files

Select Group File
] License licenses. tar.bz2 -
[ Security certificates and keys licenses.map. txt
[ XML
] Branding
& Login Passwords

|

Media (AA/NM/ACD/MOH)
[l Packet filter rules  _

4 » 4 »

Select groups to import by selecting the checkboxes aside the group name. Any number of groups can be
selected and imported.
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[] a1l [T] configFiles Security Files ~ Password

Select | Group File
] License * licenses. tar.bz2
#] Security certificates and keys licenses.map. txt

As in the export section, a password will be required when selecting All, Security Files or
Security certificates and keys. This password is used to decrypt the sensitive data and is
required to import those files.

Depending on which groups are selected, pressing Apply Changes may be required to
complete the import process.

Error messages may appear at the end of import operation. Details about the error may
be found on "Web Server" log.

39.How to install / upgrade afile

Install / Upgrade Tab under Maintenance allows you to start the OSB software installation or upgrade.

Install

Maintenance

@ Select OK ta temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

M Install/Upgrade Bulk Configuration (Delta XML m

Installation

[ UEFI Bootloader (UEFI Bios NOT detected)

Number of Code Partitions (2..5) 12 |

Install

Upgrade

Software source | USB stick v

| upgrade

The Install option is available only the first time you perform the full installation.

Installation erases both backup and active partitions and overwrites the existent software version in USB.
The database can be preserved if previously stored in USB stick.

Starting from V10R2, the UEFI bootloader flag is available in the installation option. “UEFI Bios
detected” or “UEFI Bios NOT detected” message is also shown, depending on the boot mode
configured in the server.

For Legacy Mode, this flag should be deactivated and for UEFI Mode this flag should be activated.
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The UEFI bootloader flag could be also activated in the USBsticksetup.

Please, attention to choose this option. The System Boot Mode must be configured correctly,
otherwise the Server will not boot from the Hard Drive.

INFO: For virtual machines, it is recommended to use Legacy Mode, then this flag should be not used.

INFO:

Using physical hardware, this option is available only if the USB stick is plugged and the system is booting
from the USB stick. For virtual machines, this option is also available in full installation.
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e Partitioning

(1) Select OK to temporarily store changes. Make your changes permanent by selecting Apply Changes’ on the General page.

Install/Upgrade

_| UEFI Bootloader (UEFI Bios NOT detectsd

Number of Code Partitions (2.5) |5 J

Install

Upgrade

Software source | USB stick v

| Upgrade |

By default, the system disk has 2 partitions:
1. Partition “A” is used to hold one copy of the uncompressed OpenScape Branch software.

2. Partition “B” is used to hold a second copy of the uncompressed OpenScape Branch software.
A Data partition is used to hold data.

The “A” and “B” partitions provide the possibility of falling back to a previous software release in the event of a
problem when upgrading to a new software release.

Upon initial installation, the “A” partition holds the “active” file system which is loaded into RAM whenever the
OpenScape Branch is restarted. When performing the first upgrade after the initial installation, the new software is
stored on the “B” partition and the boot loader is modified, so that the “B” partition is designated as holding the
“active” file system which is loaded into RAM whenever the OpenScape Branch is restarted.

At this point, the software on the “A” partition becomes the backup software. If there is a problem with the new
software, fallback to the software which still resides on the “A” partition is possible.

In case the previous upgrade is successful, a subsequent upgrade replaces the software on the “A” partition and the
bootloader is modified once again, so that the software on the “A” partition becomes the partition designated as
holding the “active” file system and the software on the “B” partition becomes the backup software.

The “Data” partition contains directories for XML (Extensible Markup Language) system configuration data files,
syslog, alarms, manifest (list of all files and versions delivered with the images), and temporary space.

e More partitions

During the full installation it is possible to request the creation of more code partitions. You can create
until 5 partitions, and this number is only limited by the size of the used disk. For instance, it is
possible to select 5, but the system permits only 4 partitions. The explanation about the partitions “A” and
“B” are still valid, but now they will rotate over an extra number of partitions:
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After a full installation

An upgrade will use the next “empty” or “avail” partition in numeric order. In this case the “Partition 2” is
selected and the result is:

As shown, the partition 2 becomes the new “Active” partition and the Partition 0 is the new “Backup” of

Partition 0 => “Active”
Partition 1 => “Backup” of “Active”
Partition 2 => “empty”
Partition 3 => “empty”

Partition 0 => “Backup” of “Active”
Partition 1 => “Backup” of “Partition 0”
Partition 2 => “Active”
Partition 3 => “empty”

“Active” partition. If a new upgrade is done, then the result is:

As shown, the partition 3 becomes the new “Active” partition and the Partition 2 is the new “Backup” of
“Active” partition. In case a new upgrade takes place, then the result is:

The process continues as described. An administrator can change the “Active” partition to any valid
software partition and its backup partition is automatically selected if it is still available. This is done at

Partition 0 => “Active”
Partition 1 => “Valid software but it is not backup of any partition”
Partition 2 => “Backup” of “Partition 3”
Partition 3 => “Backup” of “Active”

code partitions under the restart tab.

Code partitions

| Hame

Version

H State

Status

PO

bef-10.09.00.00-91

ready

Pl

bef-10.09.00.00-92

ready

P2

bef-10.09.00.00-94

ready

backup

P3

bef-10.09.02.00-80

ready

next-boot,running

Note: Database files are related to a version. In case of a fallback to an older version it is possible that
the last configurations will be not used. These configurations can be redone if the old version allows

them.

(

Partition 0 => “Backup” of “Partition 2”
Partition 1 => “Backup” of “Partition 0”
Partition 2 => “Backup” of “Active”
Partition 3 => “Active”

Unblock all ]

| Refresh ]

Block/Unblock |

Restart from PO |

Block/Unblock |

Restart from P1 |

Block/Unblock |

Restart from P2 |

(
L
L
(

Block/Unblock |

(
L
L
(

Restart from P3|
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Upgrade

Upgrade option includes the fields shown in the image below:

# Maintenance ?

@) Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

Import/Export || Install/Upgrade Bulk Configuration (Delta XML) Restart Scheduled Maintenance

Upgrade ?
Software source | USE stick hd
Local file

Upgrade | | SFTP
(tporece ) | HrTPS

New Code Activation ?

Partition Version

New code not found Unknown

| Reboot only when all calls are disconnected

Time to wait for all calls be disconnected (between 1 to 72 hours) |24

|_Activate now |

|_Activate at date | | 03/19/2021 O 10:59 AM @ || +1Day | | +1Hour | | Now |
Activation / Restart Information e ?
Running: NO To partition: ACTIVE | Activation/Restart cancel J
Waiting calls by: disabled Number of calls: |0/ 0
Time left: 0 days 00hOOm
Scheduled upgrade at: Will wait calls by: | disabled Schedule cancel ]

| Close

e Upgrade field

The Upgrade means that a full version is installed in an available partition and the active partition is
preserved in case of failure or to return to an older version.

The upgrade and activation of the new software are separated actions. The activation can be performed
at a specific date or right after the upgrade. Until a reboot operation takes place, the system informs that
a new software is available at each login.

When performing an upgrade, by any means other than USB stick, make sure the IP address of the
sending device is in the “white list” of the Message Rate control function. Navigate to Local GUI >
Security > Message Rate Control.

It is recommended to use the Local File option when possible by getting the image onto a local computer
or network. This could prevent problems related with the timeout of the file transfer caused by long
propagation delays.
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Upgrade full version is installed on the backup partition and the active partition is preserved in case of
failure.

Prerequisites

Software image *.tar file is required for all upgrade’s types. Tar files contains 3 files:
e image*.ob
e image*.key
e image*.sig.

Note: Upgrade process is interrupted if Web Page is Closed during the copy / sftp of the software. DB is
not modified during Upgrades.

Upgrade is possible via the following four ways:
1.USB stick

The version stored in the USB stick is used.

a) Select USB Stick from Menu.
b) Click Upgrade.
¢) When the upgrade process is completed, remove USB and confirm restart.
Note: in case of a redundant system both nodes are upgraded. Master first thenbackup.

2. Local file

The user chooses which local file to upload, depending on the version desired.

@ Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

Import/Export Install/Upgrade Bulk Configuration (Delta XML) Scheduled Maintenance

Software source ' Local file v
File | Choose File | No file chosen
Files:
C:\image_osb-10.02.00.00-2.tar
Upgrade

a) Browse to select the “tar” file to be used for the update.
b) Click Upgrade.
¢) When files are copied confirm restart.

Note: In case of a redundant system both nodes are upgraded. Master node first and after that the
backup node.
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3. HTTPS

Maintenance

@ Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

Import/Export Install/Upgrade

Software source | HTTPS v |

Bulk Configuration (Delta XML) Scheduled Maintenance

Hostname 10.80.0.20
Remote directory i\spc
List Versions
Software version | 0sb-10.02.00.00-2 v

Upgrade

a) Provide the hostname (IP address) and remote directory of a https server which contains the
software image.

b) Add the *.tar and *.spa files in this directory.The file named "list" must be added in the same
directory. This file should contain the name related to the software image, e.g. image_osb-
10.02.00.00-2.tar.

c) Click List Versions and select the available software version to upgrade.

4. SFTP

@ Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Tnstall/Upgrade

Bulk Configuration (Delta XML) Restart Scheduled Maintenance

Software source ' SFTP v
Hostname ' 21.21.100.1
Port 22

Remote directory ‘/rootlupgrade
User name root

Password esscseee
List Versions
Software version | 0sb-10.02.00.00-2 v

Upgrade
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d)

Provide the hostname (IP address), port and remote directory of SFTP server which contains the
software image.

Supply a username and password to login to the server.

Add the *.tar file in this remote directory. The file named “list” must be added in the same
directory. This file should contain the name related to the software image, e.g. image_osb-
10.02.00.00-2.tar.

Click List Versions and select the available software version to upgrade.

New code activation field

Partition Version
P1 P1 - 05b-10.02.00.00-2

() Reboot only when all calls are disconnected
Time to wait for all calls be disconnected (between 1 to 72 hours) |24

Activate now

Activate at date | | 10/20/2021 0 | 04:04 P © | +1pay | [ +1Hour | [ Now |

Running: NO To partition: ACTIVE [ Activation/Restart cancel ]
Waiting calls by: disabled Number of calls: 0/ 0

Time left: 0 days 00h00m

Scheduled upgrade at: Will wait calls by: | disabled Schedule cancel

After

Blocking State: NO [ Cancel wait for backup upgrade ]

the upgrade process, the new code must be activated. The activation can be requested using

Activate now option or Activate at date. In case you select Activate at date, it is necessary to schedule
a specific day and time.

Itis al

S0 possible to request the system to wait for running calls before reboot to activate the new code.
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For redundant system, when the flag Reboot only when all calls are disconnected is selected and
upgrade is activated, the calls will be blocked until the end of upgrade process in both nodes (master and
backup). The option for Time to wait for all calls to be disconnected is from 1 to 72 hours and the
default value is 24 hours.

Important: The use of the option to wait calls will also reject new calls. It is important to know that the
system will keep blocking new calls until all the upgrade/activation is completed. In case of redundant
systems this also includes the upgrade of the backup node. If the calls rejected by this process cannot be
diverted to other servers, they will be lost. In this case, the administrator is responsible to redirect the
traffic to another OSB.

By activating the upgrade, a warning message is displayed indicating the upgrade.

e Activation / Restart Information field

This area shows if a reboot process is running. If the process is not in final steps, it is possible to cancel it
using the buttons Activation / Restart cancel and Schedule cancel.

It is also possible to request the system to wait for running calls before reboot to a partition. The use of
the option to wait calls will also reject new calls. If the calls rejected by this process cannot be diverted to
other servers, they will be lost.

Note: This information is also available on the restart tab.

5. Blocking Calls information
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Software source | Local fle v
Fie [Chosse File | Mo fle chosen
Files:
C:\iakenath\mage_ost-10.02.00.00- 232

{romia ]
DNeedasaen

P2 0sb-10.02.00.00-2

Reboot only when all calls are disconnected
oo e
Time to wait for 2l ealis be disconnected (bewesn 1t 72 howrs) 24|

[ Activate now
Activate at date | |12/06/2021 O] (135 m o Now |
G @
R o [Toparszon:  [AcTIVE
Viaiting calls by: |Ssablec | Mumber of calls: [0/0
T e ]
ded upgrade st | | Will vt calls by: | disabled | | Schedule cancel |
C@®
Blacking State: | NOD | | Cancel wait for backup upgrade

—
For redundant system, when the flag Reboot only when all calls are disconnected is selected and
upgrade is activated, the calls will be blocked until the end of upgrade process in both nodes (master and
backup). When activating the upgrade, a warning message is displayed.

0
i oo e ol o e 21.21.142.144 says
( Install/Upgrade Do you want to reboot the system and activate the software now?
WARNING!!! - It could wait for active calls be disconnected by 24 hour(s) @
Sofwmresource Leclfie v
File No file chosen All new calls will be refused.
Fles: WARNING!!! The calls will be blocked until the upgrade of backup node
C:\fakapathlimage_os5-10.02.00.00-2.13r be finished.
Upgrade
Part oK ’ Cancel
P2 osb-1{
Reboot only whan 2ll calls zr= disconnectad
Time 1o wait for 21l cals be disconnected (beswesn © 10 72 hours)
Activate now |
| Activate at date | | 12/06/202: O[3 M © | +1Day | [ +1Hour | [ Now |
[SN6]
Running: W | 7o partiion: | ACTIVE | ivation/Ry cancel
WViziting calls by: | dsabled | Number of calls: [0/0 |
Time left: [0 days 00hoom |
Scheduled upgrade at: | | Will vaait calls by: | Gabled ~ | Schedule cancel |
[SNO]
Blocking Stata; | NO | | Cancel wait for backup upgrade |
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During this period, it is not possible to receive or generate calls and register subscribers.

However, it is possible to unlock the calls when the master node has already performed the upgrade and
the backup node has not finished yet. For this, it is necessary to use the Cancel wait for backup
upgrade button. The Cancel wait for backup upgrade button is only available when calls are being
blocked on the system by "pmc block” command.

39.1 How to configure Bulk Configuration (Delta XML)

# Maintenance ?

@) Select OK to temporarily store changes. Make your changes permanent by selecting "Apply Changes’ on the General page.

Import/Export Install/Upgrade | [Bulk Confiquration (Delta XML} Restart Scheduled Maintenance

Edit Delta XML r

|_Please Validate Configuration Before Edition |
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Prior to the creation of a Delta XML file, it is necessary to change all the data to be included. In the
following example the NTP client (NTP tab) is disabled and new entries have been added to "DNS
server IP address" and "Alias" (DNS tab).

Note: Do not Apply Changes. Changes are detected by differing the not applied changes with the last
saved config xml file.

After the changes, navigate to Configuration >OpenScape Branch >Branch Office > Maintenance >
Bulk Configuration.

Validate the changes that have not been applied by clicking Please Validate Configuration Before
Edition. Once the validation takes place, the edition area is presented.

Note: Changes done on configuration after this step are detected only when reloading the "Bulk
Configuration (Delta XML)" tab.

Now it is possible to navigate through the individual changes. Use the buttons Prev diff and Next diff to
jump from one diff to the previous or next ones. Current diff focuses the diff area on the current
selected change.

XML Path indicates, on the xml structure, the position of the currently selected change.

All operations are done over the currently selected change (visually observed as surrounded by a
dotted frame).

Note: In normal configuration task this feature can be used to have a preview of modifications on xml
before the Apply Changes.

# Maintenance ?
Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.
|_1mport/Export | /Upgrade || Bulk Confi (Deltaxr1L) || Restart

Edit Delta XML ?

<ntpList> <ntplist> -
<item>127.0.0. 1</fitem> <item>127.0.0.1<fitem>

</ntpList> </ntplist> 3
<ntpCh d>1</ntpChi i Che 15
<timezone >0 < /timezone > z0ne. /omezone >
<gatewaylpAddr >10.200.0. 1</gatewaylpAddr > <gatewaylpAddr >10.200.0. 1</gatewaylpAddr >
<gatewaylpv6Addr /> <gatewaylpv6Addr />

m

<vrrpEnabled /> <vrrpEnabled />
<nctSimniified >0 < InctSimnlified > <nctSimniified >0 < InctSimniified >

‘ | <<Prevddi || Currentdiff || Nextdiff>> |

XM_ Path | fopenBranchData/netServicesData
Accept | [ Drop |1 A

| validate Accepted Changes |

ticieee}

Only "accepted" changes are included on Delta XML files. It is possible to include/exclude changes on
Delta XML file individually or in groups ("item" elements (lists or tables).
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Accept and Drop acts over currently selected change (checkbox All unchecked).

Accepted changes are marked with a green background. Dropping an accepted change returns its
background to the original color. Original background colors are the same ones used on the
Compare on Import / Export tab.

Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes’ on the General page.

Edit Delta XML r X
<niplist> <ntplist> -
<item>127.0.0, 1< /fitem> <item>127.0.0. 1< fitem>
SR L — K

<timezone >0 </timezone > >0<Inen!>
>10.200.0.1 >10.200.0.1
<gatewaylpv6Addr />

v
v

"

<vrrpEnabled /> <vrrpEnabled />
<netSimolfied >0 < InctSmolfied > . <netSmnkfied >0 < InctSimnkfind > . i
«

| <<Prevddt || Currentdiff | | mextdiff >> |

(st ) (o J 7

| validate Accepted Changes |

For lists and tables ("item" elements) there are additional operations shown at the left area below
the "XML Path".
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Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes’ on the General page.

| Bulkc (DeltaXML) | Restart

wort/Export | Instal/

<virtualWanlpAddr /> <virtualWanipAddr />
<seclpAddr /> <seclpAddr />
<state>AlTO < fstate> . _ <state>AlTO</state > >4
J »

| <<Prevddf || Currentddf | | Nextddf>> |

XML Path | jopenBranchData/netServicesData/dnsList

] Replace Whole Table
Table Index 0

Eovev) [Chext.)

This Notice is presented the first time Replace Whole Table is checked:

Notice: The exported Delta XML, when applied, will replace the whole previous configured table content
with the one defined in it.

-

If the Replace Whole Table is checked, all "item" elements in the same level are colored in green. The
exported Delta XML, when applied, replaces the whole previous configured table content by the one in
green. Table Index informs the position of the "item" element (starts with 0).

Prev and Next navigates inside the table selecting "item" elements individually. Accept/Drop applies to

them.
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Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

_Import/Export | Install/Upgrade || Bulk Configuration (Delta XML) || Restart |

Edit Delta XML 2

ddr >10.200.0. 1 >10.200.0.1. > -
<gatewaylpv6Addr /> <gatewaylpv6Addr />

v

= =

R

[ T |
o — |
Newline T atem>10.200.34.87 <tem>
Newloe . <fese>
Newkne s>
Newloe . demar4comciten>
Newkoe  deweariScom<item>
Newloe et
<vrrpEnabled /> <vrrpEnabled />
<nctSimplified >0 </nctSimplified > <nctSimplified >0 </nctSimplified >
<vrmp> <vmp>
<virtualLanIpAddr /> <virtualLanlpAddr />
<virtualWanlpAddr /> <virtualWanlpAddr />
<seclpAddr /> <seclpAddr /> b

0 state >Al TO < istate > ) <state >Al TO< ktate >
m »

| <<Prevdiff || Currentdifi | | Wextdifi>> |

The following is presented when All is checked for the first time. When checked the Accept / Drop acts
over all the changes. Be aware that unpredictable results may occur when exporting the Delta XML file.

Accept/Drop operation will be applied to all diffs. Please review the accepted changes before exporting.

After all desired changes are accepted, press Validate Accepted Changes. Export area is presented.
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Z

Sdenu(mwmsweWAMdmmd\moesm(bvsd:cmq'wdyo;mgdmhemdm.

<seclpAddr />
<state >AlITO < fetate >
<

XML Path | jopenBranchData/netServicesData fdnsList

[V Replace Whole Table
Table Index 0

Prev  Next

Delta XML Name  deitaXml.xml
SFTPIP
SFTP username | openbranchuser

SFTPpassword | esssssssssssss

<nctSimplified >0 </nctSimplified>
<vrrp>
<virtualLanlpAddr />
<virtualWanlpAddr />
<seclpAddr />
<state >ALTO< fstate >

L3

| <<Prevdiff || Currentdiff | | Nextdiff>> |

m

Delta XML file can be exported through the browser or SFTP.

If local GUI is accessed through CMP, changing "Delta XML Name" is not possible. CMP demands
deltaXml.xml as the name of the Delta XML file. Any other name is ignored.

All xml tags inside the following xml tags are ignored for the purpose of generating Delta XML file:

e alarmList

e saveUser

e saveRUser

e saveTime

e clientlpAddr

e swVersion

e hwType

e product

e hostname

¢ logicalBranchOfficeld
e hwid

e saveCounter

e openBranchNetwork
e mode

e voipData.

40.How to Restart

Restart Tab under Maintenance includes the following areas:

P31003-H81A0-M101-18-76A9, 20/09/2023
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@ Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Install/Upgrade Bulk Configuration (Delta XML) Restart

[ Restart | [ Restartfrom backup | [ Fike system repoi |

[Z) Reboot only when all calls are disconnected
Time to wait for all calls be disconnected (between 1 to 72 hours) |1

Minimal number of calls o ]

I Name " Version " State Status | ' Unblock all Refresh |
PO PO - 0sb-10.02.01.00-1 ready next-boot,running  Block/Unblock | ' Restart from PO
P1 P1 - 0sb-10.02.00.00-2 ready new Block/Unblock | Restart from P1 |
P2 P2 - 05b-10.02.01.00-1 ready Block/Unblock |  Restart from P2
P3 P3 - 0sb-10.02.01.00-1 ready backup Block/Unblock  Restart from P3

CAdvaton/RestatInformation

Running: NO To partition: ACTIVE [ Activation/Restart cancel J

Waiting calls by: disabled Number of calls: 0/0

Time left: 0 days 00h0Om

Scheduled upgrade at: Will wait calls by: | disabled  Schedule cancel |

e Restart button
This button is used to reboot the system and use the active partition.
The user is prompted to confirm the system’s restart.

On redundant systems this only restarts the selected node. To restart the other node of the redundant
pair, select the other node and repeat the procedure.

Note: When the node that is restarted is acting as Master the other node might take over the Master
function.

e Restart from backup button

This button is used to reboot the system and use the software stored in backup partition of the current
partition. If the backup partition is not available (code was removed or overwritten), this button is disabled.

On redundant systems this only restarts the selected node to backup version. It is mandatory to repeat
the procedure on the other node of the redundant pair.

140
P31003-H81A0-M101-18-76A9, 20/09/2023

OpenScape Branch V10, Configuration Guide



Note: When the node that is restarted to backup is acting as Master the other node might take over the
Master function.

Note: When one of the nodes has been restarted to backup and the other hasn’t, an alarm stating

Redundant system has an invalid version (sync. is disabled) is triggered until both are running the
same version.

e File system repair button
This button calls the check and repair tool for all Branch disks. All problems found are automatically fixed.

Note: This option is only available if the USB stick is plugged and the system is booting from the USB
stick.

e Code partitions field
The available code partitions are listed in a table with buttons to control them.
The State column will inform the states:
e Blocked - the partition cannot be used by an upgrade process.
¢ Ready — the partition is available for an upgrade and has a valid software.
o Empty - the partition is avail but has no valid software.
The Status column will inform the status:
Next-boot — the partition that runs in case of restart.
Running — Is the partition currently being executed.
Backup — this is the backup partition of the running partition.

New — this partition is changed by an upgrade (it will keep this status until it is validated,
checked against problems).

The buttons Block / Unblock and Unblock all are used to block the partitions against upgrades. It does
not block the partition that is selected to run. Using the buttons Restart from X, all valid partitions can be
selected to run.

Read more about the behavior of partitions in Partitioning under How to Install / Upgrade a file.

e Activation / Restart information field

This area shows if a reboot process is running. If the process has not been completed yet, it is possible to
cancel it using the buttons Activation / Restart cancel and Schedule Cancel.

Note: This information is also available on the install / upgrade tab.
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It is also possible to request the system to wait for running calls before reboot to a partition. The use of
the option to wait calls also rejects new calls. If the calls rejected by this process cannot be diverted to
other servers, they get lost.

40.1 How to configure Scheduled Maintenance

This section shows the server Scheduled Maintenance state. The server can enter in a maintenance state
either by a user or by internal conditions. The user can decide to put a server in maintenance at a specific
time or immediately.

Note: The server can enter in maintenance state even before the date and time defined if the server
thinks that is the right decision.

Maintenance mode in OSB is a way to set the OSB call processing in an out of service state, so the traffic
can be handled by another server, without shutting down the server. In that way, the upgrade and
configuration functionalities can still be done.

When in a maintenance state, a server does not accept any calls and must be ready for administration
procedures like updates and configurations. In case of a scheduled Maintenance administrators are
responsible to redirect traffic to another OSB (in case the topology of the network does not support
rerouting automatically) during maintenance window. After this new implementation there is the possibility
of scheduling automatically the maintenance mode only when there are no active calls in the system.

Additionally, in case of scheduled Maintenance mode if flag In Maintenance only after all calls are
disconnected is set, active calls are not affected at any way before Time to wait for all calls be
disconnected (between 1 to 72 hours) is reached. Ongoing calls can be monitored in the Management
Portal in Diagnostics & Logs Menu and in Statistics Tab.

All new calls are rejected until Maintenance mode is activated. Statistics work in maintenance mode and
ongoing calls can be monitored in the Management Portal in Diagnostics & Logs Menu and in Statistics
Tab.
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# Maintenance

@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Import/Export Install/Upgrade Bulk Configuration (Delta XML) Restart | Scheduled Maintenance

Maintenance Schedule Options [«] ?
Maintenance State: In service (auta)
System in maintenance: | Auto v Apply J
Auto
Current Date/Time: | 03,] NOW 10:59 AM
Schedule -
Start Date/Time: | 03/15/2021 01:05 AM +1Day | [ +1Hour | [ Now |
End Date/Time: 03/19/2021 01:05 AM +1Day | [ +1Hour | [ Now |

|_I" In Maintenance only after all calls are disconnectad

Time to wait for all calls be disconnected (between 1 to 72 hours)

Response Codes sent when in Maintenance, Upgrading or Restarting o

Response Codaf/Message for Core Side: 503 “~  easyobinstall reboot

Response CodefMessage for Access Side: | 503 “~  easyobinstall reboot

The following fields are available:
e Maintenance Schedule Options field

Maintenance State: It is the current state of the server and the text inside the () describes how the
server enters in this state.

Select what type of maintenance state will be applied when the button Apply button is pressed.

Available options:

- Auto: When the server enters in maintenance by itself (hormally associated with software or

hardware problems).
The Auto mode only uses the server software decisions to control if the server is in maintenance.

- Now: When requested by a user's administrator.
The Now option will force the server to enter in maintenance immediately.

- Schedule: When requested by an administrator using a define date and time period.
The Schedule option uses the time in the boxes below to select when the server will enter in
maintenance.

o Start and End Data/Time:

These fields are used to define the period when the server enters in maintenance if the
Schedule option is used. The timers here are always related to the server date and time
not the user date and time (be careful when working in different time zones).

o In maintenance only after all calls are disconnected:
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It is also possible to request the system to wait for running calls before starting the maintenance.

The use of the option to wait calls will also reject new calls. It is important to know that the system will
keep blocking new calls until all the maintenance is completed. In case of redundant systems this also
includes the maintenance of the backup node. If the calls rejected by this process cannot be diverted
to other servers, they will be lost.

e Response Codes sent when in Maintenance, Upgrading or Restarting field

These are the selected codes and messages sent to the rejected new calls when In maintenance only
after all calls are disconnected or Reboot only when all calls are disconnected (in install/upgrade or
restart tabs), is selected.

41 Creating Delta XML

Prior to the creation of Delta XML file it is necessary to change all data to be
included.

Please refer to the OpenScape Branch V9 Admin Guide, section 3.2.3.2
“How to Create a New Batch Job”

In the following example the NTP client (NTP tab) is disabled and new entries
have been added to "DNS server IP address" and "Alias" (DNS tab).

Note: Do not Apply Changes. Changes are detected by differing the not
applied changes with the last saved config xml file.

After the changes, navigate to Configuration >OpenScape Branch >
Branch Office > Maintenance >Bulk Configuration
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O Unify OpenScape Branch e s

Management Portal

50i-DP24 - SA Mode - V10R2.0.1

et sporzi 0
¥ System (@) Branch aggregated information and data.
P Network/Net Services
» voIp AT (S0}
Features R
» Security Alarm summary: Critical: 0 [ll Major: 0 [l Minor: 0 Show alarm details
» Diagnostics & logs
» Maintenance
Branchmode  SBC-Proxy Autorefresh timer | 1 min v cpu I sz
Operational state  Standalone Memory -':] 48.63%-2Gb
Services status “Show | Registered subscribers “Show Disk Bl (wsw-se
System uptime 17 days 2:19
SSP status Show | Link Status Show
aima) fisioa Hardware type Advantech 50i (2 PRIS/CAS E1 - FXS)
Dynamic port mapping | Show | Denial of Service Mitigation | Show Hostname  S0IDP245A
——— oftware Info-
Subscriber data Show
Ssina) Software version Y10R2,00.01

Software Partition information | Active Backup

Close
Apply Changes || Cancel Changes

Validate the changes that have not been applied by clicking the "Please Validate Configuration Before
Edition". Once the validation takes place, the edition area will be presented.

Note: Changes done on configuration after this step will only be detected when reloading the "Bulk
Configuration (Delta XML)" tab.

/' Maintenance ? l
Select OK to temporarily store changes. Make your changes permanent by selecting "Apply Changes' on the General page.

| Import/Export || Install/Upgrade || Bulk Configuration (DeltaXML) | Restart |

Edit Delta XML ?

[ Please Validate Configuration Before Edition ]

Now it is possible to navigate through the individual changes. Use the buttons Prev diff and Next diff to jump
from one diff to the previous or next ones. Current diff focus the diff area on the current selected change.

XML Path indicates, on the xml structure, the position of the currently selected change.

All operations are done over the currently selected change (visually observed as surrounded by a dotted
frame).

Hint: In normal configuration task this feature can be used to have a preview of modifications on xml before the
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Apply Changes.

Select OK to temporarily store changes. Make your changes permanent by selecting "Apply Changes' on the General page.

Install/Upgrade || Bulk Configuration (Delta XML) || Restart | J

Edit Delta XML ? =l
<ntplist> <ntplist> -
<item>127.0.0.1<fitem> <item>127.0.0.1<fitem>
<[ntplist> D]
<ntpCli bled > 1</ntpCli bled >
<timezone >0 < /timezone > <timezone >0<timezone >
<gatewayIpAddr>10.200.0. 1</gatewaylpAddr> IpAddr>10.200.0.1</g ddr>

<gatewayIlpv6Addr /> <gatewayIpv6Addr />

1

| <nriSimnlified >0 < inctSimnlified > I <nrtSimnlified >0 < fnctSimnlified >
< [0 »

| <<prevdifi || currentdiff | | Nextdiff>> |

XML Path | fopenBranchData/netServicesData

(LAcoept | [(orop | 1 a0

| validate Accepted Changes | i

Only "accepted” changes are included on Delta XML files. It is possible to include/exclude changes on Delta
XML file individually or in groups (“item" elements (lists or tables)).

Accept and Drop acts over currently selected change (checkbox All unchecked).

Accepted changes are marked with a green background. Dropping an accepted change returns its background
to the original color. Original background colors are the same ones used on the Compare on Import/Export
tab.

146
P31003-H81A0-M101-18-76A9, 20/09/2023
OpenScape Branch V10, Configuration Guide



Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Install/u Bulk Configuration (Delta XML) H Restart
BX

Edit Delta XML ?

<ntpList> <ntplist> -

<item>127.0.0.1<fitem> <item>127.0.0. 1<fitem>

</ntplist> [j

<ntpClii bled > 1</ntpCli bled>

<timezone >0</timezone > <timezone >0</timezone >

ddr>10.200.0.1< ddr> ddr>10.200.0. 1</t ddr>
<gatewayIpv6Addr /> <gatewayIpv6Addr [>

1,

<vrrpEnabled /> <vrrpEnabled />
<nctSimnlified >0 < inctSimnlified > <nrtSimnlified >0 < inctSimnlified > 2
< m | »
| <<prevdiff | [ currentdiff | | Nextdiff>> |
XML Path ‘ fr esData ‘
.
| validate Accepted Changes |

1

For lists and tables ("item" elements) we have additionally operations at left below the "XML Path".

Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

| Bulk Configuration (Deita XML) || Restart

 Edit Delta XML ?
<gatewaylpAddr>10.200.0. 1< /gatewaylpAddr > <gatewayIpAddr>10.200.0. 1</gatewaylpAddr > -
<gatewayIpv6Addr /> <gatewayIpv6Addr />
s s,
Newoe . <item»10.200.3487<ftem>
E e —————— || I S e ——
Newlne et
Newoe [ dtemeari34com<ftem>
Newlne L <emsaariScom<ftems ]
Newine e
<vrrpEnabled /> <vrrpEnabled />
<nctSimplified >0 </nctSimplified > <nctSimplified >0 < /nctSimplified >
<vrrp> <vrrp>
<virtuallanIpAddr /> <virtualLanIpAddr />
<virtualWanIpAddr /> <virtualWanIpAddr />
<secIpAddr /> <seclpAddr />
<state >AlTO < /state > <state >Al TO< [state > it

“~

| 3

| <<Prevdiff | | Currentdiff | | Nextdiff>> |

XML Path | fopenBranchData/netServicesData/dnsList

Replace Whole Table
TableIndex [0 |

(LAccept | (orop } 1

»

147

P31003-H81A0-M101-18-76A9, 20/09/2023
OpenScape Branch V10, Configuration Guide




This Notice is presented the first time Replace Whole Table is checked.

Notice: The exported Delta XML, when applied, will replace the whole previous configured table content
with the one defined in it.

If the Replace Whole Table is checked, will turn green all "item" elements in the same level. The exported
Delta XML, when applied, will replace the whole previous configured table content by the one in green. Table
Index informs the position of the "item" element (starts with 0). Prev and Next navigates inside the table
selecting "item" elements individually. Accept/Drop applies to them.
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);

SelectOKhohemporyshored'lmges.Makeyarmmgespanmmtbysdecﬁ'\g'hpplydwlges'mﬁﬁmdpage.

| Impo cport = Install/Upgrade Bulk Configuration (Delta XML) j Rst.art;

Edit Delta XML ?
<gatewayIpAddr >10.200.0. 1</gatewayIpAddr> TpAddr>10.200.0.1</c Addr> -
<gatewayIpvéAddr /> <gatewaylpv6Addr />

S e eeee——
Newline T <item>10.200.34.87<fitem> T
Newlre ket
Newle D el
Newlire [ <tem>awri3dcomeftem>
Newlne . <emeariScom<ftem>
Newlie L et
<vrrpEnabled /> <vrrpEnabled />
<nctSimplified >0 </nctSimplified > <nctSimplified >0 < /nctSimplified >
<vrrp> <vrrp>
<virtualLanIpAddr /> <virtualLanIpAddr />
<virtualWanIpAddr /> <virtualWanlIpAddr />
<seclpAddr /> <seclpAddr />
<state >Al [TO < /state > <state >Al TO< state > e

« 1 ] '

| <<Prevdiff || currentdiff || Nextdiff>> |

XML Path | fopenBranchData/netServicesData/dnsList

[¥] Replace Whole Table
TableIndex 0 |
[mext |

[Cccept ) (orop 1

The following is presented when All is checked for the first time. When checked the Accept/Drop acts over all
the changes. Be aware that unpredictable results may occur when exporting the Delta XML file.

Accept/Drop operation will be applied to all diffs. Please review the accepted changes before exporting.

After all desired changes are accepted, press Validate Accepted Changes. Export area is presented.
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S

Select OK to temporarily store changes. Make your changes permanentrby selecting 'Apply Changes on the General page.

Bulk Configuration (Delta XML) | Restart |

|||‘

<vrrpEnabled />
<nctSimplified >0 < /nctSimplified >
<vrrp>
<virtualLanIpAddr />
<virtualWanIpAddr />
<secIpAddr />
<state >AlTO< [state >

«| m

"

XML Path | fopenBranchData/netServicesData/dnsList

Replace Whole Table

Delta XML Name | deltaXml.xml Export | [] sFe
SFTPIP -
SFTP username ;nbr;chuser

SFTP password

Delta XML file can be exported through the browser or SFTP.

<item>acur 134.com<item> I

<item >acur 135.com< item >

<vrrpEnabled />
<nctSimplified >0 < /nctSimplified >
<vrrp>
<virtualLanIpAddr />
<virtualWanIpAddr />
<secIpAddr />
<state >AlTO< [state >

-

3

| <<prevdiff || currentdiff | | Nextdiff>> |

If local GUI is accessed through CMP, changing "Delta XML Name" will not be possible. CMP demands

deltaXml.xml as the name of the Delta XML file, other name will be ignored.

All xml tags inside the following xml tags are ignored for the purpose of generating Delta XML file:

alarmList, saveUser, saveRUser, saveTime, clientlpAddr, swVersion, hwType, product, hostname,
logicalBranchOfficeld, hwid, saveCounter, openBranchNetwork, mode, voipData.

150
P31003-H81A0-M101-18-76A9, 20/09/2023

OpenScape Branch V10, Configuration Guide




42 Upgrade

Full version will be installed on the backup partition and the active partition will be preserved in case of failure.
Upgrade is possible using USB stick, local files stored in PC/network, HTTPS and SFTP. In USB stick the
version stored in stick will be used, while in other methods the user has to choose which version will be used. In
HTTPS or SFTP, the list is retrieved from the server of SW supplier. Software image *.tar file is required for all
upgrades types. Tar files contains 3 files: image*.ob, image*.key, and image*.sig.

Note: Upgrade process will be interrupted if Web Page is Closed during the copy/sftp of the software(Local
GUI). DB is not modified during Upgrades.

Under Maintenance
Inventory, Image can be
added to the Software

" user Management 1

[ Inventory |  Monitoring Recovery Licenses .
— Repository.
Nodes & Applications -+ Software Repository
I
=5 MNodes @) 'Product name' and “Wersion' data are extracted from the SPA File of the corresponding seftffuare update. ‘Size’ is
§& Applications

= Repository Search for: in | Product Mame

Seli0 | tems/Page: [ 10 |[»|] All:1

] Product Name Yersion Size
[0 &  OpenScape Branch ¥2 RO WZR0.01,12 279341 N
< Add to software repository ?

e

Please upload a single ZIP archive containing all the necessary files, or the individual files that make up the software update, In either case, please make
sure you upload the mandatory SPA file For the software update which also contains the meta information that gppears on the main grid list.

File 1: Jmage_oh-01.03.01.26.1 | Browse. .. || 15% Cancel | Browse/Add Image
Upgrade and SPA file
File 2: image_ab-tll.DS.Dl.Zﬁ.s Browse. .., || | Inqueue Cancel I
File 3:
| Browse, .. | )
File 4: | Browse. .. |

[ configuration |

Select Software Activation

[ user Management | P
9 from Applications menu.

[ Inventory |  Monitoring Recovery Licenses

';fa Nodes Here you can see the list of managed applications, configure Openscape UC application and upgrade OpenScape Yoice, RGX700 and OpenScape Branch

& applications = applications.

& Repository TtemsPage: [ 10 [se|| a7 | (e[« [ 1 s][» W]

Type Active version Node IP address/Hostn\ame

.’& OpenScape Branch WZR0,01.00 Build 12 MOBSZ2 10.234.5.2 N
.’& Openscape Branch - OSBIP170-Mode 1, OSBIP170-MNode 2 10,234.1,170,10.234.\. »
.’& Openscape Branch - BOAdvantecs1 10,234.1.51 N
.’& Openscape Branch ¥ZR0O.01.00 Build 3 bocaOB_21 10.234.1.21 »
.’& Openscape Branch - bocaCE22_0SESOi 20,20.1.22 e
.’& OpenScape Branch - FujitsuRedes-Mode 1, FujitsuRed6S-Node 2 10.234.1.67,10,234.1.66 »
.’& Openscape Branch - bocaCE23_0SESOi 20,20.4.23 N
.’& OpenScape Branch - IBMIPSS 10.234.1.58 »
-’:Q Openscape Branch Bi2_Ja_x3250M2 10,234,455 »
.’& Openscape Branch - IBM3250_IP70 10.234.1.70 »

|I=L Software activation |

1. USB Stick Copy image*.tar into USB stick and select Upgrade in GUI. USB stick needs to be selected for
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Location source in drop down menu. Note: only one image must be copied to USB stick.
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Marne

[ image_ob-10.10.1.17 tar

Note: “Assuming drive cache:
write through” message shows
on system/syslog when USB is
connected to OSB.

Swstemn InFormakion

Produck name: OpenScape Branch

Size

Type
282,890 KB  WinZip File

Date Modified
2/212009 5:19 PM

'Configure’ if applicable

Select USB Stick from Menu.
Select Full Image Type

Click on Activate

When Upgrade Completes
Remove USB and confirm
restart.

Verify following OSV default firewall rule exists if
experiencing problems upgrading/updating where
error is related to CMP not being able to SFTP to
SB.

Packet Filter Rule Name:
oLcal_Init_TCP_Node_IP

Description:

Remote FQDN:

MNode name: IBM3Z250-IF70
Remote IP Address:
IP address: 10.234.1.70 Remote NEtMaSk.: )
Remote Port Begin: 0
] _ Remote Port End: 0
Active version: WiRz.01.00 Direction: InComing
Software Updates Local Host : bond_node_alias
Local Port Begin: 0
Local Port End: 0
Location: 1JSE stick Transport Protocol: TCP
Action : Allow
) Yersion Image t
O B us Full ,
O B us Delta v,

2. Local File Copy image*.tar into local PC/Network. Common Repository needs to be selected for location
source in drop down menu. Follow same steps as USB upgrade.

= Software activation ?

@) Select software location and press 'Configure’ if applicable to proceed with activation,

System Information

Product name: Openscape Branch

1) Select Common Repository
from Menu.
Mode: name: 1BM3250-1P70 2) Select Version and Click on 5
Activate. : h status Completed before closing the wind
3) Close WindOW When Upgrade Cess Lo reach status Complele erore Closing the window,
: 10.234.1.70 resh.
IP address: Completes.
Current status:  RUNNING (&
Active version: WiR2.01.00

I R Y1

Progress:
Software Updates

Information:

Location: Common Repository |

Refresh

Manually update status:

3. SFTP/HTTPS: only available from Local GUI. Contact Service if this is required.
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43 Debug/Tracing

43.1 Log settings (Log Size, Log Level and SysloqQ)

User can configure log size and log level for each log type in the Utilities tab. It is also possible to

configure a syslog server.

Note: setting the log levels to Warning, Notice, Info, or Debug may affect system performance and/or
call processing and should only be done during maintenance windows. Please note than even in a
maintenance window Basic functionality can be affected if high level of tracing is done. Tracing should

only be enabled if requested by service.

Configuration > OpenScape Branch > Branch Office > Configuration > Diagnostics & Logs > Settings

Diagnostics 8 logs

@ Select OK ka kemporarily stare changes. Make your changes permanent by selecting 'apply Changes' on the General page.

IES™ [ ocbugoing | Continuous Tracing | onDemand trace [ statsics | e

Settings

Lag size (kbytes) 1024

Log Levels

SIP Server Error
BZBLIA Error
Media Server Errar
CDR. Error

Continuous Tracing Errar
CAS MPC Rz Mang
Redundancy Totice

CAS E&MiRing Down | Error

O Signature on Log Files

Signature Key

Fallback

Fallback ta default log level

Fallback time (hh:mm}

01:06

Syslog server

Process Manager
Survivability Provider
Alarm Manager

RTP Proxy
ISDN

55M
DAHDT

SIP Service Provider

Matice

Error

Error

Error

Mone

Log Size: maximum size
of each log file (32-1024).
Log Server: syslog
server IP address.

Log Level: log level

7 for each application
can be configured
v individually.

Note: Default setting Log
level is Error for most
I services (PM level is
default “Notice).

Note: ISDN and Continuous Tracing
log information will not be sent to
Syslog Server.

Note: SIP Server Info and Debug
level will produce the same output

Flag used to return all category levels to default (Error) at
time specified. It is the absolute time when the system will
fallback the log levels.

Option is useful to make sure that traces are set to default during
normal hours in case specific tracing was done during
maintenance window.

Log Level Description |

Emergency  Panic condition report.

Alert Reports a condition that should be corrected immediately, such as failur

Critical Report of device failures

Error Level used for applications to report internalerrors.

Warning Level to be used to report applicationinstability.

Notice Report conditions that are not errors, but should require some attention.
Info Used for Informational messages.

Debug Level used for debugging applications.

Note: CAS and ISDN log levels include other log level categories (50i/500i only).
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43.2 Log data

Log data is available under the main OpenScape Branch Dashboard under Configuration >
OpenScape Branch > Branch Office > Configuration >Diagnostics & Logs > Debugging

Diagnostics & logs

(D Select OF to temporarily store changes, Make wour changes permanent by selecting 'apply Changes' on the General page.

|MI Debugging II On Demand Trace IM_

Log Wiewer

Log Data

Debuggin

Tool | ICM

Options

Results L

Rapid Stal

Info level

Alarm History

Alarm History
Alarm Manager
BzBA

Boaot

CAS E&M/Ring Down

CDR

Continuous Tracing

Current processes

DAHDT

Denial of service

Firewall & Msg Rate Control
ISDN
Inskall{Update/Upgrade
Media Server

Phaone software management
Process Manager

RTP Proxy

Reqistration Black, List

SIP Server

SIP Service Provider

w [ Show I [ Clear ] [ Clear all logs ]

User can select a logfile and “Show” it,
“Export” to save file, or “Clear” the selected
logfile.

It is also possible to “Clear All” logifiles.

Note: certain logfiles are read only and can
not be cleared (ex. Alarm History, Boot log)

Get file

Application

Alarm History

Alarm Manager

B2BUA

Denial of service

Symptom Collector

M

Boot

CAS
FC R2

Description

Alarm History shows details about alarms triggered in the system. These details
|r?clud%I information of date, time and, threshold when the alarm was activated or
cleared.

Log of Alarm Manager Application. Useful when an alarm is not being triggered, a
false alarm is being activated or not cleared accordingly.

B2BUA is an Asterisk running in the system. It has three main functions: work as
a B2BUA for gateways and SSPs in Survivability Mode; provide some
functionalities like ACD, Auto Attendant and Voicemail; provide the Integrated
Gateway functionality for PRI, BRI, FXS and FXO boards. This log is useful for
debugging all these functions, regarding the Integrated Gateway it is necessary
to investigate call processing, DTMF detection, FAX T.38, voice quality issues,
etc.

The log will show hosts that sent DoS messages are blocked by the system.

This Io% contains the logs of the process used to send hi?h priority logs direct
to another server in the network. Useful only when kernel logs and very low
level errors must be checked.

Log of the last system boot. It is useful to debug problems of processes or
driver modules not being correctly installed and, to identify hardware failure
indications. Additionally, it provides system capabilities are correctly detected
and configured.

Log of the CAS MFC R2 signaling. This signaling is applicable
interface. This log is useful to debug all CAS MFC R2 call estal
features issues.

o_nIK for E1
blishment and
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CAS
E&M/Ring Down

CDR

Continuous Tracing

Current Processes

DAHDI

Firewall &
Msg Rate Control

ISDN

Install/Update/Upgrade

Phone Software
Management

Process Manager

Redundancy

Registration Blacklist

RTP Proxy

Simplified Installation

P31003-H81A0-M101-18-76A9, 20/09/2023

Log of the CAS E&M/Ring Down signaling. This signaling is applicable for
both T1 and E1 interfaces. This log is useful to debug all CAS E&M/Ring
Down call establishment issues.

Logs from Call Detail Recording that is the application that records in a ticket
the information regarding caller, callee parties call duration and etc, for a call
that was done during the survivable mode. The tickets are internally stored
until the external server retrieved them.

Continuous trace is the application that collects the logs from the applications
does the log rotation, compression and aging.

A list of the current processes running on the Branch.

Log of the DAHDI driver. Applies to the OSB 50i and OSB 500i only. This log
is useful to debug problem in the PRI, BRI, FXS and FXO ports alarms. It is
also useful to debug FXO and FXS S|gnallng along with B2BUA logs.

This log contains the details of packets that are blocked by the Firewall and
Msg Rate control.

Log of the ISDN Layer 2 and Layer 3 ISDN messages (BRI and PRI ports).
This log is also included in the B2BUA logs when set to level INFO or
DEBUG. Level INFO includes Layer 3 messages and it is useful to debug call
processing issues, along with B2BUA logs. Level DEBUG includes Layer 3
and Layer 2 messages. This level is very verbose and must only be activated
to debug Layer 2 issues, like link establishment and BRI PTMP issues.

Logs provided by the software_lnstallatl_on tools that are responsible for
system upgrades or updates via local file, ssh or sftp.

Same tool also provide logs for the initial installation via usbstick or software
image.

These are the logs from Phone Software Management application that is
used to store, control and allow the upload and download of Phone software
images.

Log of the Process Manager application responsible for the system sanity
monitoring and also for license management. It includes processes status
checking and starting or stopping them if applicable. It is also responsible for
the configuration deployment, it includes the fallback to previous system
partition when there is an upgrade issue, the configuration is not valid or the
current system partition is corrupted. - :

This log show details about the redundancy manager application. It is useful
]Eo_ldebug issues related to redundancy process functionalities, like switchover
ailures.

This table stores the subscribers that try to register but fails due not
configured or wrong credentials.

The RTPProxy is the component responsible to relay RTP packets between
different interfaces and some VolIP features interworking like transcoding,
transrating, SRTP, ICE, STUN, etc. RTP Proxy logs are useful debugging
issues mvoIvmg these features specially voice quality issues, DTMF, FAX
T.38, rtcp-mux, etc.

The Iog of simplified installation is similar to the installation tool logs but in
this case the installation procedure uses the easy install concept where the
fsoftwa;}re and the system configuration is done almost with no intervention
rom the user.
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43.3 Rapidstat

Tool that collects system information for systemdebugging.

Up to five levels of information can be retrieved. Result will be a compressed file containing the information. By
default the info level is set to2.
Note: Recommendation is to collect Level5 which includes information of all 5 categories.

Level 1 — System configuration, template files, boot and system log, process manager log, installed packages,
cpu load, security, snmp, memory usage and disk usage.

Level 2 — Sip server logs, b2bua logs, sp logs and cdr logs + Levell

Level 3 — SNORT and audit logs + Levell/2

Level 4 — Management logs + Level 1/2/3

Level 5 — Media server logs, B2ZBUA channels and PRI/BRI information (50i/500i) + Rapidstat Level 1/2/3/4
Note: Level5 could take a few minutes to collect depending on traffic/usage (50i/500i)

Configuration & OpenScape Branch & Branch Office & Configuration & Diagnostics & Logs & Debugging
|~ Diagnostics & logs

) Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Change

Settings \ Debugging || Continuous Tracing ©On Demand Trace Statistics

Log Viewer
= _ - Note (50i) only: kernel card interrupt message could
Log data | Alarm History v [ show || clear ||| show on  varflogimessages when collecting
Rapidstat.
Debugging Tools
Tool | ICMP v
Options
|_start | [_Stor | Select Level and Get file. After a few seconds user
- has the option to open/save/cancel collected
Resuits w | | | M X ‘o
sys_info.tar" file.
= Note: Rapidstat will not include OSVTM traces files
ety dee available on disk (ex. SIP/MGCP/Q931 Wireshark)
Info level | Level 2 v | Getfile

43.4 Debugging Tools (ICMP, Trace Route, Network Tracer)

Under Logging user has access to ICMP, Traceroute, and Network Tracer debugging capabilities.
Configuration & OpenScape Branch & Branch Office & Configuration & Diagnostics & Logs & Debugging
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| Diagnostics & logs

O Select OK to temporarily store changes. Make your changes permanent by selecting

Settings | Debugging | Continuous Tracing

On Demand Trace st 3)

ICMP

1) SelectICMP.

2) Enter Parameters (ex. IP).
Select Start.

4) Select Stop and view results in “Results Display”

Log Viewer

Log data | Alarm History v Show : | 7CIJV Elear all Iro;;sﬂ}‘

Debugging Tools . R q .
ICMP: can have its own options entered in

i [T "Parameters” box. In this case the minimal option is

M b one IP address. The given options are not parsed,

Options because the user may want to configure some
specific ping options Example

| start | | Network:

rass [t Vl T | 19.234.2.11/255.255.255.0
Field value: “10.234.2.11 —-b”

Rapid Stat

Info level | Level 2 v | Getfile
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TraceRoute
1.Select TraceRoute.
2.Enter Parameters (ex. IP).
3.Select Start.

4.Select View or Export

Note: command stops automatically whencomplete
(not necessary to select Stop)

L EX

tegrediected=trLieRBO=BO. Evelyrio:

la Firefox

@) Traceroute restits.

3 100104 002

3296.213 ms

TraceRoute: can have its own options entered in
"Parameters" box. In this case the minimal option
is one IP address. The given options are not
parsed, because the user may want to configure
some specific ping options

Example Network:

10.234.2.11/255.255.255.0

traceroute to 192.168.180.140 (192.168.180.140}), 30 hops
max, 60 byte packets
1. 29024 0.0 (2421 Dely:
b £ 1 o R Gl O e

{10.101.0.2)
4 10.101.0.2 (10.101.0.2)

UEy

4.053 ms 5.045 ms 5.794 nms
0.220 ms 0.478 ms 0.465 ns
3.673 ms 5.409 ns 6.421 ns
3294.868 ms lH 3295.560 ms

Field value: “10.234.2.11 -b”
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Diagnostics & logs

@ Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Settings Debugging

Continuous Traang

On Demand Trace

Statistics Serviceability

Log Data | Alarm History

v | Show | | Clear | | Clearalllogs |

Tool | Network Tracer v

Interface | Al

Rsults[\ﬁew][fxpoct]

Info level Level 1
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v | Output File Size(M8) | 10

SIP/MGCP/Q531 Trace
SIP/MGCP/Q531/RTP Trace

Network Tracer:
1) Select Network Tracer.
2) Select Interface.
3) Click Start.
4) Click Stop.
5) Press Export to get the *.cap file.

Network Tracer: The drop-down list is available for the

user to select interface. When selecting Stop, the user is

able to get the file and Open/Save it. The file is created

as *.pcap.

The maximum file size is also available to be selected as

an input. The size should range between 1MB and
100MB.

Note: Ethereal or Wireshark is required to open the
Network Tracer file.

Note: The SIP/MGCP trace option limits the amount of
data captured to 1MB. SIP messages exceeding the limit
of 2048 bytes are truncated.




43.5 Continuous Tracing

User can configure a trace manager server (OSVTM) so that traces/logs are captured 24x7. Log level categories are set

under Settings tab (Default is Error).
Note: setting the log levels to Warning, Notice, Info, or Debug may affect system performance and/or call
processing and should only be done during maintenance windows.

Please note than even in a maintenance window Basic functionality can be affected if high level of tracing is done.

Tracing should only be enabled if requested by service.
Configuration > OpenScape Branch > Branch Office > Configuration > Diagnostics & Logs > Continuous Tracing

|/ Diagnostics & logs

O Select OK to temporarily store changes. Make your changes permaner

Settings
Continuous Tracing

Enable

Server
File size threshold (kbytes)
Time interval threshold (min)

SIP/Q931 trace
MGCP trace

192.168.100.99

1024

43.6 On Demand Trace

Allows selecting a log type and log level manually or for a specific time period.

Debugging || Continuous Tracing |

System Name: OSV System name configured

on the OSV-TM Server.

Username/Password: Login information

used to connect OSB SFTP server to OSV-

TM server.

Note: logs/traces are sent (push) as *.bz2 by the
OSB for Previous Release. Current release
traces are sent as *.gz

On Demand

System name OSVYTRODQ

SFTP username tracedata

SFTP password ssscesee

Enable: Flag to enable/disable Continuous Tracing. IP Address: IP
Address or FQDN of OSV-TM Server. File Size/Time Interval: log/trace
files are sent to OSV-TM server when File Size or Time Interval
Threshold is elapsed.

Note: polling time is about 10 seconds so file sizes may vary if the
amount of log data is increasing toofast.

SIP/Q931 Trace: enables SIP/Q931 trace Capture.

MGCP Trace: enables MGCP trace Capture.

Configuration > OpenScape Branch > Branch Office > Configuration > Diagnostics & Logs > On Demand Trace

Note: SIP & Logging
Server Info
and Debug
level will

produce the

same output

Settings

Log Type:

Log Level:

Duration:

Debugging

On Demand Trace Settings

On Demand Trace

Continuous Tracing

Sip

Info

o

Start Stop )

2

@) Select OK to temporarily store changes, Make your changes permanent by selen:tinw "apply Changes' on the Dashboard,

On Demand Trace 1

Log Type/Level for On demand
trace. Trace can be
started/stopped manually or can
be configured to run for certain
time limit (ex. 5 minutes).

Note: Default setting Log level is
Error for most services (PM level
is default “Notice).

Note: setting the log levels to Warning, Notice, Info, or Debug may affect system performance and/orcall
processing and should only be done during maintenance windows.

Please note than even in a maintenance window Basic functionality can be affected if high level of tracing is done.

Tracing should only be enabled if requested by service.
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43.7 Advanced (Enabling the System Collector Logs)

39.2.1 Export the current XML
39.2.2 Edit the XML
39.2.3 Search for <showAdvancedTab/>
39.2.4 Replace to <showAdvancedTab>1</ showAdvancedTab >
Eg.
<continuousTracingSystemName>systemName</continuousTracingSystemName>
<continuousTracingSFTPUsername>username</continuousTracingSFTPUsername>

<continuousTracingSFTPPassword>WGiNBgV/QfjgjZ6K/7gMUg==</continuousTracingSFTPPassword
>

<ssmLogLevel>error</ssmLogLevel>
<redundancyLogLevel>notice</redundancyLogLevel>
<showAdvancedTab />

<cscEnable />

<cscResources />

<cscProcesses />
<cscIgw />

5 — Save the changes
6 — Import the modified XML

7 — The Advanced Tab is now available (Go to Diagnostics & logs > Advanced)

@ V90-80 - Diagnostics & logs - Mozilla Firefox — o | B ||
i) @ | https://192.168.33.80/diagnostics.htm|?tabld=statisticsTab ® | -
./ Diagnostics & logs ?

@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Settings Debugging Continuous Tracing On Demand Trace Statistics | Advanced |
Continuous Symptom Collector Settings ?
V] Enable

[¥| Resources

[¥] process

m

Additional Integrated Gateway

[7] Enable Collection of Manually Selected Logs

ath to be add ‘ij
Type here log path to be add - i7@;

Storage limit (Mbytes) 500 ‘

Collection Interval (sec) 30 E]

Running Since: r.
Date (mm.dd.yyyy) 2016.03.23 Hour (hh:mm) 09:50

Running Till:
Date (mm.dd.yyyy) | 2016.03.30 Hour (hh:mm) 00:00 Continous Symptom Collector running.

Kernel Console Collector Settings 7 ol
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8 - Update the "Journal Configuration" help

Text:
Setting up a serial console:

1 - "Enable Forward to Console"
2 - "Enable "Console to Serial (COM1)"
3 - Set the "Console Device"

Note: If you are using the HW 50i refresh you have to set the "Console Device"
to "/dev/ttS4". To the others hardware please use "/dev/ttsQ"

4 - Connect the serial cable to Linux/windows
5 - Open "Putty" terminal

6 - Set "Port" speed to 115200

7 - Restart the OSB

The logs will be shown at the console monitor
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44 Port and Signaling Settings

Configuration > OpenScape Branch > Branch Office > Configuration > VolP > Port and Signaling Settings

voip @

(3! Selzct OK to t=mporarily stors changss. Make your changes permanant by selecting 'Apoly Changes’ on the Generzl paos,
BT l| Port and Signaling Settings
Port Rangs

Mediz indepandant RTP ports

Port min | 35000 Port max | 65000 Time to fve (s=c) 180
Subscriders dynamic SIP ports

Port min | 10000 Port max | 16600
Gateways/trunks static SIP ports

Port min | 9000 Port max | 9254
TCP/BFCP ports

Port min | 35000 Port max | 33993

Signaling and Trarsport Settings

INVITE No Answer timeout - Normal 220 INVITE No Answer timeout - Survival 180
Mode (ms) Mode (ms)

|_| Disable answer supervision for
emengency calls fne

TCP connect timeout (sec) < TCP send timeout (sec) 3
TCP connection lifetime (sec) 350 TCP kesp alve
BFCP connection timer (min) 720

_| SIP S5L single context

Port Range

RTP Ports - These boxes specify the RTP port range (minimum and maximum) that RTP traffic uses, as well as
the Time to live, which is the disconnection timer for non-RTP activity.

The range of acceptable port minimum and maximum values is 35000 to 65000. The port range should be
between 2 and 48 ports in number.

These fields are always enabled in Branch SBC/SBC-Proxy (Session Border Controller) modes. The fields may
also be used in Proxy and Proxy-ACD modes when Integrated Gateway feature or other B2BUA (Back-to-Back
User Agent) provided feature is used (such as Automatic Call Distribution (ACD) Groups, Auto Attendant (AA),
Multi Line Hunt Group (MLHG), Voicemail).

When negotiated media and the media profile used by the B2BUA (igw_features_lan) match, the B2ZBUA
application may not use the port range configuration used by the RTP Proxy. In this case, the RTP Port Range is
fixed at 10000 to 19999 and the "RTP ports min/max" fields are ignored.

The Time to live can range between 180 and 1200 seconds. Default is 180. When G729/sRTP is enabled, this
field is valid for the Branch in the aforementioned modes.
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Subscribers dynamic SIP ports - These boxes specify the SIP port range that is used in SIP messages.

The range of acceptable port minimum and maximum values is 10000 to 65000.

The port range must contain at least 500 ports.

If the range is modified, the port mapping is cleared and active calls are affected. Every subscriber needs to sign
up again.

Gateways/trunks static SIP ports - These boxes specify the SIP port range that is used by LAN gateways and
trunks.

Only the Branch SBC and SBC-Proxy modes have these boxes activated.

The range of acceptable port minimum and maximum values is 9000 to 9254.

The port range must be between 0 and 255.

Signaling and Transport Settings

INVITE No Answer timeout - NM (ms) - Timer in milliseconds which applies in case an INVITE is not finally
answered after 100 tries in Normal mode operation. This timer is valid for outgoing calls made to both internal and
external gateways.

INVITE No Answer timeout - SM (ms) - Timer in milliseconds which applies in case an INVITE is not finally
answered after 100 tries in Survivable mode operation. This timer is valid for outgoing calls made to both internal
and external gateways.

Disable Answer sup.: When a call is received on the OSB (Proxy, Branch SBC or SBC-Proxy) from the OSV
(Normal Mode) or from the SIP Endpoint (Survivable Mode) and the DN part of the Request-URI corresponds to
an Emergency Call and the Disable Answer Supervision for Emergency Calls flag is checked, the invite no
answer monitoring timers and the invite no answer monitoring timer for outgoing calls will be canceled.

TCP connect timeout (sec) - The number in seconds until a connection attempt is abandoned.

TCP send timeout (sec) — The number of seconds in which a TCP connection will remain open before
disconnected if it is unavailable.

TCP connection lifetime (sec) - TCP connection lifespan in seconds. Any TCP connection that is inactive for an
extended period of time will be automatically terminated.

TCP keep alive - TCP keep alive is based on RFC 1122. The server will still respond to endpoint keep alive, even
with the flag disabled. When the flag is enabled, the server will start sending TCP keep alive probes after 30
seconds of idle connection. The probes will be periodically sent every 240 seconds. In case of two consecutive
failures, the TCP connection will be terminated. Only if all TCP-using endpoints are compatible with TCP keep
alive should the option be enabled.

BFCP connection timer (min) — Long-term timer for a BFCP connection that is established over TCP or TLS.
The value is entered in minutes and the acceptable range is between 60 and 1440 minutes. The default value is
12 hours (720 min). To prevent accidentally opening TCP ports, the TCP/BFCP connection timer needs to be
activated.

Available only when using Branch SBC or SBC-proxy mode.

Miscellaneous

SIP SSL single context- It is used to share the same SSL context among the SIP Server child processes in order
to save SIP Server shared memory. When the flag is disabled, there is an increase in memory usage by the SIP
server compared to when it is enabled. The total system memory usage may increase up to 1%. It is
recommended to disable the flag if the system has enough memory for multiple TLS processing or if multiple local
addresses are used that refer to the same remote address using TLS protocol.
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45 Branch SBC Mode

The OpenScapeBranch can operate as Session Border Controller (SBC) or SIP Proxy. The Session Border
Controller mode is designed to isolate the Branch and its internal networkcomponents in a different sub-net. In
this sense SIP headers, internal ports and internal addresses as well as RTP internal ports and internal addresses
are not propagated to the external network.

SBC Configuration requires a second network interface to be used. In small model this is the 4th interface while in
large model is the 2nd. For SBC mode the WAN interface should be activated. The system will reset upon saving
the configuration when the mode is changed. The most common scenario is the Branch-SBC connected to the
OSV via a OSS. Please refer to the Branch behind OSS chapter for more details.

Note 1: For Branch SBC mode, the WAN interface is used to access the OSV network. SIP phones should be
configured with OpenScapeBranch LAN IP and OSV.

Note 2: NAT flag must not be enabled for BranchSBC.

1. Create an Endpoint for OSB SBC (All OSB Endpoints that have been configured have step 1 profile).

Configuration > OpenScape Voice > BG > Main Office > Members > Endpoints > Add
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=, [BOCAST1] - BGLoad - Main Office - Edit Endpoint : DBSBCS56 K4
General SIP Attributes Aliases Routes Accounting

5IP-0) Signaling:

For the static Endpoints the address of the SIP signaling interface can be specified in IP or
FQDM Farmat,

&, [BOCAST1] - BGLoad - Main Dffice - Edit Endpoint : OBSBCS6 ? o E:ctsritt:agépt?oiddress of the signaling interface cannot be modified unless the entry in the
- — — has first been remaoved,
General SIP Attributes Aliases Routes Accounting
Zndpoink:
@) Defing the connection data of an endpaint, .0, you may use this to add a gateway to a switch, Sldaiceoting: O
SIP-C Signaling: (&)
Name:
10 Trucking: ®
Remark: Static Registered.
Note: End Point Profile must o
/ be created before adding
Registered: v End Points
X ! e IF Address or FODN +
1—// Full Privacy Needed for i e
Profile: OBSBCSE A
0SS Profile, A 3 - g Address: 10,234,170
; OpenScape Voice & BGé&
Branch Office: L] Profiles & Endpoint Profiles ==
i & Add
Associated Endpaint:
Transport prokocol: TP w
=, [BOCAST1] - BGLoad - Main Office - Edit Endpoint : OBSBCS0 rd
General SIP Attributes Aliases Routes Accounting
Indpoint Template
@) Select asuitable Endpoint Template For this endpoint.
_ =, [BOCAST1] - BGLoad - Main Dffice - Edit Endpoint ¢
Endpaint Template:
General SIP Attributes Aliases Routes Accounting
atkributes Aliases
@) Attributes available For this SIP endpaint @) ‘ou can associate here aliases with & SIP Endpaint,
() Name Type
UPDATE for Confirmed Dialogs Supported I [0 &g 1023170 SIP URL v
Send Provisional response during session updates r
Survivable Endpoint Required flags for > =
SBC Functionality
SIP Proxy \ v
Raute via Proxy \ v
Allaw Prosxy B r -
oW Froxy OYpass | Ttem add

2. Proxy flag: Update Proxy flag in OSV from RtpFalse to RtpTrue.

OpenScape Voice @ Administration @Signaling Management @& SIP
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B [DSVCLUSTERY7Y] - [BGLoad] - [Main Office] - Edit Subscriber : 5558885230

@) subscriber Description

General Displays Routing Connection Security Keyset Groups
onnection Settings
SIP hd

Type:

Transport Protocol:

1P Address:

Associated Endpoaint:

I Crynarnic - I
LoP hs

Part:

I Autamnatic = I

G060

Note: In OSV V4R1 flag was removed from CMP and is enabled by default. Step only needed if older version of OSV is

SBC Branch Office.

used
i@ [BOCAST1] - SIP Settings ¢ ?
[ General || PACRerouting | SIP Timers | Best Effort SRTP
-
Registration
allow registration via proxy and enabl  Enable Proxy Registration Flag
Enable Proxy Registration: ™
Enable Registration Renewal: r
Max. Reqg. Renewalsisec,): 504500 -
M ; Cancel ]

3. Discover/Add Branch Office
Configuration > OpenScape Voice > Business Group > Branch Office List > Add

E—E [BOCAST1] - BGLoad - Edit Branch Office : SBCOBS6 J

@) Here you can create a Branch Office. Reprasentative Endpoint is mandatory
1) Select Add to discover Branch

Office.

2) Setup Branch Office Name

3) Select SIP endpoint createdin
step 1 of OSV Configuration.

4)  Select Appropriate NP and
Office Code.

5) Check OpenScape BranchFlag.

General ] DID Pool Access Control List

eneral

Select OSB

B h Office M. :
ranc ice Name End Point

Representative Endpoint

Mumbering Plan MP_EGLoad
Office Code coEaan Note: Branch Office Flag
must be checked.
Routing Area
This is a Branch Office of type Openscape Branch ~
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4. Associate BGLs behind the SBC.
Configuration > OpenScape Voice > BG > Members > Subscribers > Select BGLs

B [DSVCLUSTERY7Y] - [BGLoad] - [Main Office] - Edit Subscriber : 5558885230

@) Subscriber Description

General Displays Routing Connection Security Keyset Groups

onnection Settings

SIP hd

Type: IDynamic - I

Transport Protocol: Uop ha

IP Address: Port: 5060 SBC Branch Office.
Associated Endpoint: ﬁ

I Autamatic x I

5. Select Branch Office from Office List
Configuration > OpenScape Branch > Branch Office > Select

Hzlp Link for subsection.

Openscapo Voko | OpenScape Branch | RGB700  Unified Communicotions CMP

_ﬂ_ 2 Openscape Branch Overview - DSVCLUSTERVG D

@ Ute Refrosh selected button to wdw the status of m«sw«fxm march apgdances

., Select Profe v To update the stabus of of OperScape Branch appharces use the Refresh ol button,
& Management Fiter for |BramchOffice w Go | Clear |
* Configuration T I
) | | Refreshal | | Add. | |
W Job Management “01 oo | 100 % | MM
» ensing
e - [ Beanch Office P Address Comm System Busimess (roup Yersion us  Mode  Last Update e
L OSVOLUSTERVG v =
‘13 Branch Office list [0 < Advarkech 156 1020415 COVCLUSTIRYS  0G_MarkP V22:0.01.00 Budd LY Norme oy 201107 095397
s m.“hm.“ v [ «§: akhadotteonbi 10.2%.16.10 OSVCLUSTERYS  EDMC - Urreachable 2031003 09533
4 Management 0 4 bocae0ns 10.234.1.20 CSVCLUSTERVS T .
e v s e refresh status forsekcted Branch or Refresh all. Main
Cl G Seartel SLETRE B pranch window allows charging of kcal password for
O < o2 ofsn 02002 OWALETERE Y rerassstant/adminstmtor (depending on elkase) to
[ 5 bocatee) OSESH  20.20.4.23 OSVCLUSTERYS. Bl oot 40 OSB.
[ < tocxde 20 10.224,1.20 CSVCLUSTERYS DGR VR 00 Bad 11 Forms L AN 553

After selecting the Branch Office user has access to Statistics, Registered Subscribers, Backup link Status (if enabled),
and Link Status (Advantech 50i only). License Information is covered on License Section.
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OpenScape Yoice | OpenScape Branch | RG8700 Unified Communications CMP

5 General - OsveLUSTERV - 050170 ?

‘i Pprofiles list

“1 select Profile v

g"? Management I spply Changes l [ Cancel Changes J

» Configuration

@) Aggregated information and data for selected Branch Office.

Statistics System I
Administration —

K3 JobManagement SIP Server Active Dialogs: 1} i Higibia b, lﬂ_,]
» Licensing Requests In: 18622 User Can Apply or Cancel Changes (Ehower

OSYCLUSTERY6 vii Requests Out: 5107 —
N ]‘ co — Link status: Show...
“f+ Branch Office list ) Resporises Ini 724
[ OSBIPATO | Responses Out: 13462
#* Management
¥ Conflaliratian Licensing Information
& alarms
& Logging First updated: --- Lastupdated: ---

J4 Media Server

T Network Servi Logical ID:  OSYCLUSTERV6:BGLoad:OSBIP170. Hw ID: M/A
etwork Services

& security Refresh | | Device license update | | Configure |
M1 Survivability
i}' System License type Configured Locally Configured Usage
m Yalp OpenScape Branch Base o o i}
&% acp
S) Auto Attendant OpenScape Branch Users a o a
[Q Integrated gateways Auto Attendant feature 1} a a
2+ Phone Software
Backup ACD feature o il (1]
SBC sessions o o o

User can apply configuration changes by using “ApplyChanges”.

Note: Depending on the changes made some processes or even the entire system will restart. GUI will alert user when
restart is required.

Selecting “Cancel Changes” will revert back all changes since the last “ApplyChanges”
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Go to VOIP configuration and select Mode BranchSBC.
Note: changing modes (from proxy to Branch SBC) requires a system restart.
Configuration > OpenScape Branch > Branch Office > Configuration > System > Settings

J» System

\ Settings\ Licenses Branding
General

Branch Mode | Branch SBC
Hostname PRIS250i
Domain name | branch.br

Gateway only
Country Configuration
Country | Argentina
Administration
Session expiry timer 3 hours

Watchdog Configuration

) Select OK to temporarily store changes. Make your changes permanent by selecting Apply Char

1) Select Branch SBC mode (When
configuration is changed from Proxy to SBC and
vice versa, except activating WAN interface also
physical cables switch is needed on the box. (eg
LAN is used in Proxy mode so cable that was
plugged to this eth interface has to be plugged
to WAN)

v | Country configuration

v [ enable ssop

Enable watchdog | Watchdog information |

Watchdog expiry timer | 2 Minutes

) voIp

v

) Select OK to temporarily store changes. Make your changes permanent by selecting '4pply Changes' on the General page.

| sip Server Settings || Port and Signaling Settings

General

Comm System Type
OPTIONS source port 5060

IP Version Towards SIP Server

geo-separated

Manipulation and Routing Error Codes Media

Branch behind SBC: Indicates whether the
OpenScape Branch is behind a Centralized

Enable path tagging Session Border Controller (OSS or 3rd pty)
[] Branch behind SBC Branch behind NAT: checked for a branch
; whose ip address is not static but subject to
[P Emetinend Sk dynamic change. When this is checked, then the
[[] synch subscriber data branch shall use its "Logical Branch office ID" as
[ Disable notification in survivable mode “Logical- Endpoint-ID" to be encrypted in the
OPTIONS sent to OSS.
Enforce minimum Subscriber TransportType Security
| Other trusted servers | | Load Balance Mapping Table |
Node 1 2) Configure OSV nodes and apply settings.

Target type Binding
Primary server | 10,100.182.56
Backup server

SRY record
Node 2

Target type Binding

Primary server | 10,100.183.57

OSB will restart.

Transport | TLS v Port 5061
Transport | TCP v | Port 5080
Transport

Transport | TLS v Port 5061
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Configure LAN interface of OpenScapeBranch and apply changes. Note: changes require a system restart.

Configuration > OpenScape Branch > Branch Office > Configuration > Network Services > Interfaces

5 Network /Net Services

©) Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

NTP ||

| Settings | DNS DHCP Traffic Shaping Qos
Physical Network Interface
Interface Enabled | MU Speed (Mbps) Duplex mode |
etho 1500 Auto Auto
eth1 1500 Auto Auto
LEl S L LAN/WAN should be setup (LAN IP
MUST BE CONFIGURED FOR PHONE
Eancenficreaton REGISTRATIONS SERVER)
Add || Delete
Type Interface IP address | Subnet mask | VLAN tag UDP port. TCP port TLS port MTLS port
Main IPv4 etho 30.30.0.45 255.255.0.0 o] 5060 5060 5061 5161
54| %
Note: Interface 2 is WAN for
WAN configuration OSB50/1000/6000 systems and
Interface 4 is WAN for OSB250
(Advantech) [_Add || Delete |
Type Interface | Subnet mask VLAN tag TCP port

s

1P address

255.255.255.0

UDP port|

Configure Phone devices to work through SBC.

TLS port| MTLS port

2

Admin Login
Applications
Bluetooth
Network
System
System Identi
SIP interf

Registration
ShMP
Features

Security
File transfer
Local functions
Diate and time:
Speech

Admin Login
Applications
Bluetooth
Network
System
Systemn Identity
SIP interface
IR on

ShMP

SIP interface
Quthound prosxy
Default OBP domain
SIP transport
Response timer (ms)
MonCall trans. {(ms)
Reg. backoff (seconds)

32000
32000

Connectivity check timer {(seconds)

i

Sip Registrar/Server should be the SIPSM1 (Even If TLS is
used). OSB LAN address is used for SIP gateway address.
Outbound Proxy Flag is Checked.
Note: sipsml can be used with TLS for Proxy mode if sipsm3
is added in trusted IP list on OpenScape branch configuration

SIP server address
SIP registrar address

SIP gateway address

Features

Security
File transfer
Local functions|
Date and time
Speech
General informat
Authentication
Ringer setting
Mobility
Diagnostics
Maintenance

When there is a Session Border
Controller between the
OpenScape Voice and the
internet, "SIP server address" and
"SIP registrar address" will point to
the SBC.

If the SBC is Acme 2600 or OSS
then flag # 6 has to be enabled
manually (Set to 1) on the OSB
XML.

Session timer enabled
Session duration {seconds)
Registration timer {seconds)
Server type

Realm

UserlD

Fassword

10.234.3.50

10.234.3.60
192.168.36.1

O

I
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Note: Phones are connected to the LAN Interface of OpenScapeBranch. Thus, in order to access phones GUI
a PC that is connected to this LAN is needed. If configured so, phones can be accessed also from a PC that is
attachedin the WAN interface of OpenScapeBranch. In order to do this, port forwarding rules must be added

on OpenScapeBranch as shown below.

Configuration > OpenScape Branch > Branch Office > Configuration > Security > Firewall > Wan

- Port Forward

O Port forward provisioning.

Row | In port Qut IP address
i 5025 30.30.0.17
2 5026 30.30.0.19

LAN/WAN should be setup
Phones can be accessed using https:/{WAN [P

of OpenBranch}:{In port of phone}

Out port Protocol
443 All
443 Al
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Firewall Configuration

O Firewal configuration provisioning for VWAN.

General

Enable IP masquerading

Note: The "IP masquerading” flag should
be enabled for CSTA and/or any layer3
data connection from WAN to LAN.

Enable port forwarding Configure

Incoming/Qutgoing network connections

DNS | Alow S5H
SNMP | Allow v ICMP
FTP Alloy | Telnet
HTTRS: | Allc NTP

Allow all network connections

Incoming YOIP connections

Allow AR SIP Allow
TS Allow
RTP/SRTP  Allow

MGCP Allowy

Port|

\White list Black list
[Add | Deete [(a )|
IP address or subnet Port ! IP address or subnet
30.30.0.17 0
3.0_.30.0.19_E 0

External Firewal

Note: Connection between phones located in
LAN interface of SBC and DLS can be
established by configuringWhite List (Phone IP
and port empty). Please note that DLS DCMP
must be configured and enabled.

[l external Frewal
SIP ALG

Circuit Only

In order to make TDM calls using a GW that is located in the SBC branch; the Endpoint previously created for
SBC in OSV has to be associated to PAC, Destination, Route, etc.
Prefix access code, destination code, destination and a new route that is going to route the GW calls to this

Endpoint have to be added also.

Note: for SIPQ GWs one additional SBC OSV Endpoint is required with SIPQ checked to reflect the GW
behind the OSB Proxy. Same configurationof originally created Endpoint should be used. Only exception is
that alias will be empty since it is already being usedon original SBC OSV Endpoint. Prefix that is used to make
the call can’t be sent to OpenScapeBranch because OpenScapeBranch doesn’t parse SIPQ MIME. All
manipulation has to be done in OSV this time (SIPQ ONLY).
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Please note that since Sip GW calls are going to be routed to OpenScapeBranch, the prefix that is used to
makethe call, has to be sent to OpenScapeBranch. So, in Features tab sheet in OpenScape Branch in Assistant
enable gateways/trunk configuration.

Configuration > OpenScape Branch > Branch Office > Features > Enable Gateways/trunk

Features

O Enable/Disable desired Featvure.

Featres Available in Normal Mode and Survivability Mode
Enable Gateway configuration. For

e Gateway Provisioning details in
Enable gateways/trunks |_Configure OpenScapeBranch please take a look at
. GW Provisioning section.

Enable integrated gateway | Configure
Sip Service Provider profies | Configure

(] Enable auto attendant | Configus [

[J Enable phone software management |
Enable Media Server | Configure

] Enable Lan-waN media interwork
Enable Codec Support for transcoding | €onfigure

(] | Enable Backup Link Clent | Configur
Emergency Caling | Configure

NOTE2: On a SIPQ incoming call in Normal Mode, the trunkgroup FQDN is used in the INVITE contact's header
sent to the OSV> This FQDN should be configured in the endpoint alias list for the OSV to recognize that his call
has a SIPQ (SIPQv2) signaling.

If the OSV does not recognize the endpoint, it will reject the call and the OSB will fall back to SIP without
mapping any SIPQ Info Elements from the trunk.

In Nomal Mode, the OSB acts as a tunnel and does not manipulate and QSIG content received from the OSB or
the Trunk. Therefore, no TON configuration is applied on these QSIG calls.

In case of interconnection with old PBXs, the flag "truncated mime" should be activated in the OSV.
9 Configuration for gateways with subscribers under OSB in SBC mode
Two entries in the gateway table shall be created.
One entry shall have the routing prefix configured with the access code for external calls using the lines under the gateway.

The other entry shall match with the FXS DN prefixes in order to route the calls to the FXS under the gateway. This is
necessary because the OSB in SBC mode does not store registers from static endpoints the location table.

176 OpenScape Branch V10 Configuration



46 Media Server (MS)

The MS provides announcements and station controlled conference for subscribers in the branch.

Note with OSV V5.1 and later: OpenScapeBranch and its internal MediaServer supports now SDESbest-effort
method for tones, announcements, and conferencing in all modes automatically when they receive SDESoffers from
SIP phones/clients, in Normal Mode & Survivability Mode, when setup as TLS@5061

Note: MMS Adapter runs if branch is in SBC mode, or Flag '‘Branch Behind NAT'" is set AND OSB is in mode 'Proxy"'
or 'SBC-Proxy' and MS Converter Services run in Branch SBC and SBC-Proxy modes.

Configuration > OpenScape Branch > Branch Office > Configuration > Features > Enable Media Server/Streaming

Jd Media Server

) Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apy

General

Media server listen port | 2427

Language en_us

| Advanced... |

Conference

Number of conference /whisper cells ' 12

Conference prefix access code

Announcements

| Use system FQDN

Media Server Listen Port: port the Media Server uses for
communication with the Call Agent.

Language: preferred language. Advanced: Advanced Media
Server configuration. Use System FQDN: Uses system FQDN on
media transaction, instead of IP.

e [ Enable whisper mode

5000

Maximum conference time (sec) 18000

Number of announcement cell

Stop announcement on OV

Number of announcement ports: max amount of
ports that are opened for providing announcements
(Or Unlimited). Maximum announcement time:
max time, in seconds, an announcement session is
allowed to be active (Or Unlimited).

Stop announcement on DTMF: if enabled,
announcement will stop when the Media Server
receives a DTMF.

Media Server - Advanced

O Media Server provisioning.

MS Adapter

Transaction time-to-live 30

Languages
Installed languages

en_us
es

Install Language

[ uniimited

1800 [ unlimited
Number of Conference/whisper ports: max amount of
ports opened for  conferences.
Maximum Conference time : max time, in seconds, a
conference is allowed to be active.
Conference Prefix Access Code: Prefix in SIP R- URI
required to access a Media Server conference.

Note: Large Conference with MS will not show lock on
phone when SRTP is used

install languages.
Note: 2 MS Languages

Transaction time-to-live: used to configure
the maximum duration, in seconds, of a

MGCP transaction in SBC mode.

Installed languages: This area lists all Media
Server languages installed. User can delete or

(OSB50i/0SB250/0SB500i) or 5MS
Languages (OSB1000/0OSB6000) can be
uploaded on OSBs but only 1 can be active.

Language fle | Selecionar arquivo.. | mediaserver_announcements_fr-3.3_5.7.0-677i586.rpm | Install |
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Announcements

ber of cells 16 Maximum announcement time (sec)

Stop announcement on DTMF

Streaming Source [requires
General Settings: Streaming Source
v| Enable Music On Hoid Streaming

V| Use HTTP proxy

HTTP proxy FQDN or IP 192.168.68.75
HTTP proxy port 8080

Local FQDN or IP autoSIPv4
Streaming buffer size (sec) 60

Status:

Streaming Source URL (first) http: //player. ffn,de /tunein_ffn.pls

Streaming Source URL (fallback)

Streaming Source

[This tab requires Base License V9 or greater.Streaming is
a V9 license based feature.

Enable Music On Hold Streaming - Enables the MOH
streaming feature.

Use HTTP proxy - Enables the HTTP proxy usage for
accessing the Streaming Source.Disabled by default.

HTTP proxy FQDN or IP - IP address format check - IPv4
only (for now)

HTTP proxy port - Possible values: 80, 8080

Local FQDN or IP - Local Steaming Interface, length is
limited to 32 characters. Default value: LAN-IP If no WAN
available/WAN-IP if WAN available

Streaming buffer size (sec) - Possible values: 0-60
sec.Default value:30 sec

Streaming Source URL (first) - Length is limited to 40
characters. The Status green if Streaming server is
connected + steaming source (link to Internet radio or local
ffile, or ERROR).

Streaming Source URL (fallback) - Length is limited to 40
characters

CONNECTED

¥] Unimited
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In order to ensure support to secure media exchange (SRTP) with Media Server, OpenScape Branch andphone times
should be synchronized through NTP.

The language package provided during installation is English US, other packages (German Language)
can be installed by using GUI.

OpenScapeBranch uses the language packs from the Open Scape Application DVD.
Those language packs are RPM files located in the folder "noarch” of the DVD.

Note: only language packs from Application V6 and above work with OSBV7.

When the Media Server is used as external media server for other branches the Protocol must be configured
in OpenScape Voice as MGCP 1.0 NCS 1.0 and the treatments must be properly configured.
The log levels of MS, MS adapter and MS converter are set to the same level by setting Media Server log level.

Configuring OSB as main Media Server in OSV
It is possible to have OpenScape Branch as the Main Media Server for the OSV. These steps also assume a
distributed deployment where an OpenScape Branch provides MS service at the main location.

Configuring OSB inthe OSV as Branch Media Server
Steps will show how to configure an OpenScape Branch server as the Media Server for a Branch.

Configuring the main Media Server as abackup of the BranchMS

In some situations it may be desired to have the main media server as the backup of the branch mediaserver. This is
entirely done in the OSV using the Media Server audit mechanism and routing. The steps to configure this are as follow:

46.1 Configuring OSB as main Media Server in OSV

NOTE: These steps are based on the “Distributed Deployment with Branches” instructions available with the OSV
manual “OpenScape Voice V7, Configuration, Administrator Documentation” or “OpenScape Voice V7,
Installation and Upgrades, Installation Guide”. (If MOP P30310-Q2575-Q140-03-7620 is installed refer to release
note for added instruction).

It is possible to have OpenScape Branch as the Main Media Server for the OSV. These steps also assume a
distributed deployment where an OpenScape Branch provides MS service at the main location.

If there is another Media Server in the Main location and branch support is being added, the main Media Server
configuration must be as follows to support this deployment.

179 OpenScape Branch V10 Configuration



UnderConfiguration >OpenScapeVoice > Administration >MediaServers,selectListand Press

Add:

"‘.' A‘ ;e

| Administration
» General Settings

¥ Media Servers

List

Intercepts

Audit

Languages

R i

» Signaling Management

Jd [NodeVs]-Media Server
@) Configure Media Gateway Options

General Extended

@) In the General Section, you can configure the main options of the media server.

General Cptions

@) General options are listed below

Gateway Name:

Fully Qualified Domain Name:

Circuit Format:

Multi Homing:

MG Signaling IP Address Allocation Method:

MG Signaling:

Admin Status:

Operational Status:

Location Domain:

Circuits

?

FQDN: IP address for OSB.
Please note the brackets “[1
Circuit Format: ID for the
GW/Server. $ serves as
Wildcard. Media Server will
select free Endpoints as

needed.

05B527 MG Signaling: IP address
for OSB

[10.234.5.27]

Automatic

MGCP

MGCP 1.0 NCS 1.0
s/l

Enabled [=]
Static (=]
10.234.5.27
RsAvailable

RsAvailable
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Jd [BOCAST6] - Modify Media Server: OBIBM3250IP70 c ¢

General Extended Circuits
@ In the Extended Section, you can configure the extended options of the media server,
Extended Options
Extended options are listed below
Timeouk {msec): =00

Retry Court: 7

Maximum Retransmission Timer (sec): 20

Transmission Timer Length {sec): =]

History Timer Duration {sec) @ <in]

MG Receive Port: rr

MG Listen Port: 2T

keep Alive:

DTMF: Dizahbled "

Three-way Handshake: Cizabled w
Overload

Orverload options are listed below

Owerload Support: Mo w

Allow Three-way Calls: Mo w

Allow Electranic Surveilance Calls: hla -

Overload Levelz Gap Interval (zec) Azzocisted Return Code
Level 1 3 400
Level 2 10 400
Level 3 20 400

Overload Status:

oK | | cancel

Depending on the traffic type the corresponding circuits must be created.

@ Configure Media Gateway Cptions Circuit Type: for media

— server. Possible circuit
General Extended Circuits types Any, Announcement,
— Surveillance (US only),
e Conference, and Audit

@ 1Inthe Circuits Section, you can configure the circuits of the media server,

Elements Per Page: |10 | w /

F Circuit ID Circuit End Id Circuit Type

FI > annf$ ann/$ Announcement »

F] 3 cnff$ cnf/§ Conference »

F " eslé esl Surveillance »
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Create an Origin Destination for each traffic type: Announcements, Conference and Electronic Surveillance. OSV -> Global
Translation and Routing -> Destinations and Routes -> Origin Destinations.

=& [BOCAST1]-Origin Destinations

General Routes Intercepts

@Origin Destinations description

Crigin Destinations

Name AnnCrighest

e ESHORS | Maintenance | | User Management

| OpenScape Voice | OpenScape Branch RG8700 Unified Communications CMP
.« |BocasT1 ~| s, [BOCAST1] - Origin Destinations

gl 3 Q @) This list shows all origin destinations.

Global Translation and Routing

P Directory Numbers

Sel:0 | Items/Page: | 200 ¥ | All:3
» Translation
T B Name +
¥ Destinations and Routes
frH - | AnnOrigDest .
% Destinations b Following must be created:
*%3 Origin Destinations [T =% CalOrigDest - AnnOrigDest
“L  Time Destinations [N =% CnforigDest - CnfOrigDest
“% Routes - CalOrigDest (US only)
» Endpoint Management

» Display Number Modification
> ENUM

Create Default Destinations for the main media server that will be used as default and for the Main Branch. The following
must be created:

DefDestAnn
DefDestCnf
DefDestCal

OSV -> Global Translation and Routing -> Destinations and Routes -> Destinations
<34 [BOCAST1] - Edit Destination: DefDestAnn

@) Destinations are used ko rouke a call to an endpaint,

General Routes Route Lists Destination Codes Origin Destinations
Name: DefDestann
=
%% [NodeV5] - Edit Destination: DefDestAnn ?
)} Destinations are used for routing a call to an endpeint. - -
OSB configured as main
General Routes Route Lists Destination Codes Origin Destinations media server

outes /

@) Multiple routes can be used for prioritizing the routes to the gateways.

Elements Per Page: 200 +

1Ttem | add— | | Edit. | | Delete
| jih] Endpoint Route Type Delete Insert MNature of Address
[l 43 1 05B527.ann/s  MGCP-Media-Service 0 Undefined

Or
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=34 [NodeVs] - Edit Destination: DefDestAnn 4 - If OSV has integrated

) Destinations are used for routing a call to an endpoint. mEdI.a server, OSB can .
function as secondary media

General Routes Route Lists Destination Codes 0Origin Destinations serve_r for |an balancing.
- If Prioritized is check, the
Routes ID with the lowest value will
always be used first untilits
@) Multiple routes can be used for prioritizing the routes to the gateways. unavailable.

Elements Per Page: 200 «

2 Items | Add-. | | Edit. | | Delete |
1)) Endpoint Route Type Delete Insert MNature of Address
—AE; 1 M51.ann/s MGCP-Media-Service 0 Undefined
_AE! 2 05B527.ann/é  MGCP-Media-Service 0 Undefined
General Routes l Route Lists l Destination Codes Origin Destinations
Route Lists

@) This list provides an overview of all routes with the same originating signaling type and bearer capability. Prioritization is possible.

1Ttem
Originating Signaling Type Originating Bearer Capability Prioritized Fallback to Local Numbering Plan Prefix Area Code Preface Country Code

I'=-'3_| Unassigned Unassigned

Do the same for default destination for conference and surveillance (DefDestCnf and DefDestCal).

Add the Default Destination to the Origin Destinations as a Route
OSV -> Global Translation and Routing -> Destinations and Routes -> Origin Destinations -> Edit and go to

the Routes Tab and press Add
Select the Default Destination Created. Do not enter a Routing Area

Note: When Routing Area is used only the matching Routing Area subscribers will have access to OSB Media
Server.

[BOCAST1]-Origin Route

Routing Area:

Destination Type: Destination L

Destination Name: CefDestann

=%z [BOCAST1]-Origin Destinations

General Routes Intercepks

t:!,Origin Roukes

Routes

Elements Per Page: | 100 |»

|:| Routing Area Destination Type Destination Name
O “m Destination DefDestAnn
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e Unblock the Media server

| OpenScape Voice | OpenScape Branch RG8700 Unified Communications cMP
- [BocasT1 >l Jd [BOCAST1]-List Switch Settings for Media Servers ?
gl m e @) This list shows all media servers accessible by the selected switch.
[ Adminstraton ___| (iock ) (uabloek ) ((adi ) ea ] (peete
» General Settings
Sel:1 | Items/Page: | 200 " | All:7
¥ Media Servers
= | Media Server Name Full ualified Domain Name Admin Status Operational Status
J’-l List
W7 Intercepts [ ﬂ s [10. 100. 160.6] Available Available
S Audit M J3 Ms_osb1000 [10. 100. 180.80] Available Available
=
@ languages M J3  Ms_osb2s0 [10.100.122.51] Available Available
>
Sigualiug Mansgement | | ﬂ MS_osb50i-BRI [10.100.122.90] Available Available
P> Feature Settings
ﬂ MS_osb50i-FXO [10.100. 124.60] Available Available
» Licensing Management
| | ﬂ MS_osb50i-PRI [10.100.122.110] Available Available
» Call Admission Control
» Tools v ﬂ OBIBM3250IP70 [10.234.1.70] Blocked Blocked

Announcements for the Main Office (default) are now provided by OpenScapeBranch.

e Provision the treatments.
OSV provides media server script to add the treatments for the Media Server.

NOTE: The following instructions may change depending on the OpenScape Voice patch set level. For updated script information refer
to the OSV Media Server Configuration Instructions or OSV “OpenScape Voice V5, Configuration, Administrator Documentation” or
“‘OpenScape Voice V5, Installation and Upgrades, Installation Guide”.

The script is located at:

/unisphere/srx3000/srx/ms_scripts

Execute the script in the OSV by entering the following command (run as user “srx”):

sh msconf.sh

Select the following options:

- 11 to Assign the default treatments

- 3 to select Distributed Media Server Deployment

- Press “Enter” to assign treatments to the default Origin Destinations created or type the Origin Destination
name(e.g. AnnOrigDest) and press “Enter”, for value different than Default, type the name and press “Enter”
- Press “y” to backup the current configuration of thetreatments

- Press “y” to effect the selected modifications

Note: add the PAC codes in the respective numbering plan. The script provided with the system does not add

PAC codes for you.

If default configuration is desired for all treatments, one can also remove all treatments and assign everything default.
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46.2 Configuring OSB in the OSV as Branch Media Server

These steps are a continuation from the previous section.

Note: The Media Server for the Main Office (default) must be created prior to adding a branch media server following
the steps described in the “Distributed Deployment with Branches” instructions available with the OSV manual
“‘OpenScape Voice V5, Configuration, Administrator Documentation” or “OpenScape Voice V5, Installation and
Upgrades, Installation Guide”..

The following steps will show how to configure an OpenScape Branch server as the Media Server for a Branch.

Add and Configure OpenScape Branch as a Media server following Steps from previous section.
Create a Routing Area for the branch.

Go to OSV -> Global Translation and Routing -> Translation

Routing Area Mame

) A Routing area might be the name of a location.
Mame: RASZ7

Routing Area Codes

) Codes used for routing and biling

New Codes: Add Codes

Elements Per Page: 200 «

0 Items Delete

] Code

Destination for newly created Routing Area (announcement, conference and surveillance). Declare that it is a media server.

=% [NodeVs] - Add Destination ?

@) Destinations are used for routing a call to an endpoint.

General Routes Route Lists Destination Codes Origin Destinations Default destination from
/ previous section
MName: Dest_0QSB527cnf
is @ media server:
10 Items
[l Name Media Server
[] =% DEST_RAGO_ANM True
] % DEST RAGO_CNF —_— Destination for the Routing
Area
[[] =% DefDestAnn True /
[l ':é DefDestCal True
[ =% DefDestcnf True
[[1 =¥ Dest 411308 True
]  *%% Dest OSBS527ann True
7] "% Dest_D5B527cal True
7| "%  Dest 0SB527cnf True
|:| ':é Orig_Dest True
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4. Add Route to the Destination. Repeat for conference and surveillance.

2% [NodeV5] - Edit Destination: Dest_0SB527ann ?
@) Destinations are used for routing a call to an endpoint.
General Routes Route Lists Destination Codes Origin Destinations

outes

@) Multiple routes can be used for prioritizing the routes to the gateways.

Elements Per Page: 200 «

1Ttem [ add—. | [ Edit. | [ Delete
(| i) Endpoint Route Type Delete Insert Nature of Address
] 1:!3 1 Q5B527.ann/$ MGCP-Media-Service 0 Undefined

5. Origin Destinations for each traffic type must have been created for the main Media Server (See previous section).

OSV -> Global Translation and Routing -> Destinations and Routes -> Origin Destinations.

onfiguratio Maintenance User Management

| openScape Voice | OpenScape Branch RG8700 Unified Communications cMmP

.« | BocasT1 i ~| %, [BOCAST1] - Origin Destinations

i | B
gl [ @) This list shows all origin destinations.

Global Translation and Routing

» Directory Numbers

Sel:0 ':IZOD VI All:3
» Translation ! :
¥ Destinations and Routes = Mo &
%% Destinations [T =&  AnnOrigDest
%3 Origin Destinations [T =% CalOrigDest
*L  Time Destinations [T =% CnfOrigDest
4{3 Routes
» Endpoint Management
» Display Number Modification
> ENUM
6. Add the Routing Area to the Origin destination’s routes. Repeat for conference and surveillance
“% [NodeV5]-Origin Destinations ?
General Routes Intercepts
Routing Area that was
@origin Routes created
Routes
Elements Per Page: 200 «
5 Items add—. | [ Edit.. | [ Dbete |
|:| Routing Area Destination Type Destination Name
B “& Destination DefDestAnn
[T & rasz Destination Dest 0SB527amn |
[ 4 RrRamsi Destination Orig_Dest
D ij RA_OBMS51205 Destination DEST_RAGO_ANN
|:| ﬁ RA_OBMS4113 Destination Dest_41130B
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7. There are two ways to assign the OSB media server as a media server for a subscriber. The first is to assign the RA
directly to the subscriber:

Openscape Voice -> Business group -> Members -> Subscribers -> edit Sub-> Routing Tab -> Assign Rate Area
(Routing Area)
| [NodeVs] - [BGOO3] - [Main Office] - Edit Subscriber : 9546660007
) Subscriber Description
General Displays [m Connection Security Keyset Groups Fea

Routing Information

Numbering Plan: NPBGOO3

Rate Area: RAS527

Class of Service:

|

Calling Location Code:

i. The second way is to assign the Rate Area for the entire Branch: Assign the newly added Routing Area to the
Endpoint Profile of the Proxy serving the Branch Office. OSV -> Business Group -> BG(x) -> Profiles ->
Endpoint

&4 [NodeVs] - [BGDO3] - Edit Endpoint Profile : EPP_OB527 2

@) Enter the profile data. Maximum number of allowed blocked number is 10.

General Endpoints Services

Endpoint Profile

) Please enter a unique name to identify this profile.

Name: EPP_OB527

Remark:

MNumbering Plan: NPBGOO3 —
Management Information

) Please enter the data for the following fields in the corresponding screens.

Class of Service:

Routing Area: RAS27

Calling Location:

O]

Time Zone: LOCAL
SIP Privacy Support: Basic EI
Failed Calls Intercept Treatment: Disabled El
ﬁ Cancel
(- x B, @

148 OpenScape Branch V10 Configuration



ii. Assign the Media Server that will serve the Branch Office.
- > i -> -> i ' desired
Media Server (Note: Branch Office of desired Media Server must be selected)
JJ [NodeVs] - BGOOZ - BO_OB_5_27 - Media Server list

¥ Here you can select media servers to assign.

Elements Per Page: 200 «

4Ttems
0 Available media servers
0 J3 ms1
1 J9  ossizos OpenScapeBranch is now
configured to server the
03 ossaus Branch Office as Media
Jd  osEs27 Server.
P Business Group List = s
Available Business Groups 1ltem 1 Assign... J |__Unassign J
BG003 v
» BG Options F Media Server Name
v Profiles 0 J3 osss27

OSB is now a default
media server for all
members of this branch

& Endpoint Profiles
'%7 Feature Profiles
Teams
Statistics
Display Number Modification
Branch Office List

W BV I B

BO_OB_5_27 -

¥ Members
|E Subscribers
=, Endpoints
I Jd Media Servers
» Private Numbering Plans

**Note: Can add more media servers for this branch in case the branch can’t handle all the media server needs.

iii. Edit Intercept Treatment for Conference
Configuration @ Openscape Voice -> Administration -> Media Servers -> Intercepts -> Conference -> Treatments

-> Add
[OSYCLUSTERY6] - Edit Treatment : ?

@) Set up Treatment

[Treatment
Treatment Mare:
Treatment Type:

Gervice

Destination
Destination Type: Crigin Destination e
Destination Name: Cnforighest CJ
Destination Circuit: CJ

iv. In cases that another OSB needs to be a media server, create another RA for each OSB (ex RAOSB2) and a

separate destination for each (ex RAOSB2ann, RAOSB2cnf and RAOSB2cal).
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V. Unblock the Media server (Branch Media Server configuration is completed)

| OpenScape Voice | OpenScape Branch RG8700 Unified Communications cMP
- |BOCASTL ~|  J3 [BOCAST1]-List Switch Settings for Media Servers 2
gl B e @) This list shows all media servers accessible by the selected switch.
(miock ) (uablonk ) (Ada ] (Edi ) (aiete
» General Settings
Sel:1 | Items/Page: | 200 'Il; 7
¥ Media Servers
IJ List | Media Server Name Fully Qualified Domain Name Admin Status Operational Status
% Intercepts | ﬂ MS [10. 100. 160.6] Available Available
S Audit I J3 Ms_osbiooo [10.100. 180.80] Available Available
s
S/ Languages I J3 Ms_osb2s0 [10.100.122.51] Available Available
» o M
Siguakiag Mausgement [ J3 Ms_oshsoigRl [10.100. 122.50] Available Available
» Feature Settings
| ﬂ MS_osb50i-FX0O [10.100. 124.60] Available Available
» Licensing Management
| | ﬂ MS_osb50i-PRI [10.100.122.110] Available Available
» Call Admission Control
e V¥ Jd osBIBM32501P70 [10.234.1.70] Blocked Blocked

Configuring the main Media Server as a backup of the Branch MS:
In some situations it may be desired to have the main media server as the backup of the branch media
server. This is entirely done in the OSV using the Media Server audit mechanism and routing. The steps to
configure this are as follow:

46.2.1 Enable Media Server Audit in the OSV

Via CMP go to Configuration @ OSV -> Administration -> Media Servers -> Audit
1. Enable the Media Server Audit by checking “Automatic Audit On”:
. [BOCAST1]-Media Server Audit

@ Zet the audit configuration For the Media Server here,

Autamatic Audit on: v
Heartbeat Interval {msec.): 5000
Audit Thread Delay (sec.): =0
Audit Block Threshhold 4 |
Audit Unblock Threshhold Z oW

2. Create the Audit circuit in the Branch Media Server.
Goto Configuration @ OSV -> Administration -> Media Servers -> Listand click on the desired Banch
Media Server.

3. Go to the Circuits tab and add the new circuit
[BOCAST1 ]-Media Server Circuit

@) Here you can configure circuit attributes

Zircuit Attributes

Circuit ID: audi§ — |

Enter “aud/$” as the Circuit ID

Circuik End Id:

Select “Audit”
it Type: e
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Jd [BOCAST1]-Media Server

@) Corfigure Media Gateway Options

General Extended Circuits
Zircuits
@) Inthe Circuits Section, you can configure the circuits of the media server,

Elements Per Page: | 100 w

F Circuit ID Circuit End Id Circuit Type
O annj$ annj$ Announcement
F X aud/$ aud/$ Audit

O crfig cnffE Conference

4. Add Main Media Server as a second Route to the Branch Media Server

Via CMP open the Origin Destinations to get the Destination Name of the desired branch.

Goto Configuration @ OSV -> Global Translation and Routing -> Destinations and Routes -> Oign
Destination

the example below is for the created “AnnOrigDest”.

“%; [BOCAST1]-Origin Destinations

General Routes Intercepts

Routing Area used to route to Corresponding Destination for
the Branch the Branch

[_!,Origin Routes

ioukes

Elements Per Page: |[100

|:| Routing Area Destination Type Dstination Name
] lm Destination Deghestann

il lﬂ bocalBz0_RA Destination DEST_RAGZ_ARM
] fm bocaDB21_RA Destination DEST_RAGI_ANM

5. Open the Destination from the above step.
Goto Configuration @ OSV -> Global Translation and Routing -> Destinations and Routes -> Destinations

Go to the Routes Tab and press “Add” to add the main Media Server as a second Route
< [BOCAST1] - Add Route

@) Aroute connects the destination with an endpoint representing a gateway.

i8]

@) The Route ID indicates the priority level, Select and ID higher than the

/ existing one used by the route to
the branch MS.

ID: 10

/ Select “MGCP Media Service”.
Tvpe: MGZF Media Service

/ Select the Main Media Server
MGCP Media Service: IM3.ann/% <& - |
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The destination should have now 2 routes. One to the branch media server and the second
(backup) to the main media server.

=24 [BOCAST1] - Edit Destination: DEST_RAG3_ANN K4
@) Destinations are used ko rouke a call ko an endpoint,
General Routes Route Lists Destination Codes Origin Destinations
ioutes
@) Multiple routes can be used for prioritizing the routes ko the gateways.
Elements Per Page: | 100
Fl (3] Endpoint Route Type Delete Insert NMature of Address
[l AE! 3 bocalB21 . annf4 MGCP-Media-Service 0 Undefined
Fi AE! 10 IMS.ann)'$ MGCP-Media-Service 0 Undefined

Select the routes to be prioritized in the Route Lists tab
“4 [BOCAST1] - Edit Destination: DEST_RAG3_ANN

¥ Destinations are used to route a call to an endpoint.,

General Routes Route Lists Destination Codes Origin Destinations

Route Lisks
Uy This list provides an overview of all roukes with the same ariginating signaling bype and bearer capability, Prioritization is possible
Originating Signaling Type  Originating Bearer Capability  Prioritized Fallback to local Numbering Plan

E’El |Inassigned Unassigned F

Steps 4 and 5 must be done for all destinations types (announcements, conference, etc)

The Main Media Server is now the backup of the Branch Media Server. When the Branch
Media server fails the audit mechanism of the OSV will set its Operational State to “Blocked”

and will forward the requests to the Main Media Sever.
The audit mechanism will keep trying until it gets a successful response from the Branch Media
Server and it will set its Operational State back to “Available”.

46.2.2 Upload of Customized Media Server Announcements

1. Create a custom.mdp.zip file in the format as described in INF-12-000239
Note: File package.xml should be edited and version changed from 4.0.0 to 6.0.0.

2. Upload file to OSB /tmp folder using winscp
Note: if OSB Redundant system is installed then connect to physical IP address of Active/Master node.

3. Login to OSB SSH with root access and copy zip file from /tmpto
/opt/siemens/mediaserver/application_host/deployment-custom

4. Verify files are synchronized to/opt/siemens/mediaserver/application_host/work/
It should not take more than 2-3 minutes.

5. The synchronization of the files on the redundancy system occurs automatically after 6 minutes

6. If the .wav file is new, configure your intercept treatment in CMP with the following address line:
pa@*( an=file:///~la/newmoh.wav it=-1)
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https://nuxeo.unify.com/nuxeo/nxpath/default/Unify/KMOSS/141/34290/34291/42018/42281/INF-12-000239@view_documents?tabIds=%3A&conversationId=0NXMAIN
file://///~la/newmoh.wav

(where newmoh.wav is replaced by customer’s announcement filename)
Note: The .wav files can be completely new or they can have the same name with an existing .wav file in the
corresponding language. If the name of an existing announcement file is used in the customized package the
corresponding announcement will be automatically replaced by Media Server.

7. For redundant systems only: restart the Active/Master OSB node and repeat steps 2 through4
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47.TLS Configuration

Configuring TLS in OpenScapeBranch as Proxy or SBC. Note: phones with TLS not supported in Proxy ACD
mode.

47.1 Create TLS Certificate
Generate a Certificate Sign Request file (CSR)

1. Create the server configuration file (If not already available please refer to attachment section 3)

Note: Regarding to the most common changed .cnf parameters, add default_md which can be changed from
shal to sha256 or sha384:

2. Create the Certificate Sign Request using the osbserver.cnf configuration file from previous section. You will be
prompted to enter organization information such as country, state, city and etc. The final prompt will ask for the
common name. Enter the IP address or FQDN of the server here. This command will create a new key pair for
osbserver and store the private key in osbserverkey.pemand enter the public key ina file called osbserver.csr.

openssl req -new -config osbserver.cnf -keyout osbserverkey.pem -out osbserver.csr

The above command will prompt for following information, enter the fields you need If you enter ", the field will be left blank.

Country Name (2 letter code) [US]:

State or Province Name (full name) [Florida]: Locality Name (eg, city) [Boca Raton]:

Organization Name (eg, company) [Your Company Ltd]: Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server's hostname) [OpenScape Branch’s IP Address or domain name]:
Email Address [xyz@xx.com]:

If a new certificate needs to be issued, the stored certificate sign request file may simply be re- used. However,

if modifications had to be made to the configuration file, then a new certificate sign request needs to be issued
as follows after the modifications have been saved: fromthe config directory:

openssl req -new -config osbserver.cnf -keyout osbserverkey.pem -out osbserver.csr

Note: store the private key (eg: osbserverkey.pem) in a secure place as it will be requiredto install the
certificates forOpenScapeBranch.

47.2 Submitthe Certificate Sign Request fileto the Certificate Authority

The signing CA may either be the CA of a customer's PKI or it may be the CA on an OpenScape Voice that
functions as CA for the customer's communications solution. If a customer's PKI is used, simply transfer the file
(e.g. using sFTP, e-mail) to the IT group responsible for the PKI and request a signed certificate. Note: User
must not send the private key (osbserverkey.pem) to CA or anyone else that matters.
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The same happens when the CA is on a OpenScape Voice. Following steps are needed if using the
OSV Certificate Authority. Commands to be executed in the OSVSSH:

Obtain “root” permission in /tmp directory.

Copy osbserver.csr to /temp directory in OSV

Create rootcert.pem by using Certificate part only (Section from®-----

BEGIN CERTIFICATE-----“ to “-----END CERTIFICATE “, not the Key)

from root.pem (/usr/local/ssl/certs/)

Sign certificate using rootcert.pem and key in root.pem of OSV

openssl x509 -req -in osbserver.csr -shal -CA rootcert.pem -CAkey

usr/locallssl/certs/root.pem -CAcreateserial -out servercert.pem -days3650

Copy rootcert.pem to serverCA.pem within temp directory.(osbserverkey.pem, osbservercert.pem and
osbserverCA.pem

NGO WNE

47.3Download the Certificate from the Certificate Authority

The signing CA may either be the CA of a customer's PKI or it may be the CA on an OpenScape Voice that
functions as CA for the customer's communications solution. If a customer's PKl is used, simply transfer the file
(e.g. using sFTP, e-mail) from the IT group responsible for the PKI and store it in the /tmp/config directory or
secure place. This file shall be the certificate signed by CA, which is named as osbservercert.pem. The same
happens when the CA is on aOpenScape Voice. CA Certificate also needs to be downloaded.

Note: Please refer to attachment section 2 in case it is required to validate certificate from CA.
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47.4 Upload TLS Certificates for OpenScapeBranch

Configuration:

OpenScape Branch > Branch Office > Configuration > Security > General > Certificate Management section >

Configure
Cerfificate Creation

Create New TLS Certificates

Name

Certificates Upload

CA Certificates

CA file | Self signed

Upload CA certificate file [ Selecionar arquivo.. J Nenhum arquivo selecionado.

CA certificates

serverCA.pem

X.509 Certificates

il | Create

| Delete

uploadfile.

Select “CA Certificates”, "Key File”, or
“X.509 Certificate” and Browse/OK to

Note: file upload is done one at a time.

Upload X.509 certificate fle | Selecionar arquivo... ] Menhum arquivo selecionado. | Upload

X.509 certificates

servercert.pem

Key Files

Upload key fle | Selecionar arquivo...

Key files

serverkey.pem

1) From General Configuration tab/Certificate
Upload section select Upload.
2) Select Add if new certificates are needed.

Nenhuim arquivo selecionado, | YPload

| Delete
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£ Certificate Management

O Certificate management provisioning,
System Certificate

System SIP over TLS certificate profile | OSV Solution ™

HTTPS certificate profile HTTPS System Default v

Certificate Profiles

Profile name Certificate service Client certificate file Server certificate file

QSV Solution SIP-TLS servercert.pem

SSysten HTTPS server.crt
Defauit

Certificate Download

v Download
v | Download

Cerfificate fle ' serverCA.pem

Key file serverkey.pem
Certificate Expiration Checking

Cerfificate expiration warning period (days) 60
Certificate expiration warning interval (days) 7

Certificate expiration time of day (hh:mm)  00:00

Certificate Revocation List

Narme CRLURL
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Note: certificate profile called "OSV
Solution" is available by default and
contains a single certificate with the
following files: servercert.pem,
serverCA.pem and serverkey.pem. The
OSBcertificate file serverCA.pem matches

the OSV'sCA
raa T A || Dele
Local CA file Remote CA file Local Key file
serverCA.pem serverkey.pem
serverkey

Note: The OpenScapeBranch is installed with
default Certificates generated using the default
root certificate of OSV. New Certificate is
required only if the root certificate of OSV
changed or to add new parameters in the
OpenScapeBranch certificate. NOTE: The
Security Checlist recommends to never use the
default certificate in the customer.

Certificateexpirationwarning period (days):
number of days before a certificate expires at
which an alarm is generated to warn the
administrator aboutthe impending expiration of
the certificate.

Certificate expiration warning

interval (days): number of days after

which to repeat the Certificate

expirationwarning alarm.

Certificate expiration time of day (hh:mm): The
time of day at which to run the certificate expiration
check.

CRL download interval

Add || Edit || showcRL ||

|
\

CRL short download interval CRL time of day
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After editing the OSV Solution Profile we have:

(D Select OK to tempeorarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Certificate profile name 0SV Solution ]

Certificate service SIP-TLS v
Local dlient certificate file | v | @
Local server certificate file [servercert.pem v @
Local CA file | serverCA.pem v @
Remote CA file \ v
Local key file [ serverkey.pem v
’ Editand Select New
EC param |secp256r1 | Certificates from Menus
and Press OK, then
Apply Changes.
Certificate Verification | None v
Revocation status
Identity Check

"] Enforce TLS session renegotiation

TLS session renegotiation interval {minutes) 60 \

Minimum TLS version | TLS V1.2 v
TLS V1.0
TLS V1.1
Minimum DTLS version DTLS V1.0 v
Perfect Forward Secrecy i Preferred PFS v ]
Encryption | Preferred AES-128 v
Mode of Operation | Preferred GCM v |

NOTEZ1.Local client certificate file - this certificate shall be configured if OSB uses 2 different certificates for actingasa TLS
clientor TLS server.

NOTE2.Remote CAfile - this certificate shall be configured if the remote endpoint uses a certificate from a different PKI than
OSB.

Certificate Verification: Please refer to the FRN8423 which provides a description of the different verification levels.
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48. Minimum TLS Version

Starting in V8R1, there are new definitions for Minimum TLS version and a new profile for HTTPS:
Indicate the minimum version supported. Available options are TLS V1.2, TLS V1.1 and TLS V1.0.

In V10R2, after full installation, the default value for Minimum TLS version has been changed to
TLS V1.2 in Certificate Profile.
It is still possible to select TLS V1.0 from menu.

Note: For security reasons SSLv23 and SSLv3 is not supported after VBR1

Minimum TLS TLS Versionin | OSS as TLS Server 0SS as TLS Client.
Version Remote TLS Version offered to TLS
Configured in 0SS/ |Endpoint as server
0SB Client
TLSv1.2 Accept
TLSv1.0 TLSv1.1 Accept TLSv1.2
TLSv1.0 Accept
SSLv23/SSLv3 Reject
TLSv1.2 Accept
TLSv1.1 TLSv1.1 Accept TLSv1.2
TLSv1.0 Reject
SSLv23/SSLv3 Reject
TLSv1.2 Accept
TLSv1.2 TLSv1.1 Reject TLSv1.2
TLSv1.0 Reject
SSLv23/SSLv3 Reject

Cipher Suites:
It's possible to define the groups of cipher suites which are supported for the endpoint associated to the
certificate profile. The definition of the cipher suites is done by means of 3 parameters:

e Perfect Forward Secrecy — it defines the priority of the ephemeral Diffie-Hellman ciphers suites. This is a combo box
with the following options: Preferred PFS (default) or Without PFS.

e Encryption — it defines the encryption cipher. Currently AES-128 is the most recommended option. This is a combo
box with the following options: Preferred AES-128 (default), Required AES-256.

e Mode of Operation — it defines the encryption cipher mode of operation: CBC or GCM (TLS V1.2 only). This is a
combo box with the following options: Preferred GCM (default), CBC only, GCMonly.
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% Certificate Profile

O Certificate Profile configuration.
Certificate Profile Configuration

Certificate profile name
Certificate service

Local client certificate file

Local server certificate file

Local CA file

Remote CA flle

Local key file

EC param ACH2E
Validation

Certificate Verification

Revocation status

Identity Check
Renegotiation

Enforce TLS session renegotiation

TLS session renegotiation interyval {minutes)
TLS version
Minimum TLS version  TLS V1.0
Chiper Suites

Perfect Forward Secrecy
Encryption

Mode of Operation

This profile defines the TLS version that will be
used/accepted for HTTPS access to the branch
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48.1 Configuration of TLS in OpenScapeBranch/OSV

Note: Make Sure to set the OpenScapeBranch with current date/time ofOSV.

1. Openthe OSV Endpoint created for OpenScapeBranch and update Transport protocol/Port to MTLS/5061.
Configuration > OpenScape Voice > Business Group > BG > Members > Endpoints > SIP Tab
Note: Configure Endpoint as trusted if Digest Authentication is used in the OSV.

Route Via Proxy and SIP Proxy must be set. Survivable Endpoint must be set if subscriber rerouting is
required for survivability.

OSB IP address must be configured for alias (Port is optional. Ex 10.234.1.70:5061). Note: if using OSB with
Redundancy then Alias should include Redundant IP and Physical IP addresses for both OSB nodes.
Important: OSB always uses TLS port 5061 to connect OSV. Even configured as TLS, the connection is
MTLS. Port 5061 must be used in order to set the endpoint OSB in the OSV configuration as well as port
5061 in the SIP server configuration in OSB.

&, [BOCAST1] - [BGLoad] - [Main Office] - Edit Endpoint : IBM3250-IP70

General sIP Attributes Aliases Routes Accounting
SIP-C Signaling:
Foar the static Endpainks the address of the SIP signaling interface can be specified in IP or FQDM Format.

@ mote that the address of the signaling interface cannot be modified unless the entry in the security section
has first been removed,

SIP Private Metworking:

SIP-0) Signaling:

SIP Trunking: ®

Type: Static L

Signaling Binding Tvpe: IP Address or FQDM W
Signaling Binding Address: 10.234.1.70

TCP:5060,UDP:5060,
Port: 5061 TLS:5061,

/ MTLS:5061
Transport protocol:

2. Configure Keep Alive to OSV to use TLS port (5061) in the OpenScapeBranch. Configuration
OpenScape Branch > Branch Office > Configuration > VolP > General

51 Voice over IP
@ Select OK to kemporarily store changes, Make vour changes permanent by selecting "Apply Changes' on the General page.
General Comm System Timers and Thresholds Codecs RTP
B
General

Mode: Proxy ~ l Manipulation... ] I Routing... ] l Error Codes...

Call Forward...

Listening ports

Update Options
TCP: S060 UDP: S060 TLS: S0el Destination Port to 5061

Dptions Source Port: 061
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3. Configure required OSV SIPSM IPs in the OpenScapeBranch.
Configuration > OpenScape Branch > Branch Office > Configuration > VoIP > SIP Server Settings

&) VOIP

) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Sip Server Settings || Pportand Signaling Settings |

General
Comm System Type geo-separated
OPTIONS source port 5080

IP Version Towards SIP Server

Enable path tagging
Branch behind SBC
Branch behind NAT
Synch subscriber data

Disable notification in survivable mode

] b

Enforce minimum Subscriber TransportType Security

| Other trusted servers J | Load Balance Mapping Table |

Node 1

Target type Binding
Primary server | 10,100.182.56
Backup server

SRY record

MNode 2

Target type Binding

Primary server 10,100.183.57

Transport
Transport

Transport

Transport

Manipulation and Routing Error Codes Media

Depending on the Comm System Type (Simplex,
Collocated, Geo Separated) and OSV Release,
different IPs are required in the configuration.
See OSB TLS/TCP/UDP configuration table
below.

TS

TCP

TLS

v Port 5061

v | Port 5080

Important: OSB always uses TLS/MTLS on port
5061. Even configured as TLS, the connection is
MTLS and port 5061 is used.

v Port 5051
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TCP/UDP Port 5060 OSV Mode TLS/MTLS Port 5061
OSV 3.1/4.0 osv OSV 3.1/4.0 osv
4.1/5/6/7/8/9/10 4.1/5/6/7/8/9/10
Simplex
sipsm1_vip sipsm1_vip Node 1 sipsm3_vip sipsm3_vip
Primary Server
Collocated
sipsml_vip sipsm1_vip Node 1 sipsm3_vip sipsm3_vip
Primary Server
Node 1
Secondary Server
sipsm2_vip sipsm2_vip Node 2 sipsm4_vip sipsm4_vip
Primary Server
Node 2
Secondary Server
Geo-Separated
sipsml_vip sipsm1_vip Node 1 sipsm3_vip sipsm3_vip
Primary Server
sipsm2_vip2 sipsm2_vip Node 1 sipsm4_vip2 sipsm4_vip
Secondary Server
sipsm2_vip sipsm2_vip Node 2 sipsm4_vip sipsm4_vip
Primary Server
sipsm1_vip2 sipsml_vip Node 2 sipsm3_vip2 sipsm3_vip

Secondary Server
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4. Enable RTP Parameter for connectivity check (Note: only possible in certainOSV versions (Newer versions
of OSV is enabled by default). Srx/Sip/ServerVersionEnable =RTPTrue

The RTP parameter can be set by verifying the Configuration -> OpenScape Voice -> Administration -> Signaling
Management -> Digest Authentication -> General Tab (click: Enable TLS Keep-Alive for OpenStage phones).

48.2 Configuration of MTLS in OpenScapeBranch/OSV

Configuration in OSV V8 when configuring MTLS in OSB V9

From an OSV V8 perspective, if MTLS is configured as transport type for a Gateway endpoint then MTLS will be
enforced on every endpoint on the path from the gateway via the proxies and/or SBC to the OSV.

NOTE: In order for MTLS to work, at least 2 EP need to be configured on the OSV:
1) EP Configuration reflecting the Proxy with MTLS configured as transport protocol.
2) EP Configuration reflecting gateway behind the Proxy configured with corresponding transport protocol.
For integrated gateways’ EPs, only UDP or TCP are used. See examples below.

Example 1: OSB 500i/50i configured as Proxy/Gateway

e Configure EP for OSB Proxy with transport protocol
MTLS

This endpoint should be configured with Route
Via Proxy and SIP Proxy enabled. Survivable
Endpoint must be set if subscriber rerouting

is required for survivability.

OSB IP address must be configured for alias (Port is
optional. Ex 10.234.1.70:5061). Note: if using OSB with
Redundancy then Alias should include Redundant IP
and Physical IP addresses for both OSB nodes.
Important: OSB always uses TLS/MTLS on port 5061.
Even configured as TLS, the connection is MTLS and
port 5061 is used.

e Configure EP for OSB 50i/500i Integrated Gateway NET5/NI2/CAS E1/CAS T1 with transport protocol
UDP (alias should have <FQDN>:5096)

Note: OSB 50i/500i integrated gateway endpoint must be created behind a Proxy Endpoint. So it should have as
associated endpoint EP for OSB Proxy.

e Configure EP for OSB 50i/500i Integrated Gateway Qsig / Cornet with transport protocol TCP (alias
should have <FQDN>:5096)

Note : OSB 50i/500i Integrated gateway endpoint must be created behind a Proxy Endpoint.

So it should have as associated endpoint EP for OSB Proxy.

OSB50i/0OSB500i Integrated Gateway End Point should be configured with Attribute Public/Offnet Traffic.

Do not Send Invite without SDP attribute must NOT be selected on OSB50i/OSB500i Integrated Gateway End
Point. OSB IP address and port 5096 must be configured for alias (Ex 10.234.1.70:5096).

Note : if using OSB with Splitterbox Configuration (PRI Redundancy) then Alias should include Redundant IP and
Physical IP addresses for both OSB nodes.
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Example 2: OSB 500i/50i configured as GW only:

e Configure EP for OSB Proxy with transport
protocolMTLS

This endpoint should be configured with Attributes “Route Via Proxy” and “SIP Proxy” must be set. Attribute
“Survivable Endpoint” must be set if subscriber rerouting is required for survivability.

OSB IP address must be configured for alias (Port is optional. Ex 10.234.1.70:5061).

Important: OSB always uses TLS/MTLS on port 5061. Even configured as TLS, the connection is MTLS and
port 5061 is used.

Note: if using OSB with Redundancy then Alias should include Redundant IP and Physical IP addresses for both
OSB nodes.

Two additional endpoints shall be configured for each gateway in order to provide an alternative if the OSB Main
is not accessible:
e Configure EP for OSB 50i/500i GW only
e OSB 50i/500i Integrated Gateway Qsig / Cornet with transport protocol TCP or TLS (alias should have
¢ <FQDN>:5096)

Note: OSB 50i/500i integrated gateway endpoint must be created behind a Proxy Endpoint. So it should have as
associated endpoint EP for OSB Proxy.

Note: Attribute Route via Proxy to route the calls via the associated endpoint. Attribute Public/ Offnet Traffic must
be also enabled.

OSB50i/OSB500i Integrated Gateway End Point should be configured with Attribute Public/Offnet Traffic.

Do not Send Invite without SDP attribute must NOT be selected on OSB50i/OSB500i Integrated Gateway End
Point.

OSB IP address and port 5096 must be configured for alias (Ex 10.234.1.70:5096).

Note: if using OSB with Splitterbox Configuration (PRI Redundancy) then Alias should include Redundant IP and
Physical IP addresses for both OSB nodes.

IMPORTANT: Do not Send Invite without SDP attribute must NOT be selected on OSB50i/OSB500i
Integrated Gateway EndPoint

Example 3: External gateway or SSP behind an OSB

Configure EP for OSB Proxy with transport protocol MTLS
Configure EP for external gateway or SSP with transport protocol UDP, TCP, TLS or MTLS.

Note: If a 500i/50i GW only is connected directly to an OSV with a single EP, the possible configurations are
UDP, TCP or TLS.
Note: The ATA can be configured with a MTLS EP, as their subscribers should be configured with UDP.

IMPORTANT: The transport MTLS for EP external gateway or SSP shall be used only if the connection
between the external gateway or SSP and OSB is TLS and TLS mode is set as Mutual Authentication.
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48.3 Configuration of TLS in Phones

TLS OSV IPs and OSB IPs configured.

Note: if phones configured with different sipsm IP
address as OSB then this address must be included in
OSB trusted list (ex. OSB configured with sipsm3 and
Update Transport to TLS phones with sipsm1. In this case sipsm1 must be

(Outbound Proxy Flag is configured on trusted list of OSB.)
Checked)

Quthound proxy
Default OEP domain
SIP transport

Response timer {ms) 32000

MonCall trans. {ms SIP Addresses

)
Reg. backoff (seconds) SIP server address 10.234.3.109
)

Connectivity check timer {seconds SIP registrar address 10.234.3.109
Submit Reset
ubmi yal SIP gateway address 10.234.1.70

Registration

ConnectvityChecklinterval
should be less than 240 secs.
Note: It is better to keep the

value to 10 seconds, which will Port configuration

cause the phone to reattempt <P e

the TLS connection in 10 server Update Port Configuration
f)escgnds if no response from SIP registrar 5061 from 5061 to 5161.

Note: For debugging the TLS
Packets between phone and
OpenscapeBranch set SIP
Local Port to a value other
than 5161 (ex. 6061).

SIP gateway 5061
SIP local<-5e6t

|

|

I

Backup proxy 5060 |
RTP base 5010 |
|

|

|

IDownload server (defaul) |21
LDAP server 389
HTTP proxy |0
LAM port speed | Automatic
FC portspeed | Automatic

PC port mode disabled

FC port autoMDIx d

Secure Calls should be checked for SRTP

SIP server cerificate validation

Backup SIP server certificate validation
Lse secure calls 4—— Secure Calls flag is

- checked.
;

HOO

Phone Transport and Port have to be updated to TLS/5161. Note: Time/Date has to match also with OSV and OSB.
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48.4 Tracing with TLS

User can collect decoded traces from Logging menu by selecting the SIP/MGCP option from the Network Tracer

Menu. System collects decoded TLS traces from OSB with this option.
Configuration > OpenScape Branch > Branch Office > Configuration > Diagnostics & Logs > Debugging

Note: Errors “No open TLS
connections found” and “TLS Client
Connection only for Trusted IP's”
Will show in sipserver log when
OSB is restarted.

|~ Diagnostics & logs
) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes

Settings;[ Debugging | Continuous Tracing on Demand Trace | Statistics

Log Viewer

Log data = Alarm History v | Show || Clear ] | Clear all logs
Debugging Tools

Tool | Network Tracer v

Interface | Allinterfaces v

7 SIPMGCP/Q931 Trace
- SIPMGCP Q23 1/ InterworkingRTP Trace

Results | View | Expor
l ‘ 1) Select Network Tracer

2) Select interface (SIP/MGCP)
Rapid Stat 3) Click on start
4) Click on stop
S— 5) Press Export to get *.cap file. Traces are

Infolevel Level 2 v | Getfile automatically decoded using this option.
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49 Certificate verification process compliant with Baseline Security
Policy

This feature introduces the adaptation of specific certificate verification levels according to Baseline Security
Policy document. Please check the certificate management session.

The main implementation is the addition of the certificate verification levels as shown on picture below

Configuration > OpenScape Branch > Branch Office > Configuration > Security > General > Certificate
Management > Certificate Profile

= Certificate Profile

l':i_, Certificate Profile configuration.

Certificate profile name

Certificate service SIP-TLS

Local client certificate file - | show |
Local server certificate file  servercert.pem - | show |
Local C4 file serverCa.pem - | Show |
Remote Ca file - | Show |
Local key file serverkey.pem -

EC param

Yalidation

Certificate Werification  Mone -

Revocation status | Trusted
Full

Identity Check
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50Special characters in P-Preferred Identity of SIP INVITE

This feature introduces the allowance of special characters on default Home DN and the addition of the new flag
“Mandatory default Home DN — Normal Mode”

Configuration > OpenScape Branch > Branch Office > Configuration > Features > Sip Service Provider profiles

¥ SIF Service Provider Provisioning,

General
Name Default SSP profile -
Allow sending of insecure Referred-By header Send authentication number in Diversion header
Send P-Preferred-Identity rather than P-Asserted-Identity Send authentication number in P-Asserted-Identity header
Do not send Diversion header Send authentication number in From header
Send URI in telephone-subscriber format Include restricted numbers in From header

Use SIF Service Address for all identity headers

SIP service address Privacy support Full -
Home DM
Mandatory default home DM Mandatory default home DM - Normal Mode

Default home DM
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510penScape Branch SRTP Interworking and Codec Transcoding
Configuration

This feature allows to use the OSS transcoding functionalities in
the OSB V8.

The user can configure a different Media Profiles for Gateway on WAN side:
e Enable LAN-WAN media interwork under Features Tab.
Enables media interworking between LAN and WAN side when they are configured with different

media profiles.

The Configure button shall be enabled only if Enable LAN-WAN media interwork is enabled.
If so, the Configure button directs to the VOIP > Media.

Default: Unchecked

changes. Make your changes by selecting 'Apply Changes’ on the General page.

[} Allow multiple media lines for the same media type
[ Replace the SOP Origin (o) fiekd

Reset SRTP context upon key change
[ use single bridge/port for audio media

Add || Edit
Strict Pass-Thru none
igw_features_lan G71IAGT1IU Strict Pass-Thru none
GTUAGT1IU Best Effort SRTP sdes [
GTLIAGTLIU Best Effort SRTP sdes (-]

After configuring the desired Media profile, with the “Enable LAN-WAN media interwork” flag enabled,
it is possible to associate the Media Profile with a “Gateway/Trunk”.

1. Navigate to the Features tab.

2. Enable the "Enable gateways/trunks" flag.

3. Click Configure.

4. Select the line of the desired 'gateway' entry and click Edit.
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A new Gateway Configuration window is displayed:

5. Navigate to Media Configuration - Media profile

Gateway Configuration

@ Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

TLS mode Server authentication v
Certificate profile 0OSV Solution v
TLS keep-alive

Keep-alive interval (seconds) 120

Keep-alive timeout (seconds) 10

Media profile S5P1 v
Media realm subnet IP address

Media realm subnet mask

Anchoring media Forced v

Force media anchoring on transcoding
O Record calls from this Gateway/Trunk
O Allow Asymmetric RTP
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Media Profile

S tagrs: //21. 21 .0.82/medigkr cfileConfiguration Html radirectad « i ueSBO 80 _ 5001 BSEC
J3 Media Profile
Salect OF to tamporanty store changes, Make your changes parmarent by selacting ‘Apply Changes” on the Genersl page,

Geowrsd

Naowe
Meda protocsl | Sret Pass-Thu ¥

YR ol abon

STHP Lrypts Contert neguistion | corw -
L Mark TP Calldog at Secure
Srvje o-ne SRTP

“Todec conligur s

W Aow uncondipured codecs

L Enforce codec prieey n prolie

L1 Serd Telaphony Cvent i rrite wihout SO8
Pockatization rerve  scto v

Codec v AN

Move up Move down Oelete

| Codec Name |
GYLIA B - 64 s

GV B s - 04 b

GIIV O hu - s hps

il
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General

e Name
A unique profile name can be entered.

e Media protocol
The user chooses between unsecure and secure RTP or if the
payload is passed through
Values: ‘Strict Pass-Thru’, ‘Best Effort SRTP, ‘SRTP Only’,'RTP’.
Default value: ‘Strict Pass-thru’
See the SRTP crypto context negotiation in Table 1: SRTP crypto context negotiation:

Media protocol value | Possible SRTP crypto context default
negotiation values

Strict Pass-Thru none none (grayed out)

Best Effort SRTP mikey. sdes. mikeyssdes mikey

SRTF only sdes. dtls (ansible only) sdes

RTP none none (grayed out)

Table 1: SRTP crypto context negotiation

SRTP Configuration

e Mark sRTP call-leg as secure
Marks the FXS leg (or the iGW endpoint) as secure independent of the actual payload security
Default value: Unchecked

e Single m-line SRTP
Indicates if the key exchange mechanism is negotiated with a single or dual m-line SDP.
This check box shall be deactivated for this FRN. In future versions it might be configurable if single
m-linekey negotiation is required.
Default value: Unchecked

The behavior of the Media Profile configuration parameters and their respective default values are
summarized in Table 2: LAN WAN Media Interwork Disabled.
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Parameter Proxy (*) Proxy-SBC Branch SBC
VOIP2>Media= LAN Gray out/ igw_lan Gray out/ igw_lan Gray out/ igw_lan
For NATed media, tis | For NATed media, tis
passed thru passed thru
VOIP=2>Media2WAN | <nol displayed> <not displayed> Gray out/ wan
Internally “default”
(pass-thru) is used
Gateway/Trunk (LAN) | Gray out/ igw_lan Gray out/ igw_lan Gray out/ igw_lan
ForNATed media, tis | For NATed media, t is
passed thru passed thru
Gateway/Trunk (WAN) | <not possible> Gray out/ default Gray out/ default
ForNATed media, tis | For NATed media, it is
passed thru passed thru
Parameter Proxy (*) Proxy-SBC Branch SBC
VOIP>Media=LAN <not applicable> Gray out/ igw_lan Gray out/ jgw_lan
VOIP2>Media=> WAN <not applicable> <not displayed= Configurable / wan
Gateway/Trunk (LAN) | <not applicable> Gray out/ igw_lan Gray out/ igw_ lan
For LAN — LAN (non For LAN - LAN (non
IGW) call: no media IGW) call: no media
interwork interwork
For LAN - IGW call For LAN - IGW call
gw. lan is used gw_lan’ is used
For WAN — LAN/IGW For WAN — LAN/IGW
call: igw.lan; 1s used call: igw_lan; I1s used
Gateway/Trunk (WAN) | <not applicable> Configurable / default | Configurable/ default

Table 2: LAN WAN Media Interwork Disabled

(*) Notice that the flag “Enable LAN-WAN codec interwork” is not relevant for mode Proxy.

The media profile “default” is not configurable in order to avoid confusion for the user. For construction reason
the media profile “default” has effect on integrated gateway calls in proxy mode even if the configured media
profile for the integrated gateway is igw_lan. However, the media profile “default’ is the default value for
Gateway / Trunk on the WAN, so if different values are required for its media profile, the user shall create a
new media profile.

171



Features tab > Gateways/Trunks tab > Gateway Configuration tab > Media Configuration

{5} Gateway Configuration ?

©) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

ACCP™QNYS WIISUUL \S0LUINIUD) | 41U

Media Configuration ?
Pioda protie fedorest 4 Once the Enable Lan-SSP

Media realm subnet IP address media interwork flag is set, the

Media realm subnet mask Media Configuration will be

Anchoring media Forced v

allowed when a SIP Trunk is
added to the gateway table.

Force media anchoring on transcoding

Record calls from this Gateway/Trunk
Allow Assymetric RTP v

The items in that section are only O8] econcels)

configurable when the Enable LAN-
SSP media interwork flag is set and
the gateway is in the WAN.

Media profile

Assign a media profile that has been created in the ‘Media profiles’ tab of the ‘Voice over IP
screen’.

Default: For the parameter definition and default value, see in Table

2: LAN WAN Media Interwork Disabled.

Media realm subnet IP address
Enter the IP address or subnet for which media is anchored.
Default value: Empty

Media realm subnet mask
Enter the subnet mask if a subnet is configured for media anchoring.
Default value: Empty

NOTE: The fields Media Profile, Anchoring Media, Media realm subnet IP address and Media
realm subnet mask shall be grayed out if:

e LAN-WAN interworking is deactivated or

e LAN-WAN interworking is activated and Interface = ‘LAN’

Anchoring media

Choose if media anchoring for gateway / trunk calls is enforced or decided by the OSB.
Possible values: forced, auto.

Default value: forced

o Force media optimization on transcoding
Enables media optimization when media is not anchored and transcoding is active.
Default: Unchecked
Disabled: If ‘Anchoring Media’ is set to ‘forced’
WAN GWs/SSPs entries that use the same FQDN or IP in the remote URL field, need to also
be assigned the same "Media profile", "Media realm subnet IP address" (if any), "Media realm
subnet IP address" (if any), "Anchoring media" value and "Force media optimization on
transcoding" flag value.
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o Record calls from this Gateway/Trunk
Enables recording using SIPREC protocol for this specific gateway.
Default is unchecked.

NOTE: This flag interacts with flag Voip > Media > Record All Calls. Please refer to the help
section for the complete description.

o Allow Asymmetric RTP

In the case of Gateway on the WAN or Sip Trunk on LAN or on WAN side, the RTP flow is
always set as symmetric in the OSB. Therefore, the RTP packets must be received from the
same port negotiated in the SDP, in which the OSB will be sending the RTP packets. If this is
not true, the OSB will automatically start sending the packets to the source port of RTP
packets received from the remote side.To change this behavior the flag Allow Asymmetric
RTP may be enabled. In this case, the OSB will not update the destination port based on the
source port of the RTP flow. The default is disabled. This flag is applicable only for Gateway
on the WAN or Sip Trunk on LAN or WAN, in which the media is anchored by the OSB.

Asterisk non-integrated gateway features (like Auto-Attendant, MLHG, ACD or Call Park) have some special
requirements regarding to RTP / SRTP:

e For calls to ACD, SRTP cannot be used because media is anchored in Asterisk for the duration of the call.
e For calls to AA, SRTP cannot be used while playing the AA announcements but it is possible after the call is transferred.
e For calls to MLHG, SRTP can be used. Media is not anchored by Asterisk.
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SRTP Configuration

IMPORTANT: When the selected BCF ICE-priority is Passthrough, the SRTP configuration is disabled.
All fields are disabled and all flags revert to default state.

SRTP crypto context negotiation - following the option selected between the three flags
for the Media protocol selected, except for "Strict Pass-Thru"
e MIKEY - Multimedia Internet KEYing
e SDES - Security Descriptions Mark (ciphers supported: AES 128, AES 256, both)
e DTLS - Datagram Transport Layer Security

Mark sRTP Call-leg as Secure - Checkmark the checkbox, if calls require secure media.
When active, this parameter identifies the network as secure if TLS and SRTP are not used,
i.e.,TCP or UDP for the signaling transport or RTP is used for the media protocol.

INFO: It is possible to see whether the SDP offer will have a single m-line SRTP, based on the media profile configuration.
This information is in the media profiles table (Voip > Media > Media Profiles).

When using SRTP Only as media protocol and only one Packetization Interval for all configured codecs,

the SDP offer will have one SRTP m-line.

RTCP Configuration

Some peers may need to receive RTCP packets. This configuration allows the application handling media to generate
RTCP when not being sent to it.
e RTCP Mode
o Bypass: This is the default behavior. The media application does not generate any RTCP, it forwards
them. When the QoS is disa-bled, the packets are transparently forwarded
o Generate Always: The media application generates RTCP packets, regardless if the media (RTP) is
active (for example, call on hold).
o Generate only When RTP is active: The media application gener-ates RTCP packets only when the
media (RTP) is active.
e RTCP generation timeout: The time (in seconds) that the media application must wait for an RTCP on the same
direction before it starts generating them
INFO: When configured to generate RTCP, the media application collects all the QoS statistics (process all
incoming/outgoing RTP/RTCP packets) to fill the generated RTCPs.
INFO: When configured to generate RTCP, there is no SRTP pass-through, since the media application needs to encrypt
the generated RTCP.
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@ Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes’ on the General page.

General ?
Name | default |

Media protocol | Strict Pass-Thru -

|| sop compatiniiity Mode

SRTP configuration ?

SRTP crypto context negotiation | |pikey | |spEs | SDESAES-128only  +f

[ | Mark SRTP Callleg as Secure

RTCP configuration ?

RTCP Mode  Bypass -

RTCP generation timeout | 4 |

Codec configuration ?

D Allow unconfigured codecs
[ | Enforce codec priority in profile
[ | send Telephony Event in Invite without SDP

D Use payload type 101 for telephony event/8000

Codec | G729 8 kHz - 8 kbps - | Add ]

Hmup][“ﬂuem][Dde‘te]
Priority Codec Packetization interval |
1 GT11A B kHz - 64 kbps Auto
2 G711U & kHz - 64 kbps Auto
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52 Media Transcoding

The OSB shall support media transcoding according to FRN 4358 The rules for
the media profile are the same as defined in the table on page 111.

Enable Codec Support for Transcoding checkbox was created in Features Tab.

Description: Enables the codecs that can be selected in media profiles configuration.

The ‘Configure’ button next to this check box shall be enabled only if the check box isenabled.
Default: Unchecked

: Fiaitn Gl BO_S ~ Google Chrame
x //21.21.0.82/features html redirected =t [ b /21 .2

Codecs

decs htmiredirected=true8BO=B0_5001_BSBC

Select codecs.

Enable Codecs

@ G711A 8 kHz - 64 kbps
v G711U 8 kHz - 64 kbps
3] G722 8 kHz - 64 kbps
W] G7221 16 kHz - 24Kbps
1] G7221 16 kHz - 32Kbps
B3] G7221C 32 kHz - 24Kbps
9] G7221C 32 kHz - 32Kbps
<] G729 8 kHz - 8 kbps

] iLBC & kHz - Variable
@ ISAC 16 kHz - Variable

In Media Profiles section configure the codecs:

5. A dropdown list ‘Codec’ and an ‘Add’ button
Description: The user can select a codec and add it to the list ofcodecs.

Values: Available codecs are listed below. If a codec is already in the list of codecs for this codec profile
then it shall not appear in the drop-down list for adding codecs.

Support Intel IPP lib for codecs:

G.711 PCMA/PCMU

G.729 AB Functions

G722 Sub-Band ADPCM Speech Codec Functions

Support media transcoding with webrtc lib (or equivalent) for codecs:
iLBC

iISAC

List of codecs
Description: The list shows the codecs in order of priority chosen for the mediaprofile.

Buttons Move Up and Move Down
Description: Change prioritization of the listed codecs.
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Button Delete
Description: Remove codec from the list
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For each codec in the list there shall be also a drop down list ‘packetization Interval’ next to each codec name in order to
select the packetization interval with the following available options: 10ms, 20ms, 30ms, 40ms, 50ms, and 60ms and pass-
through (auto) with default value auto.

A check box Enforce codec priority in profile
Description: If checked the order of the received SDP offer shall be replaced by the order of the media profile configured
for the B-side

Default: False

Note: The check box shall not be checked together with the ‘Allow unconfigured codecs’ check box.

A check box Allow unconfigured codecs

Description: If the received SDP offer contains codecs that are not configured in the media profile of the B-side these
codecs shall be passed through to the B-side

Default: True

Note: The check box shall not be checked together with the ‘Enforce codec priority in profile’ check box.

J2  Media Profile ?

g Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

General ?
Name default
Media protocol Strict Pass-Thru 1

SDP Compatibility Mode
SRTP configuration 7‘
SRTP crypto context negotiation MIKEY SDES SDES AES-12Bonly =

Mark SRTP Call-leg as Secure
RTCP configuration ?

RTCP Mode Bypass i

RTCP generation timeout |4

Codec configuration ?

Allow unconfigured codecs
Enforce codec priority in profile
Send Telephony Event in Invite without SDP

Use payload type 101 for telephony event/8000

Codec G729 8 kHz - 8 kbps - Add
Move up I I Move down ] I Delete I
Priarity Codec Packetization interval
1 GT11A B kHz - 64 kbps Auto
2 G711U 8 kHz - 64 kbps Auto
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53 Security enhancements

OSB supports the security enhancements (message rate limiting and quarantine):
Drop Down box ‘Message Rate Limit (sec)’ was created in Network / Net Services Tab / Settings’ tab
Interface 2 (WAN)

section Values:

5,10,25,50,75,100

Description: Select message rate limit per second for the SIP listening IP:port for the WANinterface
Default value: 100.

Drop Down box ‘Trust Level’ was created in Network / Net Services Tab / Settings’ tab

@|nterfa
ce 2 (WAN) section

Values: ‘N/A’, ‘Minimal’, ‘Medium’
Description: This pull-down identifies the level of trust to be applied for the interface and is used to

determine the quarantine interval to be used if a network interface exceeds the provisioned “Message
RateLimit”:

= L B35C - Nebworkihlet Services
X bes: //21.21.0.82/netwo
I Network/Net Services

htrnl ?tabld=settingsTab&redirected =trueRmain =truelXHLP =hfips: //10. 100, 123.64/ExtendedHelp htmi&skipMultipleSupport=tr

ort=tr

Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

‘ Settingsw DNS NTP DHCP Traffic Shaping QoS

WAN configuration

Add— Delete
Type. Interface IP address Subnet mask ¥LAN tag LIDP port. TCP port. TLS port Hessage: rate(li;ncit Trust level

Main TPv4- ethi 21.21.0.82 255.255.0.0 0 5060 5060 5061 100 FIfA
Routing
Default gateway address '21.21.0.1
Routing configuration

Add  Delete
Row Destination | Gatewav Netmask | Interface
0K Cancel

The new ‘Denial of service mitigation’ tab was created in Security tab _.
The following parameters are configured in the “Denial of Service Mitigation” tab/section:
o “Enable gateway message rate limit” (checkbox) —

o By default the checkbox is unchecked. When checked (feature enabled) the system applies message

rate limiting and quarantining according to the configuration of the OSB WAN SIP listening IP:Port
address.

e An array of quarantine interval settings is provisional under a section titled “Trust Level Quarantine
Intervals®

e Within this section each of the supported “Trust Levels” are displayed along with the quarantine time

interval in effect. The user may change the quarantine interval value according to the supported range
for each “Trust Level”.

e Within this section each of the supported “Trust Levels” are displayed along with the quarantine time
interval in effect. The user may change the quarantine interval value according to the supported range
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for each “Trust Level”.
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Trust Level Quarantine Interval
Minimal 60 sec. (default value with range 60-3600)
Medium 10 sec. (default with range 10-3600)

Note: The default system-wide quarantine interval is variable (0-2 sec) and is not shown since it is not
configurable.

‘User Agent Allowed List
A new section User Agent Allowed List was added in Denial of Service Mitigation. If any User Agent is added

to the list, requests will only be honored from that User Agents. SIP requests from any other User Agents will
not be honored.

BO_ 500 BSBC - Security.~ Goagle CF

B bis: //21.21.0.82/security.htmi?tabld=general Tab&redirected =true&main =true8xXHLP =htips 23.64/ExtendedHelp htmi&skipMu

& security
Select OK to temporarily store changes. Make your changes permanent by selecting 'apply Chang

! on the (G |page.

Denial of Service Mitigation

| Tunnel Connections |

| General |

Firewall || Message Rate Control | RADIUS |

Dynamic Blacklist

I} Block unauthorized users Unauthorized user quarantine interval (sec) 300
) Block unknawn users Unknown user quarantine interval {sec) 300
I} subscriber Garbage Collector Subscriber garbage collector interval (sec) &0

|| Enable gateway message rate limit
Trust Level Quarantine Intervals
Minimal (sec) |60

Medium (sec) 10

User Agent allowed List

User Agent Add

Delete

oK Cancel
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54 Support of near end NAT Firewall

The OSB shall support the external firewall address configuration according to FRN5693.

A new section External Firewall was created under Security tab > Firewall tab > Edit button
>Firewall Configuration pop up window

This new section contains:

e Checkbox External Firewall :Enables external firewall functionality in the OSB ,disabled by
default

e Checkbox SIP ALG: Has to be checked if a firewall with SIP ALG functionality is used Default:
Grayed out and unchecked — may be activated in future FRNs

Drop down list ‘Profile’

Description: Profile list according to FRN5693 when external firewall and SIP ALG isactivated.

Default: Grayed out — may be activated in future FRNs

Text box ‘Firewall internal IP’

Values: IP address or subnet

Description: Enter internal IP address here

Default: Deactivated and empty — may be activated in future FRNs

Text box ‘Firewall external IP’

Values: IP address or subnet

Description: The OSB will use this address to perform SIP/SDP NAT, for all IP address fields in SIP messages or
SDP.
Default

empty. Deactivate when ‘External Firewall’ is unchecked

Firewall Configuration

Firewall configuration provisioning For WARN.

|| Enable port forwarding ~ Configure

IncomingfOutgoing network connections Incoming YOIP connections
DNS | Block ¥ 55H  Allow v SIP Allow ¥
SMMP | Block ¥ ICMP  Block v LS Allow ¥
FTP Block v | Telnet  Block v RTP{sRTP | Allow v
HTTPS | Allows ¥  NTP Block v MGCP Allow b4
J #llows all network connections

‘white list Black list

Add Delete add Delete

IP address or subnet /
__ Logical-Endpoint-ID |

IP address or subnet /

Rerk) __ Logical-Endpoint-ID |

Port

External Firewall
! External Firewall
SIP ALG
Profile v
Firewall external 1P |

Firewall internal IP

OK Cancel
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Blocking SIP or TLS will drop network packages coming from sources that are not configured in the
system, and this includes the requests coming from subscribers. The IP range of subscribers must be
added to the firewall white list.

Blocking RTP/sRTP will block requests for all ports configured for RTP/RTCP (media) as consequence
the voice path will not be established when these ports are blocked.

Blocking MGCP will block requests for the local media server so local announcements/media streaming
and large conferences will not work with MGCP blocked.

Configurable DNS SRV Switchover Timer

Add a no-reply and a no-answer timer text field in the gateway trunkconfiguration.
The new Signaling tab was created in Features tab & 'Gateways/Trunks’ tab & 'Gateway Configuration’ tab

New text box ‘INVITE no reply timeout — Normal Mode(ms)’ Default value: 3000
Minimum: 1000. Maximum: 32000

Grayed out if Functional type is Survivable mode Egress/Iingress. Grayed out if Functional type is Emergency .
New text box ‘INVITE no reply timeout — Survivable Mode(ms)’ Default value: 3000

Minimum: 1000. Maximum: 32000

Grayed out if Functional type is Normal mode Egress/Ingress.

New text box ‘INVITE no answer timeout - Normal Mode (ms)’ Default value: 360000

Minimum: 120000. Maximum: 3600000

Grayed out if Functional type is Survivable mode Egress/Ingress. Grayed out if Functional type is Emergency.
New text box ‘INVITE no answer timeout - Survivable Mode(ms)’ Default value: 180000

Minimum: 120000. Maximum: 3600000

Grayed out if Functional type is Normal mode Egress/Iingress.
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OpensScapeBranch Behind an OSS (OpenScapeSBC)

The OpenScapeBranch can be used to connect to a OSV on a WAN interface through a OSS.
For the configuration details please check the V9 OpenScape SBC Configuration guide.

More information can be found on http://wiki.dev.global-intra.net/privatewiki/index.php/Chapter_18: Branch_Offices

There are there different options in order to configure successful OSB iGW behind an SBC

1) FQDN configuration

In the OSV the OSB iGW and the OSB Proxy Endpoint is configured with FQDN. This FQDN needs to be resolved both from core and
access side of the SBC to the IP of the OSB. Then same FQDN as configured in the OSV endpoints needs to be defined under the
Remote Endpoint Configuration--> Remote Location domain list -->Remote URL.Same configuration should take place both for Proxy
and GW Remote Endpoint.

2) IP configuration: Configuring IP instead of FQDN in OSV
in the OSV the OSB iGW and the OSB Proxy Endpoint are configured with IP and in the SBC under Remote Endpoint Configuration-->
Remote Location domain list -->Remote URL we include the same IP both for Proxy and GW Remote Endpoint.

3) FQDN configuration with Core FQDN

In the OSV the OSB iGW and the OSB Proxy Endpoint is configured with FQDN and in the SBC under Remote Endpoint Configuration-
-> Remote Location domain list -->Remote URL, both for Proxy and GW Remote Endpoint , we include the IP of the OSB that is
resolved from DNS for specific FQDN. In addition under " Core FQDN" we include the FQDN entry both for in the SB iGW Remote
Endpoint and proxy GW.

VolP Configuration Overview
5. Survivable Branch Office SBC (WAN Internet Connect)

: Branch Office ; Central SBC OpenScape Voice
IL?. D | ‘A
. >—@
@/ (it~ s
eth0 ¢
[ OpenScape Branch R lE.;
‘ SBC
|
SIP Device 0SB Proxy Config: 0S.-SBC Config: 0SV Config:
Considerations: *8IP Server (Central SHC Access *Main Core realm P:Port, Main Access realm || SIP Endpoint (Central SBC)
Config. Central SBC IP) IP:Port, Default Gateway *General configuration: (Registered, Endpoint
as8IP Sewver, *08H P address, default gateway *SIP Server (0SY Address) Type=Central SBC)
Registrar *Enahle pathtagging *8IP Remote Endpoint (Branch SBC), Core *8IP configuration: (Static, SBC Address)
; *Branchhehind SBC realmIP:Port *Attributes (SIP Proxy / (SBC), Route via
configure P *Branch behind NAT *NetworkeID, Access realm P:Port Proxy)
gfgm{ foutesfor *DNS configuration *DNS Configuration *Security (Trusted Ports (SBC trusted ports))
[SiPProxy |
Optional SIP Endpoint (Branch Office SBC)
ATA. 0SBi GW *SIP 5P Profile (Branch SBC) Optional *General configuration (Reaistered, Endpoint
Cnnfig' *Integrated GW *3IP SP Profiles Type:Ope_nSca_pe Bvanc_h fype)
3 *External Gateway f SIP SP Trunk *External Gateway / SIP SP Trunk remote *8IP configuration (Static, SBC mapped
= Quthound Proxy routes endpoint-one for each endpaint/ domain AddressforBranch Office SBC)
(Supported by ATA *Integrated Media Server * Attributes (Survivable Endpoint (if
only untily8) Acme Packet Config: supported), SIP Proxy, Route via Proxy)
*SIP Server= *Security (Branch SBC Trusted Ports)
Central SBC NetworkInterface (), ¢ :
*Default Gateway SIP Interface (31), SIP Endpoint(s) for each Branch Office
Steering Pool (SP), Gateway
SessionAgent (SA)
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B bprs - /21 .21 .0 82/aabewayConliguration it ymods —sbesredirected —busSBO—BC_S00I_BSBC

el Goteveay Conflguration

Gatauny sonfigueation proavisiening.

Remote URL

Port BOGH
Interface Lan >
Transport Tee -
Happed port SO00

Routing prefis

Gateway s Trunk ©ype RG v
runctional ty pe Al Modes Bgeoss/logres ¥
Trunk profile Gatmuay -
Output digit strig a

Outpat digst scd

Priovity 1 v
Oparational Mods in OPTIONS Rasponss

Shgeanlicny

INVITE no answer timesut - Normal Mode (ms) 360000

INVITE no answer timeout - Survivable Mode (ms) | 160000

TNVITE s o cply Himeoul - Naresal Mode (rms) 00
INWETE e o eoly Hmemout « Survivable Mode (ms) 3000
TLS mads fror authenticatior .
Cortificorm profie oluzior -

TUS ke slive
Keap-aive inkerval (ssconds) | 100
Kewp-slive tmsout (seconds) | 10

Meda Canfigur ation

Media prefile

Madia resim subeet 1P address

Media realm subnnt mask

Arschrineg s

Forca randin anchoring o branccodog

ox Cancel

55. External Firewall - Pinhole

55.1 Open External Firewall — Pinhole

When the Open Scape Branch is under an external firewall, dummy UDP packets are sent towards the endpoint
media destination (connection address and port in the SDP) in order to dynamically open the firewall for the
incoming media streaming.

This feature avoids several rules to be added to the firewall in order to keep open all possible addresses and
ports used by the SBC for the media connection values.

NOTE: This feature only applies for the addresses and ports used for the media streaming. It is not applicable to
the SIP or MGCP protocols.

Selecting only the Open external firewall pinhole has the following characteristics:
e send single UDP packet (no RTP or RTCP)
e send during payload establishment (either initial call or feature)
e no periodic sending
e re-send in case the media path was put on hold and became active again
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55.2 Send RTP dummy packets

As some providers were having issues with the dummy UDP packets, a new flag Send RTP dummy packets has been added
to send RPT packets instead.

Similar to Open External Firewall Pinhole, the dummy RTP packets are sent towards the endpoint media destination
(connection address and port in the SDP) in order to dynamically open the firewall for the incoming media streaming.

NOTE: This feature only applies to the addresses and ports used for the media streaming. It is not applicable to the SIP or
MGCP protocols. Starting from V10R3.4.0, the RTP dummy packets will have the payload type negotiated by the SDP protocol,
taking the first Codec listed on the Answer of the SDP.

Selecting both Open external firewall pinhole and Send RTP dummy packets has the following characteristics:
= send single RTP Autolearn packet
= send during payload establishment (either initial call or feature)
* no periodic sending
= re-send in case the media path was put on hold and became active again

This feature can be configured/enabled under:

Gateways (Administration > Features > Gateways/Trunks > Gateway Configuration

Gateway Configuration @

@ Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.
TLS keep-alive o=
Keep-alive interval (seconds) 120
Keep-alive timeout (seconds) 10

Media Configuration

Media profile igw_features_|an N

Media realm subnet 1P address

Media realm subnet mask

Anchoring media Forced b

Force media anchoring on transcoding
Record calls from this Gateway)Trunk
Allow Asymmetric RTP

Qutbound Proxy Configuration

Qutbound Proxy

Outbound Proxy Port | 0
Registrar Server Configuration

Registrar Server

Registrar Server Port | 0
Miscellaneous

Open external firewall pinhole
Send RTP dummy packets

lil Cancel

VoIP > Port and Signalling Settings

The Open external firewall pinhole and Send RTP dummy packets configuration are only available for OSB Branch SBC and
applicable for all gateways and subscribers under it.
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voip

Media independent RTP ports
Port min | 35000 | Port
Subscribers dynamic SIP ports.

max | 65000

: Time to live (sec) | 180

Portmin 10000 Port max | 16600
Gateways/trunks static SIP ports

Port min | 5000 Port max | 9254
TCP/BFCP ports.

Port min | 35000 Port max 39999

(i) Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes’ on the General page.

INVITE No Answer timeout - Normal

INVITE No Answer timeout - Survival 180 ]

Hode (ms) 360 HMode (ms)

() pisable answer supervision for

emergency calls line

TCP connect timeout (sec) 4 TCP send timeout (sec)
TCP connection lifetime (sec) 350 [ 7cP keep alive

BFCP connection timer (min) 720

Open exteral firewall pinhole
Send RTP dummy packets
[ sIP SSL single context

[ox) (comest)

Example of UDP packet (pinhole) that is sent when only Open External Firewall pinhole is enabled:

M remote_subscribers_oneflag.pcap - [m] *
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Admge [InRB =278 Eaaan

M | Azply a dsplay filter . <Ctrl-/> ]+
Na. Time Source src_port  Destination dst_port  Protocol Length  Info L]
: 225 6.691024 VMware_da:3e:2f ARP 44 192.168.96.40 is at 00:0c:29:4a:3e:2f —

i 226 6.694360 127.0.0.1 5151 127.98.0.1 5181 eRTPProxy 179 REQ ucil_102_3_175 lagojb (Lookup) bal8a3b

H 227 6.694728 127.0.0.1 5181 127.8.0.1 5151 eRTPProxy 78 RESP ucil_102_3_175 31572 192.168.96.40

l 228 6.694781 192.168.96.40 31572 192.168.111.88 4502 RTP 51 Unknown RTP version 1 |

i 229 6.694810 21.21.10.48 32056 192.168.111.88 4504 RTP 51 Unknown RTP version 1 |

| 230 6.700926 VMware_dc:b8:aa ARP 62 Who has 21.21.200.232? Tell 21.21.200.231 v
< >

> Frame 228: 51 bytes on wire (408 bits), 51 bytes captured (408 bits)

» Linux cooked capture vl

» Internet Protocol Version 4, Src: 192.168.96.40, Dst: 192.168.111.88

» User Datagram Protocol, Src Port: 31572, Dst Port: 4582

» Real-Time Transport Protocol

w

Data (7 bytes)
Data: 65787400000000

[Length: 7]
oeee e 60 96 08 @c 29 4a 3e 2f 61 od 08 @0
eg1e A Ba c@ aB 6@ 28

84 80 o1
5 b8 @@ 23 ef 35 40 @@ 40 11 fa
f 58 7b 54 11 96 @@ ef 5e

f2 3 4 90
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Example of RTP packet (pinhole) that is sent when Send RTP dummy packets is enabled:

M remove_subscribers_bothflags.peap - O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Am 2@ RE ses=FaE/Elaaqan

(W eooly = display fiter . <Ctri-/> o+
No. Time Saurce src_port  Destination dst_port  Protocol Length  Info ~
i 199 5.568016 127.0.6.1 5151 127.0.0.1 5181 eRTPProxy 179 REQ ucil_102_3_181 laGojb (Lookup) f45f77&6—

| 200 5.568348 127.0.0.1 5181 127.0.0.1 5151 eRTPProxy 78 RESP ucil_1@2_3_ 181 48696 192.168.96.40

‘ 201 5.568406 192.168.96.40 48696 192.168.111.88 4592 i 216 PT=ITU-T G.711 PCMA, SSRC=0xEFBEADDE, Seq=

i 202 5.568438 21.21.10.48 19430 192.168.111.88 4594 216 PT=ITU-T G.711 PCMA, SSRC=0xEFBEADDE, Seq=

| 283 5.57@781 FujitsuT_98:6c.. ARP 62 Who has 21.21.28.1287 Tell 21.21.8.1 v
< >

Linux cooked capture vl
Internet Protocol Version 4, Src: 192.168.96.48, Dst: 192.168.111.88
User Datagram Protocol, Src Port: 48696, Dst Port: 4582

¥ Real-Time Transport Protocol

[Stream setup by SDP (frame 149)]

1e..
..0.

Y - I

1...

eeaa =

Version: RFC 1889 Version (2)

Padding:

False

Extension:

False

Contributing source identifiers count: 8

Marker:

True

Payload type: ITU-T G.711 PCMA (8)

Sequence number: 256
[Extended sequence number

Timestamp: 2684354560
Synchronization Source identifier: ©@xefbeadde (4022250974)
Payload: 555555555555555555555555555555555555555555555555555555555555555555555555...

65792]

eeee oe
G 45
ee2e ce
0038 a0
eed4e 55

24
b3
a8
00
55

ae
ae
&f
00
55

a1
c8
58
00
55

ee
d2
be
ef
55

a6
63
38
be
55

(212]
49
11
ad
55

Bc
00
96
de
55

29
40
515}
55
55

Aa
11
ba
55
55

3e
16
51
55
55

2f b9
38 @
97 8e
55 55
55 55

d1
a8
88
55
55

a8
60
a1
55
55

eea
28
eea
55
55

Uuuuuuuu uuuuuuuy

O 4 remaove_subscribers_bothflags.pcap
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Table A: Fixed/Configurable Port Information
This table shows specific ports used by OpenScapeBranch.

Application/Mode

Port Information

Fixed Pors

Configurable
Ports
{Default Value Under Port
Infarmation)

DMNS Server

0SB Redundancy

SNMP Set/Get

NTP/SNTP

SSH/ SFTP

HTTPS to allow Phone to Download SW fram 0SB
HTTPS over SOAP

HTTPS over TLS/SSL
B2BUA

Media Server (RTP)
ISAKMP

Syslog Server

Ipsec MAT-Traversal

DHCP Server/Client
B2BUA T.38

B2BUA RTP (ACD/AA/MLHG/Integrated GW)
Media Server (MGCP}
Proxy SIP Port (TCP/UDP)
SFTP CDR

Proxy SIP Port (TLS)

SBC (RTP)

SBC (SIP)

SMMP Traps

VPN

SBC (SIP Trunk)

83, 32774, 32773
1075

161

123

22

4560

4709

443

5096
20000-204599
500

514

4500

67/68
4000-4999
10000-19999
2427

5060

22

5061
35000-65000
10000-15000
162

1194
17000-17999

Note: Proxy/Proxy ACD RTP and SIP ports are controlled/allocated by Endpoints/GWs/OSV.
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Table B: OSB Configuration Limits

The following table shows specific limits for supported OpenScape Branch Models. OSB Configuration Guide
states that OSB 250 supports a maximum of 10 SBC concurrent sessions. OSB Sales documentation states that
OSB 250 supports a maximum of 30 SBC sessions.

oa Advantech Advantech Advantech | IBM 3250 | Fujitsu/ Remarks
50i 250i 500i IBM3550
0SB250 OSB 500i 0SB1000 0SB6000
Max allowed 88 300 600 1200 6200 For Keysets,
Registered Lines every line
counts as
(Endpoints) Subscriber
(Endpoint)
Max supported 250 250 500 1000 6000 For Keysets,
active Lines every line
counts as
(Endpoints) Subscriber
(Endpoint)
Concurrent 30 30 120 120 400
sessions
Calls per sec 3 cps 3 cps 5 cps 5 cps 35 cps
continuously
Registrations 10 10 20 50 40
per sec
(background)
Registrations 250 250 550 1000 6000 Network
outage,
per sec should be
(peak) tested as
peek only
Media streams none none none none none Media stream
thru OSB in ‘;'ows
etween
Proxy Mode Endpoints
Media streams 5 10 20 50 600 Media stream
thru OSB in SBC flows
between
Mode Endpoints
Max Media 16 16 16 32 100
Server
Announcement
streams
(concurrent)
Max Media 28 28 30 32 60
Server
Conference
circuits
Max No of 5 5 5 5 5
Sessions in
GUI/SOAP
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Table C: Hardware Types Table

OpenScapeBranch Model

Details

Proxy ATA 24/48 FXS

Powerln  Powerin
+12¥ DC +12¢ DC

LAN WAN
Serial Ethemet  Ethemet
Port Port 24 Port Analog Adapter (25-48)

I b ]
VGA 4% USB Ports 24PortAnalog Adapter (1-24)

IAdvantech SYS-2USM01-6MO1E

Physical Dimension (W x H x D): 300 x 65 x 400
mm (11.8” x 2.6” x 15.8”)

OpenScape Branch 50i A024 - ADA565 /
L30220-D600-A565 (24 FXS ports)

OpenScape Branch 50i A048 - ADA566 /
L.30220-D600-A566 (48 FXS ports )

OpenScape Branch 50i

/Advantech SYS-2USM02-6MO1E

Physical Dimension (W x H x D): 300 x 65 x 300
mm (11.8” x 2.6” x 11.8”)

Power: 100~240 V AC , 50-60 Hz, 60W

Part Number. ADA350 / L30220-D600-350
(FXO- FXS)

Part Number. ADA351 / L30220-D600-351 (BRI-
FXS)

Part Number. ADA393 / L30220-D600-393/4
(PRIE1/PRIT1 and FXS)

Part Number. BZF101 / L30280-Z600-F101
(Power Cord, USA Variant)

Part Number. BZF102 / L30280-Z600-F102
(Power Cord, UK Variant)

Part Number. BZF105 / L30280-Z600-F105
(Power Cord with Straight Appliance Connector,
EURO Variant)

Note: Back View for 50i is available on 50i
section of Configuration Guide.

OpenScape Branch 250

Advantech SYS-2USM12-6MO1E

Physical Dimension (W x H x D): 300 x 65 x 300
mm (11.8” x 2.6” x 11.8”)

Power: 100~240 V AC , 50-60 Hz, 60W Part
Number. ADA393 / L30220-D600-395

186




LAN

WAN

Ethemet  Ethermet

Senal Port

Port

Power In

“1vOC

4xUSE Pots

OpenScape Branch 500i

Advantech SYS-2USM03-6MO1E

Physical Dimension (W x H x D): 425 x 65 x 320
mm (16.8” x 2.6” x 12.9”)

OpenScape Branch 500i DP4 ADA571 / L30220-
D600-A571

(Digital PRI — 4 E1/T1 PRI ports)

OpenScape Branch 500i DP8 ADA572 /
L30220-

D600-A572

(Digital PRI — 8 E1/T1 PRI ports)

Power In Senal
100-127/200-240VAC ~ VOA

.y WAN LAN
us
oS8 Ememet Ethemet
Port Port

IBM x3250 M2/M3/M5 server

Physical Dimension (W x H x D): 435 x 43 x 576
mm (17.1" x 1.7 x 22.7")
Power:100~127/200~240 V AC, 351W

IBM x3250 M6 server

Physical Dimension (W x H x D): 435 x 43 x 576
mm (17.1” x 1.7 x 22.7")

Power: 300 W, 100~127 / 200~240 V AC input
Part number: x3250 M6 / 3633AC1

OpenScape Branch 6000

LAN WAN
Ethemet Ethemnet jearoBigors

i i

Power In
100~127/ 200~240 V AC

Serial VGA

IBM x3550 M3/M4

Physical Dimension (W x H x D): 429 x 43 x 734
mm (16.9” x 1.69” x 28.9”)

Rated Power: 100~127 / 200~240 V AC, max
351 W

Part numbers: ADA569 / L30220-D600-A575
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Fujitsu-RX200
S6

eth1 iRMC interface Additional ports

Port1

Fujitsu Primergy RX200 S6

Physical Dimension (W x H x D): 431 x 43 x
762mm (18" x

1.69” x 30.0”)

Weight: up to 17 Kg (37.51b) Average Power
Consumption: 193W

Unify Part number: ADA603/ L30220-D600-
AB03

Fujitsu-RX200
S7

Fujitsu Primergy RX200 S7

Physical Dimension (W x H x D): 431 x 43 x 762
mm (16.97” x 1.69” x30.00”)

Rated Power: 100~127/200~240V AC, max 549
W

Part numbers: ADA570 / L30220-D600-A570

NOTE: RX200: LAN 1 is "LAN" and LAN 2 is “WAN"
interface

NOTE: It is recommended to use a LAN/WAN cable
UTP category6.

Lenovo SR530

s

1x 10/100/1000 Mb Ethernet

Up to 3x PCle slots port for XCC (RJ-45)

LOM card (optional): ~ 2x GbE ports 1x VGA port 2x USB 3.0 2x Hot-swap power supplies

« 2x 10 GbE SFP+ (RJ-45) ports
+ 2x 10 GbE RJ-45
« 2x GbE RJ-45

(IEC 320-C14)

Lenovo SR530

Physical Dimension (W x H x D): 434 x 43 x 715 mm
(17.1"x 1.7" x 28.1")

\Weight: Minimum configuration: 10.2 kg (22.5 Ib),
maximum: 16 kg (35.3 Ib)

Rated Power: 100-127 / 200- 240 V AC , 50-60 Hz,
550 W

Operating Temperature: 5- 45°C (41-113°F)

Part Number: L30220-D600- A616
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Lenovo-SR630 V2

3x Low Profile PCle slots (no rear drives)

e

Lenovo-SR630 V2
(Replacement for Lenovo-SR530)

Physical Dimension (W x H x D): 440 x 43 x 773 mm
(17.3" x 1.7" x 30.4")

Weight: up to 20.8 kg (45.9 Ib)
Rated Power: 100-127 / 200-240 V AC, 50-60 Hz

Part Number: S30122-X8000-X133

Lenovo-SR250

1x USB 2.0 port
with XCC access

1x USB 3.1
Gen 1 port

Power
button

Status
LEDs

SSD 480Gb

3x 3.5-inch SAS/SATA hot-swap drive bays
(4x 3.5-inch Simple Swap drive bays also available)

1x Serial port
(DB-9)

port

2x 1 GbE ports

1x 10/100/1000 Mb Ethernet 2x 1 GbE ports
port for XCC (RJ-45) (RJ-45)

2x USB 3.1

(RJ-45) Gen 2 ports

Up to 2x hot-swap power supplies
(IEC 320-C14)
(1x Fixed power supply also available)

Lenovo SR250 (Replacement for IBM x3250
M3/M5/M6)

Physical Dimension (W x H x D): 434 x 43 x
498mm (17.1” x 1.7 x 19.6”)

Weight: up to 12.3 kg (27.1 Ib)

Rated Power: 100-127 / 200-240 V AC, 50-60 Hz

SATA: SSD 480Gb 01PE393
Part Number: S30122-X8000-X129

Lenovo-SR250 V2

SSD 480Gb

1x USB 2.0 port
with XCC access

1x USB 3.1
Gen 1 port

Power
button

Status
LEDs

3x 3.5-inch SAS/SATA hot-swap drive bays
(4x 3.5-inch Simple Swap drive bays also available)

1x Serial port
(DB-9)

port

2x 1 GbE ports

1x 10/100/1000 Mb Ethernet 2x 1 GbE ports
port for XCC (RJ-45)

(RJ-45) PCle slot

2x USB 3.1

(RJ-45) Gen 2 ports

Up to 2x hot-swap power supplies
(IEC 320-C14)
(1x Fixed power supply also available)

Lenovo SR250 V2 (Replacement for Lenovo-
SR250)

Physical Dimension (W x H x D): 435 x 43 x 545 mm
(17.1"x 1.7" x 21.5”)

\Weight: up to 12.3 kg (27.1 Ib)
Rated Power: 100-127 / 200-240 V AC, 50-60 Hz
ISATA: SSD 480Gb 02JG567

Part Number: S30122-X8000-X134
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Table D: Operating Modes Diagram

PSTN  SIP Trunking

PSTN ‘S’lPTi'u'nki‘i'i‘g?

' | Data Center
Centralized  OpenScape

Users Appliutlons Vlglce

Cemraﬂzed !
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57 Table E: Routing Table

Outgoing
Call in
Normal
Mode

Outgoing
Call in
Survivability
Mode

Incoming
Call in
Normal
Mode




Incoming

Call in
Survivability
Mode

Outgoing
Call GW
Priority Re
Routing

Both
Modes)
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56 OpenScape Branch 50i

OSB integrated gateway supports FXO/BRI/PRI as well as 4 FXS ports.
Note: “Do not Send Invite without SDP” attribute must NOT be selected on OSB50i/OSB500i Integrated Gateway End Point.

56.1 Integrated GW Configuration (Advantech 50i)

Configuration Options

Four configurations can be ordered for the OSB 50i:

6. OSB50i: 8 FXO + 4 FXS Ports | Note: cards or internal power cables must not

be removed with the system powered on.

: LaN,. Vi FRO7.FR0% FROIFROT
Serial Ethernet Ethernet FXO 8 FX0 B FXO 4 FX0 X

i
m |

I TR0 60 T8 T

Powerln VGA 4x USB Ports FXS4 FXS3 FXS2 FXS1
+12V DC

The minimum Ring Voltage for the TDM808 card (FXO):
There are two modes: FCC and TBR21.
Below is the min-to-max ring voltage range of each:
FCCis 19.35 - 23.65 Vrms.
TBR21is 13.5 - 16.5 Vrms.

7. OSB50i: 4 BRI + 4 FXS Ports Note: The LEDs status: (r.ear of.b0>.()

-BRI cards will be red if the link is disconnected.
-FXS cards the LEDs are always green.

LAN  WAN
Serial Ethernet Ethetnet BRI 4 BRI3 BRIZ BRI 1
Pt Port

_ i ]F[—W Tl ‘

LL]

Power(n : Z :
7Y DO YGA 4x USB Ports FX8 4 FXS3 FXS2 FXS1
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8. -OSB50i: 1 PRI (E1 or T1) + 4 FXS Ports (DP14)

Note: 50i PRI can be ordered for T1 or E1.

LAN WAN
Ethernet Ethernet
Port Port

PRI1

N Rosesin,

Serial

AN

o LI TR TR T

oTp '

Power In
+12V DC

4x USB Ports FXS4 FXS3 FXS2 FXS1

9. - OSB50i: 2 PRI (E1 or T1) + 4 FXS Port{ note: 50i with 2 PRIs can be configured as T or E1.

| i
[mez e |

PRI 2 PRI 1

200 YT EERI

= —‘m ——.——] -—————] FXS 4 FXS3 FXS 2 FXS1
P ——] e — S
© .
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56.2 Enable Integrated GW and Discover card configuration
Configuration -> OpenScape Branch -> Branch Office -> Configuration -> Features

Features

) Enable/Disable desired Feature,

Features Available in Mormal Mode and Survivability Made

[ Enable gatewarys trunks Enable Integrated GW.

- Note: discovering the GW cards will require a system
‘Enable integrated gateway Configure restart so that drivers are loaded.
[] Enable auta attendant
[l Enatle phone software management

[] Enable Media Server

Messape from webpage @l

Enable Codec Support

2 The current Inkegrated Gateway configuration does not match the identified hardware, do vou wank to reset the configuration?
[] [Enable Backup Link CIf \-'/ If wou do not reset the configuration, the systemlmay ok work correctly,

Emergency Calling [ QK ] [ Cancel

Select Country Configuration for Integrated Gateway
Configuration -> OpenScape Branch -> Branch Office -> Configuration -> System -> Settings

# System

@) Select OK ko temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

| Settings Licenses Branding Select Cou_ntry to get correct defaults for the
hookflash timers, ring cadence and tone frequency.

Save then Apply settings.

Counkry Configuration

Country | Brazil 4 [/Euuntry configuration
=E Country Configuration «—
@ br configuration
#
# General
#
Ccountry = Brazil (br)
DTHMF Interdigit time = 40 s
DTHF high level = =10 dbm
DTHF low lewel = =12 dbm
HFE1l lewel = —-10 dbm
HFRZ lewel = -8 dbm
Eing cadence = 1000,4000 ms
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Verified Integrated Gateway Cards loaded correctly
Configuration -> OpenScape Branch -> Branch Office -> Configuration -> Features -> Enable integrated gateway ->
Configure

Integrated Gateway

) Integrated gateway provisioning,

: : FXS/PRI cards are discovered.
zateway Configuration If FXO/BRI configuration is used then it will show in place of PRI.

Card 1 |PRI l Configuration ] l Trunk group ]

Cardz Fx3 l Configuration ] l ]

56.3 FXS and FXO Configuration

FXS Configuration

FXO/FXS port - RJ11 Telco Port Connector - pin assignment

Pin Description
1 MotUsed
MNotUszad
Tip

Ring Pind Pt
MotUsad
NotUsed

o

ol | Al W

Configuration -> OpenScape Branch -> Branch Office -> Configuration -> Features -> Enable integrated gateway ->
Configure -> FXS -> Configuration

Integrated Gateway

) Integrated gateway provisioning.

Gakeway Configuration Select Configuration for FXS parameters/settings.

Card 1 |PRI l Configuration ] l Trunk group ]

Card 2 |Fr3 l\‘ Configuration ] l ]
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£ FXS Configuration

@) Fx5 Card provisioning.
Port Configuration

All ports (Enabling only ports with subscriber number)

Echir cancellation
First SIP port 9500

[- Enable all ports with subscribers I [

Disable all ports

All ports: enabling only ports with subscriber number.

Echo cancellation: Enabling/Disabling echo cancellation
for all ports.

.\.'l

Edit

Enable Card Physical part Subscriber subscriber name Digest authentication | Digest authentication | Digest authentication SIP port | Echo cancellation Fa.x
number realm user ID password device
2 Port 1 551138172061 Fx5_E1_2061 hipath, com 123456 wesese 3500 |
2 Fart 2 551138172062 FxS_E1_2062 hipath.cam 123456 wesses 9501 Fl
2 Port 3 551138172063 Fxs_E1_2063 hipath, com 123456 wesese 3502 |
2 Fart 4 551138172064 FxS_E1_2064 hipath.cam 123456 wesses 9503 Fl
A -
— XS port Configuration General:

@) Fx5 Port provisioning.
General

| Enable
Card 2

SIP port | 9500
Subscriber Configuration

Subscriber number 551138172061

Subscriber name FX5_E1_2061

Reagistration interval (sec) 600

Enable: Enable or disable the FXS physical port.
Physical port: Number of FXS port. It is a read only field.

Physical port |Port 1

Digest authentication realm hipath.com

Digest authentication user ID 123456

Digest authentication password | ssssss

Subscriber Configuration:

Subscriber number: Subscriber directory number.
Subscriber name: This is the subscriber's name.
Registration interval timer: port DN registers
every Registration Interval Timer seconds.

End Point Service Profile: allows the possibility to
configure/apply dial restriction rules per FXS
subscriber.

Digest authentication realm: ‘'realm' parameter

Endpoint service profile FXS_Port4 El Receive gain (dB) 0 sent in the header when challenging a request.
Digest authentication user ID: string that
Transmit gain (dB) o uniquely identifies a user within a given realm.
Digest authentication password: password to be
FXS Flags FXS Flags: used in the Digest Authentication.
Receive gain: It sets the Gain of payload for
| Echo cancellation Echo cancellation: enable/disable echo cancellation receive. A negative value decreases the gain, and
parameter. a positive value increases the gain.
Echo training (ms) | none [{ Echo training (ms): This parameter is available for Transmit gain: It sets the Gain of payload for

Fax device
Y| FaxT.38
| CNG detection

FX5 hoot line

PRI/CAS and FXS interfaces that have echo
cancellation enabled. Possible values are disabled
(default) and from 400 to 1200 ms (with granularity of
100 ms). Enabling echo training will cause the OSB to
briefly mute the channel before opening the audio
channel, send an impulse with the configured duration
in miliseconds, and use the impulse response to pre-
train the echo canceller.

Fax device: Enables fax for this interface. It is enabled
using the enable check box (CW is disabled for the port)
Fax T.38: Enables FXS interface T.38 negotiation for
fax. It is enabled using the enable check box.

CNG detection: Enables detecting CNG tone for T.38
fax negotiation. It is enabled using the enable check
box. The activation of the flag "CNG detection" will only
take effect if T.38 flag is also enabled.

FXS hootline: enable/disable FXS port as hoot line.
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£ FXS Configuration

Card Configuration

Loop current (md) 20 w

Manual ring setkings

Loop current: loop current for analog phones.
Ring frequency | 25 " Manual Ring Settings: Enables configuration for
Ring Frequency and Voltage.
. Ring Frequency: ring frequency for analog
Ring voltage | 75 > phones. Default is 20.
Ring Voltage: ring voltage for analog phones.
Hoak Flash Default value is 75.
Hook Flash: turns on or off hook flash capabilities
. for all ports.
R
yecBiz=tlalizien) Long Hook Flash Duration: Long (200ms to 1250ms)
or Short (80ms to 200ms) duration hook flash.
CLIF Enable path tagging: Allows a Branch (not in Proxy-ATA
mode) to include a "Path" header in SIP messages from
[l Enable path tagging the FXS _ _ ,
Allow compression codecs over FAX lines: When this
D . _ checkbox is set, whichever codecs have been negotiated
Allows compression codecs over FARNnes for a call can be used, even when it is a FAX call. When
the checkbox is not set, then the G.711 codec will be used
[ sparaflags exclusively for FAX calls.
st q
— FXS Configuration
@) Fx5 Cards pravisioning,
Card Configuration
CLIP:
Loop current {ma) Z0 W When Country is configured as "United States/North

America" or "United States Circa 1950/North America"
. . CLIP is always enabled and will be gray out like picture

Manual ring setkings B 4 gray P

Ring frequency | 20 hd Other countries have the option to enable (Bellcore after

ring) or disable (None) the CLIP.

Ring woltage L -
Default for countries different than US is disabled (None)

Hook Flash
Hoaolk flash duration

CLIP

[ ] allow compression corBellcore after ring

Flag FXS Invalid Voltage Audit

It was included a new mechanism to audit invalid voltage values in FXS ports, this condition indicates that the FXS port is
unresponsive. The mechanism gracefully recovers the system and triggers an alarm while the invalid condition is read.

This new feature is enabled if the new “FXS Invalid Voltage Audit” flag is set and is valid for all FXS ports.

This new flag can be found under: Features -> Enable integrated gateway -> Configure -> FXS -> Configuration -> Card
Configuration
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Card Configuration

Loop current (maA) | 20

MV

I

CLIP

Manual ring settings

Ring frequency | 20

Ring voltage I 75

Hook flash

Hook flash duration |Long

|Hu:une
Enable path tagging
Allows compression codecs over FAX lines

FX5 Invalid Yoltage Audit

e
-
L

FXS port Configuration

Fx5 Port provisioning.

Hotline fWarmline Configuration

] Enable

Wait time (sec)

Destination

Mumber of times to repeat

Repeat interval (sec)

Location Information

Bui

Iding

Hotline/Warmline Configuration:

Enable: This checkbox is used to enable the Hotline

or Warmline feature for an FXS port. Default setting is
unchecked.

Wait time (sec): This field is used to enter a delay time in
whole seconds. The default value is zero. When this field is
set to zero, Hotline behavior is assumed. When this field is
set to a non-zero value, Warmline behavior is assumed.
Destination: This field is used to store the Hotline or
Warmline destination number. This field can contain up to
24 digits, using digits 0 — 9.

Number of times to repeat: This field indicates how
many times to retry an external hotline/warmline
destination in the event that it is busy.

Repeat interval (sec): This field indicates, in whole
seconds, the time between retries and the time until the
first retry. Permissible values are 1 to 30. Default value is
5.

Note that FXS Hotline/Warmline cannot be enabled if
FXS Hoot Line is enabled, and vice versa.

Floor

Room

Location Information: Each FXS port can be set with
different value for Building, Floor & Room.

If any parameter is not set for a specific FXS port, general
values shall be used. If a parameter is configured for a
specific FXS port, this value will supersede the general
value
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Endpoint Service Profile For FXS Subscribers

It is possible to configure/apply dial restriction rules per FXS subscriber. Digit sequences configured in table shall be rejected.

£ FXS Configuration
@ FXS Cards provisioning.

Endpoint Service Profile

l Endpoint service profile

199

Endpoint Service Profiles / ?
@ Endpeint service profiles provisioning.
Row Mame | Blocked call disconnection Profile Name: Name of FXS profile.
1 International Disconnect Note: Up to 10 profiles can be created.
Blocked Call Disconnection: It
indicates the way the blocked call shall
be disconnected: with an announcement
and disconnection after timeout or
simply being disconnected.
Note: Disconnect is done before digit
sequence is sent to OSV (Normal
Mode) or before any SIP Manipulation
or route analysis (Survivability Mode).
< >
[ Add || Edit |[ Delete |
Endpoint Service Profile Configuration ?
@ Endpoint service profile configuration provisioning.
General
Name International
Blocked call disconnection | disconnect
Blocked Calls
Row | Denied number Operational mode
1 0009 Survivabl d A q q
? HrvERE mene Denied Number A regular expression that allows entering
dial patterns which are not accepted for the endpoints
associated to this endpoint service profile.
Note: Up to 20 rules can be created per Profile.
Operational Mode: It indicates if the rule is enabled for
Survivable mode or for Both Normal and Survivable
mode.
3 >

Add Delete



Location Information

Location Information

Enable geodocation support [V Flag “Enable geo-locatio support” must be set in
order for OSB to add the location info (PIDF-LO)
based on the values from Location Information

Country United States section (NG911)

State or region or province FL Country, State or region or province, County or
parish or district, City and Street are mandatory

County or parish or district PALM BEACH fields

City BOCA RATON Country is selected from a drop down menu, max
length for State or region or province is 3 chars and

Street BROKEN SOUMD for all other fields the maximum length is 150 chars

Leading street direction M OSB will add the location information, only when all
of the following conditions are met : Normal mode,

Street type suffix BLVD INVITE was initiated from a SIP subscriber, Geo-
location support is set, call (R-URI) is recognized as

Addrese number 5500 an emergency call and TCP or TLS is used between
the OSB and the OSV/OSS. Location information

Postal code 33457 data will be included only for location unaware
phones.

Postal community name BOCA RATOM

Building A

Floor 2MD

Room 2.12

Verify that FXS port is registered on OSB Registered Subscriber List.
Configuration -> OpenScape Branch -> Branch Office -> Configuration -> Local Dashboard -> Registered subscribers -> Show

Services status Registered subscribers m

Registered Subscribers «—

[~
) PRegistered Subscribers

Search for in | Username w| [ search | | Showal |

Ikemsf/Page: | 10 (% | | (< |« | 1 |= [|== || &ll:10 | 5% Export

sernarne Contack Expires (secondsh

551135172055 5ip:5511358172058@21.21.2.58: 5061 jtranspork=tls 2709
2511358172061 sipS511353172061@21.21.0.76:9500; transport=udp 333
551138172062 Sip5511358172062@21,21.0.76:9501 ;kranspork=udp 452

: 551138172063 Sip551138172063@21.21.0.76:9502; transpork=udp =11
551135172064 sip551135172064@21.21.0.76:9503; transpork=udp 451
2511358172691 sipi5a1136172691@z21. 21,1, 108; transpart=tcp 993
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Features (FXS subscribers)

1. Three-Way Calling
Go off-hook, establish a call, hookflash, hear stutter dial tone, dial the 3rd party, hookflash, now in conference. Subsequent
hookflash will drop the 3rd party. If the 3rd party goes on- hook before the conference is established, original parties are left in
conversation.

2. Call Hold

Go off-hook, establish a call, hookflash, hear stutter dial tone, hookflash again to retrieve.

3. Call Transfer
Go off-hook, establish a call, hookflash, hear stutter dial tone, dial the 3rd party, go on- hook, call is now transferred.

4, Call Waiting
Make or receive a call, receive a 2nd call and hear call waiting tone, hookflash to toggle to the waiting party, hookflash again to
toggle back.

5. Disable Call Waiting for Next Call: feature can be done in twoways

a) Go off-hook, dial *70 to activate, hear confirmation tone, dial the number of the person to reach (when callis
established, Call Waiting will not be accepted during the call)

b) Go off-hook, establish a call, hookflash, hear stutter dial tone, dial *70 to activate, hear confirmation tone,
hookflash again to retrieve (after this procedure, Call Waiting will not be accepted during the call)

6. Disable Caller ID for Next Outgoing Call

Go off-hook, dial *67 to activate, hear confirmation tone, dial the number of the person to reach.

7. Do Not Disturb

Go off-hook, hear dial tone, dial *78 to activate, or *79 to deactivate.

8. Call Forwarding Unconditional
Go off-hook, hear dial tone, dial *72 to activate, or *73 to deactivate. After dialing *72, dial the number to forward to.

9. Call Return

Go off-hook, hear dial tone, dial *69 to hear the number of the last caller. Only works if Caller ID was present.

10. End Dialing

‘# digit as the 2nd or later digit as dialing is complete
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FXO Configuration

The minimum Ring Voltage for the TDM808 card

(FXO):

There are two modes: FCC and TBR21.
Below is the min-to-max ring voltage range of each:
FCC is 19.35 - 23.65 Vrms.
TBR21is 13.5 - 16.5Vrms.

FXO/FXS port - RJ11 Telco Port Connector - pin assignment

Pin Descnphion

1 NotUsed

2 NotUsad
Tip

w

Ring

L

Fne L

NotUsed

NotUsed

o

Integrated Gateway

) Integrated gateway provisioning.

Gateway Configuration

Card 1 |F¥S l C Configure FXO and Trunk G\roup
s <
Card 2 FxO l Configuration ] l Trunk group

] pisable Fxo audit | Disable FXO audit: disable the
12 hours audit for all FXO ports.

Fx0 Configuration

s
) Fa0 Configuration provisioning.

Fax T.38

Fax T.35

(M5 Dietection

Fax T.38: Enables FXO card T.38 negotiation for fax. It is
enabled using the enable check box.

CNG Detection: Enables detecting CNG tone for T.38 fax
negotiation. The activation of the flag "CNG detection" will
only take effect if T.38 flag is also enabled.

Note: T.38 fax calls always start as a voice call and then
switch to the T.38 codec.
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Port Configuration

Palarity reversal

. Echo Receive  Transmit
delay hangup | Loop supervision

cancellation gain (dB) gain {dB)

Phrysical Signaling Answer by Disconneck by

Row | Enable pork mode | polarity reversal | polarity reversal

[ {ms) |
1 Port 1 LoopStart ] ] 600 ] 0 0
2 Port 2 LoopStart F F 600 F 0 0
3 Port 3 LoopStart |:| Enable: Enable or disable the FXO physical port. 0 0
Physical port: port number of the FXO port (read-only field).
4 Port4  LoopStark F Signaling mode: It configures the signaling mode. Only Loopstart is 0 0
available.
5 O Part5  LoopStart O Answer t_)y polarity reversal: enable/disable the detection of 0 0
answer via silent reversal.
Disconnect by polarity reversal: enable/disable the detection of
6 [ e [ disconnection via silent reversal. U g
Polarity reversal delay hangup: The minimum time interval
7O Port 7 LoopStart 1| between the answer polarity switch and hang up polarity switch and o 0
only used if Answer and Disconnect by polarity reversal are enabled.
8: [] Part & LoopStark ]| Loop supervision: If enabled, the signaling mode is set to 0 0
Kewlstart.
Echo cancellation: enable/disable echo cancellation for the port.
Receive gain: sets the Gain of payload for receive.
Transmit gain: sets the Gain of payload for transmit.
deteclt:gg Caller ID deTarS fa;rsgf[; CID signaling I skart dil-tlit DT [.)Efa."'lt FXD. .
. , detect count | destination | Line
timeout {sec) {ms) disconnect
30 [ | 500 DTMF Ring 4 551138172043 [ |
30 200 CTMF Ring 4 551138172025
30 =00 OTMF Ring 4 551138172045
30 =0 DU DU L] ¢ 0800417070

Ring detection timeout: Timer in seconds indicating the amount of
time after which incoming FXO calls would timeout if they remain in
ringing state. Note: Care should be taken in reducing this timer to a 4
low value as it would have an impact on features also using the ring
no answer timers e.g. Call forward no answer, Voice Mail, etc.

3 Caller ID: Itis set to enable/disable caller id. 4
Pre answer delay for CID: delay in the Dial Plan before the call is
5 answered for FXO and only used if Caller ID is enabled. 4

CID signaling: The protocols available are: Bell, V23 (UK), V23
(Japan) and DTMF. Only used if caller ID is enabled.

CID start: The user can select the indication of the start of caller ID 4
via a drop-down box. The values available are: Ring, Polarity
Reversal, Polarity Reversal for India and DTMF before Ring.

Only used if caller ID is enabled.

Note: The DTMF Before Ring option must be set if DTMF CID

is received before any ring or polarity reversal signal. It enables

a continuous monitoring of signal on the line, starting the CID
detection upon any signal received over DTMF Caller ID Level.

This option is valid only if CID Signalling is set to DTMF.

Busy detect disconnect: enable/disable the detection of busy lines.
Minimum busy detect count: how many busy tones to wait for
before hanging up.Only used if busy detect disconnect is enabled.
Default destination: destination number for Incoming calls.

FXO Hoot Line: enable/disable FXO port as hoot line.

e e I I I I IR
OO OO0 0:0: 03
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Note - Busy Tone detection:
This feature can lead to detect false answers when a false busy tone pattern is perceived.

The BusyTone detection is currently configured only for standard U.S. and Argentina tones.

In case of false positives, we recommend the change of busycount (from 4 to 8)
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FXO - Trunk Group Configuration

Integrated Gateway

@ Integrated gateway provisioning.

Gateway Configuration

Catd 1 FX5 I Configuration ] I

Cardz FAC [ Configuration ] I

ka group ]

£ Trunk Groups

@ Trurk Groups provisioning,

FQDMN
osbrew.unow, ana.cwh

Tvpe
FHO

—_

# Trunk Group Configuration

Trurk group name

krunkautomation

Add Trunk Group.
After created, it is possible to Edit/Delete existing Trunk Groups.

Trunk selection

TopToBottom

| Add || Edit || Delete

Hunt tvpe
Circular

id Select OK to temporarily store changes. Make vour changes permanent by selecting "Apply Changes' on the General page.

General Channels list

ConfFiguration

Twpe

FQDM asbrnew. unow. ana.cwhb
Trunk group nane | trunkauktoration
Trunk seleckion Top To Bokkom
Direckion Both

Woice bearer capabiliby
Incoming Calls
Max owverlap digit lengkth

Specific overlap dialing patterns

Zonnected line identificakion presentation incoming

Answer Supervision Timer - Incoming Call {sec)

Elacklist profile | BlackListOl

Oukgoing Calls

Set Mumbering Plan bo ISDMN

Pre dial delay For DTMF (sec) 2

Send Redirect Mumber instead of calling number For redirected calls

| Zalling Party Mumber Presentation Restricked
Zonnected line identificakion presentation ouktgoing

Answer Supervision Timer - Oubtgoing Call {sec)

Mumber Modification

360

170

Spare Flags

Hunk bvpe | Circuls

[1 mark sRTP cal

Configuration

Type: port type (read only data).

FQDN: required for Trunk Group and to be used later on in
“Gateway/Trunk Configuration”/

Trunk group name: name of the Trunk Group

Trunk selection: selecting from High or Low Trunk first is possib
Hunt type: linear of circular selection

Direction: Specifies the direction of traffic flow supported on the
Mark sRTP call-leg as secure: if a secure media is negotiated f
(FXO, BRI or PRI), the call will be indicated as secure (ST- Siem
Type: secure)

Incoming Calls

Answer Supervision Timer — Incoming Calls: Value betwe
3600. Default is 360. Note: Corresponding Answer Supen
should be configured under'Feature’->'Gateway/Trunk'.

Timers should be configured with a difference of at least 10 seco
Gateway/Trunk and Integrated Gateway to avoid racing conditior
simultaneous disconnection.

Blacklist profile: Specifies the Blacklist profile that it will be che
incoming calls.

Outgoing Calls:

Set numbering plan to ISDN : it is set to enable/disable. Wh
Type is Unknown, it will set the Numbering Plan to ISDN. Othe
to Unknown (only PRI). NOTE: This flag applies only to “Called
Pre dial delay for DTMF: When an analog trunk is seized, itt @
until the DTMF receiver is allocated by CO. If DTMF digits are d
DTMF receiver is allocated, the first digits can be lost. It shall
configure a delay to start sending the DTMF digits.

Calling Party Number Presentation Restricted: Set calling par
presentation restricted to all outgoing call.

Answer Supervision Timer — Outgoing Call: Value between 1
3600. Default is 170. Note: Corresponding Answer Supervision
be configured under'Feature'->'Gateway/Trunk'.

Timers should be configured with a difference of at least 10 sect
Gateway/Trunk and Integrated Gateway to avoid racing conditic
simultaneous disconnection.
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£ Trunk Group Configuration

) Select OK bo temporarily store changes. Make yvour changes permanent by selecting 'dpply Changes' on the General page.

General Channels list Mumber Modification Spare Flags

= = Drop-down box is used to select the port
e / that it will be added to Trunk Group.

Trunk ports | Port 1 w Add
Port 2 | Delete
Port 3
Port 4 —
Part 1 Ports configured (in use) in Trunk Group

To remove, select a Port and press
Delete button
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56.4 BRI Configuration

Table A-1: RJ45 ISDN BRI S/T Port Connector

Pin TE NT
1 Unused Unused
2 Unused Unused
3 T=+ Bx+
4 Bx+ T=+
5 Bx- Tx-
6 T=- B=x-
7 Unused Unused
E Unused Unused

5l Integrated Gateway

) Integrated gateway provisioning.

Gateway Configuration

Card 1 BRI

Card 2 |Fx5

BRI Configuration

e
@)/ ERI configuration provisioning.

Card Configuration

Access bype | PP - Poink ko Poink
PP - Paink £a Paink

1S PMP - Paink ko Mulkiple Point

Configure BRI and Trunk Group

4

N

l Configuration

] l Trunk group ]

l Configuration

J J

Add

] Flag 1
] Flag 2
] Flag 3

Delete

The interface ISDN BRI can operate in two modes: Point-to-Point
(PP) or Point-to-Multi-Point (PMP)

The BRI operating in PMP mode allows connecting more than one
ISDN device to this same bus. Specific MSNs can be separated to
be handled by each of the devices which are connected to the bus.

Notes for PMP configuration:

- Only numbers under MSN list will be accepted as calling number
-If MSN list is empty, all incoming numbers will be routed

-If PSTN does not send “send complete” flag, INVITE will be
immediately send when dialed number matches with number from
MSN list.

-Each MSN number is a number from 1 to 24 digits and *, # and +
are also accepted

-Up to 10 MSN can be added

-In Normal Mode, the MSN must be handled by OpenScape Voice.
-In Survivable Mode, incoming calls are handled in the SIP
Manipulation table. If internal numbers match with MSN, no
manipulation are needed. If not, each MSN must be translated to a
dialed DN as subscriber, fax, data terminal, MLHG, trunk, voice
mail destination, auto attendant, etc..

-For outgoing calls it is configured a rule to convert the calling to a
valid MSN number (From header).

-All other configurations should follow the same rules of Point to
Point access type.
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£ BRI Configuration

@)/ ERI configuration provisioning.

Fax T.38: Enables FXO card T.38 negotiation for fax. It is
Fax T.38 enabled using the enable check box.

CNG Detection: Enables detecting CNG tone for T.38 fax
negotiation. The activation of the flag "CNG detection" will
Fax T.38 only take effect if T.38 flag is also enabled.

Note: T.38 fax calls always start as a voice call and then
switch to the T.38 codec.

(MG Detection

£ BRI Configuration
@) BRI configuration pravisioning,

Port Configuration

Clock

now| Enable Pheysical T Terminal Echo | switch type Exclusive Id!e reset Re_l:ewe Tr.?nsmlt Default destination T_3I]2
port priority Mode | cancellatiol channel interval | gain (dB) | gain {dB) timer
1 Part 1 1 euroisdn H 3600 O 0 5
2 Part 2 2 euroisdn F 3600 O 0 551138175214 11
3 Od Port 3 3 Enable: Enable or disable the BRI physical port. 551138175008 10
Physical port: BRI port number (Read Only)
4 L Port: 4 4 F Ll Clock source priority: It sets the clock source priority. The 10

priorities must be different between the BRI ports, except for
priority 0. Priority 0 means that this port will not be used as
the source of clock timing for this card or system.

Note: In most cases clocking is a required parameter and
value 0 should not be used.

Terminal Mode: indicate if a port is configured

as TE. This field is not editable. If it is marked it is configured
as TE, otherwise it is configured as NT.

Echo cancellation: Changed to Echo tail (ms), see

new picture and info below

Switch type: Only euroisdn is supported in this phase.
Exclusive channel: enable/disable exclusive channel.

Idle reset interval: sets the time in seconds between restart
of unused B-channels. If the field is empty, the functionality is
disabled.

Receive gain: sets the Gain of payload for receive. A negative
value decreases the gain, and a positive value increases the
gain.

Transmit gain: sets the Gain of payload for transmit. A
negative value decreases the gain, and a positive value
increases the gain.

Default destination: It is the destination number if no called
party number is received for ISDN incoming calls. The default
destination is also used if just one digit is received and there is
no rule to handle it in the Specific Overlap Dialing Patterns
table.

T302 timer: timer to wait for digits.

Configuration of the echo cancellation tail length for ISDN BRI ports via the GUI:
Possible values: none, 16, 32,64 and
128. Default value is 32

Upgrade from older versions: if flag Echo Cancelation is enabled the echo tail will be set to 32ms. If flag is disabled echo tail will
be set to none.
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Port Configuration

2 ¥ Port 2 2 [+ eurgisdn - 3500 O
3 r Fort 3 3 W 5 euroisdn r 3600 0
4 - Fort 4 4 [+ eurgisdn - 3500 O
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Far end

B_
disconnect with | channel Alvaagrlss
inband parallel sen
n in ALERT
announcement | restarts
Ll L
O
Ll

Start early media

Setup progress 183 Session progress | Disahle far end

indicator PR'JDIEE?[IZI_;NG without S0P restart Elagll Flag 2
none | Alerting O O O
none L Alerting F F [l
none O Alerting F E O

Far end disconnect with inband announcement: enable/disable disconnect with inband announcement.
B-channel parallel restarts: if flag is enabled RESTART message for each individual b-channel is sent
simultaneously for all b-channels. If flag is disabled RESTART is sent for first b-channel and RESTART
ACKNOWLEDGE is required for this b-channel before sending RESTART to next b-channel.

Always send PI8 in ALERT: if flag is enabled OSB sends ALERTING with P18 (progress indicator: In-band
information or an appropriate pattern is now available) whenever a 180 Ringing (without SDP) is received.
Otherwise P18 will be sent only when a 180 Ringing with SDP is received.

Setup progress indicator: Configures the Progress Indicator in SETUP message. If the received INVITE
does not contain any SDP, no progress indicator is sent, regardless of theconfiguration.

Start early media on CALL PROCEEDING: This command will cause the Branch to raise a SIP 183
Session Progress message with an SDP Answer as soon as it receives the ISDN CALL PROCEEDING
message. The SIP 183 Session Progress response will contain a "P-Early-Media" header field (RFC5009)
with a new proprietary value (“fast-connect"). If an ALERTING is received afterwards, the Branch will send
back a SIP 180 Ringing response with SDP Answer and without the "P-Early-Media" header. This flag will be
ignored if INVITE received does not contain SDP.

183 Session progress without SDP: OpenScape Voice sends a 183 Sesssion Progress response code
without SDP. Configuration item allows to choose how this response code must be informed to the PSTN
caller according to the carrier requirements. This action intends to stop timer T309 avoiding the disconnection
of call by the caller side.

Disable far end restart: In scenarios in which 50i is connected to a CO switch that does not accept
RESTART message during BRI span bring up. The flag is recommended for use in BRI PMP systems.

56.4.1 Configure OSB 50i D44 to be used as BRI NT (Network)

Flag 3

™ o

The support for OpenScape Branch BRI as NT demands some hardware configuration changes for OSB 50i D44 embedded with Digium
cards model B410P. The changes apply for Point-to-Point (PP) and Point-to-Multipoint (PMP) modes.

NOTEL: Always change the card configuration with the card unplugged. Be careful when changing the jumper position.
NOTEZ2: No features/Services supported in the SO bus.

.
-
NT Mode .
-

.

TEMode |,
.E

(v BRNT S

[f]  NOJUMPER

E Each port contains a 5-position jumper to select
‘ between NT and TE mode.

= The ports can be configured independently as NT or

& TE. If the jumper is set to NT mode the internal
connection is changed and there is no need to use a
crossover cable. The default setting for these

E jumpers is TE mode.

B

B 8

EEEE RN

After configuration on the BRI Card the OSB will
recognize the hardware changes automatically.
There will be an indication of the mode configured

| on the board. The Terminal Mode column will

m indicate if a port is configured as TE. This field is not
~— editable. If it is marked it is configured as TE,
otherwise it is configured as NT.

8

‘ This diagram ilkistrates the jumpers that

control NT and TE modes for the B410P ports.
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There are DIP switches for each port used to add a 100
ohm termination when the B410P is in NT mode.

NT Mode
with 100chm
termination

This switch must not be turned on in TE mode. The
default setting is Off.

This switch should be turned when the BRI is daisy-
chained and terminated on a port of the OSB50i D44 in
NT mode.

NOTE: Usually if the Port is configured as NT and is UP
and the Link doesn’t synchronize this switch should be
turned ON.

.

NT Mode without
100chm termination

TE Mods without This diagram illustrates the DIP switches that control resistance.
100chm termination In TE mode, the switches are to remain off. In NT mode, the
switches may be turmed on when 100ohm resistance is required.

NT/TE Selecting Jumpers

o
e : J“;n)
‘..:.3)1 S 7 PR .r’-'—--—-!-m g

e - r

Figure shows a card with the following configuration:

- Ports 1,2,3: TE Mode, DIP Switch OFF

- Port 4: NT Mode, DIP Switch ON

H 'illlll“!"'!!"l“”lu|y|l-v-|||i Mbshi

100chms Termination DIP switches
(only. turn ON if NT mode, when applicable)

DISCLAIMER: The proper GVS support should be contact in order to request for the activation for this feature.
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56.4.2 BRI - Trunk Group Configuration

Integrated Gateway

@) Integrated gateway provisioning.

Gateway Configuration

Card 1 BRI l Configuration ] L Trunk group ]

Card 2 Fx5 [ Eunﬁgﬁatﬂinn/ ] I ]

£ Trunk Groups /
@) Trunk Groups provisioning.

Row Type FOON
1 BRI S0ia,.unow,s01.cwb

£ Trunk Group Configuration

Add Trunk Group.
After created, it is possible to Edit/Delete existing Trunk Groups.

Trunk group name Trunk seleckion
SOTrk, TopToBotkom

\

| Add || Edit || Delete

J

Hunk bype

Circular

@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

General Channels list Mumber Modification Spare Flags

Configurakion

Type

FODM S0ia.uno, 501, cwb
Trunk group name | S0Trk

Trunk, selection Top To Boktam
Direction Bath

YWoice bearer capability | Speech

W Hunt tvpe | Circular
b [ Mark srTP call-leg
w

212

Configuration

Type: port type (read only data).

FQDN: required for Trunk Group and to be used
later on in “Gateway/Trunk Configuration”/

Trunk group name: name of the Trunk Group
Trunk selection: selecting from High or Low Trunk
first is possible.

Hunt type: linear of circular selection

Direction: Specifies the direction of traffic flow
supported on the trunk group.

Mark sRTP call-leg as secure: if a secure media is
negotiated for a trunk (FXO, BRI or PRI), the call will
be indicated as secure (ST-Siemens-Call-Type:
secure)

Voice bearer capability: Speech or 3.1 kHz audio




£ Trunk Group Configuration

‘. General ‘ Channels list Network specific facilities Number Modification
Voice bearer capability Speech v
Incoming Calls

Max overlap digit length

Spedific overlap dialing patterns

ine i ) resentation incoming
Called Name incoming

Answer Supervision Timer - Incoming Call (sec) 360

Force FQDN in Contact Header for Incoming Calls in NM

Blacklist profile v
Outgoing Calls
Set Numbering Plan to ISDN
Pre dial delay for DTMF (sec)
Send Redirect Number instead of calling number for redirected calls
Calling Party Number Presentation Restricted
Called Name outgoing

Answer Supervision Timer - Outgoing Call (sec) 170

presentation outgoing

T1CAS

@) These fields are only applicable when the Switch type of a portis T1 CAS.

T1CAS signaling E&M Immediate Start ¥  T1CAS addressing signaling DTMF

ST S ey O e e

@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Spare Flags

?
?
?
| oKk | Cancel

Incoming Calls

Max overlap digit length: Maximum number of digits that can
be received in an overlap dialing incoming call. When the number
of incoming digits matches this configuration, the called number is
considered complete even no sending complete information is
received. If not configured then T302 timer would apply
Specific overlap dialing patterns: Replaces "Max overlap digit
length" value. Indicates that the system must process incoming
digits in accordance with the patterns defined in the table. If this
parameter is enabled "Max Overlap Digit Length" is ignored and
the table must have at least one entry.

Connected line identification presentation incoming/outgoing:
Enables treatment for connected line identification presentation.
\When connected number is received in connect or connect ack isdn
messages.
Called Name Incoming - Enable called name for incoming calls
(ISDN-SIP).
If name received in PAI header in sip 180 ringing, and Privacy: id
not present,called name facility will be sent in ISDN Alerting.
Answer Supervision Timer — Incoming Calls: Value between
120 and 3600. Default is 360. Note: Corresponding Answer
Supervision Timers should be configured under ‘Feature'-
>'Gateway/Trunk'.
Timers should be configured with a difference of at least 10
seconds between Gateway/Trunk and Integrated Gateway to
avoid racing conditions caused by simultaneous disconnection.
Blacklist profile: Specifies the Blacklist profile that it will be
checked during incoming calls.

Outgoing Calls

Send Redirect Number instead of calling number for redirected
calls: If selected (enabled), a call that is redirected to the PSTN will
have the last redirecting or transferring party's identity as the Calling
Party Number information element. This attribute is primarily intended
for use when connecting to a carrier that does not understand the
Redirecting Party Number information element.
Calling Party Number Presentation Restricted: Set calling party
number presentation restricted to all outgoing call.
Connected line identification presentation outgoing: Default value is
unchecked. Only visible when the PRI Method is E1, or it is a BRI trunk
group. This flag must not be visible when configuring T1 PRIs on both the
OSB 50i and OSB 500i.
Called Name Outgoing - Enable called name for outgoing calls (SIP
ISDN).If called name facility received in ISDN Alerting, with presentation
allowed, it will be sent in PAI header in sip 180 ringing

Answer Supervision Timer — Outgoing Call: Value between 120 and
3600. Default is 170. Note: Corresponding Answer Supervision Timers
should be configured under 'Feature'->'Gateway/Trunk'.

Timers should be configured with a difference of at least 10 seconds
between Gateway/Trunk and Integrated Gateway to avoid racing
conditions caused by simultaneous disconnection.
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£ Trunk Group Configuration

@) Select OK to tempararily stare changes. Make vour changes permanent by selecting 'Apply Changes' on the General page.

General Channels list Mumber Modification Spare Flags

carfi ki Drop-down box is used to select the port that it will
inlite ==l be added to Trunk Group.

Trunk ports | Pork 1 W Add

Pork 1 ! Delete :

Portz
Port 3 \
Part 4 Ports configured (in use) in Trunk Group

To remove, select a Port and press Delete button

214




58.6 PRI Configuration

E1/T1 PRI port - RJ45 Telco Port Connector - pin assignment

Fin Description
FRx

Rx
NotUsed

Wl ] -

o

-

X Pne Pt

o o

NotUsed

NotUsed

Not Used

N ~

Integrated Gateway

) Integrated gateway provisioning,

Gateway Configuration Configure PRI and Trunk Group
Card 1 |PRIJCAS l Configuration ] l Trunk group ]
Card 2 (Fis5 l Configuration ] l ]

PRI/CAS Configuration

Method: Available for OSB 50i DP14/DP24
hardware and possible values "E1" or "T1".
The default value for new systems is “T1”.
Channel maintenance: redirects the user to
the channel maintenance window.

e
) PRI/CAS configuration provisioning.

ard onfiguration

Method |E1 w l Channel maintenance

Note: If the PRI Method is changed, the user will receive a warning message that says “The PRI Method will be changed.
The interfaces will be reset according to the default values for the newly selected Method. All PRI B-channels will be
removed from all trunk groups. Click OK to continue.
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Channel Maintenance

0 Channel maintenance

Ik Sri

1

L s B L S B o

L T o R % T % T L Y % R Y % TR % T % B LN B % R T el e i e
L e R 1 o g L E I o S e BT o B B I = U [ MR 5 N L R T |

I_hannel

ork 1 - METSH4E
3w
BCAS disabled
1

[] all channels
State
IDLE

IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IN-3ERWICE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE

OO OO O OO OO OO Oomomao o0

BCAS disabled
z

[]all Channels
State
IDLE

IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
Mok applicable
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE
IDLE

c 100000

er can configure (restart/block/unblock

channels) individual PRI links or B-channels

OO OO OO oI O O O o

Restart selected channels

m
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% PRI/CAS Configuration

) PRIJCAS configuration provisioning,

Fax T.38

Fax T.38

M detection

=

Fax T.38: Enables FXO card T.38 negotiation for fax. It is
enabled using the enable check box.

CNG Detection: Enables detecting CNG tone for T.38 fax
negotiation. The activation of the flag "CNG detection" will
only take effect if T.38 flag is also enabled.

Note: T.38 fax calls always start as a voice call and then
switch to the T.38 codec.

= PRI/CAS Configuration

@ PRIJCAS configuration provisioning.

Prort Configuration

Row | Enable
L
2

Circuit 1D

METSH4K

CASHAK

. —— Clock source

Card Phewsical port | Signaling method i
1 Pork 1 150N 1
1 Pork 2 CAS - MFCRZ 2

V\

Coding Switch tyvpe Line build out Terminal

mode
HOES EurolSDi o
HDES EurolShi 0; O

" Edit

Enable: enable or disable the port.

Circuit ID: Circuit ID configuration

Card: Card number

Physical port: Indicates Port position in the span card
Framing (T1)/Signaling method (E1): Framing configured
for this port. To edit this value click "Edit" button.

Clock source priority: Clock Source priority used for this
port.

Coding: Coding used for this port. To edit this value click
"Edit" button.

Switch type: Switch Type configured for this port. To edit
this value click "Edit" button.

Line build out: Line Build Out used for this port. To edit
this value click "Edit" button.

Terminal mode: If this check box is enabled this portwill
work as TE - Terminal Equipment (user side). Otherwise
the role of this port is NE - Network Equipment
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PRI/ CAS Interface

) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

General
Physical port Card 1-Port 1
Signaling method ISDM El
Line build out 0
Coding HDB3 [=]
Switch type EuroISON [+]
| crC

BCAS

BCAS service message after restart | None

Y| Echo cancellation

Echo tail{ms) 32 [+]
Echo training (ms) none El
Y| Extended Echo Cancellation

NOTEa:The LBO used by the OSB T1 line is
purely the attenuation of the line,by 7.5, 15
and 225 dB, for values 5 6 and 7.
Therefore the length should be depending
also on the variation of the repeater
configuration.

NOTEDb: The value zero is without attenuation
and with pulse shaper set to default.

The pulse shaper settings are not used by OSB,
but it would shape the pulse according to
standard cabling and impedance to the
distances.

Receive gain (dB) 0O
Transmit gain (dB) ©
Default destination 2055
Clock source priority | 1

Exclusive channel

NOTEc: The maximum cable length for the ISDN
connectivity depends on the cable caracteristics.

The card operates in a short haul mode. Typical cable
attenuation for .4 millimeter (mm) wire is 3 dB per 100
meter (m) (measured at 1024 kilohertz [KHz]).

It is not recommended to use cables longer then 40m
(133feet).

NOTEd:For T1 lines it's possible to use the use of Line
Build-Out (waveform transmit) configuration. LBO
values other than zero compensate for signal
attenuation due to the length of the cable connected to
an ISDN PRIcard, according to the table below:

0: 0 db (CSU) / 0-133 feet (DSX-1)
1: 133-266 feet (DSX-1)
2: 266-399 feet (DSX-1)
3: 399-533 feet (DSX-1)
4: 533-655 feet (DSX-1)

Physical port: PRI card/port number (Read Only)

Signaling method (E1): ISDN or CAS-MFCR2 or CAS Ring Down (only
available for 50i DP24). Framing (T1): line formatting options ESF (Extended
Super Frame) or D4 (Superframe). The ty of framing used is determined by your
Telco.

Line build out: each number in the combo box corresponds the following value:
0 - 0db (CSU) 133 feet (DSX-1), 5 - -7.5db (CSU), 6 - -15db (CSU), 7 - -22.5db
(CSu).

Note: LBO is only supported for OSB Configured as T1.

Coding: Line encoding method options AMI (Alternate Mark Inversion) or B8ZS
(Bipolar 8 with Z Substitution) for T1 and HDB3 (High Density Bipolar 3) for E1.
The line coding used is determin by your Telco.

Switch type: sets protocol

by a combo box. E1->

EurolSDN, QSIG and

CorNet-NQ. QSIG/Cornet-

NQ only for 50i DP24.

T1-> NI2, 4ESS, 5ESS Custom, T1ICAS, QSIG and CorNet-NQ.
4ESS/5ESS/T1CAS/QSIG/CorNet-NQ only for 50i DP24

CRC: enable/disable CRC4 checking (only E1).

BCAS: enable B-channel Availability Signaling Procedures. Only available for
4ESS and 5ESS this parameter is enabled the user will be able to

Block/Unblock an individual B-channel in Chan Maintenance screen. Only when
BCAS is enabled Branch will answer isdn SERVICE messages. BCAS service
message after restart: selects behavior upon receiving isdn RESTART/RESTA
ACKNOWLEDGE messages when BCAS is enabled.

Receive gain: sets the Gain of payload for receive. A negative value decreases
the gain, an positive value increases the gain (mandatory).

Transmit gain: sets the Gain of payload for transmit. A negative value
decreases the gain, an positive value increases the gain (mandatory).

Default destination: destination number if no called party number received for
ISDN incoming ca The default destination is also used if just one digit is received
and there is not a rule to handle i the Specific Overlap Dialing Patterns table.
Clock source priority: determines whether the clock signal from the far end of
this T1/E1 port will be used as the master source of clock timing for this card or
system. Available values are 1-4 for one card or 1-8 for two cards and should be
uniquely assigned. The value 1 is the highest priority. The value 0 indicates that
this port will never be used as a source of clock timing for this card. If all ports
are set to 0 then the clock will be derived internally.

Exclusive channel: If enabled, indicates only the channel offered in the SETUP
message accepted, otherwise channel is preferred (only PRI). This field is
editable only if port is configured terminal mode (user side), otherwise it will be
always enabled.

Echo cancellation: enables the echo cancellation parameter.

Echo tail: echo tail for Hardware Echo Cancellation. The values available are:
32, 64 and 128. Echo training (ms): This parameter is available for PRI/CAS
and FXS interfaces that have ec cancellation enabled. Possible values are
disabled (default) and from 400 to 1200 ms (w granularity of 100 ms). Enabling
echo training will cause the OSB to briefly mute the channel bef opening the
audio channel, send an impulse with the configured duration in miliseconds,

and the impulse response to pre-train the echo canceller.

Extended Echo Cancellation: This flag applies only for DP14 configured with
RAM 2GB (p refresher hardware) and E1 Port, the default value is enabled.
Since the OSB50i DP14 p refresher uses SW-DSP OSLEC process, the echo
cancelation on 30 simultaneous E1 chann requires high dynamic processing

that may affect the system performance. This effect compensated by the
“Extended Echo Cancellation” functionality but with a possible perception the
audio quality level, depending on the phone (e.g. lower on OpenStages or

higher on phones). This function can now be disabled to improve voice quality.
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PRI/CAS Interface T302: timer to wait for digits for overlap dialing.
T305: timer to wait for DISCONNECT ACK once DISCONNECT is sent out, if this timer

ord
@) PRI/CAS inteface provisioning. expires RELEASE is sent and T308 is started.

Timers T308: timer to wait for RELEASE COMPLETE once RELEASE is sent out, if this timer
expires RELEASE retransmitted and T308 is restarted. If this timer expires twice the B-
T302 timer |15 1309 timer 90 | channel is placed in maintenance condition and call reference is released.
T309: maintain active calls on layer 2 disconnection, calls are cleared if connection is
T305 timer |30 T313 timer 4 not established before T309 timer expires.

T313: wait for CONNECT ACK once CONNECT is sent out, if this timer expires

T308 timer | ¢ DISCONNECT is sent. Used only if port is configured as terminal mode (user side).

If you are experiencing audio / noises issues, configure each step at time and perform call tests to check the
call quality if the noise persists.

Step by step

10. Disable Extended Echo Cancellation and perform new tests. (Only for DP14).
Check if it that brings better quality to your calls.

*. PRI/CAS Interface
() Select OX to temporarty store changes. Make your changes permanent by

General
Piysical port Card 1-Port 1
Signaling mathad 50N -
Line buid out 0
Codng HO83 -
Switch type EvLrolSON v
M e

BCAS

BCAS pervice message after restart  None

M echa cancelation
Echo tal(=s) 16 -
Echa training (ms) none w
i:::m:mn:mhmI}
11. Uncheck the flag Extended Echo Cancellation (Only for DP14).

2.1 Set the Echo Training System to 400ms. Perform new tests and check the result.

B Echo cancelation

Etha tal{ms) 16 »

- L
L Extended Echo Cancslation

2.2 Set the Echo Training System to 800ms. Perform new tests and check the result.

Echo training (ms) 400

E Edha cancelation
Echo tadims) 16 w
Echeo fraining (ms) 800 w

Ls
[ Extended Echo Cancelation

12.If none of the previous alternatives takes effect, consider disabling the Echo Cancellation Feature
as indicated below:

(] Echo cancellation
Echa talms}
Echa training (ms) none
Extended Eche Cancellation
220



£ PRI/CAS Interface

@) PRIJCAS interface provisioning,
Advanced
Sending complete
| Calling name delay [J second screening indicator
[T send calling party narne [0 Data calls allowed

Calling party name

[1 send redirecting number

Redirecting nuriber Always send PIS in ALERT
Channel mapping 051G ringback.
Restart link at start-up [ start early media on CALL PROCEEDING

L3 trunk restart type Restart Interface | [ Disable far end restart

[ B-channel parallel restarts Idle reset interyal
| Group restarted b-channels in channel idenkification IE i Busy Detect Disconnect

Ignore Dial Tone On Setup Without CPRY [ Da it send ISDM Status Message

[ Far end discannect with inhand annauncement

Setup progress indicator none

183 Session progress without SDP | Alerting

Sending complete: add Sending Complete information element in
SETUP messages (T1 Only)

Calling name delay: Calling Name will be provided in a separate ISDN
message. In this case, the SIP INVITE message will postponed until the
Facility with Calling Name is received or after a fixed 2 seconds timer
expires.

Send calling party name: enable/Disable the sending of the Calling
Name information in outgoing calls

Calling party name: Indicates in which Information Element the Calling
Party Name information should be delivery: Facility IE or Display IE.
Send redirect number: Enable/Disable the sending of the Redirecting
Number in outgoing calls

Redirecting number: Indicates in which Information Element the
Redirecting Number information should be delivery in outgoing calls:
Facility IE or Redirecting number IE.

Channel mapping: possible values: Logical/Physical

Physical: channels from 1-15 17-31, channel 16 is not used.

Logical: channels from 1-30, channel 16 is used as "pseudo"” b-channel.
This is default for Qsig/Cornet switch types.

Restart link at start-up: if enabled send PRI restart message after link
start-up.

L3 trunk restart type: Restart Channel (a RESTART message is sent
for each channel) or Interface can be configured.

B-channel parallel restarts: if flag is enabled RESTART message for

each individual b-channel is sent simultaneously for all b-channels. If flag

is disabled RESTART is sent for first b-channel and RESTART
ACKNOWLEDGE is required for this b-channel before sending
RESTART to next b-channel

Group restarted b-channels in channel identification IE: ability to
daisy-chain channels within the Channel Identification Information
Element (CIIE). The multi-channel CIIE will be used in the RESTART
and RESTART ACKNOWLEDGE messages.

Ignore Dial Tone On Setup Without CPN: incoming SETUP is received

without Called Party Number and without Sending Complete the OSB

will play dial tone on the line if this flag is clear. If this flag is set the OSB

won't play dial tone in this scenario.

Far end disconnect with inband announcement: if enabled upon
receiving a DISCONNECT with PI-8 the call is not released, sending a
183 PROGRESS to open channel to send a disconnection message. If
disabled, the call is released upon receiving a DISCONNECT ignoring
PI-8 (only PRI).

Second screening indicator: second screening indicator will be used
in incoming setup message (E1 Only).

Data calls allowed: Incoming call with digital information bearer
capability is allowed or not.

Setup progress indicator: Configures the Progress Indicator in
SETUP message (New Zealand). The following options are supported:
Call is not end-to-end, Destination address is non ISDN, Origination
address is non ISDN and None

183 Session progress without SDP: OSV sends a 183 Session
Progress response code without SDP (i.e, without inband
announcement) in some situations (for ex, call processing delayed and
no information about the called party is available till this point). This
configuration item allows choosing how this response code must be
informed to the PSTN caller according to the carrier requirements. This
action intends to stop timer T309 avoiding the disconnection of call by
the caller side. Possible values: Progress, Alerting, Progress and
Alerting and None.

Always send P18 in ALERT: if flag is enabled, OSB sends ALERTING
with PI8 (progress indicator: In-band information or an appropriate
pattern is now available) whenever a 180 Ringing (without SDP) is
received. Otherwise P18 will be sent only when a 180 Ringing with SDP
is received.

QSIG ringback: Do not play ringback for QSIG/CORNET if flag is
disabled.

Start early media on CALL PROCEEDING: command will cause the
OSB to raise a SIP 183 Session Progress message with an SDP
Answer as soon as it receives the ISDN CALL PROCEEDING
message.

Disable far end restart: scenarios in which 50i/500i is connected to a
CO switch like MUNDRA that does not accept RESTART message
during PRI span bring up. The flag is for use only with NET5 type
switch and specific CO such as MUNDRA in India.

Idle reset interval:

Busy Detect Disconnect: If enabled the call is disconnected upon
busy tone detection.

Do not send ISDN Status Message: If this flag is set OSB will never
send ISDN Status Message out.
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= PRI/CAS Interface

@) PRI/CAS interface provisioning.

Channels

Al channels

All channels: Enabling/Disabling all B-channels.

Enable: Enabling/Disabling a B-Channel for this PRI interface.

Number: The B-Channel number.

CAS initial state: ABCD bit position during startup, only for CAS for eachchannel.

Enable Mumber CAS Initial State
1 idle *
2 idle
3 idle
5 idle
6 idle
7 idle
& idle
=1 a idle
PRI/CAS Interface -> Channels
Channels
List is showed when PRI Interface is configured with Signaling method as CAS Ring Down.
Al channels
Enable Murmber Trunk group CAS profiles Qwin number Ring-down destination Camments
1 OiEPort2 ARD - ARD E1 Default Profile 15619232555 23451222
2 OGPort2 MRD - MRD 156192352556 23451223
3 OGPort2 Hoot n Holler - HookHoller 15619232557 23451224
e q
= PRI/CAS Configuration

@) PRIJCAS configuration provisioning.

CAS Advanced Settings

@) Thess fields are only applicabls when the signaling method of a PRIJCAS port is CAS,

Enable E1 CAS MFC-RZ advanced settings

(

E1 CAS Ring Down profile ]

Enable Session Refresh Timeout

Ring-dow

n audit interval (sec)

l'

E1 CAS MFC-RZ advanced settings | [' E1 CAS MFC-R2 profile

A

Ring down channels |

L,

Enable Ring-Down Call Refresh ko Integrated Gateway

Enable Mokify on Switchaver ba MLC

CAS E1 Advanced Settings

Enable E1 CAS MFC-R2 advanced settings: Enabling/Disabling CAS Table Configuration
Timers. To configure the timer values click the "CAS Advanced Settings" button. Only
recommended for advanced users

Enable Session Refresh Timeout: When this flag is set, the call will be disconnected if the
session's time expires

Ring-down audit interval (sec): Interval in seconds in which audit mechanism will be
executed, checking transmitting and receiving RBS bits and unexpected states. It can
assume values from 10s to 3600s, or O to disable it. The default is 0.

Enable Ring-Down Call Refresh to Integrated Gateway: If flag is enabled, when an ARD,
MRD or Hoot-n-Holler channel is involved in a call and it receives an INVITE with the X-
Siemens-Application-Data and with a new call id from the same originator DN as from the
current ongoing call, it shall disconnect the old call and establish a new call from the
received INVITE. This action shall be taken both in normal and in survivable mode.

Enable Notify on Switchover to MLC: enable / disable sending the NOTIFY message with
the header Event: server-switchover to each MLC.
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CAS Advanced Settings ?

@ These fizlds are only applicable when the signaling method of a PRIJCAS port is CAS.

Enable E1 CAS advanced settings [ E1CAS MFC-RZ advanced settings | | E1CAS profile |
| E1 CAS Ring Down profile | |_Ring down channels | Advanced SIP to ISDN Cause Code Mapping

Enable Session Refresh Timsout ) ) . )
Adds new option to customize which ISDN cause code will be sent

Ring-down audit interval (sec) 0 upon receiving specific SIP error status.
Enable Ring-Down Call Refresh to Integrated Gat
reAlhR A e s N e =il 500/503: Map SIP status to the following available options:

Enable Notify on Switchover to Integrated Gateway - (38) Network Out of Order (default)

- (41) Temporary Failure

Advanced SIP to ISDN Cause Code Mapping

500/503 | (38) Network Out of Order ¥ |
{38) Network Out of Order
{41) Tempoarary Failurs S

(06 | [conel
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£ E1 CAS Advanced Settings

@) E1CAS Advanced Settings provisioning.

Tirmeout For backward request to resume cycle | 150

Call Forward safety
‘Wait For seize acknowledge
Waik For answer
Diouble answer
Answer delay
Persistence check
DTMF start dialing
MF threshold time
spare kimerl

spare kimer2

spare kimer3

spare kimer4

spare kimers

£ E1CAS Profiles

@) E1 CAS Profiles pravisioning.
Default E1 CAS Profiles
Defaulk E1 CAS profiles | Argentina Telefonica

E1 CAS Profiles

30000

G000

65000

400

150

S00

500

3 Add profile will appear in the table.

E1l CAS MFC-R2 advanced settings

NOTE: This section changes the CAS timer values. All timer values are in milliseconds (ms). It
is not recommended to change them if you are not an advanced user.

Timeout for backward request to resume cycle: Resume the MF digit on DNIS timeout
timer.

Call forward safety: Forward Safety Timer.

Wait for seize acknowledge: How much time it is waited for a response to our SEIZE signal.
Wait for answer: How much time it is waited when the call has been accepted.

Double answer: When double answer is in effect, it is the interval between the ANSWER,
CLEARBACK and ANSWER again.

Answer delay: Short delay before answering to give the other end an additional time to detect
the tone off condition

Persistence check: How much time it is waited for CAS signaling before handling the new
signal.

DTMF start dialing: DTMF Start Dialing Timer

MF threshold time: Time that an MF tone should last before being handled.

E1 CAS MFC-R2 profile

There are several pre-defined CAS profiles that can be used on a Branch.
To utilize one of the pre-defined profiles on the Branch, first select it in the
/ drop-down box, and then click the "Add profile" button. The selected profile

Profile parameters can be edited in the table. A new, blank, profile can
be created by clicking the "Add" button and filling in the fields
accordingly. A profile can be deleted by wirst clicking on its row to select [ -

it and then clicking the "Delete" button. Add

AMI before | Maximum amount | Maxinmum amount I axirnurn waiting pletering ) :
Rt Name DMIS of ANI of DNIS | time of ME back bone timpeuolsui Skip cateqory Immediate accept Charge calls
1 Automation O 12 12
Argentina O Name: Name of the CAS profile. i
Telecom X
ANI before DNIS: Get or not ANI before DNIS.
3 Brazil O Maximum amount of ANI: Maximum amount of ANI (calling party nhumber) expected digits.
Embratel 2 Maximum amount of DNIS: Maximum amount of DNIS (called party number) expected
4 Mexico 1 Fl digits.
Maximum waiting time of MF back tone: How much time our backward MF can last.
5 Korea L4 Metering pulse timeout: Timer to wait for metering pulse detection
Skip category: Skip the category request and go directly to Group Il and Group B signals.
Immediate accept: Bypass the use of Group Il and Group Bsignals.
Charge calls: Allow charge of calls.
Enable forced release: Send backward forced release.
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E1 CAS Profiles E1 CAS Ring Down profile ¢
@) E1 CAS Profiles provisionind. | Taple with a summary of E1 CAS Ring Down profiles.
It is possible to Add/Edit/Delete a profile.
| Add || Edit || Delete |
Fow Manne Prafile byvpe ARD E1 Default Profile is a reserved profile
that t be deleted. Th ly editabl
1 &R0 E1 Default Profile ARD - Automatic Ring Down 4/ fiealldsCan gfe ) Idleefoenhooke or;)i);se | an
) Seized/Offhook bits. This profile will be
Z MRD MRD - Manual Ring Down automatically assigned to all channels in a
. trunk group which E1 CAS signaling is Ring
3 ARDMED 1 ARD N ko 1 - Auktomatic Ring Dawn Down and the field E1 CAS profile is
empty.
4 HookHoller Hook-n-Holler
E1 CAS Profile
) E1 CASProfile p Brofile
Profile Profile name: Name of the profile.
Profile type: Type of the profile E1 CAS signaling
Prafile name Profile tvpe | MRD - Manual Ring Down W
MRL - Manual Ring Ciowvn
Timer ARD - Autamatic Ring Down
ARD M ko 1 - Aukomatic Ring Do
Hook-n-Holler
Skark time (ms) Afker skart time (ms) Timer

Wink time {m=s) 1500

Advanced
IdlefOnhaak bits 1001
Ring-down refresh | info

Receiver wink time {(ms)

| Seized/Offhaok biks | 0001

W

Advanced

idle state.

a seizure state.

only).

Idle/Onhook bits: Sets the RBS bits which will be defined to an
Seized/Offhook bits: Sets the RBS bits which will be defined to

Ring-down refresh: Defines the method of manual ring down
receiving or sending a call refresh on the VolP connection after
a call is established. It can be "dtmf", which sends an RTP
event ‘A’ or "info", which sends an INFO SIP message. (MRD
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Start time: this timer is used to delay dial in
Immediate Start and to delay the seizure in ARD
After start time: this timer determines a guard time
after seizure in ARD.

Wink time: timer determines for how long the wink
will be applied in an incoming call in E&M Wink and
determines for how long the wink will be applied in
an outgoing call in MRD

Receiver wink time: this timer determines the
longest time the GW will wait for the wink to be
removed by PSTN.




Ring Down Channels Ring down channels

@ Ring Down Channels management,

Table with the summary of E1 CAS channels configured as Ring Down.

Search for in | Channel v
Row Enable Channel Trunk group A3 signaling A3 profile Ciwn number Ring-down destination Comments
1 Card 1 - Part 2 - Channel 1 OGPort2  ARD - Aukomatic Ring Down ARD E1 Default Profile 15619232555 23451222
2 Card 1 - Part 2 - Channel 2 QGPort2  MRD - Manual Ring Down MRD 15619232556 23451223
3 Card 1 - Port 2 - Channel 3 OGPort2 Hoot-n-Haller HootHoller 15619232557 23451224
4 Card 1 - Port 2 - Channel 4 OGPort2  ARD - Au

Card 1 - Port 2 - Channel 5 OGPort2 ARD - Au

w
=

Enable: Enabling/Disabling setting for the channel.

Channel: Shows Card, Port, and Channel Number (read-only).

Trunk group: Shows the trunk group name the channel is associated to (read-only).
CAS signaling: The signaling of the selected channels. It defines the protocol the
Gateway is configured with the CO (read-only).

CAS profile: Select a profile from the available profile list.

Own number: Destination which will be notified in case of an incoming call. For MRD
and Hoot-n-Holler, this is the exclusive extension, which can perform outgoing calls.
(Only for Ring Down channels).

Ring-down destination: Destination which must be dialed after the PNAC to access the
respective channel for an outgoing call. (Only for Ring Down channels)

oy PRI/CAS Configuration
A5 Advanced Settings

) These fields are only applicable when the signaling method of a PRIJCAS port is CAS,

| Ticasprofile | [

Ring down channels ]

[ ] Enable Session Refresh Timeout
Ring-down audit interval {sec)
[ ] Enable Ring-Dowen Call Refresh to Integrated Gateway

] Enable Matify on Swikchowver o MLC

CAS T1 (and E1) Advanced Settings

Enable Session Refresh Timeout: When this flag is set, the call will be
disconnected if the session's time expires

Ring-down audit interval (sec): Interval in seconds in which audit
mechanism will be executed, checking transmitting and receiving RBS
bits and unexpected states. It can assume values from 10s to 3600s, or 0
to disable it. The default is 0.

Enable Ring-Down Call Refresh to Integrated Gateway: If flag is
enabled, when an ARD, MRD or Hoot-n-Holler channel is involved in a
call and it receives an INVITE with the X-Siemens-Application-Data and
with a new call id from the same originator DN as from the current
ongoing call, it shall disconnect the old call and establish a new call from
the received INVITE. This action shall be taken both in normal and in
survivable mode.

Enable Notify on Switchover to MLC: enable / disable sending the
NOTIFY message with the header Event: server-switchover to each
MLC.
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T1 CAS Profiles

@) T1 CAS Profiles provisioning.

T1 CAS Profiles

Table with the summary of T1 CAS profiles configuration.
It is possible to Add/Edit/Delete a profile.

\

s

J

[ add || Edit || Delete
Raow Mame Profile kvpe
1 ARD Default Prafile ARD - Automatic Ring Down €————————— ARD Default Profile is a reserved profile that can not be
) ) deleted. The only editable fields are Idle/Onhook bits and
: MRD T [10= T R TgE D Seized/Offhook bits. This profile will be automatically
3 ARDMEO 1Tl ARDMto 1 - Automatic Ring Down assigned to all channels in a trunk group which T1 CAS
signaling is Ring Down and the field T1 CAS profile is
4 HookHaller T1 Haot-n-Haller
empty.
2 EM Imm T1 E&M Immediate Start
& EM Wink &M Wink Start
T1 CAS Profile
@) T1 CAS Profile provisioning. Profile
- Profile name: Name of the profile.
Prafile Profile type: Type of the profile T1 CAS signaling.
Profile narme Profile bype | MRD - Manual Ring Down %
Tirner Timer

Pre-wink. time {ms)
Wink time {ms) 1500
Digit guard time {ms)

Debounce time (ms)

Wait disconnect time {sec)

Adwanced
Idle/ionhook bits | 0001
Ring-down refresh | info

Delaved dialfstart time (ms)
Receiver wink time (ms) 100
Ring detection ktime {sec)

Interdigit kime (sec)

After start time {ms)

* | Seized/Offhook bits | 1111

b

Advanced

state.

Idle/Onhook bits: Sets the RBS bits which will be defined to an idle state.
Seized/Offhook bits: Sets the RBS bits which will be defined to a seizure

Ring-down refresh: Defines the method of manual ring down receiving
or sending a call refresh on the VolP connection after a call is established.
It can be "dtmf*, which sends an RTP event ‘A’, or "info", which sends an
INFO SIP message. (MRD only).

Pre-wink time: after the offhook is detected from PSTN,
the GW shall wait this time before sending the wink signal.
Delayed dial/Start time: this timer is used to delay dial in
Immediate Start and to delay the seizure in ARD.

Wink time: timer determines for how long the wink will be
applied in an incoming call in E&M Wink and determines
for how long the wink will be applied in an outgoing call in
MRD.

Receiver wink time: this timer determines the longest
time the GW will wait for the wink to be removed by PSTN.
Digit guard time: this timer determines a delay on starting
sending digits after the wink.

Ring detection time: this time will determine how long an
incoming call will ring before being disconnected.
Debounce time: this time will prevent an offhook (as
answer) to be changed to an onhook before being
debounced by the peer party.

Interdigit time: this timer determines the timeout for
dialing.

Wait disconnect time: this time will determine how long
the iIGW will wait for the peer side to disconnect after it has
gone onhook.

After start time: this timer determines a guard time after
seizure in ARD.
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PRI - Trunk Group Configuration

!_)) Integrated gateway provisioning.

Gateway Configuration ?
Card 1 ‘F"ka[»CASH I Configuration ] [ Trunk group J

Card2 [F¥S l Conﬁgmjtia( J l Trunk group ]

e OSB-GW-Only-2PRI - Trunk Groups - *“indows Internet Explorer
A B B . Add Trunk Group.

£ frunk Groups / After created, it is possible to Edit/Delete existing Trunk Groups.

@) Trunk Groups provisioning.

[ add || Edit || Delete |

_Row | Type | FQDN | Trunk group name | Trunk selection | Hunt type |
1 PRI/CAS 0g.unow.nets.cwb OGPartl TopToBottom Circular
2 PRIjCAS 0g.unow.cas.cwhb OGPort2 TopToBottom Circular

£ Trunk Group Configuration
L)

Select OF to kemporarily store changes, Make wour changes permanent by selecting 'apply Changes' on the General page.

General Channels list Mumber Modification Spare Flags

Zonfiguration

Tvpe

FQDN 0. unow, cas, owb

Trunk group name | OGPork2 l Restart trunk group channels
Trunk selection Top To Bokbam w Hurk type | Circular w
Directian Both il [] Mark sRTP call-leg as secure

Yoice bearer capability | Speech w Configuration

Type: port type (read only data).

FQDN: required for Trunk Group and to be used later on in
“Gateway/Trunk Configuration”/

Trunk group name: name of the Trunk Group

Restart trunk group channels: Restart the enabled channels
from selected list.

Trunk selection: selecting from High or Low Trunk first is
possible.

Hunt type: linear of circular selection

Direction: Specifies the direction of traffic flow supported on
the trunk group.

Mark sRTP call-leg as secure: if a secure media isnegotiated
for a trunk (FXO, BRI or PRI), the call will be indicated as
secure (ST-Siemens-Call-Type: secure)

Voice bearer capability: Speech or 3.1 kHz audio
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£ Trunk Group Configuration

@) Select OK ko temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

General Channels list

Incaming Calls

Number Modification Spare Flags

Incoming Calls
Max overlap digit length

Specific overlap dialing patterns

I- Add J I Delete

Masirnurn digit

Dialing pattern lerath

R

1 0500% 10

Connected line identification presentation incoming

Answer Supervision Timer - Incoming Call {sec) 3&0
incoming calls.

Max overlap digit length: Maximum number of digits that can be received in an
overlap dialing incoming call. When the number of incoming digits matches this
configuration, the called number is considered complete even no sending complete
information is received. If not configured then T302 timer would apply

Specific overlap dialing patterns: Replaces "Max overlap digit length" value.
Indicates that the system must process incoming digits in accordance with the
patterns defined in the table. If this parameter is enabled "Max Overlap Digit
Length" is ignored and the table must have at least one entry.

Connected line identification presentation incoming:

Answer Supervision Timer — Incoming Calls: Value between 120 and 3600.
Default is 360. Note: Corresponding Answer Supervision Timers should be
configured under 'Feature'->'Gateway/Trunk'.

Timers should be configured with a difference of at least 10 seconds between
Gateway/Trunk and Integrated Gateway to avoid racing conditions caused by
simultaneous disconnection.

Blacklist profile: Specifies the Blacklist profile that it will be checked during

EBlacklist profile A

£ Trunk Group Configuration

) Select OK to temporarily store changes. Make vour changes permanent by sel

General Channels list

Outgoing Calls

Number Modification Spare Flags

[ set Mumbering Plan ko I50M
Pre dial delay for DTIMF (sec)
[ send Redirect Hurber instead of calling number For redirected calls
O Calling Party Mumber Presentation Restricted
Zonnected ling identification presentation outgoing

Answer Supervision Timer - Dutgoing Call (sec) 170

Outgoing Calls

Set numbering plan to ISDN: it is set to enable/disable. When the
Number Type is Unknown, it will set the Numbering Plan to ISDN.
Otherwise, it will set to Unknown (only PRI)

NOTE: This flag applies only to Called Party Number

Send Redirect Number instead of calling number for redirected
calls: If selected (enabled), a call that is redirected to the PSTN will
have the last redirecting or transferring party's identity as the Calling
Party Number information element. This attribute is primarily intended
for use when connecting to a carrier that does not understand the
Redirecting Party Number information element.

Calling Party Number Presentation Restricted: Set calling party
number presentation restricted to all outgoing call.

Connected line identification presentation incoming:

Answer Supervision Timer — Outgoing Call: Value between 120 and
3600. Default is 170. Note: Corresponding Answer Supervision Timers
should be configured under 'Feature'->'Gateway/Trunk'.
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Trunk Group Configuration

=
ury
) Select Ok to kemporarily stare changes. Make vour changes permanent by selecting

General Channels list Mumber Modification

Collect Calls

) These fields are only applicable when the country is Brazil,

Collect call contral SEFVEF W

Permission for receiving collect calls by category

Permission For receiving collect calls by double answer

Unify Inc.

Pag

Spare Flags

Collect Calls

Collect call control: who will check the permission for collect calls:

Server -> will add X-Siemens-header:collect-call in NM for calls with the indication
of collect call. In SM, these calls will be rejected if permission is denied.

Gateway -> Branch will check the permission in SM and NM, and reject calls with
the indication of collect call, if permission is denied.

Permission for receiving collect calls by category: In case of CAS, it will check
the permission for collect call by category. If this flag is not checked, the call with
the indication of collect call will be rejected if Collect Call Control is Gateway
(NM/SM) or Server (SM). In case of ISDN, if this flag is not checked, incoming calls
with Reverse Charge Indication will be rejected, if Collect Call Control is Gateway
(NM/SM) or Server (SM).

Permission for receiving collect calls by double answer: if Branch will check
the permission for collect call by double answer. If this flag is not checked, the call
is double answered, which causes the release of the collect calls. Only works for
CAS and Brazil.
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£ Trunk Group Configuration

) Select OK ko temporarily stare changes, Make your changes permanent by 5818 Number: Shows Card. Port. and Channel Number

General Channels list Mumber Modification Spare Flags Own number: Destination which will be notified in case of

E1 CAS - Ring Down

E1 245 signaling

E1 ZAS profile

E1l CAS - Ring Down

CAS profile: Select a profile from the available profile list.

an incoming call. For MRD and Hoot-n-Holler, this is the
exclusive extension, which can perform outgoing calls.
(Only for Ring Down channels).

Ring-down destination: Destination which must be dialed
after the PNAC to access the respective channel for an
outgoing call. (Only for Ring Down channels)

Mumber Cas Profile Ciwn nurmber Ring-down destination
Card 1-Port 2 - Channel 1 ARD - ARD E1 Default Profile 15619232555 23451222
Zard 1 - Port 2 - Channel 2 MRD - MR.D 15619232556 23451223
Zard 1 - Port 2 - Channel 3 Hoot - HookHoller 15619232557 23451224

Card 1 -Port 2 - Channel 4 ARD - ARD E1 Default Profile

Card 1 -Port 2 - Channel & ARD - ARD E1 Default Profile

£ Trunk Group Configuration

) Select Ok to kemporarily stare changes. Make vour changes permanent by selecting 'Apply Changes’ on the General page.

General Channels list Mumber Modification Spare Flags

E1 CAS - MFC R2

) These fields are only applicable when the Framing of a port is E1 CAS,

E1 CAS profile | Automation W

(] Do Mat Accepk Call an Offer

CAS Answer For Early Media
[l sSend End of ANI with Presentation Allowed
F

A5 Send Early Media

Comments

E1 CAS - MFC R2

E1 CAS profile: Select any of the created CAS profiles in CAS profiles table. CAS profile
association is mandatory for CAS E1 trunk groups.

Do Not Accept Call on Offer: If set, the gateway waits for subscriber state (free, busy,
unallocated) before sending backward tone from Group B. If not set, the gateway always
sends free subscriber backward tone immediately after receiving a CAS call. The default is
disabled.

CAS Answer for Early Media: If set allows answer in CAS calls to play announcements.
Otherwise, send the appropriate backward tone.

Send End of ANI with Presentation Allowed: If set sends end of identification with
presentation allowed. Otherwise, sends end of identification with presentation restricted.
(Only Argentina)

CAS Send Early Media: If set sends 183 Session Progress to the SIP side when making
outgoing calls in E1 CAS. Otherwise, sends 180 Ringing.
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£ Trunk Group Configuration

) Select Ok to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

General Channels list Number Modification Spare Flags T1 CAS

T1 CAS T1 CAS signaling: The signaling of the selected channels.

) _ . ) It defines the protocol the Gateway is configured with the
)/ These fields are only applicable when the Switch bype of & part is T1 CAS, CO.

T1 CAS addressing signaling: The addressing type of
digits to be sent in the signaling. It can be DTMF or MF.

T1 CAS signaling | E2M Immediate Stark % | T1CAS addressing signaling |DTMF | T1 CAS profile: Select a profile from the available profile
list. The profiles must be created before in PRI
T1 CAS profile |EM Imm T1 - E&M Immediat Configuration. If T1 CAS signaling is Ring Down, ARD

Default Profile will be automatically assigned to those
channels that have never had the T1 CAS profile assigned
before, this value can be changed afterwards.

£ Trunk Group Configuration

) Select OK to temporarily store changes. Make your changes permanent by selecting "Apply Changes' on the General page.

General Channels list Number Modification Spare Flags
T1 CAS
) These fields are only applicable when the Switch type of a part is T1 CAS, T1 CAS - Ring Down
T1 CAS signaling | Ring Down | T1 CAS addressing signaling

T1 CAS profile

humber Cas Profile Cwn number Ring-down destination Comments
Card 1 - Port 1 - Channel 1 2P0 -ARD D;:;'ﬁg 551138172001 12341001
Card 1 - Port 1 - Channel 2 MRD - MRD T1 E51138172002 12341002

Hoak - HootHoller
T1

ARD - ARD Defaulk
Profile

Card 1 - Port 1 - Channel 3 551133172003 12341003

Card 1 - Port 1 - Channel 4

Card 1 - Port 1 - Channel 5 ARD - ARD foa,'fflt
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£ Trunk Group Configuration

) Select O to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page,

General Channels list Mumber Modification

Zonfiguration

Spare Flags

) ‘when adding a trunk group with E1/T1 CAS channels, specific configuration will be shown only after the first E1/T1 CAS channel is added ko the trunk group,

Channels list
Filker b
— S :
Card 1 - Part 1 e
Zard 1 - Pork 2 ] _
e

Selected Channel

Card 1 - Part 1 - channel 1
Zard 1 - Port 1 - channel 2
Zard 1 - Port 1 - channel 3
Zard 1 - Port 1 - channel 4
Zard 1 - Port 1 - channel S
Zard 1 - Port 1 - channel &
Zard 1 - Port 1 - channel 7
Zard 1 - Port 1 - channel &
Zard 1 - Port 1 - channel 9
Zard 1 - Port 1 - channel 10
Zard 1 - Port 1 - channel 11
Zard 1 - Port 1 - channel 12
Zard 1 - Port 1 - channel 13
Zard 1 - Port 1 - channel 14

Filter: this drop-down box is used to filter the list of available
channels to a specific Port on a specific card. Selecting the blank
entry in the drop-down list will display all channels of all ports of
all cards.

The left-hand list shows the list of PRI channels that are
available. Any channel that is already in use on this or another
trunk group will not be shown here.

To add a channel to the "Selected Channel" list, first click it to
select it, and then click the double-right chevron button. Multiple
channels can be selected by holding down the Ctrl key while
selecting them.

£ Trunk Group Configuration

@) Select O to temporarily store changes, Make your changes permanent by selecting 'Apply Changes' on the General page.

General

Channels list | Metwork specific Facilities

Mumber Modification

Spare Flags

Configuration
Send NSF
Metwork, I0

Facility coding value | none

Setvice parameters

|:| Ignore incoming MSF

NSF is only available for T1.
The network specific facilities is an information element used in the NI2 protocol to
provide the call-by-call service.
If this service is provided by the carrier network, the following fields should be set
accordingly

Send NSF: enabling/disabling sending the NSF.

Network ID: Four-digit code that indicates the carrier network which the service/feature
will be requested. If empty, it indicates the local service provider.

Facility coding value: Indicates the service/feature requested to the carrier network.
Please, consult the carrier network documentation to check which services/features are
provided. Only services are supported by the Branch.

Service parameters: Up to five digits that provide additional information to the
service/feature requested. Not all services requires service parameters.

Ignore incoming NSF: If this flag is enabled, the NSF information on incoming calls will
not be checked. If this flag is disabled, incoming calls will be only accepted if configured
NSF matches with received NSF information
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56.5 Integrated Gateway — General Settings

56.5.1 Gateway/Trunk Configuration

M Gateways/Trunks

@ Gateways|Trunks provisioning,

ey SiZalingaddress Femate LIRL Part | Inketface fTransport Routing Catesay ik
type prefix bype
IP address or o Inteqrated
1 FODN og, unow, nekS, cvbl 5096 LAMN LoF 0290%: Gateway
IP address or o Integrated
z FQDN og.unow,cas,cwb B5096 LAMN uoF 0291% Gatewa

50i DP24 supports QSIG and Cornet-NQ.

Remote URL: should contain FQDN configured for trunk
group.

Port: 5096 must be used for Integrated GW.

Transport: UDP must be used.

GW Type: Integrated Gateway must be selected.

Trunk profile: Gateway must be used.

kte

. o Cukput digik Oukput digik
Functional kype | Trunk profile gt and
All Modes
Egress{Ingress Gateway 4
All Modes
Egress/Ingress Gateway &

In normal mode QSIG and Cornet-NQ messages are tunneled to OSV through SIPQ V2. In survivable mode QSIG and

Cornet-NQ willl be translated to regular SIP with a limitation on feature support.

The support of QSIG by OSB is required to allow subscribers on an OSV to interwork with subscribers on networked
HiPath3000/4000 and 3rd party PBXs. SIPQ V2 is required in order to support SRTP over connections established via
SIPQ.SIPQv1 will not be supported by OSB.

In case of interconnection with old PBXs, the flag "truncated mime" should be activated in the OSV.

56.5.3

= Trunk Groups
@) Trunk Groups provisioning.

Blacklist Profile

Blacklist Profile ]

Blacklist

Possible to blacklist incoming calls based on
Calling Party Number.

Feature applies only for integrated gateway
trunks on both NM and SM.

Disconnection cause code will be Normal Call
Clearing.

No CDR will be created.
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Blacklist Profiles ?

@) Blacklist profiles provisioning,

R Marne
1 List01
2 List02

Max of 20 profiles can be created

[ add |[ Edit |[ Dpelete

Blacklist profiles
Trunk Groups provisioning. Blacklist profile configuration
@) Endpoint service profiles provisioning.

£ Trunk Groups
9

@) Endpoint service profile configuration provisioning.

Row | Name
1 General
- Type FQDN 1 Blacklist profile 1
1 PRIJCAS siemens. com Name Blacklist profile 1
Blocked Calls
]
Row | Denied number

Endpoint Service Profile 1 0800%

| Blacklist profile |

| Add || Edit || Delete |

| add || Delete
Max of 20 entries in each profile.

Max of 24 digits in each entry.

Denied numbers can be defined with
special character %: i.e, %5000 (suffix) or
4989% (prefix)

Patterns can be defined with special
character %, i.e, %9232473 (suffix) or
561923% (prefix) using the same match
pattern as in the trunkgroup match.
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Select OK to temporarily store changes. Make your changes permanent by sele

% Trunk Group Configuration
L)

| Generall Channels list
Configuration
Type PRI/CAS
FQDN Siemens. com

Trunk group name |tkgl
Trunk selection Top To Bottom
Direction Both

Voice bearer capability | Speech

Incoming Calls

Max overlap digit length

Spedific overlap dialing patterns

Number Modification

[ (] []

Connected line identification presentation incoming

Blacklist profile |Blacklist 1

Cutgoing Calls

[=]

Spare Flags

Hunt type | Linear

Mark sRTP call4

235

Each trunk group can have a
profile associated

New call restriction context
will be created in B2B
extension files;

Blacklist feature shall apply
only for integrated gateway
trunks (S0,S2,FX0), on both
NM and SM;

FXO: Only possible if the
CLIP is supported.

B2B will disconnect/hangup
and no INVITE will be sent to
Kamailo;
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= Trunk Group Configuration

) Select OK to temporarily store changes. Make your changes permanent by selecting "Apply Changes’ on the General page.

| General | Channels list Network specific facilities Number Modification Spare Flags

Configuration
Type PRIJCAS
FQDN thg 1.unify
Trunk group name  tkgl
Trunk selection Top To Bottom [~]
Drection Both [+]
Voice bearer capabiity Speech E]
incoming Calis
Max overiap digit length

Spedific overlap dialing patterns

Connected line identification presentation incoming

Answer Supervision Timer - Incoming Call (sec) 350

Force FQDN in Contact Header for Incoming Calls in NM

Blackist profile [+]

Ensble IPC Redundancy Call delay in ms

0

| Restart trunk group channels |

Hunt type | Linear =

Mark sRTP calldeg as secure

Enable IPC Redundancy - Enable IPC Redundancy delay control (used for CAS —ARD
systems). This checkbox is disabled by default.

Call Delay in ms : Delay to be applied on the Incoming call processing when the IPC
Redundancy flag is activated. Available values: 100-3000 msec.Default value set at 0
msec.
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i Integrated Gateway

@) Integrated gateway provisioning,

Gateway Configuration

Card 1 | PRIJCAS l Configuration ] l Trunk group ]

Card 2 F¥S l Configuration ] l ]

Enable QoS monitoring: Checking this checkbox
will enable the "QoS monitoring configuration"

Q05 Monitoring button, which, when clicked, will open a new screen
that permits the user to set up the QoS monitoring
§ parameters.
Enable QoS monitaring l Qo5 monitoring configuration T
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%] QoS5 Monitoring Configuration

¥ QoS5 monitaring pravisioning. Send traps: it is set to enable/disable the send traps.
Reporting mechanism: Selecting the criteria for reporting the
QoS parameters by a drop down box. The values must be
threshold crossing or Collection of each callsession.
QCU IP address: It configures the QCU IPaddress.

QCU port: It configures the QCU Port address.
send traps Maximum jitter threshold: Setting the Threshold for maximum

Configuration

jitter in the RTP stream.

R EEE) Threshold crossing Average round trip delay threshold: Setting the Threshold for
maximum round trip delay in the RTP stream.

QCUTP address 10.234.1.10 Lost packets threshold compressing: it configures the
Threshold for count of lost packets in the RTP stream for

QU port 1z010 compressed codecs.
Lost packets threshold not compressing: Setting the

Mancimum fitker threshold 20 Threshold for count of lost packets in the RTP stream for non-
compressed codecs.

fverage round krip delay threshald 100

Lost packets threshold compressing 10

Losk packets threshold nok compressing | 10

56.5.4 Codec Configuration

=) YOIP

@ Select OK ko temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Sip Server Settings Port and Signaling Settings Manipulation and Routing Error Codes Media

Media Profiles ¢
Select Profile “igw_lan” and press Edit
\\ﬂ [ Edit ||
Prafile name Codecs Media protocal Key exchange method Mark sRTP Call-leg as Secure | Single m-line SRTP
default Strick Pass-Thru nane
igw_lan G711A,G711U,G729 Best Effort SRTP mikey (]

bZbua_profile G711A,G7110 RTP only none
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J4 Media Profile

General

Name

@ Select OK ko temporarily store changes. Make your changes permanent by selecting ‘Apply Changes' on the General page.

Media protocal | Best EFfort SRTP
SRTP configuration

SRTP crypto context negotiation | mikey
Mark SRTP Call-leg as Secure
Single m-line SRTP

Codec configuration
Allows unconfigured codecs

[] Enfarce codec prierity in profile

[] send Telephany Event in Invite withaut SOP

Packetization interval | auto W
Codec 5722 & kHz - 64 kbps ~ Add
Priarity
1
z
3

NOTE: For OSB, Multiple packetization

56.5.5 CID Suppression

Features

@) Enable/Disable desired Feature,

Features fvailable in Survivability Mode Only

rLlki-line Hunk Groups
Call Forwarding

Enable Call Cetail Records

O use PAIIPPI as ing Party Mumber

<&
System calling number suppression

Enable Music On Hold Far Gateways & Subscrib

/

Mark

Media Protocol: Media security supported for calls to and from the
Integrated GW.

Key Exchange Method: if Best Effort SRTP is selected then is
possible to configure mikey (Multimedia Internet KEYing) or sdes
(Security Descriptions).

marked as secure with the SIP X-Siemens Call-Type: ST-Secure
header for all FXS ports when TLS/SRTP is used. Otherwise, the SIP
X-Siemens-Call-Type: ST-Insecure header will be sent.

SRTP call-leg as Secure: if checked then the call will be

in the table below.
Note: Codecs can

be selected/enable under

transcoding->Configure->Select codecs.

Codec: This drop-down box presents a list of codecs that are available to be added to the
profile. Selecting a codec and then clicking the "Add" button will result in the codec appearing

Features->Enable Codec Support for

Priority: This table presents the list of codecs that are assigned to the media profile. The
"Priority" column indicates their relative priority to each other. The priority order can be
adjusted by clicking the "Move up" or "Move down" buttons. The delete a codec from the
table first click it to select it and then click the "Delete" button.

\

I. Move up JI Move down I[

Delete

g

=)

1%

J

Codec Mame
G711A 8 kHz - 64 kbps

G711 & kHz - 64 kbps

G729 8 kHz - & kbps

interval is not allowed,

[. Configure ]

[. Configure ]

the same value for all rows MUST be used.

l. Configure ]

System calling number suppression — access code:
allows the Branch subscriber to use the Calling Line
Identification Restriction (CLIR) feature in a per call basis.
To avoid the presentation of the caller party number to the
called party, the caller shall enter de configured access
code in the beginning of dial, before the gateway routing
prefix and the destination number.

Note: Only applies in Survivable Mode.

access code | *51
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56.5.6

Number Modification

The new Called Party Number/Request URI handling will be as shown below:

SIP ISDN
Post TON OUT Normal TON IN
Add PNAC+Prefix ' Mode
GNE g\_‘ReceNed TON
International
None O Match
INVITE O Prefixes
R-URI O | SETUP _
Received TON & | called Party
Add PNAC+Prefix International & )
) Survivable
None ) National o) Mode
Subscriber 0 Incoming
TON IN TON OUT Post
TON determined Received TON
From rcvd digits International (OAdd Prefix
INVITE o B ¢-Unknown TON SETUP
R-URI | "> 4 Unknown oNational None Called Party
TON not f Subscriber
determined O ] O Local Toll Tablg
fromrovd ~ (O—National o=
digits O_Subsgnth Outgoing
The new Calling Party Number handling will be as shown below:
SIP ISDN
Post TONOUT TON IN
Add PNAC+Prefix
. Normal
GNE é\_‘RecelvedTON G- Mode
INVITE None o International 0 Match
Prefixes
& | calling Party
Add PNAC+Prefix Received TON
None Q\_‘l ternational Survivable
@) nternationa Mode
Local TollTable .
Incoming
TONIN TON OUT Post
O determ|_ne_3d Received TON
From rcvd digits Add Prefix
International O
INVITE | Oﬁ OUnknown ToN| | SETUP
R-URI > O—@-Unknown | OREIONAL__— N o Calling Party
TON not (- International CM
determined .
fromrevd  O—National
digits riber ]
Outgoing
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£ Trunk Group Configuration
) Select Ok to temporarily stare changes. Make vour changes permanent by selecting 'Apply Changes' on the General page,
General Channels list ’I Mumber Modification Spare Flags

Definitions

Counkry code 1 Area code g61

rational number length 10 Subscriber number length | 7
Definitions

Prefixes Country code: configuration of the country code
Area code: configuration of the Local Area Code
National number length: If the Digit length check is

International PHAC |9 Inkernational prefiz 011 | enabled and a match for PNAC and/or Prefix is found the
length of the number will be performed, after stripping PNAC

Mational FRAC g Mational prefix 1 and/or Prefix if the remaining length is equal to the National
number length the TON will be set to National.

] ] ) Subscriber number length: If the Digit length check is

Subscriber PNAC |9 Subscriber prefix enabled and a match for PNAC and/or Prefix is found the

length of the number will be performed, after stripping PNAC

and/or Prefix if the remaining length is equal to the
Subscriber number length the TON will be set to Subscriber.

Prefixes

International PNAC: configuration of the international
Public Network Access Code (PNAC)

International prefix: configuration of the international
prefix.

National PNAC: configuration of the national PNAC.
National prefix: configuration of the national prefix.
Subscriber PNAC: configuration of the subscriber PNAC.
Subscriber prefix: configuration of the subscriber prefix

Gateway Number Modification Default Settings

With the default settings:

>

>

>

Incoming calling and called party numbers are sent as received to the proxy’s Number Manipulation function, prefixed with
PNACSs and prefixes.

Outgoing calling party numbers are sent to the PSTN as received from the proxy’s Number Manipulation function without post-
manipulation.

Outgoing called party numbers are sent to the PSTN as received from the proxy’s Gateway Routing function without post-
manipulation.

Note that not having post-manipulation enabled means that if the OSB 50i/500i receives prefixed numbers from the OSB proxy, these
numbers are mostly sent without the prefixes to the PSTN. In order to still send the prefixes, the post-manipulation must be set to ‘Send
Prefixes’.

The integrated gateway will perform best when it receives numbers with PNACs and prefixes. That way the number modification can
be easily controlled.
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58.7.8.1 Incoming Calls

£ Trunk Group Configuration

) Select OK to temporarily store changes, Make your changes permanent by selecting 'Apply Changes' on the General page.

General Channels list I Number Mudiﬁcatinnl Spare Flags

Inconing Calls

TON-IN TON-OUT Post Manipulation
Calling party number
[ match prefixes For Unknown numbers Mormal Mode
[ 1o via length check Preferred TOM ba STP | Same as TON-IM hd Add PrAC and Prefix w

Survivable Mode

Preferred TOM ko STP | Same as TON-IN hd Add PHAC and Prefix w

Use Local Toll Tabl: 44— “Use Local Toll Table” checkbox is used to perform an LTT lookup on an
incoming call. It is applicable ONLY for T1 systems. The results of the
Called party number lookup won't affect the Type of Number (TON) settings, but it will be used
later in the call. The default value for this field is 'unchecked’.

[ match prefixes For Unknown numbers Mormal Mode

[ 1o via length check Preferred TOM ba STP | Same as TON-IM hd Add PrAC and Prefix w

Survivable Mode

Preferred TOM ko STP | Same as TOM-IM b Add PHAC and Prefiz ¥
Connecked number
¥ Copy configuration from OUTGOING calling party number
Match PMACS and/or prefixes Preferred TOM ko PSTH | Same as TOMN-IN b Mone b

[ TomM via length check.

Default TOM From SIP

When determining TON-IN, “TON via length check” is disabled unless “Match prefixes for Unknown numbers” is checked.
Both flags can be checked at the same time.

Match Prefixes for Unknown Numbers (calling and called): If set, the leading digits of the incoming calling or called party

number with Unknown Type of Number is matched against (in this order) the International Prefix, National Prefix and Subscriber
Prefix. The prefix field must have a non-empty value to match. In case a number remains Unknown after the prefix check, the
default Type of Number of Subscriber is taken.

. If set and if number lengths are specified in National Number Length and/or

Subscriber Number Length, the length of the incoming number is checked against these lengths and if a length match is found the
appropriate Type of Number is assumed for the incoming number.

The following are the possible options on the drop-down list boxes:

Incoming calls from the PSTN during Normal Mode

Calling Party Number Called Party Number

Preferred TON to SIP Post Manipulation Preferred TON to SIP Post Manipulation

Same as TON-IN None Same as TON-IN None

International Add PNAC and Prefix International Add PNAC and Prefix
GNF GNF

Incoming calls from the PSTN during Survivable Mode

Calling Party Number Called Party Number

Preferred TONto SIP | Post Manipulation Preferred TON to SIP | Post Manipulation

242 OpenScape Branch V10 Configuration



Same as TON-IN None Same as TON-IN None

International Add PNAC and Prefix International Add PNAC and Prefix
National
Subscriber

Preferred TON to SIP in Normal Mode:
Same as TON-IN: the input TON is the preferred output TON

International: an output TON of International means that the number is normalized to an International number if the input TON is
national or subscriber using the country code and/or area code.

Preferred TON to SIP in Survivable Mode:
Same as TON-IN: the input TON is the preferred output TON
International: an output TON of International means that the number is normalized to an International number if the input TON is
national or subscriber using the country code and/or area code
National: an output TON of National means that the number is either upgraded from a subscriber number to a national number using
the area code defined in Req. 2040 or that an international number is downgraded by stripping the country code if it starts with the
country code.
Subscriber: an output TON of Subscriber means that an international number is downgraded by stripping the country code if it starts
with the country code . If the resulting national nhumber or any incoming national number starts with the area, then the area code is
stripped as well.

Post-Manipulation Settings in when in Normal mode:
None: the number is sent on the SIP interface without adding PNACs and prefixes or converting an international number to GNF — this
setting is not recommended unless the Preferred TON to SIP in Normal Mode is set to International.
Add PNAC and Prefixes: the number is sent on the SIP interface prefixed with the PNAC and prefix appropriate for the TON
determined by the Preferred TON to SIP in Normal Mode setting.
GNF: an international number is prefixed with a ‘+’ before being sent on the SIP interface without adding the international PNAC and
prefix. Other types of number are also sent without adding PNAC and prefixes. It is expected that this setting is used with Preferred
TON to SIP in Normal Mode set to International

Post-Manipulation Settings in when in Survivability mode:
None: the number is sent on the SIP interface without adding PNACs and prefixes or converting an international number to GNF — this
setting is not recommended unless the Preferred TON to SIP in Survivable Mode is set to International.
Add PNAC and Prefixes: the number is sent on the SIP interface prefixed with the PNAC and prefix appropriate for the TON
determined by the Preferred TON to SIP in Survivable Mode setting.
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58.7.8.2 Outgoing Calls

£ Trunk Group Configuration

@ Select OK to temporarily store changes. Make your changes permanent by selecting "4pply Changes' on the General page.

General

Oukgoing Calls

Channels list || [Number Modification] || Spare Flags

TON-IN TON-OUT Post Manipulation

Zalling party number

Match PHACs andfar prefizes Preferred TOMN bo PSTM | Same a5 TON-TN b More W

O 1om via length check.
Defaulk TOM from SIP
Called party number

fMakch PMACs andfor prefizes Preferred TOMN ko PSTM | Same as TON-IM w Mone L'

[ TOM via lenath check. [ Set TON-OUT to Unknown For E911 calls
Default TOM From SIP
Zonnected number

Copy configuration From INCOMING caling party number

Makch prefizes For Unknown numbers Marrnal Mode

TOM wia length check, Preferred TOM ko SIP

Survivable Mode

Preferred TOMN bo SIP

. If set, the leading digits of the incoming calling or called party number are
matched against (in this order) the International PNAC and Prefix, National PNAC and Prefix and Subscriber PNAC and Prefix.
The combination of PNAC and prefix field must have a non-empty value to match.

TON via Length Check (calling and called): If the TON after the previous checks is still Unknown and if this check is set and if
number lengths are specified in National Number Length and/or Subscriber Number Length, the length of the incoming number is
checked against these lengths and if a length match is found the appropriate Type of Number is assumed for the incoming
number.

The following are the possible options on the drop-down list boxes:

Outgoing Calls to the PSTN
Calling Party Number Called Party Number
Default TON Preferred TON Post Default TON Preferred TON Post
from SIP to PSTN Manipulation from SIP to PSTN Manipulation
International Same as TON- None International Same as TON- None
National IN National IN
Subscriber International Unknown TON Subscriber International Unknown TON
Unknown National Unknown National
Subscriber Add Prefix + Subscriber Add Prefix +
Unknown TON Local Toll Table | Unknown TON
Preferred TON 1o POTN:

Same as TON-IN: t

he input TON is the preferred output TON

International: an output TON of International means that the number is normalized to an International number if the input
TON is national or subscriber using the country code and/or area code.

National: an output TON of National means that the number is either upgraded from a subscriber number to a national number using
the area code or that an international number is downgraded by stripping the country code if it starts with the country code .

Subscriber: an output TON of Subscriber means that an international number is downgraded by stripping the country code if it starts
with the country code . If the resulting national number or any incoming national number starts with the area code, then the area code is
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stripped as well.
Local Toll Table: the output TON will be determined from the LTT lookup.

Post-Manipulation Settings:
None: the number is sent on the PSTN interface without adding a prefix or setting the Type of Number to Unknown.

Add Prefix + Unknown TON: the number is sent on the PSTN interface prefixed with the prefix appropriate for the TON determined by
the Preferred TON to PSTN setting.

Unknown TON: the number is sent on the PSTN interface after setting the Type of Number to Unknown.

For outgoing numbers:
e |F “Match PNACs and Prefixes” is set THEN

o Set “Default TON from SIP” to “Unknown” and disable it.

o Enable “TON via length check” and reset the checkbox.
e ELSE

o Set “Default TON from SIP” to “Unknown” and enableit.

o Disable “TON via length check” and reset the checkbox.
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58.7.8.3 OSB 50i/500i Gateway Number Modification Implementation

Below is the logic that is implemented for each of these settings:

Step la (Outgoing Calls): Determine the TON-IN of the From/PAIl/P-Preferred-ldentity/Diversion/Request-URI number received in the
SIP INVITE message as follows:
» IF number starts with ‘+’, TON-IN is INT (strip the ‘+°).
» ELSE IF Match PNACs and Prefixes is not checked, set TON-IN according to GUI field “Default TON from SIP”
» ELSE IF Match PNACs and Prefixes is checked:
o IF number starts with International PNAC and Prefix, TON-IN is INT (strip the PNAC and Prefix).
o ELSE IF number starts with National PNAC and Prefix, TON-IN is NAT (strip the PNAC and Prefix).
o ELSE IF number starts with Subscriber PNAC and Prefix, TON-IN is SUBS (strip the PNAC and Prefix).
= |F Country Code is 1 and National Number Length is 10, TON-IN is SUBSwWAC
o ELSE TON-IN is Unknown

o IF TON-IN is Unknown and TON via Length Check is checked and National Number Length and/or Subscriber Number
Length are not empty:

= |F Number Length matches the National Number Length, TON-IN is NAT
= ELSE IF Number Length matches the Subscriber Number Length, TON-IN is SUBS
= ELSE TON-IN remains Unknown

Step 1b (Incoming Calls): Determine the TON-IN of the Calling/Redirecting/Called Party number received in the ISDN SETUP
message as follows:

» IF NPl is ISDN and ISDN TON is International, TON-IN is INT

> ELSE IF NPl is ISDN and ISDN TON is National, TON-IN is NAT

» ELSE IF NPl is ISDN and ISDN TON is Subscriber, TON-IN is SUBS
>

ELSE IF Match Prefixes for Unknown Numbers is checked and the International/National/Subscriber Prefixes fields are not
empty:

o IF Number starts with International Prefix, TON-IN is INT (strip international prefix)
o ELSE IF Number starts with National Prefix, TON-IN is NAT (strip national prefix)
o ELSE IF Number starts with Subscriber Prefix, TON-IN is SUBS (strip subscriber prefix)
o ELSE TON-IN is SUBS (do not strip anything)
= |IF Country Code is 1 and Number Length is 10, TON-IN is SUBSwWAC
» ELSE IF TON via Length Check is checked and National Number Length and/or Subscriber Number Length are notempty:
o IF Number Length matches the National Number Length, TON-IN is NAT
o ELSE IF Number Length matches the Subscriber Number Length, TON-IN is SUBS
» ELSE TON-IN is Unknown

Step 2a: Determine the TON-OUT for the Calling Party based on the Preferred TON setting:

» IF the OSB is in Survivable Mode AND the “Local Toll Table” checkbox (see Error! Reference source not found.) ischecked:

o Look up the Called Party/Calling Party relationship in the Local Toll Tables (see section Error! Reference source notf
ound.) and use the resulting output to create an X-Oscar header to insert into the INVITE message. Proceed with the
next bullet in the sequence.

» IF Preferred TON is International:
o IF TON-INis INT, TON-OUT is INT (leave number unchanged)
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o ELSE IF TON-IN is NAT, TON-OUT is INT (add country code)
o ELSE IF TON-IN is SUBSWAC, TON-OUT is INT (add country code)
o ELSE IF TON-IN is SUBS, TON-OUT is INT (add country code and area code)
o ELSE, TON-OUT is UNKNOWN
» ELSE IF Preferred TON is National (applies to outgoing calls only):
o IF TON-IN is INT and number starts with country code, TON-OUT is NAT (remove country code)
o ELSE IF TON-IN is INT and number does not start with country code, TON-OUT is INT (leave number unchanged)
o ELSE IF TON-IN is NAT, TON-OUT is NAT (leave number unchanged)
o ELSE IF TON-IN is SUBSWAC, TON-OUT is NAT (leave number unchanged)
o ELSE IF TON-IN is SUBS, TON-OUT is NAT (add area code)
o ELSE, TON-OUT is UNKNOWN
» ELSE IF Preferred TON is Subscriber (applies to outgoing calls only):

o IF TON-IN is INT and number starts with country code and area code, TON-OUT is SUBS (remove country code and
area code)

o ELSE IF TON-IN is INT and number starts with country code, TON-OUT is NAT (remove country code)
o ELSE IF TON-IN is INT and number does not start with country code, TON-OUT is INT (leave number unchanged)
o ELSE IF TON-IN is NAT and number starts with area code, TON-OUT is SUBS (remove area code)
o ELSE IF TON-IN is NAT and number does not start with area code, TON-OUT is NAT (leave number unchanged)
o ELSE TON-OUT is TON-IN (leave number unchanged)

» ELSE IF Preferred TON is Same as TON-IN
o TON-OUT is TON-IN (leave number unchanged)

Step 2b: Determine the TON-OUT for the Called Party based on the Preferred TON setting:

» IF Outgoing call and Preferred TON is Local Toll Table:

o Look up the Called Party/Calling Party relationship in the Local Toll Tables (see section Error! Reference source notf
ound.) and use the resulting output to set TON-OUT.

o IF TON-OUT from LTT is National:
= |F TON-IN is INT and number starts with country code, TON-OUT is NAT (remove country code)

= ELSE IF TON-IN is INT and number does not start with country code, TON-OUT is INT (leave number
unchanged)

= ELSE IF TON-IN is NAT, TON-OUT is NAT (leave number unchanged)
= ELSE IF TON-IN is SUBSWAC, TON-OUT is NAT (leave number unchanged)
= ELSE IF TON-IN is SUBS, TON-OUT is NAT (add area code)
= ELSE, TON-OUT is UNKNOWN
o ELSE IF TON-OUT from LTT is Subscriber:

= |F TON-IN is INT and number starts with country code and area code, TON-OUT is SUBS (remove country
code and area code)

= ELSE IF TON-IN is INT and number starts with country code, TON-OUT is NAT (remove country code)

= ELSE IF TON-IN is INT and number does not start with country code, TON-OUT is INT (leave number
unchanged)

= ELSE IF TON-IN is NAT and number starts with area code, TON-OUT is SUBS (remove area code)
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= ELSE IF TON-IN is NAT and number does not start with area code, TON-OUT is NAT (leave number
unchanged)

= ELSE TON-OUT is TON-IN (leave number unchanged)
o ELSE IF TON-OUT from LTT is SUBSWAC:
= |F TON-IN is INT and number starts with country code, TON-OUT is SUBSwWAC (remove country code)

= ELSE IF TON-IN is INT and number does not start with country code, TON-OUT is INT (leave number
unchanged)

= ELSE IF TON-IN is NAT, TON-OUT is SUBSWAC (leave number unchanged)
= ELSE IF TON-IN is SUBS, TON-OUT is SUBSWAC (add area code)
= ELSE TON-OUT is TON-IN (leave number unchanged)
o ELSE IF TON-OUT from LTT is Unknown
= TON-OUT is TON-IN (leave number unchanged)
» ELSE IF Preferred TON is International:
o IFTON-INis INT, TON-OUT is INT (leave number unchanged)
o ELSE IF TON-IN is NAT, TON-OUT is INT (add country code)
o ELSE IF TON-IN is SUBSWAC, TON-OUT is INT (add country code)
o ELSE IF TON-IN is SUBS, TON-OUT is INT (add country code and area code)
o ELSE, TON-OUT is UNKNOWN
» ELSE IF Preferred TON is National (does not apply to incoming Normal Mode calls):
o IF TON-IN is INT and number starts with country code, TON-OUT is NAT (remove country code)
o ELSE IF TON-IN is INT and number does not start with country code, TON-OUT is INT (leave number unchanged)
o ELSE IF TON-IN is NAT, TON-OUT is NAT (leave number unchanged)
o ELSE IF TON-IN is SUBSWAC, TON-OUT is NAT (leave number unchanged)
o ELSE IF TON-IN is SUBS, TON-OUT is NAT (add area code)
o ELSE, TON-OUT is UNKNOWN
» ELSE IF Preferred TON is Subscriber (does not apply to incoming Normal Mode calls):

o IF TON-IN is INT and number starts with country code and area code, TON-OUT is SUBS (remove country code and
area code)

o ELSE IF TON-IN is INT and number starts with country code, TON-OUT is NAT (remove country code)
o ELSE IF TON-IN is INT and number does not start with country code, TON-OUT is INT (leave number unchanged)
o ELSE IF TON-IN is NAT and number starts with area code, TON-OUT is SUBS (remove area code)
o ELSE IF TON-IN is NAT and number does not start with area code, TON-OUT is NAT (leave humber unchanged)
o ELSE TON-OUT is TON-IN (leave number unchanged)

» ELSE IF Preferred TON is Same as TON-IN
o TON-OUT is TON-IN (leave number unchanged)

Step 3: Determine the Post Manipulation based on the TON-OUT from 2a or 2b:

» IF there is an LTT Header and Post Manipulation is set to Add PNAC and Prefix
o IFLTT lookup resultis INT, add International PNAC and Prefix to the X-Oscar-LTT-Calling-DN Header
o ELSE IF LTT lookup result is NAT, add National PNAC and Prefix to the X-Oscar-LTT-Calling-DN Header
o ELSE IF LTT lookup result is SUBSWAC, add Subscriber PNAC and Prefix to the X-Oscar-LTT-Calling-DN Header
o ELSE IF LTT lookup result is SUBS, add Subscriber PNAC and Prefix to the X-Oscar-LTT-Calling-DN Header
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o ELSE nothing to be done
IF Post Manipulation is set to None
o IF TON-OUT is SUBSWAC, TON-OUT is NAT (leave number unchanged)
o ELSE nothing to be done (leave number unchanged)
ELSE IF Post Manipulation is set to GNF (does not apply to Survivable Mode)
o IF TON-OUT is INT, TON-OUT is Unknown (add ‘+’)
o ELSE IF TON-OUT is SUBSWAC, TON-OUT is NAT (leave number unchanged)
o ELSE nothing to be done anymore (leave number unchanged)
ELSE IF Post Manipulation is set to Add Prefix + Unknown TON
o IF TON-OUT is INT, TON-OUT is Unknown (add International Prefix)
o ELSE IF TON-OUT is NAT, TON-OUT is Unknown (add National Prefix)
o ELSE IF TON-OUT is SUBSWAC, TON-OUT is Unknown (add Subscriber Prefix)
o ELSE IF TON-OUT is SUBS, TON-OUT is Unknown (add Subscriber Prefix)
o ELSE (leave number unchanged)
ELSE IF Post Manipulation is set to Add PNAC and Prefix
o IF TON-OUT is INT, TON-OUT is Unknown (add International PNAC and Prefix)
o ELSE IF TON-OUT is NAT, TON-OUT is Unknown (add National PNAC and Prefix)
o ELSE IF TON-OUT is SUBSWAC, TON-OUT is Unknown (add Subscriber PNAC and Prefix)
o ELSE IF TON-OUT is SUBS, TON-OUT is Unknown (add Subscriber PNAC and Prefix)
o ELSE nothing to be done anymore
ELSE IF Post Manipulation is set to Unknown TON

o TON-OUT is Unknown (leave number unchanged)
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56.5.7 Local Toll Table

ig Integrated Gateway

¢), Integrated gateway provisioning.

Gateway Configuration

Card1 FRI Configuration | | Trunk group J
Card2 FXS Configuration J ‘
QoS Monitoring
Enable QoS monitoring J
Local Toll Tables

Q) These fields are only applicable when the country is United States / North America or United States Circa 1950 / North America.

Local Toll Tables |

O Local Toll Table Configuration

O Local Tol Tadle Configuraton

Local Toll Tables imported to 0S8

Local Toll Table Name Number Modded
Boce-Tol-3 151950 01206-18 11:3455
Boca-Tol-32 1596150 01206-18 11:3455

Upload & new Local Toll Table

Local Toll Tables (LTT) will be used by the OSB to determine
how to display an incoming PSTN calling party number, and, if
the customer so selects, how to set the Type Of Number (TON)
for an outgoing calling party number.

Local Toll Tables are created on the OSV and then imported into
an OSB using mechanisms described further below. The OSB
will have no mechanisms for creating or updating local Toll
Tables.

Local Toll Tables will apply to the OSB 50i and OSB 500i
integrated gateways only. They will not apply to SSPs or other
types of external gateways.

Any number that is presented for LTT handling must be
normalized to international format.

Local Toll Tables apply to the North American Numbering Plan
(NANP) only.

Note that LTT manipulation applies to the called party of
outgoing calls in both Normal Mode and Survivability Mode.

For incoming calls, the LTT will be used for the calling party
number.

Upload Local Toll Table from OSV

58.7.9.1 Creation of LTT

* The LTT that is populated on the OSV will be downloaded by the customer to a local server and then uploaded tothe
OSB. The creation of the OSV LTT file will be handled manually by the user.

» To create the file, the user must start the RTP CLI on the OSV and enter the following command:

» soapExport “-f=<output file name and path> -NumMod”

« The ‘output file name and path’ will typically point to a location on the user’'s computer, or a network sharelocation
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57 OpenScape Branch 500i

Note: “Do not Send Invite without SDP” attribute must NOT be selected on OSB50i/OSB500i Integrated Gateway End Point.

Configuration Options

1. OSB500i DP4

LAN WAN
Ethemat  Ethemel  £q4/ry gy/T1 EVTT E1MY
Port Port PRI 4 PRI 3 PRI 2 PRI 1

Power In VGA  4x USB Ports
100-240 VAC dt Notes:

. 500i can be configured as T1 orE1

2. OSB500i DP8 e  Cards or internal power cables must not be removed with
the system powered on

-~ ThalENe ctatyg:(rear of box) - PRI cards will be red ifthe

N e T el
EAT1ENT1 ENM
Port Port PRI4 PRI 3 PRI 2 PRI 1

! Etl
HDMI VGA  4x USB Poris PRI

Power In
100-240 VAC
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57.2 Enable Integrated GW and Discover card configuration

Configuration -> OpenScape Branch -> Branch Office -> Configuration ->Features

Features

) Enable/Disable desired Feature,

[l Enatle gateways/trunks
ﬂinable integrated gateway

[] Enable auto attendant

[l Enable Media Server

Enable Codec Support

2
L | Enable Backup Link Iy

Emergency Calling

Features Available in Mormal Mode and Survivability Mode

Enable Integrated GW.
- Note: discovering the GW cards will require a system
Configure

restart so that drivers are loaded.

[] Enable phone software management

Message from webpage

The current Inkegrated Gateway configuration does not match the identified hardware, do vou wank to reset the configuration?
If wou da nat reset the confiquration, the system|may not work correckky.,

QK ] [ Cancel

Select Country Configuration for Integrated Gateway
Configuration -> OpenScape Branch -> Branch Office -> Configuration -> System -> Settings
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7 System
@) Select O to temporarily store changes. Make your changes permanent by selecting '‘Apply Changes' on the General page.

| Settings Licenses Branding Select Cou_ntry to get correct defaults for the
hookflash timers, ring cadence and tone frequency.

Save then Apply settings.

Counkry Configurakion

Zounkry | Brazil W [/Euuntry configuration J
‘ i —
e Country Configuration
@ br configuration
#
# General
#
country = Brazil (br)
DTHMF Interdigit time = 40 s
DTHF high lewvel = =10 dbm
DTHF low lewvel = —-12 dhm
HFR1 lewvel = =10 dbm
NFRZ lewel = -8 dbm
Eing cadence = 1000,4000 ms
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Verified Integrated Gateway Cards loaded correctly

Configuration -> OpenScape Branch -> Branch Office -> Configuration -> Features -> Enable integrated gateway ->
Configure

i8] Integrated Gateway

) Inteqgrated gateway pravisioning,

Gateway Configuration

PRI cards are discovered.

Card 1 PRIJCAS

[] Per card clock sourc Configure... ] l Trunk group...

Card 2 PRIJCAS
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57.3 PRI Configuration

E1/T1 PRI port - RJ45 Telco Port Connector - pin assignment

Fin Descrption
1 R
2 Rx

3 NotUsed

il

=

X Pne Pt

;| o

Not Used

~

NotUsed

NotUsed

i8] Integrated Gateway

) Integrated gateway provisioning,

aak Confi ki .
Loy ongree Configure PRI and Trunk Group

Card 1 PRIJCAS / X

[] _Per card clock source Configure... ] l Trunk group...

Card 2 |PRIICAS Per card clock source: - This checkbox applies for the OSB 500i only. For the OSB 500i

with a single PRI card, the checkbox is set and disabled. For the OSB 500i with two PRI
cards, when set the Clock Source Priority is split between each card. In other words, the PRI
clock information is not transmitted from one card to the other. If not set, the user can use any
of 8 ports as the clock source for the system by setting the Clock Source Priority field for the
various PRI links from 1 to 8. A special Timing Cable must be installed to be able to utilize
this capability.

£ PRI/CAS Configuration
Method:possible values "E1" or "T1".
L1

PRI/CAS configuration provisioning.

Channel maintenance: redirects the user to

e the channel maintenance window.

Method |E1 w l Channel maintenance
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Channel Maintenance

@) Channel maintenance

Combined Clack Source

User can configure (restart/block/unblock

channels) individual PRI links or B-channels

Card 1 Card 2
ort 1 - NIZH4K ort 2 - CASTIH4K ort 3 - SESSMasterLoopBack 'ort 4 ort 1 - QSIGH4K ort 2 - CorNetH4K ort 3 - SESSSlaveloopBack 'ort 4 - 4ESSH4K
up up up o disabled up up up up
BCAS dlisabled 5 BCAS gsabled ‘ BCAS cgsahled BCAS t:fsabled BCAS ?sabled BCAS cgsabled

[[] All Channels []All Channels [] All Channels All Channels [] All Channels [[] allchannels [[] Al Channels [[] allchannels

State State TX/RX Bits State State TX/RX Bits State State State State
L] IDLE ]| IDLE ooxxfooxx 1 []|[ IDLE O OOS{NE - L] IDLE ]| IDLE )| IDLE )= IDLE O
= IDLE || IDLE ooxxjooxx1  [C]||W IDLE | OOS{NE - [ IDLE | IDLE |} IDLE || IDLE "]
Cd IDLE | IDLE ooxxfooxx 1 [C]|[N IDLE O QOS{NE - L] IDLE | IDLE | IDLE | IDLE O
= IDLE || IDLE ooxxjooxx1  [C]||W IDLE O OOS{NE - [ IDLE | IDLE ||} IDLE || IDLE 0
Ll IDLE | IDLE ooxxjooxx 1 [ |[N IDLE | OOS{NE - L] IDLE | IDLE m|| ] IDLE | DLE 0
(= IDLE || IDLE ooxxjooxx1  [C]||WM IDLE O OOS{NE - [ IDLE 1]~ IDLE )|~ IDLE || IDLE 0
- IDLE ]| IDLE ooxxfooxx 1 [ |[ IDLE [ 0O0S{NE - =] IDLE ]| IDLE m|| ] IDLE ][] IDLE &
[ IDLE || IDLE ooxxjooxx1  [C]||W IDLE O OOS{NE - [ IDLE (| IDLE || IDLE ||| IDLE O
L] IDLE ]| IDLE ooxxfooxx 1 [C]|[ IDLE O 0O0S{NE - L IDLE ]| IDLE )| IDLE ][] IDLE 0
= IDLE | IDLE ooxxjooxx1  [C]||We IDLE m OOS{NE - [ IDLE m|| IDLE || IDLE || IDLE O
L] IDLE ]| IDLE ooxxfooxx 1 []|[ IDLE @ OO0S{NE - L] IDLE ]| IDLE )= IDLE ][] IDLE 0
[ IDLE iml| IDLE ooxxjooxx 1 [C]||WM IDLE | OOS{NE - = IDLE | IDLE ||} IDLE | IDLE ]
L] IDLE ]| IDLE ooxxfooxxw [ |[ IDLE O QOS{NE L] IDLE ]| IDLE )| IDLE ][] IDLE 0
(= IDLE m|| IDLE ooxxjooxx v []|[NN IDLE | OOS{NE - = IDLE | IDLE m|| IDLE || IDLE "]
L IDLE )| IDLE ooxxjooxxw ][ IDLE | OOSINE L] IDLE ]| IDLE )= IDLE ]| IDLE O
[ IDLE || IDLE ooxxfooxxw  []|[N IDLE O OOS{NE - [ IDLE | IDLE ||} IDLE || IDLE 0
Ll IDLE | IDLE ooxxjooxxw [ |[ IDLE [l QOS{NE - L] IDLE | IDLE | IDLE | IDLE O
(= IDLE | IDLE ooxxfooxxw  []|[ IDLE ] OOS{NE - [ IDLE 1]~ IDLE | IDLE || IDLE "]
L IDLE | IDLE ooxxjooxxw  [C]|[N IDLE O QOS{NE - L] IDLE ]| IDLE m|| ] IDLE | IDLE O
[ IDLE | IDLE ooxxjooxxw  []|[ IDLE O OOS{NE - & IDLE (| IDLE )|~ IDLE || IDLE O
L] IDLE ]| IDLE ooxxjooxxw ][ IDLE O 0O0S{NE - L] IDLE ). IDLE )| IDLE ][] IDLE 0
(= IDLE | IDLE ooxxjooxx v []|[ IDLE ") OOS{NE - r IDLE (| IDLE || IDLE || IDLE O
L] IDLE ]| IDLE ooxxjooxxw [ |[ IDLE [ 0O0S{NE - L] IDLE ]| IDLE )| IDLE ][] IDLE 0
(D} IN-SERVICE C IDLE ooxwjooxzw []||03 IN-SERVICE OOS{NE - 0 IN-SERVICE 2] IN-SERVICE 2] IN-SERVICE i3 IN-SERVICE

[ Restart selected channels “ Black sele i nnels H bl ele 2 j

PRI/CAS Configuration

o
@) PRIJCAS configuration provisioning,

Fax T.38: Enables PRI card T.38 negotiation for fax. It is
Fax T.38 -
enabled using the enable check box.
CNG Detection: Enables detecting CNG tone for T.38 fax
Fax T.36 negotiation. The activation of the flag "CNG detection" will

' only take effect if T.38 flag is also enabled.

Note: T.38 fax calls always start as a voice call and then
NG detection switch to the T.38 codec.
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£ PRI/CAS Configuration

@) PRIJCAS configuration provisioning.

Port Configuration

Cambined Clack Source

Enable

EEEEOEHE

Circuit I
MIZH4K
CASTIH4K

SESSMasterLoopBack

QSIGH4K
CorMetHdk
SESSSlaveloopBack

4ESSHAK

The table shows basic information for PRI ports. A more
complete set of configuration options are available by
first selecting a PRI link by clicking on its row in the table,
and then clicking the "Edit" button.

Card Phesical port
1 Port 1
1 Part 2
1 Part 3
1 Port 4
2 Part 1
z Part 2
2 Port 3
2 Port 4

Frarming
ESF

D4

ESF
ESF

ESF

ESF

ESF

ESF

Clock source
priariky
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1

2

3

Enable: enable or disable the port.

Circuit ID: Circuit ID configuration

Card: Card number

Physical port: Indicates Port position in the span card
Framing (T1)/Signaling method (E1): Framing configured
for this port. To edit this value click "Edit" button.

Clock source priority: Clock Source priority used for this
port.

Coding: Coding used for this port. To edit this value click
"Edit" button.

Switch type: Switch Type configured for this port. To edit
this value click "Edit" button.

Line build out: Line Build Out used for this port. To edit
this value click "Edit" button.

Terminal mode: If this check box is enabled this port will
work as TE - Terminal Equipment (user side). Otherwise
the role of this port is NE - Network Equipment

OpenScape Branch V10 Configuration
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Edit
Coding Switch type Line build out Ta’;ncill;al
BEZS MLz o
AMI T1CAS a
BSZS  SESS Custom 0
AMI T1 CAS o: [
BEZS Q5IG o
B&ZS Cornet-MG 1]
BSZS  SESS Custom o O
BEZS 4ESS 0



% PRI/CAS Interface

@) PRIJCAS interface provisioning.

General
Physical port Receive gain {(dB) 0
Signaling method ISDN - Transmit gain {dB} 0
Line build out Default destination
Coding HOE3 A Clock source priority
Switch bype EuralSDh A [] Exclusive channel
CRC
BiCAS Echo cancellation
BCAS service message after restart Echo tailims) | 128 W

Physical port: PRI card/port number (Read Only)

Signaling method (E1): ISDN or CAS-MFCR2 or CAS Ring Down (only available for 50i DP24).

Framing (T1): line formatting options ESF (Extended Super Frame) or D4 (Superframe). The type of framing used is determined by your Telco.
Line build out: each number in the combo box corresponds the following value: 0 - 0 db (CSU) / 0-133 feet (DSX-1), 5 - -7.5db (CSU), 6 - -15db
(CSU), 7 - -22.5db (CSV).

Note: LBO is only supported for OSB Configured as T1.

Coding: Line encoding method options AMI (Alternate Mark Inversion) or B8ZS (Bipolar 8 with Zero Substitution) for T1 and HDB3 (High Density
Bipolar 3) for E1. The line coding used is determined by your Telco.

Switch type: sets protocol by a combo box.

E1-> EurolSDN, QSIG and CorNet-NQ.

QSIG/Cornet-NQ only for 50i DP24.

T1-> NI2, 4ESS, 5ESS Custom, T1ICAS, QSIG and CorNet-NQ.

4ESS/5ESS/T1CAS/QSIG/CorNet-NQ only for 50i DP24

CRC: enable/disable CRC4 checking (only E1).

BCAS: enable B-channel Availability Signaling Procedures. Only available for 4ESS and 5ESS. If this parameter is enabled the user will be able to
Block/Unblock an individual B-channel in Channel Maintenance screen. Only when BCAS is enabled Branch will answer isdn SERVICE messages.
BCAS service message after restart: selects behavior upon receiving isdn RESTART/RESTART ACKNOWLEDGE messages when BCAS is
enabled

Receive gain: sets the Gain of payload for receive. A negative value decreases the gain, and a positive value increases the gain (mandatory).
Transmit gain: sets the Gain of payload for transmit. A negative value decreases the gain, and a positive value increases the gain (mandatory).
Default destination: destination number if no called party number received for ISDN incoming calls. The default destination is also used if just one
digit is received and there is not a rule to handle it in the Specific Overlap Dialing Patterns table.

Clock source priority: determines whether the clock signal from the far end of this T1/E1 port will be used as the master source of clock timing for
this card or system. Available values are 1-4 for one card or 1-8 for two cards and should be uniquely assigned. The value 1 is the highest priority.
The value 0 indicates that this port will never be used as a source of clock timing for this card. If all ports are set to 0 then the clock will be derived
internally.

Exclusive channel: If enabled, indicates only the channel offered in the SETUP message is accepted, otherwise channel is preferred (only PRI).
This field is editable only if port is configured as terminal mode (user side), otherwise it will be always enabled.

Echo cancellation: enables the echo cancellation parameter. Note: Echo cancellation may affect DTMF detection.

Echo tail: echo tail for Hardware Echo Cancellation. The values available are: 16, 32, 64 and 128 (msec).

3 PRI/CAS Interface T302: timer to wait for digits for overlap dialing.
T305: timer to wait for DISCONNECT ACK once DISCONNECT is sent out, if this timer

©) PRICAS interface provisioning. expires RELEASE is sent and T308 is started.

Timers T308: timer to wait for RELEASE COMPLETE once RELEASE is sent out, if this timer
expires RELEASE retransmitted and T308 is restarted. If this timer expires twice the B-
T302 timer | 15 1309 timer |90 | Channel is placed in maintenance condition and call reference is released.
T309: maintain active calls on layer 2 disconnection, calls are cleared if connection is
T305 timer |30 T313 timer | 4 not established before T309 timer expires.

T313: wait for CONNECT ACK once CONNECT is sent out, if this timer expires

T308 timer |4 DISCONNECT is sent. Used only if port is configured as terminal mode (user side).
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£ PRI/CAS Interface

@) PRIJCAS interface provisioning,

Advanced

Sending complete
id Calling name delay [J second screening indicator
[ send calling party name [ Data calls allowed
Calling party name

[ send redirecting number
Redirecting nurmber Always send PIS in ALERT
Channel mapping (51 ringback
Restart link at start-up

Restart Interface v

L3 krunk restart bype D Disable far end restart

[ B-channel parallel restarts Idle reset interval

id Group restarted b-channels in channel identification IE | Busy Detect Disconnect

Ignore Dial Tone On Setup Without CPM [J Darnat send 15D Status Message

Setup progress indicator none

183 Session progress without SDP | Alerting

[ Far end discannect with inband annauncement

[ start eatly media on CALL PROCEEDING

Sending complete: add Sending Complete information element in
SETUP messages (T1 Only)

Calling name delay: Calling Name will be provided in a separate ISDN
message. In this case, the SIP INVITE message will postponed until the
Facility with Calling Name is received or after a fixed 2 seconds timer
expires.

Send calling party name: enable/Disable the sending of the Calling
Name information in outgoing calls

Calling party name: Indicates in which Information Element the Calling
Party Name information should be delivery: Facility IE or Display IE.
Send redirect number: Enable/Disable the sending of the Redirecting
Number in outgoing calls

Redirecting number: Indicates in which Information Element the
Redirecting Number information should be delivery in outgoing calls:
Facility IE or Redirecting number IE.

Channel mapping: possible values: Logical/Physical

Physical: channels from 1-15 17-31, channel 16 is not used.

Logical: channels from 1-30, channel 16 is used as "pseudo” b-channel.
This is default for Qsig/Cornet switch types.

Restart link at start-up: if enabled send PRI restart message after link
start-up.

L3 trunk restart type: Restart Channel (a RESTART message is sent
for each channel) or Interface can be configured.

B-channel parallel restarts: if flag is enabled RESTART message for

each individual b-channel is sent simultaneously for all b-channels. If flag

is disabled RESTART is sent for first b-channel and RESTART
ACKNOWLEDGE is required for this b-channel before sending
RESTART to next b-channel

Group restarted b-channels in channel identification |E: ability to
daisy-chain channels within the Channel Identification Information
Element (CIIE). The multi-channel CIIE will be used in the RESTART
and RESTART ACKNOWLEDGE messages.

Ignore Dial Tone On Setup Without CPN: incoming SETUP is received

without Called Party Number and without Sending Complete the OSB

will play dial tone on the line if this flag is clear. If this flag is set the OSB

won't play dial tone in this scenario.
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Far end disconnect with inband announcement: if enabled upon
receiving a DISCONNECT with PI-8 the call is not released, sending a
183 PROGRESS to open channel to send a disconnection message. If
disabled, the call is released upon receiving a DISCONNECT ignoring
PI-8 (only PRI).

Second screening indicator: second screening indicator will be used
in incoming setup message (E1 Only).

Data calls allowed: Incoming call with digital information bearer
capability is allowed or not.

Setup progress indicator: Configures the Progress Indicator in
SETUP message (New Zealand). The following options are supported:
Call is not end-to-end, Destination address is non ISDN, Origination
address is non ISDN and None

183 Session progress without SDP: OSV sends a 183 Session
Progress response code without SDP (i.e, without inband
announcement) in some situations (for ex, call processing delayed and
no information about the called party is available till this point). This
configuration item allows choosing how this response code must be
informed to the PSTN caller according to the carrier requirements. This
action intends to stop timer T309 avoiding the disconnection of call by
the caller side. Possible values: Progress, Alerting, Progress and
Alerting and None.

Always send PI8 in ALERT: if flag is enabled, OSB sends ALERTING
with PI8 (progress indicator: In-band information or an appropriate
pattern is now available) whenever a 180 Ringing (without SDP) is
received. Otherwise P18 will be sent only when a 180 Ringing with SDP
is received.

QSIG ringback: Do not play ringback for QSIG/CORNET if flag is
disabled.

Start early media on CALL PROCEEDING: command will cause the
OSB to raise a SIP 183 Session Progress message with an SDP
Answer as soon as it receives the ISDN CALL PROCEEDING
message.

Disable far end restart: scenarios in which 50i/500i is connected to a
CO switch like MUNDRA that does not accept RESTART message
during PRI span bring up. The flag is for use only with NET5 type
switch and specific CO such as MUNDRA in India.

Idle reset interval:

Busy Detect Disconnect: If enabled the call is disconnected upon
busy tone detection.

Do not send ISDN Status Message: If this flag is set OSB will never
send ISDN Status Message out.
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= PRI/CAS Interface

@) PRI/CAS interface provisioning.

Channels

Al channels

All channels: Enabling/Disabling all B-channels.

Enable: Enabling/Disabling a B-Channel for this PRI interface.

Number: The B-Channel number.

CAS initial state: ABCD bit position during startup, only for CAS for eachchannel.

Enable Mumber CAS Initial State
1 idle *
2 idle
3 idle
5 idle
6 idle
7 idle
& idle
=1 a idle
PRI/CAS Interface -> Channels
Channels
List is showed when PRI Interface is configured with Signaling method as CAS Ring Down.
Al channels
Enable Murmber Trunk group CAS profiles Qwin number Ring-down destination Camments
1 OiEPort2 ARD - ARD E1 Default Profile 15619232555 23451222
2 OGPort2 MRD - MRD 156192352556 23451223
3 OGPort2 Hoot n Holler - HookHoller 15619232557 23451224
e q
= PRI/CAS Configuration

@) PRIJCAS configuration provisioning.

CAS Advanced Settings

@) Thess fields are only applicabls when the signaling method of a PRIJCAS port is CAS,

Enable E1 CAS MFC-RZ advanced settings

(

E1 CAS Ring Down profile ]

Enable Session Refresh Timeout

Ring-dow

n audit interval (sec)

l'

E1 CAS MFC-RZ advanced settings | [' E1 CAS MFC-R2 profile

A

Ring down channels |

L,

Enable Ring-Down Call Refresh ko Integrated Gateway

Enable Mokify on Switchaver ba MLC

CAS E1 Advanced Settings

Enable E1 CAS MFC-R2 advanced settings: Enabling/Disabling CAS Table Configuration
Timers. To configure the timer values click the "CAS Advanced Settings" button. Only
recommended for advanced users

Enable Session Refresh Timeout: When this flag is set, the call will be disconnected if the
session's time expires

Ring-down audit interval (sec): Interval in seconds in which audit mechanism will be
executed, checking transmitting and receiving RBS bits and unexpected states. It can
assume values from 10s to 3600s, or O to disable it. The default is 0.

Enable Ring-Down Call Refresh to Integrated Gateway: If flag is enabled, when an ARD,
MRD or Hoot-n-Holler channel is involved in a call and it receives an INVITE with the X-
Siemens-Application-Data and with a new call id from the same originator DN as from the
current ongoing call, it shall disconnect the old call and establish a new call from the
received INVITE. This action shall be taken both in normal and in survivable mode.

Enable Notify on Switchover to MLC: enable / disable sending the NOTIFY message with
the header Event: server-switchover to each MLC.
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£ E1 CAS Advanced Settings

@) E1CAS Advanced Settings provisioning.

Tirmeout For backward request to resume cycle | 150

Call Forward safety
‘Wait For seize acknowledge
Waik For answer
Diouble answer
Answer delay
Persistence check
DTMF start dialing
MF threshold time
spare kimerl

spare kimer2

spare kimer3

spare kimer4

spare kimers

£ E1CAS Profiles

@) E1 CAS Profiles pravisioning.
Default E1 CAS Profiles
Defaulk E1 CAS profiles | Argentina Telefonica

E1 CAS Profiles

30000

G000

65000

400

150

S00

500

3 Add profile will appear in the table.

E1l CAS MFC-R2 advanced settings

NOTE: This section changes the CAS timer values. All timer values are in milliseconds (ms). It
is not recommended to change them if you are not an advanced user.

Timeout for backward request to resume cycle: Resume the MF digit on DNIS timeout
timer.

Call forward safety: Forward Safety Timer.

Wait for seize acknowledge: How much time it is waited for a response to our SEIZE signal.
Wait for answer: How much time it is waited when the call has been accepted.

Double answer: When double answer is in effect, it is the interval between the ANSWER,
CLEARBACK and ANSWER again.

Answer delay: Short delay before answering to give the other end an additional time to detect
the tone off condition

Persistence check: How much time it is waited for CAS signaling before handling the new
signal.

DTMF start dialing: DTMF Start Dialing Timer

MF threshold time: Time that an MF tone should last before being handled.

E1 CAS MFC-R2 profile

There are several pre-defined CAS profiles that can be used on a Branch.
To utilize one of the pre-defined profiles on the Branch, first select it in the
/ drop-down box, and then click the "Add profile" button. The selected profile

Profile parameters can be edited in the table. A new, blank, profile can
be created by clicking the "Add" button and filling in the fields
accordingly. A profile can be deleted by wirst clicking on its row to select [ -

it and then clicking the "Delete" button. Add

AMI before | Maximum amount | Maxinmum amount I axirnurn waiting pletering ) :
Rt Name DMIS of ANI of DNIS | time of ME back bone timpeuolsui Skip cateqory Immediate accept Charge calls
1 Automation O 12 12
Argentina O Name: Name of the CAS profile. i
Telecom X
ANI before DNIS: Get or not ANI before DNIS.
3 Brazil O Maximum amount of ANI: Maximum amount of ANI (calling party nhumber) expected digits.
Embratel 2 Maximum amount of DNIS: Maximum amount of DNIS (called party number) expected
4 Mexico 1 Fl digits.
Maximum waiting time of MF back tone: How much time our backward MF can last.
5 Korea L4 Metering pulse timeout: Timer to wait for metering pulse detection
Skip category: Skip the category request and go directly to Group Il and Group Bsignals.
Immediate accept: Bypass the use of Group Il and Group B signals.
Charge calls: Allow charge of calls.
Enable forced release: Send backward forced release.

anJ

nJ

=)

Delete

Enable Forced

release

OO0 F O
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E1 CAS Profiles E1 CAS Ring Down profile ¢
@) E1 CAS Profiles provisionind. | Taple with a summary of E1 CAS Ring Down profiles.
It is possible to Add/Edit/Delete a profile.
| Add || Edit || Delete |
Fow Manne Prafile byvpe ARD E1 Default Profile is a reserved profile
that t be deleted. Th ly editabl
1 &R0 E1 Default Profile ARD - Automatic Ring Down 4/ fiealldsCan Q:Je ) Idlee?Oenhooke Onbi);se | é;ng
) Seized/Offhook bits. This profile will be
Z MRD MRD - Manual Ring Down automatically assigned to all channels in a
. trunk group which E1 CAS signaling is Ring
3 ARDMED 1 ARD N ko 1 - Auktomatic Ring Dawn Down and the field E1 CAS profile is
empty.
4 HookHoller Hook-n-Holler
E1 CAS Profile
) E1 CAS Prafile p Brofile
Profile Profile name: Name of the profile.
Profile type: Type of the profile E1 CAS signaling
Prafile narme Prafile bvpe | MRD - Manual Ring Dawn W
MRD - Manual Ring Down
Timer ARD - Automatic Ring Down
ARD M Eo 1 - Aukomatic Ring Do
Hook-ni-Holler
Skark kime (ms) Afker skart kime (ms) Timer

Wink time {m=s) 1500

Advanced
Idle/Cnhook. bits 1001
Ring-down refresh | info

Receiver wink time {(ms)

* | Seized/Offhook bits | 0001

W

Advanced

idle state.

a seizure state.

only).

Idle/Onhook bits: Sets the RBS bits which will be defined to an
Seized/Offhook bits: Sets the RBS bits which will be defined to

Ring-down refresh: Defines the method of manual ring down
receiving or sending a call refresh on the VolP connection after
a call is established. It can be "dtmf", which sends an RTP
event 'A', or "info", which sends an INFO SIP message. (MRD
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1000

Start time: this timer is used to delay dial in
Immediate Start and to delay the seizure in ARD
After start time: this timer determines a guard time
after seizure in ARD.

Wink time: timer determines for how long the wink
will be applied in an incoming call in E&M Wink and
determines for how long the wink will be applied in
an outgoing call in MRD

Receiver wink time: this timer determines the
longest time the GW will wait for the wink to be
removed by PSTN.

OpenScape Branch V10 Configuration




Ring Down Channels Ring down channels

@ Ring Down Channels management,

Table with the summary of E1 CAS channels configured as Ring Down.

Search for in | Channel v
Row Enable Channel Trunk group A3 signaling A3 profile Ciwn number Ring-down destination Comments
1 Card 1 - Part 2 - Channel 1 OGPort2  ARD - Aukomatic Ring Down ARD E1 Default Profile 15619232555 23451222
2 Card 1 - Part 2 - Channel 2 QGPort2  MRD - Manual Ring Down MRD 15619232556 23451223
3 Card 1 - Port 2 - Channel 3 OGPort2 Hoot-n-Haller HootHoller 15619232557 23451224
4 Card 1 - Port 2 - Channel 4 OGPort2  ARD - Au

Card 1 - Port 2 - Channel 5 OGPort2 ARD - Au

w
=

Enable: Enabling/Disabling setting for the channel.

Channel: Shows Card, Port, and Channel Number (read-only).

Trunk group: Shows the trunk group name the channel is associated to (read-only).
CAS signaling: The signaling of the selected channels. It defines the protocol the
Gateway is configured with the CO (read-only).

CAS profile: Select a profile from the available profile list.

Own number: Destination which will be notified in case of an incoming call. For MRD
and Hoot-n-Holler, this is the exclusive extension, which can perform outgoing calls.
(Only for Ring Down channels).

Ring-down destination: Destination which must be dialed after the PNAC to access the
respective channel for an outgoing call. (Only for Ring Down channels)

oy PRI/CAS Configuration
A5 Advanced Settings

) These fields are only applicable when the signaling method of a PRIJCAS port is CAS,

| Ticasprofile | [

Ring down channels ]

[ ] Enable Session Refresh Timeout
Ring-down audit interval {sec)
[ ] Enable Ring-Dowen Call Refresh to Integrated Gateway

] Enable Matify on Swikchowver o MLC

CAS T1/E1 Advanced Settings

Enable Session Refresh Timeout: When this flag is set, the call will be
disconnected if the session's time expires

Ring-down audit interval (sec): Interval in seconds in which audit
mechanism will be executed, checking transmitting and receiving RBS
bits and unexpected states. It can assume values from 10s to 3600s, or 0
to disable it. The default is 0.

Enable Ring-Down Call Refresh to Integrated Gateway: If flag is
enabled, when an ARD, MRD or Hoot-n-Holler channel is involved in a
call and it receives an INVITE with the X-Siemens-Application-Data and
with a new call id from the same originator DN as from the current
ongoing call, it shall disconnect the old call and establish a new call from
the received INVITE. This action shall be taken both in normal and in
survivable mode.

Enable Notify on Switchover to MLC: enable / disable sending the
NOTIFY message with the header Event: server-switchover to each
MLC.
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T1 CAS Profiles

@) T1 CAS Profiles provisioning.

T1 CAS Profiles

Table with the summary of T1 CAS profiles configuration.
It is possible to Add/Edit/Delete a profile.

\

s

J

[ add || Edit || Delete
Raow Mame Profile kvpe
1 ARD Default Profile ARD - Automatic Ring Down €————————— ARD Default Profile is a reserved profile that can not be
) ) deleted. The only editable fields are Idle/Onhook bits and
: MRD T [10= T R TgE D Seized/Offhook bits. This profile will be automatically
3 ARDMEO 1Tl ARDMto 1 - Automatic Ring Down assigned to all channels in a trunk group which T1 CAS
signaling is Ring Down and the field T1 CAS profile is
4 HookHaller T1 Haot-n-Haller
empty.
2 EM Imm T1 E&M Immediate Start
& EM Wink &M Wink Start
T1 CAS Profile
@) T1 CAS Profile provisioning. Profile
- Profile name: Name of the profile.
Prafile Profile type: Type of the profile T1 CAS signaling.
Profile narme Profile bype | MRD - Manual Ring Down %
Tirner Timer

Pre-wink. time {ms)
Wink time {ms) 1500
Digit guard time {ms)

Debounce time (ms)

Wait disconnect time {sec)

Adwanced
Idle/ionhook bits | 0001
Ring-down refresh | info

Delaved dialfstart time (ms)
Receiver wink time (ms) 100
Ring detection ktime {sec)
Interdigit kime (sec)

After start time {ms)

* | Seized/Offhook bits | 1111

b

Advanced

state.

Idle/Onhook bits: Sets the RBS bits which will be defined to an idle state.
Seized/Offhook bits: Sets the RBS bits which will be defined to a seizure

Ring-down refresh: Defines the method of manual ring down receiving
or sending a call refresh on the VolP connection after a call is established.
It can be "dtmf*, which sends an RTP event ‘A’, or "info", which sends an
INFO SIP message. (MRD only).

Pre-wink time: after the offhook is detected from PSTN,
the GW shall wait this time before sending the wink signal.
Delayed dial/Start time: this timer is used to delay dial in
Immediate Start and to delay the seizure in ARD.

Wink time: timer determines for how long the wink will be
applied in an incoming call in E&M Wink and determines
for how long the wink will be applied in an outgoing call in
MRD.

Receiver wink time: this timer determines the longest
time the GW will wait for the wink to be removed by PSTN.
Digit guard time: this timer determines a delay on starting
sending digits after the wink.

Ring detection time: this time will determine how long an
incoming call will ring before being disconnected.
Debounce time: this time will prevent an offhook (as
answer) to be changed to an onhook before being
debounced by the peer party.

Interdigit time: this timer determines the timeout for
dialing.

Wait disconnect time: this time will determine how long
the iIGW will wait for the peer side to disconnect after it has
gone onhook.

After start time: this timer determines a guard time after
seizure in ARD.
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57.3.1 PRI - Trunk Group Configuration

@) Integrated gateway provisioning.

-

Gateway Configuration

Card1 PRI/CAS

[] Per card clock source [ Configure... ] [ Trunk group...

Card2 PRI{CAS

= 500iDQ0A - Trunk Groups - Windows Internet Explorer

= 21.21.0.81 Add Trunk Group. ) o bl Certificate Error | 74
B - - - After created, it is possible to Edit/Delete existing Trunk Groups. et i
= Trunk Groups / ?
(1) Trunk Groups provisioning.
| add || Edit || Delete |
Row | Type. FQDM | Trunk group name | Trunk selection | Hunt type.
1 PRIJCAS 500i01a.unow.ni2.cwb Card1Portl TopToBottom Circular
2 PRIJCAS 500i01h.unow.ni2.cwb CardzPort4 TopToBottom Circular
3 PRIJCAS 500i01b.unow.ni2.cwb Card1Port2 TopToBottom Circular
4 PRIJCAS 500i01c,unow.niz,cwb CardiPort3 TopToBottom Circular
5 PRIJCAS 500i01d.unow.ni2.cwb Card1Port4 TopToBottom Circular
6 PRIJCAS S00i01e,.unow.niz.cwb CardzPart1 TopToBottom Circular
7 PRIJCAS S00i01f,unow.ni2.cwb CardzPort2 TopToBottom Circular
8 PRIJCAS 500i01g.unow.niz.cwb CardzPort3 TopToBottom Circular
e .
= Trunk Group Configuration
) Select Ok to temporarily store changes, Make your changes permanent by selgotina "'".'""'” .-|-:=..-..-..=.‘-' oo the canaral nana
Configuration
General Channels list Mumber Modification Spare Flags
Type: port type (read only data).
" . FQDN: required for Trunk Group and to be used later on in
Configuration « . e
Gateway/Trunk Configuration”/
Trunk group name: name of the Trunk Group
Type Restart trunk group channels: Restart the enabled channels
from selected list.
FQDN og.unow.cas.cwh Trunk selection: selecting from High or Low Trunk first is
possible.
— o .| Hunttype: linear of circular selection
Trunk group name | OGParkz Restad _. : o .o '
group Direction: Specifies the direction of traffic flow supported on
i —| the trunk group.
Trunk selection Top Ta Battom b Hunt type | Circuld  Mark sRTP call-leg as secure: if a secure media isnegotiated
o for a trunk (FXO, BRI or PRI), the call will be indicated as
Direction Both bl [ ] Mark sRTP cal secure (ST-Siemens-Call-Type: secure)

Voice bearer capability: Speech or 3.1 kHz audio
YWoice bearer capahility | Speech w
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£ Trunk Group Configuration

@) Select OK ko temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Number Modification

General Channels list

Incaming Calls

Spare Flags

Max overlap digit length

Specific overlap dialing patterns

I- Add J I Delete

Masirnurn digit
length

1 0500% 10

Row | Dialing pattern

Connected line identification presentation incoming

Answer Supervision Timer - Incoming Call {sec) 3&0

Incoming Calls

Max overlap digit length: Maximum number of digits that can be received in an
overlap dialing incoming call. When the number of incoming digits matches this
configuration, the called number is considered complete even no sending complete
information is received. If not configured then T302 timer would apply

Specific overlap dialing patterns: Replaces "Max overlap digit length" value.
Indicates that the system must process incoming digits in accordance with the
patterns defined in the table. If this parameter is enabled "Max Overlap Digit
Length" is ignored and the table must have at least one entry.

Connected line identification presentation incoming:

Answer Supervision Timer — Incoming Calls: Value between 120 and 3600.
Default is 360. Note: Corresponding Answer Supervision Timers should be
configured under 'Feature'->'Gateway/Trunk'.

Timers should be configured with a difference of at least 10 seconds between
Gateway/Trunk and Integrated Gateway to avoid racing conditions caused by
simultaneous disconnection.

Blacklist profile: Specifies the Blacklist profile that it will be checked during
incoming calls.

EBlacklist profile A

£ Trunk Group Configuration

Number Modification

General Channels list

Qkgaing Calls

[ set Murnbering Plan ko IS0
Pre dial delaw For DTMF (sec)
[] s5end Redirect Number instead of callng number For redirected calls
| Calling Party Mumber Presentation Restricked
Connected ling identification presentation outgoing

Answer Supervision Timer - Outgoing Call {sec) 170

) Select OK ko temporarily store changes. Make your changes permanent by sel

Spare Flags

Outgoing Calls

Set numbering plan to ISDN: it is set to enable/disable. When the
Number Type is Unknown, it will set the Numbering Plan to ISDN.
Otherwise, it will set to Unknown (only PRI)

Send Redirect Number instead of calling number for redirected
calls: If selected (enabled), a call that is redirected to the PSTN will
have the last redirecting or transferring party's identity as the Calling
Party Number information element. This attribute is primarily intended
for use when connecting to a carrier that does not understand the
Redirecting Party Number information element.

Calling Party Number Presentation Restricted: Set calling party
number presentation restricted to all outgoing call.

Connected line identification presentation incoming:

Answer Supervision Timer — Outgoing Call: Value between 120 and
3600. Default is 170. Note: Corresponding Answer Supervision Timers
should be configured under 'Feature'->'Gateway/Trunk'.

£ Trunk Group Configuration

@) Select O to temporarily store changes, Make vour changes o

General

Collect Calls

Channels list Mumber Modification

) These figlds are only applicable when the country is Brazil,

Collect call cantral SErvEr w

Permission For receiving collect calls by category

Permission faor receiving collect calls by double answer

Collect Calls

Collect call control: who will check the permission for collect calls:

Server -> will add X-Siemens-header:collect-call in NM for calls with the indication
of collect call. In SM, these calls will be rejected if permission is denied.

Gateway -> Branch will check the permission in SM and NM, and reject calls with
the indication of collect call, if permission is denied.

Permission for receiving collect calls by category: In case of CAS, it will check
the permission for collect call by category. If this flag is not checked, the call with
the indication of collect call will be rejected if Collect Call Control is Gateway
(NM/SM) or Server (SM). In case of ISDN, if this flag is not checked, incoming calls
with Reverse Charge Indication will be rejected, if Collect Call Control is Gateway
(NM/SM) or Server (SM).

Permission for receiving collect calls by double answer: if Branch will check
the permission for collect call by double answer. If this flag is not checked, the call
is double answered, which causes the release of the collect calls. Only works for
CAS and Brazil.
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£ Trunk Group Configuration

) Select OK ko temporarily stare changes, Make your changes permanent by 5818 Number: Shows Card. Port. and Channel Number

General Channels list Mumber Modification Spare Flags Own number: Destination which will be notified in case of

E1 CAS - Ring Down

E1 245 signaling

E1 ZAS profile

E1l CAS - Ring Down

CAS profile: Select a profile from the available profile list.

an incoming call. For MRD and Hoot-n-Holler, this is the
exclusive extension, which can perform outgoing calls.
(Only for Ring Down channels).

Ring-down destination: Destination which must be dialed
after the PNAC to access the respective channel for an
outgoing call. (Only for Ring Down channels)

Mumber Cas Profile Ciwn nurmber Ring-down destination
Card 1-Port 2 - Channel 1 ARD - ARD E1 Default Profile 15619232555 23451222
Zard 1 - Port 2 - Channel 2 MRD - MR.D 15619232556 23451223
Zard 1 - Port 2 - Channel 3 Hoot - HookHoller 15619232557 23451224

Card 1 -Port 2 - Channel 4 ARD - ARD E1 Default Profile

Card 1 -Port 2 - Channel & ARD - ARD E1 Default Profile

£ Trunk Group Configuration

) Select Ok to kemporarily stare changes. Make vour changes permanent by selecting 'Apply Changes’ on the General page.

General Channels list Mumber Modification Spare Flags

E1 CAS - MFC R2

) These fields are only applicable when the Framing of a port is E1 CAS,

E1 CAS profile | Automation W

(] Do Mat Accepk Call an Offer

CAS Answer For Early Media
[l sSend End of ANI with Presentation Allowed
F

A5 Send Early Media

Comments

E1 CAS - MFC R2

E1 CAS profile: Select any of the created CAS profiles in CAS profiles table. CAS profile
association is mandatory for CAS E1 trunk groups.

Do Not Accept Call on Offer: If set, the gateway waits for subscriber state (free, busy,
unallocated) before sending backward tone from Group B. If not set, the gateway always
sends free subscriber backward tone immediately after receiving a CAS call. The default is
disabled.

CAS Answer for Early Media: If set allows answer in CAS calls to play announcements.
Otherwise, send the appropriate backward tone.

Send End of ANI with Presentation Allowed: If set sends end of identification with
presentation allowed. Otherwise, sends end of identification with presentation restricted.
(Only Argentina)

CAS Send Early Media: If set sends 183 Session Progress to the SIP side when making
outgoing calls in E1 CAS. Otherwise, sends 180 Ringing.
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£ Trunk Group Configuration

) Select Ok to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

General Channels list Number Modification Spare Flags T1 CAS

T1 CAS T1 CAS signaling: The signaling of the selected channels.

) _ . ) It defines the protocol the Gateway is configured with the
)/ These fields are only applicable when the Switch bype of & part is T1 CAS, CO.

T1 CAS addressing signaling: The addressing type of
digits to be sent in the signaling. It can be DTMF or MF.

T1 CAS signaling | E2M Immediate Stark % | T1CAS addressing signaling |DTMF | T1 CAS profile: Select a profile from the available profile
list. The profiles must be created before in PRI
T1 CAS profile |EM Imm T1 - E&M Immediat Configuration. If T1 CAS signaling is Ring Down, ARD

Default Profile will be automatically assigned to those
channels that have never had the T1 CAS profile assigned
before, this value can be changed afterwards.

£ Trunk Group Configuration

) Select OK to temporarily store changes. Make your changes permanent by selecting "Apply Changes' on the General page.

General Channels list Number Modification Spare Flags
T1 CAS
) These fields are only applicable when the Switch type of a part is T1 CAS, T1 CAS - Ring Down
T1 CAS signaling | Ring Down | T1 CAS addressing signaling

T1 CAS profile

humber Cas Profile Cwn number Ring-down destination Comments
Card 1 - Port 1 - Channel 1 ARD - ARD D;:;'ﬁg 551138172001 12341001
Card1-Port1-Channel2  MRD - MRD T1 551138172002 12341002
Card1-Port 1 - Channel 3 11208~ H':":'tH':'"flr 551138172003 12341003
Card 1 - Port 1 - Channel 4 ARD - ARD Defaglt
Prafile

Card 1 - Port 1 - Channel 5 ARD - ARD foa,'fflt
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£ Trunk Group Configuration

@) Select O to temporarily store changes. Make your changes permanent by selecting '‘Apply Changes' on the General page.

General Channels list Metwork specific Facilities

Configuration

Channels lisk

Filker

Card Card 1 - Park 1
CardCard 1 - Port 2
CardCard 1 - Part 3

Card Card 1 - Part 4

Card Card 2 - Port 1

Card Card 2 - Part 2

Card Card 2 - Part 5

Card Card 2 - Part 4

Card 1 - Port 4 - channel 9
Card 1 - Port 4 - channel 10
Zard 1 - Port 4 - channel 11
Zard 1 - Port 4 - channel 12
Card 1 - Port 4 - channel 13
Zard 1 - Port 4 - channel 14

Selected CI'?MJ

d1-Partl-d
Card 1 - Port 1 - g
Card 1 - Port 1 - g

Filter: this drop-down box is used to filter the list of available
channels to a specific Port on a specific card. Selecting the blank
entry in the drop-down list will display all channels of all ports of
all cards.

The left-hand list shows the list of PRI channels that are
available. Any channel that is already in use on this or another
trunk group will not be shown here.

To add a channel to the "Selected Channel" list, first click it to
select it, and then click the double-right chevron button. Multiple
channels can be selected by holding down the Ctrl key while
selecting them.

Card 1 -Park 1 -

drmer B

Card 1 - Part 1 - channel 7
Card 1 - Part 1 - channel &
Card 1 - Part 1 - channel 2
Card 1 - Port 1 - channel 10
Card 1 - Port 1 - channel 11
Card 1 - Port 1 - channel 12
Card 1 - Paort 1 - channel 13
Card 1 - Port 1 - channel 14

£ Trunk Group Configuration

@) Select O to temporarily store changes, Make your changes permanent by selecting 'Apply Changes' on the General page.

General
Configuration
Send NSF
Metwork, I0

Facility coding value | none

Setvice parameters

|:| Ignore incoming MSF

Channels list | Metwork specific Facilities

Mumber Modification Spare Flags

NSF is only available for T1.

The network specific facilities is an information element used in the NI2 protocol to
provide the call-by-call service.

If this service is provided by the carrier network, the following fields should be set
accordingly

Send NSF: enabling/disabling sending the NSF.

Network ID: Four-digit code that indicates the carrier network which the service/feature
will be requested. If empty, it indicates the local service provider.

Facility coding value: Indicates the service/feature requested to the carrier network.
Please, consult the carrier network documentation to check which services/features are
provided. Only services are supported by the Branch.

Service parameters: Up to five digits that provide additional information to the
service/feature requested. Not all services requires service parameters.

Ignore incoming NSF: If this flag is enabled, the NSF information on incoming calls will
not be checked. If this flag is disabled, incoming calls will be only accepted if configured
NSF matches with received NSF information
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57.4 500i - General Settings
57.4.1 Redundancy

Redundancy uses a non-proprietary protocol, which is used to increase the availability of the Branch.
Redundancy is based on a virtual IP address that is in the same subnet as the Branch. The "Enable
redundancy" checkbox enables the Redundancy protocol.

Enabling/Disabling Redundancy

It is recommended to change the default redundancy password on each node separately before enabling the
Redundancy; otherwise the system will fail to replicate the configuration to the other node. Both nodes must
use the same redundancy password. Data synchronization will also fail if different software versions run in the
system. After configuring the redundant system, the passwords are included in the data synchronization.
When changing the redundancy password in the master node, the previous password is used in the backup
node until data synchronization. After the synchronization, the redundancy password is updated.

To enable Redundancy, it is necessary to configure the IP address of Nodes 1 and 2 and configure the
redundant virtual IP address. This operation requires a system restart. After the restart, configuration of Node
1 is automatically replicated to Node 2 (redundancy is automatically enabled on Node 2). Once Redundancy
is enabled, configuration is allowed only on the master node.

Time synchronization: with redundancy enabled, it is mandatory that both nodes (master and slave) should
have a time/date synchronized (both boxes must have the same time).

T Network/Net Services

) Select O to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Settings DNS NTP DHCP Traffic Shaping Qos

Redundancy

Enable redundancy Enable PRI/CAS redundancy  Failed links threshaold |0 w Siwikchowver without Link Check:
Enable PRI/CAS redundancy: This checkbox allows an OSB 500i to

Test Default Gateway instead of subscribers during failover operate in redundant mode with PRI links. To use this feature, the PRI
links on both nodes have to be connected to the corresponding ports
of the splitter box.

Backup IP For greater reliability of the system, a USB cable can be used to
Interface IF address a;ddul!:_'ss ¥irtual IP Address | connect both nodes.

PRI redundancy can only be set when branch redundancy has been
LAMN 21,21.25.10 21.21.25.11 21.21.25.15 | enabled.

] Failed links threshold: This parameter defines the number of failing
Backup IP address: LAN IP address of the other Branch PRI links on the Master node that will trigger a comparison with the

bpx, el 32 Sha””? t_he el L status of the PRI links on the Backup node. If the Backup node has at
Virtual IP Address: virtual IP address shared by the least one link more in a non-failing state than the Master, then a
Branch boxes. switchover will be initiated. If switchover due to PRI link failure is not

desired, this parameter should be set to 0. This parameter can only
be adjusted when PRI redundancy has beenenabled.

Switchover without Link Check: To activate, the parameter Failed
links threshold must be set to 0 and flag must be checked. When
activated, the backup node will switch over if the master node is
powered off and the links don't go into an alarm condition as would be
normally expected.

Test Default Gateway instead of subscribers during failover: A
Network Connectivity Test (NCT) is executed as part of the
redundancy failover mechanism. This test normally verifies external
connectivity by sending a Layer 2 Arping message to a few
subscribers that are registered on the system. When the checkbox is
checked, the test will be applied against the Default Gateway rather
than subscribers.
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Upgrading a redundant system

The GUI shows the upgrade progress only while upgrading the Master node. The upgrade completion on the Backup node must be
verified by checking the software information (version).

The upgrade process is started on the Master node. Once the upgrade on the Master node is complete the system will reboot (after
the user confirmation or via scheduled upgrade) and the Backup node will become the Master. When the previous Master node is
running again, it will become Master and will validate the software. An alarm of invalid SW version will be raised. Then after about 5
minutes the SW image will be uploaded to the former Backup node. After the upload is finished the Backup node will start the upgrade,
once the upgrade is complete this system reboots. When the Backup node is running again both nodes now have been upgraded and
the process isfinished.

The estimated time to upgrade a redundant system is about 20 minutes.

System Status — Redundancy State

When Redundancy is enabled, this state shows the status of the redundant system.

System Status

Branch mode: Prisy &CD Auta refresh kimer 30 sec W
The state "MASTER" indicates that the system
COperational state:  normal Redundancy state:  Master is the current active system.
System Status
Branch mode: Prosy ACD Auko refresh timer 30 sec s
] The state "BACKUP" indicates that the system is
Operational state; - Redundancy state:  Backup || in a standby mode (all services are disabled).

The state "FAULT" indicates that there is no network connectivity between the redundant systems.

System Status

Branch mode: Prosey ACD Auta refresh timer | 30 sec When entering the Local GUI using the Virtual IP address,
instead of 'Redundancy state', a field ‘Master IP address' is
Cperational skate:  normal Master IP Address  21.21.25.10 displayed with the IP address of the master node.
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— T o | Splitter box
: :

¢

% ¢

500i Box 2 "2 ’

IMPORTANT: It is not possible to use both, the new 500i Refresh (SYS-2USM13-6MO01E) together with old one 500i (SYS-
2USMO03-6MO01E), in the 500i redundancy systems.
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57.4.2 Gateway/Trunk Configuration

M Gateways/ Trunks

@) Gateways/Trunks provisioning.

Remote URL: should contain FQDN configured for trunk
group.

Port: 5096 must be used for Integrated GW.

Transport: UDP must be used.

GW Type: Integrated Gateway must be selected.

Trunk profile: Gateway must be used.

[ add |[ Edit || Delete
R Signaling address Remote URL Part fInterface | Transpart Routu-!g (Gateway Trunk Functional tvpe | Trunk profile CLtput d'g.'t Output digit Priarity
type prefix type skrip add
IP address or o Integrated all Modes
1 FODH g, unows, netS, cwbd 5096 L&k LR 0290%: Gateway Eqress/Ingress Gaateway 4 1
IP address or - Integrated All Modes
z FQDH og.unow,cas,cwb BE096 L&k LoP 0291% Gatewa Eqress/Ingress Gateway 4 1

500 supports QSIG and Cornet-NQ.

In normal mode QSIG and Cornet-NQ messages are tunneled to OSV through SIPQ V2.

In survivable mode QSIG and Cornet-NQ will be translated to regular SIP with a limitation on feature support.

The support of QSIG by OSB is required to allow subscribers on an OSV to interwork with subscribers on networked HiPath3000/4000

and 3rd party PBXs.

SIPQ V2 is required in order to support SRTP over connections established via SIPQ. SIPQv1 will not be supported by OSB.

Blacklist

VRIS Possible to blacklist incoming calls based on

L
@) Trunk Groups provisioning. Ca”ing Party Number.

Blacklist Profile

Blacklist Profile

)

Feature applies only for integrated gateway
trunks on both NM and SM.

Disconnection cause code will be Normal Call
Clearing.

No CDR will be created.
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Blacklist Profiles

?
@) Blacklist profiles provisioning,
R Mame
1 Lista1
2 List0z
Max of 20 profiles can be created
[ add |[ Edic |[ pelete
Blacklist Profile Configuration ?
i/
General ':'
Name | ListO1
Blocked Calls ?

Row | Denied number
1 4989%

2 4567890

3 %5000

Max of 20 entries in each profile.
Max of 24 digits in each entry.

Denied numbers can be defined with special character %:

i.e, %5000 (suffix) ou 4989% (prefix)

~ Add Delete
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£ Trunk Group Configuration

) Select CK to temporarily store changes. Make your changes permanent by selecking 'Apply Changes' on the General page.

General Channels list Mumber Modification Spare Flags

Incoming Calls

Max overlap digit length

Specific overlap dialing patterns

[ Add ][ Delete ]

Maximum digit
lenagth

1 0005 10

Row | Dialing patkern

Connected ling identification presentation incoming

Answer Superyision Timer - Incoming Call {sec) 3a0

Blacklist profile | Listo2 . | «— Each trunk group can have one profile associated.
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& Integrated Gateway

) Integrated gateway provisioning,
Gateway Configuration

Card 1 PRIJCAS l Configuration ] l Trunk group ]

Cardz FX5 l Configuration ] l ]

Enable QoS monitoring: Checking this checkbox
will enable the "QoS monitoring configuration™

a5 Manitoring button, which, when clicked, will open a new screen
that permits the user to set up the QoS monitoring
i parameters.
Enable Qo5 manikaring [ oS monitoring configuration ]
%l QoS Monitoring Configuration
) QoS monitaring provisioning. Send traps: it is set to enable/disable the send traps.

Reporting mechanism: Selecting the criteria for reporting the
QoS parameters by a drop down box. The values must be

Configuration threshold crossing or Collection of each callsession.
QCU IP address: It configures the QCU IPaddress.
Send traps QCU port: It configures the QCU Port address.

Maximum jitter threshold: Setting the Threshold for maximum
jitter in the RTP stream.

. . . 3
Reparting mechanism Threshold crassing Average round trip delay threshold: Setting the Threshold for
maximum round trip delay in the RTP stream.
QCU IP address 10.234.1.10 Lost packets threshold compressing: it configures the
Threshold for count of lost packets in the RTP stream for
QU port lzo10 compressed codecs.
Lost packets threshold not compressing: Setting the
Maimumm jitker threshold 20 Threshold for count of lost packets in the RTP stream for non-
compressed codecs.
fverage round trip delay threshold 100

Lost packets threshold compressing 10

Losk packets threshold not compressing | 10
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=1 VOIP

@) Select OK to temporarily store changes. Make your changes permanent by selecting 'spply Changes' on the General page.

Sip Server Settings Port and Signaling Settings Manipulation and Routing Error Codes Media

Media Profiles !
Select Profile “igw_lan” and press Edit
ﬁ [ Edit ||
Profile namne Codecs Media protocol key exchange method Mark sRTP Call-leg a5 Secure | Single m-line SRTP
default Strict Pass-Thru none
igw_lan G711A,G7111,G729 Best Effort SRTP mikey ]
bZbua_profile G711A,G7110 RTP only none

Jd Media Profile

@) Select OK to temporarily store changes. Make your changes permanent by selecting "Apply Changes' on the General page.

General _?

Name

Media protocl | Gest Effort SRTF |« Media Protocol: Media security supported for calls to and from the

Brla protocal [ Sest ShOF Integrated GW.

— Key Exchange Method: if Best Effort SRTP is selected then is =

SRTF configuration possible to configure mikey (Multimedia Internet KEYing) or sdes ?
(Security Descriptions).

SRTP crypto context negotiation | mikey n Mark SRTP call-leg as Secure: if checked then the call will be
marked as secure with the SIP X-Siemens Call-Type: ST-Secure

Mark SRTP Call-leg as Secure header for all FXS ports when TLS/SRTP is used. Otherwise, the SIP
X-Siemens-Call-Type: ST-Insecure header will be sent.

Single m-line SRTP
Codec configuration ?

Codec: This drop-down box presents a list of codecs that are available to be added to the
profile. Selecting a codec and then clicking the "Add" button will result in the codec appearing

Allaw uncorfigured codecs in the table below.
Note: Codecs can be selected/enable under Features->Enable Codec Support for
[] Erforce codec prioricy in profile transcoding->Configure->Select codecs.
[0 5end Telephony Event in Invite withaut SDP Priority: This table presents the list of codecs that are assigned to the media profile. The
o "Priority" column indicates their relative priority to each other. The priority order can be
Packetization interval | auto - adjusted by clicking the "Move up" or "Move down" buttons. The delete a codec from the
- table first click it to select it and then click the "Delete” button.
Codec G722 & kHz - 64 kbps e Add
[. Move up I l Move down ] [ Delete
Prictity Cadec Mame
1 7114 & kHz - 64 kbps
2 711U & kHz - 64 kbps
3 G729 8 kHz - § kbps
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57.5 CID Suppression

Features

)/ EnableDisable desired Feature,

Features &vailable in Survivability Mode Only

Multi-lime Hunt Groups l Configure ]
Call Farwarding l Configure |
Enable Call Detail Records l Configure ] System calling number suppression — access code:

allows the Branch subscriber to use the Calling Line
Identification Restriction (CLIR) feature in a per call basis.
To avoid the presentation of the caller party number to the
called party, the caller shall enter de configured access
code in the beginning of dial, before the gateway routing
prefix and the destination number.

ing Party Mumber Note: Only applies in Survivable Mode.

Enable Music On Hold For Gateways & Subscrib

[ use PAIPPI as

<
Swstem calling number suppression access code | *51

57.6 Number Modification

The new Called Party Number/Request URI handling will be as shown below:

SIP ISDN
Post TON OUT Nariinel TON IN
Add PNAC+Prefix _ Mode
GNF ék‘Recelve-d TON G
None 5 International o) Match
M Prefixes
R-URI | O | SETUP _
Received TON & [ called Party
Add PNAC+Prefix International & _
Survivable
None ) National '®) Mode
Subscriber O Incoming
TON IN TON OUT Post
TON determined Received TON
From revd digits P OAdd Prefix
INVITE S yUnknown TON| | SETUP
STV - . National
R-URI * O——@Unknown | O None Called Party
TON not . O Subscriber
determined ] OMOUT%E
fromrevd  O—National RIS
digit O_Suhsgubgr_ .
B Outgoing

The new Calling Party Number handling will be as shown below:
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S|P ISDN
Post TONOUT TON IN
Add PNAC+Prefix
. Normal
GNE g\_‘Recelve-dTON ®-_Mode
NVITE None - International 0O gri:c?xls
" From ‘ O | _SETUP _
Calling Party
Add PNAC+Prefix Received TON
None Q\—‘ ) Survivable
9) International Mode
Local TollTable .
Incoming
TONIN TON OUT Post
TON determined Received TON
From rcvd digits nt _ OAdd Prefix
nternationa
INVITE | _—® O oral | OUnknomnTON | SETUP
R-URI Té; Ot—@—unkmn— OW None Calling Party
no O_lnmnamna.L =2t e
determined .
fromrevd  O—National
digits riber .
Outgoing
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£ Trunk Group Configuration
) Select OK to temporarily store changes. Make yvour changes permanent by selecting ‘dpply Changes' on the General page.
General Channels list ’I Mumber Modification Spare Flags

Definitions

Country code 1 Area code 561

Mational number lengkh | 10 Subscriber number length |7
Definitions

Prefixes Country code: configuration of the country code
Area code: configuration of the Local Area Code
National number length: If the Digit length check is

Inkernational PNAC |2 International prefix | 011 | enabled and a match for PNAC and/or Prefix is found the
length of the number will be performed, after stripping PNAC

Mational PHAC g Mational prefix 1 and/or Prefix if the remaining length is equal to the National
number length the TON will be set to National.

. ) ) Subscriber number length: If the Digit length check is

Subscriber PNAC |9 Subscriber prefix enabled and a match for PNAC and/or Prefix is found the

length of the number will be performed, after stripping PNAC

and/or Prefix if the remaining length is equal to the
Subscriber number length the TON will be set to Subscriber.

Prefixes

International PNAC: configuration of the international
Public Network Access Code (PNAC)

International prefix: configuration of the international
prefix.

National PNAC: configuration of the national PNAC.
National prefix: configuration of the national prefix.
Subscriber PNAC: configuration of the subscriber PNAC.
Subscriber prefix: configuration of the subscriber prefix

Gateway Number Modification Default Settings

With the default settings:

>

>

>

Incoming calling and called party numbers are sent as received to the proxy’s Number Manipulation function, prefixed with
PNACSs and prefixes.

Outgoing calling party numbers are sent to the PSTN as received from the proxy’s Number Manipulation function without post-
manipulation.

Outgoing called party numbers are sent to the PSTN as received from the proxy’s Gateway Routing function without post-
manipulation.

Note that not having post-manipulation enabled means that if the OSB 50i/500i receives prefixed numbers from the OSB proxy, these
numbers are mostly sent without the prefixes to the PSTN. In order to still send the prefixes, the post-manipulation must be set to ‘Send
Prefixes’.

The integrated gateway will perform best when it receives numbers with PNACs and prefixes. That way the number modification can
be easily controlled.
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57.6.1 Incoming Calls

£ Trunk Group Configuration

General Channels list I Number Mudiﬁcatiunl

Incoming Calls

Calling party number

TON-IN

[ match prefixes for Unknown numbers

[ 1M via length check

Called party number
[ match prefixes For Unknown numbers

[T 1M via length check

Connected number

¥ Copy configuration From QUTEOING calling party number
Makch PMACs andfor prefixes

(1 10K via length check,

Default TOM Fram SIP

@) Select OK to kemporarily skore changes, Make your changes permanent by selecting "Apply Changes' on the General page.

Spare Flags
TON-OUT Post Manipulation
Mormal Mode
Preferred TOM to SIP | Same as TON-IN b Add PMAC and Prefix A4
Survivable Mode
Preferred TOM bo SIP | Same as TON-IM hd &dd PMAC and Prefix b

Use Local Toll Table 44— “Use Local Toll Table” checkbox is used to perform an LTT lookup on an
incoming call. It is applicable ONLY for T1 systems. The results of the
lookup won'’t affect the Type of Number (TON) settings, but it will be used

later in the call. The default value for this field is 'unchecked’.

Mormal Mode

Preferred TOM bo SIP | Same as TON-IM hd &dd PMAC and Prefix b
Survivable Mode

Preferred TOM bo SIP | Same as TON-IM hd &dd PMAC and Prefix hd
Preferred TON to PSTN | Same as TON-IM w Mone w

When determining TON-IN, “TON via length check” is disabled unless “Match prefixes for Unknown numbers” is checked.
Both flags can be checked at the same time.

Match Prefixes for Unknown Numbers (calling and called): If set, the leading digits of the incoming calling or called party
number with Unknown Type of Number is matched against (in this order) the International Prefix, National Prefix and Subscriber
Prefix. The prefix field must have a non-empty value to match. In case a number remains Unknown after the prefix check, the

default Type of Number of Subscriber is taken.

. If set and if number lengths are specified in National Number Length and/or
Subscriber Number Length, the length of the incoming number is checked against these lengths and if a length match is found the

appropriate Type of Number is assumed for the incoming number.

The following are the possible options on the drop-down list boxes:

Incoming calls from the PSTN during Normal Mode

Calling Party Number

Called Party Number

Preferred TON to SIP

Preferred TON to SIP

Post Manipulation

Post Manipulation

Same as TON-IN
International

None
Add PNAC and Prefix
GNF

Same as TON-IN
International

None
Add PNAC and Prefix
GNF

Incoming calls from the PSTN during Survivable Mode

Calling Party Number

Called Party Number

Preferred TON to SIP

| Post Manipulation

Preferred TON to SIP

| Post Manipulation
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Same as TON-IN None Same as TON-IN None

International Add PNAC and Prefix International Add PNAC and Prefix
National
Subscriber

Preferred TON to SIP in Normal Mode:
Same as TON-IN: the input TON is the preferred output TON

International: an output TON of International means that the number is normalized to an International number if the input TON is
national or subscriber using the country code and/or area code.

Preferred TON to SIP in Survivable Mode:
Same as TON-IN: the input TON is the preferred output TON
International: an output TON of International means that the number is normalized to an International number if the input TON is
national or subscriber using the country code and/or area code
National: an output TON of National means that the number is either upgraded from a subscriber number to a national number using
the area code defined in Req. 2040 or that an international number is downgraded by stripping the country code if it starts with the
country code.
Subscriber: an output TON of Subscriber means that an international number is downgraded by stripping the country code if it starts
with the country code . If the resulting national number or any incoming national number starts with the area, then the area code is
stripped as well.

Post-Manipulation Settings in when in Normal mode:
None: the number is sent on the SIP interface without adding PNACs and prefixes or converting an international number to GNF — this
setting is not recommended unless the Preferred TON to SIP in Normal Mode is set to International.
Add PNAC and Prefixes: the number is sent on the SIP interface prefixed with the PNAC and prefix appropriate for the TON
determined by the Preferred TON to SIP in Normal Mode setting.
GNF: an international number is prefixed with a ‘+’ before being sent on the SIP interface without adding the international PNAC and
prefix. Other types of number are also sent without adding PNAC and prefixes. It is expected that this setting is used with Preferred TON
to SIP in Normal Mode set to International

Post-Manipulation Settings in when in Survivability mode:
None: the number is sent on the SIP interface without adding PNACs and prefixes or converting an international number to GNF — this
setting is not recommended unless the Preferred TON to SIP in Survivable Mode is set to International.
Add PNAC and Prefixes: the number is sent on the SIP interface prefixed with the PNAC and prefix appropriate for the TON
determined by the Preferred TON to SIP in Survivable Mode setting.
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57.6.2 Outgoing Calls

£ Trunk Group Configuration

0 Select OK to temporarily store changes, Make your changes permanent by selecting "4pply Changes' on the General page.

General Channels list | | Number Modification | |

Qukgoing Calls

Calling party number

Spare Flags

TON-IN TON-OUT Post Manipulation

Match PMACs and/or prefixes Preferred TOM ko PSTH | Same as TON-IM w Mone w

[T TOM via length check
Default TOM From SIP
Called party number

Match PMACS andfor prefixes Preferred TOMN to PSTM | Same a5 TON-IN b Mone w

[ tom via length check, [ set TOM-OUT ta Unknown for E911 calls
Default TOM from SIP
Connecked number

Copy configuration From INCOMING calling party number

Match prefixes For Unknown numbers Mormal Mode

TCM via length check Preferred TOMN ko SIP

Survivable Mode

Preferred TOMN ko SIP

Match PNACs and Prefixes (calling and called): If set, the leading digits of the incoming calling or called party number are
matched against (in this order) the International PNAC and Prefix, National PNAC and Prefix and Subscriber PNAC and Prefix.
The combination of PNAC and prefix field must have a non-empty value to match.

TON via Length Check (calling and called): If the TON after the previous checks is still Unknown and if this check is set and if
number lengths are specified in National Number Length and/or Subscriber Number Length, the length of the incoming number is
checked against these lengths and if a length match is found the appropriate Type of Number is assumed for the incoming
number.

The following are the possible options on the drop-down list boxes:

Outgoing Calls to the PSTN
Calling Party Number Called Party Number
Default TON Preferred TON Post Default TON Preferred TON Post
from SIP to PSTN Manipulation from SIP to PSTN Manipulation
International Same as TON- None International Same as TON- None
National IN National IN
Subscriber International Unknown TON Subscriber International Unknown TON
Unknown National Unknown National
Subscriber Add Prefix + Subscriber Add Prefix +
Unknown TON Local Toll Table | Unknown TON
Preferred TON to POTN:

Same as TON-IN: t

he input TON is the preferred output TON

International: an output TON of International means that the number is normalized to an International number if the input
TON is national or subscriber using the country code and/or area code.

National: an output TON of National means that the number is either upgraded from a subscriber number to a national number using
the area code or that an international number is downgraded by stripping the country code if it starts with the country code .

Subscriber: an output TON of Subscriber means that an international number is downgraded by stripping the country code if it starts
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with the country code . If the resulting national number or any incoming national number starts with the area code, then the area code is
stripped as well.
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Local Toll Table: the output TON will be determined from the LTT lookup.

Post-Manipulation Settings:
None: the number is sent on the PSTN interface without adding a prefix or setting the Type of Number to Unknown.

Add Prefix + Unknown TON: the number is sent on the PSTN interface prefixed with the prefix appropriate for the TON determined by
the Preferred TON to PSTN setting.

Unknown TON: the number is sent on the PSTN interface after setting the Type of Number to Unknown.

For outgoing numbers:
o |F “Match PNACs and Prefixes” is set THEN

o Set “Default TON from SIP” to “Unknown” and disable it.

o Enable “TON via length check” and reset the checkbox.
e ELSE

o Set “Default TON from SIP” to “Unknown” and enableit.

o Disable “TON via length check” and reset the checkbox.
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57.6.3 OSB 50i/500i Gateway Number Modification Implementation

Below is the logic that is implemented for each of these settings:

Step la (Outgoing Calls): Determine the TON-IN of the From/PAIl/P-Preferred-ldentity/Diversion/Request-URI number received in the
SIP INVITE message as follows:

» IF number starts with ‘+’, TON-IN is INT (strip the ‘+’).
» ELSE IF Match PNACs and Prefixes is not checked, set TON-IN according to GUI field “Default TON from SIP”
» ELSE IF Match PNACs and Prefixes is checked:

o |IF number starts with International PNAC and Prefix, TON-IN is INT (strip the PNAC and Prefix).

o ELSE IF number starts with National PNAC and Prefix, TON-IN is NAT (strip the PNAC and Prefix).

o ELSE IF number starts with Subscriber PNAC and Prefix, TON-IN is SUBS (strip the PNAC and Prefix).

= |F Country Code is 1 and National Number Length is 10, TON-IN is SUBSwWAC
o ELSE TON-IN is Unknown

o IF TON-IN is Unknown and TON via Length Check is checked and National Number Length and/or Subscriber Number
Length are not empty:

= |F Number Length matches the National Number Length, TON-IN is NAT
= ELSE IF Number Length matches the Subscriber Number Length, TON-IN is SUBS
= ELSE TON-IN remains Unknown

Step 1b (Incoming Calls): Determine the TON-IN of the Calling/Redirecting/Called Party number received in the ISDN SETUP
message as follows:

IF NP1 is ISDN and ISDN TON is International, TON-IN is INT

ELSE IF NPl is ISDN and ISDN TON is National, TON-IN is NAT

ELSE IF NPl is ISDN and ISDN TON is Subscriber, TON-IN is SUBS

ELSE IF Match Prefixes for Unknown Numbers is checked and the International/National/Subscriber Prefixes fields are not
empty:

Y V V

o IF Number starts with International Prefix, TON-IN is INT (strip international prefix)
o ELSE IF Number starts with National Prefix, TON-IN is NAT (strip national prefix)
o ELSE IF Number starts with Subscriber Prefix, TON-IN is SUBS (strip subscriber prefix)
o ELSE TON-IN is SUBS (do not strip anything)
= |F Country Code is 1 and Number Length is 10, TON-IN is SUBSwWAC
» ELSE IF TON via Length Check is checked and National Number Length and/or Subscriber Number Length are not empty:
o IF Number Length matches the National Number Length, TON-IN is NAT
o ELSE IF Number Length matches the Subscriber Number Length, TON-IN is SUBS
» ELSE TON-IN is Unknown

Step 2a: Determine the TON-OUT for the Calling Party based on the Preferred TON setting:

> |IF the OSB is in Survivable Mode AND the “Local Toll Table” checkbox (see Error! Reference source not found.) ischecked:

o Look up the Called Party/Calling Party relationship in the Local Toll Tables (see section Error! Reference source notf
ound.) and use the resulting output to create an X-Oscar header to insert into the INVITE message. Proceed with the
next bullet in the sequence.

» |IF Preferred TON is International:
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o IFTON-INis INT, TON-OUT is INT (leave number unchanged)
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o ELSE IF TON-IN is NAT, TON-OUT is INT (add country code)
o ELSE IF TON-IN is SUBSWAC, TON-OUT is INT (add country code)
o ELSE IF TON-IN is SUBS, TON-OUT is INT (add country code and area code)
o ELSE, TON-OUT is UNKNOWN
» ELSE IF Preferred TON is National (applies to outgoing calls only):
o IF TON-IN is INT and number starts with country code, TON-OUT is NAT (remove country code)
o ELSE IF TON-IN is INT and number does not start with country code, TON-OUT is INT (leave number unchanged)
o ELSE IF TON-IN is NAT, TON-OUT is NAT (leave number unchanged)
o ELSE IF TON-IN is SUBSWAC, TON-OUT is NAT (leave number unchanged)
o ELSE IF TON-IN is SUBS, TON-OUT is NAT (add area code)
o ELSE, TON-OUT is UNKNOWN
» ELSE IF Preferred TON is Subscriber (applies to outgoing calls only):

o IF TON-IN is INT and number starts with country code and area code, TON-OUT is SUBS (remove country code and
area code)

o ELSE IF TON-IN is INT and number starts with country code, TON-OUT is NAT (remove country code)
o ELSE IF TON-IN is INT and number does not start with country code, TON-OUT is INT (leave number unchanged)
o ELSE IF TON-IN is NAT and number starts with area code, TON-OUT is SUBS (remove area code)
o ELSE IF TON-IN is NAT and number does not start with area code, TON-OUT is NAT (leave number unchanged)
o ELSE TON-OUT is TON-IN (leave number unchanged)

» ELSE IF Preferred TON is Same as TON-IN
o TON-OUT is TON-IN (leave number unchanged)

Step 2b: Determine the TON-OUT for the Called Party based on the Preferred TON setting:

» IF Outgoing call and Preferred TON is Local Toll Table:

o Look up the Called Party/Calling Party relationship in the Local Toll Tables (see section Error! Reference source notf
ound.) and use the resulting output to set TON-OUT.

o IF TON-OUT from LTT is National:
= |F TON-IN is INT and number starts with country code, TON-OUT is NAT (remove country code)

= ELSE IF TON-IN is INT and number does not start with country code, TON-OUT is INT (leave number
unchanged)

= ELSE IF TON-IN is NAT, TON-OUT is NAT (leave number unchanged)
= ELSE IF TON-IN is SUBSWAC, TON-OUT is NAT (leave number unchanged)
= ELSE IF TON-IN is SUBS, TON-OUT is NAT (add area code)
= ELSE, TON-OUT is UNKNOWN
o ELSE IF TON-OUT from LTT is Subscriber:

= |F TON-IN is INT and number starts with country code and area code, TON-OUT is SUBS (remove country
code and area code)

= ELSE IF TON-IN is INT and number starts with country code, TON-OUT is NAT (remove country code)

= ELSE IF TON-IN is INT and number does not start with country code, TON-OUT is INT (leave number
unchanged)

= ELSE IF TON-IN is NAT and number starts with area code, TON-OUT is SUBS (remove area code)

= ELSE IF TON-IN is NAT and number does not start with area code, TON-OUT is NAT (leave number
unchanged)
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= ELSE TON-OUT is TON-IN (leave number unchanged)
o ELSE IF TON-OUT from LTT is SUBSwWAC:
= |F TON-IN is INT and number starts with country code, TON-OUT is SUBSWAC (remove country code)

= ELSE IF TON-IN is INT and number does not start with country code, TON-OUT is INT (leave number
unchanged)

= ELSE IF TON-IN is NAT, TON-OUT is SUBSWAC (leave number unchanged)
= ELSE IF TON-IN is SUBS, TON-OUT is SUBSWAC (add area code)
= ELSE TON-OUT is TON-IN (leave number unchanged)
o ELSE IF TON-OUT from LTT is Unknown
=  TON-OUT is TON-IN (leave number unchanged)
» ELSE IF Preferred TON is International:
o IFTON-INis INT, TON-OUT is INT (leave number unchanged)
o ELSE IF TON-IN is NAT, TON-OUT is INT (add country code)
o ELSE IF TON-IN is SUBSWAC, TON-OUT is INT (add country code)
o ELSE IF TON-IN is SUBS, TON-OUT is INT (add country code and area code)
o ELSE, TON-OUT is UNKNOWN
» ELSE IF Preferred TON is National (does not apply to incoming Normal Mode calls):
o IF TON-IN is INT and number starts with country code, TON-OUT is NAT (remove country code)
o ELSE IF TON-IN is INT and number does not start with country code, TON-OUT is INT (leave number unchanged)
o ELSE IF TON-IN is NAT, TON-OUT is NAT (leave number unchanged)
o ELSE IF TON-IN is SUBSWAC, TON-OUT is NAT (leave number unchanged)
o ELSE IF TON-IN is SUBS, TON-OUT is NAT (add area code)
o ELSE, TON-OUT is UNKNOWN
» ELSE IF Preferred TON is Subscriber (does not apply to incoming Normal Mode calls):

o IF TON-IN is INT and number starts with country code and area code, TON-OUT is SUBS (remove country code and
area code)

o ELSE IF TON-IN is INT and number starts with country code, TON-OUT is NAT (remove country code)
o ELSE IF TON-IN is INT and number does not start with country code, TON-OUT is INT (leave number unchanged)
o ELSE IF TON-IN is NAT and number starts with area code, TON-OUT is SUBS (remove area code)
o ELSE IF TON-IN is NAT and number does not start with area code, TON-OUT is NAT (leave number unchanged)
o ELSE TON-OUT is TON-IN (leave number unchanged)

» ELSE IF Preferred TON is Same as TON-IN
o TON-OUT is TON-IN (leave number unchanged)

Step 3: Determine the Post Manipulation based on the TON-OUT from 2a or 2b:

» IF there is an LTT Header and Post Manipulation is set to Add PNAC and Prefix
o IFLTT lookup result is INT, add International PNAC and Prefix to the X-Oscar-LTT-Calling-DN Header
o ELSE IF LTT lookup result is NAT, add National PNAC and Prefix to the X-Oscar-LTT-Calling-DN Header
o ELSE IF LTT lookup result is SUBSWAC, add Subscriber PNAC and Prefix to the X-Oscar-LTT-Calling-DN Header
o ELSE IF LTT lookup result is SUBS, add Subscriber PNAC and Prefix to the X-Oscar-LTT-Calling-DN Header
o ELSE nothing to be done
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» IF Post Manipulation is set to None
o IF TON-OUT is SUBSWAC, TON-OUT is NAT (leave number unchanged)
o ELSE nothing to be done (leave number unchanged)
» ELSE IF Post Manipulation is set to GNF (does not apply to Survivable Mode)
o IF TON-OUT is INT, TON-OUT is Unknown (add ‘+")
o ELSE IF TON-OUT is SUBSWAC, TON-OUT is NAT (leave number unchanged)
o ELSE nothing to be done anymore (leave number unchanged)
» ELSE IF Post Manipulation is set to Add Prefix + Unknown TON
o IF TON-OUT is INT, TON-OUT is Unknown (add International Prefix)
o ELSE IF TON-OUT is NAT, TON-OUT is Unknown (add National Prefix)
o ELSE IF TON-OUT is SUBSWAC, TON-OUT is Unknown (add Subscriber Prefix)
o ELSE IF TON-OUT is SUBS, TON-OUT is Unknown (add Subscriber Prefix)
o ELSE (leave number unchanged)
» ELSE IF Post Manipulation is set to Add PNAC and Prefix
o IF TON-OUT is INT, TON-OUT is Unknown (add International PNAC and Prefix)
o ELSE IF TON-OUT is NAT, TON-OUT is Unknown (add National PNAC and Prefix)
o ELSE IF TON-OUT is SUBSWAC, TON-OUT is Unknown (add Subscriber PNAC and Prefix)
o ELSE IF TON-OUT is SUBS, TON-OUT is Unknown (add Subscriber PNAC and Prefix)
o ELSE nothing to be done anymore
» ELSE IF Post Manipulation is set to Unknown TON

o TON-OUT is Unknown (leave number unchanged)
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57.7 Local Toll Table

i% Integrated Gateway

¢), Integrated gateway provisioning

Gateway Configuration

Card1 PRI | Configuration J | Trunk group

J

Card2 FXS ‘ Configuration J |

QoS Monitoring

Enable QoS monitoring J

Local Toll Tables

€), These fields are only applicable when the country is United States / North America or United States Circa 1950 / North America,

Local Toll Tables

O Local Toll Table Configuration

O Local Tol Tadle Configuration

Local Toll Tadles Imported to 0S8

Local Tol Table Name Number Modded
Boca-Tol-3 1561923 201206-18 11:3455
Boca-Tol-32 156192 20120618 11:34:55

Upload & new Local Toll Table

Local Toll Tables (LTT) will be used by the OSB to determine
how to display an incoming PSTN calling party number, and, if
the customer so selects, how to set the Type of Number (TON)
for an outgoing calling party number.

Local Toll Tables are created on the OSV and then imported into
an OSB using mechanisms described further below. The OSB
will have no mechanisms for creating or updating local Toll
Tables.

Local Toll Tables will apply to the OSB 50i and OSB 500i
integrated gateways only. They will not apply to SSPs or other
types of external gateways.

Any number that is presented for LTT handling must be
normalized to international format.

Local Toll Tables apply to the North American Numbering Plan
(NANP) only.

Note that LTT manipulation applies to the called party of
outgoing calls in both Normal Mode and Survivability Mode.

For incoming calls, the LTT will be used for the calling party
number.

Upload Local Toll Table from OSV

57.7.1 Creation of LTT

» The LTT that is populated on the OSV will be downloaded by the customer to a local server and then uploaded tothe
OSB. The creation of the OSV LTT file will be handled manually by the user.

* To create the file, the user must start the RTP CLI on the OSV and enter the following command:

» soapExport “-f=<output file name and path> -NumMod”

+ The ‘output file name and path’ will typically point to a location on the user’'s computer, or a network share location
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58 OpenScape Branch 50i/500i as GW Only

58.1 OpenScape Voice
In the OpenScape Voice the following endpoints shall be configured:

One endpoint for the OSB Main as the main destination of all calls to the gateway.

. General ‘ SIP | Attributes = Aliases = Routes = Accounting
Endpoint Type

SIP Private Networking: O

SIP Trunking: ®

SIP-Q Signaling: O
SIP Signaling

For the static Endpoints the address of the SIP signaling interface can be specified in IP or FQDN format.
@) Note that the address of the signaling interface cannot be modified unless the entry in the security section
has first been removed.

Type: i Static g .
Signaling Address Type: |I7Fj -Aad;éss or?@i 7 i .
Endpoint Address: 21,21.31.10
Port: 5061
Transport protocol: \7TL75 7 E .
Gecurity

@) Setthe Realm, Username and Password for digest authentication or configure the signaling address as a trusted one,

l J | J |
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General sIP Attributes Aliases Routes Accounting

Attributes

@ Attributes available for this SIP endpoint

Supports SIP UPDATE Method for Display Updates B
IUIPDATE for Confirmed Dialogs Supported B
Survivable Endpoint v
Endpoint Attributes:
SIP Prosxy v - Survivable Endpoint
<+— - SIP Proxy
- Route via Proxy
Central SBC [ - Allow Proxy Bypass
Route via Proxy ~
Allow Proxy Bypass v
General SIP Attributes | Aliases Routes Accounting
4liazes

) You can assodate here aliases with a SIP Endpoint.

el:0 | Items/Page: | 200 | » (] All:1
Fi Name
] % 21,21,31.10

Public/Offnet Traffic must also be enabled.
Note: Do not Send Invite without SDP must NOT be selected on OSB50i/OSB500i Integrated Gateway EndPoint.

OSB IP address must be configured for alias. When using OSB with Splitterbox Configuration (PRI Redundancy),Alias
should include Redundant IP and Physical IP addresses for both OSB nodes.
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Two additional endpoints shall be configured for each gateway in orderto provide an
alternative if the OSB Main is notaccessible:

1. SIP Endpoint on OSV for OpenScape Branch

General sSIP Attributes Aliases Routes Accounting
Endpaint Type
SIP Private Metworking: {:}
SIP Trunking: =

SIP-Q Signaling:

EIP Signaling

For the static Endpoints the address of the SIP signaling interface can be specified in IP or FQDM format,

@ Note that the address of the signaling interface cannot be modified unless the entry in the security section
has first been removed.

Type: Static A

Signaling Address Type: IF Address or FQDMN W
Endpoint Address: 21.21,29.10

Port: 50561

Transport protocal: TLS hd

If port is set to a different port (e.g. 5062),
then it is necessary to add this port as an
alias (21.21.31.10:5062)”
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General SIP | Attributes Aliases Routes Accounting
_ Attributes Route Via Proxy and
T SIP Proxy must be set. Attribute
@) Attributes available for this SIP endpoint Survivable Endpoint must be
set if subscriber rerouting is
required for survivability.
Supports SIP UPDATE Method for Display Updates B q ¥
UPDATE for Confirmed Dialogs Supported N
Survivable Endpoint B
SIP Proxy [v
Central SBC B
Route via Proxy v
General SIP Attributes | Aliases | Routes Accounting
Alases

@) You can associate here aliases vath a SIP Endpont,

el:0 | Items/Page 7:":!0 Vr All:l
ul Name
[0 & 21213110

If OPTIONS port is set to a different port (e.g. 5062), then it is necessary to add this port as an alias
(21.21.31.10:5062)

OSB IP address must be configured for alias (Port is optional. Ex 10.234.1.70:5060).

Note: if using OSB with Redundancy then Alias should include Redundant IP and Physical IP addresses for both
OSB nodes.
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2. SIP Endpoint on OSV for gateway

General sIP Attributes Aliases Routes Accounting
Fndpoint Type
SIP Private Metworking: {:}
SIP Trunking: (O]
5IP-Q Signaling: o
SIP Signaling

For the static Endpoints the address of the SIP signaling interface can be specified in IP or FQOM format,

@ MNote that the address of the signaling interface cannot be modified unless the entry in the security section
has first been removed,

Type:

Signaling Address Type:

Endpoint Address:

Port:

Transport protocol:

| TP Address or FQDN v

21.21,29.10

5061

TLS W
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General SIP Attributes Aliases Routes Accounting
Endpoint

&) Cefine the connection data of an endpaint, e.g. you may use this to add a gateway to a switch.

Mame: osb_autom_og
Remark:
Registered: |+
Profile: epp_Proxy_Autom
Branch Office: Proxy_BRI_FXS
i ) Endpoint associated to OSB Main endpoint
Associated Endpoint:

General sIP Attributes Aliases Routes Accounting
Attributes

@) Atiributes available for this SIP endpaint

Supports SIP LIPDATE Method for Display Updates [

IUPDATE for Confirmed Dialogs Supported [

Survivable Endpoint Attribute Route via Proxy to route the calls via the

associated endpoint.
SIP Broxy Attribute Public/Offnet Traffic must be also enabled r
Note: “Do not Send Invite without SDP” attribute
must NOT be selected on OSB50i/OSB500i

Central SBC Integrated Gateway End Point. [~

Route via Proxy [w

Allow Proxy Bypass N

Public/offmet Traffic ™
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General sIP Attributes Aliases Routes Accounting
lAliases

&) ‘ou can associate here aliases with a SIP Endpoint.

IP Address and port of Asterisk (5096)

Sel:0 | Items/Page: All:2 RTP Parameter:
H Name Srx/Sip/CentralSbcSupport must be
RtpTrue (this will make OSV look for ports

[ g 21.21.29.10:509 in aliases)

When using OSB with Splitterbox Configuration (PRI Redundancy), Alias should
include Redundant IP and Physical IP addresses for both OSB nodes.

All SIP Requests shall be sent to the OSB Main and if the OSB Main is not accessible, the SIPRequests will be
directly sent to the 50i/500i gateway.

58.2 OpenScape Branch Main

The OSB Main shall be configured as a regular SIP Proxy/ Branch SBC. Operation modes SBC- Proxy and Proxy ACD are
also possible.

If OSB Main is not able to communicate to both OSV Node 1 and OSV Node 2 it shall switch to survivable mode. The
0SB Main will be responsible for providing the survivable features to the branch

The OSB Main shall not perform any PNAC handling in outgoing calls to the external gateways. The PNAC shall be
performed by TON handling in the gatewayitself.

58.2.1 VolP

Simplex

Node 1
Primary Server

sipsml_vip sipsm3_vip

Collocated

sipsm1_vip _Node 1 sipsm3_vip
Primary Server
Node 1
Secondary Server
sipsm2_vip _ Node 2 sipsm4_vip
Primary Server
Node 2
Secondary Server
Geo-Separated

sipsm1_vip ~Node 1 sipsm3_vip
Primary Server

sipsm2_vip Node 1 sipsm4_vip
Secondary Server

sipsm2_vip ~ Node 2 sipsm4_vip
Primary Server
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sipsm1_vip Node 2 sipsm3_vip
Secondary Server
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=1 VoIP

) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

| Sip Server Settings | Port and Signaling Settings Manipulation and Routing Error Codes Media

zeneral
Comm System Type | geo-separated b
OPTIONS source port S0G2

IF Version Towards SIF Server

If the OSV is addressed by means of a DNS
[[1 Enable path tagging SRV, the DNS SRV record shall be configured
in the field SRV Record.

Branch behind SBC )
If there is a central SBC (e.g. OpenScape SBC)
in front of the OSV in the Data Center, the

[ Branch behind NAT central SBC shall be configured as the SIP
Server.

[1 S5ynch subscriber data

_ o _ If the Gateway Only is an OSB 50i with FXS

[ Disable notification in survivable mode ports, the flag Enable Path Tagging shall be

enabled
Enforce minimum Subscriber TransportType Security

[ Other trusted servers ] [ Load Balance Mapping Table

Mode 1

Target type Binding w

Primary server | 10.100.132.55 Transport | TLS v | Port 5061

Backup server 10.100.183.57 Transpart | TLS v | Port 5061

SRY record Transport

Mode 2

Target type Binding W

Primary server | 10,100.183.57 Transpart | TLS v | Port 5061

Backup server | 10.100.182.55 Transport | TLS | Port 5061

297

P31003-H81A0-M101-09-76A9, 22/07/2022
Openscape Branch VlO, Conﬁguration Guide OpenScape Branch V10 Configuration Guide



58.2.2 Gateway

o Gateways/ Trunks

@) Gateways/Trunks provisioning.

Row signaling addtl:':psz Remote LRL Port | Interface| Transpori R%‘;‘:Ei GatE'f\'ay,ft“;LuEnk Functional type | Trunk profile it :Eg
1 I addrffSDﬂ SOis.unow.sdlowh 5095 LAM UDP 8% I”é?treafzﬂ Egres:f"n'j"'giiiz Gateway 5
2 1= addrleféDirj SOia.unow.s0l.cwb 5095 LAM  UDP 0280% I”é?tr:fzg Egres;'.'h'j"';de':: Cateway 4
3 P ad'j”"ngﬁ'{J og.unow.nets.onb 5061 LAN s 0220% 0SB 50i500i EqrESSJ'TL”qc;dE‘:: Cateway 0
4 = addrfé[m og.unow.css.cwb 5061 LAM TLS 0291% 0SB 50i/500i Ewes:{'{:’gﬁiﬁ: Gateway 0

Gateway Configuration
t} Gateway configuration provisioning,

General

Signaling address type IF address or FQDMN b

Remote URL og.unow.nets,cwb

Port 5061

Interface | LAN v |

Transport |TLS b |

Routing prefix 0290%

Goteway/Trunkype oo ) | The oSBs000 stalbecomioued s rten,
Functional type | &ll Modes Egress/Ingress  w | CIFiTe Ol SOl
Trunk profile | Gateway w |

Output digit strip ]

Output digit add

Priority 1 w

58.2.3 Media Server

The integrated media server in the OSB Main shall serve the SIP Subscribers and gateways.

58.2.4 Auto Attendant

The auto-attendant in the OSB Main shall serve the SIP Subscribers and gateways.
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58.2.5 Survivable Mode features

Survivable mode features like MLHG, Backup ACD, System Call Forward, SIP Manipulation and CDR shall only be provided by
OSB Main.

58.2.6 Redundancy

It shall be possible to configure a redundant SIP Proxy. The SIP Proxy shall be addressed by means of a Virtual IP.

58.2.7 Backup Link

Backup link shall be managed by the OSB Main and it shall be established through the external gateways which can be the
OSB 50i/500i.

58.2.8 DNS

The OSB Main shall be configured as DNS Server as slave or forward to a DNS Master in the Data Center.

58.2.9 NTP

The OSB Main shall be configured to synchronize with an NTP server and it can also be configured to operate as NTP
server for the external gateways

58.2.10 Digest Authentication

Digest Authentication in SM shall be performed by the OSB Main.
Synchronization of Subscriber Data and Digest Authentication Credentials shall be performed by the OSB Main.

58.2.11 Licensing

The OSB Main shall control the licenses which are applicable to the branch, that means:
. Base license.
User licenses.
Auto-Attendant license.
Backup ACD license.
SBC session licenses

58.2.12 Caller Number Suppression

In a call to be routed through the Gateway Only, the access code of Caller Number Suppression shall be handled by the
Gateway Only if the OSB Main is in survivable mode
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58.3 OpenScape 50i/500i Gateway

58.3.1 Gateway Only Configuration

# System

@) Select OK to tempararily store changes. Make your changes permanent by selecting "Apply Changes' on the General page.

| Settings Licenses Branding

General

Branch Mode |Proxy A

Hostname CSE-GW-Only-2PRI

Domain name  siemens.com

Gateway only
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=} VoIP

) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

| S5ip Server Settings

Comm System Type

OPTIONS source port 5062

IP Version Towards SIP Server

[0 Enable path tagging
Branch behind SBC
[] Branch behind MAT

Synch subscriber data

Port and Signaling Settings

geo-separated

[[] nDisable notification in survivable mode

Enforce minimum Subscriber TransportType Security

ManiJ

W

l Other trusted servers

J

Load Balance M4

Cutbound Proxy

Enable outbound
proxy

Target type Binding

Outbound prosxy

SRV record
Mode 1

Target type
Primary server 10,100, 132,56
10,100, 183.57

Backup server

SRV record
Mode 2

Target type
Primary server | 10.100,133.57

Backup server 10,100, 182,56

21.21,31.10

The OSB Main shall be configured as the Outbound
Proxy.

The OpenScape Voice Node 1 shall be configured as the
Primary SIP Server of Node 1. In case of Geo-Separated,
the OSV Node 2 shall be configured as Backup SIP
Server of Node 1. For Collocated and Geo-Separated the
OpenScape Voice Node 2 shall be configured as the
Primary SIP Server of Node 2. In case of Geo-Separated,
the OSV Node 1 shall be configured as the Backup
Server of Node 2

Following the concept of “loose routing”, the Outbound
Proxy shall indicate to which IP address the message
shall be sent to. The Node 1 configuration shall indicate
the final destination of the SIP message, that means, the
IP address or FQDN which will be used in the R-URI.

If the OSB 50i/500i as Gateway only is connected to an
OSB Main which is configured as Branch SBC, the
configuration of the SIP Server in the OSB 50i/500i
remains the same.

If the OSB 50i/500i as Gateway only is connected to an
OSB Main which is connected to a Central SBC (e.g.
OpenScape SBC), the SIP Server shall be configured in
the OSB 50i/500i to point to the Central SBC.

If the OSB50i/500i as Gateway only is directly connected
to an OpenScape SBC, no Outbound Proxy shall be
configured and the OS SBC shall be configured as the
SIP Server.

Transport [ TLS

port

Transport

Transport | TLS
Transpart [TLS

Transport

Transport [TLS

Transport | TLS
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| Port 50581

» | Port 5051

[ Port 5051

| Port 50581

CUOTORFOTTO PRy 5051
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Gateway Configuration

1:'_, Gateway configuration provisioning.

General

Signaling address type

Remote URL

Port

Interface

Transport

Routing prefix
Gateway/Trunk type
Functional type
Trunk profile

Output digit strip
Qutput digit add

Priority

¥ Operational Mode in OFTIONS Response

60.3.4 DNS

T Network/Net Services

og.unow.nets,. owb

LAM

0290%:

Integrated Gateway

all Modes Egress/Ingress
Gateway

4

The gateway shall be configured as Integrated
Gateway, which shall be the only option for the
Gateway Type.

The trunks can be FXO, BRI or PRI.
Analog phones (FXS) in the OSB50i can be used.

The analog phones shall be registered through the
OSB Main.

@ Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Settings DHS NTP DHCP

Client

RefreshDNS |

DMS server IP address

Server

Enable DMS server

Traffic Shaping QoS

 Add

Alias

21.21.31.10
192,165.100.4

The OSB50i/500i shall be configured as DNS client
with the OSB Main as the primary DNS server and
the Master DNS server in the data center as the

secondary DNS server

If the OSB 50i/500i is set as Gateway only, the flag Enable DNS
Server shall be grayed out
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77 Network/Net Services
@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.
Settings pns || wTp DHCP Traffic Shaping QoS

NTP Settings

Timezone | {GMT -3:00) Brasilia, Buenos Aires, Georgetown v}

If the OSB 50i/500i is set as Gateway only, the flag

Eretae o AN el Enable local NTP Server shall be grayed out

O Manual configuration

Date

o ddoyviy) Time (hh:mm)

® Synchronize with NTP server

NTP server | Add | [ Synchronize now |

31.21.31.10 The OSB Main shall be configured as the NTP
e server for the OSB 50i/500i.

58.3.2 Licensing

If the OSB 50i/500i is set as Gateway only, a Base License shall be required. For the FXS, no licenses shall be required on the
Gateway Only box because they will be controlled by the OSB Main or by OSV.
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Alarm summary: Critical: 0 - Major: 0 B Minor o = [

@ Eranch aggregated information and data.

Show alarm details

)

Branch mode: Proxy Auto refresh timer | 30 sec @
Operational state:  normal The OSB Main will present the System Status
screen as shown

Com Node 1

Primary server: 10.100.182.56  Penalty box state: [l Active

Backup server: 10.100.183.57 Penalty box state: [l Active

Com Node 2

Primary server: 10.100.183.57 Penalty box state: [l Active

Backup server: 10,100.182.56 Penalty box state: [l Active

Services status Registered subscribers
ke staas e
Backup link status Subscriber data
Denial of Service Mitigation

304

cPU I Jser%
Memaory [N | 5256%-2Gb
o E | wew-se

System

e 14 days 1:56
Hardware 54 -rtech 50 (BRI - FXS)
type:
Hostname:  BO-BG01-50iA
Software Info
Software version: V8 R1,01.00
Software Partition information: Active ] [ Backup 1
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~ @ General - 0SB-GW-Only-2PRI

@ Branch aggregated information and data.

Alarms

Alarm summary: Critical: 0 ] Major: 0 B tinor 0 =

System Status

Branch mode:
Operational state:

Com Outbound Proxy
Qutbound praxy

Com Node 1

Primary server:

Backup server:

Com Node 2

Primary server:

Backup server:

Services status
Link status

Backup link status

Proxy - Gateway Only

MNaormal - Qutbound Proxy Mormal

21.21.31.10

10.100. 182,58

10.100.183.57

10.100.183.57

10.100. 182,58

Show alarm details

&

Auto refresh timer | 30 sec

v

?

System Status screen as shown

The OSB 50i/500i Gateway will present the

System Info

o —T Y
Memary P J®mze-z6b
Disk Bl @ |213%-8Gb

Penalty box state: [l Active

Reachable

Penalty box state:
Penalty box state: Reachable
Penalty box state: Reachable

Penalty box state: Reachable

Show Registered subscribers Show

Show

Denial of Service Mitigation

Dynamic port mapping
Subscriber data

Show
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System uptime: 14 days 1:51

Hardware type: Advantech 50i (2 PRIS/CAS E1 - FXS)

Hostname: Q58-GW-Only-2PRI
Software Info
Software version: V8 R1.01.00
Software Partition information: Active ] [ Backup
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59 OSB 50i DP24 and OSB 500i DP4/8 as standalone PRI Adapters to SIP
Trunking

With this functionality the OSB can be used as standalone unit for legacy TDM PBX systems to be connected to new SIP
Trunking providers. The OSB supports NT PRI links to interconnect deployed PBX systems and be able to support same
capacity of SIP Trunking channes to SIP Service providers.

This configuration introduction requires a new 'Standalone’ operating mode.

Supported Models:

OSB500i DP4/8
OSB50i DP24
OSB50i DP14E/T
OSB50i D44

e o o o

Standalone Mode can be enabled via flag under Administration >System >Settings >General
The enabling of the Standalone flag is possible only if the OSB Branch mode is SBC-Proxy.

€& @ Hips:jjzs.25.0.457 & System

{7 https-—-192.168.80.11...

uniFy

@) Select OK to temporarily store

qu_ |ngs| License Bra

General

50i-DP24-StandAlon

Branch mode | SBC-Proxy

Host S0DPz2454
Administration skl I

¥ System Domain name | unify.com
# Settings
# License

] Gateway only

{®.| Branding W' Enable Standalone Mode

System Status

Branch mode SBC-Proxy

Operational state  Standalone

When OSB is running in Standalone Mode ,PRI ports license is required.

License kype License configured
056 Base 1
SBC sessions 60
PRI Ports Z
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PSTN interfaces will not be available if the proper license is applied.
OSB 50i D44: a single "PRI Ports” license would activate all 4 BRIs.

NOTE: Currently only the Sipconnectl.1 is supported

60 Proxy ATA

Proxy ATA HW supports 24/48 FXS ports.

The Proxy ATA registers with only one Proxy/OSV and only supports FXS subscribers. PSTN connectivity/routing during

Survivability mode is handled by the Proxy. Connection to OSV can be done directly or via Proxy while in Normal Mode
operation.

Note: only FXS-FXS calls are possible using Proxy ATA if Proxy and OSV are not available.

60.1 Configuration Options

Proxy ATA can be deployed with direct connectivity to OSV (without survivability) or to another OSB at a branch to
provide survivability with the remaining users of the branch.

Note: Maximum distance to analog device is 300feet.

60.1.1 Proxy ATA behind OSB Proxy (ex. OSB500i) connected to OSV
OSV/CMP
e Create ProxyATA Endpoint Profile

e Create ProxyATA Endpoint within the branch office of the OSB Proxy. This willassociate
the ProxyATA to the OSB Proxy.

--> Attributes “Route Via Proxy” and “SIP Proxy” must be set

--> Attribute “Survivable Endpoint” must be set if subscriber rerouting is required for survivability,
--> Alias is configured with IP address of ProxyATA.

--> No ports need to be set to trusted if using OSV V6 PS23 or OSV V7 PS08. If the OSV is running an older patch set then
the OPTIONS port needs to be set to Trusted.

e Add Branch Office using the ProxyATA Endpoint as representative endpoint.

e Configure FXS Subscribers of Proxy ATA in the branch office of the OSB Proxy unless

subscriber rerouting is required. In the latter case, the FXS subscribers need to be
configured in the branch office of the ProxyATA.

OSB Proxy
e Enable Path Tagging

Configuration @ OpenScape Branch @ Branch Office @ Configuration @ VolP @ Sip Server Settings
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=1 VOIP

@ Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

| Sip Server Settings Port and Signaling Settings Manipulation and Routing Error Codes Media

zeneral

Comrm System Type Simplex W

— L ST T 5082 Enable Path Tagging: allows an OpenScape Branch in Proxy-

) ATA mode to send the header "Path" in SIP messages and an

IF Version Towards SIP Server OpenScape Branch which has a connected ATA to handle the
messages with this header. Flag adds the path header Path:
<sip:21.21.0.72;transport=tcp;Ir>where 21.21.0.72 is the

Enable path tagging ProxyATA IP.

e Add GW Entry in Gateways/Trunk Provisioning with IP Address/Port/Transport of
ProxyATA.

Configuration >OpenScape Branch > Branch Office > Configuration > Features > Enable gateways/trunks >
Configure >Gateways/Trunks
51 Gateways/Trunks

@ Gateways/Trunks provisioning,

DNS dynamic refresh interval (min) &0

O route to R-URT domain Note: Routing Prefix/FQDN value is required to create entry.
| Add || Edit || Delete
| Signaling address Remote Routing Gateway,Trunk - Cutput digit Output digit .
Raw B - AL Port | Interface| Transpari o e Functional type | Trunk profile Sl 2dd Priority
IP address or - - A i T — Al Modes . .
1 FQDM 21,21.0.72 5060 LAM TCP 24%, Proxy ATA Egress/Ingress Gateway 1] 1
Proxy ATA

e Configure "Outbound proxy"/"Outbound proxy port" to IP address/Port of OSB Proxy, Enable
Path Tagging, Comm System Type, Primary, and Backup OSV.

Configuration > OpenScape Branch > Branch Office > Configuration > VoIP > Sip Server Settings
Note: Licenses are not required to be installed on ProxyATA (Only on OSV/OSB Proxy)
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=1 VoIP

@) Select OK to tempararily stare changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

| Sip Server Settings Port and Signaling Settings Manipulation and Routing Error Codes Media
aererdi
Comm System Type collocated e
OPTIONS source port 50680

IP Version Towards SIP Server

Enable path tagging Enable Path Tagging: allows an OpenScape Branch in Proxy-ATA mode
to send the header "Path" in SIP messages and an OpenScape Branch
which has a connected ATA to handle the messages with this header.
Branch behind MAT Flag adds the path header Path: <sip:21.21.0.72;transport=tcp;Ir> where
21.21.0.72 is the ProxyATA IP.

Branch behind SBC

Synch subscriber data

Enforce minimum Subscriber TransportType Security

l Other trusted servers ] l Load Balance Mapping Table ]

Cutbound Proxy

Outbound proxy/Port: The Outbound Proxy IP Address/FQDN/Port where the
Eﬂﬁféind OpenScape Branch in Proxy-ATA mode will try to connect in case the "enable
proscy outbound proxy" flag is enabled. Note: ProxyATA does not support DHCP/DNS
server. This is done by OSB Proxy or external DNS/ DHCP.

Target type Binding

Outbound 21.21.0.81 Transpart | TCP + | Qutbound 5080
Proxy proxy pork
SRV record Transport

Mode 1

Target type

Primary server | 10.100.182.54 Primary, Backup, OSV node configuration
Backup server Transport Port
SRV record Transport

Mode 2

Target type

Primary server | 10,100, 133,55 Transport | TCP * | Port | 5050
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60.1.2 Proxy ATA connected directly to OSV

OSV/ICMP

e Create ProxyATA Endpoint Profile

o If subscriber rerouting (regular or enhanced) is NOT required, then configure FXS subscribers ofthe
Proxy ATA under the OSV's "Main Office".
@ Attributes “Route Via Proxy” and “SIP Proxy” must be set
@ Alias is configured with IP address of ProxyATA.
@ No ports need to be set to trusted if using OSV V6 PS23 or OSV V7 PS08. If the OSV is running an dr
patch set then the OPTIONS port needs to be set to Trusted.

o If subscriber rerouting (regular or enhanced) IS required, then you must create a branch office forthe
Proxy ATA, using the Proxy ATA Endpoint as the representative endpoint. You must also create the
Proxy ATA FXS subscribers behind that ProxyATA branch.

@ Attributes “Route Via Proxy”, “Survivable Endpoint” and “SIP Proxy” must be set

@ Alias is configured with IP address of ProxyATA.

--> No ports need to be set to trusted if using OSV V6 PS23 or OSV V7 PS08. If the OSV is running an older
patch set then the OPTIONS port needs to be set to Trusted.

Proxy ATA

e Configure Comm System Type, Primary, and Backup OSV.

Configuration  OpenScapeBranch > Branch Office = > Configuration>VolIP > Sip Server Settings
Configuration @ OpenScape Branch @ Branch Office @ Configuration @ VolP @ Sip Server Settings
Note: Licenses are not required to be installed on ProxyATA (Only on OSV).
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@ Select OK to temporarily store changes, Make your changes permanent by selecting 'Apply Changes' on the General page.

| Sip Server Settings | Port and Signaling Settings

Comm System Type | collocated -

OPTIONS source port B0s0

IFP Version Towards SIP Server

[1 Enable path tagging
Branch behind SBC
Branch behind MAT
Synch subscriber data

Enforce minimum Subscriber TransportType Security

HManipulation and Routing

[ Other trusted servers ] [ Load Balance Mapping Table

Outbound Proxy

Enable
[0  outbound
proxy

Target type

QOutbound Transport
proxy
SRV record Transport
Mode 1
Target type Binding e

Primary server 10,100, 132,54 Transport |TCP

o
Backup server
Primary, Backup, OSV node configuration
SRV record
Mode 2
Target type Binding -
Primary server | 10.100.133.55 Transport | TCP e
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?
Error Codes Media
-~
?
Outbound
proxy port
r
Port | S0S0
Port
?
Port | 5050 it
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60.1.3 General Proxy ATA Configuration

Enable Integrated GW
Configuration @ OpenScape Branch @ Branch Office @ Configuration @ Features

Features

@) Enable/Disable desired Feature.

Enable Integrated GW.
Note: discovering the GW cards will require a system restart
so that drivers are loaded.

Features Available in Mor and Survivability

Enable integrated gateway l Configure ]

Select Country Configuration for Integrated Gateway

Configuration @ OpenScape Branch @ Branch Office @ Configuration @ System @ Settings

F# System

€ Select OK to temporarily store changes. Make your changes permanent by selecting "Apply Changes' on i

Settings Licenses Branding

) Select Country to get correct defaults for the
Country Configuration hookflash timers, ring cadence, and tone
frequency.

Country | United States / Morth America / Country configuration

= Country Configuration e

@ us configuration

_‘r‘

# General

E

CoOUnTIY = United States / North America [(us)

DTMEF Interdigit tTime = O m=s

DTHME high lewvel = =10 dbm

DTHMFEF low lewvel = 10 dbm

HMFR1 lewvel = ) dibm

HMFR2 lewvel = dbm

Ring cadence = 2000,4000 m=

¥

F The tonelist itself is defined by a comma-separated seguence of elements.
# Each element consist of a freguency (£f) with an optional duration (in

¥ attached to it (£/duration). The freguency component may be a mixture of two
¥ freguencie=z (f1+f2) or a freguency modulated by anocther freguency (£1+£2) .
F The implicit modulation depth is fixed at 90%, though.

F If the list element starts with a !, that element is NOT repeated,

¥ therefore, only if all eslements start with !, the cgnelist is time—-limited,
F all others will repeat indefinitely.

#

312 OpenScape Branch V10 Configuration Guide



Configure FXS ports

Configuration @ OpenScape Branch @ Branch Office @ Configuration @ Features @ Enable integrated gateway

@ Qip

@ Gateway Configuration @ Configure

@) Integrated Gateway

) Integrated gateway provisioning.

Gateway Configuration

FXS card/cards is/are discovered.
Note: Drivers for each FXS port are loaded on a
port by port basis during boot process

Card 1 |FX5

Configure... 4‘}_

Card 2 |FXS

Select Configuration for FXSparameters/settings.

£ FXS configuration
@) F¥S Cards provisioning.
Port Configuration

All ports (Enabling only ports with subscriber number)

Echo cancellation

All ports: enabling only ports with subscriber number.

Echo cancellation: Enabling/Disabling echo cancellation for all ports.

313

First SIP port 9500
[ Enable all ports with subscribers ] [ Disable all ports
Edit
Enable Card Physical port ':'E Il?ns;;irber Subscriber name | 1985t aumenﬁc;i?; Lhcesk auﬂ'nenE;::j?S Clicest aum;gz;:iorg SIP port | Echo cancellation dgei)ée
1 Port 1 551138172441 hipath.com 123456 esenas 9500 |: >
1 Port 2 551138172442 hipath.com 123456 sesese 2501 i
1 Port 3 551138172443 hipath.com 123455 sesess 2502 i
1 Port 4 551138172444 hipath.com 123456 eesnes 9503 |:
1 Port 5 551138172445 hipath.com 123456 esenas 9504 |:
=1 - - h

]
\
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% FXS Configuration
@) FX5 Cards provisioning.

Card Configuration

Loop current (ma) 20 w

Loop current: loop current for analog phones.

Manual ring settings Manual Ring Settings: Enables configuration for
Ring Frequency and Voltage.

Ring Frequency: ring frequency for analog

Ring frequency | 20 o phones. Default is 20.
Ring Voltage: ring voltage for analog phones.
Ring voltage | 75 W Default value is 75.
Hook Flash: turns on or off hook flash capabilities
Hook flash for all ports.

Hook Flash Duration: Long (200ms to 1250ms)

) or Short (80ms to 200ms) duration hook flash.

Hook flash duration | Long bl Allow compression codecs over FAX lines: When this
checkbox is set, whichever codecs have been negotiated
CLIP for a call can be used, even when it is a FAX call. When
the checkbox is not set, then the G.711 codec will be
used exclusively for FAX calls.

O allow compression codecs over FARNines

ol Spare flag 3

FxS Configuration

hr
) Fx5 Cards provisioning.

Card Configuration

CLIP:
Loop current {mé) 20 When Country is configured as "United States/North
America" or "United States Circa 1950/North America"
Manual ring settings CLIP is always enabled and will be gray out like picture
above.
Ring frequency | 20 w

Other countries have the option to enable (Bellcore after
ring) or disable (None) the CLIP.

Ring woltage
Default for countries different than US is disabled (None)

Haook Flash

Hoaolk flash duration

CLIP

[ ] Allow compression coiBellcore after ring
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£ FXS port Configuration
Il:!, FX5 Port provisioning.

General

Enable

Card Physical port

SIP port
Subscriber Configuration

Subscriber number 551133172441
Subscriber name
Registration interval (sec) 3a00

Endpaint service profile International

F¥5 Flags

Echo cancellation
(] Fax device
FAXT.33

CMG detection

] F¥s hoot line

FXS Flags:

Echo cancellation: enable/disable echo cancellation
parameter.

Fax device: Enables fax for this interface. It is enabled
using the enable check box (CW is disabled for the port)
Fax T.38: Enables FXS interface T.38 negotiation for
fax. It is enabled using the enable check box.

CNG detection: Enables detecting CNG tone for T.38

fax negotiation. It is enabled using the enable check box.

The activation of the flag "CNG detection" will only take
effect if T.38 flag is also enabled.
FXS hoot line: enable/disable FXS port as hoot line.

315

General:

Enable: Enable or disable the FXS physical port.
Physical port: Number of FXS port. It is a read only

field.

Digest authentication realm

hipath.com

Digest authentication user ID 123456

Digest authentication password | sesess

Receive gain (dB) ]

Transmit gain (dB) ]

Subscriber Configuration:

Subscriber number: Subscriber directory number.
Subscriber name: This is the subscriber's name.
Registration interval timer: port DN registers every
Registration Interval Timer seconds.

End Point Service Profile: allows the possibility to
configure/apply dial restriction rules per FXS subscriber.
Digest authentication realm: ‘realm' parameter sent in
the header when challenging a request.

Digest authentication user ID: string that uniquely
identifies a user within a given realm.

Digest authentication password: password to be used
in the Digest Authentication.

Receive gain: It sets the Gain of payload for receive. A
negative value decreases the gain, and a positive value
increases the gain.

Transmit gain: It sets the Gain of payload for transmit.
A negative value decreases the gain, and a positive
value increases the gain.
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£ FXS port Configuration
I:!, FXS Port provisioning.

Hotline MWarmline Configuration

[ ] Enable

Wait time (sec)
Destination

Mumber of times to repeat

Repeat interval (sec)
Location Information

Building

Hotline/Warmline Configuration:

Enable: This checkbox is used to enable the Hotline or
Warmline feature for an FXS port. Default setting is
unchecked.

Wait time (sec): This field is used to enter a delay time
in whole seconds. The default value is zero. When this
field is set to zero, Hotline behavior is assumed. When
this field is set to a non-zero value, Warmline behavior
is assumed.

Destination: This field is used to store the Hotline or
Warmline destination number. This field can contain up
to 24 digits, using digits 0 — 9.

Number of times to repeat: This field indicates how
many times to retry an external hotline/warmline
destination in the event that it is busy.

Repeat interval (sec): This field indicates, in whole
seconds, the time between retries and the time until the
first retry. Permissible values are 1 to 30. Default value
is 5.

Note that FXS Hotline/Warmline cannot be enabled if
FXS Hoot Line is enabled, and vice versa.

Floor

R.oom

Location Information: Each FXS port can be set with
different value for Building, Floor & Room.

If any parameter is not set for a specific FXS port,
general values shall be used. If a parameter is
configured for a specific FXS port, this value will
supersede the general value
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62.2.3.1 End Point Service Profile For FXSSubscribers

It is possible to configure/apply dial restriction rules per FXS subscriber. Digit sequences configured in table shall be
rejected.

Z FXS Configuration

@ FXS Cards provisioning.

Endpeint Service Profile

l Endpoint service profile P ]
Endpoint Service Profiles r'd ?
@ Endpoint service profiles provisioning.
Raw Mame | Blocked call disconnection Profile Name: Name of FXS profile.
. Internations| Distommect Note: Up to 10 profiles can be created.
Blocked Call Disconnection: It indicates the way the
blocked call shall be disconnected: with an
announcement and disconnection after timeout or simply
being disconnected.
Note: Disconnect is done before digit sequence is sent to
OSV (Normal Mode) or before any SIP Manipulation or
route analysis (Survivability Mode).
< ¥

[ add || Edit || Delete
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Endpoint Service Profile Configuration

@) Endpoint service profile configuration provisioning.
General

Name International

Blocked call disconnection | disconnect

Blocked Calls
Fow | Denied number Operational mode
1 000% Survivable mode
£

Denied Number A regular expression that allows
entering dial patterns which are not accepted for the
endpoints associated to this endpoint service profile.
Note: Up to 20 rules can be created per Profile.
Operational Mode: It indicates if the rule is enabled for
Survivable mode or for Both Normal and Survivable
mode.

62.3 Emergency Numbers

FXS Configuration

b3

Add Delete

e
) FXS Cards provisioning.

Emergency Calling Mumbers

Emergency numbers

When a subscriber dials any number that is
configured in this list, the OSB will identify an

Emergency Call (e.g. in the USA the number is
911)

 Add

911

| Delete
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62.3.1 Location Information

Location Information

Enable geo-ocation support [

Country United States

State or region or province FL

County or parish or district |PALM BEACH
City BOCA RATOM
Street BEROKEM SOUND
Leading street direction MY

Street type suffix BLVD

Address number 5500

Postal code 33487

Postal community name BOCA RATOM
Building A

Floor 2MD

Room 2,12

Flag “Enable geo-locatio support” must be set in
order for OSB to add the location info (PIDF-LO)
based on the values from Location Information
section (NG911)

Country, State or region or province, County
or parish or district, City and Street are
mandatory fields

Country is selected from a drop down menu, max
length for State or region or province is 3 chars
and for all other fields the maximum length is 150
chars

OSB will add the location information, only when
all of the following conditions are met : Normal
mode, INVITE was initiated from a SIP
subscriber, Geo-location support is set, call (R-
URI) is recognized as an emergency call and
TCP or TLS is used between the OSB and the
OSV/OSS. Location information data will be
included only for location unaware phones.
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FXO/FXS port - RJ11 Telco Port Connector - pin assignment

Pin Description
1 MotUsed
MNotUsad
Tip

Ring
MotUsad
NotUsed

o] ;| & Wl

60.2 System Status

Connectivity and System state in relation to the SIP server (Checking if OSB is in SM or NM)
Configuration > OpenScape Branch > Branch Office = Configuration > Local Dashboard

O Unify OpenScape Branch

Management Portal

ATA71-Test-¥YLan - Y10R2.0.1

Administration

- Green = ATA in NM and
Outbound proxy in NM

General - ATA71-Test-YLan

:s"“e'"k/ (i) Branch agaregated information and data, - orange = ATA in NM and
Network/Net Services .

e A Outbound proxy inSM
:e;::::v Alarm summary: Critical: 0 [ll Major: 0 Ml Minor: 0 Show alarm details - Red = ATA n SM

» Diagnostics & logs
» Alarms System Status

» Maintenance % -
Branch mode Proxy ATA Auto refresh timer | 1 min

cPU I 4819
Memory Bl (xe%-20
Disk B zes4%-sab

Operational state Normal - Outbound Proxy Normal
Com Outbound Proxy

21,0, Acti

©Outbound proxy 21.21.0.81 Outbound proxy [l Active System uptime 17 days 44 min

Comode'L Hardware type Advantach S0i (ATA - 24)

Primary server 80.253.239.150 Penalty box state Reachable Noonane ATA71-TestWlan

Backup server Penalty box state o Info-

Com Node 2 Software version 10 R2,00.01
Eriharysetves Senakyboxste Software Partition information | Active | | Backup
Backup server Penalty box state
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Analog FXS Features Support Table

Analog FXS Features Supported

0SB 50i| 0SB 50i 0SB osy 0SB
Feature NM SM OB 50i Comments Feature |Feature| PAC
Basic call A A
0SBa0i: As part of W, the user can hookflash
. then dial the C party, then talk to them
Consultation & Transfer A A {consultation), then go on-hook and transfer the i
call.
05B50i: In addition to consultation and transfer,
Call Transfer ko ko the uger can also go on-hook while the C-Party is A
tinging and that will also transfer the call.
Conference [ limited to 3 parties = w w 0SBA0i: Three Party Conference is provided by ¥
TWC ) Asterigk
Toggle/Altamate 0SBA0i: not supported due to 3-party conference
feature
0S8Ba0i: While on a call, the user can hookflash
Call Hold w w and place the B-Party on hold. WWhen ready to . .
continue, the user presses hookflash again and is
reconnected. No MOH is available.
Call Faoreeard # # 05B50i: Call Forwarding Unconditional only A 72,73
0SV. “4R1 and beyond
Call park Fartial 0SBA0i: Cannat park to server. Can retrieve N
parked calls.
Callback no reply # 0SBA0I: PAC necessary ki
Callback on busy 0SBA50i: PAC necessary ki
Last Inc Nurm Radial OSBS!]_l: In Sh, anly if the device supports the
capability
Last Out Nurm Redial W OSBS!]_l: In SM, anly if the device supports the v
capahility
0SBA0i: FXS can pickup the call by dialing CPG
Call Pickup (group ) Fartial access code but does not get CPG indication (o N
MOTIFY) since it cannot subscribe.
Speed dial list % OSBS!]_l: In SM, anly if the device supports the v
capahility
DND * * A *7g, 79
Call Beturn w w 0SBa0i: Audible playback of last incoming . A9
number
Call Waiting A A A
Disable Call Waiting for next call # # ki *70
Disable Caller ID for next call ke ke 0SBa0i: This feature is provided by Asterisk N &7
Caller ID # # ki
Galler ID with Call Waiting . . 0SBA0i: Hookflash will toggle between existing g

call and CVY call

MNote: One branch-wide flag turns on all hookflash-based features for all analog FXS subscribers in
Mote: The PACs that Asterisk uses are hard-coded, and may conflict with OSv-defined PACs. In
** Mote that this feature is causing some trouble and may need to be turned off.

Notel: Music on Hold will be played when an FXS subscriber places a call on hold by hookflashing. The music that is

played is not configurable, and the capability cannot be turned off. This capability applies to FXS ports on the ATA only.
The FXS ports on the OSB 50i do not have this capability."
Note2: if power to the card is lost, an alarm will be generated. During the power loss, FXS ports will not be able to make
or receive calls, but callers to the FXS ports will hear audible ringback tone since the ports are still registered.
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62.5.1 Features

Three-Way Calling: Go off-hook, establish a call, hookflash, hear stutter dial tone, dial the 3rd
party, hookflash, now in conference. Subsequent hookflash will drop the 3rd party.

If the 3rd party goes on-hook before the conference is established, original parties

are left in conversation.

Call Hold: Go off-hook, establish a call, hookflash, hear stutter dial tone, hookflash again to retrieve.

Call Transfer: Go off-hook, establish a call, hookflash, hear stutter dial tone, dial the 3rd party, go on-hook, call is now
transferred.

Call Waiting: Make or receive a call, receive a 2nd call and hear call waiting tone, hookflash to toggle to the waiting
party, hookflash again to toggle back.

Disable Call Waiting for Next Call: feature can be done in twoways.
Go off-hook, dial *70 to activate, hear confirmation tone, dial the number of the person to reach
(when call is established, Call Waiting will not be accepted during the call)

Go off-hook, establish a call, hookflash, hear stutter dial tone, dial *70 to activate, hear confirmation tone, hookflash
again to retrieve (after this procedure, Call Waiting will not be accepted during the call)

Disable Caller ID for Next Outgoing Call: Go off-hook, dial *67 to activate, hear confirmation tone, dial the number of
the person to reach.

Do Not Disturb: Go off-hook, hear dial tone, dial *78 to activate, or *79 to deactivate.

Call Forwarding Unconditional: Go off-hook, hear dial tone, dial *72 to activate, or *73 to deactivate. After dialing
*72, dial the number to forward to.

Call Return: Go off-hook, hear dial tone, dial *69 to hear the number of the last caller. Only works if
Caller ID was present.

End Dialing: ‘# digit as the 2nd or later digit as dialing is complete
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61 Multiple OSBs in a Branch

Goal is to provide the ability to share gateway resources and to increase the capacity of subscribers as members of the same branch.
Provides support for up to four (4) OSBs within acluster.

Different OSB models can be grouped within thecluster.

Can interoperate with OSBs with External or Integrated Gateways.

61.1 Configuration in the OSV:

A strategic subscriber numbering plan should be devised for subscribers which will be registered for each OSB within the cluster for
ease of provisioning as well as efficient routing (Prefix Codes, Destination Codes, etc).

Example:

Subscriber DNs for OSB1 > 561-555-1xxx
Subscriber DNs for OSB2 > 561-555-2xxx
Subscriber DNs for OSB3 > 561-555-3xxx

Each OSB to be configured in the cluster is created in the OSV via the “Add” button in “Branch Offices” as in all branch creation.
Each OSB to be part of a cluster is created in the OSV with its Representative Endpoint and shared Office Code.

The concept of the cluster from the OSB point of view is the “Peer OSB”; the concept of the cluster from the OSV point of view is that
the OSBs are geographically collocated and share an Office Code as well as LAN connectivity.

For accessing trunks within the cluster, Destinations are created which contained a prioritized Route List pointing to the Endpoint
destined for each corresponding OSB (OSV limits the reroute to 4 routes).

Calls are then distributed between the gateway trunks in the OSBs based on the configured routes for each OSB Destination.

If a route is unavailable, the prioritized list is used to select the next route to ensure the outbound call can find an available trunk via
one of the OSBs in the cluster.

61.2 Configuration in the OSB:

All OSBs which compose the cluster are configured independently from each other via the Local GUI or via the Assistant.

Each OSB monitors the heartbeat to the OSV independently via SIP Options.

Calls between branches in different operation modes (Normal vs. Survivability mode) are not possible.

The OSBs must be geographically collocated in order to avoid long time of different operation modes; the OSBs within the cluster must
also be configured with the same operational mode (Proxy, SBC- Proxy, Branch-SBC).

A maximum of 4 OSBs can be grouped in a cluster allowing the configuring of a maximum of 3 priority GW rules to Peer OSBs for the
same Routing Prefix.

To access trunks associated with the same OSB, a Priority 1 route is created in the Gateways/Trunks table with Gateway/Trunk Type
set to "RG", "Integrated Gateway", etc. for its own associated gateway.

To access trunks associated with different Peer OSBs, additional priority routes (2,3,4) are created in the Gateways/Trunks table
pointing to the other Peer OSBs for the same Routing Prefix (max 3).

Routes to subscribers registered in other OSB boxes are configured via a route pointing to each OSB box in the Gateways/Trunks table
as Peer OSB with the configured Routing Prefix required to access those subscribers.

Peer OSB links are handled in the LAN side.

The OSV handles all call routing decisions while the OSBs are in Normal Mode. Routing to OSB registered subscribers or to OSB
gateway trunks within the cluster while the OSBs are in Normal Mode is based upon the Prefix Codes, Destination Codes, Destinations,
and configured Routes which determine how trunks are accessed.

The graphic on the next slide shows how the Gateways/Trunks Table is configured for a typical OSB within a cluster.

The first focus will be on how the Gateways/Trunks Table in the OSBs are provisioned to allows all subscribers within the clustered
OSBs to communicate with each other.
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[# OpenScape Branch Management Portal [ Gateways/Trunks [ OpenScape Branch Management Portal [ Gateways,/Trunks €3 | ® Emergency caling subnets

Gateways/ Trunks

Q) Gateways|Trunks provisioning.

Row 1P Address or FQDN Port| Interface Transport| Routing prefix{FQDN Gateway/Trunk type Functional type Trunk Profile | Output digit strip Output digit add | Priority
1 pril.jgosb208.siemens.com 5096 LAN ubpP 911999 Integrated Gateway Emergency Gateway 0
Survivability Mode
2 10.234.1.209 5060 LAN Tce 32% Peer OSB Egress/Ingress Gateway o 1
o Survivability Mode
3 10.234.1.210 5060 LAN Tce 4249231% Peer OSB Egress/Ingress Gateway o 1
o Survivability Mode
4 10.234.1.209 5060 LAN ice 4249232% Peer OSB Egress/Ingress Gateway o 1
Survivability Mode
S 10.234.1.209 5060 LAN TP 9305% Peer OSB Egress/Ingress Gateway 1 8 3
Survivability Mode
6 10.234.1.210 5060 LAN Tce 9305% Peer OSB Egress/Ingress Gateway 1 7 2
7 pril.jgosb208.siemens.com 5096 LaN upP 9305% Integrated Gateway All Modes Egress/Ingress Gateway 1 1
Example:
- OSB1 DN Range for Subscribers: 424-923-0XXX
- OSB2 DN Range for Subscribers: 424-923-1XXX
- OSB3 DN Range for Subscribers: 424-923-2XXX
H ’
The above is a screenshot of OSB1’s Gateway/Trunks Table.
[ OpenScape Branch Management Portal [ Gateways/Trunks [ OpensScape Branch Management Portal [ Gateways/Trunks B3 | ™ Emergency calling subnets
Gateways/ Trunks
Q) Gateways/Trunks provisioning.
__Row 1P Address or FQDN Port | Interface Transport|  Routing prefix/FQDN Gateway(Trunk type Functional type Trunk Profile | Output digit strip Output digit add | _Priority |
1 pril.jgosb208.siemens.com 5096 LAN ubpP 911999 Integrated Gateway Emergency Gateway 0
" Survivability Mode
74 10.234.1.209 5060 LAN Tce 32% Peer OSB Egress;/Ingress Gateway 0 1
o Survivability Mode
3 10.234.1.210 5060 LAN Tce 4249231% Peer OSB Egress/Ingress Gateway o 1
Survivability Mode
4 10.234.1.209 5060 LAN Tce 4249232% Peer OSB Egress/Ingress Gateway 0 1
Survivability Mode
S 10.234.1.209 5060 LAN TceP 9305% Peer OSB Egress/Ingress Gateway 1 8 3
Survivability Mode
6 10.234.1.210 5060 LAN Tce 9305% Peer OSB Egress/Ingress Gateway 1 7 2
Z pril.jgosh208.siemens.com 5096 LAN upp 9305% Integrated Gateway All Modes Egress/Ingress Gateway 1 1

On this OSB1, while in Survivability Mode, any calls initiated from its own registered subs (424-923-0XXX) destined for

subscribers registered to OSB2 will use the Routing Prefix of 4249231% and send the calls via its Peer OSB route to OSB2 at
10.234.1.210.

Any calls initiated from its own registered subscribers (424-923-0XXX) destined for subscribers registered to OSB3 will use the Routing
Prefix of 4249232% and send the calls via its Peer OSB route to OSB3 at 10.234.1.209.

All OSB subscribers can communicate amongst the clustered OSBs while in Survivability Mode via the Peer OSB concept by
establishing Routing Prefixes pointing to the destined Peer OSBs.

[ OpenScape Branch Management Portal [ Gateways/Trunks [ OpenScape Branch Management Portal [ Gateways/Trunks E3 | ™ Emergency calling subnets
Gateways/ Trunks
Q) Gateways/Trunks provisioning.
__Row 1P Address or FQDN Port| Interface Transport|  Routing prefix/FQDN Gateway/Trunk type Functional type Trunk Profile | Output digit strip Output digit add | _Priority |
1 pril.jgosb208.siemens.com 5096 LAN upp 911999 Integrated Gateway Emergency Gateway 0
. Survivability Mode
2 10.234.1.209 5060 LAN Tce 32% Peer 0SB Egress;/Ingress Gateway 0 1
o Survivability Mode
3 10.234.1.210 5060 LAN Tce 4249231% Peer OSB Egress/Ingress Gateway 0 1
Survivability Mode
4 10.234.1.209 5060 LAN TcP 4249232% Peer OSB Egress/Ingress Gateway 0 1
Survivability Mode
S 10.234.1.209 5060 LAN TP 9305% Peer OSB Egress/Ingress Gateway 1 8 3
Survivability Mode
6 10.234.1.210 5060 LAN TcP 9305% Peer 0SB Egress/Ingress Gateway 1 7 2
7 pril.jgosb208.siemens.com 5096 LAN ubpP 9305% Integrated Gateway All Modes Egress/Ingress Gateway 1 1

This slide represents how the Gateways/Trunks Table in the OSBs are provisioned for trunk access within the clustered OSBs.

The graphic above provides an example where a subscriber for this OSB must dial the prefix 9 to access and outside trunk and send
the call to a destined gateway (Routing Prefix is 9305%).

As stated previously, the OSV handles all call routing decisions involving trunk access while the OSBs are in Normal Mode. Peer
OSB’s will have the Functional Type set to “Survivability Mode Egress / Ingress” for OSB routing to the peers during Survivability Mode.
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l [ Openscape Branch Management Portal l [ Gateways/Trunks =) l (= OpenScape Branch Management Portal J [ Gateways/Trunks 8 | (== Emergency calling subnets &3 J
| Gateways/Trunks
) Gateways{Trunks provisioning.
Row | 1P Address or FQDN 1 Port ‘ Interface lTransporI: Routing pvefixlFQDN} Gateway/Trunk type Functional type | Trunk Profile ‘ Output digit strip Output digit add i Priority
1 pril.jgosb208.siemens.com 5096 Lan ubP 911999 Integrated Gateway Emergency Gateway 1]
Survivability Mode
2 10.234.1.209 5060 LAN Tce 32% Peer OSB Egress/Ingress Gateway (1} 1
Survivability Mode
3 10.234.1.210 5060 LAN TP 4249231% Peer OSB Egress/Ingress Gateway o 1
Survivability Mode
4 10.234.1.209 5060 LAN TceP 4249232% Peer OSB Egress/Ingress Gateway o 1
Survivability Mode
S 10.234.1.209 5060 LAN TcP 9305% Peer OSE Egress/Ingress Gateway 1 8 3
Survivability Mode
6 10.234.1.210 5060 LAN Tce 9305% Peer OSB Egress/Ingress Gateway 1 72 2
7 pril.jgosb208.siemens.com 5096 LAN ubpP 9305% Integrated Gateway All Modes Egress/Ingress Gateway 1 1

The focus now is on Survivability Mode. Priority 1 is assigned to its own Integrated Gateway for the Routing Prefix 9305%. Calls

made outbound to the PSTN where the dialed string is 9305. send the call out via its Integrated Gateway, but first strip off the 9
sending

10 digits. This could also have been provisioned to send the 9 as 11 digits and then let the gateway handle the routing based on
receiving all 11 digits.

If OSB1’s Integrated Gateway has no available trunks (returns an error code, etc), OSB1 then sends this call over to its assigned
Priority 2 Peer OSB2 via IP 10.234.1.210. OSB2 then completes routing the call to its assigned gateway via one of its available trunks.
If the Peer OSB2 also has no available trunks, it will return an error code back to OSB1 to allow the originating OSBL1 to then send this
call over to its assigned Priority 3 Peer OSB3 via IP 10.234.1.209. This OSB3 then completes routing the call to its assigned gateway
via one of its available trunks.

It is also necessary to Enable Routing for all desired Error Codes in the Error Codes Table for Survivable Mode. This is required in
order to traverse the Peer OSB Priority Rankings when trunks are unavailable and the Peer OSBs return error responses for such
events.

In Survivability Mode, the concept is that the originating OSB makes all the routing decisions for trunk access based on its Priority
rankings, and use of the Peer OSBs simply complete the calls if they have available trunks. If the Peer OSBs have no available trunks,
then they return error codes back to the originating OSB who then uses its own configured Priorities to control trunk access

Normal Mode:

Data Center Branch Office
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Survivability Mode:

Data Center Branch Office

Additional Notes:

Only one Area Code/Office Code is supported per cluster.

MLHGs members can be registered on different OSBs. MLHGs must be configured on each peer OSB.

All phones which have instances of a keyset subscriber must be registered on the same OSB.

Media Server - in Normal Mode it is possible to share the integrated media servers located in different OSB boxes (Branch Media
Server concept); in Survivability Mode each call is attended by the Media Server located in the OSB which originated the call.
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62 Simplified Installation
There are two types of installation procedures: “Simplified Installation” and “Basic Installation” (See  “Full Installation” section of this

document). Simplified Installation provides four options: Option 1 (LAN MAC Address), Option 2 (Local Logical ID), Option 3 (Local
CMP URL), and Option 4 (Local xml Config File).

62.1 Common Management Portal and OSB Assistant configuration:

To install an OpenScape Branch device using the “Simplified Installation” procedure, it is required that the administrator pre- configures
the OSB Assistant prior to starting the installation.

1. Load the OpenScape Branch Software into CMP:

The OpenScape Branch software must be loaded into the Repository area of CMP.
a) In CMP under Maintenance go to Inventory

b) Go to Repository and press Add
c) Select and add the OpenScape Branch SPA and image files Press Save after the files are transferred
The OpenScape Branch software is now available in the CMP Repository
2. Configure the OpenScape Branch Office for Installation
Under the OpenScape Voice configuration create the Endpoint and create the Branch office:

a) For this newly created Branch Office set the flag:

This is @ Branch Office of type QOpenScape Branch [+

b) Under the OpenScape Branch configuration select the Branch Office just created and

click “Edit”. Make sure the “Communicating over Secured channel” flag is unchecked:

Zommunicating over Secured r
channel:

NOTE: This flag must always be unchecked to perform a Simplified Installation of the OSB. During the installation process a security
process takes place between OSB and CMP and the “Security Status” is automatically changed to “Secured”

¢) Inthe General Tab click on “Configure Installation”.
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d) Enter the following information:

Installation info Select Software version to install from the pull down menu
~| Advantech: OSB 250

€)) Enter OpenScape Branch Appliance installation informatign and sell  Aauvanecn our. USD Wil HHIleyldieu Gatewdy

AuUvdalitecil £ou. UDDOVI wiltlvut Ifiteyrdieu ydaieway caius
lGeneral ASLDU. IDIVI X3£DUIVIZ dllU IVIS

aSelele VA IDIVI XO0JVUIVIZ dI U IVIO
RAOSOVU. l‘u]llbu RAOSOV

Software load: V2R0.01.12 |» RKAZUU. FUJILSU KAZUU
D945: Acrosser - OSB 50

Hardware type: Advantech hd MAC Address of the LAN interface. For Branch SBC
cunnyurauuri uie LAIN Fvv IV THuUsSL e culinygureu das well.

MAC address: 00:0A:08: 25: 35 2F A el ™ MANDA | ORY: FOF Z€r0 | OUCh INStaliation
** _EAVE BLANK: For all other options

Make sure the “Installation” flag is set (checked):

Installation: ~

e) Proceed to the next section to upload the desired files during
installation.

f)  After all the desired files have been uploaded press Ok.

Configuration is complete and automated installation could be started.

NOTE: The Logical ID folder used for the next steps will be automatically created in the CMP server after the steps described in the
above procedure. The Logical ID is created as:

<OSV Name>:<BG Name>:<Branch Office Name>
Installation progress could be followed in OSB Assistant
Branch Office IP Address Comm System Business Group  Yersion Status Mode Last Update Security status
-’5\: bocaQB_20_FujRx33n 10.234.1.20 Mode1QOSYYE BiGCa - Unreachable - 201171103 03:33:35 Unsecured Mode
Load the OpenScape Branch Files into CMP

During automated installation certain files are transferred and installed automatically in the OpenScape Branch device. Some of these
files are mandatory and must be loaded into the CMP.

Required files

The configuration (XML) file is required. It must contain the IP address and the correct hardware type of the OSB device. The file must
be transferred via GUI:

Goto Configuration @ OpenScape Branch @ Select Branch Office @

EClickon Configure Installationand gotothe “Data Configuration File”

tab.

Locate the configuration file and press the Add button The file will be uploaded to CMP into the following directory:
Offboard CMP: /opt/siemens/openbranch/ob_config/<Logical_ID>/Configuration_data/

Integrated CMP: /enterprise/openbranch/ob_config/<Logical_ID>/Configuration_data/
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Optional files
The following files are optional and if desired when available they will automatically be installed in the OpenScape Branch device

Media server

Files must be transferred via GUI
The files must be uploaded to CMP into the following directory: (e.g. WinSCP)
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Offboard CMP: /opt/siemens/openbranch/ob_config/ms_languages/ or

Integrated CMP: /enterprise/openbranch/ob_config/ms_languages/

Than a language must be selected via GUI Configuration --> OpenScape Branch --> Select Branch Office -->
Edit --> Configure Installation --> Media Server

Language Files --> Add

NOTE: OSB1000 and OSB6000 support up to 5 languages. All other OSB platforms support up to 2 languages. For an off-board CMP

a maximum of 10 languages can be uploaded. For integrated CMP a maximum of 3. Total allowable size for media server languages is
150MB

64.1.1.1 ACD announcement
These are divided into two types: ACD announcement files and ACD music on Hold files. The files must be transferred via GUI

Configuration @ OpenScape Branch @ SelectBranch Office @ Edit @ Configure Installation @ ACD Announcements A5ACD
MeOn Hold Files @ Add

The files will be uploaded to CMP into the following directory:
Offboard CMP: /opt/siemens/openbranch/ob_config/<Logical_ID>/ACD_Announcements/
Integrated CMP: /enterprise/openbranch/ob_config/<Logical_ID>/ACD_Announcements/

NOTE: The total size of ACD announcements and ACD music on hold combined cannot exceed 100MB.
64.1.1.2 Auto Attendant:

Files must be transferred via GUI

Configuration @ OpenScape Branch @ SelectBranch Office @ Edit @ Configure Installation @ Auto Attendant
Announcement H=@
Add

The files will be uploaded to CMP into the following directory:
Offboard CMP:

lopt/siemens/openbranch/ob_config/<Logical ID>/AutoAttendant Announcements/
Integrated CMP:
/enterprise/openbranch/ob config/<Logical ID>/AutoAttendant Announcements/

NOTE: The total allowable size for AA Announcements is 100MB.

NOTE: For Integrated systems a packet filter to allow communication to port 444 should be created. This is the port used to transfer the
files during simplified installation.
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62.2 Option 1 - Zero Touch Installation
For this installation procedure it is a pre-requirement that the OpenScape Branch device is pre-loaded with the pre-staging software.
Pre-staging (for Staging Center)

The following procedure is for the pre-installation step to be done in the OSB boxes by manufacturing or the staging center prior to
sending the box to the customer site for installation.

Using a Windows based PC create the USB stick with the following options enabled:

Instalation Method i -
Automated: Sets the automated installation flag on.

Prelnstall: Sets the pre-installation flag. Gets the OSB
ready for Simplified Installation

(%) Generate node.cfg file

) plready existent database file

This flag must be set for the IBM 3250M3 and 3550M3

[ ]Partitioned USE Stick ok | [ Cancel

Once the USB stick is created plug it into a USB stick port in the OpenScape Branch. Please refer to the Software Installation section
for BIOS settings if required. First boot up option must be the USB port.

Power up the OpenScape Branch and the image from the USB stick will automatically be installed in the device. When the installation
is complete, the device will alert the user by providing one audible beep for 10 cycles.

Power off the OpenScape Branch and remove the USB stick. Device is ready for delivery

DHCP Configuration

It is a pre-requirement that the DHCP server is configured to provide the CMP IP with Option 43.

The OpenScape device will broadcast a DHCP Discover message with: Option 60: Vendor class identifier = “OpenScapeBranch”
The DHCP server must be configured to provide:

A temporary IP address

Network information (i.e. default route, DNS, domain..etc)

When receiving the specified Options 60 it should provide Option 43 vendor specific information

Type = 01 only

IP address or FQDN of the Software Supply Server (CMP)

If multiple IP addresses are used they must be separated by a comma “,”. (Only two IP addresses for CMP are supported)

For more information about configuring the DHCP for the OSB’s phones, please refer to the DHCP Configuration section in the
OpenScape Branch Configuration Guide or in the OpenScape Branch V2 Administrator and Installation documents.
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64.2.1 Zero Touch Installation Steps

NOTE: CMP and OSB Assistant must be configured to proceed with installation. Also all the necessary files must also exists in
CMP.

64.2.1.1 Connect the OpenScape Branch device LAN interface to the network.
Note: For Branch-SBC scenarios where the link to CMP is via the WAN interface, this interface (WAN) must be connected to
the network. The LAN MAC ID is still needed in the installation configuration in CMP forvalidation purposes.

64.2.1.2 Power the OpenScape Branch device up

The OpenScape Branch device will receive via DHCP a temporary IP address as well as the CMP information andit will
automatically download and install the software image, configuration file and announcement files if necessary.

Branch Office IP Address Comm System Business Group  Yersion Status Mode Last Update Security status
-’{g\: bocaOB_20_FujR=330 10,234.1.20 Mode105WVE BGCA - Installation started - 2011§11/03 03:56:32 Secured Mode

Status indicates installation progress and mode is set to Secured

When the installation is finished the device will alert providing 10 audible beeps (single beep followed by a pause and the cycle is
repeated 10 times)

Branch Office IP Address Conmm System Business Group  Yersion Status Mode Last Update Security status

-’{g\: bocaDB_20_FujRx330 10.234.1.20 ModelOsYYa BGCA YZ2R0,06.00 Build 1 Mormal Proxy  2011§11/03 03:16:52 Secured Mode

Status indicates installation progress and mode is set to Secured

Note: The simplified installation does not cover any pre configuration like, but not limited to, certificates, logos, DNS Zones files or
Customer MOH.
These services shall be configured after the installation procedure.
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64.3 Option 2 — Simplified Installation Using Logical ID and DHCP Option 43

This installation procedure requires a DHCP server configured to provide CMP information via Option 43

64.3.1 USB Stick preparation

The USB Stick must be created with the following options:

Media Select

e .06 .

WARNING: all partitions of Removable Medias will be deleted and a single
FAT32 partition will created. Therefore, all data of the removable media

will be erased. Automated: Sets the automated installation flag on

Instalation Method

DHCP: Flag must be set
(®) Generate node.cfq file 2

O already existent databas

Enter correct Logical ID (must be exact)
O Already exi fiode.cfg file

Automated [ |Prelnstall DHCP

This flag must be set for the IBM 3250M3 and 3550M3

Logical ID: Mode 105YYE: BGCAS fi_21_PRI

[ | Pawtitimied USE Skick

Ik l [ Cancel

When the USB is created, remove it and plug it into a USB port in the OSB Server.

64.3.2 DHCP Configuration

It is a pre-requirement that the DHCP server is configured to provide the CMP IP with Option 43.

The OpenScape device will broadcast a DHCP Discover message with: Option 60: Vendor class identifier = “OpenScapeBranch”
The DHCP server must be configured to provide:

A temporary IP address

Network information (i.e. default route, DNS, domain..etc)

When receiving the specified Options 60 it should provide Option 43 vendor specific information

Type = 01 only

IP address or FQDN of the Software Supply Server (CMP)

If multiple IP addresses are used they must be separated by a comma “,”. (Only two IP addresses for CMP are supported)

For more information about configuring the DHCP Server please refer to the DHCP Configuration section in the OpenScape Branch
Configuration Guide or in the OpenScape Branch V2 Administrator and Installation documents.
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64.3.3 Option 2 Installation Steps

NOTE: CMP and OSB Assistant must be configured to proceed with installation. Also all the necessary files must also exists in CMP.
Connect the USB stick previously created to a USB port in the OpenScape Branch server.

Connect the OpenScape Branch device LAN interface to the network.
Note: For Branch-SBC scenarios where the link to CMP is via the WAN interface, this interface (WAN) must be connected to
the network. The LAN MAC ID is still needed in the installation configuration in CMP forvalidation purposes.

Power the OpenScape Branch device up

The OpenScape Branch device will boot up off of the USB stick and receive via DHCP a temporary IP address aswell as the CMP
information and it will automatically download and install the software image, configuration file and announcement files if
necessary.

OSB Assistant will show the installation progress in the Status column.

Branch Dffice IP Address Comm System Business Group ¥ersion Status Mode Last Update Security status

-’g: boca0B_20_FujR=330 10.234.1.20 Hode103WYE BECA - Inskallation started - 201141103 03:56:32 Secured Mode

™~ _—

Status indicates installation progress and mode is set to Secured

When the installation is finished the device will alert providing 10 audible beeps (single beep followed
by a pause and the cycle is repeated 10 times).

Branch Office IP Address Comm System Business Group  ¥Yersion Status Mode Last Update Security status

¢tr  bocaOB_20_FujRx330 10.234.1.20 Mode 1 05WWE BECA -- Reboot is required - 201101103 03:25:27 Secured Mode

™~

Status indicates installation finish and a restart is required

When the installation finishes remove the USB Stick. This will automatically restart the server. After the
restart the server will be online and the status in OSB Assistant will be updated.

Branch Dffice IP Address Comm System Business Group  ¥ersion Status Mode Last Update Security status

-’?: bocaDB_20_FujRx330 10,234.1.20 MNodelOSWWE BGCA YZR0,06.00 Build 1 Mormal Procey 201171103 03:16:52 Secured Mode

Status is updated to show OSB Operational Mode
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64.4 Option 3 — Simplified Installation Using Logical ID with DHCP not providing
Option 43

This installation procedure requires a DHCP server configured to provide only an IP address and no Option 43
64.4.1 USB Stick preparation

The USB Stick must be created with the following options:

Instalakion rMethiod
(¥} Generate node. cfg file
() Already existent database File

. . Automated: Sets the automated installation flag on
() Already existent node.cfg file

‘/ ’
Automated [ Prelnstal DHCP: Flag must be set
Cpenscape Branch Mebwaork Confi j

DHCP

Logical ID: ModelOSWWe:BECA:bocalBS0i_21 PRI '\
Enter correct Logical ID (must be exact)

CMP URL 1: 10.234.2.206

CMP LURL 2: 1':"234'3'35| \ Enter the CMP IP addresses where the OpenScape
Branch is going to retrieve the installation files from.
DNS 1: . . . / Enter DNS information if not provided by DHCP

DS 2 ' ' ' This flag must be set for the IBM 3250M3 and 3550M3

[ ] Partitioned USE Stick [ ok ” e ]

When the USB is created, remove it and plug it into a USB port in the OSB Server

64.4.2 DHCP Configuration

It is a pre-requirement that the DHCP server is configured to provide only basic networking information:
- Temporary IP address, Subnet Mask, Default Gateway, DNS IP. No

Option 43 is configured in this scenario.

64.4.3 Option 3 Installation Steps

NOTE: CMP and OSB Assistant must be configured to proceed with installation. Also all the necessary files must also exists in
CMP.

Connect the USB stick previously created to a USB port in the OpenScape Branch server.

Connect the OpenScape Branch device LAN interface to the network.
Note: For Branch-SBC scenarios where the link to CMP is via the WAN interface, this interface (WAN) must be connected to
the network. The LAN MAC ID is still needed in the installation configuration in CMP forvalidation
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purposes.
Power the OpenScape Branch device up

The OpenScape Branch device will boot up off of the USB stick and receive via DHCP a temporary IP
address. It will get the CMP information from the USB Stick and it will automatically download and
install the software image, configuration file and announcement files if necessary.

OSB Assistant will show the installation progress in the Status column.

Branch Office IP Address Comm System Business Group  ¥ersion Status Mode Last Update Security status

-’g‘: boca0B_20_FujRx3an 10.234.1.20 Made103WVE BaCA - Inskallation started - 2011011/03 03:56:32 Secured Mode

™~ _—

Status indicates installation progress and mode is set to Secured

When the installation is finished the device will alert providing 10 audible beeps (single beep followed
by a pause and the cycle is repeated 10 times).

Branch Office IP Address Comm System Business Group  ¥Yersion Status Mode Last Update Security status

.’g: bocaQB_20_FujRx330 10.234.1.20 NodelOSYWE BGCA --- Reboat is required v———\201 1/11/03 03:25:27 Secured Mode

Status indicates installation finish and a restart is required

When the installation finishes remove the USB Stick. This will automatically restart theserver. After the
restart the server will be online and the status in OSB Assistant will be updated.

Branch Dffice IP Address Comm System Business Group  Yersion Status Mode Last Update Security status

“ts  boca0B_20_FujRx330 10,234,120 Modelo3ya BaEiCA WZRO,06.00 Build 1 Mormal Proxy  2011/1100303:16:52 Secured Mode

Status is updated to show OSB Operational Mode
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64.5 Option 4 — Simplified Installation Using Existing Configuration File

This installation procedure requires the USB Stick to be created with an existing database

64.5.1 USB Stick preparation

Create the USB Stick following these steps:

a) Select the database by clicking on “Already existent database file”’:

(*) Already existent database file | M:\OpenScapeBranchiBackups! E]
b) Enable the “Automated” and “Net boot” flags:

Auktomated

c) Enter the required configuration as shown below:

Cpenacape Branch Metwork Configuration

Hostname:

Interface;

IP address:

Subnet mask:

Defaulk gatewary:

Logical ID:

CMP URL 1:
CMP URL 2:

DM 1t

DM3 2

[ ] Partitioned USE Stick [ ok ] [ —

LAN Interface

Model 25Yye:BECA bocaDBS0i_21 PRI

DHCP: Flag not enabled since database contains IP
address

Enter correct Logical ID (must be exact)

Enter the CMP IP addresses where the OpenScape
Branch is going to retrieve the installation files from.

NOTE: If preconfigured in database it is automatically
populated. Otherwise it must be manually entered

This flag must be set for the IBM 3250M3 and 3550M3

64.5.2 DHCP Configuration

DHCP is not required to perform a Simplified installation using this procedure
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64.5.3 Option 4 Installation Steps

NOTE: CMP and OSB Assistant must be configured to proceed with installation. Also all the necessary files must also exists in
CMP.

Connect the USB stick previously created to a USB port in the OpenScape Branch server.

Connect the OpenScape Branch device LAN interface to the network.
Note: For Branch-SBC scenarios where the link to CMP is via the WAN interface, this interface (WAN) must be connected
to the network. The LAN MAC ID is still needed in the installation configuration in CMP forvalidation purposes.

Power the OpenScape Branch device up

The OpenScape Branch device will boot up off of the USB stick with the defined IP address. It will
get the CMP information from the USB Stick and it will automatically download and install the
software image, configuration file and announcement files ifnecessary.

OSB Assistant will show the installation progress in the Status column.

Branch Office IP Address Comm System Business Group  Yersion Status Mode Last Update Security status

-’{g\: bocaOB_20_FujR=330 10,234.1.20 Mode105WVE BGCA - Installation started - 2011§11/03 03:56:32 Secured Mode

™~ _—

Status indicates installation progress and mode is set to Secured

When the installation is finished the device will alert providing 10 audible beeps (single beep
followed by a pause and the cycle is repeated 10 times).

Branch Dffice IP Address Comm 5ystem Business Group  Yersion Status Mode Last Update Security status

-’g: bocaQB_20_FujRx330 10.234.1.20 NodelOSYWE BGCA --- Reboat is required - 20111103 03:25:27 Secured Mode

™~

Status indicates installation finish and a restart is required

When the installation finishes remove the USB Stick. This will automatically restart theserver. After
the restart the server will be online and the status in OSB Assistant will be updated.

Branch Dffice IP Address Comm System Business Group  Yersion Status Mode Last Update Security status

-’?: bocaDB_20_FujRx330 10.234.1.20 MNodelOSYWE BGCA YZR0,06.00 Build 1 Marmal Procey 201171103 03:16:52 Secured Mode

Status is updated to show OSB Operational Mode

64.6 Option 5 — Secured Simplified Installation Using VPN

This installation follows the same procedure the used on the Option 3, although Option 4 is also possible.
Option 5 is required when Simplified Installation must proceeds through a secured path, fora hosted OpenScape Branch using a
secured management network.

NOTE: This installation option makes a configuration with OSB in Branch SBC Mode only. So, interface WAN must be connected to
the network. After first boot, CMP could send xml files with any other operational mode.

64.6.1 USB Stick preparation

The USB Stick must be created with the following options:
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Media Select
(Fi (3,73 GB) v|[ Refresh |

W ARMNIMNG: all partitions of Removable Medias will be deleted and a si
FAT3z2 partition will created, Therefore, all data of the remoy media
will be erased,

Automated: Sets the automated installation flag on

DHCP: Flag could be set if there is a DHCP on the WAN side
Instalation Meathod

(%) Generate node.cfg file

O Already existent dabatidse file | . VPN: Sets the VPN (IPSec) configuration
4
() Already exisfent node.cfg File | K | /
Automated [ | Prelnstal Met boot DHCP [
1
Logical I | Node10SWW7 BGCAboraCBSDi_21 PR | Enter correct Logical ID (must be exact)
3 |
: 10,234, 2,206
S | Lﬁ | Enter the CMP IP addresses where the OpenScape

\ Branch is going to retrieve the installation files from.
P AL & | 10.234.3.35 J | Enter DNS information if not provided by DHCP

DMS 1t . . . I

NS 2: / This flag must be set for the IBM 3250M3 and 3550M3
[ Partitioned USE Stick‘/’
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The Boot VPN Settings must be configured too. These VPN options will be used only for the boot. After boot, CMP will provide the
complete configuration.

Click on VPN button and check the configuration as below:

Boot VPN Settings
IPsec
(") isable
Enable IPSec
(F)Enable
) I
Files
Select Browse to upload customized certificates.
-
A Cihcustom_CA.pem A . "
Customized certificates can be selected here.
#8509  Chouskom_cerk.pem b
Key Cihcustam_key.pem w
Metwork, Settings
1010101 Partner IP: Enter the IP address of VPN Concentrator on the
Pl 0P il WAN. Note: This address must be routed to the Partner
192.168.60.0 4\ Network by the routers on the internal network.
Partrier Network bttt Partner Network: Enter Boot VPN network, i.e. network of
’ CMP.
Partrier Network Mask Bits | 24 Partner Network Masks Bits: Enter the number of bits of
network mask (e.g. 24 for 255.255.255.0).
[ ok, l [ Cancel I

NOTE: All customer certificates could be imported here. For example, it is possible to have one certificate for the Boot VPN and
other for the hosted OSB secured management. All imported certificates are kept after installation.

NOTE: To establish VPN IPSec tunnel, only authentication RSA with customized certificates is possible. The authentication type
PSK (pre-shared key) is not available.

When the USB is created, remove it and plug it into a USB port in the OSB Server

64.6.2 DHCP Configuration

It is possible to use the DHCP server configured to provide only basic networking information:
- Temporary IP address, Subnet Mask, Default Gateway, DNS IP. No

Option 43 is configured in this scenario.
NOTE: It is required that DHCP Server is installed on the WAN side. No other DHCP Server should be available on the LAN side.

But DHCP Server is just an option. If there is no server available, manual settings are required via NetBoot or existing xml file could
be selected (like Option 4) for temporary IP address of LAN and WAN, Subnet Mask, Default Gateway and DNS IP.
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64.6.3 Option 5 Installation Steps

NOTE: CMP and OSB Assistant must be configured to proceed with installation. Also all the necessary files must also exists in CMP.

NOTE: Data Center must have a VPN concentrator previously configured to establish the VPN connection with OSB for Simplified
Installation. This VPN concentrator must consider that the VPN connection should be done with the OpenScape Branch’s WAN
address as partner.

Connect the USB stick previously created to a USB port in the OpenScape Branch server.

Connect the OpenScape Branch device LAN interface to the network. This option will need that WAN
interface is also connected to the network for IPSec establishment. The LAN MAC ID is still needed
in the installation configuration in CMP for validation.

Power the OpenScape Branch device up

The OpenScape Branch device will boot up off of the USB stick and receive via DHCP a temporary IP

address (if used, because if not, then takes the defined IP address).
In this point, the VPN tunnel is created and CMP is contacted. If IPSec tunnel is not OK, installation will not continue.
If everything is OK, the OpenScape Branch will get the CMP information from the USB Stick and it will automatically download and
install the software image, configuration file, announcement files (optional) and additional certificates if necessary.

OSB Assistant will show the installation progress in the Status column.

Branch Office IP Address Comm System Business Group  Yersion Status Mode Last Update Security status

-’E\: bocaOB_z0_FujRx330n 10.234.1.20 Model 05vya BGCA -—- Installation started - 2011/11/03 03:56:32 Secured Mode

Status indicates installation progress and mode is set to Secured

When the installation is finished the device will alert providing 10 audible beeps (single beep
followed by a pause and the cycle is repeated 10 times).

Branch Office IP Address Comm System Business Group  Yersion Status Mode Last Update Security status

¢f*  bocaDB_20_FujR¥330 10.234.1.20 ModeloSva BGCA - Reboot is required - 2011711/03 03:25:27 Secured Made

N

Ay

Status indicates installation finish and a restart is required

When the installation finishes remove the USB Stick. This will automatically restart the server. After
the restart the server will be online and the status in OSB Assistant will be updated.

Branch Office IP Address Comm System Business Group  Yersion Status Mode Last Update Security status

“t*  bocaOB_20_FujR#330n 10.234.1.20 Mode103Wwe BGCA VZR0,06,00 Build 1 Mormal Prosy  2011/11/03 03:16:52 Secured Made

\

Status is updated to show OSB Operational Mode
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64.6.4 Error Conditions

When the simplified installation fails the following log files must be provided:

From Common Management Portal (CMP): symphonia.log
This file is located under the following directories

Offboard: /var/siemens/common/log/
Onboard: /log/

From OpenScape Branch: autoinstall.log

This file is located under the following directories:
For Zero Touch installation (Option 1): /opt/siemens/openbranch/var/log/openbranch/
For all other options (Option 2 — 4): /mnt/usbstick/

After a failed installation the OpenScape Branch will fall back to a default IP address: 192.168.0.1. The service personnel can
access the OSB server via this IP to gather the required log file.
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65 Back Up Data Link

This capability allows the activation of multiple alternate back-up links to the OpenScape Voice through the PSTN network for
the event of an interconnectivity failure of the existing data network. This functionality requires an OpenScape Branch unit
collocated with the OpenScape Voice. The OpenScape Branch may set up a backup link between a branch office and data
center in case of a WAN outage.

65.1 Network and Connectivity Requirements

65.1.1 Media Server

When working with the Backup Link feature with OpenScape Branch, the media server functionality for each branch must be
provided by the OpenScape Branch. Please refer to the Branch Media Server section in the OpenScape Branch configuration
Guide.

65.1.2 Network Services

When communicating with the OpenScape Voice via the backup link channel only MGCP, SIP and SNMP messages area
allowed. It is recommended that network services like DNS, SNTP and DHCP are provided by OpenScape Branch.

65.1.3 Gateways

PSTN gateways are required in the Data Center as well as the Branch. These gateways must support clearmode. This is also
referred to as clear-channel data or 64 Kbit/s unrestricted .

65.1.4 Data Center Router

It is mandatory that the router serving the data center is configured to re-route packets to the Backup Link Server when the
WAN connectivity is down.

65.1.5 IPSec VPN

It is recommended to provide IPSec VPNs on the WAN tunnels to guarantee that any outage in the WAN is detected by the
data center router. In case of OSB in Branch SBC Mode, it is recommended that IPSec tunnelis established directly from the
Data Center router to the OpenScape Branch WAN interface.

65.1.6 PPP Network

Connections between BLC and BLS use PPP network. The chosen subnet must be enough to fit the number of multiple links
needed. In practice, the number of available IPs (hosts) must be greater than or equal 2 times the number of maximum
number of backup links used. This network should also be chosen in a non-routable address,

i.e. a network not used in the branch and data center routers.
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65.2 Known Restrictions

65.2.1 General

OpenScape Voice tunnel status validation is not supported for Simplex or Collocated configurations.

Backup link is not a supported functionality when OpenScape Branch is behind Centralized SBC environment
Backup Link Client (BLC) is not supported on Proxy ACD Mode

Backup Link Server (BLS) is not supported on Proxy ACD Mode and Branch SBC Mode

Additional media servers on the branch are not supported when backup link is configured

Some OSV features are limited during Normal Backup Mode due to CAC restrictions

Traffic bursts can cause transition to survivable mode if TLS is chosen

Up to 30 data channels are released per BLS/BLC

Auto-attendant calls should be forwarded to phones within the branch in backup mode

65.2.2 OSB V1R4

Backup link call through the peer OSB is not supported

65.2.3 OSB V1R3

Only single link is supported
Supports continuous traffic and registration load up to 1 calls per second per BLS/BLC

65.3 Configuration for OpenScape Branch with OpenScape Voicelntegrated
Simplex or Collocated

65.3.1 Configuring the OpenScape Voice for Backup Data Link Support
65.3.1.1 CAC Configuration
Go to OpenScape Voice -> Administration -> Call Admission Control -> Resource Management

1. Check if Enable Resource Management flag is marked:

= [0SV6RODQ]-Resource Management

@) Resource Management

[ Resource Management Settings ] Bandwidth Calculation Voice Bandwidth Calculation Fax/Video

Resource Management Settings

1:!. Resource Management Settings Configuration

Enable Resource Management: I~
Timeout: 300
Alarm Threshold: 3

Go to OpenScape Voice -> Administration -> Call Admission Control -> Groups

- Create a CAC Group for each branch and add the members based on the branch’s subnets and enterall the
subnets for the branch:
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) CAC Group @) CAC Group
General Members Policies Group To Group Policies General Members Policies Group To Group Policies
CAC group configuration CAC group configurakion

) Flease enter a CAC Group name withouk any special charackers or blanks,

Group Type:
CAC group names: bocaCBzZ_0SESi

ICAC group Mernberis) Lisk
0 Use the buttons to add or remose Members from the Group.
= The Group can only contain Members of the bype vou have selected above,
Backup Selection Parameters Elerents Per Page: | 100

) The fields below allow enabling a backup access link For this CAC group. .l CAC Group Members

0O 20.70,1.0/24 Supngts in Branch.
Enable Backup Access Link: W (This 'nCIUdes Gateways, SIP

O s 20.20.2.0/24 subscribers, OpenScape Branch,

etc)
Access Link bype: Cata Cenker W D - 20.20.3.0/24
[P Address of Data Center Router: 10.234.3 21 €—— OSB - BLS IP address
Tunnel Mame: bocaCBz2Tunnel Tunnel Name — must be
< the same as the name
configured in OSB BLS

Tunnel Link Status:

[
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2. Add the CAC policy and limit based on ‘Bandwidth’. Enter ‘0’ for the Backup Max
Bandwidth value.

Policy configuration

@) In this section the specified policy can be activated and configured.

Limit Type: IBandwidth _V_]
Max Bandwidth is defined for the
WAN interface, which can be
configured with the max value
(1000000) supported by OSV.
Max Bandwidth (kbps): 1000000
pax Eanseddt {khps} l Backup Max Bandwidth must be

/ set to zero ‘0.

Backup Max Bandwidth (kbps): 0

Ensure the Srx/Lsm/CheckRouter flag is set to RtpFalse

Configure the BLS IP Address in Data Center Router SNMP Configuration entry in the OpenScape Voice. This is only
possible via StartCli. Select the following options:

Application-level Management. 6

Network Traffic Management. 9

Call Admission Control Management. 1

CAC Access Link Status Monitoring. 6

Modify Data Center Router SNMP Configuration.. 3

Enter the IP address of the BLS as the Data Center Router and select default values for all other parameters.
Data Center Router IPv4 Address < (max length: 46)> (default: 0.0 0.0): 10.234.3.21
Snmpv2c Community string < (max length: 2048)> (default: public): public o Snmp version used to access router

<2 =Snmpv2c, 3 =Snmpv3 >: 2

The Data Center Router SNMP configuration should look like this once completed:
Data Center Router 1 SNMP Configuration:

Username: None

Authent}cat}on Key: None OpenBranch BLS IP Address.
Authentication Protocol: None

SnmpV2c Community String: public /

IPv4 Address: 10.234.3.21

Sends Snmpv2 Traps/Informs: true
- All the branches must have a CAC Group configured.

==+ [BOCAST1]- CAC Groups

) This list shows all existing Routing Call &dmission Control Groups,

Search For: in | Mo Criteria v | [ Search ] I Show All J l Advanced... J Elerments Per Page: | 11
| CAC group name Member Type Parent Cac Group Monitored Link Type Monitored Link Status
[l g+ boca0B2Z_OSBESOI Subnets Primary access link Link, dowen
[l g+ boca0B23_OSBESOI Subnets Primary access link Link, down
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65.3.2 Subscriber Rerouting Configuration

65.3.2.1 Activate Rerouting and configure Prefix Access Code

Go to OpenScape Voice -> Administration -> Signaling Management -> SIP Under Rerouting Tab:
Set the Subscriber Rerouting Prefix Access Code
Enable Rerouting for SIP Subscribers

@y 5IP Settings
General Rerouting SIP Timers Best Effort SRTP FQDNM

Ferouting

o Although using Subscriber Rerouting through the PSTH is useful during Wal Faiures :
= CAC bandwidth restrictions, it can also lead ko additional charges For the PSTN calls, F

Enable Rerouting For SIP Subscribers: [v

/ Enter a desired prefix.

Subscriber Rerouting Prefix Access Code: g

International:

Mational:

Local:

65.3.2.2 Configure Branch Office for Remote Branch

e Add a Routing Area and DID Pool to gach Branch Office, including BLS.
Go to OpenScape Voice -> Business Group -> Branch Office Lists and select the branch office
Assign a Routing Area and a DID Pool

[L General \ DID Pool Access Control List General | DID Pool [ Access Control List
General DID Pool

@) Select the DID Pool of the Branch Office

Branch Office Name ‘ BO_osbS0i-PRI
Representative Endpoint | 0sb50i-PRI I —— ———— .
| AddRange... | | Add.. | | Delete
Numbering Plan NP_BG_DQ_OSB - ) ) -~
Sel:0 | Items/Page: IZDO '] | All:2
== El Directory Number
Offee Code ]—J Select subscribers.
551146687499

‘ » = These cannot be

Routing Area ra_osb50i-PRI [ - L s : used for anything
else.

This is a Branch Office of type OpenScape Branch \ Branch must have a

Routing Area.

NOTEL : The subscribers selected in this pool cannot be used for anything else. One DID number is required per 180
subscribers in the branch office, but it's recommended to have at least 2 DID numbers assigned to each one.

NOTE 2: All subscribers in the remote branch must be added to their respective branch office.
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e Ensure the DID Home DNs selected for the DID Pool are set to “Service” type “DID Pool
Number”.

This is done automatically by Assistant when the Home DN is selected for the DID Pool. To verify the service is set check
the DN in the Home DN Table (Global Translation and Routing -> Home Directory Numbers)

ﬁ [0SV6R0ODQ]-Home Directory Numbers Destination Type and Destination Name are
automatically changed to Service and DID Pool Number.

) Directory Numbers are system resources that can be assigned { This is required for enhanced subscriber rerouting.

Business Group.
Filter By: IOfﬁce Code v l ]55114668 rt range: 7498 End range: 7499

| Update Reservation | |

Fh or be reserved for exdlus

Sel:0 | Items/Page: |200 VI | Ali:2

[0 Directory Number ¢ Destination Type Destination Name Business Gre
IG ﬁ 55 (11) 4668-7498 Service DID Pool Number
[ ﬁ 55 {11) 4668-7499 Service DID Pool Number

65.3.2.3 Configure Branch Office for Data Center

First, create a virtual endpoint and use it as a representative Endpoint for the Data Center’s Branch Office. This is required

to provide survivability functionality to subscribers in the Data Center via the backup link when the CAC policy is into
effect. i.e. calls from branch to data center subscribers

‘ General ‘ SIP Attributes Aﬁases Routes Accounting General ] SIP ‘ Attributes Aliases Routes Accounting
Endpoint
BIP Signaling
@) Define the connection data of an endpoint, e.g. you may use this to add a gateway to a switch. For the static Endpoints the address of the SIP signaling interface can be spedified in IP or FQDN format,

has first been removed.
Name: Virtual _EP_DC1

Type: I Static v I

Virtual Endpoint for Data Center

Remark: subscribers. Used for Enhanced

Subscriber Rerouting (branch to DC)| Signaling Address Type: IIP Address or FQDN z,
Registered: v Endpoint Address: L1111

Enter an inexistent ‘PUFE'/

Profile: EPP_Data_Center1 IP address — 5060
Branch Office: T Transport protocol: TCP v
Associated Endpoint: T Best Effort SRTP support: IMIKEY,SDES VI
Default Home DN "

Location Domain Use Proxy/SBC Best-Effort SRTP settings for calls to subscribers: ]

NOTE: Add all Data Center subscribers to this branch office. For all those subscribers kept in the ‘Main Office’ calls will
only work in the direction from data center to branch office.
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Create a virtual endpoint with an inexistent IP address and set the Survivable Endpoint attribute. Ensure that “Do not
audit endpoint” attribute is also set. No other attribute is needed.

General SIP Attributes Aliases Routes Accounting
IAttributes
) Attributes available for this SIP endpoint
Supports SIP UPDATE Method for Display Updates -
UPDATE for Confirmed Dialogs Supported r
Send Provisional response during session updates r
Survivable Endpaint v
SIP Proxy -
Route via Proxy r
Allow Proxy Bypass r
Do Mot Audit Endpaint v
/ Use Proxy,/SBC AMAT settings for calls to subscribers I
Support for Callback Path Feservaton =
Send Progress to Stop Call Proceeding Supervision Timer r

Allow Proxy Bypass: Proxy Bypass is a system-wide OpenScape
Voice feature that is turned on per default.

It is only used when deploying Type 2 or 5 branch offices. If
selected (enabled), Proxy Bypass allows OpenScape Voice to
bypass the recorded proxy in a contact if an INVITE request to the
contact's recorded proxy does not receive a response within a
specified time.

IMPORTANT: This attribute is not applicable for SIP Private
Networking

NOTE: For previous OSV versions, the configuration of “Do Not Audit Endpoint” flag can only be done via StartCli.
In this case, select the following options:

Application-level Management. 6
Zone Management. 5
Modify Endpoint. 2

- Set the “Do not audit Endpoint” to “true”
Change SIP endpoint attributes as bitmap sums? (default: true): false

Do not audit Endpoint <0=false|1=true|-1=unchanged> (default: -1): 1
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e Create the Branch Office using the virtual endpoint just created.

Go to OpenScape Voice -> Business Group -> Branch Offices List and select the branch office Do

not assign a Routing Area and assign a DID Pool.
NOTE: The subscribers selected in this pool cannot be used for anything else.

Routing Area.

e Ensure the DID Home DNs selected for the DID Pool are set
Number”

This is done automatically by Assistant when the Home DN is selected for the DI

\7 General \ DID Pool Access Control List General || DID Pool 7‘_ Access Control List
General DID Pool
@) Select the DID Pool of the Branch Office
Branch Office Name BO_Data_Center1
Representative Endpoint Virtual_EP_DC1 | \ - ‘ ‘
[ Add Range... J [ Add... J L Delete J
Numbering Plan NP_BG_DQ_OsB - Seli0 | tems/Page: [200 ) | All:3
Office Code e C Directory Number
r 551138172499 Select subscribers.
Routing A = These cannot be
n f r 551138172438 used for anything
= 551138172497 else.
This is a Branch Office of type OpenScape Branch This should not have a

to “Service” type “DID Pool

D Pool. To verify the service is set

check the DN in the Home DN Table (Global Translation and Routing -> Home Directory Numbers)

65.3.2.4 Configure Destinations to Gateways serving all branches and data Center

e Add a Destination to the Gateway in the Data Center

If not existent, add a destination to go to the endpoint for the gateway at the Data Center
Note 1: For Geo-Separated systems each node location will need a gateway, thus two destinations are needed. One

for each gateway. See next session for Geo-Separated configuration.

Note 2: All gateways must support clearmode. This is also referred to as clear-channel data or 64 Kbit/s unrestricted.

General Routes Route Lists Destination Codes

MName: RiGE700_DC_DES

-

General Routes Route Lists Destination Codes

ioukes

) Multiple routes can be used For prioritizing the routes to the gateways,

Elements Per Page: | 100w

F D Endpoint Route Type Delete
Ay REETO0_DC_BLS SIP-Endpaint o
#
349
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NOTE: Use symmetric routing (GW behind proxy) and make destination point to the proxy (OSB).
If using asymmetric routing (OSV talks directly to GW in branch) calls in backup mode can fail, because OSV may audit

and set gateway as inaccessible during an outage.

General Routes Route Lists Destination Codes
Mame: OB2250i_BLC_DES
B

General Routes Route Lists Destination Codes

\oukes

@) Mulktiple routes can be used For prioritizing the routes to the gateways,
Elements Per Page: | 100 |»

] D Endpoint Route Type Delete Insert

] "‘—# 1 bocaCB2z-05ES0i SIP-Endpoint 0
65.3.2.5 Configure a Code Index
e Add a Code Index for Rerouting

@) Code Index

General Patterns

dentification

@) Text for the Code Index Identification info box. Mote: Mo maore than 15 charac

Code Index Mame: CI_Local_Guwey
Remark:
Mature OF Address; Code Index
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Jriginator Attributes

¥ Cptionally, an additional match is required if the originator of the call belo

Class OF Service:

Traffic Tvpe: MOMNE W
Routing Area:
Jestination ,
Enter the Branch’s

Routing Area.

¥ Specify additional parameters bo determing how the call will be rout

Destination Type: Destinakion

Destination Mame: RGE700_DC_DES |

Office Code: | :

e Add asecond pattern to point to the branch endpoint (for calls from branch to data
center)

NOTE: The branch needs to have a Routing Area.
The gateway in the branch must be configured for symmetric signaling (GW is behind proxy)

Jriginator Atkribukes

) Optionally, an additional match is required iF the ariginator of the call belongs ko

Class OF Service:

TrafFic Type: MCME w
Rouking Area: OB22_OSBS0i_RA . :
Jestination

) specfy additional parameters to determine how the call will be routed.

Destination Tyvpe: Destination
Destination Name: QOBZ250i_BLC_DES
Office Code:

The Code Index will then have multiple patterns. For each branch with a Routing Area and with no Routing Area
for the DataCenter.
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General Patterns

) A pattern associates a rate area and a class of service with a destination,

*atterns

Elements Per Page; | 100

F Routing Area Class Of Service Destination

[] () OB22_OSESOI_RA OB2250i_BLC_DES
O @& RGE700_DC_DES
[] () OB23_0SESOi_RA OB2350i_BLC_DES
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65.3.2.6 Configure Routing to the Code Index

e Add Prefix Access Code for the Subscriber Rerouting PAC

Go to OpenScape Voice -> Business Group -> Default Numbering Plan
Under Translation add the Prefix Access Code

iz [BOCAST1] - [BGCA] - [NP_BGCA] - Edit Prefix Access Code: 8

Identification

@) If the dialed digits match this code, the specified modification ta these dialed digits is executed.

Prefix Access Code:

Remark;

Mininmum Length:
Maximum Length:
Digit Position; 0

Digits bo inserk:

Setkings

@) Specify additional pararmeters to determine how the call will be routed.

Prefix Type: Off-net Access W
Mature of Address: Inknown W
Destination Type: Mane W

Destination Marme: feee
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Add a Destination Code
Add it to point to the Code Index created for re-routing (Note: Nature of Address must be International for
number normalization if using Mobile UC Clients on the Branches)

= & [BOCAST1] - [BGCA] - [NP_BGCA] - Edit Destination Code: 8

General

) This destination code will be used for a call if the dialed or modified {in PAC) digits and the Matur

Destination Code: g [

Remark:

Country Code:

Mature OF Address: Iniknomwn
Traffic Twpe: More w
Jriginakor Attributes

@) Optionally, an additional match is required if the originator of the call belongs ko the specified Cl:

Class QOF Service: LJ
Routing Area: LJ

NPa:

Jestination

) Specify additional pararmeters bo determing how the call will be routed,

Destination Type: Code Index Destination w
Caode Index Mame: CI_Local_Giy

DM Office Code:
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65.3.2.7 Configuration of Routing to BLS DID number

e Add a Destination to the OSB-BLS EndPoint:

Go to OpenScape Voice -> Business Group -> Destination and Routes ->Destinations

Sel:0 | Items/Page: IZDD vl | all:1
O Name
[T =3 OSBBLS

e Create a Prefix Access Code to reach BLS’s DID number

Media Server

False

| Add.. | | Edit.. | | Delete |

Number of Routes

1

Go to OpenScape Voice -> Business Group -> Translation -> Prefix Access Code (Note: Nature of Address must
be International for number normalization if using Mobile UC Clients on the Branches)

‘dentification

) If the dialed digits match this code, the spedfied modification to these dialed digits is executed.

Prefix Access Code:

Remark:

Minimum Length:

Maximum Length:

Digit Position:

Digits to insert:

settings

) Spedfy additional parameters to determing how the call will be routed.

Prefix Type:

Mature of Address:

Destination Type:

Destination Name:

| Offnet Access |

I Unknown - I

| Maone

=]
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e Create a Destination Code to BLS’s DID number:

Go to OpenScape Voice -> Business Group -> Translation -> Destination (Note: Nature of Address must be
International for number normalization if using Mobile UC Clients on the Branches)

General

Destination Code: 5541334167 -

Remark:

Country Code:

Mature Of Address: Unknown LI

1]

Traffic Type:

Criginator Attributes

Optionally, an additional match is reguired if the originator of the call belongs to the
spedified Class of Service and Routing Area.

0

Class Of Service:

ama

Routing Area:

NPA:

Destination

) Spedfy additional parameters to determine how the call will be routed.

Destination Type: | Destination ;I

Destination Name: O5B_BLS -
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65.3.3 Configuration of Voice Mail Rerouting (optional)

Calls to subscriber can be forwarded to Voice Mail Server located in Data Center (for example OpenScape
Xpressions Voice Mail Service). In the case of WAN outage with Backup Link support, calls forwarded from
subscribers to Voice Mail Service should be rerouted through PSTN.

To allow rerouting to Voice Mail Server, go to OpenScape Voice -> Business Group -> Members -> Endpoint and select
your Voice Mail endpoint (e.g. Xpressions). Check if the following attributes are enabled.

General sIP Attributes Aliases Routes Accounting General SIP Attributes Aliases Routes Accounting
Endpoint Send URI In Telephone Subscriber Format r
@) Define the connection data of an endpeint, e.g. you may use this to add a gateway to a switch.
Rerouting Direct Incoming Calls I
Name: Xpressions
Rerouting Forwarded Calls 2
Remark: Enhanced Subscriber Rerouting 2
Automatic Collect Call Blocking supported r
Registered: I
— Send Authentication Number in P-Asserted-Identity header r
Profile: EP_BG_DQ_OSB
Enable “Rerouting Forwarded r
Branch Office: - Calls”, “Rerouting Direct
Incoming Calls” and “Enhanced .
Associated Endpoint: - | Subscriber RerOUtlng
—_— I St MRTITON | Inknawn -

NOTE: If gateways are used for networking with PSTN, do not enable “Rerouting Direct Incoming Calls” because it may
lead to loops with PSTN.
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65.4 Configuring the OpenScape Branch for Backup Data Link Support
65.4.1 Backup Link Server (BLS) Configuration

The following are the configuration steps for the OpenBranch located in the Data Center (Proxy, SBC-Proxy only)

e After login to the OSB Assistant go to the OpenScape Branch -> Configuration -> VoIP
option and under General select “Server” for Backup link mode and click on
“Configure...”:

Backup data channel

) Backup Link Server configuration is not allowed Far SEC ar Proxy ACD made,
Backup link mode: | Server| v Configure...

e Enter desired values for the General area:

=4y Backup Link Server

) Badwp link server provisioning.

General Clients Routing

General

Enter the maximum number of
BLCs (backup links) and

Max backup links: 10 ¢ maximum supported B

/ channels. Up to 1000 backup

links and 100 B channels can be

Maximum number of B channels: 50 set.

PPP Subnet IP/Netmask bits: 10.124.10.0/27 <€—— Enter PPP subnet/Netmask.

QSV LSM IP EIddFESS: 10,100, 160.8 4——— Enter OSV LSM IP address.

This will be used to send a
SNMP trap to OSV, informing
that the backup link is set
up/down. This option is not
configured on a Geo
Separated configuration.
Packetization intervak 20 ;I {ms) Note: For OSB V1R3, this
address must be entered
under SNMP trap, with port
RTP port min: 35000 8160 and reporting class 6.

F TP Connection

RTP port max: 65000

NOTE 1: The configuration of “PPP Subnet IP/Netmask bits” should be enough to fit the amount of BLC devices on the
network. To have this, the number of hosts must be at least 2 times the number configured for “Max backup links” (this is
because each backup link has one PPP address for BLS and other for BLC).

For example, in the subnet 10.124.10.0/27 we have 32 PPP addresses (10.124.10.0 to 10.124.10.31) that must be greater or
equal to 2 times the number configured in “Max backup link” (in this case up to 16 BLCs are possible with this subnet).

NOTE 2: The PPP subnet IP addresses shall not conflict with any IP/subnets in the branch or data center
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e Under the Clients tab area, click on “Add” and create the tunnel for each BLC.

Add BLS Client
Tunnel name: tunnel1
BLC Host Name: boca0B22-05650i
Prioriby: 1
PPP authentication: |Nn:|ne ;I
Lsername:
Password:
Retry-after: 600| (sec)

Tunnel Name: Any desired name for this tunnel. It must match the name assigned to the tunnel in
OSV CAC group policy (See CAC configuration section)

BLC Hostname: The configured hostname of the OSB client (BLC) that will be using this tunnel. This
name must match the hostname of each BLC.

Priority: This is the priority used by BLS for accept or reject each BLCs tunnel request. If the
maximum number of backup links or B channel is achieved, the BLS will decide which BLC request

must be prioritized. Lower the number, higher the priority of BLC’s tunnel.
NOTE: Each BLS Client (BLC) must have a different Priority

PPP authentication, Username, Password: Configure the PPP authentication method as None,
PAP or MS-CHAP. If PAP or MS-CHAP is chosen, Username and Password must be used.

NOTE: PPP authentication, username and password must be the same on BLS and BLC sides.

Retry After: BLS send this timer to BLC to indicate how long BLC must wait until retrylink
establishment in case of rejection due to priority evaluation.

e Under VOIP -> General -> Gateways click on “Configure...”. Enter the following line in the
Gateway Table:
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?

51 Gateways

[(Add—. ) [ Edit. | [ Delete |
Sel:0 | Items Page: Im | All: 1
r iig;:elijnngype I;.idressIFQDN ST RS e sf:fl:l;(l}gFQDN Type e ;::?i::: gi;ti::’g:rip {d)i;ti::?:;d Hotle)
N E %gﬁf'ress o 10,100.124.10 5085 LAN uDP 5541334167% f;ikgepwer Egrh.::sdﬁigress Gateway 0

IP Address/FQDN: Note this is its own IP. The IP address of the same BLS

Port: Port 5086 is the only acceptable option. This is the port the BLS uses for backup link
Routing prefix/FQDN: This is the DID number that is dialed through the GW to establish the link
Transport: UDP is the only acceptable protocol for backup link connection.

Type: Backup Link Server is the only option allowed for a backup link call.
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65.4.2 Backup Link Client (BLC) Configuration

The following are the configuration steps for the OpenBranch located in the Branch (BLC). (Supported OpenScape
Branch modes are Proxy, SBC and SBC-Proxy only)

e After login to the OSB Assistant go to the VOIP option and under General select
“Client” for Backup link mode and click on “Configure...”:

Backup data channel

@) Backup Link Server configuration is not allowed For SBC or Prosxy ACD mode,

Backup link mode: Clignk

' Configure... .

e Under General, configure the following parameters:

General Routing

Target

Enter Dialed number to access BLS
DID number. Here was entered a PAC
of PSTN access (8) + destination

Primary DID number: 8554133416711 Secondary DID number:

IP Connection

Congestion delay: 10

PPP Connection

(zec)

PPP authentication: INDI‘IE vI

Username:

RTP Connection

Packetization interval: I 20 vI (ms)
RTP port min: 35000
Multiple Links

Minimum number of B channels:

Maximum number of B channels:

Initial number of B channels:

High watermark:

Low watermark:

a0

50

Password:

RTP port max: 35100

Minimum bandwidth: o4 (khit/s)

Maximum bandwidth: 256 (khit/s)

Initial bandwidth: o4 (khit/s)
(%a) High watermark detection window: & (zec)
(Ba) Low watermark detection window: a0 (zec)
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Primary DID number: This is the number to be dialed to access BLS through PSTN and establish the PPP link.
Secondary DID number: In a geo-separated scenario, each BLS receives its own IP address and DID number. It is not
used for a Simplex/ Collocated configuration.

PPP authentication, Username and Password are configured based on what was also configured in the BLS

Multiple Links values are used to configure multilink feature. The multilink bandwidth is calculated by the number of
B channels multiplied by 64 kbit/s

Minimum number of B channel: This number will define the minimum bandwidth configured.

Maximum number of B channels: This number will define the maximum bandwidth configured. It is also used to
initial bandwidth when there is a transition from survivable to backup mode.

Initial number of B channels: This number will define the initial bandwidth of backup link, i.e. how many channels
will start the PPP link when transition from normal to backup mode

High Watermark: Indicate the percentage of usage of the last channel that will trigger BLC to add a new channel to
the multilink bundle.

High Watermark detection window: after achieving High watermark, this is the timethat BLC will stay over the high
watermark before adding a new channel to thebundle.

Low Watermark: Indicate the percentage of the seizure of the last channel that will trigger BLC to delete a channel
from the multilink bundle.

Low Watermark detection window: after achieving Low Watermark, this is the time that BLC will stay below the low
watermark before delete a channel from thebundle.

NOTE 1: If multilink achieves 100 % of bandwidth usage, BLS will detect a state of congestion and will
send an order to BLC immediately add a new channel, if possible, irrespectively of the High Watermark
configuration. During congestion, new calls will be rejected with a retry-after timer response.

NOTE 2: If BLC is using TCP or UDP as SIP transport protocol, PPP tunnel is compressed and
channels are optimized. For TLS, the channels are uncompressed. In case of TLS, OSB should
send signaling to OSV sipsm3 address.

NOTE 3: The default values for Initial, Maximum and Minimum number of B-Channels are
according to the table below (this table can be used as reference for TCP and UDP):

Device Model | Minimum and Maximum

Initial Number | Number of

of Backup Backup Links

Links
OSB 50/ 50i 1
OSB 250 1 3
OSB 1000 2 6
OSB 6000 4 10
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NOTE 4: For TLS, the following table shows the recommended configuration values.

Device Model | Minimum and Maximum Maximum Maximum
Initial Number | Number of Continuous Registration
of Backup Backup Links Traffic (calls Load
Links per second)

QSB 50/ 50i 1 3 1 40

QOSB 250 2 7 3 40

QOSB 1000 4 11 5 40

OSB 6000 7 30 17 40

Under Routing, configure trusted addresses for backup mode. Enter all IP Addresses that will be in the
routing table when backup mode is achieved. For example, enter here the IP address of ccm05 address
of OpenScape Voice to have Media Server working on Backup Mode.

@)} Backup link dient provisioning.

General Routing

2el:0 | Items :E;E:IEDD TI | all:1

Enter the IP addresses of
- IP Address Description trusted servers.

OSV ccm05 must be entered
|_ 10,100,150,58 cemids 01 €——| here (MGCP traffic).

Note: OSV'’s SIPSM node address and SNMP trap destination are already trusted and must not be entered here. A
maximum of 6 addresses are allowed.

- In OpenScape Branch under the Gateway Table configure the BLC to route the call to the gateway when receiving the
configured subscriber rerouting access code:

Under VOIP -> General -> Gateways click on “Configure...”.

Verify routing to the DID is configured in the gateway configuration:

=) Gateways Py

Enter the subscriber rerouting | _Edit... | [ Delete
Il IP Address/FQDN Port Interface Transport g:}:fting O Type Functional type ;:i;'i:; :iJiI;liltJ:trip fl)il‘;]t'rlt}:tid Priority
M [B ro8700-177.bic.backuplink 5060 LAN TcP 8% RG Egr’:::;igress Gateway 1 1

Note 1: In this case, only one routing rule was created because prefix access code to dial DID in Survivable Mode is the
same as the code for rerouting in Normal Mode. If not, 2 different routing rules must be entered.

Note 2: Gateways must support clearmode. This is also referred to as clear-channel data or 64 Kbit/s unrestricted . If
OSB 50i PRI is used, check if “data calls allowed” flag is enable (go to CMP on OpenScape Branch
-> Integrated Gateway -> General -> Configuration, Edit the PRI link and check for flag)

- Add a SNMP trap to CMP server. This is used to inform CMP that OpenScape Branch started or stopped
backup mode.
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e Go to Alarms -> Trap Destinations

%, Add trap destination SNMP Fy

This is the IP

IP Address: 10.100.160.5 47 address of CMP
management

Port: 162

Reporting class set: 7

Blocked: l

65.4.3 Survivability Mode Avoidance

The Backup Link Client must avoid where possible that an OpenScape Branch moves to the Survivable Mode state after a

transition. To have a better approach for survivability mode avoidance, it is highly suggested that some configurations are
made on survivability providers parameters.

For transition from Normal Mode to Backup Mode, the maximum transition time is considered 60 seconds for a
Simplex / Collocated Mode and 120 seconds for Geo Separated configuration.

For an optimized configuration, Timers and Thresholds values of Survivability Provider should be configured as follows:
- Under OpenScape Branch -> VolIP -> Timers and Thresholds:

General Comm System Timers and Thresholds Codecs RTP

Timers and Thresholds

To have a fast transition,
OPTIONS interval should be
OPTIONS interval: 20 {sec)€——— the lowest possible. The
minimum value is 11
seconds.

Please see Notel below*.

Failure threshold: 3 (pings)

Success threshold: 1 {pings)

To avoid unnecessary
transitions, use these
values. The minimum
OPTIONS value is 10
seconds. Please see Note2
below**,

Transition Mode threshold: 3 (pings) MNotification Rate:

Increase the transition mode
threshold to 3, to have a lower

OPTIONS interval.
Please see Notel below*.

*NOTE 1: OPTIONS interval value should be long enough to avoid survivable mode on the transition from Normal to
Backup Mode and at the same time the lowest possible value to have a fast transition to Normal Backup Mode. So, the
timers and thresholds must be configured according to the following formula:

Mtt <= Tt * Oj + (Tt -1) * Ot

Where:

Mtt = Maximum time in transition mode (60 seconds if only Primary link is configured — Simplex or Collocated
- or 120 seconds if also Secondary link is configured — Geo Separation)
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Tt = Transition Mode threshold
Oi = OPTIONS interval (min. 11 sec.)
Ot = OPTIONS timeout (min. 10 sec.)

If the criteria are not fulfilled, system will show an error message.
*NOTE 2: If BLC is in Normal Backup Mode, unnecessary system transitions due to network issues, like packet

losses, TCP retransmissions and others should be avoided. So, to optimize the link transition, we must consider that
Failure threshold (pings) multiplied by OPTIONS timeout (sec) must be at least 30 seconds.

65.5 Configuration for OpenScape Branch with OpenScape Voice Geo
Separated

65.5.1 Configuring the OpenScape Voice for Backup Data Link Support
65.5.1.1 CAC Configuration

e Go to OpenScape Voice -> Call Admission Control -> Resource Management
- Check if Enable Resource Management flag is marked
=, [0SV6RODQ]-Resource Management

@) Resource Management

[ Resource Management Settings ] Bandwidth Calculation Voice Bandwidth Calculation Fax/Video

F.esource Management Settings

I:i, Resource Management Settings Configuration

Enable Resource Management: ™4
Timeout: 300
Alarm Threshold: 5

e Go to OpenScape Voice -> Administration -> Call Admission Control -> Groups

- Create a CAC Group for each branch and add the members based on the branch’s subnets and enterall the
subnets for the branch:
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General Members Policies Group To Group Policies General Members Policies Group To Group Policies

ZAC group configuration CAC group configuration

Group Type: ISubneE vI

@) Please enter a CAC Group name without any spedal characters or blanks.

CAC group name: CAC_MET130_0QSB1000
CAC group Member(s) List
o Use the buttons to add or remove Members from the Group.
=" The Group can only contain Members of the type you have selected abaove.

Sackup Selection Parameters Elements Per Page: I 200 vl

@) The fields below allow enabling a backup access link for this CAC group. e

ms
Enable Badkup Access Link: rd CAC Group Members .
P I P Subnets in Branch.
M & 10.100.180.0/24 (This includes Gateways, SIP
Access Link type: Data Center = i
| :‘ r @ =z.27.00/8 <€—| subscribers, OpenScape Branch, etc)
4
Mode 1Data Center router [P address: 10.10.1.1 <«— Data Center 1 address
Node 1 Tunnel name: tunnell '\ Tunnel Name — must be the
same as the name configured to

Mode 1 Tunnel Link Status: Data Center 1 tunnel

Mode 2 Data Center router IP address: 10,20.1.1 €———— Data Center 2 address

Node 2 Tunnel name: tunnel1 \

Tunnel Name — must be the
. o same as the name configured to
N T TS S A Data Center 2 tunnel

e Add the CAC policy and limit based on ‘Bandwidth’. Enter ‘0’ for the Backup MaxBandwidth
value.

Policy configuration

@) In this section the specified policy can be activated and configured.

Limit Type: | Bandwidth L]
Max Bandwidth is defined for the
WAN interface, which can be
configured with the max value
(1000000) supported by OSV.
Max Bandwidth (kbps): 1000000|

Backup Max Bandwidth must be
/ set to zero ‘0.

The Srx/Lsm/CheckRouter flag can be set to RtpFalse or RtpTrue, depending on Data Center Router configuration.
Check Appendix A for more details of router configuration.

If true, the Data Center Router is queried for the current tunnel status when the synchronization timer expires. If
false, the Tunnel status timestamp is simply reset.

Backup Max Bandwidth (kbps): 0
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e Configure the BLS1 and BLS2 IP Address in Data Center Router SNMP Configuration entry

in the OpenScape Voice.
This is only possible via StartCli.
Select the following options:

Application-level Management. 6

Network Traffic Management. 9

Call Admission Control Management. 1

CAC Access Link Status Monitoring. 6

Modify Data Center Router SNMP Configuration. 3

Enter the IP address of the BLS1 as the Data Center Router 1, the IP address of the BLS2 as the Data Center Router 2
and default values for all other parameters.

Modify settings for DCR 1 <(y/n)> ? (default:y): y

Data Center Router IPv4 Address < (max length: 46)> (default: 0.0.0.0): 10.10.1.1
oSnmpv2c Community string < (max length: 2048)> (default: public): public
Snmp version used to access router < 2 = Snmpv2c, 3 = Snmpv3 >: 2

Modify settings for DCR 2 <(y/n)> ? (default:y): y

Data Center Router IPv4 Address < (max length: 46)> (default: 0.0.0.0): 10.20.1.1
oSnmpv2c Community string < (max length: 2048)> (default: public): public
Snmp version used to access router < 2 = Snmpv2c, 3 = Snmpv3 >: 2

Modify settings for DCR 3 <(y/n)> ? (default:y): n Modify
settings for DCR 4 <(y/n)> ? (default:y): n

The Data Center Router SNMP configuration should look like this once completed:
Data Center Router 1 SNMP Configuration:

Username: None

Authent}cat}on Key: None Data Center Router 1 tunnel IP
Authentication Protocol: None SnmpV2c

Community String: public IPv4

Address: 10.10.1.1

Sends Snmpv2 Traps/Informs: true

Data Center Router 1 SNMP Configuration:

Username: None

Authent}cat}on Key: None Data Center Router 2 tunnel IP
Authentication Protocol: None SnmpV2c

Community String: public IPv4

Address: 10.20.1.1

Sends Snmpv2 Traps/Informs: true

Note: In this documentation, OpenScape Voice is using SNMPv2c to traps/informs. However, SNMPV3 is also allowed. For
configuration of SNMP parameters for SNMPv3, check for documentation “Link Status Manager (LSM)” that can be found at
Wiki-LIP Development Published Website.
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- All the branches must have a CAC Group configured.
== [0SV4R1DQGEO]- CAC Groups

@) This list shows all existing Routing Call Admission Control Groups.

Search for: in | Mo Criteria ;I l Search I I Show All J I Advanced... J Elements Per Page: IZDD vl
2 Items View Recent Logs... ] [ Add... ] I Edit... ] u
O CAC group name Member Type Parent Cac Group Monitored Link Type Monitored Link Status
[T ==¢ CAC_NET130_OSB1000 Subnets Data center tunnel Mode 1 link up, Node2 link up
[ s=¢ CAC_MET22_OSESOi Subnets Data center tunnel Mode 1 link up, Node2 link up

Subscriber Rerouting Configuration
65.5.1.2 Activate Rerouting and configure Prefix Access Code

o Go to OpenScape Voice -> Administration -> Signaling Management -> SIP Under

Rerouting Tab:
Set the Subscriber Rerouting Prefix Access Code
Enable Rerouting for SIP Subscribers

) SIP Seftings

General Rerouting SIP Timers Best Effort SRTP FQDN

F.erauting

1) Although using Subscriber Rerauting thraugh the PSTH is useful during WA Failures
=" CpC bandwidth restrictions, it can also lead ko additional charges For the PSTH calls, |

Enable Rerouting For SIP Subscribers: [+
/ Enter a desired prefix.
Subscriber Rerouking Prefix Access Code: g
International:
Mational:
Local:
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65.5.1.3 Configure Branch Office for Remote Branch
Follow the same steps used for the configuration for Simplex/Collocated (item 3.1.2.2).

| General | DID Pool Access Control List General l DID Pool || Access Control List

General DID Pool

@) Select the DID Pool of the Branch Office

Branch Office Name BO_osbébibRI 3
Representative Endpoint | 0sbS0i-PRI | [ =
Add Range... J [ Add... ] [ Delete
Hmtesing ¥ GDE.O% LJ* Sel:0 | Items/Page: m | All:2
Office Code = | Directory Number_ 4
O 551146687430 Select subscribers.

Routing A ra_osbS0i-PRI = UINEED EETIEt e

g frea = = 551146687498 used for anything

else.

This is a Branch Office of type OpenScape Branch v Branch must have a

Routing Area.

NOTE: All subscribers in the remote branch must be added to their respective branch office.
65.5.1.4 Configure Branch Office for Data Center 1

e First, create a virtual endpoint and use it as a representative Endpoint for the Data Center’s
Branch Office of Primary Node.

| General || SIP | Attributes | Aliases | Routes | Accounting General || SIP | Attributes | Aliases | Routes | Accounting
Endpoint
BIP Signaling

@) Define the connection data of an endpoint, e.g. you may use this to add a gateway to a switch, For the static Endpoints the address of the SIP signaling interface can be spedified in IP or FQDN format,

) Note that the address of the signaling interface cannot be modified unless the entry in the security section

has first been removed.

Name: Virtual _EP_DC1

Type: IStaﬁc 'l

Virtual Endpoint for Data Center
Remark: subscribers. Used for Enhanced
Subscriber Rerouting (branch to DC)| Signaling Address Type: IIP Address or FQDN _V_l
Registered: v Endpoint Address: 1111
Enter an inexistent /
IP address |
Profile: EPP_Data_Center1 Port: 5060
—T

Branch Office: f Transport protocol: TCP v
Associated Endpoint: i Best Effort SRTP support: MIKEY,SDES ¥
Default Home DN -
Location Domain Use Proxy/SBC Best-Effort SRTP settings for calls to subscribers: [

NOTE: Add all Data Center 1 subscribers to this branch office. For all those subscribers kept in the ‘Main Office’ calls will
only work in the direction from data center to branch office.
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¢ Following the same configuration for Simplex/Collocated, enable the Survivable
Endpoint and “Do not audit endpoint” attributes.

General SIP Attributes Aliases Routes Accounting

Atributes

@) Attributes available for this SIP endpoint

Supports SIP UPDATE Method for Display Updates
UPDATE for Confirmed Dialogs Supported

Send Provisional response during session updates

U I (R (.

Survivable Endpaint

SIP Proxy

Route via Proxy

O O |0

Allow Proxy Bypass

<]

Do Mot Audit Endpoint

Use Proxy/SBC AMAT settings for calls to subscribers

Support for Callback Path Reservation

O (W |M

Send Progress to Stop Call Proceeding Supervision Timer

NOTE: For previous OSV versions, the configuration of “Do Not Audit Endpoint” flag can only be done via StartCli.
In this case, select the following options:

Application-level Management. 6
Zone Management. 5
Modify Endpoint. 2

- Set the “Do not audit Endpoint” to “true”

Change SIP endpoint attributes as bitmap sums? (default: true): false
Do not audit Endpoint <O=false|1=true|-1=unchanged> (default: -1): 1
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e Create the Branch Office using the virtual endpoint just created.

Go to OpenScape Voice -> Business Group -> Branch Offices List and select the branch office Assign a

Routing Area and a DID Pool.

NOTE: The subscribers selected in this pool cannot be used for anything else.

General DID Pool Access Control List

General

Branch Office Name BO_Data_Centerl

Representative Endpoint Virtual_EP_DC1

Mumbering Plan NP_BG_DQ_OSB
Office Code
Routing Area ra_DataCenter1

This is & Branch Office of type OpenScape Branch

/ 000U

General DID Pool Access Control List
DID Pool

@ Select the DID Pool of the Branch Office

[ Add Range... ] l Add... ] I Delete ]

Sel:0 | All:3
] Directory Number
5511383172497 )
r Select subscribers.
r 551138172438 These cannot be used
r 551133172499 for anything else.

Assign a Routing Area
to Data Center Router.

e Ensure the DID Home DNs selected for the DID Pool are set to “Service” type “DIDPool

Number”.

This is done automatically by Assistant when the Home DN is selected for the DID Pool. To verify the service is set
check the DN in the Home DN Table (Global Translation and Routing -> Home Directory Numbers)

65.5.1.5 Configure Branch Office for Data Center 2

Create a Branch Office virtual Endpoint for Data Center 2 following the same procedure of Data Center 1.

[ General | sP Attributes Aliases

Endpoint

()] Define the connection data of an endpoint, e.g. you may use this to add a gateway to a switch.

Name: Virtual_EP_DC2

Routes Accounting

Virtual Endpoint for Data Center
Remark: subscribers. Used for Enhanced
Subscriber Rerouting (branch to DC)

Registered: 2

Profile: EPP_Data_Center2
Branch Office:

Associated Endpoint:

Default Home DN

Location Domain

Enter an inexistent
IP address

ajafa

General \ SIP | Attributes Aliases Routes Accounting

SIP Signaling

For the static Endpoints the address of the SIP signaling interface can be specified in IP or FQDN format.
@) Note that the address of the signaling interface cannot be modified unless the entry in the security section
has first been removed.

Type: IStaﬁc vI
Signaling Address Type: IIP Address or FQDN _V_]
Endpoint Address: 1.1.1.2

_._-Moso

Transport protocol: TCP v

Best Effort SRTP support: IMIKEY,SDES v I

Use Proxy/SBC Best-Effort SRTP settings for calls to subscribers: r

NOTE: Add all Data Center 2 subscribers to this branch office. For all those subscribers kept in the ‘Main Office’ calls will

only work in the direction from data center to branch office.
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e As before, enable the Survivable Endpoint and “Do not audit endpoint” attributes.

General sIP Attributes Aliases Routes Accounting

IAttributes

) Attributes available for this SIP endpoint

Supparts SIP UPDATE Method for Display Updates
UPDATE for Confirmed Dialogs Supported

Send Provisional response during session updates

[ I -

Survivable Endpoint

SIP Proxy

Route via Proxy

O |0 |0

Allow Proxy Bypass

<]

Do Mot Audit Endpaint

|se Proxy/SBC AMAT settings for calls to subscribers

Support for Callback Path Reservation

O || (|

Send Progress to Stop Call Proceeding Supervision Timer
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e Create the Branch Office for Data Center 2 using the virtual endpoint just created as like as
for Data Center 1.

NOTE: The subscribers selected in this pool cannot be used for anything else.

General DID Pool Access Control List General DID Pool Access Control List
General DID Poal
@) Select the DID Pocl of the Branch Office
Branch Office Name BO_Data_Center2
Elements Per Page: IZDD VI
Representative Endpoint Virtual_EP_DC2
3 Items [ Add Range... | [ Add... | I Delete
Mumbering Plan MP_BG_DQ_OSB
O Directory Number
Office Code -
r 3313 Select subscribers.

Routing A DataCenter2 r 554133411398 >~€——— These cannot be used

outing Area ra_DataCenter h

r 554133411990 for anything else.

This is a Branch Office of type OpenScape Branch Il Assign a Routing Area

to Data Center Router.

65.5.1.6 Configure Destinations to Gateways serving all branches and Data Center

e Add a Destination to the Gateway in the Data Center 1
If not existent, add a destination to go to the endpoint for the gateway at the Data Center 1

General Routes Route Lists Destination Codes
Name: RGE/00_DC1 Dest
r

General Routes Route Lists Destination Codes

Routes

@)) Multiple routes can be used for prioritizing the routes to the gateways.

| Add... | | Edit.
Sel:0 | Items/Page: Im | All: 1
N (3] Endpoint Route Type Delete Insert Nature of Address
- "‘—# 1 RGEFI0_PSTM_DC1 SIP-Endpoint 0 Undefined
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e Add a Destination to the Gateway in the Data Center 2
If not existent, add a destination to go to the endpoint for the gateway at the Data Center 2

General Routes Route Lists Destination Codes
Name: RGEF00_DC2_Dest
=

General Routes Route Lists Destination Codes

Loutes

) Muliiple routes can be used for prioritizing the routes to the gateways.

[ Add— | [ Edit... | [ Delete |
Sel:0 | Items/Page: Im | all: 1
r D Endpoint Route Type Delete Insert MNature of Address
- ’1—# 1 RGE700_PSTN_DC2 SIP-Endpaint 0 Undefined

e Add a Destination for each Gateway serving a Branch

NOTE: Use symmetric routing (GW behind proxy) and make destination point to the proxy (OSB).
If using asymmetric routing (OSV talks directly to GW in branch) calls in backup mode can fail, because OSV may
audit and set gateway as inaccessible during an outage.

General Routes Route Lists Destination Codes

Name: OB2250i_BLC_DES
[
General Routes Route Lists Destination Codes
Loukes

@) Mulkiple routes can be used For prioritizing the roukes to the gateways,
Elements Per Page: | 100 |+

] 1D Endpoint Route Type Delete Insert Mature of Address

0o 4% bocaCB22-05B50i SIP-Endpaint 1] Lndefined
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65.5.1.7 Configure a Code Index
e Add a Code Index for Rerouting

¥ Code Index

General Patterns

dentification

@) Text For the Code Index Identification info bosx, Mote: Mo more than 15 charac

Code Index Mame: CI_Local Gy
Remark:
Mature OF Address: Zode Index

Following the same configuration steps for Simplex/Collocated configuration (see 3.1.2), add a pattern to point to both
Data Center Gateway (for calls from data center to branch) and for all branches.

NOTE: One Data Center must have “empty” Routing Area.

The gateway in the branch must be configured for symmetric signaling (GW is behind proxy)

The Code Index will then have multiple patterns.
For each branch with a Routing Area and with no Routing Area for one of the Data Centers.

General Patterns

@) A pattern assocates a rate area and a dass of service with a destination.

FPatterns
| Add—. | | Edit.. | | Delete

Sel:0 | Items/Page: | 200 =] | All:4
| Routing Area Class Of Service Destination

- Data Center 1 has
r i — “empty” Routing RGE700_DC1_Dest

g ra_DataCenter2 RGE700_DC2 Dest

r @
r 'u::" ra_nosh50i-PRI osh50i_PRI_dest

- Enter the Branch’s
i = ra_oshilk-BLC g— Routing Area. osblk_BLC_dest
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65.5.1.8 Configure Routing to the Code Index

e Add Prefix Access Code for the Subscriber Rerouting PAC

Go to OpenScape Voice -> Business Group -> Default Numbering Plan
Under Translation add the Prefix Access Code

i [BOCAST1] - [BGCA] - [NP_BGCA] - Edit Prefix Access Code: 8

Identification

@) If the dialed digits makch this code, the specified modification to these dialed digits is executed.

Prefix Access Code:

Remark:

Minimum Length:
Maximum Length:
Digik Position: ]

Digits ko insert:

Setkings

@) Specify additional parameters to determine how the call will be routed.

Prefix Twpe: Off-net Access w
Mature of Address: Unknown w
Destination Type: Mare b

Destination Mame:
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e Add a Destination Code to point to the Code Index created for re-routing
(Note: Nature of Address must be International for number normalization if using Mobile UC
Clients on the Branches)

- i [BOCAST1] - [BGCA] - [NP_BGCA] - Edit Destination Code: 8

General

) This destination code will be used For a call if the dialed or modified (in PAC) digits and the Matur

Destination Code: g

Remark:

Country Code:
Mature OF Address: Lnkniown
Traffic Type: Mone w

Jriginakor Attributes

0 Optionally, an additional match is required if the originator of the call belongs to the specifisd Cli

Class OF Service:
Rouking Area;

MPA:

Jeskinatian

0 Specify additional parameters ko determing how the call will be routed.

Destination Type: Code Index Destination w
Code Index Mame: CI_Lacal_iGwey

DM Office Code:
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65.5.1.9 Configuration of Routing to BLS DID number

e Add a Destination OSB-BLS1 from Data Center 1 and another Destination OSB-BLS2 from
Data Center 2:
Go to OpenScape Voice -> Business Group -> Destination and Routes -> Destinations

| Name Media Server Number of Routes
=22 (OSB_BLS1 False 1
£
=82 (OSB_BLSZ False 1
£

e Following the procedure for a Simplex / Collocated (see 3.1.3), create a PAC and
Destination Code for OSB-BLS1 and OSB-BLS2.

- ; [0SV6RODQ] - [BG_DQ_0SB] - [NP_BG_DQ_0SB] - Destination Codes

@) Destination Codes are used for routing dedsions.

search for | in  [Na Criteria | | search | | showall | | Advanced.. |
| Add Range... | | BulkEdit.. | | Add.. | | Edit.
Sel:0 | Items/Page: IZIJD vl | All:2
- Code Class Of Service Routing Area Nature Of Address Destination Type Destination Name
[T =i§ 551138172600 Unknaown Destination 0SEB_BLS1
[T =ii 554133411700 Unknown Destination 0SB_BLS2
65.5.2 Configuration of Voice Mail Rerouting (optional)
Follow the same procedure used for a Simplex / Collocated configuration (see 3.1.4)
General SIP Attributes Aliases Routes Accounting General SIP Attributes Aliases Routes Accounting
Fndpaint Send URI In Telephone Subscriber Format -
@ Define the connection data of an endpoint, e.g. you may use this to add a gateway to a switch,
Rerouting Direct Incoming Calls 2
Name: ¥pressions
me P Rerouting Forwarded Calls 2
Remark: Enhanced Subscriber Rerouting 2
Automatic Collect Call Blocking supported -
Registered: 2
— Send Authentication Number in P-Asserted-Identity header -
Profile: EP_BG_DQ_OSB ty
Enable “Rerouting Forwarded
[ Calls”, “R ting Direct m
Branch Office: alls”, "Rerouting Direc
Incoming Calls” and “ Enhanced -
Assodiated Endpoint: — Subscriber Rerouting
S I Sat NETTON #r | Inkrawn [

NOTE 1: If gateways are used for networking with PSTN, do not enable “Rerouting Direct Incoming Calls” because it may
lead to loops with PSTN.

NOTE 2: Only one Voice Mail can be used for both Data Centers. However, if Voice Mail Server is located on Data Center
1 then an alternate route to a redundant Voice Mail EndPoint on Data Center 2 is desired.
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65.5.3

65.5.3.1 Backup Link Server 1 (BLS1) Configuration:

Follow the same procedure used to create BLS for Simplex/Collocated.

Configuring the OpenScape Branch for Backup Data Link Support

e After login to the OSB Assistant go to the OpenScape Branch -> Configuration -> VoIP
option and under General select “Server” for Backup link mode and click on

“Configure...”:

Backup data channel

@)) Backup Link Server configuration is not allowed For SBC or Proxy ACD mode.

Backup link maode:

. Configure... .

e Enter desired values for the General area:

Enter the maximum number
of BLCs (backup links) and
maximum supported B
channels. Up to 1000
backup links and 100 B
channels can be set.

Enter PPP subnet.

Do not enter OSV LSM IP
address. The SNMP trap
to OSV will be sent by
Data Center Router for a
Geo Separated
configuration.

General Clients Routing
lzeneral
Max backup links: 10
Maximum number of B channels: 50
PPP Subnet IP/Netmask bits: 10.123.10.0/27
OS5V L5M IP address:
RTF Connection
Packetization intervak: |20
RTP port min: 35000
RTP port max: 65000

LI (ms)

NOTE 1: The configuration of “PPP Subnet IP/Netmask bits” should be enough to fit the amount of BLC devices on the
network. To have this, the number of hosts must be at least 2 times the number configured for “Max backup links” (this is
because each backup link has one PPP address for BLS and other for BLC).

For example, in the subnet 10.123.10.0/27 we have 32 PPP addresses (10.124.10.0 to 10.124.10.31) that must be greater
or equal to 2 times the number configured in “Max backup link” (in this case up to 16 BLCs are possible with this subnet).

NOTE 2: The PPP subnet IP addresses shall not conflict with any IP/subnets in the branch or data center
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e Under Clients tab area, click on “Add” and create the tunnel for each BLC.

General Clients Routing

Clients

[ add— ] [ Edit... | [ Delete ]

:0 | Items/Page: IEIIIEI vI | all:2

r Tunnel name BLC Host Name Priority Retry-after
r tunnell BO-0O5B50i-PRI-01 1 120
r tunnel2 BO-05B1000-BLC 2 a0a0

e Under VoIP -> General -> Gateways click on “Configure...”. Enter the following line in
the Gateway Table:

=)} Gateways P4

[ Add— | [ Edit... | [ Delete ]

Sel:0 | Items :E;f:IZDU vl | all:1

Signaling i Routing . Trunk Qutput Qutput .
r Address Type Address/FQDN SO L R Prefioc/ FQDN Type S TS Profile  digit strip digit add LAY
- IP Address or Backup All Modes "
I_ 16 FQDN 10,100.123.20 5086 LAN UDP 551133172600 Link Server Egress/Ingress Gateway 0O

e Under VoIP -> Comm System -> Configure BLS1 at the OSV Node in the same Data
Center Router 1:

General Comm System Timers and Thresholds Codecs

General / Enter System Type as Simplex
Trusted 0

Comm Syskem Tvpe: Simplex v addresses: Configure...

Outbound SIP server
Enable outbound prosy r Qutbound prosy:
Outbound proxy port:
Enable path tagaing: r
Mode 1

Set the IP address or FQDN of
Node located on the same Data
Center than OSB-BLS. For TCP

Target bype: Binding v and UDP, set OSV sipsm1. For
TLS, OSV sipsm3 should be

Primary server: nod=1.del,osw Transport: TP W Port: 5060 used.

Secondary server: Transport: Port:

SRY record Transport:
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Note: Even though we have a Geo Separated environment, we should configure OSV System Type as Simplex,
pointing to the Node collocated on the same Data Center. This is because in a case of Node failure, BLS should be in
Survivable Mode.

65.5.3.2 Backup Link Server 2 (BLS2) Configuration:
Repeat the procedure for BLS2.

e After login to the OSB Assistant go to the OpenScape Branch -> Configuration -> VoIP
option and under General select “Server” for Backup link mode and click on
“Configure...”:

Backup data channel

@) Backup Link Server configuration is not allowed Faor SBC ar Proxy ACD mode.
Backup link mode: | Server| » Configure...

e Enter desired values for the General area:

General | Clients Routing

General
Enter the maximum number
- . 10 ¢ of BLCs (backup links) and
R maximum supported B
/ channels. Up to 1000
. . backup links and 100 B
Maximum number of B channels: 50 channels can be set.
PPP Subnet IP/Netmask bits: 10.124.10.0/27 ¢ 1 Enter PPP subnet.
0S5V LSM IF address: <4——— Do not enter OSV LSM IP
address. The SNMP trap to
OSV will be sent by Data
RTP Connection Center Router for a Geo
Separated configuration.

Packetization interval: 20 | (ms)
RTP port min: 35000
RTP port max: 65000

P31003-H81A0-M101-08-76A9, 22/06/2022
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e Under Clients tab area, click on “Add” and create the tunnel for each BLC (samethan

BLS1)

General Clients Routing

Clients

[ Add— | [ Edit... | [ Delete

:0 | Items/Page: IZDIII "I | all:2

| Tunnel name BLC Host Name Priority Retry-after
r tunnel1 BO-0SB50iPRI-01 1 120
r tunnel2 BO-0SE1000-BLC Z 500

Note: The configuration must be the same than BLC1 for values under Clients tab.

e Under VOIP -> General -> Gateways click on “Configure...”. Enter the following line in the

Gateway Table

=) Gateways

[ Add—. | [ Edit.. | [ Delete ]

Sel:0 IZ:e-“s-::';E:IleID 'l | all:1

Signaling i Routing . Trunk Output
r Address Type Address/FQDN Port Interface Transport Prefix/FQDN Type Functional type Profile digit strip digit add
r G ,I:F'ng;jress O 40.100.124.50 5086 LAN UDP 55413411700 Dackdp  AllModes Cateway 0O

Link Server Egress/Ingress

Under VolIP -> Comm System -> Configure BLS2 at the OSV Node in the same Data Center Router2:
General Comm System Timers and Thresholds Codecs

General
N Enter System Type as Simplex
sk ed 0 r
Comm System Type: Simplesx w celieeE Configure...

Cutbound SIP server :

Enable outhound proxy = Quthound prosey:

Cutbound prosey port:

Enable path tagging: r

Mode 1
Set the IP address or FQDN of
Node located on the same
— Data Center than OSB-BLS.

Target type: Bindng ™ For TCP and UDP, set OSV
sipsm2. For TLS, OSV sipsm4

Primaty server: nodez, deZ. osvi Transpork: TCP (v Part: 5060 should be used.

Secondary server: Transpork: Port:

SRY record :

Transpork:

Note: Even though we have a Geo Separated environment, we should configure OSV'’s System Type as Simplex,

pointing to the Node collocated on the same Data Center. This is because in a case of Node failure, BLS should go to
Survivable Mode.
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65.5.3.3 Backup Link Client (BLC) Configuration:

The following are the configuration steps for the OpenBranch located in the Branch (BLC). (Supported OpenScape
Branch modes are Proxy, SBC and SBC-Proxy only)

e After login to the OSB Assistant go to the VOIP option and under General select
“Client” for Backup link mode and click on “Configure...”:

Backup data channel

@) Backup Link Server configuration is not allowed For SBC or Prosxy ACD mode,

Backup link mode: Clienk | Configure...

e Under General, configure the following parameters:

General Routing Enter Dialed number to access BLS 1
and BLS2 DID number. Here was
Target entered a PAC of PSTN access (8) +
destination number (BLS DID).

Primary DID number: 8551138172600 Secondary DID number; 8554133411700

IP Connection

Congestion delay: 10 (sec)

PPP Connection

PPF authentication: IMSCHAP-‘!.-'E vI

IUsername: bls Password: LTI T

RTP Connection

Packetization interval: Iﬂ (ms)
RTP port min: 35000 RTP port max: 35100

Multiple Links
Minimum number of B channels: 1 Minimum bandwidth: 64 (kbit/s)
Maximum number of B channels: 4 Maximum bandwidth; 256 (khit/s)
Initial number of B channels: 1 Initial bandwidth: o4 (khit/s)
High watermark: S0 (%a) High watermark detection window: & (zec)
Low watermark: 50 (%a) Low watermark detection window: al (zec)
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NOTE 1: If multilink achieves 100 % of bandwidth usage, BLS will detect a state of congestion and will send an
order to BLC immediately add a new channel, if possible, irrespectively of the High Watermark configuration.
During congestion, new calls will be rejected with a retry-after timer response.

NOTE 2: If BLC is using TCP or UDP as SIP transport protocol, PPP tunnel is compressed. For TLS, the channels
are uncompressed.

NOTE 3: If BLC is connected to OSV Node 1 as Primary, so the preferable Primary DID number should be the
number to access BLS1 located on the same Data Center than OSV Node 1. If BLC is connected to the OSV
Node 2 as Primary, then the preferable Primary DID number should be the number to access BLS2 located on the
same Data Center than OSV Node 2.

NOTE 4: While in Backup Mode, BLC will create only one route to BLS1 or BLS2. For example, if BLS1 on Data
Center 1 is connected, Data Center 2 is considered as out of service.

e Under Routing, Configure trusted addresses for backup mode.

General Routing

Sel:0 | [temsPage: IEIIIIII vI | all:2

r IP Address Description
r 10,100,100, 100 com5 01 wip
| 10,100, 200,107 ccms 02 vip

Enter the IP addresses of
trusted servers.

OSV ccm05 of Node 1 and
Node 2 must be entered here
(MGCP traffic).

Note: OSV’s SIPSM node address and SNMP trap destination are already trusted and must not be entered here. A
maximum of 6 addresses are allowed.

In OpenScape Branch under the Gateway Table configure the BLC to route the call to the gateway when receiving the
configured subscriber rerouting access code:

e Under VOIP -> General -> Gateways click on “Configure...”.
Verify routing to the DID is configured in the gateway configuration:

= Gateways Py

Enter the subscriber rerouting _J _Edit.. | [ Delete_
- IP Address/FQDN Port Interface Transport ll::}:fting - Type Functional type I!':i?i:a ‘dJiI;liltJ;trip fl)il‘;]t'rlt}:id Priority
r rg8700-177.blc. backuplink 5050 LAN TCP 8% RG ;gf;:fﬁigress Gateway 1 1

Note 1: In this case, only one routing rule was created because the prefix access code to dial DID in Survivable Mode is
the same as the code for rerouting in Normal Mode. If not, more routing rules should be entered.

Note 2: Gateways must support clearmode. This is also referred to as clear-channel data or 64 Kbit/s unrestricted". If

OSB 50i PRI is used, check if “data calls allowed” flag is enable (go to CMP on OpenScape Branch
-> Integrated Gateway -> General -> Configuration, Edit the PRI link and check for flag)
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Add a SNMP trap to CMP server. This is used to inform CMP that OpenScape Branch
started or stopped backup mode.

Go to Alarms -> Trap Destinations

%, Add trap destination SHMP

IP Address: 192,168,580, 117
Port: 162

Reporting class set: 7

Blocked: r

This is the IP
address of CMP
management

Under VoIP -> Comm System -> Configure BLC to access a Geo Separated OpenScape

Voice

General
General
Comm System Type:

Cutbound SIP server :

Mode 1

Target type:
Primary server:
Secondary server:

SRV record :

Mode 2

Target type:

Primary server:

Secondary server:

SRV record :

Comm System

Timers and Thresholds Codecs RTP

/mﬁﬁ Set Geo-Separated
IGea-SEparated 'I addreszes _l

Always choose Nodel

Mode1x] «— |

ISR'I.-' recard 'I 4/

SRV record is preferred for Geo
Separated configurations

TCP = Part:

TCP | Part:

dcl.osvérd, br Transport:

ISR'I.-' record 'I

Transport: TCP & Port:
Transport: TCP = Port:
dc2.osver0.br Transport: ITCP "I

Note 1: If BLC is using TCP or UDP as SIP transport protocol, PPP tunnel is compressed. For TLS,the channels

are uncompressed.

Note 2: For TCP, BLC should point traffic to sipsm1/sipsm2. In case of TLS, sipsm3/sipsm4 are preferred.
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65.5.4 Survivability Mode Avoidance

As like configured for Simplex/Collocated configuration, it is suggested that some configurations are made on timers and
thresholds.

For transition from Normal Mode to Backup Mode on Geo-Separated configurations, it must be considered that 120
seconds are necessary for BLC goes to Normal Backup Mode. This is the double of the time configured for

Simplex/Collocated systems, because in the worst case, OSB-BLC will look for a valid connection on two BLS (looks for
Secondary BLS only if Primary fails).

So, for an optimized configuration, Timers and Thresholds values of Survivability Provider should be configured as follows:

e Under OpenScape Branch -> VolP -> Timers and Thresholds:

General Comm System [ Timers and Thresholds ] Codecs RTP
Timers and Thresholds
To have a fast transition,
OPTIONS interval should be
Failure threshold: 3 (pings) OPTIONS interval: {sec)¢—| the lowest possible. The

minimum value is 11
seconds.
Please see Notel below*.

Success threshold: 1 (pings)

[seu:)'\
To avoid unnecessary

transitions, use these
values. The minimum
OPTIONS value is 10
seconds. Please see Note2
below**.

Transition Mode threshold: 3 (pings) Motification Rate:

Increase the transition mode
threshold to 3, to have a lower

OPTIONS interval.
Please see Notel below*.

*NOTE 1: OPTIONS interval value should be long enough to avoid survivable mode on the transition from Normal to
Backup Mode and at the same time the lowest possible value to have a fast transition to Normal Backup Mode. So, the
timers and thresholds must be configured according to the following formula:

Mtt <= Tt * Oi + (Tt -1) * Ot

Where:
Mtt = Maximum time in transition mode (60 seconds if only Primary link is configured — Simplex or
Collocated
- or 120 seconds if also Secondary link is configured — Geo Separation)
Tt = Transition Mode threshold
Oi = OPTIONS interval (min. 11 sec.)
Ot = OPTIONS timeout (min. 10 sec.)

If the criteria are not fulfilled, system will show an error message.

*NOTE 2: If BLC is in Normal Backup Mode, unnecessary system transitions due to network issues, like packet
losses, TCP retransmissions and others should be avoided. So, to optimize the link transition, we must consider that
Failure threshold (pings) multiplied by OPTIONS timeout (sec) must be at least 30 seconds.
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66 Data Center Router Settings for Geo Separated Configuration

In the configuration of Data Center Router, the following requisites must be attended:
SNMP Configuration

WAN Monitoring
Alternate routing to Backup Link Server

Note: In this configuration a Cisco Router is used, following the recommendations from BO2707 - Back-up Link for
Survivable Branch for Free Media Choice.

66.1 SNMP Configuration

This configuration is used to Data Center Router to send a trap to OpenScape Voice and OSV pools information from
DCR status. This trap and inform can use SNMPv2c or SNMPvV3. In this document, it is shown the configuration for

SNMPv2c.

Configuration on DC Router 1 at OpenScape Voice Node 1 (LSM IP Address is 10.100.100.8):

snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server

community public ro

enable traps snmp linkdown linkup

user public V2C-Group v2c

group V2C-Group v2cC

host 10.100.100.8 informs version 2 public udp-port 8160 snmp
host 10.100.100.8 version 2c public udp-port 8160 snmp

Configuration on DC Router 2 at OpenScape Voice Node 2 (LSM IP Address is 10.100.200.9):

snmp-server
snmp-server
snmp-server
snmp-server
snmp-server

enable traps snmp linkdown linkup

user public V2C-Group v2c

group V2C-Group v2cC

host 10.100.200.9 informs version 2 public udp-port 8160 snmp
host 10.100.200.9 version 2c public udp-port 8160 snmp

Note: SNMP link status information depends on the OSV Srx/Lsm/CheckRouter flag set to RtpTrue.

66.2 WAN Monitoring

Data Center Router will monitor the WAN connection. In case of failure in any part in the WAN tunnel, Data Center Router
will detect that the link is down.

For the supervision of the WAN link to the branch office is created an IPSec Virtual Tunnel Interface, which shall

detect a WAN outage that will be used to report the linkdown/up.

66.2.1

Configuration on Data Center Router 1

crypto isakmp policy 1
encr aes 256
authentication pre-share

group 5

lifetime 3600
crypto isakmp key UNIFY address 0.0.0.0 0.0.0.0
crypto isakmp keepalive 10 periodic

crypto ipsec transform-set ESP-AES-SHA esp-aes 256 esp-sha-hmac
!

crypto ipsec profile Branch
set security-association lifetime seconds 1200
set transform-set ESP-AES-SHA
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interface tunnell

ip address 10.10.50.1 255.255.255.252
tunnel source Ethernetl/0

tunnel destination 10.1.1.2

tunnel mode ipsec ipv4

tunnel protection ipsec profile Branch

interface GigabitEthernet0/1
description DCR1 to WAN

ip address 10.10.1.1 255.255.255.252
duplex auto

speed auto

Note: The name of the IPSec interface (in this case “tunnel1”) must be the configured on the CAC Group of OpenScape
Voice (see 4.1.1)

66.2.2 Configuration on Data Center Router 2

crypto isakmp policy 1

encr aes 256

authentication pre-share

group 5

lifetime 3600

crypto isakmp key UNIFY address 0.0.0.0 0.0.0.0

crypto isakmp keepalive 10 periodic

!

crypto ipsec transform-set ESP-AES-SHA esp-aes 256 esp-sha-hmac
!

crypto ipsec profile Branch

set security-association lifetime seconds 1200
set transform-set ESP-AES-SHA

!

interface tunnell

ip address 10.20.50.1 255.255.255.252

tunnel source Ethernetl/0

tunnel destination 10.1.2.2

tunnel mode ipsec ipv4

tunnel protection ipsec profile Branch

interface GigabitEthernet0/1
description DCR2 to WAN

ip address 10.20.1.1 255.255.255.252
duplex auto

speed auto

Note: The destination is a branch router, but if the BLC is using Branch SBC mode, it is recommended to configure an
IPSec tunnel directly to the BLC’s interface.
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66.3 Configuration on Branch Router

e

policy 1 encr aes

256

authentication

pre-share group 5

lifetime 3600

crypto isakmp key UNIFY address 0.0.0.0
0.0.0.0 crypto isakmp keepalive 10
periodic

|

crypto ipsec transform-set ESP-AES-SHA esp-aes 256 esp-sha-hmac
|

crypto ipsec profile Branch

set security-association lifetime
seconds 1200 set transform-set ESP-AES-
SHA

|

interface TunnellO

ip address 10.10.50.2 255.255.255.252
tunnel source

Serial(0/1/0.123 tunnel

destination 10.10.1.1

tunnel mode ipsec ipv4

tunnel protection ipsec profile Branch
|

interface Tunnelll

ip address 10.20.50.2 255.255.255.252
tunnel source

Serial(0/1/0.124 tunnel

destination 10.20.1.1

tunnel mode ipsec ipvé

tunnel protection ipsec profile Branch
|
interface

Serial0/1/0

bandwidth

2000

no ip address

encapsulation

frame-relay

|
interface Serial0/1/0.123 point-
to-point description branch to

WAN

bandwidth 2000

ip address 10.1.1.2 255.255.255.252
snmp trap link-status

frame-relay interface-dlci 123

|
interface Serial0/1/0.124 point-
to-point description branch to

WAN

bandwidth 2000

ip address 10.1.2.2 255.255.255.252
snmp trap link-status

frame-relay interface-dlci 124

66.4 Alternate routing to Backup Link Server

In a WAN outage, Data Center Router must create an alternate network route to send the WAN traffic through
BLS address.
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66.4.1 Configuration on Data Center Router 1

OSB-BLC subnet =
10.100.122.0/ 24 BLS1
address = 10.100.123.20
router rip version 2

network 10.0.0.0

ip route 10.100.122.0
255.255.255.0 10.100.123.20

160

Note: This command shows that alternate route uses priority = 160. This mean that the route to BLS will be valid
only on the case that directly connected interfaces (priority =1) or dynamic router (e.g. RIPv2 with priority = 120)
are down.

66.5 Configuration on Data Center Router 2
OSB-BLC subnet =
10.100.122.0 / 24 BLS2

address = 10.100.124.50

router rip version 2
network 10.0.0.0
ip route 10.100.122.0

255.255.255.0 10.100.124.50
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67 SIP Service Provider Provisioning

This capability allows the direct interconnection to a SIP Service Provider (SSP) from the remote
branch. It provides the functionality of SIP Header Manipulation for topology hiding.

The following steps need to be taken in OSB for configuring SIP Service Provider:

pODNPE

67.1 Enable the WAN

Enable the WAN interface
Create SIP Service Provider Profile 3- Create SIP Trunk
Create Routing Map
Point to Service Provider DNS Server (If Applicable)

interface

Whenthe OSBisin“SBC”or“SBC-Proxy” mode, OSBWAN interface hastobe enabled.
Configuration @ OpenScape Branch @ Branch Office @ Configuration @ Network

S terfaces
Edit/enable the last interface.

£ Edit Interfa

Enter IP address, subnetmask
and Enable WAN interface

General AN
[+ Enabled
IP Addrés
Node 1: £5.207. 168,136
Netmask: 255,255,255.0

IP Address Mode
21

Wirkual IP Address:

I Network Services K4

1) Select O ko kempararily store changes.,

= Makg vour changes permanent by selecting 'Apply Changes' on the General page.

Interfaces Routing Redundancy Traffic Shaping MNTP DMNS DHCP
[nterfaces
2 Ttems Edit...

IP Address Enabled Interface Type
© 5 1nz#1169 [~ Interfacel LAM
& 65207168136 [~ Interface? WA
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67.2 Create SIP Service Provider Profile

Configuration > OpenScape Branch - Branch Office - Configuration =
Features > SIP Service Provider Profiles

Features

@) Enable/Disable desired Feature.

Features Available in Normal Mode and Survivability Mode

| Enable gateways/trunks I Configure I
| Enable integrated gateway | Configure |

Sip Service Provider profiles | Configure l

Select Configure and
then select Add

) SIP Service Providers Profiles ?

@) SIP senice providers profiles provisioning.

| Add || Edit || Delete |
o : . Registration
~ Row Name Defaudt home DN required Registration interval
1 verizon S8156261%% &0
2 testonly 2600
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SIP Service Provider Profile

@ Select OK to temporarily store changes. Make your changes permanent by selecting ‘Apply Changes’ on the Generi

Name  [estessP

O

Allow sending of insecure Referred-By header
Send P-Preferred-Identity rather than P-Asserted-Identity [ send authentication number in P-Asserted-1dentity t
Do not send Diversion header

Send URI in telephone-subscriber format

00

() use SIP Service Address for identity headers
SIP service address
Use SIP Service Address in Request-URI header
Use SIP Service Address in To header
Use SIP Service Address In Diversion header
Use SIP Service Address In Via header

Default SSP profile v
[ send authentication number In Diversion header

() send authentication number in From header
(J Include restricted numbers in From header

Privacy support | Full v
Use SIP Service Address in From header

Use SIP Service Address in P-Asserted-Identity header
Use SIP Service Address in Contact header
Use SIP Service Address in P-Preferred-identity headel

(J Mandatory default home DN - Normal Mode

393

Name: SIP Service Provider name.
Note: Name must not exceed 14 characters.
(Skype only. Others up to 20 characters).

Default SSP Profile: list of default SSP profiles
available. If one is selected certain options/flags
are enabled/checked/made required automatically.
Field is optional.

Privacy Support: define OSB behavior in respect
to receiving/sending /ignoring PAI (or PPI) header.
Note: For Skype SSP, even with Privacy Support
set to Full, the OSB only sends a PAI if the Send
authentication number in PAI flag is set and the
Default Home DN field is populated (and the
Mandatory Default Home DN box is checked).
Same behavior for the PPI flag as well. For other
SSPs, the OSB sends the PPI/PAI when Privacy
Support is set to Full.

Mandatory Default Home DN: If selected
(enabled), the default home DN will always be
used as the authentication number.

Note: For Skype SSP, this field must be populated
for the OSB to send a PAI (the PAI is populated
with what is contained in the Default Home DN
field).

Default Home DN: number required by SSP.

Mandatory default home DN Normal Mode: If
selected (enabled), the default home DN will
always be used as the authentication number. As
a result, if this field checked, then the home DN
shall be used for all identity headers.
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SIP User Agent towards SSP Passthru E]

SIP User Agent

Add if non received
Add or Replace

Registration

Registration required

Registration interval (sec) &0
Business Identity

Business identity required

Business identity DN
Manipulation

Insert anonymous caller ID for blocked Caller-ID

| Manipulation |

SIP User Agent

SIP User Agent towards SSP

- Default value is "Passthru" for
all SSP

profiles.

Available options:

- Passthru - the SIP User Agent
configuration box is grayed out. If
no SIP User Agent is received
from the LAN side, nothing will be
added.

- Add if non received - the
received User Agent from the
LAN side is

passed on unchanged.

- Add or Replace - the received
User Agent from the LAN side will
be

replaced with the configured User
Agent.

IMPORTANT: If no User
Agent is received from the
LAN side, the configured
User Agent will be added

« SIP User Agent - Configurable
SIP User Agent able to recognize
a SIP soft

switch and apply dynamically a
profile to this SIP soft switch and
monitor it.

UF to 32 alphanumeric characters
allowed,

e.g "OSB-test-24"

Registration

Registration required - This flag enables sending of SIP REGISTER to the SSP. This flag must be enabled for the new

configuration item "Registration Mode" take effect.

Once the "Registration required" is set the Default home DN becomes mandatory. The Default home DN is used to
populate the "To:" and "From:" headers of the REGISTER request. It shall be configured accordingly to the phone number

blocks provided by the provider to the SIP-PBX.

Registration interval (sec) - Registration interval in seconds.
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Use SIP Service Address for all identity headers: If enabled, for both normal and survivability modes, identity
header fields are modified to include the SIP Service Address network domain field. If active, it enables by default
the SIP Service Address in Request-URI, From, To, P-Asserted-ldentity and Diversion headers.

Use SIP Service Address in Request-URI header - Modifies Request-URI header to include the
SIP Service Address network domain.

Use SIP Service Address in From header - Modifies From header to include the SIP Service
IAddress network domain.

Use SIP Service Address in To header - Modifies To header to include the SIP Service Address
network domain.

Use SIP Service Address in P-Asserted-Identity header - Modifies P-Asserted-ldentity header to
include the SIP Service Address network domain.

Use SIP Service Address in Diversion header - Modifies Diversion header to include the SIP
Service Address network domain.

Use SIP Service Address in Contact header - Modifies Contact header to include the SIP Service
IAddress network domain.

Use SIP Service Address in Via header - Modifies Via header to include the SIP Service Address
network domain.

Use SIP Service Address in P-Preferred-ldentity header - Modifies P-Preferred-Identity header to
include the SIP Service Address network domain.

SIP Service Address: FQDN or IP address identifying the network domain for the SIP Service
Provider. Registration Required: If selected (enabled), the OpenScape Branch will send registrations to
SSP (60-7200 seconds).

Note: For Skype SSP, Registration info (TO, FROM, Contact headers sent to Skype SSP) contains what
is populated in the Business Identity DN field.

Interval: Registration interval in seconds.

Note: Alarm of loss of communication with SIP Service Provider will show after 4 registration failures
Business ldentity Required: if enabled, requires the caller identified in the From header field contain the
Business Identity DN. Business identity DN: Contains the Business DN. Parameter takes precedence over
Default Home DN if both are configured for the From Header.

Note: For Skype SSP, this field is mandatory and must contain the Skype User ID assigned by Skype for
populating the From and Diversion headers (in addition to Registration info).
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SIP Service Provider Profile

@ Select OK ko kemporarily store changes, Make your changes permanent by sel

DL IS U LY TRy ey

Business identity DN
Cutgaoing SIP manipulation

Insett ananymous caller ID For blacked Caller-1D

Use single via header
Manipulation
Incoming SIF manipulation
Calling Party Mumber From header user and displa v
Flags

FQDN in TO header bo S5P

REFER supported by S5P

FQDN in Request-LRI ko S5P

Use To DM ko populate the RURT

Send Default Home DN in Contack for Call messages
Reguest-URI user in TC header to S5P

allow SOP changes from S5P without session version update
Do not send IMNVITE with sendonly media attribuke
Do niok send IMVITE with inactive media attribute
Do niok send INVITE with video media line

Do niok send Invite without SDP

Renew core side crypto keys

Do not send Re-Invite when no media bype change
Da not send Re-Invite

Remove Silence Suppression parameter from SDP
Enable local MOH in Survivable Mode

Faorce direction attribute to sendroy
LS
TLS Signaling Pass-Thru W
Sip Conneck

Use tel LRI
Send user=phone in SIF URI

Registration mode

FQDN in TO header to SSP: f selected (enabled), To header is modified for the in-
dialog SIP Requests sent to SSP with FQDN configured for SSP. This flag is only
valid if the entry in the Gateways / Trunks table to which the SSP Profile is
configured with FQDN.

REFER supported by SSP: This parameter indicates if the SSP supports REFER
request. In Survivability Mode, when this parameter is not set, B2BUA entity is used
to establish all calls with SSPs.

FQDN in Request-URI to SSP: If enabled the FQDN is sent in the R-URI of SIP
Requests. This flag is only valid if the entry in the Gateways / Trunks table entry to
which the SSP Profile is configured with a FQDN.

Use To DN to populate the R-URI: Enable if the SIP Service Provider is sending the
Account information in the Request URI and the destination information in the To
header.

Send Default Home DN in Contact for Call messages: If enabled, the configured
default home DN is used to set the Contact header only for call messages. It is not
applicable for REGISTER message. Disabled by default.

Request-URI user in TO header to SSP: If enabled, To header user matches the
Request-URI user in a new call to SSP.

Allow SDP changes from SSP without session version update: Flag to take care
of SSP which are incorrectly keeping the same session id and session version but
changing the contents of the SDP. In this case, SSM takes control of this information
and fix the SDP sent to the SSP partner endpoint.

Do not send INVITE with sendonly media attribute: Do not send INVITE with send
only media attribute to SSP. In this case, SSM removes the attribute from the SDP
towards the SSP.

Do not send INVITE with inactive media attribute: Do not send INVITE with video
media line to SSP. In this case, SSM removes the video media line from the SSP
towards the SSP.

Do not send INVITE with video media line: Do not send INVITE with video media
line to SSP. In this case, SSM removes the video media line from the SSP towards
the SSP.

Do not send Invite without SDP: Do not send INVITE without SDP to SSP. When
enabled, the OSB interworks an INVITE without SDP to an INVITE with SDP towards
the SSP, which does not support INVITE requests without SDP. All re-invites
originating from the core side that include SDP, will be delivered to the access side
using normal processing procedures such as transcoding and m-line type
modifications. However, if a re-invite without SDP is sent from the core side to the
access side, SSM will retrieve the most recent SDP sent to the access side, remove
the media attribute (sendrecv, inactive, sendonly, or recvonly) and send the re-invite
to the access side.

WARNING: The "Do not send re-Invite" flag precedes the "Do not send Invite without
SDP" flag. When using the "Do not send Re-Invite" flag, it is recommended not to
use the endpoint attribute "Enable Session Timer" in the corresponding endpoint
(OSV).

WARNING: When this flag is being used, there is a restriction to use Mikey and
DTLS in Media Profile (core and access side). If Mikey or DTLS are configured in the
media profile, GUI displays an error message during Apply Changes. The
recommended migration path is to move the configuration from MIKEY or DTLS to
SDES.

INFO: When the "Do not send Invite without SDP" flag is enabled, the session timer
refresh (INVITE message) is allowed to pass through. If the "Do not send Re-Invite"
flag is enabled, the session timer refresh (INVITE Message) is blocked

INFO: To use the flags, LAN-WAN or LAN-SSP interworking must be enabled.
INFO: Starting from V10R3.03.00.
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SIP Service Provider Profile

(D Select OF ko tempararily store changes, Make wour changes p

il
o1
[l ]
i

FQDM in TO header to SSP

REFER. supported by S5P

FQDM in Request-LIRI ko S5P

Ilse To DM to populate the RURI

Send Default Home DR in Contack for Call messages
Request-URI user in T header bo S5P

Allow SDP changes From S5P without session version update
Do not send INVITE with sendonly media attribute
Do nok send INVITE with inactive media attribute
Do nok send INVITE with video media line

Do nok send Invike without S0P

Renew core side crypto kews

Do not send Re-Invite when no media tvpe change
Do nok send Re-Invite

Remove Silence Suppression parameter From SOP
Enable local MOH in Survivable Mode

Farce direction attribute to sendroy

O00000O0000D0OO0OO0O0O0OO00O DO

Keep Digest Alithentication Header
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Do not send Re-Invite when no media type change: Do not send re-invite to SSP if
there is no change in the media type characteristics towards SSP (e.g. audio to audio re-
invite). SSM handles the re-invite locally.

Do not send Re-Invite -Do not send re-invite at all to the SSP. SSM handles the re-invite
locally.

WARNING: The "Do not send re-Invite" flag precedes the "Do not send Invite without
SDP" flag. When using the "Do not send Re-Invite" flag, it is recommended not to use the
endpoint attribute "Enable Session Timer" in the corresponding endpoint (OSV).
WARNING: When any of the flags are enabled, T38 fax negotiation is not possible. If a
Re-Invite with T38 is received, a 488 Not Acceptable here message is displayed.
WARNING: When these flags are being used, there is a restriction to use Mikey and
DTLS in Media Profile (core and access side). If Mikey or DTLS are configured in media
profile, the Gui displays an error message is during Apply Changes. The recommended
migration path is to move the configuration from MIKEY to SDES.

INFO: When the "Do not send Invite without SDP" flag is enabled, following
implementation linked to Support for Session Refresh, the session timer refresh (INVITE
message) is allowed to pass through. However, if the "Do not send Re-Invite" flag is
enabled, the session timer refresh (INVITE Message) is blocked, maintaining the
feature's original functioning.

INFO: To use the flags, LAN-WAN or LAN-SSP interworking must be enabled.

Remove Silence Suppression Parameter on SDP: If enabled, removes the silence
suppression parameter from SDP towards SSP.

Enable local MOH in Survivable Mode: When checked, the OSB provides local MOH,
i.e., no re-INVITE is sent to destination endpoint for media negotiation. Use this flag when
MOH is enabled and the target SSP does not re-INVITEs or re-INVITEs without SDP.
Force direction attribute to sendrcv: The flag is used to indicate whether the SDP
Media Attribute will be maintained, added or changed to sendrcv.

This configuration is recommended for providers that do not accept to receive SDP
without direction attribute.

IMPORTANT: This configuration only applies for SIP responses.
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SIP Service Provider Profile — Incoming SIP Manipulation

Most of SSPs send the calling party number only in the user party of From or P-Asserted-Identity headers. However,
some provides send the user and display name parts of those headers as described in RFC2161. This configuration
item allows to configuration which information shall be used.

The possible options are:

=) SIP Service Provider Profile
@) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

Incoming SIP manipulation

Calling Party Number | From header user and disp ¥
Flags From header user part
From header displayname part
P-Asserted-Identity user part
FQDN in TO head p_asserted-Identity display part

REFER supported by S5P

From header user and display name part: Preserves the user and display name parts of From
header. Default value.

From header user part: Uses the From user part as the Calling Party Number. If present, the display
name is removed from this header.

From header display name part: Uses the display hame part of the From header as the Calling Party
Number. If present, the display name replaces the user part in From header. Otherwise, no
manipulation is done.

P-Asserted-ldentity user part: Uses the P-Asserted-ldentity user part as the Calling Party Number. If
present, the display name is removed from this header.

P-Asserted-Identity display name part: Uses the display name part of the P-Asserted-ldentity header
as the Calling Party Number. If present, the display name replaces the user part in P-Asserted-ldentity
header. Otherwise, no manipulation is done.

NOTE: This configuration applies to both Normal and Survivability modes of OSB. When in Survivability
mode, the SIP Manipulation configured in the OSB may apply to From and P-Asserted-ldentity headers.
However, the SIP Manipulation is applied only after the SSP Calling Party Number manipulation.
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5) SIP Service Provider Profile

@) select OK to tempararily store changes. Make yaur changes permanant by selecting ‘Apply Changes' on the General page.

B

ss identity required

Busines

fentity DN

Outgoing STP manipuiation

Insert

ymous calle 1D for blocked Caller-1D
Manipulation
Flags

FQDN in TO header to SSP

REFER supported by S5P

FQDN in Request-LRI to SSP

Use To DN to populate the RURT

Request-URT user in TO header to SSP

Alow SDP changes from SSP without session version update
Do not send INVITE with sendonly media atiribute
Do not send INVITE with video media line

Do not send Invite without SDP

Do not send Re-Invite when no media type change
Do not send Re-Invite

Remove Slence Suppression parameter from SDP
Enable local MOH in Survivable Mode
Digest Authentication

Digest auther

Digest authentication real

Digest authentication

Digest authentication password

ns

TLS Signaling | Pass Thru =
Sp Connect

Use tel URI
Send user=phone in SIP LRI

Registration mode

Digest Authentication

Digest Authentication Supported: Enables Digest Authentication support.
Digest Authentication realm: Configures Digest Authentication realm. Areal n
specified with an IP address, a FQDN or in format user@domain. A realm can
128 characters

Digest Authentication user ID: Configures Digest Authentication user.

Digest Authentication password: Configures Digest Authentication password.
TLS Signaling - This box is used to configure how TLS as a transport type
signaled in the SIP messages of remote endpoint calls. Possible values are:

transport=tls - Uses parameter transport=tls in SIP messages and (
accept SIPS URI.

SIPS Scheme - Uses the TLS connection to identify the transport
registration, uses SIPS URI in Record-Route header of remote
requests.

Endpoint Config - Uses the remote endpoint configuration to deter
transport and does not use transport=tls nor SIPS URI in the SIP Messa
Pass-Thru - Accept or Send transport=tls or SIPS in SIP Message.

SIP Connect

Use Tel URI - When the SSP requires the use of tel URIs the user must
check this check box, in which case the SBC shall convert all SIP URIs
to Tel URIs towards the SSP and vice versa.

Send user=phone in SIP URI - When checked, the OSB adds
“user=phone” in SIP URIs towards SSP.

Registration Mode - This flag represents the registration mode
support. By default it is set in a new SSP Default Profile called
DTAG/NGN Registration Mode as in the OS-SBC. This new profile
should also have the following configuration items set by default:

— Do not send Diversion header

— Send URI in telephone-subscriber format

— Send authentication number in P-Asserted-ldentity header

— Send authentication number in From header

— Use SIP Service Address for all identity header

The Registration Mode flag is the one that enables the special handling
in the register process: adding of option tag 'gin’, '‘path' and 'vp-rtcpxr
and contact with ‘bnc'.

INFO: Once the Use SIP service address is set, the SIP Service address
configuration becomes mandatory.
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Basic Options Flags SIP manipulation

SIP manipulation

Insert Anonymous Caller-10 For blocked Caller-1D: ||

[oveun] ( ) [add. ) (.. ] [oclete ]

Sel:0 | TremsiPage: | 100w || All0

[ Match  Match Header Delete/insert Mumber of digits ko  Insert  Add Replace all Call
diqgits position position delete digits prefix  with Type

Insert anonymous caller ID for blocked Caller-ID - If enabled, blocked Caller-ID's will be updated

by adding Anonymous to message headers.
Note: SIP Manipulation allows creation/modification/deletion of specific SIP manipulation rules for SSP.

For more details please see SIP Manipulation section of OpenScape Branch Configuration Guide.

Note: Outgoing SIP Manipulation (SSP) can be used for outgoing calls in both Normal and
Survivability Mode.

67.3 Create SIP Trunk

Configuration = OpenScape Branch = Branch Office = Configuration = Features = Enable
gateways/trunks (Configure)

Features
check Enable gateways/trunks, then click

Configure

@) Enable/Disable desired Feature.

Features Available in Normal Survivability Mode
¥ Enable gateways/trunks | Configure |

Enable integrated gateway \ Configure |
Sip Service Provider profiles Configure
1

click Add to create or click Edit toedit

) Gateways/Trunks ?
Q) Gateways/Trunks provisioning.
DNS dynamic refresh interval (min) 60
Route to R-URI domain
“Add || Edit || Delete
Row Signaling address type Remote URL| Port| Interface| Transport Mapped port |  Routing prefix -Satev.‘ayﬂ(r";t Functional typs Trunk profile Otk ?tlfllé Quinut c;%icti Priority
1 IP address or FQDN siemenscomm.gl 5060 WAN UDP: 21000,21001,21( 561923% SIP Trunk All Modes Egress/Ingress verizon 2 2
2 1P addressor FQDN  10.233.20.125 5060 LAN UDP 9000 125% Peer 0SB Survivability Mode Gateway 3 1
Egress/Ingress

1

[N}

3 IP address or FQDN siemenscomm.gl 5060 WAN UDP 21000,21001,21t 98% SIP Trunk All Modes Egress/Ingress verizon
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&) Gateway Configuration

@) Gateway configuration provisioning.

General

Signaling address type
Remote URL

Port

Interface

Transport

Mapped port
Routing prefix
Gateway/Trunk type
Functional type
Trunk profile

Output digit strip

IP address or FQDN

5060
LAN
TCP

5001

SIP Trunk

All Modes Egress/Ingress

verizon

v

Output digit add

Priority 1 v
Operational Mode in OPTIONS Response

Signaling

INVITE no answer timeout - Normal Mode (sec) 360

Signaling address type: List box provides two choices: IP address or FQDN or DNS SRV

Remote URL: This is the configuration of the IP address, Fully Qualified Domain Name, or DNS SRV of
the SIP Service Provider.

Port: This box is used to configure the SIP port of the SIP Service Provider (Not applicable if using
DNS SRV).

Interface: WAN interface is valid only for SBC and SBC-Proxy modes.

Transport: SIP transport protocol to be used in communication with the Service Provider. TLS is

not supported at the present time.

Mapped port - This box defines the gateway/endpoint mapped port for external IP addresses. The
range of LAN gateways depends on the configured SIP ports range of Port Map. For WAN gateways,
the valid mapped port range is from 21000 to 21255.

NOTE: When the SIP Trunk is configured in terms of DNS SRV or FQDN, it is necessary to configure
at least 2 mapped ports, max of 10 ports, to assign one mapped port to each IP resolved.

NOTE: The SIP Trunk configured as DNS Server can use up to 10 mapped ports when the Outbound
Proxy is set. If the Outbound Proxy isn’t set, the number of mapped ports will be 5.

Routing Prefix: This box defines a valid Dial Number to be used in search for the Service Provider.
Gateway/Trunk type: This field should be set as “SIP Trunk”.

Functional type: For SIP Trunk this field must be set as All Modes Egress/Ingress.

Trunk profile: Selecting a SIP Service Provider Profile.

NOTE: If the flag Registration required is enabled in the SIP Service Provider profile, different Trunk
profiles must be used for different Gateways/Trunks.

Output digit strip: The number of digits to be deleted of the destination URI. The digits are deleted
from the beginning.

Output digits add: This box configures a digit string to be added to digits of URI. The digits are
added to the beginning.

Priority: This combo defines which gateway/trunk will be used first if more than one matches.
Lowest number has the highest priority. If a default gateway is required, this gateway priority

should be set to 0.
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TLS

TLS mode Server authentication ¥
Certificate profile OSV Solution v
TLS keep-alive

Keep-alive interval (seconds) 1

[}
[}

Keep-alive timeout (seconds) 1

[+

Media Configuration

Media profile igw_lan v
Media realm subnet IP address

Media realm subnet mask

Anchoring media Forced v

Force media anchoring on transcoding

TLS:
TLS mode: Allows the selection between Server Authentication, Mutual Authentication and Client Mode. All
the parameters are valid only if the transport type is configured as TLS.
Server Authentication - In this case only the server is being authenticated by the client.
Mutual Authentication - In this case the server and the client authenticate each other.
Client Mode - Prevents the establishment of a TLS connection with the remote endpoint as a client.
Certificate profile: Select the TLS certificate profile.
TLS keep-alive: Enable the keep-alive mechanism if the connection was established by the Branch as a
TLS client.
Keep-alive interval (seconds): - Determines the interval between sending the keep-alive requests. Valid
values: 60 - 3000 seconds, default: 120.
Keep-alive timeout (seconds): Determines how long the TLS client shall wait for the keep-alive response
before considering the TLS connection to be broken. Valid values: 5 - 120 seconds, default: 10.
Media Configuration:
Media profile
Media realm subnet IP address -
Media realm subnet mask -
nchoring media:
If using different PRIs on one single RG8700 as failover routes of each other then transport protocol must be
et to TCP in survivability mode.
IP Service Providers are allowed in WAN only.
It is not allowed to configure the same IP or FQDN for different Gateway/Trunk types.
ateways must be of type "Others", "Integrated Gateway" or "Peer OSB" when in Proxy ACD mode.
If there are two or more gateways with the same IP Address or FQDN, Operational Mode in OPTIONS
Response flag must be enabled/disabled for all these gateways.
Force media anchoring on transcoding : If ‘Force media anchoring on transcoding’ check box is checked,
Iways anchor the media if codec transcoding is required. If this check box is not checked, optimize media if
ossible, even if codec transcoding is required.
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67.4 Create Routing Map

Configuration @ OpenScape Branch @ Branch Office @ Configuration @ Network Services @
Routing

Once the routes are entered or deleted the save button will save the configuration and the window will close. To
apply this configuration the user must click on Apply Changes button.

T Network Services ?

0 Select QK ko temporarily store changes.,
=" Make vour changes permanent by selecting ‘apply Changes' on the General page.

Interfaces Routing Redundancy Traffic shaping NTP DNG DHCP

Gakeway

Configure the destination IP address, Gateway IP address, Network
mask and choose which interface will be used to route the IP packets

Default Gateway Address : 10.234.1.1 to the Service Provider.
Routes
| Add... | | ) | |

Sel:0 | ItemsiPage: | 100 (» || All:6

Fi Destination MNetmask Gateway Interface
[0 & 63.65.120,47 255,255.255.0 65.207.168,130 Intetfacez
[0 2 204.0.0,0 255.0.0.0 65.207.1658,130 Interfacez
[0 & 5.58.8.8 255,255,255.255 65.207.168,130 Intetfacez
[0 & £5.0.0.0 255.0.0.0 65.207.1658,130 Interfacez
[0 & £3.0.0.0 255.0.0.0 65.207.168,130 Intetfacez
|:| 2y 10,234.0.0 255,255.0.0 10.234.1.1 Interfacel

67.5 Do not send invite without SDP and MOH in Survivability Mode

To provide the MOH for Gateways in survivability mode OSB needs to send a reINVITE without SDP. It happens even if
the flag "Do not send invite without SDP" is enabled in the SIP Service Provider Profile.

To be able to provide MOH to the SIP Service Providers that do not accept INVITEs without SDP, the flag Enable local
MOH in Survivable Mode shall be enabled.

67.5.1 No MOH to SSP in Survivability Mode

Under Features tab:
The feature Enable Music on Hold for Gateways shall be disabled

Under Features > Sip Service Provider Profiles > Sip Service Provider Profile:

The flag Do not send invite without SDP shall be enabled.
In this configuration, placing the SSP on hold OSB will send a reINVITE with SDP inactive.
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67.5.2 Providing MOH to the SSP in Survivability Mode

Under Features tab:

- Enable Media Server / Streaming shall be enabled
- Enable Music on Hold for Gateways shall be enabled

Under Features > Sip Service Provider Profiles > Sip Service Provider Profile:

- The flag Do not send invite without SDP shall be enabled
- The flag Enable local MOH in Survivable Mode shall be enabled

In this configuration, placing the SSP on hold OSB switches the source of media stream to the Media Server (MOH)
internally. +No INVITE is sent to the SSP+

67.6 Point to Service Provider or Publix DNS (If Applicable)

If using FQDN for SSP then it is required to configure OpenScape Branch to point to Service Provider or Publix DNS
for Resolution.
Configuration @ OpenScape Branch @ Branch Office @ Configuration @ Network Services @ DNS

& DNS Server List K4
Select Configure, Add IP address of DNS Server and then
Apply Changes from Main Dashboard.
Add
T2 Network Services 5 =
) Select OF to temporarily store changes, l—J
= Make your changes permanent by selecting 'Apply Changes' on the General page.
Interfaces || Routing dundancy || Traffic Shapi ne || pns || pHCP Seli0 | Ttems{Page: | 100 M| All:1
dient | IP Address
D5 Server List: | Configure... flaslst: | Configure.. [1 <& a.58s8

67.7 Cseq updates for Digest Authentication
NOTE: Disabling CSeq updates for Digest Authentication

By default, OSB will increase the CSeq when responding to a challenge from the SIP Service Provider.
This mechanism can be disabled by setting the flag "trackCseqUpdatesEnable” to 0 in the configuration XML.
The flag "trackCseqUpdatesEnable" is not available in the GUI.

To disable CSeq Updates, follow the instructions below:

. Export the current xml file.

. Edit the xml.

. Search for <trackCseqUpdatesEnable>1</trackCseqUpdatesEnable>

. Change the value of the flag to 0 -> <trackCseqUpdatesEnable>0</trackCseqUpdatesEnable>

. Save the changes

. Import the modified xml.

. Apply Changes

~No ok~ WNE
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68 Licensing

Feature implements License enforcement to the OpenScape Branch. The OpenScape Branch license file can be
installed/maintained via CMP or Stand Alone.

Feature implements License enforcement to the OpenScape Branch. The OpenScape Branch license file can be installed
and maintained via CMP or Stand Alone. License types include:

OSB Base License (per OpenScape Branch): provides full usage of the basic switch software. Note: OSB
Configured as “Gateway only” requires only Baselicense.

OSB Register Lines License (per User): controls the number of lines that can register with an OpenScape Branch.
Note: each device registering to the OpenScape Branch will deduct from license total (Ex. Device with Main Line and
2 Line Appearances will require 3licenses).

OSB Auto Attendant License (per OpenScape Branch): allows access to Auto Attendant feature.

OSB Backup ACD License (per OpenScape Branch): allows access to ACDfeature/mode.

OpenScape SBC Session License (per Session): controls the maximum number of system wide SBC Sessions.

OSB Single Load Line License: allows the decrease in sustaining costs and maintenance and then evolves to the
release of new features faster and with a better ROI. During the "Grace Period" (30 Days), no License applied, or no
Licence Version available, the OSB/OS-SBC allows only the Implementation/Feature set based on V8R1 version.

Available Total
Select Feature Quantity  Quantity SIEL-ID

1 SID:1421634514795 » assignedto OSB -1

OpenScape Branch V8 Base

wn
o
e
'
g
&
@
&
@
s

OpenScape Branch /8 Base 1 1 siD:14276577 ~ assignedto OSB -2

OpenScape Branch /2 Base ! ! SID:1420381319603 - assignedto OSB -3
OpenScape Branch V8 Base ! 1 S1D:1424893785621

Current WSDL New WSDL >> xxxx

License assignment message: License assignment message:

No License Version Info License Version Info

No SIELID Info SIEL ID Info = unique SIEL ID from Base

CMP will provide the OSB / OS-SBC Base License Version.
The Base License Version and the SID will be stored in the XML file.

Currently the CMP applied License message doesn't contain the License Version as well as the SIEL ID info.

SIEL ID : the unique identifier for every system
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68.1 Supported License Types

Regular License Files (RLF): licenses purchased by customer (no expiration date).
e OpenScape Branch Base Licenses (maximum allowed 3,000).
e OpenScape Branch User Licenses (maximum allowed 100,000).
e Auto Attendant Licenses (maximum allowed 3,000).
e Backup ACD Licenses (maximum allowed 3,000).
e OpenScape SBC Session Licenses (Maximum allowed 160K for Branches) SBC/SBC- Proxy modes only.
Evaluation License: Regular License File with an expiration time of 180 days.
1 OpenScape Branch Base License.
1 Auto Attendant Feature License.
1 Backup ACD Feature License.
50 OpenScape Branch User licenses.
100 OpenScape SBC Session Licenses. SBC/SBC-Proxy modes only.
Demo License: Regular License File with no expiration.
1 OpenScape Branch Base License.
1 Auto Attendant License.
1 Backup ACD License.
50 OpenScape Branch User licenses.
100 OpenScape SBC Session Licenses. SBC/SBC-Proxy modesonly.

Attempts to exceed license amounts results in blocked registrations and a critical alarm is generated.

The alarm must be manually cleared.

Note: For redundant OpenScape Branch systems, the active node populates its’ licensing to the backup node. No
additional licenses are required.
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Common License FAQ

Consider the branch is configured and the licenses required are assigned.

How often does the branch check the CMP server for the licenses?
Once a day.

If the branch fails to connect with the CMP server because of a network issue, then how often will the
branch try to reach the CMP license server and at what interval?

Once a day (if the initial request fails the branch will try again after 30 minutes. Then again in 15 minutes
and again in 5 minutes. In other words, four trials over the course of an hour, followed by four further trials 24
hours later).

e |If OSB fails to get connected for a specified time interval then how long does the branch go into the grace
period?
30 days.

Does OSB continuously try to connect to the license server during the grace period and how often?
Yes, Once a day.

If the OSB gets connected to the CMP license server during the grace period, doesthe branch return
to normal? Does the graces period value reset to 0?

OSB goes back to normal and the grace period is reset to O.

Is the branch blocked if the grace period expires? Does the branch check for the license server if the
grace period expires?

When the grace time ends, licensed features cease to function. OSB continues to check for license server,
and if license server is found, the OSB returns to regular operation.

What is the expected behavior in a branch if more users attempt registration than are permitted?

Some additional registrations are allowed. The number of additional registrations allowed depends on the OSB
type.
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68.2 Central License Server (CLS)

Generates and manages the license files. A license file is generated when the License Authorization Code is sent to the CLS
by Common Management Portal. The transfer of the license file to Common Management Portal occurs automatically viathe
internet.

OpenScape Branch Base licenses are configured via the Common Management Portal (Using MAC Address of CMP in
CLS) or Stand Alone (Using MAC Address of OSB ethO/LAN in CLS).

68.3 Common Management Portal License Configuration

The licenses can be activated with Common Management Portal. The Common Management Portal transfers the License
Authorization Code (LAC) to the CLS and receives the associated license file. The licenses and their related information are
displayed in Common Management Portal.

Note: Applying licenses require SIP server to restart in OSB so this should be done during a maintenance window. Note: after
installing the OSB a 30 day grace period is allowed until licenses are applied. During this grace period, the product may be
restricted or fully functional. If licenses are not installed after the grace period, the product becomes severely restricted or
stops working entirely.

Upload License File using the Common Management Portal Maintenance > Licenses > Information >
Offline Activation

{" Accounting

| Configuration | [SMainte 3 | User Management | | Fault Management | | Performance Management

Inventory Monitoring Recovery | Licenses |

| License Information

| Information

¥ | ocking IDs Filker: for | System v Go 3
| Software Subscription [ offline Activation...
_ License Activation ?

4 Choose and activate a new license Fils.

License File: Browse. ..

Select License File and

Activate I l Cancel I
| License Information ?
Filter; [OpenScape Branch/SBC | For | Produck Mame Go Clear
License information for OSB Offline Activation... ] I Online Activation... ]
o shows
Items/Page: | 200 ||| AlLS | 558
System  Product Name Feature Name Number of used licenses Yalidity
4 offboard  OpenScape Branch)SEC VS OpenScape Branch Backup AC0 (par OSE) 18 of 500 unlirmited
4 offboard  OpenScape BranchSEC VS Openscape Branch &uto Attendant (per OSE) 21 of 500 unlimited
4 offboard  OpenScape BranchfSBC V& Openscape SBC Session (per Session) 4250 of 30000 unlimited
4 offboard  OpenScape BranchfSBC V& Openscape Branch Base 21 of 500 unlirmited
4 offboard  OpenScape BranchSEC VS Openscape Branch Registered Lines 17720 of 100000 unlimited
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Edit MAC Address in OpenScape Branch Assistant

Configuration - OpenScape Branch - Branch Office List > Select Branch Office > Edit

OpenScape Yoice | OpenScape Branch |  OpenScape SBC RG8700 Unified Communications CMP Device Management
%5 openscape Branch Overview - All systems 2
“¥1 Profiles list @) Use the Refresh selected button ko update the status of selected OpenScape Branch appli A) Select Branch Office and “Edit”
“& Select Profile w = Toupdate the status of all OpenScape Branch appliances use the Refresh all button,
¢ Management Filter: for |Branch Office |+
» Configuration \
Manage ] I Local password... ] [ Refresh Selected ] [ Refresh all ] l Edit... I
% JobManagement Selil | Ite 1500 v || [ | alie7
J# General Settings = - - «
> Licensing +}» 03B6000 10.234.1.152 wirtBkvE BiaLoad ¥3R1.01.00 Survival
General
penscape Branch appliance information Installation Info
General ACD announcement files ACD n
Marme: OSE&O00
eneral
IF Address: 10.234.1.152 D) Select HW Type and enter MAC
@) Anoutage may address (eth0) of OSB.
e |— Note: MAC address for Node 2 is only
OISy SEEm: required in case of redundant OSBs.
B) “Communicating over Secured channel” Software load:
Busines| Should be“unchgked o J
C) Select “Configure Installation
Hardware bype: #3550 w
Endpoint: =2 g ]
MaC address: B AEIEE4ENCSTE
Profile Mame:
Carmrmunicating over Secured - rMaC Address Mode 2;
channel:
[ Configure Installation I Installation: [

Configure and Apply Licenses
Configuration -> OpenScape Branch -> Branch Office List -> Select Branch Office -> Manage -> Licensing Information -> e

£ configure licenses ?

@ Configure licensas For applisnce

Clear icense counkers: r
Openscape Branch Base: 1 Avalable: 479
Configure required licenses for
Branch and select Save. ) .
056 Reqgistered Lines: 6000 tvalable: 82280
Auto attendant Feature: 1 Avalable: 479
Backup ACD Faature: 1 Avalable: 432
SEC Sessions: 400 Mvalable: 25750

Save Cancel

406 OpenScape Branch V10 Configuration Guide



OpenScape VYoice [ OpenScape Branch |  OpenScape SBC RG8700 Unified Communications CrHP

1% Profiles list

b
Select Profile

@ Aggregated information and data for selected Branch Office.

~TE
rl

##% Management After Selecting “Device License Update” licenses are applied.
» Configuration Note: Applying licenses require SIP server to restart in OSB so this

— - should be done during a maintenance window.
Administration Licensing Information

B® Job Management

F General Settings First updated: 12/21/14 11:134M Last updated: 6/5/15 3:06 PM
P Licensing Logical ID:  virtSkv8:EGLoad: 0SEA000 Hw ID:  6C:AE:RE4E:CSi72  Hw ID2:  NfA
All systems b - s B 2B & -
¥ Refresh J I Devwice license update ] I Configure J
}+ Branch Office list
“t* OSB&O00 hd License type Configured Reported locally Usage(Peak)
L
f“: Management Openscape Branch Base 1 1 1
¥ Configuration
. 0SB Registered Lines &000 000 u]
@ Local dashboard
Auto Attendant Feature 1 1 0
*  System
»  Metwork/Met Services Backup ACD Feature i L L
»  YoIP SBC Sessions 400 400 0

68.4 Stand Alone License Configuration

Stand alone Mode is defined as when an OpenScape Branch is deployed at a customer who does not have a Common
Management Portal (CMP). Customers can use the OpenScape Branch local GUI to manage the licenses created with CLS.
Note: after installing the OSB a 30 day grace period is allowed until licenses are applied. During this grace period, the
product may be restricted or fully functional. If licenses are not installed after the grace period, the product becomes
severely restricted or stops working entirely.

Login to Local GUI and upload license file
System @ Licenses @ License Information @ Browse @ Upload

F# System

@0 Select OK to temporarily store changes, Make your changes permanent by selecting 'Apply Changes' on the General page.

Settings Licenses Branding

General

License server Part
Hardware 10 Browse/Upload LIC file created with CLS.
Logical ID

Advanced Locking ID

License Information

License tvpe Grace period

Stand alone license File:

Browse. .
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Licenses are applied after about one minute.
System = Licenses - License Information

F System
) Select OK to temporarily store changes. Make your changes permanent by selecting ‘4pply Changes' on the General page.

Settings | Licensesl Branding

Genetal

License server Park

L R ey Hardware ID for both nodes shows if OSB is

configured as Redundant System.
Note: license is only uploaded to Master/Active node
in OSB redundant configuration.

Hardware 1D Backup

Logical ID
Advanced Locking ID

License Information

License bype Days il icl  Stand Alone Licenses are now applied.

stand alone license File:

[ Browsze... ] [Uplu:uadl

License tvpe Licenses configured Licenses usage (peak)
Ease 1 1

Openscape Branch

Registered Lines S50 118
Aot Attendant 1 o
Backup ACD 1 7
3BC sessions 350 0

StandAlone mode License - is a special license that defines the number of PSTN ports that can be used:
In this case, an OSB DP24 are using a PSTN license for two PRI Ports.

If a license for a single PSTN PRI Port had been applied, this system would have being restricted to use only its
first PRI Port.
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]
& bis: //25.25.0.45/systemConfiguration . html ?tabld =licensesTab
/' Ssystem c ?

©) Select OK to temporarily store changes. Make your changes permanent by selecting 'Apply Changes' on the General page.

| Settings License H Branding )

General ?
License server License server pork 4709
Hardware ID 00:08:4B:2D:8C:94
Logical ID
Advanced Locking ID | Mot available. Refresh it [Refresh
License Information [ o] ?
License type | Stand Alone Days till license expires | 15 days
Stand alone license file:
|v Choose File | No file chosen lil load
[ Refresh from License Server I
License type License configured | Licenses usage (peak) ‘
OSE Base 1 12
SBC sessions 60 60
PSTHN Ports 2 2
PSTN Ports - This license type defines
how many ports can be used on the
stand alone mode.
4 »
Open Source Software Licenses ?

-Jil v
Component  Mesa-ibEGL1 Show v
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68.5 Subscription License
License usage is reported on a daily/monthly basis under software subscription license screen.
Maintenance - Licenses > Software Subscription

" Configuration { User Management | | Fault Management

Inventory Monitoring Recovery [ Licenses ]

| Subscription License Usage

| Information

) Subscription Licenss usage during the selected manth
5 Locking IDs

| Software Subscription Search for: | | n | Mode Typs v | and n | Mzpl v | I search ] \ show all l
Tems/Page: | &l4
Node name Node type License type Quantity ProductID  Remainingdays Collection error Last collection date
4 mIMLE Openacape Branch Assistant  Branch 2037 123 Won Apr 30 22:59:59 EDT 2(
/o2 Openscape Branch Assistant  0s5BC 1202 123 Ion Apr 30 22:59:59 EDT 2(

License Type Branch: reports usage calculated based on the configured license usage
(Branch Users)

License Type OsSBC: reports usage based on the high watermark of the number
consumed SBC session licenses in the month (SBC Sessions).
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69 Automatic Call Distribution (ACD)

OSB can be configured in Proxy ACD mode to support Automatic Call Distribution.

Under ACD menu user can configure Automatic Call Distribution parameters. New window is opened

when selecting ACD.

Note: ACD user has access to ACD configuration only (Local GUI)

Important: ACD currently uses the rrmemory hunt mechanism (round robin with memory, remember

where we left off last ring pass)

69.1 General Configuration

User can configure Agent Log on/off access codes as well as agent ring no answer timeout. Toggle
Keyset Feature is also available for login/logoff functionality instead of using the Login/Logoff access

code.

Configuration @ OpenScape Branch @ Select Branch Office @ Configuration @ ACD @ General

= ACD
)
General Queue Profiles

Agents' Setkings

Log On Service Access Code:
Log OFf Service Access Code:
Tirmneouk:

Support Keyset Togagle Key:

Keyset Toggle Service access
code:

69.2 ACD Queues

Select OF to temporarily store changes.,
Make wour changes permanent by selecting ‘Bpply Changes' on the General page.

21

22

30

Agents

4

Log On Access Code: log on access code for all agents.
Valid digits are 0-9 and “*”.

Log Off Access Code: log off access code for all agents.
Valid digits are 0-9 and “*”.

Timeout: defines how long agent will ring before agent is
considered unavailable and is automatically logged off from
the queue. It will not have effect if the advance timeout is
greater than the Queue Advance timeout.

Toggle Key Support/Code: if enabled then Log On/Off
Access codes are disabled. Availability of agent is
determined by using the keyset-toggle Make Busy Key on
the Agents device.

User can configure up to 100 queues for ACD. The “Add” button is disabled when this limitis reached.
Configuration @ OpenScape Branch @ SelectBranch Office @ Configuration @ ACD @ (&
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153 ACD

o Seleck QK ko temporarily store changes,
= Make vour changes permanant by selecting "apply Changes' on the General page.

General Queue Profiles Agents
Filker: for |MName |» Go Clear

1 Item

| Id Mame DID List Destination Assigned Agent IDs

|:| |W'J| 1 CustomerService 15619231314 15619231313 Show

412

[ add.. | | ][

Overflow to Yoice Mail Server

o
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Name: Queue name.
Destination (Overflow, Voice Mail): destination of queued calls when limit of calls in queue is reached or timeout for

a call in queue elapses. This could also be the Voice Mail number when applied.
Overflow to Voice Mail Server: immediate diversion of a call to Voice Mail Server when there are no agents

available in the queue (no logged agents or no free agents)
Note: it is necessary to check flag Generate Diversion Header when Overflow to Voice Mail Server is checked.

Queue Advance Time Out: time to advance call to the next available agent if current ringing agent does not pick up.
Wrap Up Time: time to keep agent unavailable after handling a call. Allows time for post call processing.
Play Ring tone and Music on Hold: play ring back tone to caller or MOH when waiting in queue. MOH files can be

uploaded (See Audio Files)
ACD - Add Queue

General DID Announcements

o ] Queue advance time ouk: 35 (sec)
Mame: Sales Agent wrap-up time: 5 (sec)
Degtinatinn {Overflow, Yoice 15619251515 F‘Iay_ ting tone instead of r

Mail) : music on hold:

Creerflow bo Voice Mail Server [ Music on hold: fprn-calm-river waw |
Generate diversion header: v

Caller Parameters

Maximum waiting time: max time that a caller will be in queue

Maximun waiting time: 1200 {se2) | pefore being sent to overflow destination (If not overflow the call
will clear).
Unlirited: v Max Callers: max number of callers in the queue or unlimited (if

number is reached then calls go to overflow)

Maxinum Callers:

Note: If the Agent timeout is lower than the Queue advance timeout, when the ACD call rings on the
agent until the Agent timeout expiration, the agent will stop ringing, will be logged off and the next
available agent will be called. If the Agent timeout is equal or greater than the Queue advance
timeout, when the ACD call rings on the agent until the Queue advance timeout expiration, the agent
will stop ringing (but not logging off) and the next available agent will be called.

ACD - Add Queue rd

General DID Announcements

Add

DID List: DIDs used to reach queue (DIDs must be unique and

1 Ikem 3 . can not be the same as login/logoff/toggle key codes). There is no
limit on the amount of DIDs that can be configured.

Fi Directory Numbers
F 15619231316
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ACD - Add Queue

General DID Announcements

ueue join: priv-introsaved. way b ; Play - Announce position o caller: r
Queue waiting: queue-periodic-announce.way | v " Play ; ?;:gor:unce estimated hold time to r
Agent: queue-thankyou, way b ; Play ; Announce hold time to agent: I
:.nei:zien:é‘:;:nld time announcement 170 tsec) ;ml:;::lulle:‘v;i?:g?ueue join &0 (sec)

Queue join: played when a call is entered in the queue. (File can be uploaded in Audio Files).
Queue waiting: periodically played to the caller while in queue. (File can be uploaded in Audio Files).
Agent: played to the agent before the call is connected. (File can be uploaded in Audio Files).
Position/hold time announcement frequency: defines (in seconds) how often the
announcements of position and estimated hold time are played to the caller.

Announce position to caller: position in queue is periodically played to the caller.

Announce estimated hold time to caller: estimated hold time is periodically played to the caller.
Note: sometimes OB will not play the time and only present “The Estimated hold time is, thank you for
your Patience. If estimated time reaches 0 before call is answered, then OB will recalculate the time
and present this time to callers.

Announce hold time to agent: time the caller has been waiting in the queue is played to the

agent before the call is connected. (Note: ex will play as 5 minutes 300 seconds)

Interval between queue join and queue waiting: defines (in seconds) how often the queue
waiting announcement is played to the caller after the queue join announcement.

Note: queue timeout starts counting only after the join announcement ending.

69.3 ACD Profiles

Profiles are assigned to ACD queues. User can configure up to 100 profiles for ACD. The Add button
is disabled when this limit is reached.

Configuration @ OpenScape Branch @ Select Branch Office @ Configuration @ ACD @ Profiles
&= ACD 7

o Select OF ko kempararily store changes,
=" Make your changes permanent by selecting 'Apply Changes' on the General page.,

General Queue Profiles | Agents

Filker: Faor Marme l Go J l Clear J
> Thems | Add... | | ][ 'J
|:| Mame Assigned Queue IDs ACD - Add Profile
] (g Profilel 1
] gy Profiez 2 Name: Frofile1andz
Assigned Queue IDs: 1,2

414 OpenScape Branch V10 Configuration Guide



69.4 ACD Agents

User can configure/update agents as well as show status of agents (login/logoff).
Configuration @ OpenScape Branch @ Select Branch Office @ Configuration @ ACD @ Agents

= ACD

o Select OF to temporarily store changes.,
'l

[4

Make wour changes permanent by selecting 'Bpplv Changes' on the General page.

General Profiles
Filker: for | Marne
3 Ikems
Fi Id Mame
[0 (g 1o0 MartinBrooks
O g 101 Petersmith
0 g 102 MarkRoberts
ACD - Add Agent
1D: 103
Name: JenaMartins
Password: [TTTIT)
Confirm password: LLT T
Profile: Profilel

Agents

w [ Go J [ Clear ]

| Add... | | | [

Assigned Profile

Prafile1
Prafilelandz

Prafile1

Agent ID: number used in logon/logoff (must be unique).

Note: if using Keyset toggle, it is mandatory for the Agent ID to match
the subscriber number.

Agent Name: name to identify agent.

Password: agents password used in logon/logoff (must be numeric).
Assigned Profile: queue Profile assigned to agent.

Note: circular round robin is done to offer calls to agents.

Configuration @ OpenScape Branch @ Select Branch Office @ Configuration @ ACD @ General

@ Status (Show)

There is a maximum number of ACD agents allowed to be configured (For large HW types)

(only when V9 Base License is applied):
e 500 for OSB1000 and OSB6000.

e 250 for OSB 500i

The Add button is disabled when this Main Agent status window shows all agents for all queues along with
status (logged off/logged in) and Phone number when Agent is logged in.
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i,/ Show agent status

Filker:

4 Ikems

Id Name

100 MarkinBrooks
101 PeterSmith
10z MarkRoberts

103 JenaMartins

for |Mame »

Status
logged in
lmgged off
lngoed in

logged off

| Go | Clear

Phone Number

55535835246

5558585288

416

Assigned Profile
Profilel
Profileland2
Profila1

Profile1
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69.5 ACD Audio Files

User can upload files to be used for configuring queue Announcement or MOH. Sound files can be
used in one or more queues. If a short file is used then OB will automatically continue to play the file

(Loop).

Note: Only WAV audio files (.wav) with: Bit Rate: 128kbps, Audio Sample size: 16 bit, Channels:

Mono, Sampling Rate: 8 kHz, Audio Format: PCM are allowed forannouncements.
Configuration @ OpenScape Branch @ SelectBranch Office @ Configuration @ ACD @

Gth
@ Audio Files

= ACD
o Select QK to temporarily skore changes,
=

General Queue Profiles Agents

Agents' Settings

Log On Service Access Code: 21

Log Off Service Access Code: 2z
Tirneouk: 30
Support Kevset Toggle Key: B
Keyset Toggle Service access

code:

Skatus: Show...
Audio Files

Music on hold: Configure...

Announcemnent: Configurets

Log Files

.Eu

(sec)

Make wour changes permanent by selecting "Apply Changes' on the General page.

I,/ Music on hold

M Y]
E

2 Items .
F File name
[} & OpenBranchFormatFile. way
F 5 fpmecalm-river.way
1) Announcement ?
Add
3 Items :

File name

priv-introsaved.way
quele-periodic-announce. wav

queue-thankyou, way

log information for events occurred in the last 24 hours.

Logs: user can download a tar file containing the log files for all queues.
File contains the queue logs that can be used by an external application to
generate call, agent, and queue statistics. Each of these files will contain

Note: using Assistantitis possible to schedule announcements to be applied. Thisis used to substitute
the announcements without needing to edit the queues and to apply same announcements to several
OSBs atthe same time. Functionality is under Configuration @ OpenScape Branch @ Job Maregarat

@ Add @ Action (Transfer WAV Files).
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69.6 Configuration for Toggle Key

Administrator Pages P

Admin Login
Applications
Bluetooth Program keys
gle::;;k To assign a new function to a key, select from the
g rorm Ider drop down list box. To view or modify the parameters
ystem ldentity associated with the key, use the Edit button.
SIF interface
Registration Normal Key Shifted |
ShP | -
Features Feature toggle v| edit . i
Configuration Label: Agent 1 [Clear ro feature aseignes) ]

DSS gettings
Frograrm k
Fixed Keys

Label: Group pickup
Keyset aperation Conference w | |edit - -
Addressing |, il (R | - 3 |Clear {no feature agsigned) V|

|Gr0up pickup v| 2 |Clear (no feature assigned) v|

— Create Toggle Key on Phone using
I Administrator Pages configured “Keyset Toggle Service access Logout
code” for Feature Code field (ex. *23)
Admin Login

Applications

Eluetoath Feature toggle

Network

System Key label 1
Systemn |dentity Feature code|*23
SIF interface

Description Agent

Registration

SNIVP

Features — e—
Configuration
DSS settings
Fixed Keys LAUEI, IUUY PILKUR
Keyset operation -edit
Adgjressiao ||CEm:afnC: vl 3 |Clear {no feature assigned) v|

%5 ACD

) Select Ok bo kemporarily store changes.
Make vour changes permanent by selecting 'Apply Changes' on the General page.

ACD - Add Agent

Agent ID must match with Phone Number.

General Queue Profiles Agents

agents' Settings

Log On Service ACcess ID:
Code:
Log DFf Service Access
Code: Name:
Timeout: 30 SEC

e Password:
Support Keyset Toggle Key: i~

) Confirm password:
Kewset Toggle Service *33

access code:

Profile:
Status: Show...

418
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Mame 5249

Profilel
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70 Virtualized OpenScape Branch Solution

The Virtualized OpenScape Branch solution provides the same functionality as the existing OpenScape
Branch deployment on native HW.

Note: The Virtualized OpenScape Branch only applies to branches without Analog/TDM interface

cards.

OSB virtualization offers three deployments based on capacity: Virtual OSB 250, Virtual OSB 1000, or
Virtual OSB 6000.

In order to set up a Virtual OSB, user must create an iso image file with the OSB software, mount it on to
the virtual machine and start the installation procedure. Once the installation is completed, user must
install VMware tools.

70.1 OSB iso image

User can either set up a fresh installation on a virtual OSB or can migrate a native OSB to virtual
environment (integrated gateway boxes are not supported in the virtual environment).
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70.2 1SO Image for fresh installation

For the OSB VM deployment, an iso image needs to be created with the usbsticksetup.exe.
In the media select drop down menu user must select “Virtual Machine ISO image” and then select the

appropriate hardware type.

Note: user must have at least 500Mb free space for ISO image.
Rest of the fields should be completed in the same way that is done for native installations.

Up to V10R1:

USE Stick Setup

Media Select
virtual Machine 150 image V] [ Refresh

WARNIMG: all partitions of Removable Medias will be deleted and a single
FAT32 partition will created. Therefore, all data of the removable media
will be erased.

Installation Method
(@ Generate node.cfg file

() Already existent database file

() Already existent node. cfg file

Automated Prelnstall Net boot DHCP

Branch Metwork Configuration

Hardware type: -
Hostname: Virtual 0S8 250

i Virtual 0SB 1000
== Virtual 0SB 6000

Disable interface | |Enable IPva

1Pv4 address:
1Pv4 netmask:
1PvE address:
1Pv6 netmask:
IPv4 gateway:
IPvE gateway:
Logical ID:

CMP URL 1:
CMP URL 2:

DNS 1:

DNS 2:

Change Branding Names and Logo ]

Partitioned USB Stick
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Starting from V10R2:

-
USB Stick Setup
Media Select Installation Method
[erdMadhe!SO'mage '] [M—d'] Automated | UEFI Bootioader
WARNING: all data of the removable media will be erased. Prelnsta
Net boot

Configuration database DHCP

© Generate node.cfg file

Already existent database file G al
~) Already existent node.cfg file DNS 1:

Branch Network Configuration DNS 2:

Hardware type: - Logical ID:

Hostname: Virtual 0S8 250 CMP URL 1:

Virtual 0S8 1000
Interface: Virtual 0SB 6000 interface CMP URL 2:
IPv4 address:
[ Change Branding Names and Logo ]
IPv4 netmask:
IPv4 gateway:
Enable IPv6
IPv6 address:
IPv6 netmask: = e
Partitoned USB Stick
IPv6 gateway: [ K l Cancel

After completing the necessary configuration or use the already existent database file the user selects OK
and will be prompted where to save the I1SO file (this ISO file will be used for the installation and should be
accessible from the VM). Once this is completed, a success message is displayed.
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Up to V10R1:

USE Stick Setup

Media Select
Virtual Machine IS0 image V] [ Refresh

WARNIMNG: all partitions of Removable Medias will be deleted and a single
FAT32 partition will created. Therefore, all data of the removable media
will be erased.

Installation Method
@ Generate node.cfy file

() Already existent database file
" Already existent node. cfg file
Automated Prelnstall Net boot DHCP VPN

Branch Metwork Configuration

Hardware type: Virtual 0SB 6000 v]

Hostname: 05B6000LoadBox

Inter| SEtUp @

D

Pv4 l\ Virtual Machine IS0 image Setup complete
vl

IPvE
s

IPv4 gateway: 192 . 168 . &5 . 1

IPvE gateway:

Logical ID:
CMP URL 1:
CMP URL 2:
DNS 1:
DNS 2:

Change Branding Names and Logo ]

Partitioned USE Stick 0K ] [ Cancel l
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Starting from V10R2:

USB Stick Setup
Media Select Installation Method
[Virtual Machine 150 image v] [ Refresh ] [ Automated [ UEF1 Bootioader
WARNING: all data of the removable media will be erased. ["Prelnstall
[INet boot
Configuration database [lprce
@ Generate node.cfg file
() Already existent database file [ ‘:‘ General
() Already existent node.cfg file | Setup
Branch Network Configuration
Hardware type:  [virtual OSB 1000 ) _ii Virtual Machine ISO image Setup complete |
Hosthame: 0581000 ‘
Interface: [LAN Interface ) |
IPv4 address: 192 . 168 . 100 . 180
IPv4netmask: 255 , 255 . 240 . 0
IPvigateway: 192 . 168 . 9% . 1
[]Enable 1Pv6
IPv6 address: i |
IPV6 netmask: \ | [ Partitioned USB Stick
IPv6 gateway: } | 2.8 l [ Cancel
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70.3 ISO Image for migration of native hardware

For migration scenarios, the xml config file of the native box that is up and running will be used to create
the iso image. Each native box corresponds to a virtual box. See table below. No manual modification

isrequired.

Hardware VM
Implementation
Advantech 0SB250
x3250 0SB 1000
x3550 0SB 6000
RX330 0SB 6000
D945 0SB250
Advantech50i Not Supported
RX200 0SB 6000
Advantech250 0SB250
Advantech500i Not Supported
SR250/SR250 V2 0SB 1000
SR530 0SB 6000
SR630 V2 0SB 6000

In the media select drop down menu user must select “Virtual Machine 1ISO image” and then select
“Already existent database file” and import the xml from the native box

USB Stick Setup

Media Select

[Vwmal Machine ISO image

v J Refresh

Configuration database

WARNING: all data of the removable media will be erased.

Branch Network Configuration

Already existent node.cfg file

Hardware type:

Hostname:

Interface: [LAN Interface

IPv4 address:
IPv4 netmask: 255

IPv4 gateway:

IPv6 address:
IPv6 netmask:

IPv6 gateway:

Installation Method

DHCP

| ©) Already existent database file ~ C:\osb-10.02.00.00-2\0SB 1000V 10-0sb-config_1_201 GI General

DNS 1:
DNS 2:
Logical ID:

CMP URL 1:

CMP URL 2:

| UEFI Bootloader

Change Branding Names and Logo

OK | | Cancel

Based on the table above, “Hardware type” will be modified accordingly.
Note: using a 50i/500i XML for “Already existent database file” is not supported.
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70.4 Virtual Machine (VM)

ESXi 6.5 or higher can be managed by any web browser using the VMware Host Client, which is based on
HTMLS5 technology.

In order to create the Virtual Machine (VM), user can either select to deploy a vApps that is delivered with the
OSB software or create manually the VM itself. After creating the virtual machine, some specific settings must
be configured on the VM.

70.5 Creating the VM
VM can be created by deploying an OSB vApps file or by creating the VM manually.

70.6 Deploying OSB VApp

Before initiating the procedure, user must navigate to the directory where the OSB software resides and unzip
the vVApps_osb-*-*.zip.

N

Name Type Size
usbsticksetup_osb-10.02.00.00-2 File folder
vApps File folder
L__Z image_osb-10.02.00.00-2.5pa SPA File 1 KB
image_osb-10.02.00.00-2.tar TAR File 730,990 KB
misc_osb-10.02.00.00-2 tar.gz GZ File 157 KB
| | sw-metadata-osb-10.02.00.00-2.json JSON File 1KB
¢ usbsticksetup_osb-10.02.00.00-2.zip Compressed (zipp... 21,972 KB
¢ vApps_osb-10.02.00.00-2.zip Compressed (zipp... 8 KB

VApps directory contains 3 subdirectories, each one corresponding to the appropriate hardware type

A

o0sb-10.02.00.00-2 A Name Type Size
usbsticksetup_osb-10.02.00.00-2 05B-250
vApps 0SB-1000
¢ usbsticksetup_osb-10.02.00.00-2.zip 0SB-6000

¢ vApps_osb-10.02.00.00-2.zip
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Login to vSphere Host Client and select to Create/Register VM. Select the option Deploy a virtual machine
from an OVF or OVA file. Press Next. The Select OVF and VMDK files windows appears.

Select creation type
n

o wouk3 o e 10 create 3 Vitual Aachine >

new rtual machme

Enter the virtual machine Name. The name must be unique for each virtual machine and can

contain up to 80 characters.
Select the files from the following profiles in vApps:

a) OSB-250
b) OSB-1000
c) OSB-6000

Click to select files or drag/drop and choose the OSB.ovf and OSB-disk1l.vindk files.

71 New virtual machine - 0SB1000

v 1 Select creation type

2 Select OVF and VMDK files

3 Select storage
4 License agreements

5 Deployment options
6 Additional settings
7 Ready to complete

S ———— - @ File Upload
Select OVF and VMDK files & i
Select the OVF and VMOK files or OVA for the VM you would like to deploy
Organize v New folder
er a name for the vitual machine 4 Local Dk (C) A
[ 051000 ] = j (\192.16868.1¢
Virtual machine names can contain up to 80 characlers and they must be uniq o res (19216368
we platform (\10.11
= openscape_sppl v <

« vApps » 0S8-1000

Name

€2 058
€2 058-disk]

File name: ["058-disk1” “0S8"

| Click to select files or drag/drop I

Back | Nex Finish

Cancel
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X
v & Search OSE-1000
v ™ @
Type
&/ OVF File
&1V VMODK File
>
| [AFies v
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31 New virtual machine - 0SB1000

¥ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK Tiles Selectthe OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage
4 License agreements
5 Deployment options

Enter a name for the virtual machine.

: ] [ 0sB1000
6 Additional settings
7 Ready to complete Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.
X OSB.ovf

X __ 0OSB-disk1.vmdk

Back || Next Finish || Cancel
I =
Select Next.
The Select storage windows appears.
Select the destination storage from the datastore list.
31 New virtual machine - 0SB1000
¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Select the storage type and datastore
T
4 License agreements ——
Sta d Persistent Memor
5 Deployment options ERETION l
6 Additional settings Select a datastore for the virtual machine’s configuration files and all of its' virtual disks.
7 Ready to complete
Name v Capacity v Free v  Type v Thinpro..v~ Access v
271GB 220.71GB  VMFS6 Supported Single 2
v
1items
Back | I Next Finish Cancel
T &
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Select Next.
The Deployment options windows appears.

Set the appropriate LAN and WAN interfaces in Network mappings in accordance with desired OSB
configuration type.
Select one of the available Disk Provisioning options:
a) Thin: This method helps you eliminate storage underutilization problems by allocating storage
space in a flexible on-demand manner.
b) Thick: Traditional method of storage provisioning. With thick provisioning, large amount of storage space is
provided in anticipation of future storage needs. The space might remain unused causing underutilization of

storage capacity.
Enabling the Power on automatically option, the virtual machine is started automatically after finishing the

installation process.

#4) New virtual machine - 0SB1000

¥ 1 Select creation type Deployment options
v 2 Select OVF and VMDK files Select deployment options
v 3 Select storage
bd 4 Deployment options i
5 Ready o complete Network mappings LAN | NET37_REDE21 v
—==
WAN NET173 v
Disk provisioning ® Thin O Thick
Power on automatically
Back | Net || Finish || Cancel |

4

Click Next.

The Ready to complete windows appears.
Verify the deployment settings displayed in the work area on the Ready to Complete screen and if

necessary, use the option Back to return to previous configuration windows.
To complete the installation, click Finish.
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31 New virtual machine - 0SB1000

¥ 1 Select creation type Ready to complete

¥ 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
v 3 Select storage

v/ 4 Deployment options

4 5 Ready to complete Product 0SB

VM Name 0SB1000

Disks 0OSB-disk1.vmdk

Datastore datastore1

Provisioning type Thin

Network mappings LAN: NET37_REDE21 WAN: NET173
Guest OS Name Unknown

£ ‘ h Do not refresh your browser while this VM is being deployed.
Eae)

\ Back | Net || Finish H Cancel

The deployment will start and run to completion. When the process is completed,
the virtual OpenScape Branch appliance will be ready to power on.

VM for Virtual OSB 1000 has been created.

vmware ESXi” root@192.168.96135 v | Help~ | (CIEEy
“T% Navigator || 1 1ecalhost. i - Virtual
~ [ Host A
Manage 4 Create / Register VM | l= | B Poweron Power off Susk | @ Refresh | £# Actions (Q search
Monitor [J | virual machine v & Status ~ | Used space ~ | Guest0s ~  Hostname v~ HostCPU ~ Hostme.. v

#* Virtual Machines (51 0SB1000 @ Normal Unknown Other 2.6 Linux (6...  Unknown 0 MHz 0mB
» (51 0SB1000
» @ 0SB123

‘ » (51 OSB_V10R201
» (51 BCF250_25.25.70.75
More VMs...

Note:

When deploying vApps these values are set automatically (based on
the 2.5 GHz core processor).

In OVF file in vApps, the CPU reservation is configured for Virtual OSS 250 (5000 MHz), Virtual OSS 6000
(10000 MHz) and Virtual OSS 20000 (20000 MHz).

Regardless if VM has been created manually or with vApps, these values need to be adjusted to fit the host

processor capabilities. Other critical applications running at same host need to be taken into consideration as
well.
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The recommended settings for the reservation is the number of cores used by OSB/SBC multiplied by the core
frequency of host processor.

If the resources are not available in used VMWare Host server or due to the processor type, the following
messages can be received in virtual machine power on:

vmware ESXi- 100i@192168.96135 « | Heip + | (G -
T ortoc

- “Failed - The amount of CPU resource available in the parent resource pool is insufficient
for the operation. “

- “Failed - Module 'MonitorLoop' power on failed.”

In this case, it is necessary to set the parameter Reservation to a value that fits the host processor capabilities
(considering also other applications) and parameter Limit=Unlimited.

To avoid this risk, close monitoring of the SBC CPU usage is recommended. An alarm is raised when there is high
CPU usage.

Note:
Using vApps, two CD/DVD Drive are created in virtual machine.

Verify the CD/DVD Drive 1 and CD/DVD Drive 2. The OSB system software ISO file is connected in CD/DVD
Drive that is associated with IDE Controller O(IDE 0).

The other CD/DVD Drive is associated to IDE Controller 1(IDE 1), that is used to connect the OSB

Configuration ISO file related to xml database. If it is not used, this CD/DVD Drive associated to IDE
Controller 1 can be removed.
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(D Edit settings - SBC6000 (ESXi 5.0 virtual machine)

» MR Network Adapter 1

» N Network Adapter 2

Status

CD/DVD Media
Controller location
Status

CD/DVD Media

Controlier location

NET172

NET173

Datastore ISO file
Connect at power on

[datastore2) OS_SBC_CONFIG.ISO

(e )

Datastore ISO file

4 Connect at power on

[catastore2] SBCE000.is0

Lo )

431

Connect
Connect

Connect

Connect

v

Cancel
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70.7 Creating VM manually
ESXi 6.5 or higher can be managed by any web browser using the VMware Host Client, which is based on HTML5
technology.
In order to create the Virtual Machine (VM), user select the option to create the VM manually.

Login to vSphere Host Client and select Create/Register VM and choose Create a new virtual machine option.

Click Next button.

The Select a name and guest OS windows is displayed.

Enter the name of the OpenScape Branch virtual machine in the Name field. The name must be unique for each
virtual machine and can contain up to 80 characters.

Choose the option to Compatibility(EsXi 6.5 virtual machine or higher), Guest OS family(Linux) and Guest
OS version(Other 2.6x Linux(64 bit)).
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#39 New virtual machine - OSB1000 (ESXi 8.5 virtual machine)

¥ 1 Select creation type Select a name and guest OS

Specify a unique name and OS

Ct a name

3 Select storage
4 Customize settings

ame

[ osB1000

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

5 Readyto complete

Ildentifying the guest operating system here allows the wizard to provide the appropriate defaults forthe operating

Compatibility ESXi 6.5 vitual machine v

Guest OS family Linux v

Guest OS version Other 2.6.x Linux (G4-bit) v
Back || Next Finish Cancel

Click the Next button.
The Select storage windows is displayed.
Select the datastore (Name) from the datastore list display in which to store the OpenScape Branch virtual machine

file.
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5 Newr virtusl machine - DSB1000 (ESXi 6.5 virtual machine)
A

¥ 1 Select creation type Select storage
¥ 2 Select 3 name and guest Select the storage type and datastore
as

ge
I Standard l Persistent Memaory

4 Customize settings
Select a datastore for the virtual machine's configuration files and all of its' virtual disks.

5§ Readyto complete

Name v  Capacity v Free v Type v  Thinpr..v Access
~

datastore1 271 GB 21984 GB VMFSE Supported  Single
; v
1items

Badk || Next | Finish \l Cancel
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Click the Next button.

The Customize settings screen is displayed.
Select the CPU, Memory and Hard Disk capacities in accordance with the desired Hardware Type:

Deployment Virtual Virtual Virtual
OSB-250 | OSB-1000 | OSB-6000
CPU 2 4 8
Memory(GB) 4 a4 6
HD size(GB) 40 40 60
435
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The number of processors in use depends on the number of licensed CPUs on the host and the number of

processors supported by the guest OS.
By default, the parameter CPU Reservation is configured as None and CPU limit is configured as Unlimited if

the virtual machine has been installed manually.
If the virtual machine has been installed using vApps, the specified values are reserved in accordance with

the values in the table.
The same procedure applies to the amount of Memory.
When deploying vApps these values are set automatically (based on the 2.5 GHz core processor).

In OVF file in vApps, the CPU reservation is configured for Virtual OSS 250 (5000 MHz), Virtual OSS 6000

(10000 MHz) and Virtual OSS 20000 (20000 MHz).
Regardless if VM has been created manually or with vApps these values need to be adjusted to fit the host

processor capabilities. Other critical applications running at same host need to be considered as well.
The recommended settings for the reservation is the number of cores used by OSB/SBC multiplied

by the core frequency of host processor.

Select the Hard Disk size for the virtual machine. The value should be set to e.g., Hard Disk = 40 GB.

Choose Thin or Thick provisioned option.
Thin: This method helps you eliminate storage underutilization problems by allocating storage space

in a flexible on-demand manner.
b) Thick: Traditional method of storage provisioning. With thick provisioning, large amount of

storage space is provided in anticipation of future storage needs. The space might remain unused
causing underutilization of storage capacity.

791 Newr virtual machine - 0SB1000 (ES¥i 6.5 virtual machine)

¥ 1 Select creation type Customize settings

¥ 2 Select a name and guest Configure the virtual machine hardware and virtual machine additional options
0s

v 3 Select storage

b 4 Customize settings

[ Wirtual Hardware ] Wi Options

5 Readyto complete 2 Add hard disk MM Add network adapter = Add other device

» @ cru a v\ O

» B Memony ,4—’ GB Y

- L Hard disk 1 PO ‘ oB v

e

Maximum Size 219.94 GB
Location ‘ [datastore1] OSBA000/ (Browse...
Disk Provisioning @ Thin provisioned

() Thick provisioned, lazily zeroed
() Thick provisioned, eagerly zeroed

Shares [Normal v v
Limit- IOPs PR % b
i Back 1 | Next Finish Cancel
436
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Set the number of network interfaces based on the Hardware Type. Use the option Add network adapter
to increase the number of NICs in virtual machine. In Network adapter uses VMXNET3 option in Adapter Type field.

Connect at Power On checkboxes is activated for the NICs.

For SCSI Controller select the LSI Logic Parallel option.

791 New virtusl machine - DSB1000 (ESXi 6.5 virtual machine)

¥ 1 Select creation type Customize settings
¥ 2 Select a name and guest Configure the vitual machine hardware and virtual machine additional options
os
v 3 Select storage =
i 2 Add hard diskl:-Add network adaptg_l S Add other device
5 Readyto complete
» A crPU 4 v O
» 8 Nemony Ifl GB £
¥ bt Hard disk 1 40 cB v
PR SCSICantroller LS! Logic Parallel v
B2 SATA Contraller0
USB controller 1 USB 20 v
W Network Adapter 1 NET1732 v
Status Connect at power on
Adapter Type VMXNET 2 v
v
| Back || Net || Finish || cancel |

Normally the virtual machine is created only with one CD/DVD Drive 1. Verify if the controller location type is
using SATA Controller 0 - SATA (0:0). The ISO file related to system software is added in this device.
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131 New virtual machine - 0SB1000 [ESXi B.5 wvirtual maching)

¥ 1 Select creation type Customize settings
¥ 2 Select a name and guest Configure the virtual machine hardware and virtual machine additional options
0s
v 3 Select storage A
» [ scSi Controller0 :
5 Readyto complete LSI Logic Parallel b
&2 SATA Controller 0
USB controller 1 USB 2.0 v
b W Network Adapter 1 NET172 v Connect
” _ "
S CO/DVD Drive 1 Datastore 1S0 file v
Status B Connect at power on
CD/DVD Media | [datastora1] 0SB1000.is0 [Browse...
g GeniralispBpation SATA controllerD v SATA(0:0) V.
» @l video Card Specify custom settings v
v
Back | l Next Flmsh | | Cancel
438
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Note:
If the system is not detecting the CD/DVD, please change the controller location type from SATA to IDE (IDE

controller 0) type.

If ISO file related to database is used, add another CD/DVD device. Add using Add other device, CD/DVD drive
option. New CD/DVD Drive or CD/DVD Drive 2 is using SATA Controller 0 - SATA (0:1). Configure the OSB
Configuration ISO file repeating the procedure used to CD/DVD Drive 1.

Connect at Power On checkboxes is activated for CD/DVD Drives.

31 New virtual machine - 0SB1000 (ESXi 6.5 virtual machine)

¥ 1 Select creation type Customize settings
¥ 2 Select a name and guest Configure the vitual machine hardware and virtual machine additional options
0s
v 3 Select storage 2
b 4 Customize settings
aRssciigcamplata T '/ CD/DVD Drive 1 Datastore IS0 file v
Status Connect at power on
CD/OVD Media | [datastore1] OSB1000.iso | | Browse...
Cpatiplleriocation SATA controllerD ¥ || SATA (0:0) v
= ) New CD/DVD Drive DA tReTIEO IS v}
Status Connect at power on
CD/DVD Media | [datastore1] DSB_CONFIG.ISO |J (Browse...
Cantrolieplocation SATA contraller ¥ || SATA(D:1) 'J
» 1@l video Card Specify custom settings v
v
Back || MNext Finish Cancel

Click the Next button.
The Ready to complete screen is displayed.
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131 New virtual machine - 0SB1000 (ESXi 6.5 virtual machine)

v 1 Select creation type Ready to complete 2
V2 Eesled a name and guest Review your settings selection before finishing the wizard
v 3 Select storage
v 4 Customize settings Name 0SB1000

Datastore datastore1

Guest 0S name Other 2.6.x Linux (54-bit)

Compatibility ESXi 6.5 vitual machine

vCPUs 4

Memaory 4GB

Network adapters 1

Networe adapter 1 network NET173

Network adapter 1 type VMXNET 3

IDE controller0 IDEO

IDE controller 1 IDE 1

SCSI controller0 LSI Logic Parallel

SATA controller0 New SATA controller

Hard disk 1

Capacity 40GB
v
| Back l | Next | | Finish I | Cancel l

Prior to starting the task that will create the OpenScape Branch virtual machine, check the virtual machine

properties. If it is necessary to correct some parameter, use the Back option to return to previous settings and

change it.
Press Finish to complete the virtual machine creation.

The OpenScape Branch virtual machine is created.

00t@192.168.96.135 ~ | Help ~ | (CHEEIG

[ localhost localdomain - Virtual Machines.

v [@ Host

Manage ) Create / Register Vi | sole | b Poweron
plonion [ | Vitual machine @ status © Usedspace
o 1 0SB1000 @ Normal )

{51 BCF250_25.25.70.75

Monitor

Mare Vhs |
~ B storage | 1]
~ B datastoret
Monitor
More storage
~ @ Networking | 12]
~ @ DEVLAN_192.168.96.%
Monitor

Quick filters... v

Mora networks.

pend | @ Refresh | fF Actions

BCF6000_25.25.70.70

Guest 03 Other 2.6.x Linux (8¢-bit)

Muare Tools Yes

CPUs 4 0B v

(@ search
v GuestOSa ~ | Host name ~  Host CPU «  Hostmemory
Other2.6.x Linux (54-bit) Unknown 0 MHz )

1items
4

cr g

0 MHz
MENORY ik

Task v | Target

Crete 5 ossimm oot
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~ Initiator

v Queued v | Started ~ Resulta v Completed v i

o 120521 212519
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70.8 Virtual OSB Installation

Having completed the VM installation, user must power on the VM in order to start the virtual OSB installation procedure.

%5 localhost:2070 - Remote Desktop Connection s X
<« (&) O G 52 hitps;//192.168.96.135/uif#é/host s 80% Y9 Q Pesquisar =nA
£¥ Mais visitados @ Primeiros passos @) Galeria do Web Slice |y Sites Sugerides VMware ESX @) Network Error [ Outros favorito:

vmware ESXi

|‘g Navigator || {7 Iocalhostlacaldormain - Virtual Machines
~ [@ Host
rren 1 Create / Register WM | & Console | off uspend | @ Refresh | £§ Actions
Monitor ()| Virual machine & @ Status + | Used space v Guest0S v Tools version | Toolsinstall...v  Hostname v | HostCPU v | Hostmemory  ~
(5 0sB1000 o L PELR) Qibeco e o) i Mat installed No Unknown 0 MHz 0 MB A
3 % 0$B1000
S S A Quick filters. 1items
Manitor B Power
~ (& 0381000 Guest 0 = =
A ® Power on this virtual machine
Monitor 3 Snapshots Liod 7 |
More WMs... o o0 141 0MHz
~ B storage [ 1] o MENORY g
~ B datastoret ) Avtostart :GB o
Monitor sonae
More storage.. % Export 4ee
~ @ Networking
(% Editsettings
~ @ DEVLAN_192.162.86.X .
Monitor &, Pemissions
More networks. [ Editnotes
2| Recart tasks 4] Rename =
Task ~ | Initiator v Queued v Stated ~ | Result & v Completed v v
Resetvm st ) 120521 GE46:16
Unregister
Reconng Vit ot ) 120521 G5 TS
Pouer 01 vIN {§ Delete oot o 120521 GBS
Foumr oMt @ Help oot ) s 22
7 Open in a newwindow

858 AM
12/6/2021

VMware offers console to monitor the boot up sequence of the VM.
It is possible also Download VMRC and Launch remote console.

|"5Nawgamr 1 || 73 tacalhost lacaldomain - Virtual Machines
- [@ Host
e ¥ Create / Register WM | 8 Console Foweron @ Foweroff jy Suspend | (& Refesh | £ Actions (Q search
Monitor (0] Virtual machine a @ statis ~  Usedspace ~ | Guest 05 ~  Tools version ~ Toolsinstall..~ Hostname ~ | HestEFU ~ | Hest memory v
“irtual Machines [} 411 6B Other2 B.x Linus (B9 bity Mot installed Mo Unknown 0 MHz. 0 MB L)
[ ] & 5 0SB1000
~ () BCF250_26.2670.75 v
itams 4
Monitor Quide il (5 Power 1items
~ b 0se1000 T Guest 05
SE1000
Manitar (4 Snapshots S s [
More Vhis & Open bromser console [P T— O HiHE
- Storage y : MENORY i
(i) Autostart 0B
+ B dstastore Cansale options far this virtual machine
Monitor STORAEE
| Launch remate consols 648 KB
More storage v
7 i - SF Dewnload VMRC
* B DEVLAN_152.168.95.
&, Permissions
Monitar
More networks (G Edit notes
2| Recenttasl w] Rename [~
Task ot | Initiater v | Oususd v Stated ~ Resulta « Completed » v
[ - oot 1205 T2 1205 B2 e L m— 2R 2 "
Reetull S0 oat 120 BB 1205 B © CoeE ST 12051 CEHG1G
Fecorny it seim oot 12052 B EDe 120521 e @ Core sy 1205021 B
PoETON VI @ Help SI1ID oot 1206571 BB 2ST 1205 TS @ Covigte £ suncesStY 1205 B2SE
Powxran vl so1Im oot 1205 Wz 12052 W T —— 1205 TS
4 Dpen in a new window
~
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* 0SB1000 - VMware Remote Console o[- s]
VMRC v - & 0O

Para retornar ao seu computador, pressione Ctrl+Alt, [IRESIURTES o2 O RNS
————— / run/user/30 .
Removed slice User Slice of UID 30.
Created slice User Slice of UID 30.
Starting User Runtime Directory /run/user/30...
Finished User Runtime Directory /run/user/30.
Starting User Manager for UID 30...
Started User Manager for UID 30.
Started Session cZ of user wwurun.
Starting seeee 0SB Syslog—ng seoee, ..
Started seoee 0SB Syslog—ng seooe,
Finished sooee 0SB Startup seeee,
Starting The Apache UWebserver...
Starting seeee 0SB System e, |
Started The Apache Webserver.
Stopping User Manager for UID 30...
Stopped User Manager for UID 30.
Stopping User Runtime Directory /run/user/30...
Stopped User Runtime Directory /run/user,/30.
Removed slice User Slice of UID 30.
Starting seeee 0SB Process manager soeee, ..
Started seooe 0SB Process manager seooe,
Started seooe 0SB Trace Manager seee,
Finished sooee 0SB System seeec,
Starting seeee 0SB security seeee, .
Finished soeee 0SB security seooe,
Started Getty on ttyl.
Reached target Login Prompts.
Reached target Multi-User Systenm.
Starting Update UTMP about System Runlevel Changes...
Finished Update UTMP about System Runleuvel Changes.

0SB1000 login: _

Once the VM has booted up, user can login to the Local GUI page in order to complete the installation procedure,
in the same way as it is executed for native hardware.

Before the first reboot user is prompted by the OSB to detach the ISO file from the VM’s CD/DVD drive.

Select "OK" on the OSB local GUI in order to reboot and complete the installation procedure.

21.21.

[

42.142 says

Please ensure that the ISO file has been disconnected successfully from

your Virtual Machine’s CD / DVD drive before continuing.

N
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Installation has been completed but keep in mind that the iso file in the CD/DVD virtual drive is set to connect at power on.
This means that if the VM is powered off and then powered on again, installation procedure will be initiated again.

It is strongly recommended to edit the VM settings and set the CD/DVD drive to “"Host Device” option
and remove the “Connect at power on” flag.

Select Yes and Answer question to complete this procedure.

(P Edit settings - 0SB1000 (ESXi 6.7 wirtual machine]

—_— ~
b ik Hard disk 1 ‘40 ‘ &B .
» & scSI Controller 0 LSI Logic Parallel -
= SATA ControllerD
USBE controller 1 USE 20 v
» BN Networ Adapter 1 NET27_REDEZ21 v Connect
| CD/DVD Drive 1 i
Status || Connect at power on
SLIT Macls Local IBM SATA CD-ROM (mpx.vmhba1:C0:TO:LO)
Controller location SATA contraller 0 v SATA (D:0)
» 8 video Card & minor musbmems bl v X
|  Save j \ Cancel

a

I Answer question - 0SB1000

The guest operating system has locked the CD-ROM door and is
probably using the CD-ROM, which can prevent the guest from
recognizing media changes. If possible, eject the CD-ROM from

inside the guest before disconnecting. Disconnect amypway and
override the lodd®?

No

l' Anawer I Cancel !
Note:

From V10, the open-vm-tools is installed in full install and the flag Enable Open VM Tools
should be checked in System / Settings. If checked, this field enables the Open Virtual Machine
Tools (open-vm-tools).
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~ [ Host

SR BGLIRN C S:arch

Manage ¥4l Create / Register VM | @ Console |

Monitor

1| Virual machine a @ Status
(@ 0581000 @ Nermal
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" @ Shutdown gy Suspend | (& Refresh | £§ Actions

v Usedspace v GuestOS

4.11 6B Other 2.6.x Linux (54-bit)

453

v | Toolsversion

(Qseareh )

v | Toolsinstall... v | Hostname

open-vm-tools 11.2.5 build 17337674

~ | HostCPU ~ | Hostmemory
Yes 0381000 105 MHz

405 6B ~
>
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709 VM version

VMware offers the option to upgrade the virtual hardware version.
VM must be powered off in order to upgrade the virtual hardware.

Upgrading a Virtual Machine to the latest hardware version is the physical equivalent of swapping the drive out of one
system and placing it into a new one. VMware does not recommend upgrading virtual hardware version if you do not

need the new features exposed by the new version.

Set the option Upgrade VM Compatibility, select the available options and press Upgrade.

100t@192.168.95.135 ~ | Help ~ | (CHEIRIt

T; Navigatr
~ [ Host
Manage

Monitor

) loealhost localdomain - Virtual Machines

99 Create / Register VM |

[ | Virtual machine -

b Poweron

Status

| @ Retresh

v Usedspace

v GuestDSa

L3 Actions

v Hostname

~ | HostCPU

v Hostmemory

ogoa 0 MHz 0 MB

Ognanna. Unknown
0581000

@ Nermal 0B Other2.6.x Linux (54-bit)

B Power

@ Guestos
& Configure YM Compatibility
(» Snapshots

& Console Select a compatibility for 0581000 upgrade.

E"t I ESXi 6.7 virtual machine v '

This virtual machine uses hardware version 14 and provides the
best performance and |atest features available in ESXi6.7.

| Upgrade Virtual Machine Compatibility | )
uon |
patibility ES3 5.0 and later (WM version 9 0 MHz
are Tools Yes WENORY ik

4 0B v

Avutostart

I # Upgrade VM Compatibility I

4 Export

» €3 Netwa L
€ Networking Quidk il

1items
.

~ @ DEVLAN_192.168.96.X
Monitor

% Editsettings
More networks F6000_25.25.70.70

&, Permissions st 05 Other 2.6.x Linux (84-bit)

cre

7 Editnotes

ol ] Rename

e
| Recenttasks

Task Unregister Bt v Initiator v Queued v Stated v Resulta v Completed v

Creaeyn g Delete a1m oot o 1205021 212519

@ Help

7 Open in a newwindow

The message Confirm VM Compatibility Upgrade is shown. Press Yes to confirm the upgrade.

! Corfirm ¥M Compatibility Upgrade

This operation changes the compatibility of your vitual
machine. Itis an irreversible operation that makes your virtual
machine incompatible with earlier versions of Vhware
software products. Make a backup copy of your virtual
machine files before proceeding. Upgrade your
compatibility?

| Yes [| No |

VM version 10 @ ESXi 5.5 and later

VM version 11 @ ESXi 6.0 and later

VM version 13 @ ESXi 6.5 and later

VM version 14 @ ESXi 6.7 and later

VM version 15 @ ESXi 6.7U2 and

VM version 17 @ ESXi 7.0 and later

VM version 18 @ ESXi 7.0U1 and

VM version 19 @ ESXi 7.0U2/U3 and later
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70.10 OpenScape Branch and SBC distribution via OVA

The OpenScape Branch is now distributed in an Open Virtual Appliance (OVA) package to simplify the deployment on a VMware installation.

This OVA contains a pre-installed, ready-to-use, software of the OpenScape Branch, with the following configuration:

HW Type Num of Ram Disk Lan IP Wan IP
CPUs memory space
OS Branch Virtual OSB 6000 8 6Gb 60Gb 10.20.30.51/24 none

Only in the first boot, the system tries to find a CD/DVD on the VM and looks for an XML configuration file. If this file is present, the system

automatically applies it.

This XML file must be one OpenScape Branch database file compatible with the version and with also desired configuration.
For example: with another LAN IP and WAN IP configuration when it is configured.

In case it is used together with OVA installation, the XML file must also be one ISO file. The OpenScape Branch XML file must be

renamed to: CDC_OSB_CONFIG.ISO

NOTE: Please do not set the parameter Power on after deployment in OVA installation if you choose the option to connect the

CD/DVD with ISO file in first boot.

! (D Edit settings - OSB_OVA (ESXi 5.5 virtual machine)

| Virtual Hardware VM Options

» @ cPu
» K Memory
? s Hard disk 1 €0

» K3 SCSI Controller 0

» Ml Network Adapter 1

m

» M Network Adapter 2

v COD/DVD Drive 1

Status

Datastore I1SO file

Connect at power on

CD/DVD Media

Controller location

» @ video Card

In V10R2 OVA, the system has 5 patrtitions.
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Connect

Connect

4 Connect

[datsstore2) CDC_OSB_CONFIG.ISO | Browse

Save Cancel
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70.11 VLAN conftiguration tor OSB VM

L2 switch ------------ ESXi Host ------------- OSBVM

Port on L2 switch configured as untagged
ESXi Host VLAN configured: None (0) ----OSB: No VLAN ID config
ESXi Host VLAN configured: All (4095) ----OSB: No VLAN ID config

Port on L2 switch configured as tagged

(e.g. vlan 197)
ESXi Host VLAN configured: 197---- OSB: No VLAN ID configured
ESXi Host VLAN configured: All (4095) ----OSB: VLAN ID 197 configured

ESXi Host Interface VLAN configuration
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IJ'_'TJ viwitch3 Properties

Forts lNetwark Adaphers ]
Part Group Properties

ConFiguration aummarsy
1t vswitch 120 Parts Metwork Label: 05B_WAN_Network
@ 0SB_WAN_Netwo.. Virtual Machine ... WLAR ID: 197

|"_j O36_WAH_Hetwork Properties

General l Security ] Traffic Shaping ] MIC Teaming
Part Group Propetties
Metwork Label: |OSB_WP.N_NetWDrk
YLAN ID (Optional): | j
Mane (0
197
Al (4095
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71 Hosted OpenScape Branch with Secured Management Network

This feature is used for customers that need a separation between management and SIP/VolP network, using a hosted solution
through IPSectunnel.

This is also a solution for customer which needs to manage OpenScape Branch located under a public network and connected to
OpenScape SBC Server.

71.1 Network Requirements

71.1.1 VPN Concentrator Options

The VPN Concentrator shall be configured to establish an IPSec tunnel to each Hosted OpenScape Branch. When creating the
VPN Concentrator IPSec tunnel, it must be taken into account that the following configuration is accepted by OpenScape Branch:
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VPN type: IPSec Strong Swan

IPSec Protocol: ESP

IPSec Mode: Tunnel

Authentication algorithms: RSA Signature or PSK

Hash Algorithm: md5, shal or sha:256

Encryption Algorithms: 3DES, AES-128 or AES-256

DH Group: 2,50r 14

IKE version 1

VPN’s Supported Features: NAT Traversal, Dead Peer Detection, Perfect Forward Secrecy (PFS),
compression

Note:

Open SSL (openVPN) is not released for this feature.

For Geo-Separated configuration, it is possible to have one secured management network for each Data Center (e.g. in the case
of more than one CMP on different networks). In this case, use one VPN Concentrator for each site.

It is suggested to use Fortinet FortiGate 1240B VPN Concentrator, although other VPN concentrator products configured in the
above configuration are also possible.

The VPN Concentrator’'s Redundancy feature is not supported at the moment.

71.1.2 Firewall

It is possible to use a Firewall Server between CMP and hosted secured network (firewall could be possibly included within the VPN
Concentrator equipment). If enabled, firewall shall be configured with the following rules to access some of the applications:

HTTPS : port 443 allowed — for management communication

FTP : port 21 and SFTP : port 22 allowed — for general file transferring, trace file transfer (OSV-TM), CDR push (Billing Server) or
software load.

HTTPS : ports 4709 and 444 — for communication with OpenScape Branch Assistant and Fault Management

HTTPS : ports 18443 and 18080 — for DLS and DCMP Server communication
Other services, if required: DHCP (ports 67 and 68), DNS (port 53), SNTP (port 123), etc.

71.1.3 Network Configuration

For the WAN connection, it is required that VPN Concentrator and OpenScape Branch have a public IP following the external public
IP routing requirements. These addresses should be routed separated from the public addresses used for VoIP, even if the sub
network has some overlaps.

The management address (Admin IP) used for the secured access to the OpenScape Branches is a private IP and should be
routed internally only. This address must be routed from the CMP (or from any other management Server within secured
management network) to the VPN concentrator of respective Data Center.

71.2 Configuration for OpenScape Branch

71.2.1 Configuring the VPN using IPSec

Create a VPN tunnel between OpenScape Branch and VPN Concentrator.

Go to OpenScape Branch Assistant > Configuration > Security and select IPSec tab. Click on the Add button to
create a VPN connection.
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Enter IPSec tunnel
name
=* Edit IPsec
Mame: AdminIP
Partner: 20,1.1.1
Partner network : 192.168.0.0
Partner netmask: 255,255.0.0
Authentication bype: lmj

Certificate profile

™ Enable Compression

VPN defaut |

V\

Enter the public IP address
of VPN Concentrator here.

Side: left |
Local network: 10,102.0,80

Local netmask: 255,255,255,255

3 Under Local Network,
: enter the Admin IP
| with Local netmask
255.255.255.255.

Secret key file: hipath

Partner network defines the network
of secured management on the
cloud side. The CMP address shall
be within this network.

™ Enable PFS Enable PFS and compression are optional,
v\ depending on the VPN concentrator

configuration.

Choose the Authentication type:
Secret -> This is the Pre-shared Key method (PSK). It is necessary to define the
secret under “Secret key file”.
X.509 -> This is for RSA signature method (X.509 certificates). It is necessary to
define a certificate profile. See configuration below.

Lancel

Note 1: For the first configuration, CMP must use the WAN address of OpenScape Branch for management. If
WAN is not possible, so a local management using the LAN address isrequired.

Note 2: The configuration of IPSec is possible over WAN interface only. Due to this, this feature is only allowed to
OpenScape Branches configured as Branch SBC or SBC-Proxy mode.
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71.3 Certificate Profile

Create a certification Profile (optional), as follows:

For Authentication type X.509 selected, it is necessary to create a VPN profile. Before the configuration of IPSec,
create a new profile under OpenScape Branch Assistant > Configuration > Security and select Certificate
Management Configuration button under General tab.

To upload customized certificates, go to General Configuration tab and Certificateupload.

&7 Certificate Management I ¢ TLS Certificates Fd
@) Certificate Management Click to add new move certificates
General Configuration Certificate Profiles Certificate expiration checking Cert|f|CateS.
| add... Delete
System TLS Certificate ; YPM default j Sel:0 | Items{Page: |200 - I | allf2
Certificate Type

Certificate creation

o q Select Upload add
certificate files

Chcert_cust_mds, pel CA Certificate

serverCA-osb-shal.ppm  CA Certificate

T serverCh, pen CA Certificate
Mamg A File: Chcerk_cusk_m - Create
servercert-osb-shal pem  %.509 Certificate
Certificate uploa servercert_cust_mdd.pem %.509 Certificate

servercert.pem ¥.509 Certificate

| upload...

Certificate download

certkey_cust_mdS.gem  Key File

serverkey-osb-shallpem  Key File

OoOoooooogoq

RN e g - -

Certificate File: Chcert_cust_mdS.pem LI | Download serverkey.pem Key File
Key File: certkey_cust_mdS.pem LI | Download
| Close
¥
¢ Certificate
A Certificate j Path: Chaose File |serverCA-co...t-shal.pem
/
It is necessary to upload the customized CA Cerificate,
X.509 and Key files. These certificates shall be also applied
to the VPN Concentrator.
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£} certificate Management

@) Certificate Management

General Configuration Certificate Profil|

Sel:0 | Ikems|Page: |2DD 'I | &ll:4

Certificate

Profile name _
SEFYICE

O5Y Solukion SIP-TLS

YPM defaulk  WPM

WPM_sha_cust VPN

OO oajn
adadaddaada

WPM_mdS_cust WPM

£ certificate profile Fq

General ¥Yalidation Renegotiation

Certificate profile name: YPM_customized
Certificate service: WPN LI

E:E Local client certificate File: | LI Show...
Local server certificate file: [ servercert_cust_mdS,pem ;l Show...
Lacal Ca File: |C.C\.cert_cust_md5.|:|em ;I Show...
Remote Ca file: | ;I Show...
Local key file: |certk.ey_cust_md5.|:uem ;l

0K Cancel

Select Certificate profile under IPSec configuration page:

Authentication tvpe: ®.509 ;I Secret key file:
Certificate profile ; WPM_rcustarmized ;l

™ Enatle COMPression

I Enable PFs

To verify the tunnel status, go to Log Files Viewer and check for System Log
Go to Management > Nodes, select Branch Office, and under Dashboard, go to Actions > Log Files.

Select log: System
2012-07-16T12: 16:09-05:00 [ warning | "AdminIP” #1:

2012-07-16T12:16:09-03:00 [warning] "AdminIP" #1:
Z012-07-16T12:16:09-03:00 [warning] "AdminIP" #1:
2012-07-16T12:16:09-03:00 [warning] "AdminIP" #1:
2012-07-16T12:16:09-03:00 [warning] "AdminIP" #1
Z012-07-16T12:16:09-03:00 [warning] "AdminIP" #1;
2012-07-16T12:16:09-03:00 [warning] "AdminIP" #1
Z012-07-16T12:16:09-03:00 [warning] "AdminIP" #2:
isakmpa#1};

2012-07-16T12:16:09-03:00 [warning] "AdminIP" #2:

initiating Main Mode

received Yendor ID payload [RFC 3947]

received Yendor ID payload [Dead Peer Detection]
enabling possible MAT-traversal with method 3

' MAT-Traversal: Result using RFC 3947 no MAT detected

Peer [0 is ID_IPW4_aDOR: '20.1.1.1°

¢ ISAKMP 54 established

initiating Quick. Mode PSK+ENCRYPT+TUMMEL+UP {using

Dead Peer Detection (RFC 3706 enabled

Z012-07-16T12:16:09-03:00 [warning] "AdminIP" #E:
<0xc4531dca}t

Tunnel name

SP==0x06f3a5da
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Add Admin IP to the WAN interface

Go to OpenScape Branch Assistant > Configuration > Network Service. Select Interface WAN (Interface2)
and Edit. Configure the IP address for management under Admin IP Address:

£ Edit Interface?

General YLAM

¥ Enabled
IP Address Mode 1: 10,100,180.80
Subnet Mask: 255,255,755.0

IP Address Mode 2

Wirkual IP address;

Admin IP Address: 10.102.0.80 *— under Local Network of IPSec.

The Admin IP Address is the same than the configured

Note: This configuration is not allowed for OSB Redundant.

Speed: | Auko j

Note: Configuration causes system restart.

71.4 Configuration for OpenScape Voice

71.5.1 Configuring Management IP for the Endpoint

To configure the management address, go to OpenScape Voice > Business Group > EndPoints and under
SIP tab, enter the Admin IP on Management Address field and save.

General SIP Attributes Aliases Routes Accounting
Transport protocal: TCP LI
Best Effort SRTP support: mﬂ
AMAT Support: mj
Idse ProwySBC Besk-Effart SRTP settings For calls ko subscribers: I
Management Address: 10,102,0.80 <— This field accepts IP or FQDN.

Verify under OpensCape Branch > Branch Office if Admin IP is being used for management.
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72 Replacing OSB Voice Prompts (Features)

OSB provides three features that use sound files:

Automatic Call Distribution Groups (ACD)
Auto Attendant (AA)
Voice Mail (VM)

By default, OSB only supports the English language for those features. All three features provide mechanism to

upload customized announcements however it is not allowed for all sound files used in the feature.
If desired to change the language used for those features, it shall be done manually.

72.1 Language File

ACD, AA and VM are OSB features executed by the Asterisk software. Many language packages for Asterisk
can be found in the internet, see http://www.voip-info.org/wiki/view/Asterisk+sound+files+international for details.

Usually the voice prompts have the same name in all languages so they can be easily replaced.

IMPORTANT: Asterisk language packages cannot be directly installed in the
OSB. The RPMs provided in the internet create a different directory structure
not used by the OSB. The files shall be replaced manually.

72.2 Directory Structure

Asterisk voice prompts are stored in the OSB in the following directory structure:

/var/lib/asterisk/sounds

/var/lib/asterisk/sounds/dictate

/var/lib/asterisk/sounds/digits

/var/lib/asterisk/sounds/silence

/var/lib/asterisk/sounds/ann (link to /opt/siemens/openbranch/var/mngmt/announcements)
/var/lib/asterisk/sounds/greet (link to /opt/siemens/openbranch/var/mngmt/greetings)
/var/lib/asterisk/sounds/vm-osb-en (link to /opt/siemens/openbranch/var/mngmt/vm-osb-en)
/var/lib/asterisk/sounds/vmgreet (link to /opt/siemens/openbranch/var/mngmt/vmgreetings)

Hearflibdazter

Marne Exk Size
[z ann
|y dickate
|y digits
{52 great
| ) silence
[52) wmgreet
{g2) vm-osb-en
Q agent-alreadyaff-simple . waw 36,278
Q agent-alreadyon, way a6, 680
Q agent-alreadyon-simple, way 36,070
Q agent-incarrect.way 78,290
Q agent-incorrect-iteral,way 74,514
Q agent-laggedaff . way 21,628
Q agent-loginok., waw 22,034
Q agent-newlocation, way 45,754
Q agent-pass.wav 45,864
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72.3 General Purpose Voice Prompts

The files under the sounds directory and in the subdirectories dictate, digits and silence are general purpose
voice prompts and cannot be changed via local GUI.

/var/lib/asterisk/sounds
/var/lib/asterisk/sounds/dictate
/var/lib/asterisk/sounds/digits
/var/lib/asterisk/sounds/silence

The voice prompts in these directories are the Asterisk default ones, excepting:

/var/lib/asterisk/sounds/agent-alreadyoff-simple.wav
/var/lib/asterisk/sounds/agent-alreadon-simple.wav
/var/lib/asterisk/sounds/agent-incorrect-literal.wav
/var/lib/asterisk/sounds/agente-user-logoff.wav
/var/lib/asterisk/sounds/queue-minute.wav

They are not found in the default Asterisk sound package. They were created based on other available English
voice prompts specially to OSB.

For other languages, these files can be also created based on other voice prompts in a specific language or
recorded according to the customer decision. The file names shall be preserved to replace them in the OSB.

72.4 ACD Announcements

Customized ACD announcements are stored under:
/opt/siemens/openbranch/var/mngmt/announcements

This directory stores the voice prompts for "queue join", "queue wait" or "agent announcement" selection.

Aopt/siemens/openbranch/var/mngmt/announcements
Mame =  Exk
.

s priv-introsaved. way
s qQueue-periodic-announce. way
e queue-thankyou, way

The default files are:
/opt/siemens/openbranch/var/mngmt/announcements/queue-periodic-announce.wav

/opt/siemens/openbranch/var/mngmt/announcements/queue-thankyou.wav
/opt/siemens/openbranch/var/mngmt/announcements/pri-introsaved.wav

New voice prompts can be copied directly to this directory or uploaded via local GUI.
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%2 ACD

_ Files
Music on hold Announcements
Mo file selected. Upload Mo file selected. Upload
MOH_metropolitana. wav - Delete queue-periodic-announce. wawv - Delete
MOHO. wav priv-introsaved. wav
queue-thankyou.wav

If desired to have the default voice prompts in other language, they can be also created based on other voice

prompts in a specific language or recorded according to the customer decision. The file names shall be
preserved to replace them in the OSB.

72.5 Auto Attendant Announcements

Customized AA announcements are stored under:
/opt/siemens/openbranch/var/mngmt/greetings

This directory stores the voice prompts for AA "Destination selection greeting", "Failure prompt", "Final
prompt", "Default destination prompt" or "Transfer prompt" selection.

Joptfsiemens/openbranchdear/mngmt/greetings
a~

Marme Ext

t. "

|| connect-to-party.wav
|| enter-num-to-callwav
|| goodbyewav

A .
|| num-not-valid.wav

| transferwav

The default files are:

/opt/siemens/openbranch/var/mngmt/greetings/goodbye.wav
/opt/siemens/openbranch/var/mngmt/greetings/transfer.wav
/opt/siemens/openbranch/var/mngmt/greetings/num-not-valid.wav
/opt/siemens/openbranch/var/mngmt/greetings/enter—-num-to-call.wav
/opt/siemens/openbranch/var/mngmt/greetings/connect-to-party.wav

New voice prompts can be copied directly to this directory or uploaded via local GUI.
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5} Auto Attendant

Announcements

Announcement files

Mo file selected,

goodbye.wav
connect-to-party.wav
num-not-valid. wav
transfer.wav
enter-num-to-call.wav

If desired to have the default ones in other language, they can be also created based on other voice prompts in
a specific language or recorded according to the customer decision. The file names shall be preserved to

replace them in the OSB.

72.6 Voice Mail Announcements

Customized VM announcements are stored under:

/opt/siemens/openbranch/var/mngmt/vmgreetings
This directory stores the voice prompts for selection of:

VoiceMail Greeting

VoiceMail Retrieve Prompt (From Own Extension)
VoiceMail Retrieve Prompt (From Other Extension)
Voicemail Retrieve Wrong PIN

Voicemail Retrieve Change PIN

VoiceMail Retrieve Change PIN failed

VoiceMail Retrieve Wrong Box Number

O O O O O O O

/opt/ziemenz/openbranchvar/mngmt e mareetings

Mame Ext ’

.

@ | vm-incorrect-mailboxoway
g vim-loginaway

g vm-mismatch.wav

@' | vm-newpassword.wav

@ | vim-password.way

Il -
|| vm-welcomewayv
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The default files are:

/opt/siemens/openbranch/var/mngmt/vm-osb-en/vm-incorrect-mailbox.wav
/opt/siemens/openbranch/var/mngmt/vm-osb-en/vm-login.wav
/var/lib/asterisk/sounds/vm-mismatch.wav
/var/lib/asterisk/sounds/vm-newpassword.wav

/opt/siemens/openbranch/var/mngmt/vm-osb-en/vm-password.wav

/opt/siemens/openbranch/var/mngmt/vmgreetings/vm-welcome.wav

New voice prompts can be copied directly to this directory or uploaded via local GUI.

=1 VoiceMail Service

Announcements

Announcement files

Mo file selected.

vm-ncorrect-mailbox. wav
vm-login, waw
vm-mismatch, wav
vm-newpassword. wav
vm-password.wav
vm-welcome, wav

VoiceMail Retrieve Prompt
VoiceMail Retrieve PIN
VoiceMail Retrieve Wrong PIN
VoiceMail Retrieve Change PIN

VoiceMail Retrieve Change PIN Failed

vm-welcome.wav El
wm-ogin.wav El
wm-ncorrect-mailbox, wav El
Wm ﬂe'n'pass'nlord.wav El

wm-mismatch. wav El

VoiceMail Retrieve Wrong Box Number | vm-ncorrect-mailbox.wav El

If desired to have the default ones in other language, they can be also created based on other voice prompts in
a specific language or recorded according to the customer decision. The file names shall be preserved to

replace them in the OSB.

72.7 Replacing files

The osb-pt_br-sounds.zip file were created based on voice prompts provided by the Disc-OS project.

(http://downloads.sourceforge.net/disc-0s/Disc-OS-Sounds-1.0-pt BR.tar.gz?use mirror=0sdn)

The files in there are organized following the OSB directory structure to make the installation easier:

/sounds
/sounds/digits
/sounds/ann
/sounds/greet
/sounds/vmgreet

/sounds/vm-osb-en

P31003-H81A0-M101-09-76A9, 22/07/2022
OpenScape Branch V10, Configuration Guide

471

OpenScape Branch V10 Configuration Guide


http://downloads.sourceforge.net/disc-os/Disc-OS-Sounds-1.0-pt_BR.tar.gz?use_mirror=osdn

72.8 Steps to Install

a) SSH to OSB using WinSCP or another tool. Ensure you have the root access to the OSB
b) Under /var/lib/asterisk/sounds/ replace the voice prompts by the ones in the sounds directory
of the zip file.

o gsounds - root@21.21.0.70 - WinsCP o m] 4

Local Mark Files Commands Session Options Remoke Help
8 - PSS @ i EaR SR Defau + = 3f ~ A=
@G @& e -5 - (0 a7 sounds =" IR IR = Rz I B

Ext

. _I
f52ann
) dickate
(T digits
[ areet
[Chsilence
Q 100000035, way @vmgreet
o 100E vy 52 vm-osh-en
Q LF . way Q agent-alreadyoff-simple. waw
o 200, way £ agent-alreadyon,way
Q Z00F waw Q agent-alreadyon-simple . way
Q 2F wav Qéagent-incurrect.wav
o 300,y £ agent-incorrect-literal way
Q 300F waw Q agent-loggedaoff way
B AN mimn [ I ey PO hd
K — ;I_I | | _'|_I
0B of 12,267 KiB in 0 of 297 0B of 11,070 KiB in 0 of 239

o F2Rename |  F4Edit 23 FS Copy 3 Fé Move (3 F7 Create Direckory 3¢ F& Delete 257 F9 Properties ] F10 Cuit

8 sFP3 @ 1omA

¢) Under/var/lib/asterisk/sounds/digits replace the voice prompts by the ones in the
sounds/digits directory of the zip file.
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oy digits - root®21.21.0.70 - WinSCP - ol =]

Local Mark Files Commands Session Options Remote  Help

S HH-HES WL 7

%, 1000, wav

£ 10000005, wary

£ 100E vy

é 11.maw Q 14 waw
é 12.wmay Q 15, wav
Q 135.maw Q 16, way
é 14.maw é 17 waw
é 15.maw Q 18, waw
é 16.maw Q 19, waw
=

17.maw Q 2.way
A AR s bl A0 s b
1] | v 1| | 3
0B of 1,907 kil in 0 of 120 0B of 1,050 KiB in 0 of 83

& FZRename | F4 Edic B FS Copy O F& Move £ F7 Create Directory 3¢ F& Delete 5 F9 Froperties W1, F10 Quit
& sfr3 B noIma

d) To replace feature specific voice prompts, do the same for:

/var/lib/asterisk/sounds/ann
/var/lib/asterisk/sounds/greet
/var/lib/asterisk/sounds/vmgreet
/var/lib/asterisk/sounds/vm-osb-en
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72.9 V9 Backup/Restore Custom Files

This procedure needs be done only once after OSB V9 release. Once installed, the modified voice prompts can
be exported and imported easily via local GUI. The files can be preserved in case of a new installation.

To export the voice prompts:

a) Go to Maintenance>Import/Export
b) Under Export section, select group Media (AA/VM/ACD/MOH)

Export

Select a configuration file: | config_30_20170523T0591054, xml LII Export H Export all

T al [T configFiles [~ Security Files

Media server languages
Custom DHCP

Custom DNS

Packet filter rules —

-
-
-
- Login Passwords
-

Kl

License -
3
c) Click on Export

d) A tar file will be generated with voice prompts used for the features

To import the voice prompts:

a) Go to Maintenance>Import/Export
b) Under Import section, select the tar file to be uploaded and press Upload
Import
Select a file to upload BO-BG01-50iA-customBackup-20170523T170619. tar [ UPload
S— S —
c) select group Media (AA/VM/ACD/MOH) and click on Import
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Import

~ Select a file to upload BO-BGO1-50iA-customBackup-20170523T17061a.tar | UPload

All Config Files Security Files

File

greetings/goodbye. wav
greetings/transfer. wav
greetings/num-not-valid. wawv
greetings/connect-to-party. wawv
greetings /enter-num-to-call. wav
musiconhold/MOHD . wav

I announcementsfgueue-thankyou.wav

4 » 4 2

Import
d) Wait for window message informing that import was done
Import done.
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