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1. Introduction

The Survivable Branch Appliance (SBA) is an application developed by Microsoft and integrated with the OpenScape
Session Border Controller (OSSBC) to enable and maintain calls between the Microsoft Teams Client and the Public

Switched Telephone Network (PSTN) in cases of internet outage.

If a client site uses Direct Routing to connect to the Microsoft Phone System, there may be internet connection disruption.
During these temporary interruptions, the "branch” at the client site loses connection to the Microsoft Cloud via Direct
Routing. However, the intranet within the site remains fully functional, allowing users to maintain their connectivity with
the PSTN.

The functionality of the Microsoft Teams Client will be limited to the following PSTN call functions:

. Making PSTN calls via local SBA/SBC with media flowing through the SBC.
. Receiving PSTN calls via local SBA/SBC with media flowing through the SBC.
. Hold and Resume of PSTN calls.

No other Microsoft Teams Client features will be available. For more information on the functionality of the SBA

appliance, please refer to the official Microsoft page SBA for Direct Routing. For additional information on Direct Routing,

please refer to the official Microsoft pages Plan Direct Routing and Configure Direct Routing.

Important: This system does not work if the user uses the Teams Client via the web.

1.1. About this Guide

This installation guide outlines the SBA, covering the installation on a Windows Server and the essential configurations
in Azure Active Directory, in the SBA Application, in the Direct Routing SBA, and the necessary settings in the SBC. For

the setup requirements, please refer to 1.2. Setup Requirements.

The following abbreviations are used in this guide:

Abbreviation Meaning

SBA Survivable Branch Appliance

SBA Server | Survivable Branch Appliance application on the Windows Server
DR SBA Direct Routing Survivable Branch Appliance

Intended audience

It is intended for users familiar with installing and upgrading a Microsoft Windows Server. This familiarity should include

downloading and installing additional packages for this guide.

1.2. Setup Requirements

Before installing the SBA, ensure that your system meets the following requirements:

1. Operating System

The SBA requires a machine running Windows Server.

Supported versions include Windows Server 2022 Standard.
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2. Hardware Compatibility:

The SBA can be installed on either physical hardware or a virtual machine (VM).

Note: For optimal performance and compatibility, it is highly recommended to use the OpenScape Kontron
550 hardware with Windows Server 2022 Standard.

3. Supported Microsoft Teams Clients:

The SBA is supported only for the following Microsoft Teams clients:

e Teams Windows desktop

e Teams MacOS desktop
The SBA also has usage restrictions due to its reliance on 24-hour validity authentication tokens. It can support outages

for up to 24 hours from the last token renewal. For more information, please refer to the official Microsoft page SBA for

Direct Routing.

A31003-S53B0-M100-02-76A9, 07/2024
OpenScape SBC V11 with Survivable Branch Appliance (SBA), Installation Guide


https://learn.microsoft.com/en-us/microsoftteams/direct-routing-survivable-branch-appliance
https://learn.microsoft.com/en-us/microsoftteams/direct-routing-survivable-branch-appliance

2. Configuring SBA on Windows Server

Certain configurations are necessary to ensure a successful SBA installation and smooth integration.

2.1 Microsoft configurations

Microsoft requires the following configurations:

Direct Routing SBC Configuration: Ensure that the DR SBC is set to "Media Bypass".

1. Go to the Microsoft Teams admin center - Voice - Direct Routing - SBC Settings.
2. Edit the SBC to activate “Media bypass” on the Location based routing and media optimization
session.

[ )

TLS 1.2: Enable TLS 1.2 on the server to ensure secure communication on SBA Server.

Firewall Port Settings: Allow the following TCP ports in your firewall settings, related to SBA Server:
e 3443

o 4444
e 8443
e 443

Also, ensure that UDP port 123 is allowed.

SBC Port: Allow port 5061 or the port configured on the SBC for SBA communication.
Additionally, ensure that both the Windows Server and the firewall have been appropriately configured. Refer to the

Table 1 below for a summarized overview of the necessary firewall configurations.

Income TCP MS Teams DR-SBA Any 3443
Clients

Income TCP MS Teams DR-SBA Any 4444
Clients

Income TCP MS Teams DR-SBA Any 8443
Clients

Outgoing HTTPS SBA Azure Ips Any 443

Outgoing TCP SBA SBC Any 5061 (See SBC)

A31003-S53B0-M100-02-76A9, 07/2024
OpenScape SBC V11 with Survivable Branch Appliance (SBA), Installation Guide


https://admin.teams.microsoft.com/

Outgoing HTTPS SBC

DR-SBA

Any

5061

Table 1 Firewall configurations

3. Installing SBA Binary

The installation of the SBA application is completed by the "run installer" method. After transferring the SBA installer

package to the Windows server, proceed by clicking "Next" until the installation procedure is finished. If needed, there

is an option available to modify the SBA installation directory. For reference, Figure 1 provides a screenshot illustrating

one of the steps within this process.

Note: The SBA application will be provided by Unify.

»

MS Teams Sba [=1o .
Installation Complete
MS Teams Sha hat been s corshly et aled
Chek "Close™ o sl
Please we Wirdows Update 10 chech b ary ot sl updates 1o e NET Frameveod.

Figure 1 Succesful installation of the MS Teams Sbha

After completing the installation, verify if the service is running as shown in Figure 2. If it's not running, make sure to

check if all the necessary components are installed.

1% Task Manager
File Options View

Processes Performance Users Details Services

Name G PID Description
Ksve Geolocation Service
LicenseManager 1124 Windows License Manager Service
litdsve Link-Layer Topology Discovery Mapper
Imhosts 1192 TCP/IP NetBIOS Helper
LSM 776 Local Session Manager
MapsBroker Downloaded Maps Manager
McpManagementService McpManagementService

7 Microsoft Teams SBA 7524 Microsoft Teams SBA
MicrosoftEdgeElevationService Microsoft Edge Elevation Service (Micr...
mpssvec 2344  Windows Defender Firewall

Status

Stopped
Running
Stopped
Running
Running
Stopped
Stopped

'Running

Stopped
Running

Group

netsvcs

LocalService

LocalService
LocalServiceNetworkRestricted
DcomLaunch

NetworkService

McpManagementServiceGroup

LocalServiceNoNetworkFirewall

Figure 2 MS Teams Sba: confirmation of succesful installation

After the binary installation, check the DNS resolution and certificate inclusion configurations. Please refer to chapters

3.1 DNS resolution and 3.2 Certificate Requirements.
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3.1 DNS resolution

To ensure proper setup and use the SBA Server, it is necessary to establish a Fully Qualified Domain Name (FQDN).

This FQDN can be either public or private.

Hint: In case of communication loss, the FQDN of the DR SBC will not resolve because there will not be
an external DNS server available to the SBA Server. To address this issue, you need to edit the Windows
Server host file and add the FQDN of the SBC for local resolution. The file path is:
C:\Windows\System32\drivers\etc

_| hosts - Notepad - a x

File Edit Format View Help
# Copyright (c) 1993-2009 Microsoft Corp
#

# This is a sample HOSTS file used by Microsoft TCP/IP for windows.

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol

#

# For example:

102.54.94.97 rhino.acme.com # source server
38.25.63.10 X.acme.com # x client host

#HoH

# localhost name resolution is handled within DNS itself.

# 127.0.0.1 localhost
# il localhost
192.168.158.228 sip.ossbc.com.br

Ln 22, Col 41 100%  Windows (CRLF) UTF-8

Figure 3 Windows Server host file

3.2 Certificate Requirements

A certificate is necessary for TLS negotiation between the SBC and the Teams client. To align with Microsoft's

requirements, make sure that the certificate adheres to the following criteria:
1. Assign the Certificate to both SBC and SBA: The certificate should be assigned to the SBC and the SBA.
2. Public or Private: The certificate can be either public or private.

3. Include the SBA's FQDN: The Fully Qualified Domain Name (FQDN) of the SBA must be present in the common
name (CN) or Subject Alternative Name (SAN) of the TLS certificate.

3.2.1 Certificate Installation
To install the certificate and ensure a successful installation for secure communication between the SBC and the Client

Teams, follow the steps below:
Step 1: Import the Certificate
Import the certificate into the Windows Server Certificate Store:

e Click on the Start button and then select Run.

e Enter certmgr.msc by navigating to Console Root - Certificates (Local Computer) - Personal - Certificates
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¢ Right-click to open the context menu, select All tasks, and then Import.

ﬁ ConsoleT - [Console Root\Certificates (Local Computer)\PersonaltCertificates]

@ File Action View Favorites Window Help
= 2E 0 Bz HME
{1 Console Root Friendly Name Issued To Issued By Expiration Date  Intended Purposes
+ ¥ Certificates (Local Computen SBA 25" ossbccombr R3 11/19/2023 Server Authentication
~ [ Personal
| Certificates
« [ Trusted Root Certification Authoritie
] Certificates
|| Enterprise Trust

Figure 4 Console Root: Certificates

Step 2: Import the Root CA Certificate

Import the Root CA Certificate from the Certificate Signaling Authority that signs the certificate. This Root CA Certificate

should be in the Trusted Root Certificate Authorities location.

[& Console1 - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates]
ﬁ File Action Favorites Window Help

e 2R L8 XE = BE

View

[ Console Root Friendly Name Issued To Issued By

v G Certificates (Local Computen) Microsoft Timestamp Root 5 Copyright (c) 1997 Microsoft Corp. Copyright (¢) 19..
i Perrscnenalfr Microsoft Autt Root S Mi Authenticodk Root Autherity Microsoft Auth...

- Certificates || VeriSign Time Stamping CA [3/NO UABILITY ACCEPTED, (c)97 VeriSign, Inc. NO LABILITY A.

v [2] Trusted Root Certification Authoritie - N
| Certificat Microsoft Root Authority 53l Microsoft Root Authority Microsoft Root ...
ificates

e Thawte Timestamping CA 55 Thawte Timestamping CA Thawte Timesta..
+ [ Intermediate Certification Authoritie Microsoft Root Certificate Authority 5 Microsoft Root Certificate Authority Microsoft Root ...

[ Certificate Revocation List DST Root CA X3 [55] DST Root CA X3 DST Root CAX3
3 Certificates DigiCert Baltimore Root 5 Baltimore CyberTrust Root Baltimore Cybe..

SBA-R3-CA ISRG Root X1

v [ Trusted Publishers

Figure 5 Console Root: Trusted Root Certificate Authorities
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Expiration Date
12/30/1999
12/31/1999
1/7/2004
12/31/2020
12/31/2020
5/9/2021
9/30/2021
5/12/2025
9/15/2025

Intended Purposes
Time Stamping
Secure Email, Code Sig
Time Stamping

<All>

Time Stamping

<All>

Client Authentication,
Client Authentication,
Client Authentication,




4.Configuring the Azure Active Directory SBA
Application

To ensure the SBA can access data from Microsoft 365, it must be registered in Azure Active Directory. It's important to
note that only one application registration is needed to cover all SBAs within a tenant. To complete this registration and

configure the DR SBA, the following information is required:

Application Name: Any name of your choice.
Supported Account Types: Account in this organizational directory only.
Web Redirect URI: https://login.microsoftonline.com/common/oauth2/nativeclient

Implicit Grant Tokens: Access tokens and ID tokens.

o M w b

API Permissions: Skype and Teams Tenant Admin:

e Access -> Application Permissions -> application_access_custom_sba_appliance

6. Client Secret: You can use any description and set expiration.

Note: Please make sure to save the Application ID (Client) and Client Secret, as they will be used in the
application configuration.

e Follow the steps outlined below to register and configure the SBA using the Azure portal:

https://portal.azure.com.

Step 1: Register an application

e

Register an application

Figure 6 App Registration
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Step 2: Define Implicit Grant Tokens

) SBAT1 | Authentication =

o integration assistant

Manage

B Branding & properties
2 e

¥ Certificates & secrets

| Token configuration
API permissions
Expose an API

App roles

Owners.

Roles and administrators

B R P

Manifest
Support + Troubleshooting
£ Troubleshooting

& New support request

£ search ] « AP Got feedback?
s https//login th
& Quickstart

Add UR!

Front-channel logout URL

This is where we send 2 request to have the application clear the user's session data. This is required for single sign-out to

work correctly.

[ e.g. httpsy//example.com/logout

v]

Implicit grant and hybrid flows

Request a token directly from the

if the

has a single-page architecture (SPA) and

doesn't use the authorization code flow, or if it invokes a web API via Javascript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about

tokens.

elect the tokens you would like to be issued by the authorization endpoint:

Access tokens (used for implicit flows)
1D tokens (used for implicit and hybrid flows)

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (MSFT only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

Figure 7 Grant Tokens selection

Step 3: Define API Permissions

P Search
B Overview
& Quickstart

& integration assistant

Manage

B prancing & propertes
D Authenscation

T Certifcates & secrets
N Token configuration
# API permissions

@ Bxpose an AP

W App roles

& Ownerss

o SBA1| APl permissions 2

O retesh | A Got feacback?

© The "Admun consent requred” comema Shows The Setaut vt 3¢ an CQIRCILON. HOwEWEY, ULeY CONYENt CAn be CUSOMEG e PETTIOR. wier. O 40P, Tha cokmm may nGt refiect the

Configured permissions

ate authorized 1o call APts when they are granted permissions Dy users/admins 25 part of the consent process. The kst of configured permissions should include

il the permissions the apphication needs. Learm more about permissions and consent

+ Add 2 permission Grant admin consent for MSFT

AP1 / Permissions name Type Description

V Microroht Graph (¥

User Rasd

Delegated  Sign in and read user profile

sppication access_custom sbe_ Application  Permission for Sunivable Branch Appliance (SBA) only

Admin consent requ... Status

No © Granted for MSFT

Yes © Granted for MSFT

Figure 8 API Permissions
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Step 4: Create the Client Secret

¢ SBA1| Certificates & secrets =

Search 27 Got feedback?
! Overview
» Quickstart Credentials enable confidential apphcations to identrdy themselves to the Juthenticaton senice when recening tokens at 3 web addressable location (using an HTTPS

scheme). For 3 higher level of assurance. we recommend using a certificate (instead of a chent secret) as a credential
’ integration assistant

tanage
@ opicaton regataton cethcater secrets and federsted credentias can be found in the tabs below

¥ Sranding & properties

) Authentication Certificates (0)  Chent secrets (1) Federated credentials (0)

Cartificates & secrets
A secret string that the application uses 10 prove s iIentity when requesting 2 token. Also can be referred 10 as apphcation password.
! Token configuration
* API permissions + New chent secret
b Expose an API Description Expires. Value Secret 10
§iogp s savaos ey I - ¢
Figure 9 Client Secret creation
After completing these steps, the overview screen will be as shown in Figure 10:

B SBA1 #

Search B Oelete & tncponts 3 Prevew features
b Overview

A Essentials

4 Quickstart
& Ousplay name 58A1 Chent credentialy Qcertificate ) secret

e . e— L 2500 0 b
tansge obea0 [ ‘sfcmoaoUn 3 Mk 0\m
g o popias orecayceeano [ Managed sppication i L. : S8A1
b sidiiin Supported account types : My organgation only

Figure 10 Overview screen
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5.Configuring Direct Routing SBA

SBAs and the branch survivability policies need to be created using PowerShell Teams cmdlet for Teams and
subsequently assigned to Teams users. This configuration is essential for informing the Teams client about the

availability of SBAs at each branch.

To perform these tasks, you will require several PowerShell libraries, which can be installed using the following

commands:
> Install-Module -Name PowerShellGet -Force -AllowClobber
> Install-Module -Name MicrosoftTeams -Force -AllowClobber
The settings must be made according to the following steps:
Step 1: Create the SBAs

e Command: New-CsTeamsSurvivableBranchAppliance
e Parameters:

o -Fqgdn: SBA FQDN

o -Description: SBA Description

Example:

> New-CsTeamsSurvivableBranchAppliance -Fgdn sbal.ossbc.com.br -Description "SBA 1"
Identity: shal.ossbc.com.br

Fgdn: sbal.ossbc.com.br

Site:

Description: SBA 1

Step 2: Create the Teams Branch Survival Policy

e Command: New-CsTeamsSurvivableBranchAppliancePolicy
e Parameters:

o -ldentity: Policy Identity
o -Fqgdn: SBA FQDN

Example:

> New-CsTeamsSurvivableBranchAppliancePolicy -Identity CPH -BranchApplianceFqdns "sbal.ossbc.com.br"
Identity: Tag:CPH
BranchApplianceFqdns: {sbal.ossbc.com.br}
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Step 3: Assign a Policy to a User

e Command: Grant-CsTeamsSurvivableBranchAppliancePolicy
e Parameters:

o -PolicyName: Policy Identity
o -ldentity: Teams user

Example:
> Grant-CsTeamsSurvivableBranchAppliancePolicy -PolicyName CPH -Identity sbc01@8Irpr0.onmicrosoft.com

For more detailed commands and information, please refer to the official Microsoft page SBA for Direct Routing.
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6.Configuring the SBA Application

After completing the preceding steps, the basic SBA configuration will be completed. At this point, please confirm that
the SBA Server is up and running. The SBA Application configuration is achieved through an API, and a client is required
to execute the commands. One example of a REST API client is the Postman program.

The Postman is available on the page: https://www.postman.com/downloads/

The commands use the PUT or GET to send or receive the configuration parameters to/from the SBA Application. The
200 OK and 202 OK Accepted are the successful response messages.

The SBA Application uses port 8443 for HTTPS communication. When using POSTMAN, ensure that your client
certificate is included in the application's settings.

SETTINGS X
General Themes Shortcuts Data Add-ons Certificates Proxy Update About

CA Certificates OFF

The file should consist of one or more trusted certificates in PEM format.

Client Certificates Add Certificate

Add and manage SSL certificates on a per domain basis. Learn more about working_ with certificates »

Host sbhal.ossbc.com.br:8443 Remove
CRT file /C:/Users/Administrator/Desktop/SBA/server1_ossbc.com.br.crt
KEY file /C:/Users/Administrator/Desktop/SBA/key1_ossbc.com.br.key

When querying the HTTPS API, use the FQDN:PORT or IP:PORT combination in the URI address.

The APl command list is as follows:

e GET http://localhost:8081/api/vl/diagnostics/state
o Method: GET

Provides the SBA state. The initial state is “waiting initial parameters” and after the configuration, the state is

“* ”
ready
GET ~ http://localhost:8081/api/vi/diagnostics/state
Body
® none form-data x-www -form-urlencoded raw bir
ody Cookies e 1
Pretty Raw Preview Visualize JSON =
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http://localhost:8081/api/v1/diagnostics/state

e PUT http://localhost:8081/api/vl/diagnostics/configurations/basic
o Method: PUT and GET

o Parameters:

= serverCertificateCommonName: SBA Certificate commom name.
= clientCertificateThumbprints: SBC Certificate Thumbprint
= |ocalSipIPAdress: SBA IP address

Provides the basic configuration to SBA.

PUT v http://localhost:8081/api/v1/diagnostics/configurations/basic

Params Authorization Headers (8) Body e Pre-request Script Tests ® Settings
none form-data x-www-form-urlencoded ® raw binary GraphQL JSON v
i g
2 "serverCertificateCommonName®: “"*.ossbc.com.bx”,
3 "clientCexrtificateThumbprints": ["af23f63a6f038c4c7¢488f7063c0493fb2de5488"],
4 "localSipIPAddress”: “192.168.158.230°
5 §

lody Cookies Headers (4) Test Results (1/1)

Pretty Raw Preview Visualize JSON v =
1
2 "serverCertificateCommonName”: "*.ossbc.com.br",
3 "clientCertificateThumbprints”: [
4 "af23f63a6f038c4c7¢c488£7063c0493fb2de5488"
1,
6 "localSipIPAddress": "192.168.158.230"

<
)

e PUT https://192.168.158.230:8443/api/v1/configurations/general
o Method: PUT and GET
o Parameters:
o identity: SBA FQDN configured on DR SBA

o tenant: Identity of your Tenant

o logger:
= directory: SBA Log directory
= level: SBA log level:
e Critical, Error, Warning, Information, Debug, Trace, None.
= maxArchiveFiles: Log file range: 24-10000

Provides the configuration to SBA.
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https://192.168.158.230:8443/api/v1/configurations/general

PUT v https://192.168.158.230:8443/api/v1/configurations/general

Params Authorization Headers (8) Body e Pre-request Script Tests Settings @

&

@ none @ form-data @ x-www-form-urlencoded ® raw @ binary @ GraphQL JSON v

4
“identity": "“sbal.ossbc.com.br",
"loggexr”: {
"directory": "C:\\SBA\\logs",
“level”: "Debug",
“maxArchiveFiles": 720

O 00 NS WN R

e PUT https://sbal.ossbc.com.br/api/vl/configurations/secure
o Method: PUT

e Parameters:
o applicationld: The application ID (client)
o appSecret: The Client Secret from DR SBA

Provides security information to SBA and is necessary for the tenant information synchronization.

PUT v https://sbal.ossbc.com.br:8443/api/v1/configurations/secure

Params Authorization Headers (8) Body @ Pre-request Script Tests Settings @

@ none @ form-data @ x-www-form-urlencoded ® raw @ binary @ GraphQL JSON v

i

z

HE WU NP

After the SBA configuration, the MS Teams service should be restarted.
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7.Configuring the OpenScape SBC

The SBA configuration on the SBC must be done by enabling SBA in the SIP Service Provider Profile GUI.

Sl ® Select OK to temporarily store changes. Make your chang
resturcs
Srhir oo it
> Alarms @ “hosly Changes
» Maintenance _:“

Enable Remote Subscribers Configure ‘ =

—_— Remce ey
Enable Remote Endpoints Configure I‘ i
e | s
Row. Nome|  RessEIOen
1 TeamsOzud L

Enable SBA for MSTEAMS

Certificate profile Teams_Cert_Profile v
1P address sbal.ossbc.com.br
Port 5061

OSSBC V11, SBC MS Direct Routing, and MS SBA licenses are required to enable the SBA Feature.
| oo |

License Version |11 SIEL ID SID:yy 0000000000

License type Stand Alone Time till license expires | 315 days
Stand alone license file:

Escolher arquivo | Nenhum arquive escolhido  |Upload

[ Refresh from License Server I

License type| License configured | Licenses usage (peak) ‘ Days till license expires
0SS Base 1 1 315 days ~
Redundancy 1 0 315 days
SBC sessions 1000 3 315 days
Registered Lines 1 0 315 days
SBC MS Direct Routing 1 1 315 days
MS SBA 1 0 315 days
UD Routing 1 0 315 days
U0 SBA 1 0 315days 7
4 »

The following parameters must be informed:

 Certificate profile: the certificate must be the same as the one added on the SBA Server. It is recommended to
use a specific certificate for the SBA.

e |IP address: the IP or FQDN of the SBA Server. It is highly recommended to use the FQDN

o Port: by default, SBA uses port 5061
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Enable SBA for MSTEAMS
Certificate profile | Teams_Cert_Profile v

IF address sbal.ossbc.com.br

Port 5061

7.2 Additional Information:
The SBC uses the fork mechanism to send SIP messages to the SBA. Therefore, for the correct feature function,

the MS Teams endpoints must be configured as follows:

1. The endpoint audit must be disabled when using SBA.

2. In BYQOT, the endpoint connection check must be disabled.
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