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Introduction 1

Microsoft is disabling the basic authentication method for MiVoice Connect starting October
2022 and thereafter will use only modern authentication methods. MiVoice Connect will use
Oauth2 for integrating with Microsoft Office 365 services starting from Release 19.3 SP1.
With Oauth2, there will be a separate Identity Platform (IdP) to authenticate the users of
Microsoft services. The IdP used for Microsoft Office 365 integration will be Azure AD. To
have Complete Modern Authentication Flow working in deployment, it requires Azure AD

to trust Microsoft Office 365 service and also Azure to know Application which is using the
Microsoft services. Application Registration with Azure AD addresses both these tasks and is
explained in Azure AD application registration of this document.

As part of the Application Registration, Application ID, Redirect Uri, and Tenant ID will be
generated by Azure AD. These field values must be noted.

0 Note:

MiVoice Connect requires registering the application as public client in "console application
mode. The steps explained in this document are only for registering the MiVC application
in console application mode. It is assumed that the MiVoice Connect Administrator has
Azure AD admin access to execute the steps explained in this document.
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AZURE AD APPLICATION 2
REGISTRATION

Following is the procedure for registering the MiVoice Connect Application with Azure AD.

1. Open a browser and navigate to the Azure Active Directory admin center and log in as an
admin. In the page that opens, click New Registration.

2. Select Azure Active Directory in the left navigation pane, click Manage > App
registrations.

3. Select New registration.

Anare Artie Dureciney S0men o el

g Mitel Communications Private Limited | App régistrations &

B Abwotr Ratear Doopiiny
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https://aad.portal.azure.com/

AZURE AD APPLICATION REGISTRATION

4. On the Register an application page, set the values as follows:

a. Specify a Name for your app.

b. b. In the Supported account types field, select Accounts in this organizational
directory only (Mitel Networks Corporation only - Single tenant).

c. Under Redirect URI (optional), do the following:

i. In the Select a platform field, select Public client/native (mobile & desktop) from
the drop-down list.

ii. Enter the IP address or the FQDN of Server/ClientOauth in the text box.

o) ConnectClient1 | Authentication =

[ 2 searcn | « A7 Got feedback?

A Redirect URIs

. Overview

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating users. The redirect URI you send in the

Quickstart request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their restrictions '

#" Integration assistant } X
[[] https://login.microsoftonline.com/common/oauth2/nativeclient [

Manage D https://login.live.com/oauth20_desktop.srf (LiveSDK) [y

f2 Branding & properties D msal4478d65c-ffd6-463f-8d37-63ab9ecb80f2://auth (MSAL only) |E

D Authentication https://10.211.126.218/clientoauth/ 0]
Certificates & secrets https://raybaumhq.mivcblr.com/ClientOauth Tii

1l Token configuration https://10211.44.167/ClientOauth il

- APl permissions https://10.211.126.200/ClientOAuth/ @

@ Expose an API
App roles Add URI

&2 Owners

al. Roles and administrators

Supported account types

Bl Manifest
Who can use this application or access this API?

Support + Troubleshooting

&2 Troubleshooting

6 Note:

The Microsoft Azure portal supports only https while using redirect URLs. The use
of http is not permitted.
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AZURE AD APPLICATION REGISTRATION

5. Click Register.

Azure Active Directory admin center {

Dashboard > cauthnpm

Ei} Dashboard Register an application

= All services

J FAVORITES The user-facing display name for this application (this can be changed later).
B Azure Active Directory npm

& Users

. Enterprise applications Supported account types

Wha can use this application or access this API?

@ Accounts in this organizational directory only (cauthnpm only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory {Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Public client/native {mobile ... ] | https://login.microsoftonline.com/common/oauth2/nativeclient v I

By proceeding, you agree to the M

ft Platform Policies =

6. From the next page, copy the values of the Application (client) ID and Directory (tenant)
ID and save them, you will need them for Office365 OAuth authentication.

Home >
gz oipdev # X
=
‘ P Search ‘ « il Delete & Endpoints Preview features
- . "
8 Overview
\ Essentials
& Quickstart
Display name Client credentials
#" Integration assistant oipdev 0 certificate, 1 secret
Application (client) ID Redirect URIs
Manage d6504815-f19a-4f13-bc21-1bba8f75df61 0 web, 0 spa, 1 public client
B2 Branding & properties Object ID Application ID URI
dd42879e-7c0d-44a2-bc68-9209a9678ca4 Add an Application ID URI
9 Authentication v o X
Directory (tenant) ID Managed application in local directory
Certificates & secrets 9613561e-06{7-495¢-8315-e6a2670c04cc [ oipdev
Il Token configuration Supponec.j ac.coum ypes
My organization only
- APl permissions
@ Expose an API o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue

to provide technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft

. Authentication Library (MSAL) and Microsoft Graph. Learn more
f4 App roles

& Owners .
Get Started  Documentation

. Roles and administrators

Be
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AZURE AD APPLICATION REGISTRATION

7. Go to Azure portal and click APl permissions.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Mitel Communications Private Limited | App registrations > cipdev

- oipdev | APl permissions = - X

£ Search & ) Refresh A7 Got feedback?

B Branding & properties

e o
D Authentication @ The “Admin consent required” column shaws the default value for an organization. However, user consent can be customized per permission, user, or app. This column

. may not reflect the value in your organization, or in organizations where this app will be used. Learmn more
Certificates & secrets

Token configuration

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should
@ Expose an API include all the permissions the application needs. Learn more about permissions and consent

FL Approles -+ Add a permission ~” Grant admin consent for Mitel Communications Private Limited
Owners

API / Permissions name Type Description Admin consent req...  Status

F
&, Roles and administrators “Microsaft Graph (1)
I Manifest User Read Delegated  Sign in and read user profile No o

Support + Troubleshooting

&2 Troubleshooting To view and manage permissions and user consent, try Enterprise applications.

& New support request v

8. Click Add a permission. The Request API permissions page opens.

Azure Active Directory admin center

b e = npm | APl permissions  #
= Al pervces
W FAVDRITES App ) metresh 7 Gon feedback?
B Azue Active Direciory B Overview
A Cenfigured permissions
ot Manage

Applicatiors are authorized 1o call AR5 when they ane granbed permissions by users/admirs a5 paet of the consent process
permistacns should inchade all the permittions the application needs. Learm more 3bout permissions and consent

H enterprise applications

B enanding

Cortificates & secrety T Add a permission |+ Grant adman consent for aauthnpm

# AP parmissicns AP/ Permisikons Type Dedcription Admin condent feq Siatus
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AZURE AD APPLICATION REGISTRATION

9. In the Request API permissions page, select Microsoft Graph.

adminm center

ORI - DN Request APl permissions
B Daphbog e |
Do s npm | APl permission
= atservces Select an AP
o AETES §
.4 Micresoft APl APl my organization uses My APls
B Azuee Active Direclory B cveniew
" Yie
A e Commoanhy used Microsofl AFls
Manige
B trterprise sppications s Micresoft Graph
rm
- By Taioe nchantage of the tremendous amount of data n Office 363, Enterprise Mandity = Seceity, snd Windows 10
. Zooeid Erure AD, Bzl imtue, OutivairEumange, Onelrve, ChEhane SREFEPS, PUsner B7a moce Srauy™a
Cartificabes & seorets singie aacipeint
WP PRI
e xpode an AP
™ —— ) Aaues Rights Mansgement ks Expsrt Sewrvicn dor
ad N BB services Sy, Aaure Service Mansgemen Mkcrsoht Dynasnics 365
E Owners Elkzes vaRARIEH LLEF 12 AE 5K mLE FIOORAATRELE BEELD B Fuidh o the ety s evee Mserinlt Dyvibsvoct
gritected Eortert Sunchanilty iea bl B sugh B dire
10. Click Delegated permissions.
— Microsoft Azure 2 Search resources, services, and docs (G+/)
Home > App registrations > oipdev Request API permissions Y
- oipdev | API permissions =
CAll APIs 2
2 Search & () Refresh =l @ Microsoft Graph
o https://graph.microsoftcom/ Docs of
# i A\ You are editing per  What type of permissions does your application require?
& Quickstart
Delegated permissicons Application permissions
#" Integration assistant Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
o The *Adwmiin consey signed-in user.
Manage may not reflect the
B2 Branding & properties Select permissions expand all

o Configured permissi
2 Authentication T | O Start typing a permission to filter these results
Applications are authori:

Certificates & secrets include all the permissio
ill Token configuration @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
+ Adda permission permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be
- AP| permissions used. Learn more

API / Permissions nam
& Expose an API
No permissions added
L Approles

£ Owners

Add permissions Discard

Other permissions g

ate Roles and administrators
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AZURE AD APPLICATION REGISTRATION

11. Under Permission, do the following:

a. Under Calendars, select the following options:

+ Calendars.Read

+ Calendars.Read.Shared

« Calendars.ReadWrite

+ Calendars.ReadWrite.Shared

Request APl permissions

Select permissions

2 calendar

Permission

/' Calendars (4)
Calendars.Read (O
Read user calendars

Calendars.Read.Shared @

Read user and shared calendars

Calendars.ReadWrite (O

Have full access to user calendars

Calendars.ReadWrite.Shared @

Read and write user and shared calendars

| Add permissions

b. Under Contacts, select the following options:

+ Contacts.Read

+ Contacts.Read.Shared

+ Contacts.ReadWrite

« Contacts.ReadWrite.Shared

c. Under OrgContact, select the OrgContact.Read.All option.

expand all

Admin consent required

No

No

No
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AZURE AD APPLICATION REGISTRATION

Request API permissions

Permission Admin consent required

N/ Contacts (4)

Contacts.Read

No
Read user contacts
Contacts.Read.Shared ©

No
Read user and shared contacts
Contacts.ReadWrite (O

No
Have full access to user contacts

Contacts.ReadWrite.Shared @ N

o

Read and write user and shared contacts

' OrgContact (1)
OrgContact.Read.All ©

? Yes

Read organizational contacts

d. Under People, select the following options:

* People.Read
* People.Read.All
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AZURE AD APPLICATION REGISTRATION

Request APl permissions

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all
P people X
Permission Admin consent required
' People (2)

People.Read (D

No

Read users' relevant people lists

Yes

People.Read All @
Read all users' relevant people lists

Add permissions

e. Under EWS, select the EWS.AccessAsUser.All option.
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AZURE AD APPLICATION REGISTRATION

Request API permissions X

@ Microsoft Graph
https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all
| L ews X
Permission Admin consent required
OEWS (1)
E EWS.AccessAsUser All N
o
Access mailboxes as the signed-in user via Exchange Web Services
12. Click Add permissions The Configured permissions page opens.
13. Click Grant admin consent for oauthnpm.
| ~ App | % 'C_) Refresh 7 Got feedback?
B overview } o
Configured permissions
Manage Applications are authorized to call APIs when they are granted permissions by users,
permissions should include all the permissions the application needs. Learn more at

B eranding

Certificates & secrats + Add a permission l Grant admin consent for oauthnpm l
== AP| permissions APl / Permissions n... Type Description
(=Y Expose an APl “ Microsoft Graph (3)
& App roles | Preview Mail Read Application Read mail in all mailboxes
. owners Mail. ReadWrite Application Read and write mail in all mailboxes
M Manifest Mail.Send Application  Send mail as any user
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AZURE AD APPLICATION REGISTRATION

14. Click Yes to complete the application registration for Office 365.

ihiboand » npm

! Dashboard .

5 npm | APl permissions  #
= Al senvices
. FAVGRETS 1 Seaech §Ctrl+) & () rekresh T Gotfeedback
B Azure Active Directory B e «

Do you want to grant consent far the requested permissions far all accounts in aauthnpe? This will update any existing admir

& Users & Quickstart recards this appication already has to match what is Isted below.,
B enerpse sppcatins # Integation asistart = T

Manage plirln:-ssszsﬁir'u:..ld include all the perm: ﬁm;ﬂ":- ap;?cah:r r\eeu:& Leam 'rV- a:-r:.l |:LZ':'!'|E;:!'<. and consent '

B eandng

+ Addapermission ' Geant admin consert for cauthnpem

D authentication

AR f Pemissions ... Type Desaription Admin consent req...  Stabs

Certificates & secrets
" o Moot Gragh (1)
I Token confipuration
Wi Fead Applcation  Read mail in 3l mailboxes Ve i Mot graed fer cact

4 APl permissions

15. The following page appears after permission is granted for the selected configurations.

Home > App registrations > ocipdev

- oipdev | APl permissions = - P
O Search @ () Refresh A7 Got feedback?
. ~
B Overview 0 Successfully granted admin consent for the requested permissions.,
& Quickstart
# Integration assistant - Add a permission " Grant admin consent for Mitel Communications Private Limited
Manage APl / Permissions name Type Description Admin consent req...  Status
“Microsoft Graph (13) ser

B Branding & properties

Granted for Mitel Co e
3 Authentication Calendars. Read Delegated  Read user calendars Ne @ Grante itel Com__

Citificiites B sucints Calendars.Read Shared Delegated  Read user and shared calendars No @ Granted for Mitel Com__ ++
1l Token configuration Calendars ReadWri Delegated  Have full access to user calendars No © Granted for Mitel Com__ =+=
5 APl permissions Calendars ReadWrite Shared  Delegated  Read and write user and shared calendars No @ Granted for Mitel Com_ +=»
& Expose an API Contacts.Read Delegated ~ Read user contacts Mo @ Granted for Mitel Com e«
B Approles Contacts.Read.Shared Delegated  Read user and shared contacts Mo @ Granted for Mitel Com ===
2 Owners Contacts.ReadWri Delegated  Have full access to user contacts No @ Granted for Mitel Com__ «o»
2. Roles and administrators Contacts ReadWriteShared  Delegated  Read and write user and shared contacts No @ Granted for Mitel Com__ =+

> —
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16. The values of the following fields will be required to be filled in the Additional Parameters
page to configure D2 in MiVoice Connect:

* Tenant-ID (generated in Step-6)
» Application-ID (generated in Step-6)

* Redirect-URI (use the same Redirect URI that is used during the application
configuration)

B Mitel Connect Director Connections | @ Trunk Groups | @ Bandwidih | @ Voice Quaity | | Appliances | @ Servers

Aditional Parameters

ool il B8 | e 20/mB (10-500)
e e S Service Appliance (Collaboration):
Users Exchange server.

Trunks Service appiance exchangs server: |oullook. office365.com
Telephones epoiD T ]
Appliances! Servers Redirect UR
Features
Tenant ID:
4 System
Sites
Max days: 1) 1-30)
Laocal Prefizes
Max size: 20|MB [10-60000)

Digit Transiation Tables
L Conferencing:
Dialing Plan

y Global conferencing URL:
Port Configuration

Trusted IF Ranges Instant messaging:
SNVF Diomain name: 10.211.45.31 (yeurcompany.com)
Additional Parameters Session imeout: 600 minutes (10820
Languages —
|_| Enable offine massaging
Hybrid -
ystem Information [ Enabia TLS far IM
Client history retention period: 549 days (3-5435)

Client compatibility and upgrade-
O Require secure client access (httos)

[ Suppress client upgrade notifications

m

4| Minimum allowed client version: 214.100.3143.0 ample: 214 100.3143.0

m

Current version for the build 214.100.3143.0 xample: 214, 100.3143.0

This completes the registration of Azure AD with Microsoft Office 365.
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