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MITEL 6900, 6800 AND 6700 SIP TERMINALS FOR MiVoicCE MX-ONE

1.1

1.2

1.3

GENERAL

This document is valid for Mitel 6920, 6930, 6940, 6970 for Mitel 6863, 6865, 6867,
6869, 6873 and for Mitel 6730, 6731, 6735, 6737, 6739, 6753, 6755 and 6757 SIP
phones, when installing these telephones in a MX-ONE environment.

SCOPE

This document describes how to install and configure for the Mitel 6900, 6800 and 6700
terminals in a MX-ONE Service Node environment. For general installation information
that is not unique for a MX-ONE environment, there is a reference to the Administrator
Guides for Mitel Models 6900, 6800, 6700 and 9000 Series IP SIP Phones.

There is also one platform independent installation guide per telephone model avail-
able on www.mitel.com.

GLOSSARY

Some expressions in this document follows the expressions used in MX-ONE, which
can differ from the expressions used in the Administrator Guides for Mitel Models 6900,
6800, 6700 and 9000 Series IP SIP Phones.

Table1 Expressions used in MX-ONE and in 6900, 6800, 6700 documents

Administrator Guides for Mitel Models
6900, 6800, 6700 and 9000 Series IP SIP
MX-ONE Phones
DMN (Diversion Monitoring) BLF (Busy Lamp Field)
Key Panel Unit (KPU) and Display Panel Expansion Module
Unit (DPU)
MNS (Monitored extensions) BLF (Busy Lamp Field)
Settings key Options key
Shortcut keys Programmable keys and Softkeys
Software server Configuration server
TNS (Telephony Name Selection) Speed dial

ENVIRONMENTAL REQUIREMENTS

See Administrator Guides for Mitel Models 6900, 6800, 6700 and 9000 Series IP SIP
Phones.
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2 CABLING

CABLING

See Administrator Guides for Mitel Models 6900, 6800, 6700 and 9000 Series IP SIP
Phones.

3 POWER EQUIPMENT

These telephones can be powered from any of the following methods:

6730 is powered from an AC adapter 5V. No PoE support.

6920, 6930, 6940, and 6970 are powered using PoE according to IEEE 802.3af
or from an AC/DC adapter 48 V.

6863, 6865, 6867, 6869 and 6873 are powered using PoE according to IEEE

802.3af or from an AC/DC adapter 48 V.
6731, 6735, 6737, 6739, 6753, 6755, and 6757 are powered using PoE

according to IEEE 802.3af or from an AC/DC adapter 48 V.

Power over Ethernet power injector, which supplies 48 V power through the
Ethernet cable on pins 4&5 and 7&8.

Table 2 Power classes for the different phone models
Device Power Consumption **) Power Class
6920 XX W 2%*
6930 XX W %%
4 x.x W 2%**
6970 Idle 2.6 W, Typical 5.6 W 3
6863 21 W 1
6865 22W 2%
6867 3.4 W 2%**
6869 3.6 W 2%
6873 3.6 W 2%
6730 24W not applicable
6731 24W 1
6735 2.8 W 2 *) from REV:29
6737 29W 2 *) from REV:30
6739 48 W 0
6753 3.3W 0
6755 40W 0
6757 41W 0

*) Maximum one expansion module with PoE. Up to three modules with AC/AC
adapter.

**) Single call established in handset mode, back light on. No PC connected.
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***) Dynamic, Power Class 3 if panel units are connected, max 3 panel units.

Explanation of power classes:

. 0 - classification is not implemented.
. 1 - less than 3.84 W.

. 2 -lessthan 6.49 W.

4 EARTHING AND GROUNDING

See Administrator Guides for Mitel Models 6900, 6800, 6700 and 9000 Series IP SIP
Phones.
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SETTING UP THE SOFTWARE SERVER
5 SETTING UP THE SOFTWARE SERVER

The software and the configuration files used by the IP phones shall be stored on a
server where the IP phones can fetch them. The server is called IP Phone SW Server.

MX-ONE Service
Node Manager

-
>

MX-ONE E
Service Node =

IP Phone
SW Server

IP Phone

IP Phone SW Server

; Application installed
Telephony Domain B PP Telephony Domain A

Figure 1: Deployment Scenario when telephony domains use different SW
servers

In the MX-ONE Service Node you can define multiple telephony domains. The tele-
phony domains are managed through the MX-ONE Service Node Manager web inter-
face.

The IP phone configuration files are preferably generated through the MX-ONE Service
Node Manager. To enable the files to be generated through MX-ONE Service Node
Manager, the IP Phone SW Server Configuration Management Application must be
installed on the IP Phone SW Server. Once generated the configuration files can
viewed directly on the IP Phone SW Server.

The IP phones can use the following protocols to download the software and configu-
ration file(s): http, https, ftp, tftp. The recommendation is to use the http protocol and it
is described in these installation instructions.

If MX-ONE Service Node Manager for some reason is not used, stop reading and go
to chapter “How to start a new phone”.,

For details how to set up the software server see installation instruction for IP PHONE
SOFTWARE SERVER.
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6

6.1

MANAGE THE CONFIGURATION FILES IN
MX-ONE SERVICE NODE MANAGER

MX-ONE Service Node Manager shall be used when creating or changing the
aastra.cfg and the model specific configuration files. The information regarding param-
eters is available in the online help for MX-ONE Service Node Manager. The picture
below shows an example of the page in the IP Phone Configuration File task in
MX-ONE Service Node Manager:

Initial Setup ~ Number Analysis # Services  System Tools  Logs

Extensions  Operator  Call Center Groups  External Lines  System Data IP Phone

St IP Phone Configuration File - Add - Step 2 /3

Seuunty Bolicy General Settings

Telephony Domain | £

SIP External Domain

SV Server i Admin Password .
= ' (@ Admin Password: |22222
Connect Configuration File Network Settings
: ; ; (@) Enable DHCP: Yes
Configuration File Time Server Settings
(@ Enable Time Server: 4|

Unregistration

@) Time Serverl: | [

Media Encryption

(@ Time Server2: |
Time & Date Settings

@ Time Zone : AE-Dubai _:|
(@ Time Format: ‘@'
(@ Date Format: | Wwwy MMM DD }:i
General SIP Settings
(@) Session Timer [s]: |1800 |
(@ Package Time (ptime): [ﬂ—\j
@ Silence Suppression (Comfort Noise):
(@ Enable Out-Of-Band DTMF:
Advanced SIP Settings
@ Voice Mail Number: | |
(?) Enable Message Waiting Indication: O
(@ Auto Resync Mode: [None v
(@ Auto Resync Time [hh:mm]: | |
Language
(@ Language 1: |Spanish V|
(@ Language 2: |F'0rtuguese (Brazilian} v|
(@ Language 3: |F'0rtuguese v|
(@ Language 4: |Swedish V|
(7 Default Language: |Eng|ish v

Figure 2: IP Phone Configuration File in MX-ONE Service Node Manager

Note: MX-ONE Service Node Manager requires that the IP Phone SW Server Config-
uration Management Application is installed on the IP Phone SW Server, please
see section 5 Setting up the Software Server on page 6

CREATE A CONFIGURATION FILE

The procedure to create a new configuration file is:
. Log in to MX-ONE Service Node Manager.
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6.2

6.3

MANAGE THE CONFIGURATION FILES IN MX-ONE SERVICE NODE MANAGER

. Go to Telephony > IP Phone > Configuration file. Press Add to open the new
configuration file.

Make sure that Mitel SIP Desk phones family is selected and enter the data into
the configuration file which is automatically stored under the correct directory in
the IP Phone Software Server when pressing Apply.

. To force the telephones to fetch the new configuration files(aastra.cfg,
<model>.cfg) and new firmware (<model>.st) there are a number of cases:

— The telephones will as part of the startup check for new configuration and
firmware. A startup will occur when the power is connected. If the phone
gets power over Ethernet, the LAN switch can be controlled to turn off and
on the power to force the telephones to startup.

- If the telephones are already registered to the PBX, select the Unregistra-
tion option to force the telephones to fetch the new configuration file.

- The telephones will after less than 24 hours automatically fetch the new
configuration file and if necessary download a new firmware according to
settings in the generated aastra.cfg file.

- Restart the telephones manually via the phone GUI.

EDITING AN EXISTING CONFIGURATION FILE

The existing configuration file can be updated using the MX-ONE Service Node
Manager.

The following procedure shall be used when the configuration file shall be changed:

1. Log in to MX-ONE Service Node Manager and select:
Telephony > IP Phone > Configuration file

2. Take a backup copy of the existing configuration file by pressing the backup
icon.

3. Use the Change icon to view/edit the configuration file. When the adaptation of
the file is completed, it is automatically stored under the aastra67xx directory in
the IP Phone Software Server.

4. For the telephones that are already registered to the PBX, select the Unregis-
tration option to force the telephones to fetch the new configuration file. For the
not registered telephones, see section 6.1 Create a Configuration File on page 7.

SCRATCH PAD WHEN CREATING THE CONFIGURATION
FILE

If a new parameter has to be added into the aastra.cfg file but there is no support for
this new parameter in MX-ONE Service Node Manager, the scratch pad can be used.
Another usage is if MX-ONE Service Node Manager creates a parameter value, but
another value is requested.

It is a free text window where the new parameter or parameter value can be entered.
The parameters are added at the end of the aastra.cfg file. If a parameter exists twice
in the configuration file, the telephone uses the value at the end of the file.

The scratch pad is found at the bottom of the page:
Telephony > IP Phone > Configuration File > General Setting
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6.4

6.5

CONNECT EXISTING CONFIGURATION FILE TO MX-ONE
SERVICE NODE MANAGER

In a system where MX-ONE Service Node Manager has not previously been used
when working with an IP phone configuration file, the existing configuration file can be
connected to the MX-ONE Service Node Manager instead of having to be recreated.
Follow the steps below to connect a configuration file to MX-ONE Service Node
Manager.

1. Log on to MX-ONE Service Node Manager.

2. Goto Telephony > IP Phone > SW Server where you register the IP Phone SW
Server.

Go to Telephony > IP Phone > Connect Configuration File.

4. Select the IP Phone SW Server and search for existing files. Click on the
Connect icon next to the configuration file to connect to.

5. Go to the Configuration File task. Select the connected configuration file and
use the Change icon to view/edit the file, if needed. When the adaptation of the
file is completed, it is automatically stored under the correct directory in the IP
Phone Software Server.

6. For the phones that are already registered to the PBX, select the Unregistration
option to force the phones to fetch the new configuration file.

RETRIEVE THE BACK-UP COPY

If any problem is discovered when a new configuration file has been loaded into the
phones and there is a need to go back to the previous version, the following procedure
shall be used:

1 Log on to MX-ONE Service Node Manager.

2 Go to Telephony > IP Phone > Configuration File.
3. Use the restore icon.
4

Forthe phones that are already registered to the PBX, select the Unregistration
option to force the phones to fetch the new configuration file. For phones that
are not registered, 6.1 Create a Configuration File on page 7.
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How TO START A NEW PHONE
7 HOW TO START A NEW PHONE

The phone is delivered with default settings for an IP network. These settings must be
adapted to the local network using phone configuration files.

If MX-ONE Service Node Manager is used, the phone configuration files are generated
and stored on the Software Web Server.

If MX-ONE Service Node Manager is not used, a software server must be set up
supporting any of the protocols HTTP or HTTPS to host the phone firmware, language
files and configuration files. The firmware files can be downloaded from Service
Support Plaza. There are phone configuration template files adapted for MX-ONE
stored under: etc/opt/eri_sn/aastraSIPPhone.

Configuration and FW files are described in section 8 Managing IP Phone SW on page
16.

When the phone is powered up, it will look for software (firmware) and configuration
files on the software server according to its configuration server settings, see
section11.8 Setting the IP Address and Download Protocol of the Software Server on
page 25.
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7.1

11

BOOT FLOW CHART

802.1x To get access to the LAN
| .
T t Vi VLAN
LLDP o get Voice
| Configuration of:
DHCP

-IP address, mask W

-DNS servers

SW-server configured? -Time server

-Time zone ofst

-Software server URI (opt 66,43)

Manually
configuration

Connect to Recommended protocols:

SW-server http or https
“ Get | This file contains the encrypted site

key. Use the anacrypt tool to create
security.tuz and encrypt the config

security.tuz

N files.
File exists? i 0
?
Get Get
aastra.tuz® aastrla.cfg*
Get Get
<model>.tuz <model>.cfg
Get Get
<MAC>.tuz <MAC>.cfg
| |
[
Check MD5 check sum
firmware

Different firmware? \
?
No

! Language files,

G.et auxiliary Certificates
files

Download
@ reboo;

*6700 can read aastra.cfg (not startup.cfg). 6900/6800 will read startup.cfg if it exists,
otherwise it will read aastra.cfg.

Configuration files may be created by MX-ONE Service Node Manager or be based on
MX-ONE Template files stored in MX-ONE under /etc/opt/eri_sn/aastraSIPphones .
Template files exists for aastra.cfg, startup.cfg, <phone model>.cfg; as for example
6867i.cfg and <mac>.cfg; <mac> is the unique mac address of a phone. The template
for aastra.cfg/startup.cfg are generic configuration, whereas <phone model>.cfg
contains key configuration; softkey or programmable keys.

26/1531-ANF 901 14 Uen K5 2020-10-05



7.2

7.3

7.3.1

7.3.2

How TO START A NEW PHONE

CONNECTING THE PHONE TO ANETWORK

To be able to connect the phone to a network, the following parameters must be config-
ured:

. The phone's IP address, subnet mask, and default gateway.
When using DHCP, these parameters are configured automatically.
. The IP address of the software server.

This address is configured automatically using DHCP, or manually from the
phone. If DHCP is used for providing this parameter, the DHCP server must be
configured before the phones can connect to the network. For information on
how to configure the DHCP server for providing the phone with the IP address to
the software server, see 18.1 Data from DHCP on page 63.

. The IP address of the SIP proxy / SIP registrar.

This address is configured using the configuration file or manually from the
phone. For information on how to configure the phone with the IP address of the
SIP proxy / registrar see 11.9 Setting the IP Address of the SIP proxy / registrar
on page 26

SIP REGISTRATION

GENERAL

The necessary settings in the configuration files for this are created automatically when
using MX-ONE Service Node Manager. In the configuration file aastra.cfg/startup.cfg
the following parameters are set:

dynamic sip:1

sip linel user name: “Not configured” *)
sip proxy ip: 192.168.10.10

sip proxy port: 5060

sip registrar ip: 0.0.0.0 **)

sip registrar port: 5060

*) this line is used in the case of emergency calls when the telephone is not registered.
It is also used in the case of register with the *11 procedure.

**) shall be set to 0.0.0.0 because the system will replace the zeros with the actual IP
address to the registrar as a part of the registration process of Logon XML key, VDP
Login key or *11 procedure.

The extension_profile --ext-serv D30 is set to 1 if a user is not allowed to logoff. This
setting will control whether Logoff key is pushed out to the phone and whether the #11
procedure to LOGOFF is accepted. This setting has no effect for VDP Login as this is
a native phone function.

LOG ON/LOG OFF [XML KEY]

In aastra.cfg/startup.cfg, “action uri startup” will enable the prompt to logon at phone
boot:

action uri startup: http://$$PROXYURL$S:22222/Startup?user=SIPUSER-
NAME$ S
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7.3.3

13

Once the user has logged in, MX-ONE push out a log out key. In case the user would
exit the logon prompt, there is an XML logon key configured in <model>.cfg:

softkey5 Label: “Log on”

softkey5 type: xml

softkey5 value: http://$$PROXYURL$$:22222/Logon
softkey5 states: 1idle

softkey5 Line: 1

VISITOR DESKPHONE [HOTDESKLOGIN KEY]

Visitor Deskphone (VDP), only supported for 6900/6800, is a native phone function for
user login and logout. The function is derived from the 8000i video phone. When
HOTDESKLOGIN KEY is pressed the phone will prompt for user and password. VDP
is described in the documents “Mitel 6800/6900 Series SIP Phones, Release 5.0.0
ADMINISTRATOR GUIDE”.

VDP introduces user scope. Anything configured by the user or MX-ONE while logged
in using the HOTDESKLOGIN KEY is stored in user scope and will be lost at logout
unless it is saved by the MX-ONE program unit, ConfigServer, reading the uploaded
<user>_local.cfg.

The phone will log out the user (and clear user scope data) at reboot, but the user data
is kept on power failure, so it will be logged on again when power comes back.

Only speeddials are read and stored in MX-ONE LDAP as TNS keys. The user can only
program the speeddial when logged in if it shall be uploaded to MX-ONE.

If a key is shown while logged off it is programmed in a local host scope (not in hotdesk-
login user scope), this key will not be converted into user scope after being logged on
and therefore not uploaded and saved in MX-ONE. Local host configuration are erased
doing “reset - Erase Local Cfg.” on the phone or its web GUI.

In order to keep call logs, central call log should be enabled via, extension_profile -c
--csp <csp> --ext-cnnlog 1. When enabled, MX-ONE (SIPLP) will push out the neces-
sary configuration to the phone in the registration process.

Directory items added by the user via the phone ‘local directory’ will be lost at logout.

As VDP is only supported on 6900/6800, only the startup.cfg (which is only read by
6900/6800) template contains the required settings.

user config url:http://10.105.64.201:22225/vdp*)

user config upload: 1**)

user config upload delta: © #No random delta for upload

user config upload control: 2***)

hot desk high security: @ #Accept to logout without password

*) MX-ONE program unit ConfigServer listens on port 22225 (set in
letc/opt/eri_sn/ip_telephony.conf). This program manages <user>.cfg and
<user>_local.cfg GET requests and POST (upload) of <user>_local.cfg.

**)The time in seconds which the phone will check whether there is something new to
upload.

***) (2) phone will push to MX-ONE only if there is a change on the phone.

In summary the phone will check frequently whether there is a change, but it will only
upload <user>_local.cfg if something has changed.

The hotdesk login key is set in the 68xx.cfg (or 69xx.cfg) file

softkey5 type: hotdesklogin
softkey5 states: 1idle
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7.3.4 LOG ON WITH PROCEDURE

This method can be useful for the Mitel 6863 model which does not have a logon key.
Note: This method is not supported for TLS.
The procedure to register the telephone is:

. Enter *11[*PIN]*extension number#. The PIN code must be entered if the PIN
code is initiated in MX-ONE Service Node.

. If the registration is successful, the extension number and the name of the user
is shown in the display.

The procedure to log off the telephone is:
. Enter #11#.
. If the log off is successful, the display shows Logged off.

7.3.5 MAC CONFIGURATION FILE

There are information in the template file for the mac file stored under
/etc/opt/eri_sn/aastraSIPphones.

The MAC configuration shall be used for exceptions to the general key layout chosen
for each model. See Chapter “Default key layout” if the general layout shall be
changed.

Alternative1.

Use MAC file to only logon via the logon prompt at bootup, which is set via “sip action
uri startup” and not configure any logoff key. The terminal can be logged of via
command extension_unregistration --forced. Then it will prompt for logon after the
reboot:

Write protect the logoff keyset.
Example:

Change the logoff key to be a speeddial to call the operator and write protect it by
prefixing with “!”.

Isoftkey9 type:speeddial

Isoftkey9 label:Operator

Isoftkey9 value:09

The Diversion key can also be write protected in the similar way.

As the ‘action uri startup’ is used Free Seating is enabled, which means that the
terminal may be pushed out

Alternative2.
Use the MAC file to explicitly set an extension number:

sip line1 user name:<extension number>
sip line1 auth name:<extension number>
sip line1 password:<PIN code

If the PIN code is changed in MX-ONE, it must also be manually changed in the
<mac>.cfg file.

Inactivate action uri startup (set in aastra.cfg/startup.cfg) by setting it to an empty string
(this will also inactivate Free Seating. The terminal will not be pushed out when
someone logs in using the same extension number on another phone):

action uri startup:
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7.3.6

7.4

15

With logon at startup disabled, SIP registrar must be set in the <mac> file to trigger the
phone to register. (aastra.cfg/startup.cfg setting is 0.0.0.0):

sip proxy ip: <mx-one ip address/host>
sip registrar ip: <mx-one ip address/host>

Change and write protect the logon/logoff key as described earlier.

CHANGE OF PIN CODE

The user can change the PIN code by entering the procedure *74*old PIN*new PIN#.

Note: If a <mac>.cfg file is used, the PIN code must manually be changed also in this
file.

MESSAGE WAITING INDICATOR

The red lamp in the upper right corner is called message waiting indicator and is used
in the following cases:

. message waiting indication: blinking slow
. incoming call: blinking fast
. no service: lit.

The Message Waiting key (or on Mitel 6739 a hardkey with a letter symbol) is used to
fetch a message indicated by the red lamp blinking slow and on some models a letter
icon on the idle screen. Once the message is fetched the red lamp will be turned off.
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MANAGING IP PHONE SW

8 MANAGING IP PHONE SW

8.1 PHONE SOFTWARE AND CONFIGURATION FILES ON
THE SOFTWARE SERVER

If any configuration file or firmware is changed on the software server, the phones are
updated when restarted. The following files need to be stored on the software server:

<phone model>.st
The application firmware (software) for the phones. The names of the application
files are:

. 6920.st, 6930.st, 6940.st, and 6970.st

. 6863i.st, 6865i.st, 6867i.st, 6869i.st and 6873i.st

. 6730i.st, 6731i.st, 6735i.st 6737i.st and 6739i.st

. 53i.st, 55i.st and 57i.st (for 6753i, 6755i and 6757i)

aastra.cfg/startup.cfg
This file contains the configuration parameters for all phone models in the
system. The configuration file has to be adapted for each installation.
This file is created in IP Phone Configuration File task in MX-ONE Service Node
Manager. If it is not possible to use MX-ONE Service Node Manager, the
aastra.cfg/startup.cfg template must be used which is stored in MX-ONE under
letc/opt/eri_sn/aastraSIPphones/.

aastra.tuz/startup.tuz
This is the encrypted aastra.cfg/startup.cfg file. The phone uses http protocol to
fetch this file. The configuration file has to be adapted for each installation and
then it has to be encrypted, see section 19.1 Encrypted Configuration Files on
page 69.

<phone model>.cfg
This file contains configuration parameters for the key layout for each phone
model. The names of the configuration files are:

6920.cfg, 6930.cfg, 6940.cfg, 6970.cfg

6863i.cfg, 6865i.cfg, 6867i.cfg, 6869i.cfg,

6873i.cfg, 6730i.cfg, 6731i.cfg, 6735i.cfg, 6737i.cfg, 6739i.cfg,
6753i.cfg, 6755i.cfg, 6757i.cfg

The settings in <phone model>.cfg will override the settings in
aastra.cfg/startup.cfg..

This file is created in IP Phone Configuration File task in MX-ONE Service Node
Manager. If it is not possible to use MX-ONE Service Node Manager, the
<phone model>.cfg template must be used which is stored in MX-ONE under
letc/opt/eri_sn/aastraSIPphones/.

<phone model>.tuz
This is the encrypted model specific configuration file. The configuration file has
to be adapted for each installation and then it has to be encrypted, see 19.1
Encrypted Configuration Files on page 69.

<mac>.cfg
When this file is used, it is possible to get unique parameter settings per tele-
phone. This file is optional and the file looks similar to the aastra.cfg/startup.cfg
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8.2

8.3

17

file. <mac> represents the mac address of the phone. Example:
00085D1B5D81.cfg

The settings in <mac>.cfg will override the settings in aastra.cfg/startup.cfg and
in <phone model>.cfg.

The <mac>.cfg template must be used which is stored in MX-ONE under
letclopt/eri_sn/aastraSIPphones/.

When deploying extension number and PIN code via this file, see section 7.3.5
MAC configuration file on page 14.

<mac>.tuz
This is the encrypted mac address configuration file. The configuration file has to
be adapted for each installation and then it has to be encrypted, see 19.1
Encrypted Configuration Files on page 69.

lang_<nn>.txt
This file contains the display text in the specific language. <nn> can be de
(German), es (Spanish), es_mx (Mexican Spanish), fr (French), fr_ca (French
Canadian), it (ltalian), pt (Portuguese), pt_br (Brazil Portuguese) and ru
(Russian). It is also possible to create additional language files for other
languages.

INSTALLING THE FIRMWARE / CONFIGURATION FILES

When the phone starts, the phone fetches the configuration file from the software
server and load new firmware if the application file on the software server differs
compared to the one stored in the phone.

To force the phones to read the configuration files and to restart the phone if necessary,
there are a number of options:

MX-ONE command

. extension_unregistration. If the forced parameter is used, the local configuration
settings are cleared. The terminal has to be manually logged on with extension
number and PIN code.

MX-ONE Service Node Manager

. Telephony > IP Phone > Unregistration
Phone Ul

. Options > Restart Phone

Web Ul

. Log in to the web interface. Click on Operation > Reset > Restart Phone

FIRMWARE UPGRADE

Firmware upgrade can be done in one of the following ways:
. Web Ul: Advanced settings > Firmware Update

. The phone will automatically look for firmware update and configuration files
during the boot process.

. Define in the configuration file aastra.cfg/startup.cfg if and when phones shall
check for new firmware and changed configuration file. Both registered and not
registered terminals will be updated. Example from the configuration file:
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auto resync mode: 3 #Check for new fw and configuration files
every day.

auto resync time: 03:00 #The scheduled time

auto resync max delay: 60 #Specifies the maximum time, in minutes,
the phone waits past the scheduled time before starting a resync.

. MX-ONE command: extension_unregistration.

. MX-ONE Service Node Manager: Telephony > IP Phone > Unregistration

8.4 VIEWING SOFTWARE VERSION

It is possible to display the versions of the software units.

Phone Ul

. Select Options > Phone Status > Firmware info.

Web Ul

. Select Status > System Information > Firmware information.
MX-ONE

. MX-ONE command: extension_info
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RESTART / RESTORE

There are three options:
. Restart the phone. Can be used when settings shall be applied.

. Remove local configuration settings. The settings that are done from the phone
Ul and web Ul are lost.

. Restore to factory default. The phone gets the same data as when leaving the
factory and removes any saved directory files.

RESTART

Phone Ul

. Press the Options key

. Scroll down and select Restart Phone
Web UI

. Log in to the web interface. Operation > Reset > Restart Phone

REMOVE LOCAL CONFIGURATION SETTINGS

All configuration made on the phone, via Web Ul or configured by MX-ONE at logon is
stored as local configuration in the phone. By removing the local configuration the
administrator can ensure that phone is configured according to configuration files only.

Phone Ul

. Press the Options > Administrators Menu > Erase Local Config
Restart the phone.

6739; Press Options > Advanced (log in as administrator) > Reset > Erase

Local Config.
Web Ul
. Log in to the web interface. Click on Operation > Reset > Remove Local

Configuration Settings.
Restart the phone.

It is also possible to remove the local configuration settings for registered terminals, by
entering the following command from MX-ONE:

extension_unregistration with parameter reset

RESTORE TO FACTORY DEFAULT

Factory default reset will force the phone to go back to the initial setting. If configuration
server is not set via dhcp options, you will need to set it again. If the configuration server
shall be accessed via https, only the commercial root CAs (Verisign etc) are preloaded.

Phone Ul

. Options > Administrators Menu > Factory Default
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6739; Press Options > Advanced (log in as administrator) > Reset > Factory

Default.

Web Ul

. Log in to the web interface. Click on Operation > Reset > Restore to Factory
Defaults
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ENTERING ADMINISTRATOR MODE

Phone Ul

Do as follows:

1.

For 6700 terminals, press , Options key or for 6900/6800 terminals,
press | £ |, Options key.

2. Scroll down and select Admin Menu. For terminal 6739; select Advanced.

3. Type the administrator password: 22222 (which is the default password but can
be changed).

Web Ul

1. Find the IP address of the telephone by selecting Options > Phone Status > IP
& MAC Addresses

2. Type the IP address to the telephone into the address field in the web browser in
the PC and press enter.

3. Log in to the web interface by type:

User name: admin
Password: 22222 (which is the default password)
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11 CONFIGURING THE PHONE

This chapter describes how to configure the phone from the phone menus as an admin-
istrator.

This chapter also covers the configuration via the configuration files,
aastra.cfg/startup.cfg,, <model>.cfg or <mac>.cfg.

The parameters can be set in any of these configuration files, but in this section it is the
recommended placing that is described. If one parameter occurs in several configura-
tion files, it is always the last read parameter value that the telephone uses.

11.1 SETTINGS MODE

To enter into settings mode in the phone user interface:

1. For 6700 terminals, press , Options key or for 6900/6800 terminals,
press | ¢ [, Options key.

To enter the web user interface:

1. Find the IP address of the telephone by selecting Options > Phone Status > IP
& MAC Addresses

2. Enter the IP address to the telephone into the address field in the web browser
in the PC and press enter.

3. Tolog in to the end user page, see 12.2 Web Interface Passwords for End Users
on page 56

4. To log in to administrator page, see 10 Entering Administrator Mode on page 21.

11.2 SETTINGS IN THE CONFIGURATION FILE
AASTRA.CFG/STARTUP.CFG

The necessary settings in the configuration file for getting the telephones to work in a
correct way with MX-ONE are created automatically when using MX-ONE Service
Node Manager. In the configuration file aastra.cfg/startup.cfg the parameters must
have the following values:

sip aastra id: 1

sip send line: 1

sip xml notify event: 1

sip pai: 1

directed call pickup: 1

directed call pickup prefix: PicRup

! collapsed context user softkey screen:1

softkey selection List:mobile, none, speeddial, line, xml, speeddialxfer, speed-
dialconf, phonelock, empty”™)

L LT

*) the options for the softkeys that are working with MX-ONE and is presented in the web UL.
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AUTOMATIC LAN ACCESS CONTROL, IEEE802.1X

The IEEE802.1x standard is used for port access control authentication. The LAN
switch must support IEEE802.1x signalling and there must be a RADIUS server
handling the authentication. This feature supports both EAP-MD5 and EAP-TLS
protocols.

IEEES02.1x swilch

Figure 3: Components in LAN access control

Below is an example of the settings in the phone configuration file
(aastra.cfg/startup.cfg) when EAP-TLS shall be used:

eap type: 2

identity: Phone_Floorl

802.1x root and intermediate certificates:aastra67xxi/Aastra_CL1i-
ent_ca.pem

802.1x Llocal certificate:aastra67xxi/Aastra_Client_cert.pem
802.1x private key: aastra67xxi/Aastra_Client_key.pem

802.1x trusted certificates: aastra67xxi/Aastra_Client_ca.pem

The certificate shall be available on the software server. In the example above they are
stored under the folder aastra67xxi. The certificate files must be loaded into the phones
before IEEE802.1x is activated.

Below is another example showing how to set the parameters in aastra.cfg/startup.cfg
when MD5 shall be used:

eap type: 1
identity: Phonel
md5 password: Anypass

LAN switch
Below is an example how to configure a Cisco switch to enable IEEE802.1x:
aaa authentication dotlx default group radius

dotlix system-auth-control
radius-server host X.X.X.X auth-port 1812 acct-port 1813
radius-server key XXX

Configuration of an access port for IP telephony:

interface FastEthernetx/6/x
description Aastra accessport
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switchport mode access
switchport voice vlan 150
authentication host-mode multi-domain
authentication port-control auto
authentication periodic

authentication timer reauthenticate 120
authentication violation protect
dotlx pae authenticator

auto qos voip trust

mls qos trust dscp

spanning-tree portfast

Radius server

In the Radius server the certif-
icate matching the

one in the
phones must
be available
(when
EAP-TLS is
used). ltis also
important to
configure the

port to enable the telephony VLAN otherwise the telephone will try to use the data LAN.

In the example below the settings for enabling of telephony VLAN in the configuration
file for a Radius server from FreeRadius is shown when using a Cisco LAN switch:

Phone_Floorl Cleartext-Password := "GIM"
cisco-avpair == "device-traffic-class=voice"

In combination with the examples above (parameters marked with red) this will mean
the telephones with the identity Phone_Floor1 will use VLAN 150.

For more information about how to set up IEEE802.1x in the phones, see Administrator
Guides for Mitel Models 6900, 6800, 6700 and 9000 Series IP SIP Phones.

11.4 LLDP-MED

The telephones have support for Link Layer Discovery Protocol for Media Endpoint
Devices (LLDP-MED), which can for example be used to get the VLAN identity or the
emergency location identification number (ELIN). In this section it is only the VLAN
identity that is described. For information about ELIN, see Administrator Guides for
Mitel Models 6900, 6700, 6800 and 9000 Series IP SIP Phones.

Note: If LLDP is not used in the network, LLDP can be disabled in the
aastra.cfg/startup.cfg file, which means that the telephone will start much faster.

Previously, Mitel IP Phones had a 5 second timer for listening to LLDP-MED responses
when the phone is booting up. If LLDP-MED responses are received after this initial
listening period, the phone will not get access to the telephony VLAN. If there is an
untagged LAN, the phone will use it and may be hanging in a DHCP negotiation.

Dependant on when the phone was manufactured, this problem can still occur at new
installation. If this problem occurs, the recommendation is to set the timer in the LAN
switch temporarily to 5 seconds, start the phones with an aastra.cfg/startup.cfg file
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where the time (parameter lldp startinterval) is changed to match the time in the LAN
switch at ordinary operation for example 32 seconds. When the phones are started, the
timer shall be changed back to the original value in the LAN switch.

The example below shows which parameters to set in aastra.cfg/startup.cfg:

# LLDP enabled = default

Lldp: 1

# LLDP update interval 30 s

Lldp interval: 30

# Controls the LLDP start interval, 32 s

Lldp startinterval: 32

The parameter lldp startinterval is only valid during the phone bootup process and it will
control the LLDP time-out interval where the phone sends LLDP advertisements and
listens for the LLDP responses from the switch before proceeding to the DHCP stage.
The default value of this parameter is 32 seconds.

For more detailed information see Administrator Guides for Mitel Models 6900, 6800,
6700 and 9000 Series IP SIP Phones.

ENABLING / DISABLING DHCP

Follow the steps below to enable or disable DHCP:

Options > Admin Menu[6739i; select Advanced] > Network Settings > DHCP
Settings > DHCP

SETTING THE PHONE'S IP ADDRESS

If DHCP is used, the phone's IP address is set automatically, using the DHCP server.
To be able to set the phone's IP address manually, DHCP must first be disabled on the
phone, see 11.5 Enabling / Disabling DHCP on page 25.

Options > Admin Menu [6739i; select Advanced]> Network Settings > IP Address

SETTING THE IP ADDRESS TO THE DEFAULT GATEWAY

If DHCP is used, the IP address to the default gateway is set automatically, using the
DHCP server. To be able to set the IP address to the default gateway manually, DHCP
must first be disabled on the phone, see11.5 Enabling / Disabling DHCP on page 25.

Options > Admin Menu[6739i; select Advanced] > Network Settings > Gateway

SETTING THE IP ADDRESS AND DOWNLOAD PROTOCOL
OF THE SOFTWARE SERVER

To download the phone software and configuration files, the phone must be configured
with the type of protocol and IP address matching the software server (configuration
server). The configuration server can be set using these alternatives:

. Manually from the phone Ul; Options > Admin Menu > [6739i; select
Advanced]> Configuration Server.
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. Manually via the administrator web Ul: Click on Advanced Settings > Configu-
ration Server

. Automatically using DHCP, see 18.1 Data from DHCP on page 63.

11.9 SETTING THE IP ADDRESS OF THE SIP PROXY / REGIS-
TRAR

The phone is configured with the IP address of the SIP proxy using one of the following
methods:

1. In the configuration file aastra.cfg/startup.cfg in the parameter: sip proxy ip.
The necessary settings in the configuration file for this are created automatically
when using MX-ONE Service Node Manager.

2. In the configuration file <mac>.cfg in the parameter: sip proxy ip.

3. Phone Ul: Options > Admin Menu > [6739i; select Advanced] > SIP Settings
> Proxy IP/Port

4. Web Ul: Click on Advanced Settings > Global SIP > Basic SIP > Basic SIP
Network Settings

11.10 USING VIRTUAL LAN (VLAN)

The following VLAN data can be set:

. Enable VLAN tagging

. VLAN identity

The following configuration alternatives are available:

. aastra.cfg/startup.cfg file.

. Link Layer Discovery Protocol for Media Endpoint Devices (LLDP-MED).

. In DHCP option 43, see section 18.3 DHCP Settings for Option 43 and 60 on
page 63.

. Phone Ul. Options > Admin Menu > [6739i; select Advanced] > Network
Settings > Ethernet & VLAN - VLAN Settings

. Web Ul: Click on Advanced Settings > Network > VLAN

For detailed configuration information, see Administrator Guides for Mitel Models 6900,
6800, 6700 and 9000 Series IP SIP Phones

11.11 SETTING TIME AND DATE

Time and date are set via the NTP protocol from a time server.
The time and data format is also possible to change.
The following configuration alternatives are available:

. aastra.cfg/startup.cfg file.
. Phone Ul. Options > Preferences > Time and Date
. Web Ul: Click on Preferences > Time and Date Settings
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It is possible to use LIM 1 in MX-ONE as a NTP server.

CONFIGURING LANGUAGE SETTINGS

The language for the display texts and the language for the input via the key pad can
be set.

English is always available in the telephone and cannot be removed. It is possible to
add more languages via the configuration file and to define the default language.

Example:

lang 1: lang_de. txt
lang 2: lang_fr.txt
lang 3: lang_es.txt
lang 4: lang_sv.txt
Language: 4

In the example, English, German, French, Spanish and Swedish will be shown in the
phone menu with Screen Language and the default language will be Swedish.

See also, section 8.1 Phone software and configuration files on the software server on
page 16 and section 7.3 SIP Registration on page 12.

Change the language in a telephone by:
. Phone Ul. Options > Preferences > Language
. Web Ul: Click on Basic Settings > Preferences > Language Settings

Some text strings are sent out to from the PBX to the telephone. To order the PBX to
send out the right language enter from the telephone:

*08*n# where n is the language number in MX-ONE.

The labels for Message Waiting and for CorpDir must be translated by the system
administrator, by using MX-ONE Service Node Manager to change the label for this
key, or by editing the model specific configuration file for each phone model.

USING SHORTCUT KEYS

Shortcut keys can be of two types:

. System keys. Keys that are common on all terminals within a certain model.
Example: log on/off, diversion, message waiting, corporate directory, etc.

. Individual keys. Keys that are unique for each user. Example: speed dial, moni-
toring keys, extra directory number etc.

KEY NUMBERING

The numbering of the keys for the different models are shown in the Administrator
Guides for Mitel Models 6900, 6800, 6700 and 9000 Series IP SIP Phones.

letclopt/eri_sn/ip_telephony.conf specifies what kind of key that is used for shortcut
keys (the default key type is marked with *). These are the following types of keys that
can be used as shortcut keys:

. Softkeys. In 6737/6757, 6735/55, 6867/6920, 6869/6930, 6873/6940/6970 (in
touch-screen) and in 6739.
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. Top Softkeys. In 6737/6757, 6867, 6869* and in 6873.

. Programmable keys (hardkeys). In 6863, 6865*, 6730/31*, 6753*, 6735/55.
. Expansion module key, see section 14 Expansion Modules on page 58.
The softkeys are reserved in the following way:

. 1-4, system keys. For MX-ONE busy services (call back call pickup etc.) and for
xml kit applications. These are predefined as key type XML in
aastra.cfg/startup.cfg and will get the actual key label and value when busy
services is offered.

. 5, system key. Logon/Logoff is the first key visible in idle state.
. 6, system key. For Corporate Directory search (if this feature shall be used).

. 7, system key, For Diversion in 6739. In the other terminal models can softkey 7
be used for system key functions which shall be equal on all telephones in a
model, see 11.13.2 Default key layout on page 29.

. 8, system key to be defined by the system administrator, see 11.13.2 Default key
layout on page 29.

. 9 and upwards, individual keys for 6735/55,6737/57and 6739. The following
features are available and programmed form the PBX:

- BLF keys (MNS and DMN keys)

- Speed dial (TNS) key. Can also be programmed from a menu in the tele-
phone or from the web interface in the phone.

- Personal Number (PEN) key

- Shared Call Appearance (SCA) key
- Extra Directory Number (EDN) key
- Malicious Call Trace (MCT) key

The connection between the softkey number in the phone and the logical key
number when initiating a key in MX-ONE is: The logical key number 1 corre-
sponds to softkey number 9 in the phone, logical key 2 to softkey 10, etc.

The first available key number that can be used as an individual key is defined in
the configuration file in MX-ONE: /etc/opt/eri_sn/ip_telephony.conf

6900/6800 supports non-collapsed keys for top softkeys and softkeys, parameter:
collapsed softkey screen. The startup.cfg template is set to show top softkeys as
non-collapsed (fixed position; any keys of type none will be treated as empty). 6700
only supports collapsed topsoftkey and softkeys. This means that keys of type none are
not shown in the display. For example on a 6739i; if the softkey with key number 10 is
programmed with a speed dial number, the softkey will show up in the telephone
display on the first key position with type equal to none. If the user wants to have the
key on the phone display on the same position as where the key was programmed, the
softkeys in 6739i.cfg must be set to type empty with a matching setting in
letc/opt/eri_sn/ip_telephony.conf, parameter: ExtensionKeyDefault:empty

The top softkeys and prgkeys on 6737/6757and 6735/55 are reserved for system
keys, see 11.13.2 Default key layout on page 29

The top softkeys on 6867/6920, 6869/6930 are reserved in the following way:
. 1, Diversion key, see 11.13.2 Default key layout on page 29.

. 2-n, individual keys of the type: mobile*, speeddial, xml, none, empty speeddialxfer, speeddial-
conf or phone lock (*not for 6920 phones).
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Table 3 Number of keys on the phone key layout and in total

Model Hard keys | Soft keys Comment
6920 - 6 top, 4 20 top softkeys on 4 pages
bottom 18 bottom softkeys on 4 pages
6930 - 12 top, 5 44 top softkeys on 4 pages
bottom 24 bottom softkeys on 4 pages
6940 - 48 top, Touch-screen
X bottom 48 top softkeys on 4 pages
24 bottom softkeys on 4 pages
6970 - 48 top, Touch-screen
x bottom 48 top softkeys on 4 pages
30 bottom softkeys on 4 pages
6863 3 -
6865 8 -
6867 - 6 top, 4 20 top softkeys on 4 pages
bottom 18 bottom softkeys on 4 pages
6869 - 12 top, 5 44 top softkeys on 4 pages
bottom 24 bottom softkeys on 4 pages
6873 - 48 top, Touch-screen
X bottom 48 top softkeys on 4 pages
24 bottom softkeys on 4 pages
6730/ 31 8 -
6739 - 12 55 softkeys on 5 pages
6753 6 This model must have an expansion module
if MNS, TNS (initiated from the PBX), DMN,
MCT, PEN shall be used.
6735/ 55 6 top 6 bottom 20 bottom softkeys on 4 pages.
6737/ 57 - 6 top, 6 20 bottom softkeys on 4 pages.

bottom 10 top softkeys on 2 pages.

Expansion modules can be added to 6920, 6930, 6940, 6970 to the 6753, 6735/55,
6737/57 and 6739, as well as to 6865, 6867, 6869 and 6873.

DEFAULT KEY LAYOUT

This chapter shows the default key layout per model. The following system keys can
be changed or removed via MX-ONE Service Node Manager or via editing the model
specific configuration files.

. Services
. Local Directory
. Callers List

. Message Waiting

. Corporate Directory

If one of these functions is removed, it can be replaced by a key with another function
that shall be generic for all phones of a certain model. The following options are
possible to set:

. speeddial

26/1531-ANF 901 14 Uen K5 2020-10-05



CONFIGURING THE PHONE

. xml

. speeddialxfer (the softkey is configured to transfer calls and configured for
speed dialing to a specific number.)

. speeddialconf (the softkey is configured as a speed dial key and as a confer-
ence key.)

. phone lock (the key is used to lock / unlock the phone).

. none (the softkey is not used [default])

. empty (the softkey is configured to force a blank entry on the phone display

. mobile (6930, 6940. and 6970 SIP phones (not 6920) support the key type
mobile

The following keys that are pushed out from MX-ONE Service Node and can not be
changed via MX-ONE Service Node Manager, they need to be edited manually in
config file /etc/opt/eri_snl/ip_telephony.conf.. (If the key values are set to “”, they are
not pushed to the phone). This file must be changed in all servers in the system. At
upgrading of the MX-ONE software this file have to be edited again. ‘restart -u SIPLP’
is required after the file is edited to activate changes.

. Logon/Logoff
. Diversion
. ExtensionKeyDeafult;{none[default] | empty}

Per the switch ExtensionKeyDefault is set to none. So at Logoff, the Diversion key and
all individual keys will be set as key type none. However in case all not used keys are
set to empty in <model>.cfg, the system needs to set unconfigured keys to empty.

The first individual key index and key base (prgkey,softkey or topsoftkey) is also set via
ip_telephony.conf

The <MAC>.cfg can be used for a phone to override the default key layout. You may
decide that the a specific phone shall have an extension number which shall not be
logged off and not to be used for free seating. See Chapter “Logon/Off Key Not Used”.

See also 8.2 Installing the Firmware / Configuration files on page 17.
The default key layout for the different models is shown below.
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Flexible IP Function keys in MX-ONE Provisioning
Manager

For most telephone models, MX-ONE Provisioning Manager makes keys available for
individual programming based on the assumption that both ip_telephony.conf and the
model specific configuration file has standard definitions. For the 6730, 6731, 6863,
6865, 6867, 6869, 6873, 6920, 6930, 6940, and 6970 models, MX-ONE Provisioning
Manager analyzes the actual settings to determine which function keys are available
for individual programming.

The function keys defined for an Aastra67xxi/Mitel 68xx/69xx terminal depends on two
configuration files:

. the global ip_telephony.conf
. model specific, e.g. 6863i.cfg.

The ip_telephony.conf file is stored in the MX-ONE Service Node and is read by it at
start-up but not by the telephones directly. This file contains telephone model specific
definitions of function keys that shall be pushed to the telephone, e.g. Log on/off and
Diversion keys. Also a key offset is defined per model type which defines an offset
number of the first key that can be programmed in the MX-Service Node.

The model specific configuration file, e.g. 6863i.cfg, is read by the telephones and
contains this model’'s default definition of the function keys layout. These files can be
defined and changed in the Configuration File task in MX-ONE Service Node Manager,
see chapter 6.

Example - Make all function keys programmable

In this use case all keys will be freed up for the user to be programmed individually.
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Edit /etc/opt/eri_sn/ip_telephony.conf in MX-ONE Service Node so it looks like the

following example :

Figure 17: Configure file

Note: Each MX-ONE Service Node holds a copy of the ip_telephony.conf file. For

consistency and simplicity, any change to it should be made consistently on all
MX-ONE Service Nodes. Settings apply to all telephones of the same model: In
the example above, the logon/logoff key is disabled for all 6731 telephones, and

all keys are open for programming since the offset value is zero.

5. Restart unit SIPLP, to activate changes. Use command restart -u SIPLP --lim

X.

6. Logon to the web interface of the phone. Unmarke (Disable) the option DHCP

download Options, and save the options.

Network Settings

Basic Network Settings
DHCP
IP Address
Subnet Mask
Gateway
Primary DNS
Secondary DNS
Hostname
LAN Port
PC Part PassThru Enable/Disable
PC Port

Advanced Network Settings
DHCF Download Options

LLDP

LLDP packet interval
NAT IP

NAT SIP Port

NAT RTP Port
STUN Server

STUN Port

¥ Enabled
172.17.131.32
255,255 25650
172171311
10.105.64.3
0.0.0.0

6731i00085D2D67TA
Auto Negotiation e

[l Enabled

Auto Negotiation v

[l Enabled

30 N
0000 .
51620

51720

0.0.00

3473

Figure 18: Network Settings
7. Select the right SW Server.
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Configuration Server Settings
Settings
Download Protocol HTTP w
Primary Server 0.0.00
Pri TFTP Patn
Alternate Server [0.0.00 |
Alt TFTP Path | |
Use Alt TFTP [ Enabled
FTF Server
FTF Path
FTP Usemame
FTP Password S
HTTP Server 172.17.121.2
HTTF Path [192.168.132.0-24/aastraf]
HTTF Port [80 |
HTTPS Server
HTTPS Path
HTTPS Port 443

Figure 19: Configuration Server Settings
8. Restart the phone.

9. Open MX-ONE Provisioning Manager, and click Telephony tab. Add a SW
server for your configuration files.

10. Restart a unit SIPLP, to activate changes, use command restart -u SIPLP-lim
X.

Initial Setup  Number Analysis EEETen®  Services System  Tools Logs

Extensions  Operator Call Center  Groups External Lines  System Data IP Phone

<t ELES | IP Phone SW Server
Security Policy

Add
Telephony Domain
SIP Domain

Server Name <y IP Address *; Port Number

SW Server & %1?2.1?.131.2 172.17.131.2 80
Connect Configuration File

Configuration File
Unregistration

Media Encryption

Figure 20: SW Server

11. Specify a IP Phone server and a domain folder, if used.

In MX-ONE Provisioning Manager the default IP Phone Server and Domain
Folder has to be setup to point to the correct configuration file (the same as used
by the phone). This is done in the Subsystem task by selecting the IP Phone
Server in the dropdown list and selecting one of the available folders in the
Domain Folder dropdown list. The admin may also manually type in any IP Server
address, at which the MX-ONE Provisioning Manager should read the model
specific configuration files. This possibility is there in case there is no association
between an MX-ONE Service Node Manager and an IPP Server that MX-ONE
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Provisioning Manager can retrieve or for environments where the IPP Server is
not used to hold model specific configuration files.

Subsystem - Change - node 10

(7 Subsystem Type: Telephony System

(@ Use HTTPS: O

(# Subsystem Name: # node 10 |
(@ Version: 5.0 SP4 M

@ 1P Address: * 192.168.131.11

(@ Port: 80

(7) User ID in Subsystam: |Aastra |
(7) Password in Subsystem: |u"u |
(7 Confirm Password in Subsystem: |u"u |
(@ Terminal Password: | |
(# Confirm Terminal Password: | |
(@ 1P Phane Server: [Enter Manual URL | |
(@ Domain Folder: i

(@ Location: Edit...
@ CMG PBX ID: [1 |

Cancel

Figure 21: Specify IP Phone server and domain folder

12. Start MX-ONE Service Node Manager, and edit your configuration file.

Initial Setup  Number Analysis [ Telephony IR s System  Tools Logs

Extensions Operator  Call Center Groups External Lines System Data IP Phone

Administrator | IP Phone Configuration File - Change - aastra67xxi/192.168.132.0-24

Security Policy ‘

Telephony Domain

SIP Domain Model Specific Settings

SW Server

6730i / 6731i

Connect Configuration File Programmable Key Settings

Configuration File

Key Type Value
Unregistration 1 v ) [Log onfoff v hitp://$$PROXYURL$S:2
Media Encryption 2 = | Ind?v?dual Key V|

3 O [Individual Key vl

4 O [Individual Key v

5 O [SAVE v|

6 O [DELETE v]

7 O [Individual Key v

8 O [ Individual Key v|

6735i f 6755i
Figure 22: MX-ONE Service Node Manager settings, in this example keys 2-8
are flexible as key 1 is locked.
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Note: If you want a different function keys layout on some special extensions even if
they are using the same telephone model as the default extension, you can do
this by:

1. Define a different model configuration file, e.g. 6731i.cfg, in Configuration
File task in MX-ONE Service Node Manager, see chapter 6, and store it in
another folder (Domain or Subnet) or on a different IP Phone Server.

2. Edit the special extensions in the Extension task, click the “Advanced”
button and select the IP Phone Server and/or Domain Folder previously
defined in the dropdown lists.

ASSIGNING PHONE NUMBERS TO SPEED DIAL KEYS

Shortcut keys that are not assigned to functions or monitored extensions can be
assigned to phone numbers as speed dial keys (also called TNS keys). The user can
initiate phone numbers to shortcut keys from the web Ul.

When programming softkeys as speed dial keys from the web Ul do not use key
number 1-8 for bottom softkeys and 1-4 for top softkeys.

The user may program a speed dial key with number and label. If HOTDESKLOGIN
key is used, only offered for 6900/6800, for logon, the speeddial key is stored in
MX-ONE as a TNS key and will follow the user when he/she logs on with another tele-
phone. If MX-ONE XML logon is used the speeddial key is stored locally on the phone
and will not be cleared at logoff.

TNS keys initiated via MX-ONE will appear as speeddial keys on the phone and follows
the user.

To program speed dial to a programmable key (hardkey) that is empty from the phone
ul:

1. Press the key for a couple of seconds until the input field appears in the display.
2. Enter the name and the number (or procedure with * and #).

Note: In6867,6869, 6735/55 and 6737/57 the recommendation is to not use the phone
Ul for the programming of softkeys as speed dial keys because it will interfere
with the keys used by the system. In 6739i it is ok when using the Options key

> Softkeys to program the softkey with higher key number than 8.

To program a speed dial key (hardkeys and softkeys) from the web Ul:

1. Click on: Operation > Softkeys and XML or
Operation > Programmable keys or
Operation > Expansion Module

2. Enter the name and the number (or procedure with * and #).

Note: Do not program softkey 1-8 because these can interfere with keys used by the
system.

To edit an existing speed dial key from the phone Ul:
Options > Preferences > Speed Dial Edit.

ASSIGNING MNS KEYS

The shortcut keys can be configured as monitoring keys (that is, assigned to monitor
other extensions). The LED of the shortcut key is used for indicating the status of the
monitored extension. By pressing the shortcut keys, calls to monitored extensions can
be answered. Secretary functions is one example of this.
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Monitoring keys are configured from the PBX.

To get the MNS key working, some parameters in the configuration file have to be
enabled, see section 11.2 Settings in the configuration file aastra.cfg/startup.cfg on
page 22.

It is possible to change the type of ring signal (periodic, muted, visual only etc.) for the
MNS key and it is changed from the PBX or from MX-ONE Provisioning Manager. The
default value is visual only. No settings for this can be done in the aastra.cfg/startup.cfg
file.

It is also possible to set a pop-up option for monitoring keys. With this feature enabled,
the page containing a monitor key is displayed when a call to the associated monitored
extension is received. This feature is enabled in the aasta.cfg file:

blf activity page switch:3

There are the following options:

. 0: Page switching disabled. Default value.

. 1: Switch page when the monitored extension receives a call.

. 2: Switch page when the monitored extension receives a call or put the call on
hold.

. 3. Switch page when the monitored extension receives a call or put the call on

hold or when the monitored extension change to speech state.

To avoid too much flashing of switching pages, all the MNS key should be collected on
one page.

11.13.6 SHARED CALL APPEARANCE (SCA)

The SCA feature allows a group of terminals to control the incoming and outgoing calls
on a common line. The SCA feature is useful in work groups where it must be easy to
exchange and move calls between the members.

The following terminal models can be initiated to have SCA lines: Mitel 6863, 6865,
6867, 6869, 6873, 6730/31, 6739, 6735/55, 6737/57.

The extension number for a SCA line can be represented on a number of terminals.
The main SCA extension number for a certain terminal is placed on L1 and L2. If the
terminal shall monitor another SCA line, the hardkeys L3 and L4 are used. If additional
monitoring SCA lines are initiated, they are represented on softkeys.

The reason to initiate two lines (e.g. L1 and L2) for each SCA number, is that if L1 is
busy it is still possible to take another call on L2.

For a detailed description of the SCA feature in an MX-ONE environment, see feature
description Shared Call Appearance.

For a description of the lamp indications when the SCA feature is used, see the Quick
Reference Guide for each telephone model.

The SCA feature is initiated with MX-ONE Provisioning Manager (or via the MX-ONE
command interface). No settings in the aastra.cfg/startup.cfg file are needed.

11.13.7 EXTRA DIRECTORY NUMBER (EDN)

One or several Extra Directory Numbers can be added to an existing extension which
has an own directory number on Line1. The extra directory numbers are represented
on line keys or softkeys. The EDN number has basically the same characteristics as
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the Line1 except for busy; when there is a call on an EDN line, the line is regarded as
busy. When there is a call on Line1 it is still possible to receive another call on Line2.

The EDN keys are initiated with MX-ONE Provisioning Manager (or via the MX-ONE
command interface). No settings in the aastra.cfg/startup.cfg file are needed.

For more information how to initiate the softkeys as EDN keys, see 11.13 Using
Shortcut Keys on page 27.

SOFTKEYS FOR BUSY SERVICES

To get the softkeys for busy services to show up on the first page, one parameter in the
aastra.cfg/startup.cfg file has to be enabled:

! collapsed context user softkey screen:1

The following is valid for 6735/55, 6867/6869/6873 and 6737/57: The busy services
call-back and call pickup are shown on softkeys on page 1 when calling a busy exten-
sion. Call waiting and intrusion are shown on softkeys on page 2, which means that the
user has to press More to see these softkeys.

The following is valid for 6739: All busy services are shown on the first page.

See also section 11.2 Settings in the configuration file aastra.cfg/startup.cfg on page
22.

KEY LOCK / UNLOCK

Itis possible to lock or unlock softkeys, programmable keys and expansion keys. When
key locking is enabled, the phone uses the settings from the configuration files and
ignores any previous local configuration. A user cannot override the configuration of a
locked key. Example:

#Save

prgkey5 Llocked: 1
#Delete

prgkey6 Llocked:1

When viewing the locked key via the Mitel Web Ul, the key is grayed out (disabled) and
cannot be changed.

It is also possible to lock parameters in the configuration files, by starting the line with
an exclamation mark (!). Example:

! collapsed context user softkey screen:1

CONFERENCE KEY

The hardkey for conference in 6867, 6869, 6873, 6730/31/39 is defined in the
aastra.cfg/startup.cfg template file, and of course when using MX-ONE Service Node
Manager to create the configuration file, to send a DTMF digit to the exchange. The
possibility to initiate a three part conference locally in the phone is disabled.

The conference softkey sends an xml request to the exchange to initiate a conference.

ASSIGNING DMN KEYS

The shortcut keys can be configured as Diversion MoNitoring (DMN) keys. This key will
monitor calls that are diverted or deflected from the extension on which the key is
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placed. The LED of the shortcut key will indicate the status of such a diversion or
deflection.

Diversion monitoring keys are configured from the PBX.

To get the DMN key working, some parameters in the configuration file have to be
enabled, see section 11.2 Settings in the configuration file aastra.cfg/startup.cfg on
page 22.

It is possible to change the type of ring signal (periodic, muted, visual only etc.) for the
DMN key and it is changed from the PBX or from MX-ONE Provisioning Manager. The
default value is visual only. No settings for this can be done in the aastra.cfg/startup.cfg
file.

Itis also possible to set a pop-up option for monitoring keys. With this feature enabled,
the page containing a monitor key is displayed when a call to the associated monitored
extension is received.

This feature is enabled in the aasta.cfg file: blf activity page switch:3

There are the following options:

. 0: Page switching disabled. Default value.

. 1: Switch page when the monitored extension receives a call.

. 2: Switch page when the monitored extension receives a call or put the call on
hold.

. 3. Switch page when the monitored extension receives a call or put the call on

hold or when the monitored extension change to speech state.

To avoid too much flashing of switching pages, all the DMN (and MNS) keys should be
collected on one page.

11.14 INITIATING DATA FROM MX-ONE PROVISIONING
MANAGER

MX-ONE Provisioning Manager (PM) is used to set data e.g. for MNS, TNS, DMN, MCT
and PEN into the phones from MX-ONE. PM can be used by system administrators and
by end-users. The screenshots below shows the menu in MX-ONE Provisioning
Manager for setting data on the softkeys in 6757 terminal.
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¥ Administrators  System Logs  Own Settings
Mailbox

Extension Available Extensions Individual Diversion

Multistep - Previous task
Extension - Change 1P (SIP, H.323, IP-DECT)

Function Keys - 2000000004

[ Caontinue l [Cancell

Phone type: Aastra 67571

= 5: Log on/off esl 2 Msg Wait
§: Services 0= g
& 7: Corp Dir L Mare
2 1o: 0= 13;
O 11 0= 14:
[ 13: L Maore
[ 15: = 18:
02 16: 0= 19;
0= 17 0= 20:

[ Caontinue l [Cancel l

Figure 23: MX-ONE Provisioning Manager. Key data for 6757

In the example above the softkeys Log on/off, Services, Corp Dir, Msg Wait, key 9 and
More belongs to the first page. Key 10,11, 12, 13, 14 and More to the next page and
15,16,17,18,19 and 20 to the last page.

DIAL PLAN

The dial plan is defined via the configuration file. In the aastra.cfg/startup.cfg file the
following parameters are set:

Isip dial plan: "x+"[xx+*"

!sip dial plan terminator: "1"

With this setting the # character will be sent to the PBX in a correct way, even in the
middle of a procedure for example *42#B-numberit.
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11.16 AUTHENTICATION CODE SHALL NOT BE VISIBLE

When entering a service code procedure containing an authorization and PIN code, it
is possible to prevent the authorization or PIN code to be stored in the logs. The
configuration for this is done in the aastra.cfg/startup.cfg file. There are two options:

. All the entered digits after the service code are replaced. Example: the user
enters *72*99999# where 99999 is the authorization code, *72******# will be
shown in the display and in the re-dial list.

. The procedure contains service code + authentication code + number. In this
case the function code and number will be shown in as they are entered and the
authentication code will be replaced by stars. Example: the user enters
*75*99999*6709# where 99999 is the authorization code and 6709 an extension
number, *75*******6709# will be shown in the display and in the re-dial list.

The syntax to be used in the aastra.cfg/startup.cfg file is shown in following example:
pin suppression dial plan: *72*(X+)# | *75*(X+)*X+#

This setting will give the result shown in the example above.

11.17 FREE ON SECOND LINE

If the telephone shall be able to receive calls on another line although there is a call on
line 1 already, Free on Second line must be enabled.

This is done by pressing the Services key > Free on 2nd line. If it is already active, you
will get the option to deactivate and vice versa.

If using the web GUI

. Global SIP Settings > Basic SIP Authentication Settings. Call Waiting is also
set per line and this setting overrides the global setting.

. The default value is Call Waiting = Enabled.

. If the telephone shall send busy when a new call arrives and there is an ongoing
call on the first line, Call Waiting shall be set to Disabled.

11.18 DIVERSION / CALL FORWARD

Pressing the Diversion key gives the the following options:
. Presence, see 11.21 Configuring Presence Services on page 49.
. Follow-me. The user must enter the number of the new answering position.

. External follow-me. The user must enter the external number including the
external access code.

. Do Not Disturb. When this option is activated the caller will get an extension
unavailable message or be forwarded to the answering position, if forwarding is
defined by the system administrator. See also 11.19 Do Not Disturb (DND) on
page 47.

. Divert. The system administrator must define a default personal number list for
the extension in MX-ONE, see feature description for Personal Number. When
divert is activated from the terminal, the calls to the extension are forwarded to
the next position in the personal number list (normally voice mail).
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Note: The Divert function is a simplified type of diversion and has not the same func-
tionality as the diversion function for digital and analogue telephones.

Note: There is support in MX-ONE Provisioning Manager for setting of the default
personal number list, see 11.18.1 Initiate the Divert Settings From MX-ONE
Provisioning Manager on page 47.

The Diversion key is set from the PBX and cannot be changed.

The phone internal Call Forward menu is disabled by default in the
aastra.cfg/startup.cfg file:

call forward disabled: 1

INITIATE THE DIVERT SETTINGS FROM MX-ONE PROVISIONING
MANAGER

In MX-ONE a default personal number list is used to create the divert function, see
feature description for Personal Number.

In MX-ONE Provisioning Manager a template can be created for initiating an extension
with the default personal number list. Using this template the system administrator
does not have to fill in the extension number and voice mail number in the personal
number list for each extension when new extensions are created. Follow the proce-
dure:

. MX-ONE Service Node Manager: Initiate a Common Service Profile (CSP) under
the tab Service Category with:

- Call List Deactivation Forbidden (which means that the user is not allowed
to deactivate the personal number list)

. MX-ONE Provisioning Manager: If a number of new extensions shall be created
with default personal number list:

- Create a new template for an extension with the CSP created above.

- Select Personal Number - > Edit. Use the option ODN (own directory
number) as first position in the list. When the template is used, the param-
eter value ODN will be replaced by the present directory number.

- In the second position in the personal number list, enter the answering
position (normally the voice mail number).

. MX-ONE Provisioning Manager: Create the extension by using the template
described above.

. MX-ONE Provisioning Manager: If the default personal number list shall be initi-
ated for an existing extension:

- Select the extension. Change the CSP to the one for default personal
number list. Press Apply.

- Select Personal Number - > Edit. Change the phone numbers in the list to
the wanted numbers.

DO NOT DISTURB (DND)

It is possible to activate individual DND from the Diversion menu in the terminals. The
extension must have a certain category to be allowed to activate individual DND. When
the feature is activated the forwarding of calls to the extension is dependent on the
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settings in MX-ONE. No settings in the telephone is necessary for this feature. See also
MX-ONE Service Node Feature List.

It is possible to activate group do not disturb from the telephone with a service code
procedure. The extension must have a certain category to be allowed to activate group

DND. No settings in the telephone is necessary for this feature. See also MX-ONE
Service Node Feature List.
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CONFIGURING RING SIGNALS

The adaptation of the ring signals for the market is made from the configuration file. The
tables below shows values to be set for Europe / Standard and for North America appli-
cation systems.

Table 4 Ring signal cadences for Europe / Standard

Parameter in configuration
Ring signal file Cadence
External bellcore cadence dr2 350, 300, 350, 5000
Call back bellcore cadence dr3 300, 400

Table 5 Ring signal cadences for North America

Parameter in configuration
Ring signal file Cadence
External bellcore cadence dr2 800, 400, 800, 4000
Call back bellcore cadence dr3 400, 200, 400, 200, 800,
4000

CONFIGURING PRESENCE SERVICES

These telephones have menu support for activating of absence reasons (message
diversion) under the Diversion key. The menus are pushed out from the PBX and no
settings are required in the configuration file for the telephone.

When message diversion is active, the lamp at the Diversion key is lit.

Note: Itis necessary to set the time and date format in MX-ONE for the different
absence reasons. Use command:

extension_text with parameter ics-time-format

Common answering position(s) must be set as well so the system has a desti-
nation number where to redirect traffic when absence reason is active. Use the
command:

diversion_common with parameters

USING DNS SRV RESOURCE RECORDS

DNS SRV shall not be used in combination with ‘sip backup proxy’ or ‘sip backup regis-
trar'. DNS SRV contains a list of accesses, which may be MX-ONE servers or Session
Border Controller (SBC). As such DNS SRV is used as alternatives for redundancy. It
may be constructed as a priority list, where each priority level may have multiple
accesses tagged with a weight.

DNS SRV records can be defined in the DNS server or in the aastra.cfg/startup.cfg file.
The phone performs an SRV lookup when the corresponding port is set to 0.

For full support using DNS SRV, MX-ONE Service Node shall be addressed using its
IP address or its official DNS host name, lim<X>.<mxone-domain>, where X is the lim
number and the domain used by the MX-ONE DNS server. The ‘sip transport protocol’
has to match the DNS query protocol in ‘sip dns srvX name’. If TLS shall be used, DNS
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host name has to be used which will match the MX-ONE server certificate
CN=*.<mxone- domain>.Here is an example using TLS and DNS SRV Record config-
ured in

aastra.cfg/startup.cfg:

sip transport protocol:4 #1-UDP 2-TCP 4-TLS
sips persistent tls:1

sips trusted certificates:"ca.pem”

sip outbound proxy: mx.example.net

sip outbound proxy port: 0

sip proxy ip: mx.example.net

sip proxy port: 0

sip registrar ip: mx.example.net

sip registrar port: 0

sip dns srv1 name: _sip_tls.mx.example.net
sip dns srv1 priority: 10

sip dns srv1 weight: 50

sip dns srv1 port: 5061

sip dns srv1 target: lim1.mx.example.net

sip dns srv2 name: _sip_tls.mx.example.net
sip dns srv2 priority: 10

sip dns srv2 weight: 50

sip dns srv2 port: 5061

sip dns srv2 target: lim2.mx.example.net

sip dns srv3 name: _sip_tls.example.com

sip dns srv3 priority: 20

sip dns srv3 weight: 60

sip dns srv3 port: 5061

sip dns srv3 target: lim1.mx.branch-office.example.net
sip dns host file: hostfile.txt

hostffile.txt content:

192.168.0.1 lim1.mx.example.net
192.168.0.2 lim2.mx.example.net
192.168.8.1 lim1.mx.branch-office.example.net

In the example, the phone will first use the DNS SRV record with lowest priority value,
thatis record #1 or #2 both with 50 percentage probability, which means that the phone
will register towards server 1 or server 2.1f record #1 or #2 are not available it will try
record #3 which is next in priority.

MX-ONE must be able to resolve the host name of the record targets,
limX.mx.corp.net. Either the DNS server offered to the phone in the DHCP will resolve
an A query or this DNS is configured to redirect the A query to the DNS server on lim1.

Alternatively, as in this example, hostfile.txt is used to translate host name to IP
address. This file shall be available on the SW server together with the
aastra.cfg/startup.cfg file. The host file is downloaded to the phone at restart.
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When the telephone is registered towards the backup registrar and when the user initi-
ates a call, the INVITE will be sent to the primary registrar first, which causes a delay
of the call with 3-4 seconds. The telephone will discover when the primary registrar is
working again and register towards this one.

There are some limitations when the telephone is registered towards the backup regis-
trar, see 11.28.1 Limitations on page 53.

USING THE PHONE AS AN OPERATOR MEDIA DEVICE
(OMD)

Not applicable.

A telephone is called Operator Media Device when it is used for the speech together
with a operator work station application, for example CMG NOW Attendant.

CENTRAL STORAGE OF USER SPECIFIC DATA

The data the that follows the user for the Mitel 6900/6800/6700 family when logging on
to another phone is the data stored in MX-ONE, for example MNS, DMN, SCA keys
and the speed dial keys initiated from MX-ONE. The data locally stored in the phone
does not follow the user.

CONFIGURING THE DIFFSERV PARAMETER

Diffserv is a model for handling of priority, based on the type of service (TOS) field in
the IP packet heading.

The TOS value can be defined in the aastra.cfg/startup.cfg file and the parameter
names are: tos sip and tos rtp.

The default values are tos sip: 38 AF/(100110) and tos rtp: 46 EF/(101110)

For more information: see Administrator Guides for Mitel Models 6900, 6800, 6700 and
9000 Series IP SIP Phones.

SELECTION OF TRANSPORT ADDRESSES (PORT
NUMBERS)

The table below shows the default port numbers. The ports are possible to change via
the aastra.cfg/startup.cfg file. For more information, see Administrator Guides for
Mitel Models 6900, 6800, 6700 and 9000 Series IP SIP Phones.

Table 6 UDP/TCP default ports used by the phone

Type of
signalling Minimum Maximum Comment
RTP 3000 The first media stream, uses
3000. The second mediastream
uses 3002 and so on.
RTCP 3000+1 RTP port + 1
SIP 5060 5060
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Type of
signalling Minimum Maximum Comment

SIP secure port 5061 5061 When using the phone in SIP /
TLS mode.

MX-ONE Mitel XML | 22222 22222 Used in combination with http://

API port when configuring /Logon and
/Startup

MX-ONE Mitel XML | 22223 22223 Used in combination with https://

API secure port when configuring /Logon and
/Startup

Configuration 80 80 when downloading configuration

Server HTTP and firmware files

Configuration 443 443 when downloading configuration

Server HTTPS and firmware files

11.27 REGISTRATION DISTRIBUTION

When the registration distribution feature is enabled in the system, the Mitel 6900, 6800
and 6700 phones will be configured to register in the server with the generic extension
data.

In the MX-ONE concept called HLR (Home Location Register) server, the configuration
is a part of the initial REGISTER procedure. The phones will as the main rule be regis-
tered in their home server, but if the HLR server has reached its limit, an alternative
server will be able to accept the registration.

When this feature is used, the balancing of the registration load has to be considered
already during the deployment of the system, e.g. an even initiation of the generic
extensions among the available servers.

To activate the registration distribution feature in MX-ONE enter the command:

extension_registration_distribution -i

11.28 REDUNDANCY

The primary proxy IP address shall be set according to 7.3.2 log on/LOG off [XML key]
on page 12. It is also possible to define in the aastra.cfg/startup.cfg file a redundant
IP address with the parameters:

sip proxy ip

sip proxy port

sip registrar ip

sip registrar port

sip backup proxy ip

sip backup proxy port

sip backup registrar ip
sip backup registrar port

The IP address to set shall be equal in both of these parameters. The redundant ip
address will be used by the telephone if the sip proxy server with the primary ip address
does not respond.
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When the telephone is registered towards the backup sip registrar, the telephone tries
to register towards the primary server. If this server responds, the phone tries to
register towards the primary proxy server again.

There is support for redundancy settings in MX-ONE Service Node Manager

For more information about the redundancy functionality in MX-ONE, see feature
description for HLR Redundancy.

LIMITATIONS

When the phone loses contact with the primary SIP registrar, it can take up to 10
minutes (refresh of the registration time) before the telephone registers towards the
backup registrar.

Mitel 6900/6800/6700 terminals, deployed with Log On/Off xml key, cannot use the key
when the primary proxy/registrar is not responding. As a workaround it is possible to
log on with the free seating procedure (*11*PIN*extension number#).

If the terminal is registered towards the backup registrar and if the user logs off with the
#11# procedure, the IP address to the primary SIP proxy is lost and it is only possible
to log on towards the backup SIP proxy. To go back to primary SIP proxy, the local
configuration settings have to be removed in the phone, see 9.2 Remove local config-
uration settings on page 19.

When the telephone is registered towards the backup registrar and when the user initi-
ates a call, the INVITE will be sent to the primary proxy first and then to the backup
proxy, which causes a delay of the call with 3-4 seconds.

REGISTRATION AT BRANCH OFFICES

The branch office scenario means that the telephones are registered to to PBX in the
main office and if the connection to the main office fails, the phones shall register to a
local SIP server.

When the connection to the main office is working again, the telephones shall register
towards this PBX again.

The way to configure this is to use sip backup proxy ip and sip backup registrar ip in
the aastra.cfg/startup.cfg file, see section 11.28 Redundancy on page 52 or see
11.22 Using DNS SRV Resource Records on page 49.

VOICE MAIL

When a user has got a voice mail and the message waiting key is flashing, the user can
listen to his voice mail by pressing this key. The telephone will send the *32# procedure
to the system.

If there is no message waiting, it can still be useful to call the voice mail system. This
is done by pressing the Services key and select VoiceMail. In this case the phone will
use the directory number to access the voice mail system.

The settings for these options are defined in the aastra.cfg/startup.cfg file. Below is an
example:

sip vmail :”*32#”
sip Linel vmatil :”*32#”
sip explicit mwi subscription: 1
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services script: http://$8PROXYURL$$:22222/services?user=$3SIPUSER-
NAME$$ voicemailnr=12345

11.31 CORPORATE DIRECTORY

From the phone it is possible to search in a corporate directory via the XML interface
described in XML API for Mitel SIP phones.

From Mitel CMG7.5-SP1 the XML support for searching in the corporate directory is
included.

To be able to access the directory function some parameters in the
aastra.cfg/startup.cfg file of the phone have to be set, see the example below:

softkey6 Label: "Corp Dir"

softkey6 type: xml

softkey6 value: http://<CMG server>/xml/directory/CorpDir.php
softkey6 Line: global

softkey6 states: 1idle, connected, incoming, outgoing

The phone sends a http request with the search criteria to the directory server and
receives a list with the search result. The answer is in xml format.

The user can select the phone number in the search result and initiate a call.

11.31.1 MITEL CMG DIRECTORY

For details how to set up CMG to access the corporate directory from the 6700 phones,
see Corporate Directory for IP phone, Installation & Configuration Guide in the CMG
CPl library.

11.32 CALL PARK POOL

For a detailed description of the Call Park Pool feature in an MX-ONE environment, see
operational directions for Call Park Pool.

No configuration in the phone is needed for this feature.

11.33 INTERCOM

It is possible to define Intercom functionality on one or several programmable keys.
When pressing the Intercom key, the telephone initiates a call towards the other
predefined party and the call is automatically answered.

For a detailed description of the Intercom feature in an MX-ONE environment, see
operational directions for Intercom.

No configuration in the phone is needed for this feature.

11.34 IP PHONE ADMINISTRATION

The tool IP Phone Administrator is used to monitor registered and un-registered IP
phones.

The tool is used for the following:
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. Find the IP address of the IP phones.
. Get an overview of all registered and non-registered phones.
. View the firmware version in both registered and non-registered IP phones.

For MX-ONE Service Node the tool is integrated in the MX-ONE Service Node
Manager (SNM).

The way to configure this is to enable the IP Phone Administrator check-box in Config-
uration File task in SNM.

Enable IP Phone Administrator: Check-box that can be set to checked or cleared.
The checked value means that the telephones will send http messages to the IP Phone
Administrator server. The cleared value means that the telephone does not send such
messages. The default is checked.

Server Address: Optionally used to specify an address to the IP Phone Administrator.
By default it is empty, the URI will be automatically filled with "http://$$PROXYURL$$".
$SPROXYURLS$S is replaced by the SIP Proxy by the Phone.
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PAsswoORDS AND PIN CODES
12 PASSWORDS AND PIN CODES

The following passwords or PIN codes are used when working with these phones:

. PIN code for registering the phones to MX-ONE. The user can change the PIN
code with the procedure: *74*old PIN*new PIN#

It is recommended to use PIN code to avoid that an end-user can log on with
another end-user’s directory number.

. Administrator password for accessing the phone using the phones' web interface
or the phone menus.

. User password for accessing the phone using the phone's web interface or
phone menus.

12.1 CHANGING THE ADMINISTRATOR PASSWORD

The administrator password can be changed from the aastra.cfg/startup.cfg file, see
Administrator Guide for Mitel Models 6900, 6800, 6700 and 9000 Series IP SIP
Phones. The password can only consist of digits

The user name is: admin
The default password is 22222.

12.2 WEB INTERFACE PASSWORDS FOR END USERS

End users can use a Web browser to access the phone's Web interface. This interface
can be used when working with contacts and other user specific data.

The user name is: user

There is no password by default.

The user password can be initiated/changed via the phone Ul:
Options > Option List > User Password

The user password can also be changed via the web UL.

Click on: Operations > User Password
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HEADSET

6900 FAMILY

Wireless headsets according to the DHSG protocol as well as headsets with cable can
be used with 6920, 6930, 6940, and 6970.

To enable the headset port via the phone Ul:

Options > Preferences > Set Audio > Audio Mode

6800 FAMILY

Wireless headsets according to the DHSG protocol as well as headsets with cable can
be used with 6865, 6867, 6869 and 6873.

To enable the headset port via the phone Ul:

Options > Preferences > Set Audio > Audio Mode

6700 FAMILY
Wireless headsets according to the DHSG protocol as well as headsets with cable can
be used with 6735/37, 6737/57, 6739 and 6753.

To connect the phone to a DHSG compatible cordless headset, a special cable from
Mitel must be used. The article number is: 62-001134-00.

To enable the headset port via the phone Ul:

Options > Preferences > Set Audio > Audio Mode
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14 EXPANSION MODULES

There are two types of expansion modules for 6700: M670 and M675.

There are two types of extension modules for 6800: M680 and M685. There are two
types of extension modules for 6900: display and key panel M695 and detachable
keyboard K680.

M670 is a key panel unit with 36 keys. Paper labels are used to label the keys.
Maximum 3 modules can be connected to the telephone. The following models has
support for the key panel unit: 6753, 6735/55, 6737/57 and 6739.

M675 is a display panel unit with 60 softkeys, with 20 softkeys on each page which
means 3 pages. A LCD display is used to label the keys. Maximum 3 modules can be
connected to the telephone. The following models has support for the key panel unit:
6735/55, 6737/57 and 6739.

M680 is a key panel unit with 16 keys. Paper labels are used to label the keys.
Maximum 3 modules can be connected to the telephone. The following models have
support for the key panel unit: 6865, 6867, 6869 and 6873.

M685 is a display panel unit with 84 softkeys, with 28 softkeys on each page which
means 3 pages. A LCD display is used to label the keys. Maximum 3 modules can be
connected to the telephone. The following models has support for the key panel unit:
6865, 6867, 6869 and 6873.

M695 is a display panel unit with 84 softkeys, with 28 softkeys on each page which
means 3 pages. A LCD display is used to label the keys. Maximum 3 modules can be
connected to the telephone. The following models has support for the key panel unit:
6920, 6930, 6940, and 6970.

K680 is a detachable keyboard for the 6900 phones. There is also a WLAN Adapter for
the 6900 phones.

For installation of the modules, see the phone specific Installation Guide.

The extension_key, --key parameter, is an index which is mapped to the phone which
may have expansion modules attached. The below describes where a certain key is
added. Note that if PM is used, there is a graphical interface which shows where the
key will be on the phone or expansion module.

For 6700 phones. If shortcut keys shall exist on both the phone and on the expansion
module, the key numbers that do not fit on the expansion module will ‘overflow’ to the
telephone display. A consequence is that when an expansion module is added on the
telephone, the keys for MNS, TNS (defined in the PBX), DMN, MCT and PEN are
moved from the telephone to the expansion module. Example: If one M675 expansion
module is used, key number 1 to 60 are placed on the expansion module and key 61
and upwards on the telephone.

For 6900/6800 phones. If shortcut keys shall exist on both the phone and on the expan-
sion module, the key numbers that do not fit on the telephone display will ‘overflow’ to
the expansion module.

Example: If one M685 expansion module is used on an 6867i phone, key number 1 to
19 are placed on the telephone display and key 20 to 103 will fit the expansion module
which fit 84 keys.
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EMERGENCY CALLS

Even if the telephone is not registered to the PBX, it is possible to make emergency
calls. The sip proxy ip parameter in the configuration file, defines where the telephone
sends the INVITE with the SOS number. No registrar is required for this.

For more information how to set up the sent A-number, see EMERGENCY CALLS,
SOS CALLS (5/15431-ANF90143) in the CPI library.
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16.1

VoIP RECORDING
VOIP RECORDING

It is possible to record voice calls to a central recording equipment. The phones that
shall have recording are monitored via the CSTA interface and this means that an
Application Link or an Open Application Server (OAS) must be used to provide the CTI
interface to the recording system. The call events and the IP address to the phones to
be monitored are sent over the CSTA interface.

For more information about the recording solution for MX-ONE Service Node see
Description for Voice Recording and the Interface Description for VolP Recording Inter-
face.

The signaling between the recording system and the IP phones is based on SIP. The
recording system sends an INVITE message to the phone to inform about the IP
address to where the voice packets shall be sent. A SIP ACK message orders the
phone to start forwarding the received and transmitted RTP streams to the logger.

There are the following options

. Total recording: the recording system orders the telephone to start the
recording dependent on the recording policy. All calls or only external calls to the
monitored extensions are recorded for example.

. Record on demand: the user can start and stop the recording by pressing the
recording key.

Note: It is only possible to record IP phones. No other types of phones shall be moni-
tored.

The voice stream is sent un-encrypted to the recording equipment, if the original call is
without encryption. If the call is encrypted, the telephone forwards an encrypted voice
stream to the recorder. In this case the encryption keys are sent via the CSTA interface
to the recording equipment.

The icon for recording in the display, is shown when the telephone forwards the RTP
stream to the recording system. Moreover it is possible to configure the phone to play
a periodic beep tone.

CONFIGURATION AT TOTAL RECORDING

The recommendation is to use dynamic recording sessions (i.e. per call), although it is
also possible to use static (i.e. per the duration that the phone is registered). The type
of recording session is configured in the recording system.

Below is an example how to set the parameters in the configuration file:

recorder addressl: 192.168.1.20
recorder address2: 192.168.1.21
#recording destinationl:

recording destination beep: ©

sip services transport protocol: 1
sip services port: 7300

Recorder addressN specifies the trusted IP addresses corresponding to the recording
system.

Recording destinationN specifies the trusted IP addresses corresponding to the desti-
nation where the RTP/SRTP streams should be sent. If these parameters are left unde-
fined, no authentication checks are performed. This is the case in this example.
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Recording destination beep defines if a beep shall be heard to notify that recording is
ongoing.

Sip services transport protocol. The following options exist:

. -1: (default), which means that the same protocol will be used as defined in the
parameter sip transport protocol parameter.

. 0: TCP/UDP
. 1: UDP
. 2: TCP

CONFIGURATION AT RECORDING ON DEMAND

The prerequisite is that the settings for active recording is done, see section 16.1
Configuration at Total Recording on page 60.

When the user has pressed the recording key an icon is shown in the display when the
phone has got a confirmation from the recording system that the recording has started.

The shortcut key for recording is initiated from the PBX.

The URI to the recording system that the telephone sends when the user presses the
recording key, can be defined in one of the following ways:

. MX-ONE command extension_key. The advantage is that in a free seating envi-
ronment, the recording key with the associated URI will follow the user (directory
number).

. Phone configuration file. If the recording key shall be generically available it

could make sense to define it as a system key per phone model (<model>.cfg).

In the second option, the recording key is defined as a key of the type xml with the URI
as parameter value. This example shows how keys are configured to work with the
recording system from the vendor ASC:

. Start recording:
http://192.105.88.152:8080/XVOIPService?page=START& OPN=$$SIPUSER-
NAME

The phone replaces $$SIPUSERNAMES$S$ with its registered directory number.
The http://<host>:<port>/ must match the recorder’s listening IP address and port
number.

. Stop recording:
http://192.105.88.152:8080/XVOIPService ?page=STOP& OPN=$3SIPUSER-
NAMES$$
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QUALITY OF SERVICE (Q0S)
17 QUALITY OF SERVICE (QOS)

It is not possible to view the QoS statistics via MX-ONE.
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DHCP SERVER

DATA FROM DHCP

The phone has support for DHCP by which the following IP configuration data can be
provided:

. Own IP address, subnet mask and default gateway, received in the DHCP stan-
dard fields (1 and 3).

. The VLAN used for the phone can generally be set in option 132 or be part of
Option 43. If the phone’s configuration has another value than that of the option
value it will configure according to the Option 132 value and making a reboot.

. IP address to the software server. The path to the firmware to be downloaded
from the software server can also be provided as well as the protocol to be used.
The recommendation is to use DHCP option 66 (TFTP server name), but DHCP
option 60 (vendor class identifier) and option 43 (vendor specific information
field) can also be used.

The following examples show the different possibilities on how to use option 66,160 or
159 in order to get the IP address or host and its path to the software server. For http
and https it is possible to define the port. Default port for http is 80 and default port for
https is 443:

http://192.168.1.45
http://192.168.1.45/path
http://192.168.1.45:8080/path
http://srv.example.com/path

The default dhcp precedence order is 43, 160, 159, 66. So if the phone receives the
software server configuration in both option 66 and option 43, then option 43 takes
precedence over option 66.

If option 66 is already in use, it is possible to set the configuration server in either option
160 or 159 instead.

DHCP SETTINGS FOR OPTION 66

Enter the URL to the software server according to the example in 18.1 Data from DHCP
on page 63.

DHCP SETTINGS FOR OPTION 43 AND 60

DHCP option 60 (vendor class identifier) and option 43 (vendor specific information
field) can also be used to get the software server address and also to load a unique
configuration file dependent on telephone type.

The first step is to initiate option 60 for each telephone type:
Table 7 Identifier values to be defined in option 60

Model Identifier Value
6920 AastralPPhone6920
6930 AastralPPhone6930
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Model

Identifier Value

6940

AastralPPhone6940

6970

AastralPPhone6970

6863

AastralPPhone6863i

6865

AastralPPhone6865i

6867

AastralPPhone6867i

6869

AastralPPhone6869i

6873

AastralPPhone6873i

6730

AastralPPhone6730i

6731

AastralPPhone6731i

6735

AastralPPhone6735i

6737

AastralPPhone6737i

6739

AastralPPhone6739i

6753

AastralPPhone53i

6755

AastralPPhone55i

6757

AastralPPhone57i

After option 60 has been entered into the DHCP server, the data in option 43 has to be
entered. The following options exist:

Table 8

Options that can be set in option 43.

Code

Description

02

Configuration server (protocol, server and path).
Syntax: string

03

RCS. Not used in a MX-ONE environment

08

Header to activate the VLAN transfer to the phone.
Syntax: 16 bytes character string “Aastra(space)Telecom(space)(space)’ i. e.
4161737472612054656c65636f6d2020

09

VLAN identity (1-4094)
Syntax: 4 bytes whereas the first and second byte must be 0x00 and third and
fourth byte the VLAN id. Example: 100 in decimal is 00 00 00 64 in hex.

For an example how to configure option 60 and 43 in a Linux environment, see the
Administrator Guides for Mitel SIP Phones.

Below is an example showing how to configure DHCP in a Windows environment.

18.3.1 DEFINE VENDOR CLASS

Select Define Vendor Class in the drop down list.
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Figure 24: Define and add the vendor class

To enter the Vendor Class ID, click on the right side below ASCIl in the large form field.
Enter the Identifier Value from table 7 above.

Repeat this step for each phone model that should be served by this DHCP server.
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18.3.2 SET PREDEFINED OPTIONS

Select Set Predefined Options to get the menu to enter the option 43 data.

(File  Action  Yiew Help
e BEXFRR @@ C
T
= E)F;I %, Display Statistis... bts of DHCP Server [ status | De:
& W— ipe [10.105.88.0] terminal-lab ** Ackive " lab
e it ipe [192.168.50.0] vian 50 * Bckive ¥
DG PUE(EOpoy pe [192.168.51.0] vian 51 o Active +*
@ Hukicast Scope... pe [192.168.52.0] vlan 52 ¥ fekive ¥
£ ['_—l Sc Backup... ver Options
E-[__—l 5¢ Restare...
s
1 ];B e Recondile 4l Scopes...
Set Predefined Options...
Refresh
4] Export List... | +
Add, remove of  Properties ed list: I |
Help

Figure 25: Set Predefined Options

Select appropriate option class from the drop down list and press the Add button.

predefined Options and valves ————— KIEd|

Option class: I.&astralF’F’theEEi ;I

O ption name: I LI
m. Edit.. Delete |

Dezcrphion; |

—Walue |

opontype _____HEE|
Class; AastralPPhonebhi
Mame: ICaniguratiDn Server URL
Data tppe: IString LI |
Code: IU2
Diescription; ICaniguratiDn Server URL for the SIP Phones
or. I Cancel

Figure 26: Predefined Options and Values
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The data in the Option Type menu has to be entered manually:

Name: Configuration Server URL

Data type: String

Code: 02

Repeat this for each phone model that should be served by this DHCP server.

If VLAN identity shall be provided via option 43, repeat this for code 08 and code 09,
see table 8 Options that can be set in option 43. on page 64
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18.3.3 SET SCOPE OPTIONS

The last step is to set the URL string.

Conkents of Scope |
.ﬁ.ddress Pool

[{Daddress Leases
L_QReservatiDns

i Scope opkions

Configure Options. .,

Refresh
Help
Scope Options I
General Advanced I
Wendor class: Aaztral PPhonebhi LI
Uszer clazs: lDefauIt Uszer Clazs "I I
Available Options | Description :I
. - = |
| DD2IEan|gurat|Dn Server URL %

KT | :

—Data entiy

String value:
|titpe£/10.0.0.55]

Ok I Cancel Apply

Figure 27: Set Scope Options

Select appropriate Vendor class and set the User class to Default User Class. Activate
option 002 and enter the URL of the software server (configuration server) in the input
field String value.

Repeat this for each phone model that should be served by this DHCP server.

If VLAN identity shall be provided via option 43, repeat this for code 08 and code 09,
see table 8 Options that can be set in option 43. on page 64
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SECURITY

This section describes the encrypted configuration files, SIP signaling with TLS and
media with SRTP.

ENCRYPTED CONFIGURATION FILES

The aastra.cfg/startup.cfg,, <model>.cfg and <MAC>.cfg files can be encrypted and
downloaded to the phone from the software server with the http or https protocol. Mitel
provides a tool for Windows and Linux to encrypt the configuration files. This tool is
called anacrypt. Use the following procedure:

1. Create the file security.tuz with the encrypted site key:
anacrypt -i -p <shared_password>

2. Encrypt the aastra.cfg/startup.cfg file:
anacrypt aastra.cfg/startup.cfg -p <shared_password>

3. Encrypt the <model>.cfg file:
anacrypt <model>.cfg -p <shared_password>

4, If MAC configuration files are used, encrypt the <MAC>.cfg file:
anacrypt <mac>.cfg -m -p <shared_password>
To encrypt all MAC configuration files in a directory:
anacrypt <mac>.cfg -d <dir> -m -p <shared_password>

5. Store security.tuz, aastra.tuz/startup.tuz and <mac>.tuz on the software
server. Reboot the telephones.

The shared password can be 4-32 alphanumeric characters.

The anacrypt tool can be downloaded from www.mitel.com.

TLS

IP Phones support a transport protocol called Transport Layer Security (TLS). TLS
is a protocol that ensures communication privacy between the SIP phones and the
Internet. TLS ensures that no third party may eavesdrop or tamper with any message.
persistent TLS is the only mode supported by MX-ONE. Persistent TLS means that the
phone will setup a TLS session which it will keep as long as it is registered (logged on).
Both the server and the phone will make use of the session to setup calls. Persistent
mutual TLS is referring to the additional mutuality in the TLS handshake where the
server requests the client’s signed certificate. Otherwise only the client requests the
servers certificate.

SRTP

The IP Phones include support for Secure Real-time Transfer Protocol (SRTP), using
Session Description Protocol Security (SDES) key negotiation, for encryption and
authentication of RTP/RTCP messages sent and received by the Mitel IP phones on
your network.
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The administrator can choose among the following options:

. SRTP Disabled (default): IP phone generates and receives non secured RTP
calls. If the IP phone gets a call from a SRTP enabled phone, it ignores SRTP
and tries to answer the call using RTP. If the receiving phone has SRTP only
enabled, the call fails; however, if it has SRTP preferred enabled, it will accept
RTP calls.

. SRTP Preferred: IP phone generates RTP secured calls, and accepts both
secured and non-secured RTP calls. If the receiving phone is not SRTP enabled,
it sends non-secured RTP calls instead.

. SRTP Only: IP phone generates and accepts SRTP secured calls only; all other
calls are rejected (fail)

19.4 HOW TO ENABLE SECURITY ON MITEL 6900, 6800 AND
6700 TERMINALS AND ON MIVOICE MX-ONE

A number measures have to be done in MX-ONE and in the configuration file in the
phone.

There is support in MX-ONE Service Node Manager for enabling security in MX-ONE
and in the 6900/6800/6700 phones.

The steps to enable security are:

1. MX-ONE: For setup of security and security policy, see operational directions
VolP Security (82/15431-ANF90114) in the CPI library.

2. MX-ONE: For certificate handling see operational directions Certificate Manage-
ment (132/15431-ANF90114) in the CPI library.

3. 6900/6800/6700 phones: The only certificate that is necessary is the root certifi-
cate. The key storage for MX-ONE certificates is letc/opt/eri_sn/certs/. The root
CA is called, ca.pem. Copy CA.pem to the sw server, i.e. in the same directory
as where aastra.cfg/startup.cfg. You may set the file name of the root certificate
via MX-ONE Service Node Manager or directly in the aastra.cfg/startup.cfg.

4. Phone aastra.cfg/startup.cfg file: below is an example of the parameters:

sips persistent tls:1

sip outbound support:1

sip transport protocol:4 # ©=UDP&TCP,1=UDP,2=TCP,4=TLS
sips trusted certificates:ca.pem

sip outbound proxy:Liml.mx.example.net

sip outbound proxy port:5061

sip proxy ip:Lliml.mx.example.net

sip proxy port:5061

sip registrar i1p:0.0.0.0

sip registrar port:56061

sip backup outbound proxy:lim2.mx.example.net
sip backup outbound proxy port:5061

sip srtp mode: 1 #0-RTP,1-SRTP preffered,2-SRTP only

With the backup outbound parameters security is enabled towards the backup
server.

For XML keys on MX-ONE, the same CA, CA.pem is used as for sip tls. However
for accessing sw server using https another CA may have been used.
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Note:

https user certificates:ca.pem[,<ca signing sw server>, <ca signing CMG
server>]
https client method:"TLS 1.0" #MX-ONE only supports TLS

If the XML keys provisioned by MX-ONE shall use https, the following setting is
required. port 22223 will trigger MX-ONE to provision XML keys for Logon/Logoff
and Diversion as “https” and port 22223, which is the TLS port for Mitel-XML.

action uri startup:
“https://$$PROXYURLSS:22223/Startupuser=$$SIPUSERNAME$$”

services script:
https://$8PROXYURL$$:22223/Services?user=$$SIPUSERNAME$$&voice-
mailnr=<voice mail number>

#download protocol HTTP,HTTPS,FTP,TFTP

download protocol :HTTPS

https server:<IP address of sw server>

https port:443 #443 1is the standardport for https
https path:aastra67xxi #path on sw servert

Phone <model>.cfg:

Either the Logon keys are removed. Then you rely on that the users logon when
prompted due to reboot (triggered by action uri startup in aastra.cfg/startup.cfg),
or the /Logon key value needs to be set to
“https://$8PROXYURL$$:22223/Logon?user=$$SIPUSERNAMESS”.

Check the CMG documentation if Corporate directory is to use https (TLS), for
example:
https://<CMG host name>/xml/directory/CorpDir.php

Per default a time server (using NTP as protocol) needs to be enabled via DHCP
Option 42 or via configuration parameters. The configuration parameter has
precedence over Option 42. The phone must have a valid date and time in order
to verify the server certificate’s expiry time. As TLS is a per-hop protocol. It is the
server certificate of ‘outbound proxy ip’ which is verified. In this example this
would be an MX-ONE server.

Configuration parameters

time server disabled:0 #0-enabled,1-disabled
time serverl:<1ip address or host>

#ref: http://www.pool.ntp.org/en/use.html

If no NTP servers are accessible for some reason it is possible to disable the
check for expire date via WebGUI(Network) or configuration parameter. This will
also have the effect that there is no date and time indication on the phone.

https validate expires: 0 #0-disabled, 1-enabled

# MX-ONE controls the padlock symbol when a call is encrypted call server over-
rides srtp detection: 1.

Use latest startup.cfg or add this manually.

Padlock displays (indicating encryption of media) on Mitel 6900/6800 SIP termi-
nals is enhanced and it can be controlled from the Service Node for gateway use
cases.
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19.5 HOW TO ENABLE SECURITY FOR HOME WORKER ON
MITEL 6700, 6800 AND 6900

If MiVoice Border Gateway (MBG) is used as Session Border Controller (SBC), follow
the Applicaton note MiVoice Border Gateway (MBG) - How to configure Teleworker
68xxi with MX-ONE in the CPI library.

If Ingate is used as SBC, follow the Installation Guide How to Install an Ingate Solution
for Mitel Teleworker Solutions in Stand-alone mode or DMZ/LAN mode behind existing
Firewall in the CPI library.

The principle used here is to configure the SBC to have secure communication on the
outside towards the home worker Mitel 6900/6800/6700 terminal and insecure commu-
nication on the inside towards MX-ONE.

The TLS setup described here will be persistent TLS. If your deployment requires an
even more secure setup, ‘persistent mutual TLS’, then also read the Appendix, “Tele-
worker with persistent mutual TLS”.

Please note that persistent mutual TLS is used default method when MiVoice Border
Gateway (MBG) is used as SBC.

Furthermore the assumption is that the user would like to be able to use the terminal in
the office and to bring the terminal home (home worker). For this reason two configu-
ration server directories are set up, inOffice accessible via http and atHome accessible
via https.

The only setting required by the end user is to change the Configuration Server via
phoneUl: Options > Admin Menu > [6739i; Advanced] > Cfg. Svr., choose HTTP or
HTTPS in the Download Protocol list. Activate setting by requesting Options >
Restart.

The benefit having the SBC server certificate signed by a commercial CA (Verisign,
Thawte, GeoTrust, Comodo or CyberTrust) is that these root CAs are pre loaded in the
phone firmware. A root CA is required prior to the TLS handshake with the Configura-
tion Server when HTTPS is used as download protocol.

The following example shows how to get it working with an SBC that has
anon-commercial CA signed server certificate.The SBC has a root CA that signs its
server certificate. The drawback is that the phone needs to boot up in the office before
it can be brought home in order to load the root CA, which is used when the phone
boots up and access the configuration server via https at home. However, the phone
will loose the loaded CA on “Factory Reset” or if a new firmware is found in the config-
uration server.

1. Setup a webserver like Apache and create the path matching the configuration
server setting in the phone configuration. If Apache is used the /var/www/html/ is
the root for the path set in the phone. So here you create the directories inOffice/
and atHome/.

2. The InOffice directory shall consist of model specific configuration files,
aastra.cfg/startup.cfg and the phone FW (see above). Note, that the root certifi-
cates are loaded but not used as the setting is TCP for SIP and RTP for media.

Phone aastra.cfg/startup.cfq file:
#Only changes from the aastra template is described

action uri startup:
“http://$$PROXYURL$$:22222/Startupruser=3$3SIPUSERNAMESS”

services script:
https://$$PROXYURL$$:22222/Services?user=$$SIPUSERNAME$$&voice-
mailnr=<voice mail number>
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#download protocol HTTP,HTTPS,FTP,TFTP
download protocol :HTTP

http server:<webserver IP address>

http port:80

http path:inOffice

https server:<SBC outside IP address>

https port:444 #SBC TLS port relay to webserver
https path:atHome

https client method:"TLS 1.0"
https user certificates:CA.pem #root CA

sip transport protocol: 1 #1-UDP,2=TCP,4=TLS
sips trusted certificates: CA.pem #root CA

sip srtp mode: © #06-RTP,2-SRTP onlysip proxy ip: 192.168.110.20
sip proxy port: 5060

sip registrar ip: 0.0.0.0

sip registrar port: 5060

time server disabled:0 #0-NTP enabled
time serverl:<NTP server> #skip this setting if DHCP Options 42
is used

The atHome directory shall consist of model specific configuration files,
aastra.cfg/startup.cfg and if you have a self-signed certificate you should skip
the phone FW as an upgrade will remove the certificate loaded.

Only changes from the aastra template is described. Set “https” and the secure
port “22223” to invoke XML Requests over TLS

Assuming SBC outside IP address to be: 193.10.10.10

Phone <model>.cfg:

Either the Logon keys are removed. Then you rely on that the users logon when
prompted due to reboot (triggered by action uri startup in aastra.cfg), or the
/Logon key value needs to be set to
“https://193.10.10.10:22223/Logon?user=§$SIPUSERNAME$$”.

If Corporate directory is to be used a TLS port relay can be configured in Ingate
the same way as port 444 is setup towards the configuration server), Let's say
port 445 is set up then the Corporate Directory key value would be:
“https://193.10.10.10:445/xmi/directory/CorpDir.php”

Phone aastra.cfg/startup.cfg file:

action uri startup:
“https://193.10.10.10:22223/Startup?user=3$$SIPUSERNAME$$™”

services script:
https://193.10.10.10:22223/Services?user=$$SIPUSERNAME$$&voice-
mailnr=<voice mail number>

#download protocol HTTP,HTTPS,FTP,TFTP

download protocol :HTTPS

http server:<webserver IP address>

http port:80

http path:inOffice

https server:<SBC outside IP address>

https port:444 (or 443) #SBC TLS port relay to webserver
https path:atHome

26/1531-ANF 901 14 Uen K5 2020-10-05



SECURITY

https client method:"TLS 1.0"
https user certificates:CA.pem #root CA

sips persistent tls:1

sip outbound support: 1

sip transport protocol: 4 #1-UDP,2=TCP,4=TLS

sips trusted certificates: CA.pem #root CA

sip outbound proxy:193.10.10.10

sip outbound proxy port:5061

sip srtp mode: 2 #0-RTP,2-SRTP only

The proxy and registrar is set via /Startup or /Logon, which will be the MX-ONE
server receiving the XML Request according to the SBC Relay setting for port
22223. However, if extension_registration_distribution is active the proxy, regis-
trar will be set according to the extension’s Home Location Register (HLR) (see
the lim setting in command extension -p)

sip proxy ip: 0.0.0.0

sip proxy port: @

sip registrar ip: 0.0.0.0
sip registrar port: @

time server disabled:0 #0-NTP enabled
#skip the server setting below if DHCP Options 42 1is used
time serverl:<NTP server>

Make sure the NTP server is accessible from the home network. You may use a
server from http://www.pool.ntp.org/en/, as for example 0.se.pool.ntp.org
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TROUBLESHOOTING

CAPTURE LOGFILES VIA SYSLOG

When log files for troubleshooting purpose shall be retrieved from the telephone, it is
possible to use the external syslog feature in Linux for storing or the Kiwi Syslog Server.

Setup the SYSLOGD server

In the MX-ONE system: Uncomment the following line in
letc/syslog-ng/syslog-ng.conf.in

#

# uncomment to process Log messages from network:
#

udp(ip("e.6.0.0") port(514));

Run 'SuSEconfig' to initiate the changes to the syslog-ng configuration

Restart the syslog process:

[etc/init.d/syslog restart

Verify that syslog is listening on port 514:

linux-jloz:~ # netstat -nap | grep 514 udp 0 0 0.0.0.0:514 0.0.0.0:* 8043/syslog-ng
Setup the Kiwi Syslog Server

This is a syslog server for Windows. There is a free version that can be downloaded
from http://www.kiwisyslog.com.

Go to File > Setup and set the UDP listen port. This must match the port which has
been set in the phone. The default syslog port is 514.

Setup In the Terminal
Use the WebUI:
Advanced Settings > Troubleshooting > Log IP / Log Port

Enter the IP address and port number (514) to the syslog server where the log shall be
stored.

Enter the debug levels according to the table below, into the web Ul:
Table 9 Debug level

Debug level Value
Fatal errors 1 (default)
Errors 2
Warnings 4
Init 8
Functions 16
Info 32
All debug levels off 0
All debug levels on 65535

The debug levels can be combined. Example: Fatal errors + Errors + Warnings = 1 +
2+4=17.

26/1531-ANF 901 14 Uen K5 2020-10-05



20.2

TROUBLESHOOTING

When fault reporting in TeamTrack, the traces shall normally be with the highest debug
level.

Use the web Ul to save the log files:
Advanced Settings > Troubleshooting > Support information

The following log files are available: local.cfg, server.cfg and crash.log. It is also
possible to view the Task and Stack Status.

For more information about troubleshooting, see Administrator Guides for Mitel Models
6900, 6800, 6700 and 9000 Series IP SIP Phones.

ISSUES WITH DHCP OPTIONS

If there is a conflict in the network on what the DHCP Options are used for, you can
change or turn off the use of DHCP Options locally on each phone.

On the phone press the Options key (for 6700 or J?| (for 6900/6800),
Advanced, Network, DHCP Settings, DHCP Download Options.

The possible values alternative values are to ignore any dhcp options "Disabled” or to
set which dhcp option to listen to. It is also possible to change the DHCP options via
the WebUI.

In order to keep this setting after the admin has run the MX-ONE command “exten-
sion_unregistration --forced “, which will clear local settings in the phone, it makes
sense to have the same setting in the aastra.cfg/startup.cfg file, parameter.

a) dhcp config option override: [-1(Disabled),0(Default),43,66,159,160]
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APPENDIX

TELEWORKER WITH PERSISTENT MUTUAL TLS (MTLS)

Please note that persistent mutual TLS is used default method when MiVoice Border
Gateway (MBG) is used as SBC.

Reference http://en.wikipedia.org/wiki/Transport_Layer_ Security

Any TLS will encrypt the SIP signaling to prevent eavesdropping. However if the simple
TLS handshake used in ‘persistent TLS’ is used only the server is authenticated by its
certificate (this is the method used in chapter 19.5 “How to enable security for home
worker on Mitel 6700, 6800 and 6900”). In a client-authenticated TLS handshake (also
referred to as mutual TLS), the server will request to authenticate the client based on
its certificate as well. In ‘Persistent mutual TLS’ the client will make a client-authenti-
cated TLS handshake and the TLS session is kept by the client as long as the phone
is registered (logged on).

Why would you do the effort to create both server certificate and client certificate? The
SBC who is the access point for traffic from a teleworker (perhaps working from home)
and is configured to do ‘client-authenticated TLS’ will only allow clients (phones) which
offers the expected client certificate in the handshake. So this is a way to block
unwanted registration attempts early. If a registration reaches the MX-ONE, the only
check would be to require a password for the registering directory number, which is
recommended anyway. Also check the SBC manual for other ways to block/allow
traffic.

CREATE PERSISTENT MTLS USING AENTERPRISE CA (OPENSSL)
TO SIGN BOTH SERVER AND CLIENT CERTIFICATE AND
CONFIGURE THE SBC

Prerequisites using openssl on the linux server acting as Enterprise CA. In this
example you will sign certificates. Be careful with the root password to this server as
the CA can sign any TLS Request. This chapter will show how to sign certificates.

Note: This is an example valid for InGate SBC.

For MiVoice Border Gateway (MBG) follow the Applicaton note MiVoice
Border Gateway (MBG) - How to configure Teleworker 68xxi with MX-ONE in
the CPI library.

Use your own passwords in a shell (as root) do the following.

1. >cd /etc/pki (or wherever the certs should Live)
>mkdir sbc
>cd sbc
>mkdir private
>chmod 0760 private
>echo “01” > serial

2. Create a CA

>openssl genrsa -aes256 -out private/cakey.pem 1024[password:
test]

>openssl req -new -x509 -days 3650 -key private/cakey.pem -out
CA.pem -set_serial 1 [answer cert questions accordingly]
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10.

APPENDIX

Keep the shell open. We will use it for openssl commands from time to time in
this chapter.

Now, generate the TLS cert request on the SBC, which shall be signed by CA on
openssl to be the Server certificate, when imported back to the SBC.

Logon to InGate as Admin via webbrowser (if you open the browser on the linux
machine it is easier to download and upload files later) and go to
Basic Configuration->Certificates->Private Certificates: <Create New>

Name: TLS-CA_SIGNED

CN: <public IP address of the SBC> --> Create an X.509 certificate request
Download the output, certreq.req, to etc/pki/sbc

Sign the TLS request using the CA

>openssl x509 -req -in certreq.req -out sbccert.pem -CAkey
private/cakey.pem -days 3650 -CAcreateserial -CAserial ca.seq

Output: signed server certificate, sbccert.pem

On Ingate web, import the signed server certificate.

Go to Basic Configuration->Certificates-> <import> and upload “sbccert.pem”
--> Ingate should show “certificate has been imported”

This certificate shall now be used in the rules on what to authenticate to.

Go to SIP Services->Signaling Encryption: TLS CA Certificates.

Enable Client Certificate Check on SBC (mutual Authentication).

Go to SIP Services->Signaling Encryption:TLS Connections On Different IP
Address,

IP: outside (IP equal to CN in sbccert.pem), Own Certificate: the label name for
sbccert.pem

Use CN FQDN:No
Require Client Cert:Yes
Accept Methods: TLSv1

Generate a phone certificate (client certificate) and sign it by CA.First TLS cert
request is created and then it is signed by the CA

>openssl req -new -newkey rsa:1024 -out phone_csr.pem -nodes
-keyout private/phonekey.pem -days 3650 [answer cert questions
accordingly ]JCN: Mitel IP Phone

>openssl x509 -req -in phone_csr.pem -out phonecert.pem -CA
CA.pem -CAkeyprivate/cakey.pem -days 3650 -CAcreateserial -CAse-
rial ca.seq

CONFIGURE THE PHONES TO USE PERSISTENT MTLS

Copy the following certificate related files from the openssl (Enterprise CA) to the
phones’ Configuration Management path i.e. the same place as where the
aastra.cfg/startup.cfg is stored. When following the in chapter 19.5 How to enable
security for home worker on Mitel 6700, 6800 and 6900 on page 72, the path would be
to /atHome.

CA.pem - public CA signing phonecert.pem

phonecert.pem - signed client certificate
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private/phonekey.pem - client private key
aastra.cfg/startup.cfg configuration

sips persistent tls:1
sip outbound support:1
sip transport protocol:4 #UDP(1),TCP(2),SIP&UDP(0),TLS(4)

sips trusted certificates: "ca.pem”

sips root and intermediate certificates:"ca.pem”
sips local certificate: "phonecert.pem”

sips private key:"phonekey.pem”

sip outbound proxy:193.160.10.10
sip outbound proxy port:5061
sip srtp mode:2 #O0(SRTP disabled),1(SRTP preferred),2(SRTP only)

dynamic sip:1

sip proxy ip:0.0.0.0

sip proxy port:o

sip registrar ip:0.0.0.0
sip registrar port:eo

##start: HTTPS is no different than just using persistent TLS.

https client method:"TLS 1.0"
https user certificates: "ca.pem"

action uri startup:"https://193.10.10.10:22223/Startup?user=$3$SIPUS-
ERNAME$S$"

#itttend: HTTPS
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