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MX-ONE PROVISIONING MANAGER

1.1

1.2

1.3

INTRODUCTION

This user guide describes a recommended workflow for adding data into MX-ONE
Provisioning Manager and how to use the system. MX-ONE Provisioning Manager
(PM) is a web-based management tool used to manage users and administrators for
both MX-ONE and MX-ONE Provisioning Manager.

SCOPE

The user guide contains:

. A workflow describing in which order to add data into PM

. A description of the navigation and the user interface in PM
. An overview of how to perform actions in PM

. Additional information for some tasks

. PM system messages and error handling

TARGET GROUP

This document is intended for users of MX-ONE Provisioning Manager and support
personnel.

INTERNET BROWSER SETTINGS

There are a few settings and aspects that needs to be considered to optimize function
and performance:

. Javascript must be enabled in the browser in order to use PM.

. The browser must be configured to refresh pages on every visit. For information
about browser configuration, see help and documentation specific for your
browser.

. Installing many plug-ins in the browser may affect the rendering performance of

the browser and may lead to longer lead time to display the web pages. PM does
not require any browser plug-ins.
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2.2

MX-ONE PROVISIONING MANAGER OVERVIEW

MX-ONE PROVISIONING MANAGER OVER-
VIEW

MX-ONE Provisioning Manager is a management tool for MX-ONE that is used to
configure users and assign services to the users. It is also used to configure adminis-
trators with different access privileges for both MX-ONE and PM.

Subsystems can be connected to PM. A subsystem is a component of MX-ONE, for
example, a MX-ONE. Any combination of subsystems is allowed. The subsystems
provide services to the users.

For more information about PM, see the description for MX-ONE PROVISIONING
MANAGER.

MX-ONE Provisioning Manager can be connected to MS Active Directory. User
changes in AD can automatically trigger changes in PM and its subsystems. For more
information, see the document MX-ONE PROVISIONING MANAGER INTEGRATION
WITH MS ACTIVE DIRECTORY.

MX-ONE Provisioning Manager is part of the MX-ONE Manager concept that consists
of several operation and maintenance applications providing management functions
for MX-ONE. For more information about PM in MX-ONE, see the system description
for MIVOICE MX-ONE.

SYSTEM REQUIREMENTS

MX-ONE Provisioning Manager can be accessed from anywhere using a commercially
available browser. The browser requirements are:

. Microsoft Internet Explorer 8 (or later versions)
. Mozilla Firefox 18 (or later versions)
. Google Chrome (latest version)

Both HTTP (TCP Port 80) and HTTPS (TCP Port 443) are supported. f HTTPS is used,
it must be configured. For higher security, it is recommended to use a commercial
digital certificate issued by a commercial Certification Authority (CA). For more infor-
mation about PM security, see the description for MX-ONE PROVISIONING
MANAGER.

KEY FEATURES OF MX-ONE PROVISIONING MANAGER

The key features of MX-ONE Provisioning Manager are:

. Location access restriction
. Import and export functions of user and department data
. Assignment of services to users

. Support of the following phone types:

- Analog phones

- CAS phones

- Fax

- Digital phones

- IP phones

- Cordless phones (DECT)
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- Mobile phones/remote extensions.

. Backup functions

. MS Active Directory integration

. Comparison of PM data and subsystem data

. End user interface

. Efficiency enhancing features

. Web Service interface for external applications

. Configuration of Least Cost Routing for mobile extensions
. Assignment of function keys for digital and IP phones
. Configuration of personal number lists

. Configuration of parallel ringing

. Configuration of group membership

For more information about key features, see the description for MX-ONE PROVI-
SIONING MANAGER.

PREFERRED LANGUAGE
The language used in MX-ONE Provisioning Manager can be set per user in the User
task under the Advanced settings. The default language is English.

The sorting of the text columns in PM are by default done after the servers default
language (en-US). To sort after another language, the preferred language setting must
be set in the web browser.

GETTING STARTED

There are two ways to set up MX-ONE Provisioning Manager.

. Using the Wizard for Express and Express SAAS installation. A single page of
entry fields helps you to quickly set up the system. This is possible since the
system is predefined.

. Manual set up for all other installation setups. You are forwarded to the start page
where you can access any task in the system to perform your configuration. See
the Manual Workflow When Getting Started section below for further details.

MANUAL WORKFLOW WHEN GETTING STARTED

After installing MX-ONE Provisioning Manager it is recommended to add data into the
system, for example to add departments, administrators, subsystems and so on, in the
following order:

1. Optionally add additional locations in the Location task.

2. Optionally modify User Defined Fields (UDFs) for users and departments in the
UDF Mapping task.

3. Optionally add additional departments in the Departments task. Alternatively the
Import task can be used.

4. Optionally add or modify security profiles in the Security Profiles task.

26/1553-ANF 901 15 Uen K 2018-10-30



2.6

MX-ONE PROVISIONING MANAGER OVERVIEW

5. Optionally add users to promote to administrators with different security profiles.
Use the User and Administrator tasks.

6. Register subsystems

7. Add users and configure services such as extensions and mailboxes for the
users using the User task. Alternatively the Import task can be used.

Note: To quickly find the location in the menu for the different tasks, a tip is to use the
site map available at the top of MX-ONE Provisioning Manager.

Note: After installation it is recommended to create an extra super user to keep as
backup if something happens to the original super user account, for example if
the password is lost, otherwise the whole system must be reinstalled.

INTEGRATING WITH MITEL CMG

The following settings are needed to get the integration with CMG in place:

1. The CMG Server shall be registered in the Subsystem task. Note the setting for
CMG Department Structure.

2. Each registered MX-ONE (subsystem task) shall be mapped to a “CMG PBX ID”
which is the CMG’s own setting for the same MX-ONE.

3. Each registered location (Location task) shall be mapped to a “CMG Customer
Group” which is the CMG’s own corresponding geographical or logical group
number.

4. Users and departments can be imported from CMG in a migration scenario. The
UDF (User Defined Fields) fields in PM can be defined during the import proce-
dure.

5. The UDF field mapping to the CMG “Miscellaneous” fields can be managed in
the UDF Mapping task when a CMG subsystem has been registered.

6. Make sure that the CMG Connection task in MX-ONE Service Node has been
configured to set up the telephony connection between the MX-ONE and CMG
Server.

When the above settings are in place, operations in the User task and renaming or
changing parent department task will update the CMG.

Note: To open up the communication between the MX-ONE Provisioning Manager
and the CMG Server, the AnA and CWI interfaces on the CMG Server must be
enabled and activated and access given to the CMG user that was entered when
registering CMG in the PM Subsystem task.

Note: In PM, you can create a department structure, and populate this department
structure in CMG during PM/CMG synchronization. To do this, you need to
make a change in the config file on the CMG server, for which you must have
administrator rights.

Default path:
C:\ inetpub \ wwwroot \ CMGUSserInformationService

Note that If you use Notepad or Notepad++ to change in the file, then you must start
them with "run as administrator" or similar.

The default values are mentioned as below:
<add key="CreateOrg" value="False"/>

<add key="DeleteOrg" value="False"/>
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You must change to:
<add key="CreateOrg" value="True"/>
<add key="DeleteOrg" value="True"/>

To make the parameter change to take effect, either you need to stop and start the
application pool in 1IS, that is running the application "CMGUserInformationService" or
performa iisrest incmd.

Note: If CMG version is 8.2 and CMG speech is installed, then CMG speech shall have
web services interface enabled and following files should be configured.

In CMGUserInformationService under Application Settings "SpeechProvisionin-
gEnabled" parameter should be set to TRUE.

.\Aastra\Aastra Speech Service\SpeechServiceConfig.xml the Provisioning
Port should be set to 8006

INTEGRATION WITH MICOLLAB ADVANCED MESSAGING

The following settings are needed to get the integration with Mitel MiCollab Advanced
Messaging (AM) in place:

. The MiCollab AM Server shall be registered in the Subsystem task.

When the above configuration is in place the MiCollab AM mailboxes can be configured
either through the User task or directory in the Mailbox task.

Note: Operations in the Mailbox task will not update PM user accounts that are tied to
the targeted mailbox

Note: To open up the communication between the PM and the Mitel MiCollab AM
Server, the web services interface on the Mitel MiCollab AM Server must be
enabled and activated.

Note: The Mitel MiCollab AM shall NOT be set to use the “Windows login credentials”,
because PM will not be able to login into Mitel MiCollab AM in that case.

Note: The user account defined in MiCollab AM, which PM will use for its communica-
tion with MiCollab AM, shall have local admin rights in MiCollab AM.

INTEGRATION WITH MS ACTIVE DIRECTORY

Please see the document MX-ONE PROVISIONING MANAGER INTEGRATION
WITH MS ACTIVE DIRECTORY for detailed information on how to update MX-ONE
automatically from AD.

INTEGRATION WITH SIP-DECT OMM

MX-ONE Provisioning Manager integrates with the SIP DECT system through the
OMM, which is its point of management. An OMM is defined as a subsystem. One
OMM is connected to one MX-ONE Service Node. Reversely, an MX-ONE Service
Node is connected to one OMM. A resiliency OMM is invisible to the PM, and cannot
be separately administrated.
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Once Manager Provisioning has the definition of an OMM, it can configure an end
users’ SIP-DECT service in it, and connect this service as an IP Terminal to a single-
or multi-terminal Extension in the MX-ONE Service Node.

Please see the document “SIP-DECT OM SYSTEM MANUAL; INSTALLATION,
ADMINISTRATION AND MAINTENANCE” for information on how to set up the OMM
for use with PM.

2.10 INTEGRATION WITH MICOLLAB SERVER

Please see the MiCollab Platform Integration Guide document for detailed information
on how to integrate PM with MiCollab Server.
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3.1

3.2

USING MX-ONE PROVISIONING MANAGER

In MX-ONE Provisioning Manager (PM) there is a number of configuration areas, for
example, Users and System. Each configuration area contains a number of configu-
ration tasks, for example, Departments and Subsystem. The configuration tasks are
used to set up users, administrators, and their services.

This section describes the user interface and navigation in PM. How to use each task
is explained in the online help, see 3.2.2 Using the Help on page 12.

For information about troubleshooting, see FAULT HANDLING OF MX-ONE PROVI-
SIONING MANAGER.

LOGGING IN AND LOGGING OUT

Browse to the login screen of MX-ONE Provisioning Manager. Enter User Id and pass-
word provided by the administrator to log in to the application, the User Id and pass-
word are case sensitive. After three failed login attempts the user is locked and must
be unlocked by an administrator assigned the privilege to unlock users. A user
assigned the privilege Auto Unlock, for example the System Setup Admin User, will be
automatically unlocked every 20 minutes time interval.

Click Logout in the upper right corner to log out from PM. If the browser window is
closed, the user is automatically logged out.

The application has a time limit after which an inactive user is automatically logged out.
The time limit is 45 minutes by default, the time left before automatic logout is indicated
in the browser status bar (lower left corner).

To be enable to see this indicator, the browser must be configured for allowing status
bar updates using Java Script.

For more information, see3.3 Enabling the Automatic Logout Indicator on page 13.

NAVIGATING IN MX-ONE PROVISIONING MANAGER

The user interface is divided into menu tabs and submenus containing different config-
uration tasks. For most of the tasks it is possible to view, add, change or remove config-
uration items. How to perform different actions is found in chapter 4, Actions.
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D Mltel | PrQVisiQning Manager Logged in as: Alacarte About User Guide Site Map Logout
Users ervices Administrators System Logs Own Settings @
Extension Available Extensions Diversic C
Extension - Add - Step 1/ 2 Shortcuts : | Common Category - Help
[ Mext -> ] [ Cancel ]
(@ Extension Type: F - Help
Extension @ 4
[% An extension is an inter phone line
attached to 3 PBX. A user can have
several extensions, for example, one
extension for fixed telephony and one for
mobile telephony.
The following types of extensions can be
managed:
« IP (SIP, H323, IP-DECT, SIP-DECT,
SIP-Remote)
+ Digital
= Maobile
« Analag
= Fax
e CAS
= ADN
= DECT
» Virtual
* Multi-Terminal
LIizalan possiblato confaure tne ¥ )

Figure 1:

MX-ONE Provisioning Manager User Interface

Table1 User interface items
Item Description
A Main menu
B Submenu
C Work area
D Help frame
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Note: Do not use the Back and Forward buttons in the browser. Using these buttons
will result in an error message. Reload the page to go back to MX-ONE Provi-
sioning Manager.
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ICONS, SYMBOLS AND OTHER GRAPHICAL ELEMENTS

The following icons and symbols are used in MX-ONE Provisioning Manager:

Table 2 Icons and Symbols in MX-ONE Provisioning Manager
Symbol Function Description

Help Displays information about the property and how to

— configure it.

7]
Change Change the properties for an existing configuration item.
View Details View the details of a configuration item.

Qh,
Remove Remove the configuration item.
Add new using this | Add a new configuration item using an existing item as a
as template template.

[ui:

Create template

Create a template with the values in the existing

from this configuration item.
|
Filter Display or hide the fields used to filter the list.
Sort the list Sort the list in ascending or descending order. The
n arrow pointing in both directions indicates that the
LT column is unsorted.
G
o
Mandatory It is mandatory to set a value for this property.
e
Undo changes Restore the value to the previously saved value
o2
Edit field Enable the field for editing.
Information Information exclamation mark followed by system
1] information.
=]
Restore Restore the system to a previous state.
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Symbol Function Description
Backup Keeps the Backup of the current system state.
Download Download a template in.xm1 format.
Unlock Unlock a locked user.
II=|I
(55
Run Run a selected batch operation.
b=
Multi terminal Conversion of single terminal (Generic extension) to
conversion multi terminal.
Activate Activate the set personal number list, that is, change
_ status from Set toActive.
(=1
Deactivate Deactivate the active personal number list, that is,
= change status from Active to Set.
Not Set The status of the personal number list is Not Set that
is, the list has no defined call sequences.
-
Set The status of the personal number list isset that is, the
@ list has defined call sequences but it is not active.
Active The status of the personal number listisAct ive, thatis,
- the list deflects incoming calls according to the defined

call sequences.

USING THE HELP

There are several levels of Help in MX-ONE Provisioning Manager:

User Guide: This user guide, which is found in the upper right corner of the appli-

cation.

Help: Online help for a specific task that provides information needed to
complete the task. The help is displayed in a pop-up window or in the Help frame.

=\
L : Online context help that is displayed in a pop-up window for a specific prop-
erty. The context help describes the property's usage, options and if special
conditions must be considered.

BASIC OR ADVANCED SETTINGS

Property settings that are not often used and not mandatory are grouped in advanced
settings for a task. Some fields in advanced settings have default values. The

12
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advanced settings are displayed by clicking Advanced. Basic settings are displayed
by clicking Basic.

ENABLING THE AUTOMATIC LOGOUT INDICATOR

MX-ONE Provisioning Manager comprises a function for displaying the remaining time
until an automatic logout due to inactivity is performed. The information is displayed in
the status bar of the browser.

29 minutes left to log out due bo inackiviky,
Figure 2: Automatic logout indicator

To be able to see this information, the browser must be configured for allowing status
bar updates using Java Script. For information on how to enable this function in the
browser, see the browser documentation.
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ACTIONS
4 ACTIONS

This section describes the actions that can be performed in the different tasks. Most of
the actions can be performed at different stages, for example from a result screen or
from a list view.

[] T Userld % LastName < FirstName < Extension/Telephony System < Department(s) ¢ Importfrom %; Customer <
0 &/ X L2 John Roy Dave Company01
(]G ¢/ X & Micheal Goud Smith Company01

‘ Change... H Remove H Print... H Compare HView‘

Figure 3: List view

4.1 SELF SERVICES

The Forgot your password link on the login page of the GUI, makes it possible for
users to get a new password. This is useful if the user has forgotten the password or if
the user's account has been locked.

The following steps must be done to get a new password:

1. Click on the Forgot your password link. The Forgot Password screen is
opened.
2. Enter a valid user id and press Submit.

3. A confirmation message are shown and a new password has been sent to the
user's e-mail address.

Note: The Forgot your password link is only shown when a mail server is connected
to the system.

4.2 ADDING DATA

Data can be added to a new configuration item in the following ways:

1. Click Add .... System default values are displayed for the new configuration item.

To create a configuration item without using a template, the value <No
Template> must be selected in the Using Template drop-down list before
clicking the button. To create a configuration item using a template, see 4.10.3
Using a Template to Create a Configuration ltem on page 19.

2. From a result screen or a view details screen, click Add from this.... The previ-
ously added configuration item is used as a template.

3. From a list view, click (Add new using this as template). The selected
configuration item is used as a template.

Some configuration tasks have predefined values and can only be changed.

Note: When a user is added in the User task, it is automatically assigned the security
profile End User. An end user can be promoted to administrator by assigning
the user a different security profile and defining access to departments and loca-
tions in the Administrator task.
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VIEWING DATA

Configuration items can be viewed in the following ways:

. For some tasks the list view is displayed by clicking View. The list displays the
existing configuration items with a subset of the property values or all property
values.

. From a list view, click '~ (View details). The details of the configuration item
are displayed. Click on the arrows to view the previous or the next configuration
item.

. From a list view, select one or more configuration items, by clicking their check
boxes, and then click View. The details of the selected configuration items are
displayed simultaneously.

Data for selected configuration items can also be compared, see 4.4 Comparing data
on page 15.

FILTERING DATA IN LIST VIEWS

In some tasks, for example the User task, it is possible to filter the list in the list view to
find specific configuration items. To displav or hide the

fields to enter the search criteria in, click (Filter).

Tofilter the list, enter the search criteria in one or more fields and click Filter. Wildcards
can be used in the search criteria, a question mark (?) to replace one character or an
asterisk (*) to replace zero or more characters.

SORTING LISTVIEWS

The list in the listview can be sorted by clicking the arrows displayed for the columns:

A
. ¥ (Sort by <column name>): the column is unsorted, clicking it sorts the list
by the items in that column in ascending order

. i (Sort descending): the column is sorted in ascending order, clicking it sorts
the list by the items in that column in descending order

. d}"-" (Sort ascending): the column is sorted in descending order, clicking it sorts
the list by the items in that column in ascending order

COMPARING DATA

Configuration item properties can be compared with the compare function. The
compare function is available in list views.

Perform the following steps to compare two configuration items:

1. Select two items to compare in the list.
O T User®M 5 ListMame % Fisthame 4 Emenson f Tekephory Systen y Departmentls) U mpotfom <5
BQ# & e Rivy Dave AdminDegt
[ O # X & ldmn Rachel Smith fminDegk

[Clame ][ Renom ][ Pre | [Camgan | [iaw ]
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4.6

2. Click Compare.

ACTIONS

A new screen with the result of the comparison is displayed. Property values that
differ in the comparison are highlighted. The property values can be changed by
clicking one of the Change <item>... buttons.

uscl

Property
Usar Id

First Nama
Last Nama

Usar Comparea

AAsStra, Jonn

value
_-:ri n
Smith
Rachal

IBar

Sacurity Profila Supar Lgar
Dapartmant(s)
Dapartmant(za) AdminDapt; aastra | AdminDapt; aastra

Prafarances
Usa Last Salaction Mo ¥
Language English English

Yai

Service Summary
Proparty valua valua

Extensions
Mailboxes

[ Changepastra.. || ChangeJohn.. || Done |

SEARCHING FOR USERS

In the User task list view and when adding an administrator, it is possible to search for
particular users. In the field, entera11 to view a list of all users, User Id, first name, last
name, a combination of last name and first name (in that order), extension number or
department and click View or Search. Searching for users by only entering the first part
of the name is possible. To search on first name only, enter space and then first name.
Wildcards can be used, a question mark (?) to replace one character or an asterisk (*)
to replace zero or more characters.

CHANGING DATA

Configuration items can be changed in the following ways:

. From a list view, click f:? (Change). The configuration item is opened and the
set values can be edited.

. From a list view, select one or more configuration items and click Change....
Makes it possible to change values for all selected configuration items at the
same time. If changing values for more
than one configuration item, 2 (Change) enables the field.

. From aresult screen, click Change This.... The configuration item is opened and
the set values can be edited.

To restore the previously saved value in a field, that is to undo the

|
change, click a (Undo Change). Click Apply to save and apply the changes.
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REMOVING DATA

Configuration items can be removed in the following ways:

. From a list view, click ﬁ (Remove).
. From a list view, select one or more configuration items and click Remove.
. From a result screen, click Remove This.

A pop-up confirmation window is displayed before a configuration item is removed.

PRINTING DATA

Configuration data can be printed in the following ways:

. From a list view, click Print.... Prints the properties of selected configuration
items.

. From a list view, click the Print All link. Prints the properties of all existing config-
uration items.

. From a view details screen, click the Print link. Prints the properties of the config-
uration item.

Clicking Print..., Print All or Print opens a pop-up window that displays the print
preview.

Example:
Printing Security Profile
1. Go to the Administrators tab and then Security Profile.
2. Select items to print.
Note: Select less then ten (10) items.
Click the Print link.

4. A pop-up window opens that displays the print preview.

26/1553-ANF 901 15 Uen K 2018-10-30



4.9

G2 Mitel  provisioning Manager

Print | | Close |

Security Profile - System Setup Admin

Property Value
Security Profile Name System Setup Admin
Description Access to system setup tasks
Allowed Privileges

End user self service

Manage configuration data
Manage user data

View user data

View service data

Manage administrators

View administrators

Manage security profiles

View security profiles

Auto unlock

Manage UDF data

SHM: Manage advanced feature
SMNM: Command line interface
SHM: Manage extension data
View subsystems

View logs

SHM: View Logs

SMM: Manage Secure Data
SHM: Backup

SMM: IP Phone Configuration
Manage Secure Data

End user group service
Rejected Privileges

Manage service data
Import/Export user data
Tenant configuration data
AlaCarte

Feature level configuration data
Manage individual diversion
Manage available extensions
Manage Batch Operation
Manage Featurebased System

print the page. '

SWAPPING EQUIPMENT POSITIONS

Q /R B & % 3050 1

Q / % B K % 3051 1

Q /R BE %4 3052 1

O # % [ 4% 3053 1
| Change... | | Remove | | Print... | | Compare | | View | | Swap |
Figure 4: List-view, including the Swap button

Extension % Server [ Equipment Position

ACTIONS

esired selections and

%, Extension Type % Telephony System %

WBM8S5, version 6.1 S5P1
WBM85, version 6.1 5P1
WBMS5, version 6.1 5P1
WBM8&5, version 6.1 5P1

To swap two Equipment Positions, perform the following steps:

1.

2. Click on Swap.
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HANDLING TEMPLATES

A template is a set of predefined values that can be used when a new configuration
item is added. Templates are used to simplify the process of adding many configuration
items with similar property values. Only property values that can be identical for several
configuration items can be set in the template. Property values set in templates will not
be set in MX-ONE.

Click the Manage Templates link in a task to display the list view with the existing
templates for that task. In the list view, the templates are displayed with the defined
name, the type, the user that created it, and the date when it was created, for example,

Digital extension_DigitalExtension (by jsmith, 15/02/08)

CREATING A TEMPLATE FOR A CONFIGURATION ITEM

There are two ways to create a template:

. Create a new template, that is, a template with no predefined values:

- Click the Manage Templates link.

- Click Add New... and enter property values in the configuration task where
applicable.

— Enter a template name and click Apply to save the template.

. Create a template based on an existing configuration item:

~ Click " in the list view
- Enter a template name and click Apply to save the template.

Note: Creating a template will not alter any data in MX-ONE.

UPLOADING OR DOWNLOADING A TEMPLATE

Templates can be created in one system and transferred to another. To

upload a template, click Upload.... To download a template, click {U (Download).
Templates are saved in.xml format.

USING A TEMPLATE TO CREATE A CONFIGURATION ITEM

To use a template to create a configuration item, perform the following:

1. Select a template from the list.
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Extension

i'_'i\dd' | Using Template: | <Default template> v | Manage Templates
: | <Default template> s e e e e
MyTemplate WBM85_IPExtension (by alacarte, 10/27/15)

(@) Telephony System:
(7 Extension Type: e ] R

(3 Enter Extension Number(s): [an

(3 Enter Equipment Position:

I_\EE_I ‘_(irEmge_‘ Maximum rows per page "2[][]:_'__

2. Click Add New... and enter property values for the configuration item where
applicable.

3. Click Apply to save the new configuration item.

4.11 USING A MULTISTEP BUTTON

Multistep buttons are used to make a detour from task A to task B to add or change
configuration items in task B before continuing the configuration of an item in task A.
Multistep buttons are used when values in a list are configuration items set in another

task.
1. To make a detour from task A to task B to edit the values in the drop-down list,
click Edit....
(@ Location: |Swedan V| ’ Edit. . ]

2. Click Add New... to add a new configuration item, click ‘,;;J (Change)

to edit an existing one, or click (Remove) to remove an existing one.

Lole N 4, Dunbtia
0% wa Y |
] # % sevim v
[ ] o) o]
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3. Click Continue or <- Back to return to task A.

'::?::' Location: Swedan « | | Edit

India

USING SHORTCUTS

In the Add and Change pages of the Extension task there is a shortcut dropdown at the
top that quickly will take you to the selected task in MX-ONE to which the managed
extension belongs. You will get automatically logged in and navigated to the selected
task.

USING BACKUP & RESTORE

To avoid loosing system data it is recommended to back up system data regularly.
Then, if data has been accidentally deleted or corrupted, it is possible to restore the
system to the state it was in when the backup was made. All data except subsystem
data is backed up. The data is stored on the server that MX-ONE Provisioning Manager
(PM) is installed on.

The system can store an unlimited number of backup directories. Each backup direc-
tory is identified by a time stamp and the system release version.

When restoring the system, the backup directory must have the same system release
version as the installed version of PM. That is, if PM 1.2 is installed it is not possible to
use backup directories with version 1.0 or 1.1. Backup directories can still be used to
restore the system when a service pack for PM has been installed. That is, if PM 1.0.2
has been installed, backup directories with system release version 1.0, 1.0.1, and 1.0.2
can be used.

All stored backup directories are displayed in a list, including those with system release
versions older than the installed version of Provisioning Manager

The icon B& (Restore) is only displayed for the backup directories that can be used
to restore the system.

The process of saving system data during a backup and the process of restoring data
during a restore may take a few minutes.

Note: It is not possible to alter system data during a backup or restore.
A backup or restore is performed in the following way:

1. Go to the System tab and then Backup & Restore.
2. Click Backup to start a backup or click [}b (Restore) to restore the system.

26/1553-ANF 901 15 Uen K 2018-10-30



ACTIONS

Backup & Restore

¥ This backup only backs up the internal database of Provisioning Manager. To backup the subsystems, please go to the subsystem task in Provisioning Manager.

| Backup | | Upload . |

Backup with Timestamp %; Version *; Last Restore Timestamp %; Description %

122 2016-05-17 08:26:59 6.1_SP1
B # % [E 2016-05-13 12:38:23 6.1_SP1
B / R (B 2016-04-26 08:40:54 6.1_SP1
4.14 SUBSYSTEM BACKUP

Enables to take the backup of MiVoice MX-ONE subsystem and Service Node
Manager data.

The icon (Restore) is only displayed for the backup directories, which is used to restore
the system.

The process of saving system data during a backup and the process of restoring data
during a restore may take a few minutes.

Note: It is not possible to alter system data during a backup or restore.

The backup of the Subsystem is performed in the following way:

1. Go to the System tab>Subsystem.

2. Click Backup icon start a backup of the system. The following Scheduling page
is displayed to schedule the backup.

3. Select the Enable Scheduling check box to start the schedule backup. Imme-
diate backup of the subsystem is triggered if the check box is not selected.

Subsystem - Backup

(7) Enable Scheduling:
(2) Description:

Date Time
(@) Start Date: * 130 Oct 2018
(2) Start Time: = 110:23
Recurrence

(7) Enable Recurrence:

(2) End Date: Date 30 Oct 2019
Occurrences
None

(2) Recurrence: Every day

Every weekday
Weekly Mon  Tue Wed' Thu Fri' Sat' Sun
Notification

! No mail server is available

Apply | | Cancel
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MX-ONE PROVISIONING MANAGER

The created backup files are stored in the /var/opt/eri_sn folder on the MiVoice
MX-ONE and are used when restoring the MiVoice MX-ONE database. You can
restore MiVoice MX-ONE and Service Node Manager using the Backup and Restore
task in Service Node Manager.
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USING COMPARE WITH SUBSYSTEM

Data inconsistencies can also be caused by subsystem data being modified directly in

MX-ONE. Examples:

. extensions are added or removed in MX-ONE but not in MX-ONE Provisioning
Manager
. mailboxes are added or removed on the Messaging Server but not in MX-ONE

Provisioning Manager

. one of the extensions associated to a user is deleted in MX-ONE while the user's

profile in MX-ONE Provisioning Manager is unchanged.

The Compare with Subsystem task is used to compare the PM data with the

subsystem data to find data inconsistencies. The result is displayed in a list. Based on
the list, the administrator decides what to add or remove in the system, using the corre-
sponding tasks, to synchronize PM and subsystem data.

1. Go to the System tab and then Data Management.

2. Select which subsystem to compare the PM data with, and maximum number of
rows to be displayed per result page. Click View.

Compare with Subsystem

Add

Log Date and Time “; Subsystem Name ¢ SubsystemType < Difference(s) <;
¥ 2017/05/30 17:59:08 TelephonyServer 0

CCMPLRE SUBSYSTEM DETRAILS - TelephonySerwver - whin

Extension Difference

1003 Cnly in Telephony Syatem

1008 Only in Telephony System

1014 Cnly in Telephony Syatem

1015 Only in Telephony System

1017 Cnly in Telephony Syatem
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IMPORTING DATA TO MX-ONE PROVI-
SIONING MANAGER

The import function in MX-ONE Provisioning Manager is used to add users and depart-
ments to the system in two scenarios:

. When migrating existing users and departments from D.N.A or CMG to MX-ONE
Provisioning Manager.

Note: For detailed information on how to migrate to MX-ONE Provisioning Manager
from D.N.A. and CMG, see Installing MX-ONE Provisioning Manager
(9/1531-ANF 901 15).

. When adding new users and departments.

IMPORTING FROM D.N.A. AND CMG

This is only to be used in when initially setting MX-ONE Provisioning Manager. For
details, see Installing MX-ONE Provisioning Manager (9/1531-ANF 901 15).

IMPORTING FROM CSV

User and department data can be imported from CSV files, where CSV is the common
acronym for Comma Separated Values. This typically allows for batch input data to
conveniently be edited with spreadsheet software. Templates and examples can be
downloaded from the CSV import web pages. There is a CSV import option (option
CSYV file) that can very flexibly process and import much data for each user record. It
allows you to connect a column in a CSV to one of many attributes of an PM user. For
more information and step by step instructions, see MX-ONE Provisioning Manager
Online help.

EXPORTING DATA FROM MX-ONE PROVI-
SIONING MANAGER

Data in MX-ONE Provisioning Manager can be exported for call accounting purposes
or for usage in, for example, CMG or other PM installations.

Follow the steps below to export data from PM:

1. In MX-ONE Provisioning Manager, click System, Data Management and then
Export. The Export Data page is displayed.

2. Click Export....

3. Select an export type and click Next.

4. In step 2/2, select the data to include in the export, then click Next.

5. For exports using CMG data format, specify a definition file (this file is required

for correct format of the exported data). Then click Apply to initiate export.
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6. On the Result page, click Done.

71 EXPORTING DATA FOR CMG

Note: You may export user data from MX-ONE Provisioning Manager and import it to
the CMG if you want to transfer data without enabling the automatic integration
between PM and the CMG

The purpose of exporting data in CMG format is if you want to restore CMG with PM
data after loosing all CMG data without having backed up CMG.

Normally when operating in PM, CMG will automatically be updated. To synchronize
PM with CMG, use the Compare with Subsystem task to find the differences and then
update the systems with your corrections.

Data exported for CMG is stored using CSV format. The following PM data is included
when exporting data for CMG:

. Department data
. User data.

A user can be associated with several extensions in PM, but only one extension in
CMG. For users associated with more than one extension in PM, the export file will
contain a separate record for each extension in PM.

For correct export file format, definition files for department and user data are required
when exporting data for CMG.

7.2 EXPORTING GENERAL DATA

The purpose of exporting data in XML format is if you want to post process MX-ONE
Provisioning Manager data in another system.

Data exported as general data is stored using XML format. The following MX-ONE
Provisioning Manager data is included when exporting general data:

. Complete department data
. Complete user data
. System data: administrators, security profiles, locations, and subsystems.
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EXPORTING CALL ACCOUNTING DATA

The purpose of exporting data in CAAPI format is if you want to reuse post processing
tools as used together with D.N.A. The format of CAAPI is the same as it was for D.N.A.
For a more extensive export, please use the XML export format instead.

Call accounting data such as account code data can be exported from MX-ONE Provi-
sioning Manager. The following data files are created when exporting call accounting
data:

. Account codes

. Authorization codes
. Cost centers

. Departments

. Extensions

. Voice Line Service.

Note: To get the cost center data into the COSTCEN.DAT file you need to set the UDF
Field Type to "COST CENTER" for the applicable UDF in the UDF Mapping task.

The exported files are stored in a .zip file, available for download on the first page of
the Export Data task.
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8 TENANT AND FEATURE CONFIGURATION

Figure 5: User hierarchy

8.1 CREATE A SERVICE PROVIDER

Figure 6: Create Service Provider
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Use the user created in the MX-ONE Provisioning Manager setup, i.e. System
Setup Admin, to login to the application.

) Mitel

Provisioning Manager

© 2001-2016 Mitel Networks Corporation

Go to Users -> User -> Add a new User.

Loggedin as: Mitel About User Guide  Site Ma

) Mitel | Provisioning Manager

Logout

se Services Administrators System Log Own Settings

User - Add - Step 1/2

User

@ First Name: Servicep @ Last Name: * |Servicap

@ userld: * |Servicep

@ Password: sessssssnnse (@ Confirm Password: sesssssssses
@ Email Address: @ sms:

(@ Alternate First Names: (@ Alternate Last Names:

@ Keywords

@

Department(s): *  Existing Department(s); Location(s):

/BM [Jsers; Locationd1

Selected Department(s); Location(s):

Company1; Location01

~

Company01\W/BM Usersitest|Users without depz

< >

Note: The first department in Selected Department(s) list is primary department
Preferences

®

Use Last Selection:

English v

@

Provisioning Manager Language:

Check the result.

Go to Administrators -> Administrator.
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6.
7.
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Select the Security Profile "Service Provider" and promote the user to Service

Provider.

o0 Mitel ‘ Provisioning Manager

Users Services min System

Own Settings

Logged in as: Mitel About User Guide Site Map Logout

Help

_ User Name(s), +
@ Extension Number, Servicep
Department:

@ servicep , Servicep , Company0)

@ Security Profile: + [ Senvice Provider v

@ Accessto .
Department(s): Existing Department(s),

Location(s):

) Access to Subsystems # Al
in Location(s)
Location01

Company0L; Location0L Al ateess depends on the access privileges
» 1 g it

CompanyOIWEN Leers; Eneatonol included in the administrator's security

Company0L\W/BM Usersitest; LocationdL profie

Company01\WBM Users\test\Users without department; Location01

Help
Administrator ~

Administrators have access to tasks used
Selected to manage users, services, subsystems
Departmet and so on. An administrator is a
Location( promoted user with an assigned security
) profile. What the administrator can

Administrators can never assign an
access privilege to a user or
administrator that they have not been
assigned themselves, Administrators can
only assign a security profile to an en
user or administrator with the privileges
assigned to them, or 3 subset of those
privilzges.

The following seven security profiles are
predefined:

Check the result.

Repeat the earlier operations in order to create new Service Provider.
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CREATE A RESELLER

Figure 7: Create Reseller

1. Logon with one of the Service provider Credentials.

> Mitel

Provisioning Manager

on : 615P1

B 2001-2016 Mitel Networks Corporation
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2. Go to Users -> User -> Add a new User.

o Mitel ‘ Provisioning Manager Loggedin as: Servicep About UserGuide SteMap  Logout

Services Administrators System

User - Add -Step 1/3

User

@ First Name: Reseller @ Last Name: + [Reseller

@ userld: * [Reseller

@ Passward Gessssesssss @ Confirm Password Eesssssnsass
@ Email Address SMs:

(@ Alternate First Names @ Alternate Last Names

Keywards:

@ Department(s) * Existing Department(s); Location(s): Selected Department(s); Location(s):
Company01\WBM Users; LocationDL £
CompanyQ1\V/BM Usersitest; Locationd1
Company01\WBM Users\test\Users without depz
¢ >

! Note: The first department in Selected Department(s) list is primary department
Preferences
(@ Use Last Selection
@ Provisioning Manager Language English ¥

3. Check the result.
4. Go to Administrators -> Administrator.

5. Select the Security Profile Reseller and promote the user to Reseller.

o0 Mitel ‘ Provisioning Manager Loggedinas: Servicep About UserGuide SiteMap  Logout

Users Services Ad

System

Help
_ User Name(s), .
@ Extension Number, Reseller
Department: Help
@ Reseller , Reseller Reseller , Company01 Administrator ~
@ Security Profile: * | Reseller v .
e ——— Adinsteators hayel Jocas e aula e
i o = ey Selected to manage users, services, subsystems
Department(s) b Ena.Depaimenti) Department(s), and so on. An administrator is 3
ocation(s) Location(s) promoted user with an assigned security
Company01 ; LocationdL ] profile. What the administrator can
Company01\WBM Users; Location01 access depends an the accass privileges
Company01\V/BM Usersitest; Locationd incided i the admratocs seciry]
Company01\WVBM Usersitest|Users without department; Location0l pronle;
Administrators can never assign an
access privilege to a user or
(@ Access to Subsystems  « administrator that they have not been
in Location(s): All assigned themselves. Administrators can
Location0 1 only assign a security profile to an end
user or administrator with the privileges
assigned to them, or a subset of those
privileges.
The following seven security profiles are
predefined: 3

6. Check the result.
7. Repeat the earlier operations in order to create another Reseller.
Note: One Reseller data cannot be seen by other resellers.

Parent can view all the child's data
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CREATE A TENANT ADMINISTRATOR

Figure 8: Create Tenant Administrator

1. Logon with one of the Reseller Credentials.

2. Create the tenants and the respective number series.

Users Services Systern Logs Tenant Own Settings

Tenant Configuration - Add Help
Apply | [ Cancel

® Telephany System: 19216828112 v Help

@ Customer Number: . ) R

(@ Customer Name: Tenant Configuration - Add

@ Acronym: To see help information about usage,
Domain Name: DEFAULT » format and optians for & specific property,
Domain Owner. elick the @ Help icon.
Restrict Terminal Registration from Foreign 1P domains This is the first screen that will guide you

@ Enable Short UserID format: through adding Tenant Configuration

etails.
@ Exception For Dialing Numbers:

e On this screen you add the Customer
Allow Dcect Calsibetween Cust Number, Customer Name and Initiate

Finance Id: Subscribers for 3 customer Number:
Directory Numbers: Edit
R ] =t « Customer Number
« Customer Name
@ Common Abbreviated Numbers: Edit._| « Directory numbers
« Prefix Length
5 « Extra Digits
® Enable Number Data and Initiate Subscribers: . « Commen Abbreviated Range
Initiate Subscribers 2 Acronym, o
Number Range Server  Featurelevel  Dialing Privileges  End User Device Type
v basic __v| [intenal v Mite] 68631+
[ basic v | [internal Mite] 68631+
[ basic _ v| [intenal Mite] 68631+
i basic v [lnfenal Mitel 68631+

Apply | [ Cancel

3. Configure feature levels.

Reseller can provide alias names for the feature level licenses defined in
MX-ONE.
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o0 Mitel | Provisioning Manager [iariiaits Re—cher AbCWl U Olw Siien oo
Users Services Administrators System
Feature Level Mapping Help
Feature Level Mapping
BASIC Gold
CORDLESS  [Sitver N
con Dranze
EMERGENCY [emergency
ENTRY entry
H323 h323
MOBILE mobile
PREMIUM  [premium
STANDARD  [standard

Go to User -> Add a new User.

Tenant created by the reseller in the tenant configuration page will appear in the
User page.

Loggedinas: Reseller About UserGuide SiteMap  Logout

oo Mitel |

Provisioning Manager

Services Administrators System Tenant
User - Add - Step 1/3
User
@ First Name: Tadmin @ Last Name: + [Tadmin
@ User Id: + [Tadmin @ Customer Mitel | v
@ Password esesececee @) Confirm Password escssssces

(@ Email Address: @ sms:

) Alternate First Names

)

@ Alternate Last Names:
@ Keywords

@ Department(s): ¥ Existing Department(s) )
Company01\WEM Users; Locationd1 -
Company01\WBM Usersitest; Location01

Company01\WBM Usersitest|Users without depz

& >

Note: The first department in Selected Department(:
Preferences

) list is primary department.

@ Use Last Selection

@ Provisioning Manager Language: English v

5.
6.

Check the result.
Go to Administrators -> Administrator.

Select the Security Profile as Tenant Administrator and promote the User as
Tenant Administrator

oo Mitel |

Provisioning Manager Logged in as: Reseller About User Guide SiteMap  Logout

Services

System Tenant

Admin

Administrator - Add Help
_ User Name(s),
@ Extension Number, Tadmin
Department: Help
@ Tadmin , Tadmin Tadmin , Company01 Administrator ~
Seuurily Profile o [Tenant Administralor v
t Administrators have access to tasks used
@ A o .
z N . Selected to manage users, services, subsystems
Department(s): T P paent e partn 71 50 o, A adINIStrator S
o Location promoted user with an assigned security
Companya1; Location01 - profile. What the administrator can
Company01\WBM Users; Location01 access depends on the access privileges
Company01\W/BM Usersitest; Locationd1 included in the administrator's security
g YOI WY d profile
ompanyD1 \WEM UsersitestiUsers without department; LocationD1.
- Administrators can never assign an
o5 privilege L0 3 User o
@ Access to Subsystems  + administrator that they have not been
in Locatio assigned themselves. Administrators can
Location01 only assign a security profile to an end
user or administrator with the privieges
acsigned to them, or 3 subsat of those
privileges
The following seven security profiles are
predefined: 2
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1.

2.

Check the result.

Repeat the earlier operations to create another Tenant Administrator.

CREATE A TENANT

Logon with one of the Tenant Administartor Credentials.

) Mitel

Provisioning Manager

Version : 815P1

© 2001-2016 Mitel Networks Corporation

Go to Users -> User -> Add a new User.

fadmin  About

o0 Mitel ‘ Provisioning Manager

de  Site Map

Logout

Services System Tenant Own Settings
User- Add -Step 1/ 3
User
(@ First Name: (@ Last Name: *+ [Tviewer
@ user1d @ Customer: Micel
@ Password @ Confirm Password:  [ssesesseses
@ Email Address @ sMs;
@ Alternate First Names @ Alternate Last Names:

@ Keywords

@ Department(s): *  Existing Department(s); Location(s):
Company01\\WBM Users; LocationdL ~
CompanyD1\/BM Usersitest; LocationL
Companyn1\\/BM Users\test\Users without depz

Selected Department(s); Location(s)

Company01; Location01

g (=] (et )
s 2 (== (=]

Note: The first department in Selected Department(s) list is primary department
Preferences
@ Use Last Selection:

@ Provisioning Manager Language:  [English_ v
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3. Configure the tenant.

TENANT AND FEATURE CONFIGURATION

Tenant Configuration page is used to create the number series for the single

customer.

) Mitel ‘ Provisioning Manager

System Logs Tenant Own Settings

Tenant Configuration

Tenant Configuration - Add

Apply | [ Cancel

192.16828.112

usté0
DEFAULT +
Restrict Terminal Registration from Foreign 1P domins:
Enzble Short UserID format: “
Exception For Dialing Numbers:
@ Allow Direct Calls between Customers “
@ Finance 1d i
@ Directory Numbers: Edit
6001-6002
6005
@ Common Abbreviated Numbers: Edit
6010-6011
(@ Enable Number Data and Initiate Subscribers: “

Initiate Subscribers

Number Range Server
e

Apply | [ Cancel

Feature level

basic
basic
basic

Logged in as: Tenantadmin About User Guide ~Site Map

Help

Tenant Configuration - Add

Dialing Privileges  End User Device Type

itel 68631
internal Witel 68631 v
Internal Mitel 68631 v
Internal Nitel 68631 v

4. Logout the Tenant Administrator login and logon with Tenant Viewer [End User]

Credentials.

o Mitel

Provisioning Manager

ion - 615F1

© 2001-2016 Mitel Networks Corporation
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SETUP A NEW MX-ONE PROVISIONING
MANAGER TO MONITOR DIFFERENT SITES

GENERAL

The MX-ONE Provisioning Manager Admin users shall be given either the cloud or
CPE rights.

PM in cloud mode allows Service Providers and Reseller to setup systems that are
using feature level model.

PM in CPE model is the same as in the previous versions of PM, except that a new user
needs to be created to manage the system.

The new user hierarchy is composed by several levels and they are divided basically
in the two types of MX-ONE business models, Cloud or CPE (a la carte). A main user
is created during the installation of PM and this user is used to create new users and
assign the current service profile that fits the system type.

For example, a customer that is running MX-ONE in CPE license model will assign a
user as AlaCarte Service Provider.

3
g

Feature Level hcanss model

Tradisional icenss model

Figure 9: User hierarchy

1

Only used for Administration of
! users. no system configuratio
I

WOC-OMNE 6.0 WOC-OME 5.0 5P5 MOCONE 5.0 5P3

Location: Stockholm I Location: London | Locatkon: Berln J

Figure 10: User hierarchy
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SETUP A NEW MX-ONE PROVISIONING MANAGER TO MONITOR DIFFERENT SITES

CPE MODE SETUP

Assumptions:
. New PM

. 3 sites
. Users local in the site only see information of their own site
. A corporate admin, can see information from all 3 sites

1. Use the user created in the MX-ONE Provisioning Manager setup, i.e. System
Setup Admin User, to login to the application.

o0 Mitel

Provisioning Manager

Figure 11: Login page

2.

Go to System, Location and define the locations.

o0 Mitel \ Provisioning Manager

Loggedin as: Mitel About User Guide ~Site Map

Logout

Services Admi

Location Subsysterr

Location - Add

Logs

Hel

@ Location Name: * | Stockholm
(@ Dascription: Reseazch

Help
Location

Alocation can, for example, be a
geographical area or a building. Subsystems
and departments are associated to
locations

The location makes it easier to separate
subsystems. It can be usad to limit an
administrator's access to subsystems
associated to certain locations.

The privilege Manage Configuration Data is
required to add, view or change locations.
Privileges are setin the Security Profile

Figure 12: Location

26/1553-ANF 901 15 Uen K 2018-10-30

38



MX-ONE PROVISIONING MANAGER

3. Check the result.

0 Mitel | Provisioning Manager

Loggedin as: Mitel About UserGuide SiteMap  Logout

Users Services Administrators

PrintAll  Help
TAdd ]

Research

Go to Users, Departments and define the Departments.
Repeated for each location.

(] M|[el ‘ Provisioning Manager Logged inas: Mitel About User Guide SiteMap  Logout
Users Services Administrators System Logs Own Settings
Departments Help
Refresh/Synchronize
@ Department Name vitel
& vitel | @ Parent Department: None v
@ Location Location01 |~
@ Description:
Apply

Note: The Department Name can now hold up to 64 alphanumerical and special char-
acters both. But, the characters such as ", *, ?, \, < and > are not allowed.

1. Check the result.

0 Mitel | Provisioning Manager

Loggedinas: Mitel About User Guide SiteMap  Logout

Services Administrators System Logs Own Settings

Departments Help
[ Apply operation successful for:
* Departments : HR

@ Department Name HR
EHE Mitel @ Parent Department: Mitel v
B R @ Location: Stockholm | v
@ Description:
Apply
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Go to Users, Users and add a new user, select the correct department.

& Map

Logout

Existing Department(s); Location(s)
EnitellHR;: Stockhoim

¥ Note: The first dep:
Preferences

Use Last Seledion

) Provisioning Manager Language: English |~

in Selected Dep (s) list is primary dep:

00

System Logs Own Settings
User - Add - Step 1/ 2
User
First Name: [Alacarte @ Last Name: + [Alacarte
User 1d: * [Alacarte
Password: sessssesssee (@ Confirm Password: ssscsssssnee
Email Address SMS:
Altarnata First Namas @ Alkarnata Last Names
Keywords
(PRDepartment ) * Selected Department(s); Location(s)

Check the result.

Go to Administrator Menu, Administrator and add the create user to a service

profile.

0 Mitel | Provisioning Manager

Services

Administrator

Logged inas: Mitel - About

Own Settings

User Guide  Site Map

Brint All

Logout

Help

m| T userid
00 Q i Mitel

% FirstName & LastMame < Security Profile &

Mitel

Mitel

Department ¢,
System Setup Admin Mitel;Location01

Select the Security Profile, Access to Departments and Access to Subsystems

in Locations.

oo Mitel |

Provisioning Manager

Logged in as: Mitel About

User Guide ~ Site Map Logout

@ Access to Department(s)

Existing Department(s),
cation(s)

All

Mitel\HR; Stockholm

=)

(@ Access to Subsystems in Location(s): *
Location01

Stockholm

Selected Department(s)

Mitel; Location01

Users Services Administrators System Logs Own Settings
Administrator - Add Help
(@ User Name(s), Extension Number, Department: + |Alacarte
© alacarte , Alacarte Alacarte , Mi Help
Security Profile: + [AlaCarte Service Provider ~ Administrator ~

Administrators have access to tasks used
e users, services, subsystems
on. An administrator is a

promoted user with an assigned security
profile. What the administrator can

s depends on the access privileges
included in the administrator's security
profile:

Administrators can never assign an
privilege to a user or

administrator that they have not been
assigned themselves. Administrators can
only assign a secrity profile to an end
user or administrator with the privileges
assigned to them, or a subset of those
priviieges.

The following seven security profiles are
d

predefine:
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6. Check the result.

oo Mitel |

Provisioning Manager

Loggedinas: Mitel About User Guide
Users

SiteMap  Logout
Services System Own Settings
Administrato

Administrator
Add

Print Al Heln

iE§

T/ User1d O FirstName ¢ LastName ¢ Security Profile % Department %
Q 7 R [ Aacarte Alacarte AlaCarte Service Provider Mitel;Location01
Q System Setup Admin

Alacarte
5 Mital wital

Mital;Locationo1

Logout Administrator and do logon with new user.

appears.

Add the subsystem and select the location, if the setup is correct, only one

Subsystem - Add

Help

Telephony System

Stockholm - MX-ONE
61sPL v
102.168.25.30

oning Manager 3s a single
try. Several subsvstems can be

hich

9. Check the result.

Note: It is recommended to use the LIM server address or provide the same IP

address in PM and MiCollab Server Configuration to add users to MiCollab.
1. Check the result by clicking the subsystem link (Stockholm - MX-ONE).

o Mitel |

Provisioning Manager

Logged in as: Alacarte About User Guide SiteMap  Logout
Senvices Administrators

Subsystem Print Al Help
TAdd ¢

O Subsystem Name ;. SubsystemType O Version

[0 &% 2 % @ Stockholm - MX-ONE

Location %  License Details %5
Telephony System  6.15P1 Location01

Traditional
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SETUP A NEW MX-ONE PROVISIONING MANAGER TO MONITOR DIFFERENT SITES

Access the subsystem that you created on the previous slide and logout.

o0 Mitel ‘ Service Node Manager Loggedin as: Alacarte About User Guide SiteMap  Logout
nitial Setup Number Analysis Telephony Services System Tools Logs

Welcome

This al ation handles the system settings for the

For us: s please use the "MiVoice MX-ONE Pr

Repeat the operations for all users and sub-systems
Check if everything is correct and that the 3 users cannot see the others systems.

Using the "local admin" account create a new user and select the correct depart-
ment

(¥ Mitel  Provisioning Manager

I e A e i i
g g " g b b

SR = REH = g
Lom i L Y
L LR CL ramrrey
L e L
P dbarwrts ¥ ouh Lama T shwmvars e b e
[res=rs

S rmy | perme L e i o v e

=8 vin [T

e T e R L TR e ]
gy

an . aw Za e

L T T

Check the result.

Select the Security Profile, Access to Departments and Access to Subsystems
in Locations

o Mitgl  Provisioning Manager

[

Check the result.
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END USER PROFILE SETTINGS TO
MONITOR GROUP DATA

Log in to PM with system setup admin privileges, change the End user profile, and
assign “End user group service role” to monitor group handling for end users.

O Mitel | Provisioning Manager

Users Services Admin

System

Administrato Security Profiles

Security Profile - Change - End User

Logs

Own Settings

Logged in as: Mitel About User Guide SiteMap  Logout

Hel

@ Ssecurity Profile Name:
(@ Description:

Privileges
) End user self service

®

Manage configuration data:
) View user data:

06

View service data:
View administrators
View security profiles:
Auto unlock:

(@ Tenant configuration data:

SNM: Manage advanced feature:
2 SNM: Manage extension data:

? Feature level configuration data:

Manage individual diversion:
Manage Batch Operation:
SNM: Manage Secure Data:

) SNM: IP Phone Configuration

PEO

) Manage Featurebased System:

(ke

End user group service

) Manage user data

Manage service data:
Manage administrators:
Manage security profiles:
Import/Export user data:
Manage UDF data:

SNM: Command line intarface:

@ Wiew subsystems:
@ AlaCarte

@ ¢

®

Vview logs

Manage available extensions
SNM: View Logs:

SNM; Backup:

Manage Secure Data:

Figure 13: Change screen for End user security profile

Log in to PM with end user privilege. The features under group setup heading shown
in the figure below, can be configured by the end user.

o2 Mitel | Provisioning Manager

Extensions - Change -

1002

Logged in as: smahank About SiteMap  Logout

Help

General
@ Telephony System
Extension Number:
Extension Type:
Customer.
Common Service Profile
Phone Language:
Allow Security Exception:
@ Boss/Secretary:
Personal Number

@

@

) Parsonal Number List:
Function Keys
Phone Type:

Panel Type:

Function Keys
Group Setup
@ Hunt Group(s)

@ call Pickup Group
@ Group Do Not Disturb:

192.168.25.30
1002

1

None

0-cap

Default >

None

Hunt Group Number

Apply | [ cancel

Figure 14:

End User Extension page
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SYSTEM AND ERROR MESSAGES
11 SYSTEM AND ERROR MESSAGES

MX-ONE Provisioning Manager provides system messages and error messages
directly or when a configuration item is submitted. An icon is displayed together with
the system information.

X Add operation faied for:

* UserId: John  Reason: Already intiated  Field: User I Value: John

Figure 15: Error messages

]
H

Sezsion has expired! Flease loginagain

Figure 16: Information messages

' Restore operation successful for:
* Backup with Timestamp: 2012-05-02 21:19:47

Figure 17: Acknowledge messages

This message type can be displayed for procedures including several sub-procedures,
where one or more sub-procedures might be non-successful. Rollbacks are performed
for non-successful sub-procedures

successful for:

* User Id: lohn

e operation failed for:
* User Id: John Reason: Not initiated or not supported  Field: Extension / Telephony Syste

Figure 18: Other messages

For certain operations a pop-up window is displayed, please see the following example
for invalid template name.

Windows Internet Explorer

L] 'f You have been logged out due ko inackivity,
L3

IE

Figure 19: Pop-up message
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LOGS

MX-ONE Provisioning Manager provides three logs with different information level:
. Audit trail: Information about all changes made by a user in the system

. Event Log: System log information useful for fault tracing

. Security Log: Information about successful and unsuccessful login attempts

Log files are created every day even if no data is logged. Logs older than 90 days are
overwritten.

CHANGING THE LOG LEVEL

If not enough or too much information is displayed in the logs in the Logs task, the
wrong level for the logging is set in the configuration file jboss-1og4j.xml. The
configuration file is stored on the server that MX-ONE Provisioning Manager is installed
on.

The following log levels are available:

. DEBUG
. INFO

. WARN
. ERROR
. FATAL

To change the log level, follow these steps:

1. Go to opt/jboss/server/default/conf and open the file jpboss-log4j.xml.

2. Edit the log level in the following row:
<category name="se.ericsson.ebc.mp"><priority value="INFO"
class="se.ericsson.ebc.emtsn.util.log.XLevelTrace"/>
<appender-ref ref="MP"><category>

3. Save the file. After approximately one minute the new log level configuration is
applied.
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POST-INSTALLATION CONFIGURATION TOOL

12 POST-INSTALLATION CONFIGURATION
TOOL

To start the tool, enter one of the following commands in a shell connected to the
server:

If logged in as root, enter the command mp_config.

If logged in as eri_sn_admin, enter the command sudo -H mp_config.
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