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Mitel SIP Teleworker via MBG on MiVoice Office 400

Overview

Introduction

The user of a SIP terminal can work remotely (teleworker) i.e. behind an MiVoice Border Gateway (MBG). When doing so, the user has access
to all the normal features of the MiVoice Office 400 communication server, including the XML applications on the phones. Additionally, the user
has access the Self Service Portal (SSP) and is able to change his personal configuration there.

For registration, two sets of SIP credentials are needed. These need to be configured both on the MiVo400 communication server and on the
MBG. The Mitel SIP terminal receives the appropriate credentials in the configuration file.

MiVoice Office 400 supports the export of the teleworker SIP terminal data for the MBG configuration. With this, the “Bulk Provisioning” of the
MBG can be executed and the SIP terminals are configured in the MBG. All other MBG configurations needs to be done manually.

Abbreviations

AMC Applications Management Center (License server for MBG,...)
ARID Application Record ID

CSR Certificate Signing Request

GUI Graphical user interface

ICP IP Communication Platform (e.g. MiVoice Office 400)

MBG MiVoice Border Gateway

RCS Redirect and Configuration Server

SSP MiVO400 Self Service Portal

TUI Terminal user interface
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Preconditions

The following pre-requisites must be in place before starting to configure the teleworker solution.
. MiVoice Office 400 software must be R6.0 or higher
. MiVoice Border Gateway (MBG) software must be 10.1 or higher

Mitel SIP Phone Teleworker with MiVO400

MBG with Server-only |

192.168.101.99 .!. configuration on the ,
._ ' network DMZ
' Home-Office
, Teleworker
’ LLAIE]? 192.168.6.90 . P
! PC for SSP access

Fix public IP
FQDN

WAN
212.101.18.182

Mitel SIP

e FQDN for the MBG system (e.g.: mbg.mycompany.com) must be resolvable externally to the public IP of MBG.

e A second FQDN for MiVO400 Self Service Portal (SSP) access (e.g.: ssp.mycompany.com) must be resolvable externally to the public
IP of MBG and internally to the MiVO400 IP.

e A 3rd party signed certificate if not using Let's Encrypt (the CSR is generated under MSL "Web Server" certificate view)

o Mitel SIP Phone of type 6800i family or 6900 family
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Firewall rules

All involved firewalls have to match the following settings

WAN to DMZ

From external to MBG in the DMZ
Open (and forward) the following ports:

Port
80

443

4430
5061

20000 - 21999*

Type

tcp

tcp
tcp

tcp

udp

Protocol

HTTP

HTTPS
HTTPS

SIPTLS
RTP / SRTP

Comment

for Mitel SIP phone configuration over HTTP including first "startup.cfg", MBG root CA
files and language files

OPTIONAL only if hitp can't be used

for MiVO400 SSP access via Remote Proxy Server
XML listen port for Mitel SIP phones (4430 is default value)

Teleworker to MBG

Voice Communication. Must match with the port range setting on MBG

* 20000 is for Teleworker Network Analyzer.

DMZ to WAN

From MBG in the DMZ to external
Open the following ports:

Port
22
53
80
123
443

Type
tcp
udp
tcp
udp
tcp

Protocol
SSH
DNS
HTTP
NTP
HTTPS

Comment

MBG to Mitel AMC, for licensing and blade visibility
look up IP address on public DNS server

Let's Encrypt Certificate

Time server access

Let's Encrypt Certificate
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DMZ to LAN

Open the following ports:

Port

80
53
69
443

5060

5061

5004 - 5131
3000 - 3023
16230 - 16399
30000 - 30023
40000 - 40499

LAN to DMZ

Type
tep
udp
udp
tcp

tcp

tcp

udp
udp
udp
udp
udp

Open the following ports:

Port

443
5060
5061

Type

tcp

tcp
tcp

Protocol

HTTP

DNS
TFTP
HTTPS

SIP
SIP/TLS
RTP
RTP
RTP
RTP
RTP

Protocol

HTTPS

SIP
SIP/TLS

Comment

XML to MiVO 400

look up IP address on corporate DNS server
MBG to MiVO400 (to get first startup.cfg and language files)

MBG to MiVO400 (for real configuration and XML, plus MiVO400 SSP access
via Remote Proxy Service)

MBG to MiVO400 (for SIP signaling)

MBG to MiVO400 (for SIP signaling if TLS is required in the LAN)
Voice Communication (Standard media switch / EIP module)
Voice Communication (Mitel SIP phones)

(

(
Voice Communication (SIP-DECT)
Voice Communication (MiVoice 5300 IP phones)
(

Voice Communication (ViApp media server)

Comment
(OPTIONAL) if SSH access to MBG is required
Web configuration for admin MBG

MiVO400 to MBG (MSIP Teleworker)
MiVO400 to MBG (for SIP signaling if TLS is required in the LAN)
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20000 - 21999 udp

Remote (Teleworker) Site

RTP

Voice Communication. Must match with the port range setting on MBG

No special requirements for home deployments as home routers normally allow outgoing connections.
In the case that the solution is deployed at a remote site fronted by a managed firewall, the remote site firewall rules must allow the

phones to reach:

Teleworker-LAN to WAN
Open the following ports:

Port Type
21 udp
53 udp
123 udp
80 tcp
443 tcp
4430 tcp
5061 tcp

20000 - 21999* | udp

Protocol
FTP
DNS
NTP
HTTP

HTTPS
HTTPS
SIP TLS
SRTP

Comment

to FTP firmware server

look up IP address on public DNS server
Time server access

for Mitel SIP phone configuration over HTTP including first "startup.cfg", MBG
root CA files and language files

OPTIONAL only if http can't be used

to RCS (rcs.aastra.com) if RCS is used for deployment
XML menus and keys for Mitel SIP phones
Mitel SIP phone to MBG (for SIP signaling)

Voice Communication. Must match with the port range setting on MBG

* 20000 is for Teleworker Network Analyzer.
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AMC licenses

MiVoice Border Gateway Products

Quantity | Article No.

1
5

54005339
54004572
54004573
54004574
54004575
54004577
54004491

54009229
54007973
54007981
54009232
54007974
54007982
54009230
54007971
54007979

Product

MiVoice Border Gateway Virtual

MBG Teleworker Service x1

MBG Teleworker Service User x10
MBG Teleworker Service User x25
MBG Teleworker Service User x50
MBG Teleworker Service User x100
MBG: 1 SIP Trunking Channel License

SWA Std 1y MiV BG System
SWA Std 3y MiV BG System
SWA Std 5y MiV BG System
SWA Std 1y MiV BG Telewk User
SWA Std 3y MiV BG Telewk User
SWA Std 5y MiV BG Telewk User
SWA Std 1y MiV BG SIP Connect
SWA Std 3y MiV BG SIP Connect
SWA Std 5y MiV BG SIP Connect

Remark
MBG Virtual Appliance

For Mitel SIP phone as Teleworker

Option: To use MBG as Proxy between IPC and SIP
provider
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Create ARID for MBG

After ordering the necessary MiCollab/MBG licenses via Mitel CPQ, these licenses are automatically transferred to the license bank of AMC.

A technician/partner has to do the following steps:

B — x| =B8] | | ogin to Mitel connect and select
<« ¢ fb @ & https://connect.mitel.com/connect/ El 110% e T:T Q, search * mn e = L|Cense server AMC
@ MyFiles - OneDrive /& Intranet T Leo (3 GoToWebinar [, GBLFTP [JR&DCH [ Mitel [ SharePoint = Ticket - GlobalIT Sup... y Workday (mitel) A AutoHotkey [ Demo Systems »

Peter Andraschko

DASHBOARD APPLICATIONS MITEL.COM INSIDE MITEL SELF SERVICE ADMINISTRATION et L
NEWS AREA =
Recent news entries Did you know?

BizTools

§ _ You can define your favorite applications in the Self Service
Compatibility Matrix Sent: Mar 29, 2018 a section

Subject:  Maintenance Notification - Mitel After doing so, only the links to those applications will be shown

Gartner Portal

CPQ on the welcome page.
InfoChannel
- - - - - - - Y
R TR ST MltelCPQ will be_off-llne during the time p?rlod shown below to TAKE ME THERE NOW HIDE THIS MESSAGE |
allow for installation of a scheduled update: p———
Learning Management System
Licenses & Services Wed. Apr. 04 2018 - 21:00 to 22:00 PT
Licenses & Sewicesmcﬁ Thurs. Apr. 05 2018 - 00-00 to 01:00 ET Account Security
Mitel CPQ Thurs. Apr. 05 2018 - 05:00 to 06:00 BST
Mitel OnLine Thurs. Apr. 05 2018 - 06:00 to 07:00 CEST Current rating: . ...
Excellent
Mitel User Group Thurs. Apr. 05 2018 - 10:30 to 11:30 IST reeten
Phone Book Thurs. Apr. 05 2018 - 12:00 - 13:00 CST Last login: Mar 29, 2018 10:44:01 AM CEST
hitps://connect.mitel.com/idp/app_loginxhtmitapp=107 - APT- 05 2018 - 14:00 to 15:00 AEST -

10
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(-4 Mltel Licenses & Services AMC

Home Products & Customers License Bank Reports Self Service Administration

Partner Accounts End Customers
[ Create Customer J
Search Criteria
Help Customer Criteria :
If you would like more information Customer name = | Trainingchb110|

about Mitel's innovative solutions
for small, medium and enterprise
businesses. please follow this link Application Record Criteria :
http:/fanw. mitel com.

Identification -

Identification :
If you are experiencing problems o
with Licenses & Senices AMC Description :

please click the link below: Praduct Category - Select

Help
Hardware 1D -

Contact
Status : All Records

= 1)

Update schedule

=
=

Select "Customer”

and "Search" for your customer

or

create a new customer

11
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Search Results

Customer ID Customer Name Application Records
% Lnknown Trainingchb11o 3
[ Create App Record Page 1/1

Click "Create App Record"

Create Application Record (TEST: Mitel Internal)

Application Record Details

The application record description field is used to help identify an application at a given customers site. If allows
the use of a more descriptive unigue value in describing each installation instead of having fo remember each
application record ID.

Solution Provider - TEST: Mitel Internal
End Customer - Trainingchb1io

Application Record MBG-9_bllo
Description :

Assign Product

=0

Enter a description, select
"Assign Product" and click
"Submit".

12
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Create Application Record (TEST. Mitel Internal)

Application Record Details

Solution Provider - TEST: Mitel Internal
End Customer - Trainingchb1io

Application Record  MBG-9 bifo
Description :

Assign - Froduct or License after Commit

o

13
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Assign - License Bank (TEST: Mitel Internal)

Successfully created new application record identifier 62822816.

PO#:

Sales Order # -
Part Mo :

Product Category -
Order Date From :

Order Date To -

|. Peter Andraschko

Select

oo [ ]

The ARID is successfully
created.

Store this ARID in the customer
data file for MBG.

Enter your purchase order
number or your sale order
number to search for your
licenses.

Search Results

Order Details

PO Sales Reference Order Date
Feter Andraschkao 2016-0ct-06
Peter Andraschkao 2018-Now-14

Page 1/1

Available Products
171

B

Filter your purchase orders and
open the order details by
clicking the "magnifying glass"

14
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For the MBG server the ARID

needs this licenses assigned.
Available Licenses

Part NO Description Destination customer Available Assign
54005339 MiVoice Border Gateway Virtual 1 [ 1
54004572 MBG Teleworker Semnvice User x1 5 5

s

"Confirm"
Assign - Confirmation

Assign = partner Accounts ( TEST: Mitel Intemal | = License Bank = Confirmation

Step Three : Please confirm the products which are about fo be assigned to application record 62822616(MBG-
9 btfo)

Customer:  Trainingchb1fo
Customer PO:
Application Type:  Mitel Generic Application

Active Products:
From: TEST: Mite! Intemal

Part NO Description Dest Customer Available Assign
54005339 MiVioice Border Gateway Virtual 1 1
54004572 MBG Teleworker Senvice User x1 5 g

&0 - 0

15
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Assignment Confirmation - Transaction Report

REQUIRED: The assignment date of your licenses is still within the first 30 days of SWA senice assignment.
You can apply SVWA by clicking this link.

Recipient Details: Assignment

The following is the status of the assignment of the following products onto application record 62822816
(MBG-9_b11o).

Please keep the transaction reference for future reference and communication with the support staff.

Customer Name: Trainingchb11o
Customer PO:

Transaction Reference: PTQMPVSFNLYTGPGA

Customer Reference:

Date: Mowv 15 2016

Overall Status
Total Items  Successes Failures

Transaction Audit Trail 6 6 ]
Product No. Description Items Success Failure
54005339 MiVoice Border Gateway Virtual 1 1 0
54004572 MBG Teleworker Service User x1 5 5 ]

Comen O Lo

Hit "Done " to finish the
licensing process.

The first 30 days Software
Assurance (SWA) is available.

Select "Apply SWA" for proper
Software assurance.

16
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Please note:
. . . . Premium SWA is not supported
Assign - Apply Point of Sale SWA Licenses ( TEST: Mitel Internal ) for MBG together with Mpi\r;o
400.
Details for application record 62822816 (MBG-9_b11o) Hit "Submit"

Application Record Id - 62822816
Reseller:  TEST: Mite! Internal
Customer :  Traimingchbiio

Description - MBG-9_bffo
Purchased Support Level® | STANDARD - 8x5 SWA coverage EI

Purchased years of SWA | 4 E|

coverage® :

Now the ARID for MBG is ready!

17
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Customer Data

Please use this data sheet for your customer project to collect and safe all necessary data.

Entries in red may be replaced by your real data.

Customer / Company Name:
Address (street):
ZIP / Postal code

City:

Phone no.:

Contact name: Phone no.:
Channel partner: Phone no.:

Common data
DDI range:

internal number range

MiVoice Office 400 system data

System type vMivVO400

EID: 49065AE28839FC3400DD20C753521E807ECF
Sales channel: CH-Freemarket

Host name: mix-10

Domain micollabdemo.com

IP address: 192.168.101.99

DNS 192.168.1.5

User name: admin password: your password

email;
email;

18
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Software version

6.0 (8917a1)

License file: your licence file
SWA basic until:  14.10.2021
SWA user: 50

ESXi server (VMWare, vSphere, vCentre)

Software version: | 6.0
IP address: 192.168.1.11
User name: admin password: i
MBG system data
Login credentials | user name password
admin your password

Installed version: | 10.1.0.175
Updated to:
Domain: micollabdemo.com
Host name mbgchb110

IP address remarks
WAN normally not used
LAN 192.168.6.90 public fix IP: your public IP
Default gateway | 192.168.6.1
DNS server 192.168.1.5
Trusted networks subnet mask gateway remarks
192.168.1.0 255.255.255.0 192.168.6.1 Management network
192.168.101.0 255.255.255.0 192.168.6.1 LAN network (MiVO400)

19
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ARIDs remarks
MBG 12707414
System size | users
%} 150 Small business (1 vCPUs /1 GB RAM /20 GB HDD
O 500 Enterprise (3 vCPUs /2 GB RAM /40 GB HDD
Host name mbgchb11o.micollabdemo.com
(FQDN)
Certificate
authority:
O self-signed certificate
| Let's Encrypt certificate authority
O Common Name: | mbgchb110.micollabdemo.com
(] Alternate Name(s): | trainingchb110.micollabdemo.com
O external certificate authority:

ICP XML listen port:

4430 this is the default port

20
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Prepare MiVoice Office 400

MiVoice Office 400 Release 6.0 or higher is mandatory to use for this teleworker solution.
- o x Add a new MBG

4 trainingchbllo - .. 2 | B0 mbgchbllo - Mi.. > 00 MiVoice Office 400 % [zywall-baullosttrai.. +

€ 192.168.101.99/admin/default.asp c Search 3 & & B O 4 0 =

| @ | Welcome

System overview Ty &

Configuration n"]—'

Summary

Users MBG controller

Terminals ~ID{1) Name External Host name Internal Host name  Terminals
System
Routing
Senvices
Voice mail
Auto attendant
Music on hold
Announcement service
Caonference
Message/Announcement

Text messages

SMSC / ESME

Time controlled functions
Mitel Mobile Client
Coded call

Hotline destinations

IP network
Private networking
< >

21
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o Mitel

System overview o
Configuration

< |

Summary

Users

Terminals

System

Routing

Senices
Voice mail
Auto attendant
Music on hold
Announcement service
Conference
Message/Announcement groups
Text messages
SMSC / ESME
Time controlled functions
Mitel Mobile Client
Coded call
Hotline destinations
BluStar / MiCollab
Mitel Border Gateway
Mitel CloudLink Gateway

IP natwinrk
m | *

Copyrigh

m

MiVoice Office 400 |

| Welcome
MLX-10

T =m
MBG controller
1D 1

IExternaI host name mbgchb11o.micollabe | l

Internal host name 192.168.6.90
MName mbgchb11o
IXMLIisten port 4430 =] ]

1D (0} Interface Terminal type Description Call number User name

Empty list

017 Mitel Networks Corporation - All rights res

External Host name:
<public reachable FQDN >

e.g.:
mbgchb110.micollabdemo.com

Internal Host name:
<IP address of MBG in DMZ>
e.g.: 192.168.6.90

Name: <Name of MBG>
e.g.. mgbchb11o

XML listen port: 4430

(4430 is the default port on MBG
for XML connection)

22
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o Go to "Standard terminals" and
o) Mitel Migise Office 400 In | @ | Welcome - select the Mitel SIP phone, that

MLX-1
should be used as Teleworker
System overview oY — — m terminal.
Summary
Users Select
Terminals Terminal interface Witel SIP E
Standard terminals
Free sealing phones £| ID{15) Interface  Terminal type Description Hode MAC [ port ~Call number User name
Backup terminals Santos
5 Mitel SIP Witel 6940 SIP @ 200 - Angelica 0-MLX-10  00:08:50:5B:C6:DE 200 ; -
Phone labels Angelica
SIP registration 2 Mitel SIP Mitel 6920 SIP = 0-MLX-10  08:00:0FB3:0D:13 482 Turner Will
System 13 Mitel SIP  Mitel SIP-DECT & 0-MLX-10  00:00:00:00:00:00 482 fpa':m“’
Routing ac
Senices | 35 mitersiP o itel 6068 SIP = 0-MLX-10  FRFFFFFFFFFF 484 Tia Dalma
IP netwark 15 Mitel SIP  Mitel 6869 SIP @ v 0-MLX-10  FRFRFFFREFRFF 485 E'Zggrssa
Private networking Barbossa
. 16 Mitel SIP Witz 6930 SIP @ 0-MLX-10  0D:D8:5D'SBACOA 485
Hospitality Hector
Charges - soom

Corporation - All right

23
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Scroll down to the connection

MiVoice Office 400 Welcome .
(B M|tel MLX-10 @l settings.
z"“:_’" °":""E‘” o oy W AEDO MAC address must be empty
onta (i.e. shows FF:FF:FF:FF:FF:FF)
y
Users Select
Terminals Mitel 6869 SIP. 485 - Barbossa Hector MBG controller:
Standard terminals .
. <select the just created MBG>
Free seating phones AusuauUn
Backup terminals Ring indication on KT line B
Phone labels when busy - Apply
SIP registration Call listtype Picture ID
System Connection settings
Routing State ¢ Notregistered
Senices —
IP network aadress i}
Private networking RTF Port 3000 =
Hospitality MAC address FF:FF-FFFF:FF:FF
Charges ; - N
Phone book [ MBG controller | - hb11o
Maintenance SIP user name 485-Q3 |
Setup wizard SIP password 86DVKTAIZUympj6aSpz
MBG SIP user name I
MBG SIP password
Transport protocol TCP
Terminal is behind MAT =
Enable keep alive =

Copyright © 2017 Mitel Netwo - All rights

24
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o) Mitel

System overview
Configuration
Summary
Users
Terminals
Standard terminals
Free seating phones
Backup terminals
Phone labels
SIP registration
System
Routing
Senvices
IP network
Private networking
Hospitality
Charges
Phone book
Maintenance
Setup wizard

&

ol | Welcome

[ ooy | EN Do)
Select

Mite] 6369 SIP, 485 - Barbossa Hector
Call listtype Picture ID
Connection settings
State ¢ Motregistered
IP address
RTP Port 3000 =

MAC address

MBG controller

SIP user name

SIP password

MBG SIP user name

MBG SIP password

FF:FFFFFFRFFFF

1-mbgchb11o

435-08

S6DVKTAIZUympj6aSpz

485-ck

MTgMOwkeG1fclWbDHIh

[Transport protocol

[ ce :

Terminal is behind NAT

Enable keep alive

Relay RTP datavia
communication sernver
(indirect switching)

2017 Mitel Networks Corporation - All rights

m

The terminal gets a second set
of SIP credentials.

The normal SIP user name is
now for the MBG, which registers
with this credentials towards
MivO400.

The new "MBG SIP user name"
is copied into the config file for

the phone, so that the phone can
register towards the MBG.

Set "Transport protocol": TCP

Apply

Do the same for all other Mitel
SIP phones which should be
used as teleworker set.

25
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System overview oy
Configuration
Summary
Users
Terminals
System
Routing
Sermices
Voice mail
Auto attendant
Music on hold
Announcement service
Conference
Message/Announcement grol
Text messages
SMSC / ESME
Time controlled functions
Mitel Mobile Client

Coded call

Hotline destinations
BluStar / MiCollab

Mitel Border Gateway
Mitel CloudLink Gateway

IP network

Dirivntn nntusnrkina

4| n +

2017 Mitel Netw

m

MiVoice Office 400 ol | Welcome

MLX-10

Expert mode

R B W
[Fmy

MBG controller

|n] 1

External host name hb11o.micollabc

Internal host name 192.168.6.90

MName mbachb11o

XML listen port 4430 =

1D {1} Interface Terminal type  Description

15 Mitel SIP Mitel 6869 SIP 485

orporation - All rig

Call number User name

Go back to "Services -> MiVoice
Border Gateway"

Export a csv file containing all

Mitel SIP Teleworker settings for
the MBG.

26
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Opening mivo400_mbg_1.csv ﬁ

You have chosen to open:

-] mivo400_mbg_l.csv

which is: Microsoft Excel Comma Separated Values File (892 bytes)
from: https://10.100.11.59

What should Firefox do with this file?

() Open with | Microsoft Excel (default) -

@i5ave File

[T Do this autornatically for files like this from now on.

l OK%—H Cancel |

D Mltel Ml\fﬁ!bce Office 400 ol | Welcome

& -

Search

System overvie ¢ —

Configuration o I

Summary
Users = User (10) Terminal type Description ~Registration user name Registration password E-mail address 7] select all registration e-mails
Terminals Tia Dalma (484) Mitel 6869 SIP 484*35 237738158 tia.dalma@frainingch.local B Send registration e-mail
Standard terminals [ Barbossa Hector (485) Mitel 6869 SIP 485715 1726772 hector.barbossa@trainingeh.local [
Free seating phones i)
LAt IL R et e g e R R ) it TEETET L
Backup terminals
Room 602, Guestroom 602 (602) Unknown (Mitel SIP) 602724 01991504
Phone labels
SIP registration Room 603, Guestroom 603 (603) Mitel 6869 SIP 603*25 49001740
System Room 604, Guestroom 604 (604) Mitel 6869 SIP 604726 10557513
Routing L

Room 605, Room 605 (605) Mitel 6865 SIP 60517

Copyrigh 17 Mitel Networks Corporation - All rights

78339220

Save the file.

Go to "SIP registration" and send
the registration credentials to the
user.

(User must have an email
address assigned and MiVO400
must be enabled to send out
emails.)
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Preparing MiVO400 for an access to the SSP from remote, the following step have to be done:

> Mitel

System overview
Configuration
Summary

IUsers

User list
Digit barring
Backup users
Presence profie names
Terminals
System
Routing
Services
IP network
Private networking
Hospitality
Charges
Phone book
Maintenance
Setup wizard

MiVoice Office 400

mix-10

T Al

| Welcome

D N T

Permission set

D

=

|Name

A
o
]
=8
o
[#2]
[#2)
B

Digit barring

External digit barring, pos. 1
External digit barring, pos. 2
External digit barring, pos. 3
Internal digit barring, pos. 1
Internal digit barring, pos. 2

Internal digit barring, pos. 3

External digit barring (used by phone lock)

International (5) Go to this digit barrier

International (5)

Go to this digit barrier

International (5) Go to this digit barrier

Standard (5)
Standard (5)
Standard (5)
Emergency (1)

Standard (1)

Internal digit barring (used by phone lock)
Applications

Self Service Portal
Use Self Senvice Portal also from remote

location
Configuration of personal call routing via Self
Senice Portal
Enable hospitality/front desk functions if M

Go to this digit barrier
Go to this digit barrier

Go to this digit barrier

Go to this digit barrier

Go to this digit barrier

Create a permission set which authorizes:
e Self Service Portal
e Use Self Service Portal also from remote
location

: "Apply" the settings
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System overview
Configuration
Summary

Permission set
Digit barring
Backup users
Presence profile names
Terminals
System
Routing
Services
IP network
Private networking
Hospitality
Charges
Phone book
Maintenance
Setup wizard

A

MiVoice Office 400

mix-10

| Welcome

T Al

For each user, who wants to access the SSP
from remote, set the following parameter:

oo

select o Windows user name
n Spartow Jack (400) = e Untick "Use PIN instead of password"

e Set a password.
User The password must be strong!
P B o minimum 8 characters

o uppercase letters A-Z
Name Sparrow Jack o lowercase letters a - z
PIN Confirm PIN o digits0-9
_ _ o special characters:
Windows user name jsparrow PSR g <space>
Use PIN instead of 0 ' n
password
Password

Password

confirmation

E-mail address
User language
Settings

Licence / Role

02 trainingchb11o@gmail com

English

User 0 - None

Go to MiCaollab server

[F‘ermission set

Remote SSP (4)

IGG to permission set

Authorization profile

Route

1 ﬂ Go to route

The user finally has to access to the SSP from remote by
. connecting to URL: https: // <FQDN for SSP> and
. entering the user name and password on the login screen
("call number" and "PIN" are not allowed from remote).

o Assign the appropriate permission set.

"Apply"
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MiVoice Border Gateway Installation / Configuration

MiVoice Border Gateway Release 10.1 or higher is mandatory to be able to connect Mitel SIP Teleworker with MiVoice Office 400

Install MBG virtual appliance - ESXi

% 192:168.1.9 - vSphere Client .8 | Deploy MiVoice Border Gateway (MBG) via a *.ova
File | Edit View Inventory Administration Plug-ins Help f||e
New 4 entory b Inventory |
| Deploy OVF Template... i
Expol‘t? 3
Report 3
Print Maps 3 i s Summary ' Virtual Machines ' Resource Allocation ' Performance ' Events ' Permissions
Exit close tab [X] P
T What is a Resource Pool?
Resource pools can be used to hierarchically partition Resource Pool
available CPU and memory resources of a host.
Creating muitiple resource pools allows you to think more
about aggregate computing capacity and less about the
total capacity of the host. In addition, you do not need to
set resources on each virtual machine. Instead, you can
control the aggregate allocation of resources to the set of
virtual machines by changing setiings on their enclosing
resource pool.
Basic Tasks
5 Create a new virtual machine v
Recent Tasks Name, Target or Status contains: - Clear X
MName Target Status | Details | Initiated by | Requested Start Ti... = | Star
< >
|E Tasks | |adm|n
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7 Deploy OVF Template

Source

Select the source location.

Source

OVF Template Details
Mame and Location
Disk Format

Ready to Complete

Deploy from a file or URL

IE:\MiteI Software\MBG\WMBG_9.3.0.14.0va ;I Browse. .. I

Enter a URL to download and install the OVF package from the Internet, or
spedify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/OVD drive.

Cancel

< Back | Mext = %J

Y.
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Deploy OVF Template

OVF Template Details

Verify OVF template details.

Source

OVF Template Details
End User License Agreement
Mame and Location
Deployment Configuration
Disk Format

Metwork Mapping

Ready to Complete

Product:
Version:
Vendor:
Publisher:
Download size:

Size on disk:

Description:

vMBG

9.3.0.14

Mitel Metworks Corparation
Mo certificate present
1.1GB

3.0 GB (thin provisioned)
20,0 GB (thick provisioned)

The Mitel Border Gateway

Cancel

< Back | Mext = ﬁl

Y.
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[% Deploy OVF Template

End User License Agreement

Accept the end user license agreements,

Source

OVF Template Details

End User License Agreems
Mame and Location
Deployment Configuration
Disk Format

Metwork Mapping

Ready to Complete

END USER LICEMSE AGREEMENT

CAREFULLY READ THE FOLLOWING AGREEMENT. INSTALLATION

AND USE OF THE SOFTWARE COMSTITUTES YOUR ACCEFTANCE OF
THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS
AGREEMENT PROMFTLY REMOVE THE SOFTWARE AMD ALL COPIES FROM
YOUR SERVER. LAWFUL USE OF THE SOFTWARE I5 COMDITIOMNAL
UPOM YOUR COMPLIAMCE WITH THE TERMS OF THIS AGREEMENT.

DISCLAIMER. RE: 6010 TELEWORKER. SOLUTION SOFTWARE AND
EMERGEMCY CALL SERVICES:

MITEL RECOMMEMNDS THAT THE SOFTWARE AND ASSOCIATED IP
PHOMES NOT BE USED IN COMMECTION WITH OR. TO UTILIZE
EMERGEMCY CALL SERVICES, SUCH AS 911/99%/112 OR SIMILAR
EMERGEMCY CALL SERVICES, MITEL DISCLAIMS ANY EXPRESS OR
IMPLIED WARRANTY OR REPRESENTATIOMN THAT THE SOFTWARE AMND
ASSOCIATED IP PHOMES WILL PERMIT OR. ALLOW YOU ACCESS TO
SUCH EMERGEMNCY CALL SERVICES. MITEL FURTHER. DISCLAIMS ANY
EXPRESS OR IMPLIED WARRANTY OR REPRESENTATION THAT, IF SUCH
ACCESS IS AVAILABLE, THE SOFTWARE AND ASSOCIATED IP PHOMES
WILL RELAY ACCURATELY OR. AT ALL, THE DEVICE IDENTIFICATION
NUMBER. OR. PHOME MUMBER (ALSO KMOWN AS AN ALTOMATIC NUMEBER
IDENTIFICATION (ANI) OR CALLBACK) OR THE LOCATION {ALSO
KINOWMN AS AUTOMATIC LOCATION INFORMATION (ALL)) ¥OU ARE
CALLING FR.OM TO THE APPROPRIATE EMERGEMCY RESPOMSE CENTER
(ALSO KMNOWN AS A PUBLIC SAFETY ANSWERING POINT (PSAF)).

< Back

Mext =

Cancel

Y.
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[% Deploy OVF Template

End User License Agreement

Accept the end user license agreements,

Source

OVF Template Details

End User License Agreems
Mame and Location
Deployment Configuration
Disk Format

Metwork Mapping

Ready to Complete

END USER LICEMSE AGREEMENT

CAREFULLY READ THE FOLLOWING AGREEMENT. INSTALLATION

AND USE OF THE SOFTWARE COMSTITUTES YOUR ACCEFTANCE OF
THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS
AGREEMENT PROMFTLY REMOVE THE SOFTWARE AMD ALL COPIES FROM
YOUR SERVER. LAWFUL USE OF THE SOFTWARE I5 COMDITIOMNAL
UPOM YOUR COMPLIAMCE WITH THE TERMS OF THIS AGREEMENT.

DISCLAIMER. RE: 6010 TELEWORKER. SOLUTION SOFTWARE AND
EMERGEMCY CALL SERVICES:

MITEL RECOMMEMNDS THAT THE SOFTWARE AND ASSOCIATED IP
PHOMES NOT BE USED IN COMMECTION WITH OR. TO UTILIZE
EMERGEMCY CALL SERVICES, SUCH AS 911/99%/112 OR SIMILAR
EMERGEMCY CALL SERVICES, MITEL DISCLAIMS ANY EXPRESS OR
IMPLIED WARRANTY OR REPRESENTATIOMN THAT THE SOFTWARE AMND
ASSOCIATED IP PHOMES WILL PERMIT OR. ALLOW YOU ACCESS TO
SUCH EMERGEMNCY CALL SERVICES. MITEL FURTHER. DISCLAIMS ANY
EXPRESS OR IMPLIED WARRANTY OR REPRESENTATION THAT, IF SUCH
ACCESS IS AVAILABLE, THE SOFTWARE AND ASSOCIATED IP PHOMES
WILL RELAY ACCURATELY OR. AT ALL, THE DEVICE IDENTIFICATION
NUMBER. OR. PHOME MUMBER (ALSO KMOWN AS AN ALTOMATIC NUMEBER
IDENTIFICATION (ANI) OR CALLBACK) OR THE LOCATION {ALSO
KINOWMN AS AUTOMATIC LOCATION INFORMATION (ALL)) ¥OU ARE
CALLING FR.OM TO THE APPROPRIATE EMERGEMCY RESPOMSE CENTER
(ALSO KMNOWN AS A PUBLIC SAFETY ANSWERING POINT (PSAF)).

< Back | Mext = EI

Cancel

Y.
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Deploy OVF Template

Name and Location
Spedfy a name and location for the deployed template

Source Mame:
OVF Template Details MBG._93014

End User License Agreement
Name and Location
Deployment Configuration
Disk Format

Metwork Mapping

Ready to Complete

The name can contain up to 80 characters and it must be unigue within the inventory folder.

Cancel

< Back | Mext = [‘_\l

Y.
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Deploy OVF Template

Deployment Configuration

Select a deployment configuration.

Source

OVF Template Details

End User License Agreement
Mame and Location
Deployment Configuratior
Disk Format

Metwork Mapping

Ready to Complete

Configuration:

mall business

Small business configuration: Please refer to the Engineering Guidelines for
full details.

Cancel

< Back | Mext = é!

Y.
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Deploy OVF Template

Disk Format

In which format do you want to store the virtual disks?

Source

OVF Template Details

End User License Agreement
Mame and Location
Deployment Configuration
Disk Format

Metwork Mapping

Ready to Complete

Datastore: Idaiﬁstore il

Available space (GB):

&' Thick Provision Lazy Zeroed
£ Thick Provision Eager Zeroed
" Thin Provision

1040.4

< Back

Mext = Ri Cancel I

Y.
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Metwork Mapping

What networks should the deployed template use?

Source
OVF Template Details

Map the networks used in this OVF template to networks in your inventory

End User License Agreement

Mame and Location Source Networks | Destination Networks
Deployment Confiquration LAN DMZ Network/ VLAN none, 182.168.6.0
Disk Format Network 2 DMZ Network / VLAN none/ 192.168.6.0
rk Mapping Network 3 DMZ Network [ VLAN 192.168.6.0
Ready to Complete orl ork | none f .168.6.
£ >
Description:
The LAN network
Warning: Multiple source networks are mapped to the host netwark: DMZ Network [ YLAM none [
192.168.6.0
Cancel

< Back | Next%‘ I

Y.
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@ M If you have VMware vCenter license you can directly edit

some initial settings now:
e Time zone

e Keyboard layout

e Admin password

Properties
Customize the software solution for this deployment.

Source
OVF Template D, ils i
End User Llcensnt: Agreement Administration
MName and Location
Deployment Confiquration Restore from backup
Host / Cluster Check this box to restare the VM from an existing backup via the server console. You must
Storage complete the mandatory fields.
Disk Format r
MNetwark Mapping
Properties Localization
Ready to Complete
Timezone setting
Select the appropriate timezone.,
IEurope,"Zurich ;I
Keyboard
Select a keyboard
Jsa =l I
Application
Initial Administrator Password
The initial password to use to when accessing this deployed virtual appliance. The
password must be at least 7 characters long.
Enter password I“**“*
Confirm password I******* -

Properties with invalid values will be left unassigned. The vApp will not be able to power on untl all
properties have valid values.

< Back | Mext > I Cancel
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(3 Deploy OVF Templare T o i |

Properties

Customize the software solution for this demment.

Source

QVF Template Details

End User License Agreement

Mame and Location

Deployment Confiquration
[E Host [ Cluster

Storage

Disk Format

Network Mapping

Properties

Ready to Complete

Hostname

The hostname of the virtual appliance. You should select a unique hostname for each
virtual appliance. The hostname must start with a letter and can be composed of letters,
numbers and hyphens.,

|mbgchb1io

Domain Name (Optional)
The domain name this virtual appliance should belong to.

|micolabderm.com

License Key (Optional)
The license key (ARID) to apply to this virtual appliance.

DNS Server IP (Optional)
Please enter the IP address for the domain name server(s) for this VM (comma separated).

192.168.1.5

Remote Network Address (Optional)

If you intend to manage the virtual appliance remotely from the Internet (WAN), enter the
network address for the host(s) for which you want to allow access.

Remote Network Netmask (Optional) =

Properties with invalid values will be left unassigned. The vApp will not be able to power on until all
properties have valid values.

<Back |[ next> | cancel

Hostname
Domain
DNS server
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(5) Deploy OVF Tempiate N s M ocso=ime | | o 1P address
[ ]

Netmask

Properties o Gateway

Customize the software solution for this deployment.

Source

OVF Template Details B i
End User License Agreement Network Settings

Name and Location . LAN IP Address

Deployment Configuration The LAN IP address for this VM.

Haost f Cluster

192,188 . 6 ., 90

Storage
Disk Format
Network Mapping LAN Netmask
Properties Please enter the netmask or prefix for the LAN interface.
Ready to Complete I 255 , 255 ,255 , O
WAN IP Address

For deployment in Server-Gateway mode, enter the WAN IP address.
fo .0 .0 .0

WAN Netmask

Flease enter the netmask or prefix for the WAN interface. Use default settings for
Server-Only deployment.

| 255 . 255 . 255 . 0O

Second WAN IP Address (Optional)
For deployment in Server-Gateway mode, enter an optional second WAN IP address,
jo .0 .0 .0

m

Default Gateway Address

The default gateway. This typically points to the internet gateway for a Server-Gateway
deployment or LAN router in & Server-Only configuration,

192 168 , 6 , [ L4

4

< Back | Mext = I Cancel
[s A

i 4
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7 Deploy OVF Template

Ready to Complete
Are these the options you want to use?

Eﬁmglatﬁ Details When you dick Finish, the deployment task will be started.
End User License Agreement  Deployment settings:
Mame and Location OVFfile: E:\Mitel Software\MBG\wMBG_8.3.0.140va
Dgplovment Configuration Download size 11GE
m N Size ondisk: 20.0 GB
Ready to Complete Name: vMBG_93014
Deployment Configuration: Small business
HostfCluster: esx-baullo.trainingb5ilocal
Resource Pool: DMZ
Datastare: datastarel
Disk provisioning: Thick Provision Lazy Zeroed
Network Mapping: "LAN" to "DMZ Network / VLAN none f 192.168.6.0"
MNetwork Mapping: "Metwork 2" to "DMZ Metwork { VLAN none / 192.168.6...
MNetwork Mapping: "Metwork 3" to "DMZ Metwork [ VLAN none J/ 192.168.6...

™ Power on after deployment

< Back | Finish ﬁl Cancel

Y.
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16% Deploying vMBG_93014

Deploying vMBG_93014

Deploying disk 1 of 1

2 minutes and 33 seconds remaining

W' Close this dialog when completed

vSphere Client

File Edit View Inventory Administration Plug-ins Help
ﬁ |£} Home [ [ﬂ Inventory | Inventory
mN b EBED R D R
= [ 192.168.1.9 e Tl Y Launch Virtual Machine Console
@ Admin
2 @& oMz el LRy Summary | ResourceAllocation | Performance | Events ' Console ' Permissions
& vMBG_93011 close tab [X] o
1 [EHECOE What is a Virtual Machine?
@ LAN1D
A virtual machine is a software computer that, like a Virtual Machines
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.
Because every virtual machine is an isolated computing -
environment, you can use virtual machines as desktop or .y
workstation environments, as tesiing environments, or to B Host
consolidate server applications.
Virtual machines run on hosts. The same host can run
many virtual machines. k )
Wt
Basic Tasks vSphere Client b
Recent Tasks Name, Target or Status contains: - Clear %
Mame | Target | Status | Details | Initiated by | Requested Start Ti...— | Star
@ Deploy OVF template e DMZ @ Completed admin 14.06.2016 16:59:40 14.0
L4 >
[&] Tasks | |admin
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@ vMBG_93014 on esx-baullo.trainingb51.local

File WView VM
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@ vMBG_93014 on esx-baullo.trainingb3l.local

File View VM
B @ @

[=dal fissuming drive cache: write through
[=dal fissuming drive cache: write through
[sdal Assuming drive cache: write through
Welcome to Mitel NHetworks server 18H.5.6.8
Btarting udew: piix4_smbus BHBBB:88:87.3: Host SMBus controller not enabled?
[ 1
Betting hostname localhost: [ ]
Betting up Logical Uolume Management: 2 logical volume(s) in volume group
n" now active
[ 1
hecking filesystems
devs/mapper main-root: clean, 71512-1842432 files, 788631-4167688 blocks
devrssdal: clean, 41-25688 files, 36862-182488 blocks

emounting root filesystem in read-write mode:
ounting local filesystems:
Enabling local filesystem gquotas:
Enabling ~etcsfstab swaps:
Entering non-interactive startup
Btarting syslog:.

irtual appliance initialization:
Btarting vmware-guestd:

"ma i
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[ vMBG_93014 on esx-baullo.trainingb51.Jocal If you do not have the vCenter licenses you have to do

the initial settings here in the console:
File View VM

BN &8GR O R
Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation Seﬂectyourkeyboardlayout

e.g.

Select Keyboard Language sg = SwissGerman

Select the language used by the keyboard.

ru_win
se-latinl

=0
sg-latinl
sg-latinl
sk-gquerty
sk-gquerty
slovene
slovene

< hextp
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@ vMBG_93014 on esx-baullo.trainingb3l.local

File WView WM
mip @8 @& P s

Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation

Restore From Backup
Do you wish to restore from backup?
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@ vMBG_93014 on esx-baullo.trainingb3l.local
File View WM
BN &0 @GR DR

Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation
Choose administrator password
Welcome to the server console!

You will now be taken through a sequence of screens to perform basic
networking configuration on this server.

You can make your selections in each screen using the Arrow and Tab
keys. At any point, if you select Back you will be returmned to the
previous screen.

Before you start, you must first choose the administrator password for
your system and enter it below. You will not see the password as you
enter it.

l********

< Mext o
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@ vMBG_93014 on esx-baullo.trainingb3l.local

File WView WM
mip @8 @& P s

Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation
Choose administrator password

Please type your administrator password again to wverify.

l********
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@ vMBG_93014 on esx-baullo.trainingb3l.local
File View WM
mip @ @& B S8

Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation

Select Timezone
Select the system timezone

EuropesUilnius
Europe-Uolgograd
Europe-sWarsau
Europe-Zagreb
Europe-Zaporozhye
GE

GB-Eire

GHT

GHT +8

< hext
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@ vMBG_9 3 1.5 on esx-baullo.trainingb51.local
g
File View WM
BN &0 @GR DR

Mitel Standard Linux 18.5.18.8 Copyright (C) 1999-2816 Mitel Corporation

Primary domain name
Please enter the primary domain name for your server.

Thiz will be the default domain for your e-mail and web server. Uirtual
domains can be added later using the server manager.

lmicullabdemu.cum_
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@ vMBG_9 3 1_3 on esx-baullo.trainingb31.local

File View VM
0y S B &GRSR

Mitel Standard Linux 18.5.18.8 Copyright (C) 1999-2816 Mitel Corporation

Enter system name
Please enter the system name for your server.

You should select unique system names for each serwver.

The system name must start with a letter and can be composed of
letters, numbers and hyphens.

lmhgchhllu_
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@ vMBG_93014 on esx-baullo.trainingb3l.local

File View VM
0y S B &GRSR

Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation

Select local network adapters
Select one or more network adapter (using the space bar).

If more than one adapter is chosen, they will be ’bonded together’,
either for improved resiliency or improved throughput, depending on the
options chosen in a following screen.

[+ ]| mxnet3 - BB:Bc:Z29:bd:19:73

[ 1 ethl wvmxnetd - BA:Bc:29:bd:19:7d
[ 1 ethZ wvmxnetd - AR:Ac:29:hd:19:87
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@ vMBG_93014 on esx-baullo.trainingb3l.local

File View WM

o & @& RS R

Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation

Local networking parameters
Please enter the local IP address for this server.

If this server iz the first machine on your network, we recommend
accepting the default value unless you have a specific reason to choose
something else.

If your server is being installed into an existing network, you must
choose an address which is not in use by any other computer on this
network.

llﬁZ.lﬁB.ﬁ.BB_
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@ vMBG_93014 on esx-baullo.trainingb3l.local
File View WM

o & @& RS R

Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation

Enter local subnet mask
Please enter the local subnet mask for this server.

If this server iz the first machine on your network, we recommend using
the default unless you have a specific reason to choose something else.

If your server is being installed into an existing network, you must
choose the same subnet mask used by other computers on this network.

1255.255.255.3_
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@ vMBG_93014 on esx-baullo.trainingb3l.local

File WView WM
mip @8 @& P s

Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation

Enable IPw6 protocol
Conf igure IPwb protocol and configure IPvb addresses?

yes
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(%) vMBG_93014 on esx-baullo.trainingb51.local No other network adapter is used.

So just hit "Next".
File View VM

o & @& RS R

Mitel Standard Linux 18.5.6.8

Copyright (C) 1999-2816 Mitel Corporation

Select WAN network adapters
Select zero or more network adapters.

If more than one adapter is chosen, they will be ’bonded together’,
either for improved resiliency or improved throughput, depending on the

options chosen in a following screen. Uncheck all boxes to have only LnAN
interfaces (’Server-Only Mode').

[ mxnet3 - BBA:Bc:29:bd:19:74d
[ 1 ethZ wvmxnetd - AR:Ac:29:hd:19:87
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@ vMBG_93014 on esx-baullo.trainingb3l.local

File WView WM
mip @8 @& P s

Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation

Unconf igured network adapters
You have more network adapters available to configure.

Add another local network adapter?
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@ vMBG_93014 on esx-baullo.trainingb3l.local

File View WM

=

Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation

Your server does not have a WAN interface (i.e. one connected directly

to the
router
router

Please
ACCESS

b G @G PP © )

Enter gateway IP address

Internet). Your server may be able to reach the Internet wvia a
connected to a local network interface. The address of this
can be used as the default gateway.

specify the gateway IP address that this server should use to
the Internet. Leawve blank if you have no Internet access.

l192.1

68.6.1_
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@ mbe_xd1_pbx871%a1 on esx-baullo.trainingb31.local

File View VM

Ny &R @G R R

Mitel Standard Linux 18.3.41.8 Copyright (C) 1999-Z2818 Mitel Corporation

Corporate DN3 server address
If this server does not have access to the Internet, or you have special
requirements for DNS resolution, enter the DNS server IP address here.

This field should be left blank unless you have a specific reason to
conf igure another DNS serwver.

You should not enter the address of your ISP's DNS serwvers here, as the
server is capable of resolwing all Internet DNS names without this

additional configuration.

[192.163.1.5_

Enter your corporate DNS server here.
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@ mbe_xd1_pbx871%a1 on esx-baullo.trainingb31.local

File View VM
NGB @G R DR

Mitel Standard Linux 18.3.41.8 Copyright (C) 1999-Z2818 Mitel Corporation

Resolve primary domain
How should MSL's DNS resolve names for domain micollabdemo.com?

localhost Using MSL's built-in host list

sing the DNS server at 192.168.1.5
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@ vMBG_93014 on esx-baullo.trainingb3l.local

File WView WM
mip @8 @& P s

Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation

Activate configuration changes
Your configuration changes will now be activated. The configuration
files on this server will be changed to reflect your new settings. This
may take a few minutes.

Press ENTER to proceed.
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[E} vMBG_93014 on esx-baullo.trainingb3l.local

File View WM

mir &8 @ P B
Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation

fAictivating configuration settings

Please standby while your configuration settings are activated
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= vMBG.9

File View
m o

Bringing
n use fo

Btarting
Btarting
Btarting
Btarting
Btarting
Btarting
Btarting
Btarting
Retrigge
Adding u
Btarting
Enabling
Btarting
Btarting
Btarting
Btarting

3014 on esx-baullo.trainingb31.local

VM

P &8 @G R @ 8

up interface ethB: Determining if ip address 192.

r device ethf. ..

auditd:

cpuspeed :

irgbalance:

nut:

raidmonitor:

system message bus:

acpi daemon:

haldaemon:
r failed udev events
dev persistent rules

oidentd:

IP masquerading: done

wan:

blades-manager:

postgresgl:

snmpd :
for postgresgl to startup:
BB_restore_backup into postgresql
18_create_mitel_db.sh into postgresqgl
dhcpd_db.sh into postgresqgl
eventsdb.sh into postgresqgl
mz lrestdb.sh into postgresgl _

168.6.98 is already i

64



Mitel SIP Teleworker via MBG on MiVoice Office 400

(% vMBG_93014 on esx-baullo.trainingb51.local The ARID can be entered later in the Web-GUI.

So just hit "Next"
File View VM

o & @& RS R

Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation

Application Record ID
If you already have a Application Record ID, you can enter it here.

Thiz is an optional step, as you can enter the account ID at the server
manager interface later.

B

<Cancel>
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@ vMBG_93014 on esx-baullo.trainingb3l.local

File View WM

D G B GRS B

itel Standard Linux release 18.5.6.8
Kernel 2.6.32-573.26.1.el6.xB6_64 on an xB6_64

bg-18 login: _

Login with:

User: admin

Password: *****

(the password was defined at the beginning of this setup)
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@ vMBG_93014 on esx-baullo.trainingb3l.local

File View VM
0y S B &GRSR

Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation

Server console (mbg-18.bl1o-18.mitel-ch.eu)
Welcome to the server console!

Use the Arrow and Tab keys to make your selection, then press Enter.

heck status of this =server

Conf igure this server

Test Internet access

Register for Servicelink

Media Check Mitel CD-DUD

Install application blades from CD-/DUD
Reboot, reconfigure or shut down this server
Manage trusted networks

Offline sync with the AMC

Manage disk redundancy

(i = N == S [ = g S S VR ) o N

Next step is to manage trusted networks. Please have a look to the appropriate sub-
chapter.
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[% vMBG_93014 on esx-baullo.trainingb51.local The system is successfully installed :-)

File View VM
0y S B &GRSR

Mitel Standard Linux 18.5.6.8 Copyright (C) 1999-2816 Mitel Corporation

Server console (mbg-18.bl1o-18.mitel-ch.eu)
Welcome to the server console!

Use the Arrow and Tab keys to make your selection, then press Enter.

Reboot, reconfigure or shut down this server
Manage trusted networks

Offline sync with the AMC

Manage disk redundancy

ACCESS SErver manager

Uiew support and licensing information
Perform backup

UVerify a backup file

Restore from backup

Exit from the server console

< Next > m
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Trusted Networks (for MBG)

To get access to Mitel Standard Linux from another network it has to be trusted:

Add a trusted network for a connection from the MiVO400 to MBG
Optional: Add a trusted network for the connection from the management network to the MBG

@ vMBG_9_3_1_3 on esx-baulle.trainingb31.local

File View WM
I |p G 8 G RS G
Mitel Standard Linux 18.5.18.8 Copyright (C) 1999-2816 Mitel Corporation

Server console (mbgchbllo.micollabdemo.com)
Welcome to the server console!

Uze the Arrow and Tab keys to make your selection, then press Enter.

Check status of this server

Configure this serwver

Test Internet access

Register for Servicelink

Media Check Mitel CD-DUD

Install application blades from CD-DUD
Reboot, reconfigure or shut down this server
0ffline sync with the AMC

Manage disk redundancy

anage trusted networks
< Next > < Exit >

ﬁw:ﬂﬂﬂ“u‘l-ﬂle—'

For our training room environment:
192.168.1.0/24 = management network

192.168.101.0/24 = MiVO400 network
192.168.6.0/24 = own network (DMZ)
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MSL: Enter ARID

Service account ID ARID of the MiVoice Border Gateway from the AMC server

Default FQDN of AMC for synchronisation of the purchased licenses

Address of Mitel AMC or proxy sync.mitel-amc.com

TCP port to use for AMC connection | 22 Default port

B0 mbg-10 - Mitel Standard Li...

File Edit View Favourites Tools Help

Applications
MiVoice Border Gateway
Remote proxy services

ServiceLink
Elades

Administration
Web services
Backup
View log files
Event viewer
System information
System monitoring
System users
Shutdowin or reconfigure
Virtualization

Security
Remote access
Port forwarding
Syslog
Web Server
Certificate Management

Configuration
Networks
E-mail settings
Google Apps

‘ Mitel Standard Linux

admin@mbg-10.bl1o-10.mitel-ch.eu Status: |[Clear

~ ServiceLink Activation (3)

In addition to the standard features of this server softwars, you can now take advantage of Servicelink, an integrated suite of
network-delivered services that enhance the security, reliability and functionality of your server. Servicelink delivers critical
system-management services including 24 x 7 menitoring and status reports, virus protection with automatic updates, point-
and-click IPSEC Virtual Private Networks, guaranteed e-mail delivery and DNS services.

To read more about the benefits of ServiceLink, please visit http://vwww.mitel.com/

To activate ServiceLink, you will require a service account ID which can be obtained from your authorized reseller, If you have
already obtained a service account ID, please enter that ID now.

If this server does not have Internet connectivity to the Mitel Application Management Center [AMC), you must use the offline
license generation process. To do this, select the Enable offline license generation checkbox below and press the Activate
button.

Service account ID: |12?0?414 |

Address of Mitel AMC or proxy | |
(optional):

TCP port to use for AMC connection | |
(optional):

Enable offline license generation: [ |

Mitel Standard Linux 10.5.6.0
MiVoice Border Gateway 9.2.0.14
) Mitel Networks Corporation

htt, nbg10-b11o.mitel-ch.eu/server-manager/cgi-bin/service_status
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B0 mbg-10 - Mitel Standard Li...

File Edit View Favourites Tools Help

Applications
MiVoice Border Gateway
Remote proxy services

ServiceLink
Elades

Administration
Web services
Backup
View log files
Event viewer
System information
System monitoring
System users
Shutdown or reconfigure
Virtualization

Security
Remote access
Port forwarding
Syslog
Web Server
Certificate Management

Configuration
Metworks
E-mail settings
Google Apps
DHCP
Diate and Time

‘ Mitel Standard Linux admin@mbg-10.b11o-10.mitel-ch.eu  Status: [Clear

Please wait a moment for the registration to complete...
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B0 mbg-10 - Mitel Standard Li...

File Edit View Favourites Tools Help

Mitel Standard Linux

admin@mbg-10.bl1o-10.mitel-ch.eu Status: (Clear

Applications
MiVoice Border Gateway

~ Operation status report @

Remote proxy services

[ Congratulations, your server has now been activated for ServiceLink. ]

ServiceLink
Blades ) ) . ) ) ) ) L

This web panel provides updated Servicelink status information for this server. Status infermation is downloaded from the
Status Applications Management Center [AMC) to the server as part of the synchronization protocal.

Administration The display includes information about your Servicelink account, the latest synchronization event status, and a list of services
Web services available from Servicelink for which this server is subscribed. The display also includes the expiration date for each service and,
Backup if applicable, any error notice for that service. Click on the notice for more detailed information.

View log files

If you wish to deactivate your Servicelink account, please click here,
Event viewer

System information Your service account ID is: 12707414

System monitoring Your descriptive server name is: MBG-10_B110

System users The last sync completed succassfully at: Tue Jun 14 18:53:08 2016
Shutdowin or reconfigure R ~ o o

. - Current ServicelLink subscription listing
Virtualization

Remote access Mitel Border Gateway (MBG) Subscribed Mo expiry None

pDHI: forvarding MBG: Web Prosy Subscribed Mo expiry None
Sysl

v=led Teleworker Sclution Subscribed Mo expiry None
Web Server

Certificate Management Server activation and synchronization Subscribed No expiry None

Configuration
Metworks
Google Apps
OHCP Mitel Standard Linux 10.5.6.0
Date and Time MiVoice Border Gateway 9.2.0.14

) Mitel Networks Corporation
v

Hostnames and addresses
Domains
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MSL: Manage Web server certificate

MBG needs a web server certificates to be able to establish TLS connections (for SIP and XML) with the teleworker SIP phones.

Certificates

On the MBG a public signed certificate is mandatory for this teleworker solution.

KB Let’s Encrypt
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Let's Encrypt
(extract of MBG Online Help)

Let’s Encrypt is a free, automated, and open Certificate Authority (CA). It enables you to obtain a valid web server certificate simply by
providing your domain settings and then clicking a button.

The acquired certificate is uploaded, installed, monitored and renewed automatically. You do not need to generate a certificate signing request
(CSR) or go through the manual process of installing the certificate. These steps are handled by the CA and the local MSL server, and are
invisible to you.

Notes:
e To use this service, the MSL server must be accessible to the Internet.
e This service is only supported on single-server, standalone implementations of applications that use the MSL operating system such as
MiVoice Border Gateway.
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Request a "Let's Encrypt” SSL Certificate

Before requesting a "Let's Encrypt" SSL certificate make sure that the "Remote proxy service" is switched off.

€ O

[zywall-baullosttrainingb51.L..

jchib11o.micollabdemo.com/serve c

Servicelink
Elades
Status

Administration
Web services
Backup
View log files
Ewvent viewer
Systern information
System monitoring
System users
Shutdown or reconfigure

Virtualization

Security
Remote access
Port forwarding
Syslog
Web Server

Certificate Management

Configuration
Networks
E-mail settings
Google Apps
DHCP

# | D0 trainingchblle - MiCellab < DO mbgchbl1o - Mitel Stand... +

4+ @ /& ¥ B O 4 O

Configure Web Proxy & Remote Management Service

LAN server proxy list Users Supported applications

= Location: LAN server proxy list

Welcome to the Remote proxy services administrative interface. From here you can manage all aspects of the Web
Proxy's behaviour. If at any time you require more information, click the Help icon in the upper-right corner of the
page.

This page outlines existing LAN servers currently supported by this MBG server. Remote proxy services relies on the
fully-qualified domain name in the HTTP request to map that request to the appropriate LAN server. Access via IP
address is not supported.

Note that unencrypted HTTP traffic is not supported for security reasons.
Add new LAN server proxy

(Allowed

Enabled netblocks

WAN-side FQDN Server type ‘ ‘

MiCollab server with the
following user level access
enabled:

MiCollab Client
1/ trainingchbllo.micollabdemo.com |All MiCollab Modif: belete
MiCollab Audio, Web and

Video Conferencing
Deployment Unit

Admin level access is disabled

_ _ _ _ Web proxy Remote management
Licensing information
True True

https://mbgchb11o.micollabdemo.com//server-manager/django/webproxy/modify/1/

Go to "Remote proxy services".

If the service is already configured
(see chapter: "Integrate Audio, Web & Video")

click "Modify"
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- o x Remove the "Enabled" tick.
[zywall-baullosttrainingb51.L. » | [ trainingchbllo- MiCollab [ mbgchblle - Mitel Stand.. < = 4

€ [ c Search 4+ & & w B8 a4 e =

mbgchb11o.micollabdemo.com/serve

Applications
MiVoice Border Gateway

Configure Web Proxy & Remote Management Service (3)

[ Remote prosey serv

| LAN server proxy list Users Supported applications

ServiceLink

Elades X X X

: proxy

Stotus » Location: LAN server proxy list / Modify
Welcome to the Remote proxy services administrative interface. From here you can manage all aspects of the Web
Proxy's behaviour. If at any time you require more information, click the Help icon in the upper-right corner of the
page.
The following form permits configuration of a
change the server's behafiour unless the "Enable

Administration
Web services

Backup . . .
roxy to a single LAN server. None of the other fields will apply to

" checkbox is also checked.

View log files
Event viewer

System information

System monitering WA

System users

Shutdown or reconfigure @ MiCollab
Virtualization O Mivoice Business

O Micallzab Client

Security
O MiCollab Unified Messaging

Remots sccess What kind of LAN server are you

generic MSL admin only

Port forwarding configuring?

Syslog O Open Integration Gateway
Web Server O oria

Certificate Management O MiContact Center

] ] O mivoice Call Recordi
Configuration iVoice Call Recording

Networks

Which user interfaces would you
v like to enable access to?

Date and Time

Deployment Unit

E-mail settings MiCollab

Google Apps MiCollab Client

DHCP D MiCollab Unified Messaging
=

[y od =dd

WVIIAL HHTCLWUHIULAS 3MIUUIU U aulc Lu lal.” R
¥ Save

access it?

o
=]

Mitel Standard Linux 10

[]

MiVoice Border Gateway 9.3
€ Mitel Networks Corporation ]
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/mbgehbl 1

- O
| DO trainingchbllo - MiCellab < 00 mbgchbllo - Mitel Stand... X +

- A KB O 40

o.micollabdemo.com,/s

Applications

MiVoice Border Gateway

Remote proxy services |

Servicelink
Blades
Status

Administration
Web services
Backup
View log files
Event viewer
Systemn information
System monitoring
System users
Shutdown or reconfigure

Virtualization

Security
Remote access
Port forwarding
Syslog
Web Server

Certificate Management

Configuration
Networks
E-mail settings
Google Apps
DHCP

Date and Time

oot od =dd

Configure Web Proxy & Remote Management Service

v Operation status report

Successfully modified domain

LAN server proxy list Users Supported applications

» Location: LAN server proxy list

Welcome to the Remote proxy services administrative interface. From here you can manage all aspects of the Web
Proxy's behaviour. If at any time you require more information, click the Help icon in the upper-right corner of the
page.

This page outlines existing LAN servers currently supported by this MBG server. Remote proxy services relies on the
fully-gualified domain name in the HTTP request to map that reguest to the appropriate LAN server. Access via IP
address is not supported.

Note that unencrypted HTTP traffic is not supported for security reasons.,
Add new LAN server proxy

- Allowed
Enabled |WAN-side FQDN netblocks. Server type ‘ ‘
MiCollab server with the
following user level access
enabled:
MiCollab Client
x trainingchbllo.micollabdemo.com)|All MiCollab Modify|[Delete

MiCollab Audic, Web and
Video Conferencing
Deployment Unit

\Admin level access is disabled

Hint: Don't forget to turn the service on again, after successfully requesting a "Let's

encrypt" certificate.

Mitel SIP Teleworker via MBG on MiVoice Office 400
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To request a Let's Encrypt SSL certificate:

ORwWN =

Log into the MSL Server Manager.
Under Security, click Web Server.
Click the Web Server Certificate tab.
Click Modify Request.

Update the filed values as required.

Field Name

Status

Contact E-Mail

Common Name

Alternate Name(s)

Description

Indicates the status of the certificate, either enabled (successfully installed and active) or disabled (not
successfully installed and inactive)

Enter the email address of the administrator who Let's Encrypt should contact to deal with issues of certificate
recovery or registration.

Enter the common name to which you plan to apply your certificate. A web browser checks this field. It is
required.

The common name must be entered as a fully-qualified domain name (FQDN). Do not enter a domain name with
a wild card character (e.g. *.example.com) because Let's Encrypt does not support wild card certificate requests.

Enter the domain name for each service (or "virtual host") in the LAN that you want to include in this certificate.
For example, if your deployment includes a number of MSL application servers on the LAN, you would enter the
FQDN of each server such as micollab.mitel.com, mivb.mitel.com, and micollabclient.mitel.com. If these
addresses are not configured correctly, remote client access to the LAN-based services will be denied.

Note: You may specify subject alternate names, separated by space. Currently Let's Encrypt does not accept IP
addresses and wildcard names.
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MiVoice Office 400

D0 mbgchbllo - Mitel Standard [ X

&« ¢ @ @ @ https;//mbgchb11o.micollabdemo.com/server-n

I Deme & Gmail |Z]ZyWALL 110

Applications
MiVoice Border Gateway

Remote proxy services

ServiceLink
Blades
Status

Administration
Web services
Backup
View log files
Event viewer
System information
System monitoring
System users
Shutdown or reconfigure

Virtualization

Security
Remote access
Port forvarding
Syslog

MEG client certificates

Configuration
Networks
E-mail settings
Google Apps
DHCP
Date and Time
Hostnames and addresses
Domains
1PvE-in-1Pv4 Tunnel
SNMP
Ethernet Cards

Review configuration

Mitel Standard Linux admin@mbgchbllo micollabdemo.com  Status: [Clear

Web Server Certificate TLS ‘ .E )

Manage Web Server Certificate

Let's Encrypt Certificate Authority

Let's Encrypt is a free, automated, and open certificate authority (CA). You can obtain a free trusted web server certificate using the Let's
Encrypt service. Let's Encrypt certificates are standard Domain Validation certificates. The acquired certificate will be monitored and renewed
automatically.

Status: enabled

[ Contact E-Mail: peterandraschko@mitel.com ]

Commeon Name: {rainingchbi1o micollabdemo.com

You may specify subject alternate names, separated by space. Currently Let's Encrypt does not accept IP addresses and wildcard names.

mbgchbi1o.micollabdemo.com
sspchb11o micollabdemo.com

Alternate Name(s):

w Return to Main Page

Mital Standard Linux 10.6.3.0
MiVoice Border Gateway 10.1.0.201

© Mitel Networks Corporation

Click Get Certificate.
The Let's Encrypt system generates the SSL certificate and returns it to the MSL system for automatic installation. If there are any
problems with the certificate request or installation, an error message is displayed. If there are no problems, the Status field displays
"enabled," indicating that the certificate has been successfully installed and is now active.

All names (common name and
alternate names) have to be resolvable
by public DNS.

The system needs the MBG FQDN
and the SSP FQDN, plus any MiCollab
(In the Alternate Names field.)
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- O X
[zywall-baullostirainingb51.l.. > | [f trainingchbllo - MiCellab X DO mbgchbllo - Mitel Stand.. > =
€ (08 | hitps://mbgchb11o.micollabdemo.com/server-manag c Q, Search ¥+ ©- @ * B8 U 4 e =
D Mltel | Mitel Standard Linux admin@mbgchbllo.micollabdemo.com  Status: [Clear
_ . A
Applications Web Server Certificate TLS @
MiVoice Border Gateway
Remote proxy services
ServiceLink Manage Web Server Certificate
Blades
status g Operation Status Report
Administration Let's Encrypt is processing the request.
Web services
Backup Let's Encrypt Certificate Authority

View log filas Let's Encrypt is a free, automated, and open certificate authority (CA). You can obtain a free trusted web server certificate using the Let's

Encrypt service. Let's Encrypt certificates are standard Domain validation certificates. The acquired certificate will be monitored and renewed
System information automatically.

Event viewer

System monitoring
System users Status: enabled

Shutdown or reconfigure

virtuzlization Contact E-Mail: peterandraschko@mitel com

Security - :
Remote access Commeon Name:  frainingchbiio.micollabdemo.com

Port forwardin -
el s You may specify subject alternate names, separated by space. Currently Let's Encrypt does not accept IP addresses and wildcard names.
yslog

mbgchb11o.micollabdemo.com
Certificate Management

Alternate Name(s):
Configuration l}

Networks
E-mail settings
Google Apps

Date and Time

Hostnames and addresses

Domains Mitel Standard Linux 1

IPv6-in-1Pv4 Tunnel Mivaice Border Gatey
Smp ® Mitel Networks C

Ethernet Cards

9.2.0.17

Review configuration

I Miscell ]
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[zywall-baullost.trainingb51.1...

€ & | htt

¥ | B trainingchblle - MiCollab

‘mbgchb 1 To.micollabdemo.com/s manager/

‘ Mitel Standard Linux

o) Mitel

Applications

MiVoice Border Gatevay

Web Server Certificate TL

n

Remote proxy services

ServiceLlink
Blades
Status

# DO mbgchbllo - Mitel Stand...

X 4+

c Search

admin@mbgchbllo.micollabdemo.com

Manage Web Server Certificate

The following web server certificate is currently installed:

Administration Issuer:

Web services Certificate Name:
Backup

) Alternate Name(s):
View log files

Event viewer valid From:

System information

Expires:

Let's Encrypt Authority X3
trainingchbllo.micollabdemo.com
mbgchbiio.micollabdemo.com
trainingchbllo.micollabdemo.com
Jul 11 12:44:00 2016 GMT

Oct 9 12:44:00 2016 GMT

System monitoring
System users Third Party Certificate

Shutdovm or reconfigurs

Virtualization

Security
Remote access
Port forwarding monitored and renewed automatically.

Syslog

* Using Let's Encrypt certificate authority (free certificate)

Let's Encrypt is a free, automated, and open certificate authority (CA). You can obtain a free trusted web server certificate using
the Let's Encrypt service. Let's Encrypt certificates are standard Domain Validation certificates. The acquired certificate will be

1!

Certificate Management

Status:

enabled
|ast transaction: complete

Configuration
Networks
E-mail settings
Googls Apps
DHCP
Date and Time
Hostnames and addresses
Domains
IPv6-in-IPv4 Tunnel
SNMP
Ethernet Card

Contact E-Mail:
Common Name:

Alternate Name(s):

peterandraschko@mitel.com
trainingchblio.micollabdemo.com

mbgchbl1o.micollabdemo.com

Modify Request

You can request a certificate by clicking 'Get Certificate’. You may also click 'Get Certificate’ to renew.

After some seconds the "Let's encrypt"
SSL certificate is installed and valid on
the MBG server.

Hint: Don't forget to turn the "Remote proxy service" on again, after successfully requesting a

"Let's encrypt" certificate
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Verify the installed certificate
Currently Installed Web Server Certificate

If a web server certificate is currently installed on the MSL server, the details are listed at the top of the Web Server Certificate page.

- O x
[zywall-baullosttrainingb3ll.. X | [0 trainingchblle - MiCollab X 0 mbgchblle - Mitel Stand... % =+
€ [ ://mbgchb11o.micollabdemo.com/server-manager/ c Search ¥ - H * 8 Q 4 (=] =
D Mltel ‘ Mitel Standard Linux admin@mbgchbllo micollabdemo.com  Status: [Clear
~ ~
Applicati
pplications Web Server Certificate TLS @
Mivoice Border Gatevay
Remote proxy services
serviceLink Manage Web Server Certificate
Blad: . . .
sa=s The following web server certificate is currently installed:
Status
Administration Issuer: Let's Encrypt Authority X3
Web services Certificate Name: trainingchbllo.micollabdemo.com
Backup mbgchblio.micollabdemo.com
view log files Gl D S trainingchbl1o.micollabdemo.com
Event viewer Valid From: Jul 11 12:44:00 2016 GMT
System information Expires: Oct 9 12:44:00 2016 GMT
System monitoring
System users Third Party Certificate
Shutdown or reconfigure
Virtualization * Using Let's Encrypt certificate authority (free certificate)
Security . . . 5 2
& . Let's Encrypt is a free, automated, and open certificate authority (CA). You can obtain a free trusted web server certificate using
|mets access the Let's Encrypt service. Let's Encrypt certificates are standard Domain Validation certificates. The acquired certificate will be
Port forvarding monitored and renewed automatically.
Syslog
[ web Server Status: SNabled .
Certificate Management |ast transaction: complete
Configuration _ ;
Contact E-Mail: peterandraschko@mitel.com
Networks
r . Common Name: trainingchblic.micollabdemo.com
E-mail settings X
Alternate Name(s): mbagchbllo.micellabdemo.com
Google Apps
DHCP Modify Request |
Date and Time
Hostnames and addresses You can request a certificate by clicking 'Get Certificate’. You may also click 'Get Certificate’ to renew.
Domains
SNMP
Ethernet Card hd hd
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Uninstall a Let's Encrypt SSL Certificate

To uninstall a Let's Encrypt SSL certificate and resume using the self-signed certificate:
1. Log into the MSL Server Manager.
2. Under Security, click Web Server.
3.  Click the Web Server Certificate tab.
4. Select Remove Certificate.

- O X

[zywall-baullest.trainingb31.l.. % | [0 trainingchblle - MiCollab > 0 mbgchbllo - Mitel Stand... X 4

€ £ | http:

//mbgchb11o.micollabdemo.com/serve c Search ¥ B @ * B8 O 4 0 =

D Mltel ‘ Mitel ndard Linux admin@mbgchbllo micollabdemo.com  Status: [Clear

Applications
MiVoice Border Gatevay

Remote proxy services

ServiceLink
Blades
Status

Administration
Web services
Backup
View log filas
Event viewear
System information
System monitoring
System users
Shutdown or reconfigure

Virtualization

Security
Remote access
Port forvarding
syslog

[ web sarver

Certificate Management

Configuration
Networks
E-mail settings
Google Apps
DHCP
Date and Time
Hostnames and addresses
Domains
IPvE-in-IPv4 Tunnel
SNMP
Ethernet Cards

Review configuration

A A
Web Server Certificate TLS @

Manage Web Server Certificate

The following web server certificate is currently installed:

Issuer: Let's Encrypt Authority %3
Certificate Name: trainingchblio.micollabdemo.com
mbgchbllo.micollabdemo.com
trainingchbl1o.micollabdemo.com
Valid From: Jul 11 12:44:00 2016 GMT

Expires: Oct S 12:44:00 2016 GMT

Alternate Name(s):

Third Party Certificate

Using Let's Encrypt certificate authority (free certificate)

Let's Encrypt is a free, automated, and open certificate authority (CA). You can obtain a free trusted web
server certificate using the Let's Encrypt service. Let's Encrypt certificates are standard Domain Validation
certificates. The acquired certificate will be monitored and renewed automatically.

enabled
Status:
last transaction: complete

Contact E-Mail: peterandraschlko@mitel.com
Commeon Name: trainingchbiio.micollabdemo.com

Alternate Name(s): mbachblic.micollabdemo.com

Modify Request

You can reguest a certificate by clicking 'Get Certificate’. You may also click 'Get Jertificate’ to renew.

Get Certificate Remove Certificate
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Other Third party Certificate

You can also request a public signed SSL certificate from a public CA (like: VeriSign, GoDaddy, Entrust, ...)

Create a Certificate Signing Request

D0 mbgchb1lo - Mitel Stand...

€ £ | https://mbgchb11o.micoll: c Search

X+

Applications
MiVaice Border Gateway

Remote prowy services

ServiceLink
Eladas
Status

Administration
Web services
Backup
View log files
Event viewsr
System information
System monitoring
System users
Shutdown or reconfigure

Virtualization

Security
Remote accass
Port forwarding
Syslog

Web Server Certificate TLS

Manage Web Server Certificate

The following web server certificate is currently installed:

/ Issuer:

Certificate Name:
Alternate Name(s):

Valid From:

Certificate Management

Configuration

Metworks

L. il bk

l\ Expires:

mbgchbi lo.micollabdemo.com\
mbgchbllo.micollabdemo.com

*.micollabdema.com
192.168.6.90

mbgchbllo
mbgchblio.micollabdemo.com
micollabdemo.com

Jun 22 09:22:09 2016 GMT

Jun 20 09:22:09 2026 GMT _’/

Third Party Certificate

s Using Let's Encrypt certificate authority (free certificate)

Let's Encrypt is a free, automated, and open certificate authority (CA). You can
cbtain a free trusted web server certificate using the Let's Encrypt service. Let's
Encrypt certificates are standard Domain Validation certificates. The acquired

certificate will be monitored and renewed automatically.

Status: disabled

Here you see the default "self-signed" certificate
which is automatically created when the MBG is
installed.

Scroll down
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Select "Generate a new CSR"
D0 mbgchbllo - Mitel Stand... > ==

€ % /fmbagchb11o.micollabder & Search + & @ B U 4 e

‘ Mitel Standard Linux admin@mbgchbllo micollabdemo.com  Status:

~
Applications
MiVaoice Border Gataway
Remote proxy services
ServiceLink + Using other third-party certificate authority
Elades
Status If wvou would like to install a web server certificate that is issued by another third-party
. . Certificate Authority (CA), you must first generate a Certificate Signing Reguest (CSR)
Administration which you can then send to the Certificate Authority.
Web services . i . .
Once the Certificate Authority has issued you a web server certificate, vou can upload
Backup . R R . . . . R R
) _ it using the 'Upload and install' option below. This option may also be used if you want
View log files to import a private key and web server certificate from a different server.
Event viewsr . . .
et inf . To download the currently installed web server certificate and private key, select the
ystem in Dr!-na.'on 'Download’ option below. The resulting file will be a ZIP file containing the private key,
System monitoring the current web server certificate, and an intermediate certificate if one is installed.
System users .
Shutdown or reconfigure @ and CIICk
" - Generate a new Certificate Signing Request (C3R) " "
Virtuzlization Select operation to . . Perform
_ - pload and install a web server certificate
O Upload and install a web rtificat
Security perform: -
a O Download the current web server certificate
emote access
Port forwarding
| Web Server .“
Certificate Management
Configuration
Metworks
L. il i Bitol St dard | in i0s 0 hd
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- o x Enter the required information.

00 mbgchblle - Mitel Stand... X 4

s | httpsi//mbgchb11o. g fserver-manager/ c earch S~ . .
€ Pe//mbach o Lo micelzbdeme.com e 5 + i xE 9 49 The common name has to be the FQDN, which is

reachable from the Internet to your MBG in the
D Mltel | Mitel Standard Linux admin@mbgchbllo.micollabdemo.com DMZ.

@ ~

Applications

Ll Web Servaer Certificata TLS @
MiVaice Border Gateway y

Remote proxy services

ServiceLink Manage Web Server Certificate

Elad - . . . - P .
=oes To generate a Certificate Signing Request, supply the information requested in the form below. This information is supplied to the Certificate
Authority and will be validated by them before your certificate is issued. Be careful to ensure the accuracy of the information supplied as it
can not be changed once it has been submitted to the Certificate Authority.

Status

Administration
web services If vou have previously generated a Certificate Signing Request, the values previously entered will be displayed below.
Backup

View log files Click "Generate CSR"

Event viewer Country Name (2 letter code): CH
System information

_ State or Province Name (full name): Switzerland
Systern monitoring

System users Locality Name (eg, city): Solothurn
Shutdown or reconfigure

Virtualization Organization Name (eg, company): Mitel Switzerland Lid
s i o
ecurity Organizational Unit Name (eg, section):  Training
Remote access
Port forvarding Common Name (eg, your server's  .ninq0nh110 micollabdemo.com
Syslos hostname):

rver

te Management

MNetwiorks

E-mail settings
L ¥ Mitel Standard Linux 10.5.8.0
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D0 mbgchbllo - Mitel Stand...

€ 0OR

Applications

MiVoice Border Gateway

Remote proxy services

ServiceLink
Elades
Status

Administration
Web services
Backup
View log filas
Event viewer
System information
System monitoring
System users
Shutdown or reconfigure

Virtualization

Security
Remote access
Port forwarding
Syslog

Web Server

Certificate Management

Configuration
MNetworks
E-mazil settings
Google Apps
DHCP
Date and Time
Hostnames and addresses
Domains
IPvE-in-IPv4 Tunnel
SNMP
Ethernet Cards

Review configuration

Miscellaneous

- Al

R
mbgchb11o.micollab ¢ | Q Search ¥ - & B QO 4 O

Manage Web Server Certificate

Your generated Certificate Signing Regquest (CSR) is displayed below.

You should copy the data in the shaded box below (including the lines that contain
----- BEGIN CERTIFICATE REQUEST----- and -----END CERTIFICATE REQUEST-----) and

provide it to yvour Certificate Autharity.

MIIC2jCCACICAQAWEZQxCZAIBgNVEBAYTAKNIMROWEEYDVQOIDALTd218emVybGFu
ZDESMBAGALUEBwwIU29sb3RodXIuMRAWHAYDVQOKDEYNaXR1bCETd21eemvybGFu
ZCBMdGQXETAPEgNVBASMCF Ry YWluaWsnMsgwlgyDVQQDDES@cmF pbmluZ 2NoY JEx
by5takWNvbaxhymR1bWEUY29tMIIBI jANBgkqhkiGoweBAQEFAADCAQBAMIIBC KL
AQEA7qwi3NQ5sDKWdx/ vpTDHQQ@RACSoWSBIWNZ/ 5CrkGZ0I7/M/CBLMTIEBS35W
x/Khzyrg/XAkF55T2YVb265eDED19rN3guSGPnselVeejh3Zi8YeleIcnSPRKVNG
eZjK/jIttk9BP3S0UrxK3WINVItmQSNadPbbv//5GDokcHBE95RbB10OUbOBHZ t1x
spewgAXVC3ApSwaVnfRoBZ s EWayyykZ0IX8bhaYvT1T/pBzVb5r587pFmApRETCO
x15251kwIm8IhMFG4jg+C/jz9j2ulk/KtLPzLtlomHsy luYwfMIACNbxiHZXSnFY
Ng0X7535@8enMvgAnOEgDy 6t IQIDAQABCAAWDOY JKoZIhv cNAQELBQADEEEBAAER ]
e03TghkNsdZgf TpHhCDYPSFraFAK+giv2WDUEe] i1 fgxvMzk0ilomabs I heayng /
IiHot7JpVRVErKe3HBNQImL/vX6EfyWahkVDEUUAMNTxZpL1x1f7qDEF lusFz8ug
tWPeTwdabv+vIYQwBX+3NEKFy1pHA2GhWh6 iDCkVkroTzRwkiwz Zt1ScF1E6PYrX
pb5BHHYMtFyel5cd/FzNHhLrXmNCKhoKpkqK9NO+1kZGh@B3YvSBuhEI+3TxulvF
HHgB+uuSmBovUTrkKfz IXyXiKczFIPESjWUbx5PeTQDUsoYkK3Z9HFzGNUgjysja
XbX0alxBklYhiJYYeSc=

Return to Main Page

MSL has created a private key and the CSR.

Copy the CSR into a text file. You will need it to
request the cert from your public CA.

o
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Upload and install a Certificate

D0 mbgchbllo - Mitel Stand...

€ R

Applications

MiVoice Border Gateway

Remote prowxy services

ServicelLink
Elades
Status

Administration
Web services
Backup
View log filas
Event viewar
System information
System monitoring
System users
Shutdown or reconfigure

Virtualization

Security
Remote access
Port forwarding
Syslog

Web Server

Certificate Management

Configuration
MNetworks

E-mail settings

= lo B

X+
mbgchb11o.micollab c Search 4+ - 4 ¥ B O 4 O

* Using other third-party certificate authority

If vou would like to install a3 web server certificate that is issued by another
third-party Certificate Authority {CA), vou must first generate a Certificate Signing
Request (CSR) which vou can then send to the Certificate Authority.

Once the Certificate Authority has issued you a web server certificate, vou can
upload it using the 'Upload and install' option below. This option may also be used if
you want to import a private key and web server certificate from a different server

To download the currently installed web server certificate and private key, select
the 'Download’ option below. The resulting file will be a ZIF file containing the
private key, the current web server certificate, and an intermediate certificate if
one is installed.

) O Generate a new Certificate Signing Request (C5R)
Select operation to

perform: @ Upload and install a web server certificate

O Download the current web server certificate

Mitel Standard Linux 10.5.8.0
Mi e Border Gateway 9.3.0.17
© Mitel Networks Corporation

After you received the certificate from your public
CA you can upload it here.
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D0 mbgchbllo - Mitel Stand...

€ 08

‘mbgchb1 1o.micollab (&

X T+

Applications

MiVoice Border Gateway

Femote proxy services

ServiceLink
Blades
Status

Administration
Web services
Backup
View log files
Event viewer
System information
System monitoring
System users
Shutdown or reconfigure

Virtualization

Security
Remote access
Port forwarding
Syslog

Web Server |

Certificate Management

Configuration
Metworks
E-mail settings
Google Apps
DHCP
Datz and Time
Hostnames and addresses
Domains

IPvG-in-IPv4 Tunnel

Web Server Certificate TLS

Manage Web Server Certificate

Once you have received the web server certificate from the Certificate Authority (CA), vou
may upload the certificate using this form. Browse to the file containing the issued S5L
certificate in the first field below.

Some Certificate Authorities may reguire you to install an intermediate certificate. If your
Certificate Authority has provided an intermediate certificate to use, specify the intermediate
certificate in the second field below.

Mote: the web certificate must be in PEM format or in PKCS12/PFX format (.pfx or .p12 file).

SSL Certificate: | Browse . | 01_wildcard.micollabdemo.com.certpem

Intermediate SSL

Certificate (if supplied): EOrEE

02_intermediate-certs pem

You may also upload a private key file if you are importing a private key and web server
certificate from a different server. If you are uploading a web server certificate that is
provided by a Certificate Authority as a result of generating a Certificate Signing Request
(CSR) on this server, you should not specify a private key here.

SSL Private Key (if

applicable): Mo file selected.

Browse...

Cancel Install b Server Certificate

Mitel Standard Linux 1
Mit

ice Border

tel Networks

Enter the SSL certificate
(and if provided by your CA enter also the

intermediate SSL certificate)

This is enough if the CSR was done on this MBG.
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D0 mbgchbllo - Mitel Stand...

€ DR

‘mbgchb11o.micollab

x4
c Search : 4

Mitel Standard Linux admin@mbgchbllo.micollabdemo.com

Applications
MiVoice Border Gateway

Remote proxy services

ServiceLink
Blades
Status

Administration
Web services
Backup
View log filas
Event viewar
System information
System monitoring
System users
Shutdown or reconfigure

Virtualization

Security
Remote access
Port forwarding
Syslog

Web Server |

Certificate Management

Configuration
MNetworks
E-mazil settings
Google Apps
DHCP
Date and Time
Hostnames and addresses
Domains

IPvE-in-IPv4 Tunnel

Web Server Certificate TLS

Manage Web Server Certificate

Once you have received the web server certificate from the Certificate Authority (CA), vou
may upload the certificate using this form. Browse to the file containing the issued S5L
certificate in the first field below.

Some Certificate Authorities may reguire you to install an intermediate certificate. If your
Certificate Authority has provided an intermediate certificate to use, specify the intermediate
certificate in the second field below.

Mote: the web certificate must be in FEM format or in PKCS12/PFX format (.pfx or .p12 file).

SSL Certificate: | Browse . | 01_wildcard micollabdemo.com.certpem

Intermediate SSL

Certificate (if supplied): HErEE-

02_intermediate-certs pem

You may also upload a private key file if you are importing a private key and web server
certificate from a different server. If you are uploading a web server certificate that is
provided by a Certificate Authority as a result of generating a Certificate Signing Request
{CSR) on this server, you should not specify a private key here.

03_wildcard.micollabdemo.com key.pem

SSL Private Key (if

applicable):
Cancel Install Web Server Certificate

Mitel Standard Linux 10.5.8.0

MiVoice Border Gat

If the CSR was not done on this MBG, you have
to install the private key for this certificate as well.
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_ O % The installed certificate is directly visible.
D0 mbgchbl1lo - Mitel Stand... % +

€ [ https://mbgchb11o.micollab c Search ¥+ B 1) * =] 4 (=] =

D’ Mltel ‘ Mitel Stan I admin@mbgchbllo micollabdemo.com  Staty

~ A
Applications
pp Web Server Cartificate TLS @
MiVoice Border Gatevay

F.emote proxy services

Manage Web Server Certificate

ServiceLink
Elades
Status g Operation Status Report
Administration web server certificate installed successfully
Web services
Backup The following web server certificate is currently installed:
View lag files
Event viewar Issuer: RapidSSL SHA256 CA - G3
System information Certificate Name: *.micollabdemo.com
System monitoring *.micollabdemao.com

Alternate Name(s):

System users micollabdema.com

Shutdown or reconfigure Valid From: DCec 20 12:00:05 2015 GMT

Virtualization Expires: Dec 22 14:15:01 2017 GMT
Security

Remote accass Third Party Certificate

Port forwarding

Syslog * Using Let's Encrypt certificate authority (free certificate)

Web Server

Let's Encrypt is a free, automated, and open certificate authority (CA). You can
obtain a free trusted web server certificate using the Let's Encrypt service. Let's
Configuration Encrypt certificates are standard Domain Validation certificates. The acquired
certificate will be monitored and renewed automatically.

Certificate Management

Networks

E-mail settings )
Status: disabled
Google Apps
DHCP %

Date and Time Contact E-Mail: peterandraschko@mitel.com

Common Name: trainingchbilo.micollabdemo.com
Hostnames and addressas

Domains Alternate Name(s):

IPvG-in-1Pv4 Tunnel v Modify Request I 9
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MBG: System configuration: Network profile

File Edit View Favourites

o2 Mitel

Applications

MiVoice Border Gateway

Remote proxy services

ServiceLink
Blades
Status

Administration
Web services
Backup
View log files
Event viewer
System information
System monitaring
System users
Shutdown or reconfigure
virtualization

Security
Remote access
Port forwarding
Syslog
Web Server
Certificate Management

Configuration
MNetviorks
E-mail settings
Gaogle Apps
DHCP
Date and Time
Hostnames and addresses
Domains
IPvé-in-IPv4 Tunnal
SNMP
Ethernet Cards
Review configuration

Miscellaneous
Support and licensing
Help

Tools  Help

System status -

D mbg-10 - Mitel Standard Li...

‘ Mitel Standard Linux

Service configuration -

Page updated: Tue Jun 14 2016 19:21:27 GMT+0200 (W, Europe St

admin@mbg-10.b11o-10.mitel-ch.eu

Settings
Port ranges

r_MBG status |
Enabled

Network profile

Daisy-chain mode

Set-side streaming addresses
Icp-side streaming addresses
calls in progress

Active MiNet/SIP connections
MiNet support

WebRTC support

|_Clustering status

Create a cluster

Join a cluster

icense information

Availability and usage

Disablad

Mode not sat

Mo

Minet: , SIP1, Trunk:

1P blocking
1P Translations
MiNet fallback addresses

System configuration -

Administration ~

Status: (Clear

@ A

Bandwidth management

Connectors

Overrides

MiMet: TCP/PSK, TCP/TLS

Dizabled

Create

Join

License type
Teleworker licenses

Tap licenses:

https://mbg10-b110.mitel-ch.eu/server-manager/django/teleworker/netprofile/ r‘
L

k licenses:

1in)

SIP support

Call recording support

Total local Total local in use
S
0
0

If you wish to join 2 cluster of servers, with this node as a slave node, then click on the "Join" button below.

Legacy

132,168.6.30

MiMet: , SIP: , Trunk:

0.02

Disabled

Disabled

If you wish to create a cluster of servers, with this node as the master (authoritative) nede, then click on the "Create” button below.
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DO mbgchbllo - Mitel Standard | X [

< c @

@ & https://mbgchb1 @ % | | Q Search [\ o »

B Deme G Gmail [Z] ZywALL 110

> Mitel

Applications

| MiV'aice Border Gateway

Remote proxy services

Servicelink
Blades
Status

Administration
Web services
Backup
View log files
Event viewer
System information
System maonitoring
System users
Shutdown er reconfigure

Virtualization

Security
Remote access
Part forwarding
Syslog
Web Server
MBG client certificates

Configuration
Networks
E-mail settings
Google Apps
DHCP
Date and Time
Hostnames and addresses
Domains
IPv&-in-1Pva Tunnel
SNMP
Ethernet Cards
Review configuration

Miscellaneous

Support and licensing
Help

‘ Mitel Standard Linux admin@mbgchbllo micollabdemo.com Status: [Clear

System status - Senvice configuration - System configuration - Administration -

Page updated: Wed Apr 04 2018 08:09:32 GMT+0200 (W. Europe Summer Time)
Configure this server in...

MNetwork profile {Custom mode)

Server-gateway —
configuration on the

network edge No WAN IP found, S/G configuration not possible.

Server-only —
configuration on the
network DMZ

Server-only —
configuration on the
network LAN

Custom configuration —

U

Enter Daisychain Mode

=

Chose Custom configuration
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0 mbgchbllo - Mitel Standard

&« ¢ @

b +

@ @ https://mbgchb11o.micollabdemo.com/server-n

B Deme & Gmail [Z] ZyWALL 110

> Mitel ‘ Mitel Standard Linux

Applications

MiVeice Border

Remote proxy services

ServiceLink
Blades
Status

Administration
Web services
Backup
Wiew log files
Event viewer
System infarmation
System monitoring
System users
Shutdown or reconfigure
Wirtualization

Security
Remots access
Port forwarding
Syslog
web Server
MEG client certificates

Configuration
Nerworks
E-mail settings
Google Apps
DHCP
Date and Time
Hostnames and sddresses
Domains
1PvE-in-1Pv4 Tunnel
SNMP
Ethernet Cards
Review configuration

Miscellaneous

Support and licensing
Help

System status -

Service configuration ~

b * Q, Search

admin@mbgchbllo.micollabdemo.com Status: [Clear

System configuration ~ Administration -

Page updated: Wed Apr 04 2018 02:03:32 GMT+0200 (W. Europe Summer Time)

Configure this serverin...

Network profile [Custom mode)

Server-gateway configuration
on the network edge

Server-only configuration on
the network DMZ

Server-only configuration on
the network LAN

‘Custom configuration

No WAN IP found, S/G configuration not possible.

For a server with unigue reguirements, the above configurations may not be sufficient. A custom configuration
making use of manually set streaming addresses may be reguired.
To this end, you may populate the manual streaming overrides below, and click "Apply”. Please note that this

configuration is typically not required, and if you are choosing this configuration, then there is a good chance that
‘your deployment is not supported

RIP ICP-side override addresses 192.165.6.50 |

RTP Set-sldenvmldeadﬂ'esse5|212 101.18.182 |

Apply Custom configuration Ap@la

Enter Daisychain Mode

[ | »

=

Enter your "ICP-side" and "Set-side" IP address.

ICP-side = internal IP of MBG
Set-side = public IP of MBG
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MBG: System configuration: Settings

B0 mbgchbllo - Mitel Stand...

€ 0a

/mbgchb1

> Mitel

Applications

MV

c= Border Gateway

Remaote proxy services

Servicelink
Elades
Status

Administration
Web services
Backup
View log files
Event viewer
Systemn information
System monitoring
Systern users
Shutdown or reconfigure

Virtualization

Security
Remote access
Port forwarding
Syslog
Web Server

Certificate Management

Configuration
Networks
E-mail settings
Google Apps
DHCP
Date and Time
Hostnames and addresses
Domains
IPv&-in-1Pv4 Tunnel
SNMP

Ethornab Corde

https://mbgchbl1o.micollabdemo.com/server-manager/django//teleworker/advanced/

X T+

To.micollabdemo.com/s

‘ Mitel Standard Linux

System status -

Page updated: Thu Jun 30 2016 16:14:15 GMT+0200 (W. Europe

Service configuration ~

- MBG status |
Enabled

Metwork profile
Daisy-chain mode

Set-side streaming
addresses
Icp-side streaming
addresses

Calls in progress

Enabled

Customn mode
MNo

212.101.18.182

152.168.56.90

Minet: 0, SIP: 0, Trunk: O

admin@mbgchbllo.micollabdemo.com

System configuration ~

Status: [Clear

La)
Administration = @)

Port ranges

Network profiles

IP blocking

IP Translations

MiNet fallback addresses
Bandwidth management

Connectors

Overrides

acy

.168.6.90

et: 0, SIP: 0, Trunk: 0

Active MiNet/SIP 1 Load average (5 min) U.e7
connections
MiNet support  Disabled SIP support  Enabled: UDF, TCF, TCR/TLS
WebRTC support  Disabled Call recording support  Disabled
- Clustering status |
== Node == Zone
Cluster status  Clustered:
Manage cluster Resync with master Take ownership Leave cluster
-_Default zone |
VAl Configured MiMNet devices:

Backup: Default
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Service p ters
TFTP enabled DSCP setting forvoice | Expedited forwarding |
TFTP blocksize 4096 bytes DSCP setting for video | Assured forwarding 41 - |
ICP failure detection DSCP setting for signaling | C1358 selector 5 ~]
SSLciphers | TLS 1.2 compatability - |
1 MiNet options |
MiNet support TCP [ Local streaming [ ]
TCP/PSK [ & Codec support  o_iicied to 3.729, G.71 |~
TCR/TLS
L & Force set-side codec .4 o
HTML application support TCR/TLS [ &
RTP framesize . i w
SAC support Tce [ Dynamic
TCR/TLs [
- . Ping before redirect enabled
Security profile Legacy mode 4 O
Reboot fallback enabled
Restrict MiNet devices
Retry backeff interval(s) 50 =
Time format 12 hour
Pings to send 1 =
Successful pings 1 =
Ping packet size 64 =
Ping Timeout 300 2

SSL cipher: TLS 1.2
DSCP values: You can keep default values or

change like shown here to match with the settings
of MiVO400.

Remove all ticks.
No MiNet phones will be used.
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_ SIP options
SIP support  Protocols Access Device « » device local ]
streaming
uopP [C] Public - Device « » trunk local ]
TCP Private « streaming
[ Certificate Webs - ] TCPMLS [v]g Public + lCodecsupport Unrestricted - I
RTP framesize Dynamic -

Reqgistration Mode

Set-side registration expiry
time

ICP-side registration expiry
time

Allowed URI names

Tone Enabled [
injection

SIP adaptation support

SIP adaptation receive
pipeline

SIP adaptation send
pipeline

KPML username
KPML password
Confirm KPML password

Permit weak SIP
passwords

Max Set-Side  «
240 T

Add another

Blank any field you no
longer want.

Set-side RTP security

Inbound @ SRTP only

() sRTP or RTP

RTF only

(©) AvP+crypto

RTF only

Accept only SRTP
inbound to this server

Send only SRTP
outbound from this
server

Preferred AES_CM_128_HMAC_SHA1_32 ~

cipher

ICP-side RTP security
Inbound ) SRTP only
() sRTP or RTP

G RTF only

Outbound (©) SRTP only
) BvP+erypto

G RTF only

Accept only RTP
(plaintext) inbound to
this server

Send only RTP
(plaintext) outbound
from this server

Preferred AES_CM_128_HMAC_SHA1_32 ~

cipher

PRACK support
Send options keepalives
Options interval

Challenge methods

Only behind NAT -

Configure the SIP options as shown.

SIP support:

TCP with private profile
TCP/TLS with public profile

Certificate: Web server

Local streaming: does not work with SRTP so

keep it unticked

Set-side RTP security:

Inbound: SRTP only

Outbound: SRTP only

ICP-side RTP security:

Set to match MiVO400 configured capabilities. If

no encryption is required in the company LAN
keep the default value "RTP only".

All other parameter:
Keep default values
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Miitel Standard Linuwx 10.6.2.0
Mioice Border Gartew: X
B Mitel Metworks Conporation

Don't forget to "Save"
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MBG: System configuration: Port ranges

- O X Take care that the port range which is entered here
also matches with the corresponding firewall
settings.

[zywall-baullost trainingb51.l.. < D0 mbgchbllo - Mitel Stand... > D0 MiVeice Office 400 X | +

€ Ta manage ¢ | Q Search + B & w B 4 &

mbachb11o.micollabdemo.com/s

D Mltel ‘ Mitel Standard Linux admin@mbgchbllo micollabdemo.com  Status: [Clear

- - L] )
Applications System status ~ Service configuration ~ System configuration ~ Administration ~ fi )
[ mivoice Border Gateway

Remote proxy services

Settings

ServiceLink Page updated: Tue Jul 12 2016 13:28:39 GMT+0200 (W. Europe &

Blades

1_MEBG status |
Status Netwo rk-profiles
Enabled  Enabled
Administration
Web services Network profile  Custom mode 1P blocking egacy
Backup
View log files Daisy-chain mede No IP Translations
Event viewer
Systam infarmation Set-side streaming  212.101.18.182 MiNet fallback addresses ;| o
Syatem monitaring arhlresses Bandwidth management
System users Icp-side streaming 192.168.6.90 Connectors
Shutdavn or reconfigure addresses
Virtuslization Calls in progress  Minet: 0, SIP: 0, Trunk: 0 X liNet: O, SIP: 0, Trunk: 0
Overrides
Security Active MiNet/SIP 1 Load average (> nin)  1.47
Remote access connections
Port forwarding .
Syl MiNet support  Dizabled SIP support  Enabled: UDR, TCF, TCR/TLS
yslog
Web Server WebRTC support  Disabled Call recording support  Disabled
Certificate Management
Configuration 18 ing status |
Networks
E-mail settings + Node + zone
G la A
cegls Apps Cluster status  Clustered:
DHCP
Date snd Time
ot i Blanagalclustay Resync with master | Take ownership | Leave cluster
ostnames and addresses
Domains 1l Default zone |
https://mbgchb11o.micollabdemo.com/server-manager/django/teleworker/advanced/portranges/ Configured MiNet devices: Backup: Default v
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- MiNet and SIP port ranges | Note:
SRTP starting port Video starting port SRTF/Video ending port ° At least half of the total number of pOI’tS must
20000 : X X be allocated to audio.
F1es0 u a1ess . e The Video starting port must be greater than
Number of supported calls 437 pure audio and 12 with the SRTP Starting port and IeSS than or equal
video to the SRTP/Video ending port.

o The SRTP/Video ending port must be less
than the WebRTC public starting port.

"Save"
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MBG: Service configuration: ICPs

- (] X

[zywall-baullost.trainin 3 D0 mbgchbllo - Mitel Sta... > % MiVoice Border Gateway » = Do MiVioice Office 400 X +

A B8 U 4 9

a -
Q, Search ¥+ &~

€ (O @  httpsy//mbgchb11o.micollabdemo.com/server-manager c

>0 Mitel | Mitel Standard Linux

Status: [Clear

Applications

[ Mivoice Border Gatevay

Remate proxy services

ServiceLink

System status ~

Page updated: Tue Jul 12 201

Service configuration ~

admin@mbgchbllo micollabdemo.com

System configuration ~

andard Time)

Administration =

MiNetdevices
Blades - MBGstatus | —————
Status nal SIP users
na
Administration SIP trunkmg Start Courtesy down Stop
wab servicas . .
Network prof Security profile  Legacy
Beckup WebRTC
View log files Daisy-chain mo ADD“CEI tion integration WAN IPs
Event viawar
- Set-side streaming 212.101.18.182 LAN IPs 192.168.6.90
System information
System monitaring addresses
System usars Icp-side streaming  192.168.6.90 Third IPs

Shutdown or reconfigure

Virtualization

addresses

Calls in progress

Minet: 0, SIP: 0, Trunk: O

Calls per hour

MiNet: 0, SIP: 0, Trunk: 0

Security Active MiNet/SIP 1 Load average (5 min)  0.86
Remote access Ennncchinne
Port forwarding .
syl MiNet support  Disabled SIP support  Enabled: UDPR, TCF, TCR/TLS
yslog
Web Server WebRTC support  Disabled Call recording support  Disabled

Certificate Management

Configuration

- Clustering status

Networks
E-mazil sattings + Node + Zone
Googls Apps
& =p Cluster status  Clustered:

DHCP
Date and Timea
o g Nanagslsl B n e e

ostnames and addresses
Damains (. Default zone |

https://mbgchbl1lo.micollabdemo.com/server-manager/django/teleworker/icps/

Configured MiNet devices:

Backup: Default
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>0 Mitel ‘ Mitel Standard Linux

Applications

Mivoice Border Gateway

Remote proxy services

Servicelink

System status ~

Service configuration ~

admin@mbgchbllo.micollabdemo.com

Page updated: Tue Jul 12 2016 13:39:48 GMT+0200 (W. Eurcpe Standard Time)

System configuration ~

Administration ~

Status: [Clear

Blades To test connectivity to your configured ICPs, or to run a DNS resolution test on configured hostnames, see the Diagnostics page.
Status ICP Information |
Administr.atiun +
Web services
Backup Default Default Name Hostname or IP Type Installer SIP Indirect
View log files for for SIP address password capabilities call
Manage ICP
Name |mb-10 | Hostname or P |192.168.101.99 ‘
address
e Mivoice Office 400 | Milet installer
password
SIP capabilities UDR TCP bl Indirect call recording

MiVgice Office 400 support

\___ por

capable

Link to this Enable
ICP?

HML listen 4430 : TLS?
port

ML 443 : TLS?
destination

J

Save

Add a new ICP (PBX)

Name: Enter a name for you call server. The
name should match with the name of your
MiVO400 system (see next screenshot).
Type: MiVoice Office 400

SIP capabilities: UDP, TCP

(if the traffic between MBG and PBX is not
encrypted).

Otherwise chose "UPD, TCP, TLS"

IP address: <IP of MiVO400>

XML settings as shown on the screenshot.

Don't forget to "Save"
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. The site name of MiVO400 should be the same as
D. M | tel !'*.ﬂ!‘l.f%!fte Office 400 the name given in the ICP configuration of the
MBG

mix-1

System overview &)
i i m
Configuration

Summary

Users Date and time

Terminals System date | 02.09.2016 | .

System System time 08:15:42 .
General
Access cantral System time zone (GMT+01:00) Amsterdam, Ber
Cards and modules Time synchronisation via ISDM network [

Interfaces
DECT/SIP-DECT

Time synchronisation via time server using NTP (network time protocol)

Media resources NTP senvice
Dual Homing MTP server ch.pool.ntp.org
Extended Communication server

Routing

Senices Site name milx=10

IF network System ID SAE28839FC3400DD20

Private networking
- System lanouaae
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MBG: Administration: File transfer

D Mltel ‘ Mitel Standard Linux admin@mbgchbllo micollabdemo.com  Status: [Clear E
Applications i . X 2
MiVoice Border tem status ~ Service configuration « System configuration ~ Administration «

Ramota proxy sarvicas

ServiceLink Logging (&)
Slades Page updated: [Tue Sep 12 2017 08:49:42 GMT+0200 (W. Europe Standard Time) Diagnostics -
Status

e MBG status File gﬁa nsfers
Web services Alarms
Backup Enabled Enabled vt g s snesny s | S0P
Viewlog files Custom mode . Legacy
S Network profile Security profile
System information Daisy-chain mode oL WAN IPs
System monitering Set-side streaming addresses 212.101,18.182 LAN IPs 182.168.6.90
Syst

yEram UserE Icp-side streaming addresses 192.168.6.90 Third IPs

Shutdown or reconfigure

virtuslization Callsinprogress ~ Minet 0, SIP:0, Trunk: 0 Calls perhour ~ MiNet 0, SIP:0, Trunk: 0
Security Active MiNetSIP connections 11 Load average (5 min) 01

Remote access (local | cluster-wide)

Port forwarding MiNet support Disabled SIP support Enabled: TCP, TCPITLS

Sysl .

. WebRTC support Enabled Call recording support Disabled
Web Server
Certificate Management
Clustering status

Configuration

Netvork

works + Node =+ Zone

E-mazil settings

Clustered:
Google Apps Cluster status
DHCP Manage cluster Resync with master | Take ownership

Date and Time

Hnstnames and addrasses Leave cluster
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Click "Browse..." for SIP
CSV import.
Page updated: Tue Sep 12 2017 08:51:35 GMT+0200 (W. Europe Standard Time)
File transfers
Teleworker Network Download THA
Analyzer
Fetch logs for product Fetch logs
support
MiNet CSV MiNet backup Browse.. | Nofile selected.
import/export
MiNet restore
SIP CSV importiexport SIP backup Browse... | Mofile selected.
SIP restore h
Application metrics App metrics export System metrics CSV System metrics export
C5V export export
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"mivo400_mbg_1.csv"

T « Data (E:) » Teleworker test v @ Search Teleworker test o
Organise = Mew folder = ™ @
B This PC ~ Mame Date modified Type
[ Desktop config 18/08/2017 11:28 File folder
|§| Dacurments Guillaume 17/08/2017 16:27 File folder
3 Downloads | 266.png 17/06/2010 09:04 PIG File
J’ Musi ﬂ 300.png 17/06/2010 09:26 PMG File
usic r
_ & 400.png 16/04/2012 10:58 PG File
5] Pictures i 433.png 14/08/2017 11:28 PING File
B Videos | 444.png 17/06/2010 09:11 PNG File
e BootSSD (C) [] aastra.cfg 14/08/201708:45  CFG File
== Backup 55D (D) |_| dst-root.pem 20/08/2016 18:49 PEM File
Data (E:) @ idlescreen_6920.png 23/06/2017 16:10 PMNG File
[ : 7/08/2017 16:26
& training (Wchsol | | LetsEnrcyptRoot.pem 17/08/2017 16:26 PEM File
(L) mived00_mbg_1.csv 17/08/2017 16:36  Microsoft Ex
= rel (\\soluxds.ck
¥ Natwork v N
File name: | mivo400_mbg_1csv v| [AnFites () v]
Open Cancel |
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click "SIP restore"
FPage updated: Tue Sep 12 2017 08:51.:35 GMT+0200 (W Europe Standard Time)
File transfers
Teleworker Network Download THA
Analyzer
Fetch logs for product Fetch logs
support |
MiNet CSV MiNet backup Browse . | Mofile selected.
importfexport
MiNet restore
SIPCSVimportiexport  SIP backup mivo400_mbg_1.csv
SIP restore
Application metrics App metrics export System metrics CSV System metrics export
CSV export export
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The imported user can be
Mitel Standard Linux admin@mbgchbllo.micollabdemo.com  Status: [l seen here.

System status - Senice configuration - System configuration - Administration -

Remote proxy services

Servicelink | ICPs
Elades Page upd:  |\fiNet devices IMT+0200 (W. Europe Summer Time)
Status Below is ¢ T

Administration
Web services Note, ¢
Backup
Wiew log files WebRTC

Ewvent viewer

ng a CSV file, please see the File transfers page.

o . Bulkedit | Refresh
sets  Application integration Simple filter
System information

System monitoring

System users 20 SiP Edapfatiﬁﬂ fither l:l

Shutdown or reconfigure L
¢ Trust store e
wriisabled

Wirtualization

Security

Remate access M4 4 Page 1 of 1 b
Port forwarding

Sysleg /Device information \
web Server
+

MBG client certificates
Configuration
Nel::orks Enabled Set-side ICP-side Availability Configured Description Local streaming Log
. . username username ICP between devices verbosity
E-mail settings
G le A =
D'o_'ogpe Pps ‘/ 435-w0 435-sv Everywhere mbx-10 Mitel 6867 Use master setting Use master VAl |
setting
Date and Time
Hostnames and addresses ‘/ 447-hl 447-HS Everywhere mix-10 Mitel 6873 Use master setting Use master VR
Diomains setting
IPwE-in-IPw4 Tunnel
SHMB ‘/ 202-bm 202-bi Everywhere mbx-10 5869-202 Use master setting Use master VR |
Ethernet Cards setting
Review configuration
Miscellaneous < 433-50 433-Zh Everywhere  mbx-10 Mitel 5369 Use master setting Use master VR |
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Web proxy for SSP access

To access the MiVO400 SSP from the teleworker side, a web proxy has to be configured on MBG.
Select "Remote proxy services"

D mbgchbilo - Mitel Standard | % [BES )
Click "Add new LAN server proxy"

C o ® & hit

S ~
Applications LAN server proxy list Users Supported applications (5 )
Mivaice Border Gatewsy -
Remate proxy services l
» Location: LAN server proxy list
ServiceLink . S
Blades ‘Welocome to the Remote prosy services administrative interface. From here you can manage all aspects of the Web Proxy's
< behaviour. If at any time you require more information, click the Help icon in the upperright corner of the page.
tatus
Administration This page cutlines existing LAN servers cumrently supported by this MBG server. Remote proxy services relies on the fully-
web services gusalified domain name in the HTTP reguest to map that reguest to the appropriate LAN server, Access vis IP address is not
supported.
Backup
View log files MNote that unencrypled HTTF fraffic iz not supported for securily reasons.

Ewvent viewer

) X Add new LAM sg{ver proxy
System infarmatian
There are cum no served proxies defined.

System menitoring

Web proxy Remote management
System users Li e ion proxy g
Shutdewn or reconfigurs True True

Virtualization

Security
Remote access
Port forwarding

Syslog
Web Server
MBG client certificates

https://mbgchb11o.micollabdemo.com/server-manager/django/webproxy/add/
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e

B0 mbgchbl11o - Mitel Standard

C @

@ & hit

[\ »

| Mitel Standard Linux admin@mbgchbllo. micollabdemo.com Status: [Clear

Applications LAMN server proxy list Users

Mivoice Border Gateway

| Remote proxy services

» Location: LAN server procey list / Add
Servicelink

Blades

Supported applications @

‘Welcome to the Remote prosy services administrative interface. From here you can manage sl aspects of the Web Proxy's

behaviour. If at any time you reguire more information, click the Help icon in the upperright comer of the page.

Status

Administration

The fellowing form permits configuration of & proxy to a single LAN server. Mone of the other fields will apply to change the

server's behaviour unless the "Enabled™ cheddbox is also chedwed.

Web services
Backup

I Enabled I

View log fil
iew log files WAN-side FQDN
Event viewer

System information

trainingchb11o.micollab:
LAN-side FQDN trainingchb11o.micollab | Nofe, thiz can be leff blank to default fo the 2ame a2 the

Aidual oot

System moenitering
System users

Shutdown or reconfigure
irtualization

Security
Remuote access
Paort forwarding
Syslog
What kind of LAN server are you
configuring®

Web Server
MBG client certificates

Configuration
Metworks
E-mazil settings
Google Apps
DHCPE
Date and Time
Hostnames and addresses
Domains
IPwh-in-IPwa Tunnel
SNMP
Ethernet Cards

Review configuration Which user interfaces would you like to

enable access to?
Miscellaneous

Suppuort and licensing
Help

Do you wish to permit remote
administrative access?

What netblocks should be able to
access it?

O MiCollab

O MiVoice Business

O MiCollab Client

O MiCollab Unified Messaging
O generic M5L admin anly
O Open Integration Gateway
O MiCloud Management Portal
O MiContact Center

O MiVioice Call Recording

[ @ MiVioice Office 400 Self-Service Portal| ]

Yes

Save

Enable the service

Enter WAN-side FQDN: <FQDN for SSP>
Note: This is another FQDN (not the MBG-
FQDN).
This SSP-FQDN has to be resolvable:
. externally in the Internet to the public
IP address of the MBG and
. internally in the LAN to the IP of
MivVO400.

Tick MiVoice Office 400 Self-Service Portal

Don't forget to "Save"
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00 mbgchbila - Mitel Standard | X IS

c @

Applications
MiVioice Border Gateway

| Femote proxy services

ServiceLink
Blades
Status

Administration
Web services
Backup
View log files
Ewvent viewer
System infarmation
System monitoring
System users
Shutdown ar reconfigure
Virtualization

Security
Remote access
Port forwarding
Syslog
web Server
MEBG client certificates

Configuration
Metwarks
E-mail settings
Google Apps
CHCP
Date and Time

Hostnames and addresses

Ciomains
IPvE-in-1Pwv4 Tunnel
SMNMPE

Ethernet Cards
Review coenfiguration

Miscellaneous
Support and licensing
Help

® @ htt »

Mitel Standard Linux admin@mbgchbl1lc micollabdemo.com

Status: [Clear

v | Operation status report

Successfully added domain

LAN server proxy list Users Supported applications
» Location: LAN server prosy list
Welcome to the Remote proxy services administretive interface. From here you can manage all aspects of the Web Proxy's

behaviour. If at any time you require maore information, didk the Help icon in the upperright corner of the page.

This page outlines existing LAN servers cumently supported by this MBS server. Remote proxy services relies on the fully-
qualified domain name in the HT TP request to map that request to the appropriate LAN server. Access via |IP address is not

supported.
Note that unencrypted HTTF traffic iz not supported for 2ecuniy reszons.

Add new LAN server proxy

Allowed

Enabled|WAN-side FGDN netblocks

Server type

Mivioice Office 400 Self-Service Portal

server with the following user level access
I enabled: Modify
MiVoice Office 400 Self-Service Pertal

\f/ trainingchb11o.miccllabdeme.com | Al

Admin level acoess is dizabled

) _ . Web proxy Remote management
Licensing information
True True

The web-proxy is now available.

The self-service portal can be reached via
URL:

https: // <FQDN for SSP>
Please note, that on MiVO400 the

appropriate permissions has to be set and the
login credentials are entered.
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Mitel SIP phone: Start-up

The Mitel SIP phone has to be started with "Factory default" settings.

During the Start-up the phone needs to know where its configuration files can be downloaded (a configuration server information has to be set).
Several possibilities to provide such an information are available:

. Possibility 1: The DHCP server of the Teleworker-LAN sends an option 66 or vendor specific option 43 with the corresponding config-
server information. (This possibility is normally not used on the teleworker side)

. Possibility 2: If the DHCP server does not offer config-server information, the phone contact the RCS to get its corresponding config-
server information. An admin has to enter on the RCS the configuration server information and the MAC address of the phone in advance.

. Possibility 3: If the RCS cannot provide the config-server information (i.e. they are not entered there), the configuration server
information can be set manually in the terminal's GUI (Web page of the phone) or TUI (Setting menu on the phone)

The configuration server address for teleworker always looks like:
http: // <public IP of MBG>/<internal IP of MiVO400> or

http: // <FQDN of MBG>/<internal IP of MiVO400> or

tftp: // <public IP of MBG>/<internal IP of MiVO400> or

tftp: // <FQDN of MBG>/<internal IP of MiVO400>

The Mitel SIP phone downloads new firmware, unless it already has it, and will reboot several times.

Eventually the set displays a key in the lower left on the screen labelled "Log In". Use this key to enter the registration username and
registration password (found in that terminal's settings on the A400).
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Set config-server in phone GUI

If the configuration server information is not provided during DHCP or from RCS, it can be entered manually in the phone.

_ Open a browser and enter the IP address of the Mitel
¥ . NewTab x| D =B = 1 S|P phone.

' X @ Q, 10.10011.213/ + » = |Login with

| user name: admin
password: 22222
I
|

-
Authentication Required E

@ https:/#10.100.11.213 is requesting your username and password. The site says: “Mitel 6869i"

[User Mame: m

Password: weeses

| ok || cancel |

Waiting for 10.100.11.213...

113



Mitel SIP Teleworker via MBG on MiVoice Office 400

Status

System Information

License Status
Operation

User Password

Phone Lack

Softkeys and XML

Keypad Speed Dial

Directory

Reset

Expansion Module 1
Basic Settings

Freferences

Custom Ringtones
Advanced Settings

Metwork

Global SIP

Line 1

Line 2

Line 2

Line 4

Line 5

Line &

Line 7

Line &

Line 9

Line 10

Line 11

Line 12

Line 13

Line 14

Line 15

Line 16

Line 17

Line 18

Line 19

Line 20

Line 21

Line 22

Line 23

Line 24

Action LRI

l Configuration Server

Firmware Update
TLS Support

802 1x Support
Troubleshooting
Capture
Screenshot

Configuration Server Settings

Settings

lDownIoad Protocol

Primary Server
Pri TFTP Path
Alternate Server
Alt TFTP Path
Use ARTFTP
FTP Server
FTP Path

FTP Username
FTP Password

0.0.0.0

[Tl Enabled

HTTP Server
HTTP Path
HTTP Port

mbg . tailor.com
10.1.1.20
80

HTTPS Server
HTTPS Path
HTTPS Fort

Auto-Resync
Mode

Time (24-hour)
Maximum Delay

Days

XML Push Server List{Approved
IP Addresses)

Save Settings

443

Mone -
0000 -
15

Go to "Configuration Server"

Select Download protocol: HTTP

Enter HTTP Server:
<FQDN of MBG>
(here e.g.: mbg1.tailor.com)

Enter HTTP Path:
<internal IP of MiVO400>
(here e.g.: 10.1.1.20)

Save settings and reboot the phone.

114



Mitel SIP Teleworker via MBG on MiVoice Office 400

Alternatively (if http access is not available) the
configuration server can be reached via TFTP with
the settings shown here.

Status
System Information Configuration Server Settings
License Status Select Download protocol: TFTP
Operation Settings
User Password Download Protocol TFTP - Enter Primary Server:
Phone Lock Primary Server mbg.tailor.com <FQDN of MBG>
Softk d XML : i
TR R Bri TETP Path 101420 (here e.g.: mbg1.tailor.com)
Keypad Speed Dial
Directory Alternate Server 0.0.0.0 Enter Pri TETP Path:
Reset AltTFTP Path <internal IP of MiVO400>
Expansion Module 1| yse ait TFTP [ Enabled (here e.g.: 10.1.1.20)
Basic Seftings
FTP Server
Preferences
Custom Ringtones FTP Path
Advanced Settings FTP Username
Network FTP Password
Global SIP
: HTTP Server
Line 1
Line 2 HTTP Path
Line 3 HTTP Port 80
=B HTTPS Server
Line &
Line & HTTPS Path
Line 7 HTTPS Paort 443
Line 8
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Set config-server in the TUI

Click on "Gear" key

<G & 8 [ 2 O

Status

Select Quit

A
v
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Enter password: 22222

Advanced Settings

Enter Administrator Password

(-]

Enter Backspace Cancel

<0 " & B« o o>

Configuration Server

Select Quit
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Configuration Server Set

Download Protocol: HTTP

Download Protocol HTTP
HTTP Server: <public IP of MBG>
HTTP Server 212.101.18.182
HTTP Port 80 HTTP Path: <internal IP of MiVO400>
HTTP Path 10.1.1.20]
Save and reboot the phone
Save Backspace ABC » Cancel

118



Mitel SIP Teleworker via MBG on MiVoice Office 400

Login screen

After some reboots the phone eventually come up with this login
i screen.
5:577

Thu Apr5

LogIn

. The user has to enter the
L1: . )
o Registration user name

. Registration password

Please Login

446*10

|11111111

Submit Backspace 123 » Cancel
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o Mitel MiVoice Office 400 B A | @ | Weicome s | Registration user name _and R_eglstratlon password are visible
mbe-10 here. They are only available if no MAC address is entered for
: n this terminal in MiVO400.
System overview ([}
State They can be send via email to the user.
Cards and modules Select
CL::;;Cgeusration = Mitel 6869 SIP, 446 - Gibbs Jash ﬂ
Summary
Users Settings to terminal interface Mitel SIP
Terminals Terminal 1D 10
Standard terminals Terminal type Mitel 6869 SIP
Free seating phones . cor -
Backup terminals Description PeEaE Gibbe
FPhone labels Assigned user/pool X || + | Gotouser
SIP registration [ Registration user name 44610
System
. Registration password 05252573
Routing
Services Display language English
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Maintenance

Test your installation:

e Test external access to MBG's public IP using the Teleworker Analyzer Tool
(download windows executable from MBG's Administration - File Transfer).
o Contact IT if required external ports are reported as CLOSED.
e Testinternal access to MiVo400 from Diagnostics - Connectivity test. Contact IT if required internal ports are reported as CLOSED.

e Under MSL server-manager, navigate to Administration - Event Viewer and check the event logs to make sure the configuration
proceeded with no errors.

. ®
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