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Preface
Structure of this documentation

Preface

This chapter contains a short summary of the contents of this document and a list of the various
formats in which this and additional documents are available. The layout conventions used in
this document are also explained.

1.1

Structure of this documentation

This document is structured as follows:

?

Chapter 2 contains an overview of the architecture of OpenScape CAP, as well as typical
configurations and installation scenarios.

Chapter 3 outlines the system requirements for OpenScape CAP.

Chapter 4 describes how to install OpenScape CAP components. This chapter describes
the server components "CAP Management", "Call Control Services (SCC/SCCP)" and the
connectivity adapters CA4000 and as well as the client components "CAP Service Starter",
"CAP TAPI Service Provider (TCSP)", and "Virtual Wave Driver". You will also find details
on migration (in particular the migration of configuration and user data from earlier versions
of CAP and TELAS) and importing data (in particular the synchronization of data with
HiPath / OpenScape 4000).

Chapter 5 introduces the CAP Management interface.

Chapter 6 describes how to configure the OpenScape CAP components using Open-
Scape CAP Management. This chapter explains how OpenScape CAP is connected to
HiPath / OpenScape 4000, HiPath 3000, OpenScape Voice and other switching systems.
It also describes how to configure the XML Phone Service.

Chapter 7contains an overview of the OpenScape CAP Management functions.

Chapter 8 deals with diagnostics and error handling in the event of installation and runtime
problems.

Chapter 9 explains the operating modes supported by OpenScape CAP, namely "single
domain native mode" and "multi domain harmonized mode".

Appendix A contains implementation details in relation to both the structure of the Open-
Scape CAP software and the layout of configuration files and parameters.

Appendix B describes how the server PC is connected to a HiPath 4000 communication
system that has no built in CSTA interface.

The documentation also contains a Glossary and an Index.

A31003-G9330-1100-18-7620, 06-2014
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Preface
Versions of this document

1.2

?

1.3

Versions of this document

PDF format
This version of the document is named manual.pdf.

The English version is saved in the directory
<InstDir>\WebSpace\Admin\webapps\mgmnt\lang\en\admManual\.

The German version is saved in the directory
<InstDir>\WebSpace\Admin\webapps\mgmnt\lang\de\admManual\.

The PDF format is particularly suitable for printing and is available online via the Open-
Scape CAP Management user interface.

HTML format

This version of the document is named manual.html.

The German and English versions are stored in the same directories as specified above.
The HTML version of the manual is also available as online help.

Release notes

Release notes with important information on last-minute changes to products are stored
on the CD in the file <xxx>Readme.xt.

They are available in English only.

Additional documentation

The following documentation contains further topics relating to OpenScape CAP:

?

OpenScape CAP Application Developers’ Guide
Vol.1 - Basics

Vol.2 - TAPI

Vol.3 - JTAPI

Vol.4 - CSTA XML

Vol.5 - CSTA Il ASN.1

Vol.6 - XML Phone Server

Vol.7 - Fault Management

Vol.9 - Management

OpenScape CAP TAPI Service Provider, Service Manual

A31003-G9330-1100-18-7620, 09/2024
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Preface
Layout conventions

1.4 Layout conventions
... OK button. Buttons and menus appear in bold print.
... file global.cfg ... Files ordirectories are displayed in courier font.
<some text> Entries or output that may vary according to the situation are shown
within angle brackets.
Table 1:
This symbol indicates notes or recommendations.
>
This symbol indicates important information that you must read.
1.5 Feedback on documentation

If you would like to report a problem with this document, please contact the next support level.
> Unify employees should contact the support center responsible for their region.
> Customers are advised to contact the Unify Customer Support Center.

Please have the following information to hand so that the support center can quickly pinpoint the
document you have a problem with:

> Title: OpenScape CAP V3, Common Application Platform, Service Documentation

> Part number: A31003-G9330-1100-18-7620

A31003-G9330-1100-18-7620, 09/2024
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Overview
General role of OpenScape CAP in the HiPath / OpenScape architecture

2 Overview

This chapter describes the Common Application Platform within the OpenScape architecture.
The synonyms CAP and OpenScape CAP are used interchangeably in the following.

21 General role of OpenScape CAP in the HiPath / OpenScape archi-
tecture

obile Business

HiPath _ Partner
Applications Applications

£
=
il
g
x

Juswabeue|y

Workpoint Clients

Services

OpenScape CAP is a central element in the HiPath / OpenScape architecture. It serves as a
powerful middleware connecting applications based on standard protocols, both with HiPath /
OpenScape systems and third-party PBXs.

Licensing is required for every device (phone, trunk, etc.) that is controlled by the applications.
The features supported are grouped into five different license packages. These packages do not
make any distinction between protocols, encoding variants, or connection types.
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General role of OpenScape CAP in the HiPath / OpenScape architecture

Services

?

?

?

Flexible use of applications based on standards.
CTI application support for clients in different infrastructures.
Support for media streaming without expensive hardware.

Integration of OpenScape CAP and applications into the OpenScape Management sys-
tem.

Seamless support for applications while migrating the infrastructure from a classic tele-
phone network to an IP network.

Integration of XML based applications

CTI extensions to existing applications

Services for application partners

?

Develop applications only once - OpenScape CAP guarantees compatibility with numer-
ous telephone infrastructures using different technologies.

Enhancement of individual applications with management, serviceability, and security fea-
tures by using services provided by OpenScape CAP.

Acceleration of application development by linking individual applications to HiPath / Open-
Scape applications. This transforms them into an integral part of the HiPath / OpenScape
portfolio.

Reduced training effort by using XML.
Programming API with interactive development support for XML Phone Services.
Harmonization of interfaces reduces development and sustaining effort.

Additional business opportunities by leveraging large installed base.

A31003-G9330-1100-18-7620, 09/2024
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Features and overview of services

2.2 Features and overview of services

OpenScape CAP is a powerful middleware that offers modular scalability. It promotes effective
improvements and reduces costs by supporting:

> standard APlIs for application developers,

> application development through providing services for CTI, management, and licensing,
available in an SDK (software development kit),

The following diagram shows the basic structure of OpenScape CAP with detailed information
on protocols and encoding variants supported, CAP internal services, and a number of support-
ed PBXs. CSTA | is out of support.

Application

CSTALIN
ASM.1

Connectivity- § Connectivity- Connectivity-

Adapter

Connectivity-
Adapter

Highlights

> Standard protocols and APls: Microsoft TAPI 2.2/3.1, JTAPI, CSTA Il ASN.1, CSTA XML,
Microsoft Wave API

> Call Control Service (SCC) for CTI

—  Multi domain features

A31003-G9330-1100-18-7620, 09/2024
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— Harmonization of call models for HiPath 3000, HiPath 4000, OpenScape 4000, HiPath
5000, HiPath 8000, OpenScape Voice for TAPI and CSTA based applications

> Fault Management Service

— Integration in OpenScape Management (independent of CAP Management)
»  License, User, and Configuration Management services

— Uniform license structure

— Integrated license and user management

— LM as a service for licensing OpenScape CAP and applications alike
> Support for special features

— AP emergency (HiPath / OpenScape 4000)

— XML PhoneServices (HiPath 4000)

A31003-G9330-1100-18-7620, 09/2024
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OpenScape CAP Management

2.3 OpenScape CAP Management

CAP Management is the central component in a CAP cluster. It administers and controls all pro-
cesses and services in a local or distributed OpenScape CAP installation. The cluster ID is a
unique identifier for CAP components in the same CAP cluster.

The following diagram illustrates the location and configuration of individual CAP components
in a distributed installation.

Berlin

CTI Application

CAP Cluster Paderborm LAM CAP Cluster
Configuratio

PARH

rMOnchen

CAP Management is started by the Windows service OpenScape CTI and provides a Web-
based interface for administration. Under Linux it is started as /etc/init.d/cti process.

A31003-G9330-1100-18-7620, 09/2024
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OpenScape CAP Management

CAP Management tasks

?

?

?

Administration of central and distributed components
Administration of users

Administration of devices

Administration of licenses

License verification and access control for users and devices

Administration of status information associated with the various processes and services

OpenScape CAP Management services

CAP Management can be split into various services that have different tasks:

?

?

?

Configuration Management (SCM)

User Management (SUM)

License Management (SLM)

Address Translation Service (SAT)

PBX Interface (SPI)

CallldRepository

Open LDAP Server

Fault Management (SFM) (independent of CAP Management)
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APP 1
CSTA ASN.1

APP 2
CSTA XML

APP 3
TAPI

‘ ‘ APP 4 ‘
JTAPI

CAP V3.0 : 5 5
SCCP SCCP SCCP TCSP
....................
C T T 1 :
LM | [Fv | [um | [cm = : :
IF L IUF LIUVF L UF scc scc scc scc scc
IT:AP Management HP4000 HP4000 HP4000 HP8000 HP3000
Interface Configuration - : - -
to HiPath User Management
Manit .
License Management
Fault Management CA4000 CA4000
400 CSTA ACL ACL
OSC4K V6 HP4K V4 HP4K V5 - -

These services are not installed separately but rather automatically using the CAP Manage-
ment setup menu item. The only exception is OpenScape CAP Fault Management. This service
will be dealt with later in greater detail.

Important OpenScape CAP Management services, such as SCM, SUM, and SLM can be ad-

dressed by HTTP requests. These are first used internally by other services (SCC, SCCP, CAP
TCSP) without being directly visible to an application. Nevertheless, they can also be used by
external applications so that the relevant features can be integrated there quickly and easily.

To guarantee backward-compatibility, HT TP requests are still supported but are being
> phased out and gradually replaced by appropriate XML requests.
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2.31 OpenScape CAP Configuration Management (SCM)

The various PBXs that are connected to the CAP are administered in OpenScape CAP Config-
uration Management. This is done by configuring a Call Control Service (SCC) for each individ-
ual PBX. This SCC is unique for each PBX type. To every SCC a unique service node ID is as-
signed that can be selected freely, except in cases where user data is imported from an external
source which requires a specific ID for consistency. Similarly, a Call Control Service Proxy (SC-
CP) is configured and administered with a unique service node ID for applications in multi do-
main mode. For information on how to configure the components SCC and SCCP, and for de-
scription of additional OpenScape CAP Configuration Management facilities, see Chapter 6,
"Configuration with OpenScape CAP Management", and Chapter 7, "Additional OpenScape
CAP Management Functions".

An application can use the HTTP request
http://<fgdn>:8170/mgmnt/admin/reqg?getPBXSvcAddr=<service node ID>
to request the IP address and port number of an SCC based on the service node ID.

Extensions, hunt groups, ACD (RCG) groups of different PBXs are assigned different SCCs
based on their device ID. The device ID is the long call number in canonical format (for example,
+49(5251)8-27486). Trunks are configured in the same way. To administer them, they are also
configured as devices with a device ID only known to the SCM. As the HiPath / OpenScape 4000
needs "LODEN" numbers for addressing purposes in hunt groups, trunks, and, RCG groups, the
"Address Translation Service" (SAT) converts the device ID into a "LODEN" number.

An application can use the HTTP request
http://<fgdn>:8170/mgmnt/admin/reg?getServiceForDevice=<Device ID>

to request the IP address and port number of an SCC to which a CSTA request should be sent
for a certain device.

The components SCCP and CAP TCSP actively use this Configuration Management function.
The Phone Controller in ComAssistant also uses the XML equivalent of this function as an ex-
ternal application.
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2.3.2 OpenScape CAP User Management (SUM)

User Management is the main component of OpenScape CAP. Every CTI user must be config-
ured in CAP User Management. Each user is administered using a unique user ID and assigned
a password. You can also allocate users to devices/switching systems and assign access rights/
licenses to devices/users as described in Section 7.3, "User" and Section 7.5, "License Man-
agement".

CAP User Management can be linked to Windows User Management.

An application can use the HTTP request
http://<fgdn>:8170/mgmnt/auth/reg?authenticate=<user Id>&pass-
wd=<Password>&encoding=B64

to authenticate a user and the associated password.

The components SCCP, SCC, and CAP TCSP actively use this User Management function. The
Phone Controller in ComAssistant also uses the XML equivalent of this function as an external
application.

233 OpenScape CAP License Management (SLM)

License Management is used by OpenScape CAP components and applications based on
OpenScape CAP.

License keys can be installed by selecting the appropriate menu options. These license keys
include an application ID and the number of client licenses available.

Demo licenses are available.

The license keys CAP-E (Entry), CAP-S (Standard), and CAP-A (Advanced) enable associated
client features. Additionally, application-specific licenses can be used as well. These are equiv-
alent to CAP-A licenses. They are used e.g. by OpenScape CTI applications SimplyPhone for
Outlook (SimplyPhone O), SimplyPhone for Lotus Notes (SimplyPhone N), and ComAssistant.
"XPhone" (c4b) is the first external application to use CAP License Management.

Alicense is assigned to a device. Licenses can be assigned in the course of device configuration
or through automatic assignment during license verification; they remain assigned to the device
afterwards.
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License variants

Entry client (CAP-E) Only the "MakeCall" feature is supported.

Standard client (CAP-S) All features are supported with the exception of ACD fea-
tures.

Advanced client (CAP-A) All features are supported including ACD features.

Linux client (CAP-L) In addition to a CAP-E / CAP-S / CAP-A or application-spe-
cific license, a CAP-L license is required in case the CAP
installation is hosted on a Linux server.

The following table provides an overview of the various marketing packages.

License per 1 10 25 100 |site >500
channel

Entry / CAP-E X

Standard / CAP-S X X X X

Advanced / CAP-A X X X X

Linux / CAP-L X X X X X

Media FAX / CAP-FM X

Application License for internal applications

- HiPath ProCenter / OpenScape Call Canter Application
- HiPath SimplyPhone family

- HiPath Com Assistant

- etc.

and for selected OEM applications

Application license implicitly includes CAP client license

Initially, an application must register itself to CAP (authentication) by providing an application ID.
This application ID must match one of the installed licenses. License verification is performed
for every request sent by this application to the CAP for a specific device. If the relevant client
license has been assigned to this device, the request is forwarded to the PBX.

Please note that CAP-L licenses are claimed implicitly by CAP software depending on the in-
stallation environment; an explicit registration for CAP-L is not required nor reasonable.

The CAP components use the HTTP request
http://<fgdn>:8170/mgmnt/admin/reg?registerLicense=<ApplicationID>&
userId=<DeviceID>

to check if a device has been assigned the required license before they can forward a request.
External applications can also use the same request or its XML equivalent to check if a device
configured in the specific application has been assigned an appropriate license.
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Conclusion: License verification is always performed.

Exceeding the number of client licenses

If the number of client licenses installed for an application is exceeded, temporary licenses with
two-month validity are assigned. At the same time, notification is sent via e-mail to a specific e-
mail address. All temporary licenses are marked by a "*". When the period of validity expires,
requests for these devices are rejected.

234 Address Translation Service (SAT)

The "Address Translation Service (SAT)" is responsible for always managing the phone num-
bers in international or canonical format in communication between an application and the
SCCP or the SCC. Canonical and international formats have been specified in the ECMA CSTA
[ll Standard.

2 It converts a dialed number from international or canonical format into a diallable number.
The "Overlapping" between extension and a part of the LDC (Local Destination Code) is
considered.

» It converts the phone number of the monitored device from an international / canonical for-
mat to a format the PBX can handle. Here, "Overlapping" is considered too.

» It converts the phone number transmitted in an event or in a response from the formats
"extension"”, "NAC number" (Node Access Code precedes number), "PNP number" into ca-
nonical format so that an application can always uniquely assign this event to a device, can
search in a corporate directory or can perform a call.

»  For addressing non-station devices (trunks, hunt groups, route control groups) on HiPath
/ OpenScape 4000, it converts the switch internal identification ("LODEN") to the number
configured in CAP.

> For a succesful SAT conversion all of the devices must be configured in CAP database.
There's only one exception to this rule: devices with VNR number which do not appear in
canonical form in any C->S direction CSTA message and the required setting is activated.
(For a detailed description see CAP ADG Vol. 1 Chapter 4.1 SAT and Chapter 5.6 Non-
unique numbering plan.)

For downward compatibility, a legacy mode has been introduced. In legacy mode address con-
version is switched off, so CAP3.0 behavior concerning devidelDs is the same as in CAP2.0.
Legacy mode can be set for the whole CAP installation or for specific SCCs. It cannot be set for
specific applications, however. Activation / deactivation is controlled by configuration files (see
Section A.2.15). Changed configuration settings become effective only after restarting the ser-
vice.

The following diagram shows the integration of SAT in CAP V3.0 (interfaces 1, 2, 3, 4) as well
as additional interfaces affected by SAT (5, 6).

A31003-G9330-1100-18-7620, 09/2024
11 OpenScape CAP V3, Common Application Platform, Service Documentation



Overview
OpenScape CAP Management

S

Starter * ‘ SCCP/Application ‘
CAP @ @

Management SAT SC?XXX

Y

@ CAXXX

)
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IF1: SAT is started by the CAP Management Starter service and cannot be stopped and restart-
ed using the Diagnose Agent, only can be restarted by restarting the whole OpenScape CTl ser-
vice.

IF2: On startup, SAT retrieves the list of SCC data from CAP Management. In case of modifica-
tions, CAP Management notifies SAT and passes the modified data (push). SAT retrieves device
data as well from CAP Management in specific situations.

IF3: On startup, SAT gets configuration data like TCP port, log level or "Legacy Mode" from the
SatServer.cfg config file.

IF4: Conversion orders and conversion results are exchanged between SAT and SCC via this
XML interface. By default, port 8999 is used for this communication; a different port can be set
in the config file (see Section A.2.15, "SAT configuration files").

XML commands may contain tags as follows:

> ConvertToDiallable:
convert international / canonical number to PBX diallable format

»  ConvertToSFR
convert international / canonical number to PBX SFR format

> ConvertToSwitchFormat
convert international / canonical number or trunk to respective PBX format (like the LODEN
for trunks)

»  ConvertToPbxDeviceNumber
convert a trunk identified by network wide canonical number to the respective PBX format
(like LODEN)

> ConvertToCanonical
convert PBX specific number or trunk identifier (like LODEN) to international / canonical
number or trunk identifier

A31003-G9330-1100-18-7620, 09/2024
OpenScape CAP V3, Common Application Platform, Service Documentation 12



Overview
OpenScape CAP Management

SatEntry - embracing subsequent tags

DevicelD
number in CSTA Ill format, including all sub tags like typeOfNumber

CallingCalledInfo
call control characterization of number; possible values are Callinglncoming, CallingOut-
going, Calledincoming, CalledOutgoing

CallingPbxId
identification of respective PBX in CAP Management (termed Sccld there)

PerformedInfo
feedback for conversion; possible values are OKCanonicalNo, OKDialingNo, OKSFR, OK-
DeviceNumber, NoTransMgmt, NoTransParam, OKAIreadyFormatted

IF5: This interface has been available in CAP V2.0 already. In case "Legacy Mode" has been
switched off, CSTA device IDs will be modified here by SAT invocation.

Coming from an application, CSTA Il devicelD formats are supported as follows:

?

?

?

Dialing number, canonical format (e.g. +49(89)722-1234)

Dialing number, international format (e.g. +49897221234)

SFR number, canonical format (e.g. N+49(89)722-1234)

SFR number, international format (e.g. N+49897221234)

SFR number with name, canonical format (e.g. N<+49(89)722-1234>John Doe)
SFR number with name, international format (e.g. N<+49897221234>John Doe)

Other formats without preceding + sign are not converted by SAT but passed on to the PBX
without modification.

Going to an application, CSTA Ill devicelD formats are supported as follows:

?

?

?

?

?

SFR number, canonical format (e.g. N+49(89)722-1234)
SFR number, international format (e.g. N+49897221234)
SFR number with name, canonical format (e.g. N<+49(89)722-1234>John Doe)
SFR number with name, international format (e.g. N<+49897221234>John Doe)

In case a number received from the PBX cannot be converted, it is passed on to the appli-
cation without modification. In this case, "typeOfNumber" is set to "dialingNumber" or "oth-
er" depending on whether a dial string has been detected or not.

IF6: This interface has been available in CAP V2.0 already. It is not affected by SAT operation -
no adaptations are required in CAs or PBXes.

13
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Please note that for successful address conversion in SAT it is indispensable to have PBX/SCC
data (like country codes of communicating PBXes) properly configured in CAP Management.

A Callinglncoming number originated in a foreign PBX can be converted
— ifitis a public number (like 0030..., incoming call from Berlin)

— ifitis mapped in a PBX specific numbering plan, a private numbering plan (PNP) or
as an extension in case the respective device has been configured in CAP Manage-
ment (e.g. 991234, with 99 as inter-PBX dialing code)

In case you need address conversion throughout a PBX network even for devices / PBXes that
are not managed through CAP, it is required to configure "virtual SCCs" and import all of the de-
vices for these PBXes. See Section 6.5 for details.

For successful translation from diallable number to international or canonical format, it is import-
ant that the exit code for national/international calls configured for a switch must not be used as
leading part of any device number on that same switch (e.g. for a switch using "20" as exit code,
no device with a number starting with "20..." is allowed in that switch).

2.3.5 PBX Information

The PBX information service (SPI) is a new service to facilitate data synchronization between
CAP and PBX. Complementing the import facility which is based on import files to be provided
by external sources, SPI establishes a direct connection to the PBX administration to retrieve
user and device data without need for intermediate files.

SPI can be invoked from the CAP Management GUI; it is currently supported for HiPath / Open-
Scape 4000 connectivity only (see Section 6.2.3).

2.3.6 CallldRepository

The internal "CallldRepository" service is not directly visible for any application. Its task is to ad-
minister the call ID originally assigned throughout its existence (from start to finish) and to for-
ward it to an application over the SCC.

This service has been provided for HiPath / OpenScape 4000 connectivity only; it is not required
except for very specific application scenarios. Accordingly, it is switched off by default.

2.3.7 Open LDAP Server
The "Open LDAP Server" manages all configuration data for the CAP.

A31003-G9330-1100-18-7620, 09/2024
OpenScape CAP V3, Common Application Platform, Service Documentation 14



Overview
OpenScape CAP Management

2.3.8 OpenScape CAP Fault Management (SFM)

Although OpenScape CAP Fault Management is provided on the OpenScape CAP CD for stra-
tegic and sales reasons, it should still be considered fully separate from the other OpenScape
CAP services. Information on OpenScape CAP Fault Management is contained in a separate
manual, the "OpenScape CAP Fault Management Developer’s Guide"; installation and config-
uration are also dealt with there.

OpenScape CAP Fault Management consists of six DLLs. Rather than a stand-alone service, it
is connected to the Windows SNMP service. Windows-based programs can be managed by
OpenScape Fault Management by integrating these DLLs. An ADG is provided for this.

CAP FM supports the following features:
> Auto Discovery
> OpenScape MIB-based information

> Trap notification

In addition to the information available via MIB |, OpenScape Fault Management contains in-
formation on the CAP FM applications supported and the processes to be monitored. In the
OpenScape Fault Management direction, traps are either forwarded over the CAP FM SNMP
agent or the CAP FM agent creates them based on specially marked messages in the Event Log
window.

The following diagram provides an illustration of Auto Discovery initiated by OpenScape Fault
Management for a Windows PC with an active SNMP agent, Xpressions 450 installed, and in-
tegrated OpenScape CAP FM.

A31003-G9330-1100-18-7620, 09/2024
15 OpenScape CAP V3, Common Application Platform, Service Documentation



Overview
OpenScape CAP Management

Windows PC HiPath/OpenScape Fault
Windows
o Management # MIB II
I
Windows SNMP HiPath FaultManagement i
5 000 M
(SNMP Agent) LAN (SNMP Manager) e
HiPath CAP FM HiPath MIB
(HiPath MIB) (HiPath CAP FM)
SKNMP Traps | Generation
2 b 18 et et mEs
Wimdows P ——————— e
Error Log Xpr12/12 Tl [y EECH
3 InfoStor exe Tl = L]
TsdnApl exe B e e T T T i
MTA exe B —-.f.w:-,-.-..m U
Application MailApl.exe 0] el e e
(Xpression) NameLoc.exe e e, e e
NotApl exe 2 ==:a,::: meaies v 10 m v s :...:..l
PrintApl exe 5 _-u:l-:asm._u:m T
RepApl exe Bl e
SmitpApl exe j =
TepApl.exe B
\‘_.-’eb_-\.pl.exe | e . el
XnwSve. exe | — |

Administration of CAP with OpenScape Fault Management

CAP provides an XML interface that is automatically recognized by OpenScape Fault Manage-
ment. A connection to the OpenScape CAP Diagnostic Manager is set up over this interface.

Information on the statuses of the various CAP processes are cyclically retrieved by OpenScape
Fault Management and displayed on the FM desktop. There is also a direct link to the Diagnostic
Agent in OpenScape Fault Management.
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2.4 OpenScape CAP operating modes
OpenScape CAP supports two different operating modes:

Single domain native mode

HiPath / OpenScape 4000 with CSTA Il ASN.1 interface only

Multi domain harmonized mode

CSTAIIIASN.1, CSTA XML, Microsoft TAPI, JTAPI, Microsoft WAVE API (HiPath 3000 and
HiPath / OpenScape 4000 only), XML Phone Service (HiPath 4000 only)

The PBXs, protocols, and encoding variants supported differ depending on the operating mode.
For details on the individual operating modes, see Chapter 9, "Operating Modes".

For detailed information on the services supported, refer to the OpenScape CAP Prospect, the
OpenScape CAP Technical Information, or the OpenScape CAP ADG. These documents pro-
vide an explicit list of all services supported for the individual PBXs in "native mode" and "har-
monized mode" for the various protocols and encoding variants.

241 Explanation of terms
Single domain Only one PBX, SCC connection.
Multi domain One or more PBXs, SCCP connection,

different types of PBXs possible

Native mode Proprietary protocol elements of CSTA, standard and private ser-
vices are supported.

Harmonized mode Only standard CSTA services are supported.

Single domain native mode is used for the CTI connection of existing applications without the
need for changes in the application software. The application is unable to detect the presence
of OpenScape CAP.

Multi domain harmonized mode is used in modified form by the Phone Controller in ComAs-
sistant. CAP TCSP uses it too. Additional applications are currently being developed. An appli-
cation must support CAP’s new ACSE_AARQ, extensions in long canonical format, and call IDs
containing eight bytes.

A31003-G9330-1100-18-7620, 09/2024
17 OpenScape CAP V3, Common Application Platform, Service Documentation



Overview
OpenScape CAP components

2.5 OpenScape CAP components

The components SCC, SCCP, CA4000 and CAP TCSP offer a number of combination options
for setting up connections between an application and various PBXs.

The following diagram is a structural illustration of CAP in "multi domain harmonized mode".

H300 is out of support.

APP 1 APP 2 ‘ APP 3 ‘ ‘ APP 4 ‘
CSTA ASN.1| | CSTA XML TAPI JTAPI
CAP V3.0 ; 5 :
SCCP SCCP SCCP TCSP
L O P LT T PR ] -% --------------------- -
C T [ ] : ; _
LM | [Fm | [um ] [cm :
W VF VT sSCC sSCC scc scc sCC
I_CAP Management HP4000 HP4000 HP4000 HP8000 HP3000
Interface Configuration - - - -
to HiPath User Management
Momt . H
License Management H
Fault Management CA4000 | | CA4000

Onenscape : :
scu 3 -HCL - -
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251 Call Control Service Proxy (SCCP)

SCCP is a CAP component that supports "multi domain mode". SCCP provides a TCP/IP con-
nection port for applications. The first request to the SCCP after connection setup must be
ACSE_AARQ.

This includes:
— User name
— Password
— Application ID
— CSTA version
— Native mode = true/false

An application must authenticate itself at SCCP with a valid CAP user name/password. The
SCCP uses CAP Management’'s SUM component for this.

SCCP saves the application ID for client licensing of subsequent requests; it uses CAP Man-
agement SLM for this. The SCCP saves successful CTl user license verification actions for 3600
seconds.

The CSTA version defines the type of CSTA Ill encoding in which the following requests are
transmitted.

The CSTA XML protocol is used for communication with the JTAPI application. The JAR files
supplied by CAP must have been imported by these applications for this.

Native mode = true/false defines whether the following requests contain proprietary protocol el-
ements and if extended scope and "private services" should be supported.

SCCP configuration parameters

An SCCP is not set to "native mode" or "harmonized mode" by configuration. Instead, the vari-
ous operating modes are activated by the identifier "native mode = true/false" in ACSE_AARQ.

Different SCCP positions are defined with configuration parameters:

For the application An application connects to an SCCP over an IP address and a port
opened by SCCP.

Local position The name of the CAP cluster PC on which the SCCP should run.

To the PBX The direction cannot be configured. An SCCP only connects to

SCC instances. It determines the IP address and the associated

port of an SCC through the CAP Management SCM. To do this, the
extension must be transmitted in long canonical format for every

initial request.
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252 The Call Control Service (SCC)

The SCC is a CAP component with a connection to a PBX. An appropriate SCC variant is used
for each of the PBX types supported by CAP.

Every SCC is managed by a configured service node ID. This ID must be unique and can be
random except in cases where user data is imported at a later point. Additionally, every SCC is
assigned the call numbers of the PBX connected.

SSC configuration parameters

In multi domain mode, the protocols and the encoding variants CSTA Ill ASN.1, CSTA XML
are supported in the SCCP direction while NetTSPI is supported in the CAP TCSP direction.

In single domain native mode, applications are linked directly to an SCC (HiPath / OpenScape
4000 only). The SCC4000 is permanently configured in one of the protocol variants "CSTA I
ASN.1" or "ACSE (CSTA lll ASN.1)".

Different SCC positions are defined with configuration parameters:

For the application An SCCP, CAP TCSP or an application connects to an SCC over
an |IP address and a port opened by the SCC.

Local position The name of the CAP cluster PC on which the SCC should run.

To the PBX The direction to a PBX is defined on the basis of an IP address and

port number connected to SCC.

SCCHiPath3000 connects directly to the HiPath 3000.
HiPath 3000 can also be connected over Sy and V.24.
SCCHiPath4000 connects to CA4000.

2.5.3 The Connectivity Adapter 4000 (CA4000)

CA4000 converts the proprietary HiPath 4000 CTI protocol (ACL-C+) into a standardized proto-
col (CSTA). The connection to HiPath 4000 can be set up over ATL, the WAML and the SL100/
200. CA4000 supports CSTA Il or ACSE (CSTAIII) links in ASN.1 encoding. CA4000 is always
configured together with the associated SCC in CAP Management.

CA4000 configuration parameters

The IP address of HiPath 4000, a PBX link number, and a sub-application number are config-
ured for communication with HiPath 4000. For SCC - CA4000 communication, an IP address as
well as a port (1025 - 5000) is configured.

PROBLEMS WITH CA4000 AND WINDOWS SERVICES:
>  Note that Windows Task Scheduler and the Windows logon service seize ports in the
range 1025 - 1299 which can change every time the relevant service is restarted.
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254 The CAP TAPI Service Provider (CAP TCSP)

CAP TCSP is a CAP component that supports "multi domain harmonized mode". It provides the
TAPI Service Provider Interface (TSPI) to applications based on Windows TAPI. lts multi domain
capability is based on the use of CAP SCM; it communicates directly with the SCC over a pro-
prietary protocol (NetTSPI). Simultaneous connection with multiple SCCs is supported.

CAP TCSP configuration parameters

CAP TCSP is installed via a separate setup facility (setupTapi.exe). After installation, it appears
in the Advanced tab under "Phone and Modem Options" and is started via the Windows "Tele-
phony" service.

Configuration parameters include the IP address or the PC name of the CAP Management com-
puter and the CAP Management port number (default 8170). The various lines are configured
with the device ID (long call number in canonical format). They must be configured in the SUM.
Automatic synchronization is possible between CAP TCSP lines and all CTl users configured in
CAP. However, this is only advisable if required by a corresponding application. Like an external
application, CAP TCSP uses the SUM for authenticating users (devices). Default passwords
must be modified during initial login. A connection is not set up with SCC until after successful
authentication. Client licensing is automatically performed by an internal SCC routine. This
starts linear with the application ID "CAP-A", "CAP-S" and ends with "CAP-E". TAPI applications
can supply individual application IDs for licensing.
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"XML Phone Service (XMLPS)" is an application based on an SCCP configured in CAP. It pro-
vides a new XML interface for external applications. XML applications use the standard HTTP/
HTTPS protocol for communication with the XMLPS. XMLPS applications can use terminals as-
sociated with a HiPath 4000 or HiPath 3000 as input/output devices (e.g. OpenScape uses XM-
LPS). WAP terminals (for example, optiPoint 600) or mobile phones can use an optional WML
adapter to access these applications. The XML Phone Service consists of three main compo-

nents:

> OpenScape CAP XMLPS Phone Server Process (sxmlps.exe)
This process is the component that connects to SCCP

> OpenScape CAP XMLPS Invoke Interface

This interface is used to operate the terminals (display, key LEDs)

> OpenScape CAP XMLPS Converter Servlets

The converter consists of Java servlets that convert XML into WML. Cisco WAP Phone
conversion is also supported (CAPPhone Syntax to CiscoPhone Syntax, CiscoPhone Syn-

tax to CAPPhone Syntax).

CAP

XML Phone
|_ Server 1

PBX

CAP Management

Invoke
Interface

XML 3
Converter

GUI

LAN/Web

XML phone

service
application
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The XML Phone Server operates as a browser and treats the terminals as endpoints with:
> atwo-line display,

> audio indicator (beep),

> application keys with associated LED,

> menu item selection keys,

> OKkey,

> the normal keypad as an alphanumeric keypad.

If an application key is pressed at the terminal, the XML phone application starts by calling the
configured URL that is associated with this button in the CAP. In response, the application uses
the invoke interface to send a CAPPhone object (as a HTTP response with the MIME type: XML)
that should be processed for the terminal where the button was pressed.

The application can

> show a text message on the display,
»  generate a signal tone,

»  set the LED status.

The XML Phone Service comes with a number of simple but useful applications named "On A
Button Suite™:

»  EasyLookup
Allows searching in an LDAP directory without using a PC. In a call, the function retrieves
available information on all parties involved in the call from the LDAP directory. Otherwise,
a manual search for names or phone numbers in the LDAP directory is possible. Names
and, where applicable, additional information is presented on the phone display. Available
information may be used for dialling an outgoing call as well.

» Easy See
At the push of a button, data on all parties involved in a call is retrieved from the LDAP di-
rectory and is presented as a "phone card" on the PC.

»  EasyShare
Starts NetMeeting on all PCs assigned to the parties connected via the call (over SysTray).

»  EasyMail
Opens a new e-mail for all parties connected via a call.

»  EasyConference
Allows for creating / joining conferences via your phone; for proper operation, it requires
an MMCS board to be installed in your HP4000. It operates with MMCS "Master Confer-
ence Rooms" only, providing the conference master with a convenient interface for con-
trolling the conference. Other parties involved in the conference do not need the EasyCon-
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ference application. The master gets a notification on his/her phone by display, sound and

a flashing EasyConference key as soon as the first party has entered the conference room.
The master has the option to

- enter the conference room

- display parties currently present in the conference room
- remove single parties from the conference.

Additional information on the XML Phone Service is available in the XMLPS Application Devel-
opers’ Guide which comes with the CAP documentation; after CAP installation, it is available on-
line as well via the URL http://<CAP host>:8172.
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3 System Requirements

This chapter describes all hardware and software requirements for installing OpenScape CAP.
Some CAP components may be installed both on the central server PC and on remote or client
PCs. The complete installation procedure is described in Chapter 4, "Installation".

3.1 Hardware requirements

The following is a list of the hardware requirements for the server PC and for the remote PCs (if
any). All affected PCs must be connected to a common network.

3.1.1 Central server PC (for CAP Management)

All OpenScape CAP server components must be installed on the central server PC (for exam-
ple, OpenScape CAP Management or the CAP Call Control Services).

Minimum requirements

»  processor with at least 2GHz

> Atleast 1 GB main memory

> Approx. 1 GB free hard disk place (10 GB is recommended for an adequate logging)
NOTE: If VM-Ware is used, then the minimum requirement of CAP is not 1GB, but 2GB memory.
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Depending on the structure of your system, we recommend opting for over-equipped PCs rath-
er than under-equipped ones that fall short of the minimum requirements. The following table
outlines which PCs should be used for which configuration levels:

Configuration PC type
Call Control
no

small

medium

large

O W > > >

very large

Call Control

> small up to 100 users

> mediumup to 500 users

> large up to 2,000 users

> very largeup to 20,000 users

PC type

> A 2GHz /1 GB RAM /40 GB HD (minimum requirement)

> B 2 GHz /4 GB RAM /60 GB HD (minimum requirement)

> C Distributed system consisting of PC types B or multiprocessor power PC with at

least 8 GB RAM
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3.1.2 Client PCs (for CAP ServiceStarter)

Client PCs are additional network-based PCs on which CAP ServiceStarter is installed in distrib-
uted installation scenarios. They can include OpenScape CAP components, such as call control
services or connectivity adapters. Requirements depend on the number and type of components
to be supported. Thus the following data is only provided as a guide. In addition, CTl applications
also run on the client PCs.

Minimum requirements
» atleast 1,6 GHz CPU

> Atleast 1 GBmain memory

> Approximately 800 MB of disk space

3.1.3 Communication system

Ensure that the communication system (e.g. HiPath / OpenScape 4000, HiPath 3000, etc.) with
which OpenScape CAP is to operate is fully functional. One of the connection options supported
by the communication system and OpenScape CAP must be available (for example, over a
TCP/IP connection).
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3.1.4 VMware requirements

The following tables summarizes the VMware requirements for CAP 3.0 SMR13 and SMR14 re-
lease in case the system is set up in a virtual environment.

OpenScape CAP Management V3.0 SMR13 and SMR14

General Product |Operating System Please see the Release Notes for the current
Info supported Windows versions.

Native Redundancy No

Support

Redundancy Strategy |-

Voice/Video Media Ter-|No

minating

Voice/Video Signalling |No
Traffic

Other Real-Time criti- |No
cal requirements

Table 3-1 Supported VMware features
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OpenScape CAP Management V3.0 SMR13 and SMR14

VM Feature vMotion Support Yes
Compatiblity Restrictions / Limitations: vMotion should not
be used during business hours on high load
system.
High Availability (HA) |Yes
Support
Fault Tolerance (FT) [No
Support

Site Recovery Manag- | Yes

er (SRM) Support Note: All VMware requirements (incl. Hard-
ware) and best practices have to be fulfilled.
The network between the data center sites has
to be a transparent layer 2 network which pro-
vides identical enviroments in both locations.

Backup with vStorage- | Yes

APIs for Data Protec- |Note: vStoreage APIs can be used as an addi-
tion tional backup layer for image level backups that
allow to restore vitual disk contents after a disk
failure fast.The standard backup mechanism
normally used in physical deployments have to
be applied in addition.

VMware Tools Support | Yes
Note: Installation of VMware Tools is recom-

mended.
Virtual Appliance No
(vApp) Support
Table 3-1 Supported VMware features
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OpenScape CAP Management V3.0 SMR13 and SMR14
Small- |Depl.1 [Depl. 2 |Depl.2 Depl. 3 [Depl. 3 |Depl. 4 Depl 4.
est
Depl. |[Depl. |[Single |Single |Multi Multi Multi Multi Multi Multi
Scenar-|Scenar- || Node Node Node Node Node Node Node Node
ios io
Num- 1 1 Fron- Back- Fron- Back- Fron- Back-
ber of tend end tend end tend end
Nodes Server |Server |Server |Server |Server |Server
Max 500 Us- [5.000 10.000 |{10.000 |30.000 [30.000 [50.000 |50.000
Users |ers Users |Users |Users |Users |Users |Users |Users
vCPU |vCPU |1 2 1 2 1 2 1 2
vCPU |24 GHz|2.4 GHz|2.4 GHz|2.4 GHz|2.4 GHZz|2.4 GHZz|2.4 GHz|2.4 GHz
Freq.
(min)
vCPU |Normal |Normal |Normal |Normal |Normal |Normal |Normal |Normal
Shares
vCPU |0 0 0 0 0 0 0 0
Reserv.
Issues resulting from CPU contention cannot be addressed towards the ap-
plication.
vCPU |unlimit- |unlimit- |unlimit- |unlimit- |[unlimit- [unlimit- [unlimit- |unlimit-
Limit ed ed ed ed ed ed ed ed
vRAM |vRAM (2 GB 2 GB 2 GB 2 GB 4 GB 4 GB 4 GB 4 GB
vRam |Normal |Normal |Normal |[Normal [Normal [Normal [Normal |Normal
Shares
vRam |2 GB 2 GB 2 GB 2 GB 4 GB 4 GB 4 GB 4 GB
Reserv.
vVRAM |unlimit- |unlimit- |unlimit- |unlimit- |[unlimit- [unlimit- [unlimit- |unlimit-
Limit ed ed ed ed ed ed ed ed
Table 3-2 VMware requirements for different deployments
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OpenScape CAP Management V3.0 SMR13 and SMR14

Small- |Depl. 1 |Depl. 2 |Depl. 2 |Depl. 3 |Depl. 3 |Depl. 4 |Depl 4.

est
vNIC |VvNIC 1 1 1 1 1 1 1 1
(No.
Req‘d)

vVNIC  |VMX- |VMX- |VMX- |VMX- |VMX- |VMX- |VMX- |VMX-
Type NET3 |NET3 |[NET3 |NET3 |[NET3 |[NET3 |NET3 |NET3

vNIC Yes Yes Yes Yes Yes Yes Yes Yes
Manual
MAC
(See
note)

Net- 400 400 400 400 400 400 400 400
work Kbsp Kbsp Kbsp Kbsp Kbsp Kbsp Kbsp Kbsp
Band-
witdth
(esti-
mated
reqm‘t)

Table 3-2 VMware requirements for different deployments
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OpenScape CAP Management V3.0 SMR13 and SMR14
Small- |Depl.1 |Depl.2 [Depl.2 |Depl. 3 |Depl. 3 |Depl. 4 |Depl 4.
est
Sto- vDisk |1 1 1 1 1 1 1 1
reage |[(No.
(vDisk) |Req‘d)
vDisk |60GB |60GB |60GB |80GB |135GB |265 GB (135 GB |265 GB
Size
vDisk Size is the total amount of storeage needed for the operating system,
the application, and the application data.
vDisk |Snap- |Snap- |Snap- |[Snap- |Snap- |[Snap- |Snap- |Snap-
Mode |shot shot shot shot shot shot shot shot
vDisk |thick thick thick thick thick thick thick thick
Format |layz-ze- |layz-ze- |layz-ze- |layz-ze- |layz-ze- |layz-ze- |layz-ze- |layz-ze-
roed roed roed roed roed roed roed roed
Addtl |NO NO NO NO NO NO NO NO
Storage
Sto- ~200KB | ~200KB [~200KB |~50KB/ |~200KB [~50KB/ |~200KB |~200KB
reage |/sper |/sper |/sper |sper /s per |s per /s per |/s per
Throug |SCC SCC SCC SCC SCC SCC SCC SCC
hput
(esti-
mated
reqm‘t)
Storeage throughput depends on log level and load.
Sto- 2 per 2 per 2 per 2 per 2 per 2 per 2 per 2 per
reage |SCC SCC SCC SCC SCC SCC SCC SCC
IOPS
(esti-
mated
regm‘t)
Maximum 10 SCCs are allowed per Frontend server.
Table 3-2 VMware requirements for different deployments
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3.2 Software requirements

The following is a list of the software requirements for the server PC and for the client PCs (if
any).

3.21 Central server PC / client PC

Operating system

»  Please see the Release Notes for the current supported Windows versions.
> SUSE Linux Enterprise Server (SLES) 10

> SUSE Linux enterprise Server (SLES) 11

Web browsers

It is recommended that a Web browser be available on the server PC for tests and configuration
tasks after initial installation.

3.2.2 WEB client PC

PCs that set up a connection to OpenScape CAP Management are known as WEB
> client PCs. These are not the PCs on which the CAP ServiceStarter is installed!

Operating system

The operating system on the client PC is not subject to any restrictions. As well as Windows op-
erating systems, you can also use UNIX, Linux, MacOS, etc.
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Web browsers

> Internet Explorer 8.0 and above
»  Firefox 10.x and higher

> Chrome 24.x and higher

REMARK: Problems might occur with the newest versions of Internet Explorer (version 10 or
11). It is recommended to use the Compatibility mode.

The Web browser must support and permit JavaScript and cookies. Internet Explorer must be
set so that every time a page is loaded it checks whether a new version of this page exists (can
be set under Tools | Internet Options | Temporary Internet files | Settings | Check for newer
versions of stored pages: Every visit to the page).

CAP Management operation is only guaranteed with the named browser versions.
> Please note that Netscape is no longer supported.

3.3 Additional installation prerequisites

> The host name mustn't include any non-standard characters. Standard characters include
letters(A-Z, a-z), digits(0-9), and hyphens(-).

> The host must have a fixed and valid IP address and be entered in the DNS.
Check that name resolution is correct using the DOS command ns1ookup and the input
<PC name> Or <IP address>.

> If there is more than one NIC installed on the PC, the first NIC must be connected to the
customer LAN.
Check that the NIC binding is correct by sending a PING to the actual PC name. The IP
address of the customer LAN should be sent back in response to this PING.

The NIC binding can be altered by selecting the menu item Control Panel | Network and
Dial-up Connections | Advanced | Advanced Settings | Connections.

> If CAP Management is not installed on a server operating system, you must modify the sys-
tem performance options via My Computer | Properties | Advanced | Performance Op-
tions | Application response | Optimize performance for: Background services.

»  Please ensure that the cluster ID assigned to CAP Management is not used by another
CAP Management server in the same IP network.

»  For SMR13 and above Java requirements have changed significanlty. Due to licensing rea-
sons there is no built in Java in CAP anymore. For the installation Java 7 is required to be
preinstalled on the sytem.
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> Foraninstallation on a pretty recent Windows (latest security patches activated), problems
with starting the CAP Management GUI may result as by default the Internet Explorer is
set up with security setting “Allow META REFRESH” disabled. Please make sure to enable

this setting.

»  Foran installation on Windows 2003 in case the available firewall has been activated, , the
firewall blocks the multicast communication used within CAP.
Alternatives for proceeding:

»  Deactivate the firewall (undesirable in most cases)

> Configuration of the firewall explicitly for CAP (see Section 4.9.3, "Firewall configura-
tion for CAP"

> Add the name, the fullname and the IP address of the PC to the trusted sites of the
Internet Explorer via Tools | Internet Options| Security | Trusted Sites | Add.
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4 Installation

This chapter explains the entire installation of OpenScape CAP. Unlike earlier versions, the cur-
rent version for Windows comes with an MSI installer package that allows for a standard instal-
lation as well as for an installation customized according to customer requirements.

The standard ("Complete") installation takes care of installing all available CAP components on
the CAP server machine. Please refer to Section 4.1.

The customized ("Server") installation is targeted at the CAP server machine as well; it allows
for individually selecting packages for installation. Details are described in Section 4.2.

For a distributed setup, remote CAP hosts must have the "Starter" installation. Details are de-
scribed in Section 4.3.

The installation on Linux is described separately in Section 4.4.

Additional information presented in this chapter include:

> Section 4.6 describes the general proceeding common to all installation tasks
> Section 4.7 provides details of a distributed installation

> Section 4.8 describes the start sequence for CAP processes in non-distributed and dis-
tributed installations

> Installation of additional components is described in Section 4.5 (CAP TAPI Service Pro-
vider)

> Section 4.9 covers special features during installation or maintenance
> Section 4.10 describes how to uninstall OpenScape CAP

To increase transparency, only the "usual” installation tasks are explained here. There are cross-
references to other chapters in this manual and to other manuals dealing with special aspects
and troubleshooting in the event of problems during installation and configuration. Many of these
aspects are covered in Chapter 8 and Appendix A.

Typical installation scenarios, including the relationship between SCCP and SCC
7 are described in Chapter 2, "Overview".

Ensure to select an adequate scenario for the case in hand with an appropriate com-

bination of SCCP and SCC variants.

The current version of OpenScape CAP Configuration Management cannot fully

prevent a configuration of SCC instances that technically does not make sense.
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Installation sequence

To configure OpenScape CAP correctly, you must follow a precise sequence of steps:

1.
2.

w

N o o &

Obtain licenses for OpenScape CAP and applications.
Install OpenScape CAP following the procedures described below.

Configure switch connectivities as required, each of them including Call Control Services
(SCCs) with suitable Connectivity Adapters (CAs) connected to the switching host.

You may have to configure SCCPs, depending on the application to be installed.
Install licenses via CAP Management.
Configure or import devices.

Configure or import users and assign devices.

In case an application is to be installed directly afterwards:

8.

Install applications.

Requirements

Before starting the installation, you should check that the following requirements have been met:

?

?

Do you have all licenses for OpenScape CAP?

Has a Web browser been installed and configured correctly (Internet Explorer, FireFox,
Chrome)?

Does this browser support cookies and JavaScript? Are cookies allowed and is JavaScript
enabled?

Does the PC have a valid IP address, and is it administrated correctly in the DNS?

The person performing the installation must have administrator rights on the PC.

A31003-G9330-1100-18-7620, 09/2024
OpenScape CAP V3, Common Application Platform, Service Documentation



Installation
"Complete" installation

4.1 "Complete" installation

This installation is targeted at the central CAP server; it requires the most disk space but basi-
cally runs easily without any additional interaction.

From the software directory on the CAP CD, invoke setup.bat to start the installation. When
prompted for Setup Type, select "Complete" - all program features including optional features
will be installed.

4.2 "Server" installation

This installation is targeted at the central CAP server; it allows for specific selection of required
components.

From the software directory on the CAP CD, invoke setup.bat to start the installation. When
prompted for Setup Type, select "Server" to install CAP Management and CSTA services as re-
quired.

During the installation process, a selection view is presented to determine components to be in-
stalled.

‘_ﬁ! nify OpenScape CAP - TnstallShield Wizard

Custom Setup

Select the program Features wou want installed.

lick. on an icon in the list below to change how a Feature is installed.

Feature Description
:

Management Mandatory, installs the

components needed an all
- X x| Doe machines in a CAP cluster,
- ¥ | PresenceMaor

Z5TA This Feature requires S0MBE on
- % v | Switches your hard drive,

I W o~ | SCCProxy

Install ko
Z:\Program Files\Unify OpenScapeCTT,
[ Help ] [ Space ] [ < Back ][ Mext = ] [ Zancel I

The Core package contains CAP Management services; it is indispensable and must not be de-
selected.

The Management package contains online documentation which is optional.
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The AddOn package contains PhoneServices which is optional (see Section 2.5.5) as well as
UMiIntegration which is irrelevant as of today.

The CSTA package contains the selection of available switch connectivities as well as SCCP

(see Chapter 6 for a detailed description of these components). Please note that by selecting

one of the switches, all CAP parts required for connecting to that switch will be installed auto-

matically. Separate handling of e.g. SCC4000 and CA4000 for connecting to the HiPath 4000 is
no longer required.

A possible selection for connecting to HiPath 4000 only is shown in the diagram below.

15 Unify OpenScape CAP - InstallShield Wizard

Custom Setup

Select the program Features wou want installed.

v

lick. on an icon in the list below to change how a Feature is installed.

Feature Description
Care - y

" A : Install C5TA services For HiPath
Anagemen 4000 switches
Addion

C5Th

This Feature requires 35MEB on
wour hard drive,

Scchirtual

Install bo;
CProgram Files\Unify OpenscapecTI
[ Help ] | Space I [ < Back, ][ Mext = ] [ Zancel ]
4.3 "Starter"” installation

This installation is targeted at a remote host in a distributed CAP installation; it provides no se-
lection facilities.

From the software directory on the CAP CD, invoke setup.bat as administrator to start the
installation on the remote host. When prompted for Setup Type, select "Starter" - a CAP process
starter instance will be installed.
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Linux installation

Please note that CAP components must be installed completely on Linux or com-
pletely on Windows. "Mixed" Linux+Windows installations are not supported.

The description below covers particularities of the Linux installation only. Unless
stated differently here, descriptions for Windows apply to Linux as well.

Remaining chapters of this service manual do contain application hints specific to
the Windows platform in several places (e.g. when describing how to start the
"OpenScape CTI" service); for improved readability, a description of the Linux vari-
ant has not been added to all of these places. Please refer to the subsequent section
for Linux particularities.

For installation of OpenScape CAP V3.0 on SuSE Linux Enterprise Server 10, a set of rpm pack-
ages is provided (xx depending on the final release number):

?

Basic package
CAP-V3.0-R14.0xx.0.i386.rpm

CAP management package
CAP-mgmt-V3.0-R14.0xx.0.i386.rpm

Documentation package
CAP-doc-V3.0-R14.0xx.0.i386.rpm

CSTA packages for switch connectivity
CAP-Scc<system name>-V3.0-R14.0xx.0.i386.rpm
CAP-SccP-V3.0-R14.0xx.0.i386.rpm
CAP-SccVirtual-V3.0-75.0xx.0.i386.rpm

For a "Starter" installation (analogous to Section 4.3) only the basic package must be installed.

For a "Server" installation (analogous to Section 4.2) the basic and CAP management packages
must be installed. Additionally, install CSTA packages as required plus the optional documenta-
tion packages.

A "Complete" installation (analogous to Section 4.1) results from installing all available packag-

es.

441

1.
2.

Proceeding for installation on Linux

Login as "root" on the Linux system

Install rom packages as required
rpm -U -h -v <package_1> [ <package_2> ...]
(-h to display a progress bar, -v for verbose information)
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6.

Itis possible to install multiple packages together; in case packages are installed one after
the other, make sure to observe the correct sequence: start with the basic package, then
install the CAP management package and finally remaining packages in any sequence. In
case the correct sequence is not observed, rpm will issue respective error messages.

Change to the installation directory - it is in "/opt/” and called “HiPathCTI"

Delete the following entry in /etc/hosts:|
127.0.0.2 servername.domain.com servername

Invoke the configuration tool
./bin/tools/configure.sh

or explicitly
/<install_path>/bin/tools/configure.sh

The configure. sh configuration tool stores the host name and the IP address of the PC
on which installation is performed in configuration files.

Depending on the Linux system configuration and the root user environment, this will open
either a graphical interface (if an X server is running that can be accessed by the user)
which is identical to the Windows installation GUI, or a text based interface. This allows to
install and configure CAP as well remotely like via an ssh connection.

Check configuration by pressing Verify button.

The graphical user interface has already been described for Windows. Subsequently only differ-
ences between the text based and graphical configuration interfaces are described.

The console for text based configuration must have a minimum size of 80x25 char-
acters; otherwise some presentation problems might result.

Text based configuration has been designed similar to the graphical configuration; due to limited
presentation facilities, some restrictions apply:

?

?

Navigation is controlled by cursor keys; there is no support for mouse controls.

Selecting a check box ([]) is possible via space key; buttons (blue) can be pressed using
the return / enter key.

The sequence of configuration dialogs is identical in text based and graphical user inter-
faces.
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Network connection dialog

The "Network Address" field provides a pull-down menu that can be opened via Return / Enter.
Selection is possible via cursor keys, using Return / Enter for confirmation.

In case the respective IP address is not available in the list, use the <Add> button to enter a new
address. If a correct IP address has been entered, it is shown in the pull-down menu subse-
quently.
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Cluster dialog

The "Cluster Id" field provides another pull-down menu. Once again use the <Add> button to
define a cluster id of your own.

The entry subsequently is shown in the pull-down menu.

All other functions are presented identical to the graphical configuration dialog.
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4.4.2 Starting and stopping CAP services on Linux systems

CAP services on Linux systems are controlled by the init daemon as usual:

/<install_path>/bin/tools/cti.rc [start|stop|forced_stop|sta-
tus|restart]
for CAP services on the server PC

/<install_path>/bin/tools/cti.rc [start|stop|forced_stop|sta-
tus|restart]
for CAP services on the starter PC

start - start the service

stop - stop the service via "soft shutdown"
forced_stop - stop the service via "kill"
status - status query

restart - is identical to a stop - start sequence

4.4.3 Upgrade installation on Linux systems

Upgrading is similar to installing. (See previous sections.)

4.4.4 Uninstallation on Linux systems

As general rule, rpm uninstallation can be done in reverse order of the installation process.
1. Login as "root" on the Linux system

2. Create an overview of installed CAP packages
rpm -g -a | grep CAP
(-g for query, -a for all)

3. Uninstall rpm packages, first the Doc and SCC-s rpms, than the “mgmt” package and basic
package last.
rpm -e -v <package_1l> [ <package_2> ...]
(-v for verbose information)

Important

Because of the dependency chain the CAP-mgmnt rpm must be the last one to be unin-
stalled.
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4.4.5 Additional issues on Linux systems

When using the web-based CAP Management user interface in a browser on Linux systems,
there are no differences compared to Windows systems.

It's only the operation of the diagnostic agent that might require special attention: For the diag-
nostic agent to be brought up correctly in a browser, a plugin for the installed JRE must have
been installed on the respective system / browser. On Linux systems, this installation regularly
will be handled by an administrator due to security reasons; it will not be done "on-the-fly" if
during start-up of the diagnostic agent it becomes evident that the plugin is missing.

Accordingly, if problems are encountered during start-up of the diagnostic agent on a Linux sys-
tem, have your administrator check that the appropriate plugin is available.
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4.5 Additional packages

There are additional installation packages that due to operational and technical constraints have
not been included in the CAP MSI installer.
OpenScape CAP TAPI Service Provider

For clients connecting to CAP via the TAPI interface, the TAPI Service Provider must be installed
locally on the client machine.

From the software directory on the CAP CD, invoke setupTapi . exe to start the installation.
For details on TAPI installation and configuration, please refer to the specific TAPI Service Pro-
vider documentation included on the CAP CD.

4.6 General installation proceeding

For all installation variants via CAP.msi installer, please proceed as follows:

1. Insert the installation CD in the CD/DVD drive of the relevant PC and invoke the setup by
double-clicking the following file:

<CD/DVD drive>:\software\setup.bat

2. Confirm the welcome dialog with Next and agree the licensing conditions by clicking Next.
Select the appropriate Setup Type and follow the instructions.

4. You can change the installation directory if necessary during installation.

If you wish to use a different directory, please note that CTI is always automatically added
at the end of the path.

The installation directory will be referred to as <InstDir> from this point on.
5. Components will now be installed and old data will be migrated as appropriate.
Leave the setting "All services run on this host" unchanged.
The <PC name> can be subsequently set as a unique CAP cluster ID in the following file:
<InstDir>\config\Start\startNT.cfg
The entry is:
args: "<PC name>/TelasWebStarter"

This entry can be manually modified after installation and is activated when the "Open-
Scape CTI" service is restarted.
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6. If several network cards are installed in your PC (for example, one for accessing the net-
work and one for accessing the communication system), you must select the IP address
on which the CAP processes are started. In this case, select the IP address of the customer
LAN. If only one network card is installed, no selection is required.

The <PC name> and the <IP address> of the CAP processes to be started can be subse-
quently set in the following files:

<InstDir>\config\Start\startNT.cfg
The entries are:

args: -localAddr
args: "<PC name>/<IP address>"

<InstDir>\config\common\global.cfg
The entries are:

<?x set INST HOST = "<PC name>" 7?>
<?x set INST IP = "<IP address>" ?>

<InstDir>\startMenu\startPageAdmin
Adapt the URL behind the link as underlined
http://<PC-Name>:8170/

These entries can be manually modified after installation and are activated when the
"OpenScape CTI" service is restarted.

7. Finalize installation by following the final instructions on the screen.
8. Restart the PC.

The server components OpenScape CAP Management, Call Control Proxy (SCCP), and Call
Control Service (SCC) as selected are now available on the PC. Chapter 6, "Up to 32 charac-
ters (letters, numbers, underscore) are permitted, but hyphen is supported only under Windows.
Configuration with OpenScape CAP Management" explains how to configure these compo-
nents.

Check that installation has been successful

Once the "OpenScape CTI" service has been started successfully, you can set up a connection
over a Web browser with CAP Management.

You can check if installation was successful by performing the following steps.
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1. Select Control Panel | Administrative Tools | Services to check if the new Windows ser-
vice "OpenScape CTI" has been added. Following the server restart, this service will have
been started automatically. In case you check the services without prior restart, you might
as well now start the "OpenScape CTI" service manually.

2. Setup aconnection to OpenScape CAP Management in a Web browser by selecting Start
| Programs | OpenScape CAP | Management or set up a direct connection to the follow-
ing address: http://<CAP Management PC>:8170/

The connection between Web browser and CAP Management can also be op-
> erated in SSL mode. For this, select

<InstDir>\config\common\ports.cfg

and change the parameter <?x set CAP_SEC_MODE = "OFF" ?>10

<?X set CAP_SEC_MODE = "FULL" ?>.

You must then restart the "OpenScape CTI" service. CAP Management can now

be addressed over the default port 8470:

https://<CAP Management PC>:8470/.

Log on to OpenScape CAP Management entering Admin as the user name and Admin
as the password. Please note that these are case-sensitive. The user name and password
should be changed later. If data from a previous version has been migrated, the password
for the old version will, of course, still apply.

The CAP Management interface appears following successful authentication of the "Ad-
min" user ID (see Chapter 5, "Getting Familiar with OpenScape CAP Management"). For
example, select Help in the main menu and click CAP Service Manual (HTML) in the list
displayed. The online / HTML version of the CAP Service Manual appears.

3. You may now check the installation in the file system; please note that subsequent screen
shots provide an example installation only - details may vary for different "real life" instal-
lations.

The default installation directory for the CAP Management core is
C:\<install_path>\
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@Uv| J v Computer v Local Disk (C:) » Program Files » Unify » OpenScapeCTI » - | 451-| | Learch O
Organize « Include in library * Share with * Mew folder
-~
> DWD Maker = Marme Date modified Type
¢ 1. Internet Explorer 3 )
) . bin 6172014 10:25 &kd - File fold
© ) Java . )
] , config 6172014 10:25 Ak File fold
> MSBuild !
) . data 64172014 10:25 &kt File fold
> . Reference Assemblies R )
: J distribution 6172014 10:25 AR File fold
4 [ Unify [ . i
[ J lib 61772014 10:25 &k File fold
4 | QpenscapecT] 4
o | J logs 61772014 10:25 Akd - File fold
s L bin =i
P ‘ , starthdenu 61772014 10:25 Av File fold
» . confi
1 i . WebSpace 6/17/2014 10:25 Akd - File fold
» Ly data AT SRR B
The default installation directory for CAP Call Control Service components is
C:\<install_path>\distribution\
[F=5 EoR 5
@I\_JI'| .« Program Files » Unify » OpenScapeCTD » distribution » hin » v|¢,|| Search bin }Dl
Organize « Include in library « Share with + MNew folder ==« [ @
4 | OpenScapeCTI * Mame E Date modified Type Size =
| bi
'nf_ | data 6/17/2014 1025 M File falder
; :0: 4 } userdump 6/17/2014 10:25 AM  File folder
<R ] ace.dl 6/13/2014 214 PN Application extens.. 1,149 KB
4 | distribution = L
- " (| aced.dll 6132014 814 PM Application extens.., 1745 KB
P , |nf. 4] CAPdate 32772014 9:26 AW Executable Jar File 23KE
; mgAIfuuu %] capfmeclientdil 6/13/2014 214 P Application extens.. 56 KB
4 %] CAPFWCS.DLL 6/13/2014 B:14 PM Application extens... 17T KB
| CA4D0DVE ) o
577 chdriverainn 6132014 814 PM Application S680KE |z
' ;;;NL_ . ) comedit 6/13/2014 8:14PM  Configuration sett.. 1KB
) i k\&:: (%] gen_dn-mdd.dil 6132014 814 PM Application extens.., 648 KB
;" (| gen_dn-mrd.dil 6132014 814 PM - Application extens.., 484 KB
. Presencehdanager —, L
; (] imgmt.dil 6132014 814 PM Application extens.., 216 KB
. SccHiPath3000 = — -
. 3 [ libregex-Ldll 6132014 814 PM Application extens.., 338 KB
. SccHiPath4000 = S 5
. (| MEVCRTD.II 6132014 814 PM Application extens.., ELER
. SccHiPath400006 z L
: (| NTauth.dll 6132014 814 PM Application extens.., 13 KB
. SccHiPath8000 E L
- (| NTAuth_b4.dIl 6132014 814 PM - Application extens.., 38 KB
: 8] essapitdil 6/13/2014 214 P Application extens.. 15KE
M ) [ SceHiPath3000 6/13/2014 B:14 PM Application 3,416 KB
. ¥MLPhoneService E T
N [57] SceHiPath4000 6132014 814 PM - Application 3,524 KB
i_bl [ SceHiPathB000 6/13/2014 B:14 PM Application 3,364 KB
: II B Sccp 6/13/2014 B:14 PM Application 3,596 KB
nnis
The distribution directory contains additional subdirectories. distribution\bin

contains the executable programs SCC/SCCP. distribution\config contains tel-

as .cfg configuration files for SCC/SCCP, split into individual su

bdirectories.
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From here, the SCC/SCCP is distributed among the entire CAP cluster depending on the
configuration. That is, each of the selected SCC/SCCP components is installed once on
the CAP Management PC, irrespective of whether or not one of these components is later
active. If you need to replace specific SCC/SCCP executables later for error correction /
patching, this must be done in the distribution\bin directory. After this, all services in
the CAP cluster are restarted and the new program versions are automatically distributed.
This is also the case if the entire configuration is located on a single PC. CAP structure is
not important here. The same structure and the same relationship also apply for the XML
Phone Service (XMLPS).

Configuration files for all components in a CAP cluster can be found in the directory
<InstDir>\config\

. v| « Program Files » Unify » OpenScapeCTI » config » -PC Mame- » - | + |
e 9 P P 9 +
Organize - Include in library - Share with = Mew folder
Java = Marne Date modified
hASBuild ;
et . i admin 6,/1752014 10:25 Ab
eference fssemnblies
CallldRepository 6,/1752014 10:25 &b
4 | Unify :
diag 61752014 10:25 &b
4 OpenscapeCTI ’
h' spi 61752014 10:25 &b
: in
. start 61752014 10:25 &b
4 canti
gl systermndhb 61752014 10:25 Ab
caps
R xmlps 6/17/2014 10:25 &M
COrnrmon =
start
-PC Marne-

All of the configuration files are stored once on the CAP Management PC - even in case
of a distributed installation.
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You can assign defined categories to the subdirectories in the config configuration direc-
tory.

_ ;, common:
@'\J;l <« Lacal Disk (C) » i Common configuration files, loaded by all CAP processes  awh config
Organize ¥ Include in library + Share with « New folder
48 OpenSepecT] “ , PC name directory:
in : In a distributed installation an individual directory forevery
48 .conflg single pc will be created having the pc name as directory
capsl name.
anman The existing subdirectories are synonymes for the processe,
. 'pchE_'mE' which have to be started up on this specific pc.
admin
. CallldRepositony admin = Admin Controller
diag CallldRepository - Call Id Repository
spi diag - Diagnostic Controller
start = spi - PBX information service
systerndb start = Config Loader
s =mlps systemdb - SLAPD (Open LDAP Server)
| start
data
distribution m y : .
iib This directory containsthe file ,,startiT.csg”.
logs This parameter file set the start up environment for all CAP
starthdenu processes, such as:
WebSpace - Cluster ID
e - Enable / Disable Mulficast
- PC Name and belonging IP address
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4.7 Distributed installation

In case you want to connect an application over one CAP with multiple PBXs in a number of
different locations, you can set up a distributed installation to optimize network load. In this case,
CAP Management as well as CAP Call Control Services (SCC/SCCP) and CA4000 (if needed)
will be installed at a single location ("CAP Management PC") only. This is irrespective of whether
you plan to have SCCP/SCC (and CA) or XMLPS instances started later on the CAP Manage-
ment PC. For every frontend PC the recommended maximum SCC that can run on a sngle ma-
chine is 10.

CAP Cluster

Sl:‘ |::.'-Hi|:! (n) 1'|:'|E: |:| |:|

CAP Service Starter Ij

CTI Application B etlin

C&300

CAP TCEP (local inst)

Hicom 300

CAP Ilanagernent
CLP SCCIECCP
C L4000
24300

Padethorn

CAP Cluster
Configuration

SCCH1Paht4000

ZEa000

AP ServiceStarter Ij SCCHiPath=000

Iinchen

HiPath 4000 |

HiPath 3000

The remote PCs configured to host SCCP/SCC (and CA) or XMLPS instances must be prepared
for that by installing the Service Starter component (cf. Section 4.3 and Section 4.6).
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At the end of the installation, the Service Starter must be tied to an existing CAP Management
host by identifying the respective CAP cluster.

The user is prompted to identify the network interface to be used for external connections of the
Service Starter (like described in Section 4.6, step 7). Afterwards, this interface is used to initiate
a discovery of existing clusters in the network. A "Lookup Client” service sends a multicast
through the LAN and tries to find any CAP Management lookup services present.

x|

[ ling clusters ...

All lookup services found are offered for selection with their cluster IDs. Select the cluster ID for
the associated CAP Management or enter it manually.

If the cluster ID of the associated CAP Management is not listed, then the communi-

> cation between CAP Management and CAP ServiceStarter must be changed from
multicast to a fixed IP address:UDP port. To do this, follow the instructions in the Sec-
tion "Deactivating Multicast".

4. Configuration o ] 4
Cluster Id

The cluster id is the identifier of a set of senices building an administrative unit

Specify cluster id: cl-4898 B

To be discovered by other services the lookup service listens on:
i) Default multicast port

i Other standard UDP port:

CAP Server's Hostname:

Previous H Mext ‘ ‘ Cancel
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The CAP cluster ID can be subsequently modified in the following file:
<InstDir>\config\Start\startNT.cfg
The entry is:
args: "<PC name>/TelasWebStarter"

using <PC name> as a synonym for the cluster id. This entry can be manually modified
after installation and is active when the CAP ServiceStarter service is restarted.

To finalize the ServiceStarter installation, now start the service with
— Control Panel | Administrative Tools | Services
Installation on the remote PC is now complete.

The Service Starter process is automatically started every time you start the PC. It connects with
the OpenScape CAP Management PC, determines all data for the components configured for
the remote PC, loads the current software versions and required configuration data and starts
the relevant processes.

Start the CAP ServiceStarter service only after completely configuring the CAP
> components (SCC, CA, SCCP, XMLPS) for this PC!

After installation

Please note that unlike the central CAP Management host, after installation no SCC / SCCP /
CA4000 etc. executables are available in the <InstDir>\bin directory on the remote host.

Configuration of components for the remote host is done on the CAP Management PC.

During the configuration of SCC or SCCP the remote host’s IP address must be giv-
> en. Therefore in the diagnoses, these tasks will be shown only when the remote host
with starter pack is configured well and running.

A new subdirectory corresponding to the PC name of the remote host will be created automati-
cally in the <InstDir>\config\ directory on the CAP Management PC.
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Add entry : HiPath 4000

[Esce]|

SCC Name:
SCC Id:

SCC host name:
SCC IP address:
SCC Port:

ASN1 Single Domain Native Mode:

Add

CA 4000 Switch

SCC_Hdk-2
SCC_Hdk-2
WIN7-32BIT-1
192.168.0.39

Organize v

Include in library »

Unify

4 |, OpenScapeCTl
bin

4 | config
capsl
common
-PC Berlin-
-PC Paderbom-
start

4 | WINT-328IT-1

28540
Off -
™| CALL ID Manageme

Close Next >>

admin
CA4000_SCC_Hdk-2
CallldRepository

diag

spi

start

systerndb

- telasServer_SCC_H4k-2
amnlps

data

Share with * New folder

L Sl0service_ctrl.proc

| | Telas.cfg

The configuration file for a swapped
out SCC (or SCCP) is located on the
CAP Management PC

[

CAP Management PC

As a result, configuration files for "remote" services remain on the CAP Management PC in the
directory <InstDir>\config\<PC name>\.

According to the configuration, executables (residing in <InstDir>\distribution\bin\ on
the CAP Management PC) are transferred from this source directory to the remote host during

startup of the Service Starter there.

The transfer of these executables goes through the 8170 TCP port of CAP Management PC, as
you can see the next page.

20
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Multicast / UDP
Dynamic TCP port and UDP ports
Required config and executables

TCP 8170

Multicast / UDP
Required config and executables

Dynamic TCP port and UDP ports
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Folders X || Mame ' | Size | Type il'u'lodiﬂed
&L Unify o] | B)hs_regex.di 257KB  Applcation Extension  17.08.2001 09:39
b]imgmt.dll S6KE  Application Extension  20.10.2003 14:05
!ﬂlihdbSZ.dll 420KE Application Extension  13.07.2001 10:37
@Iihdbﬂd.dll 1.408 KB Application Extension  13.07.2001 10:37
) |‘_b_] libsasl.dll 92KE Application Extension  17.08.2001 09:39
=1 distribution lﬂ WTAuth.di 29KB Application Extension  10.11.2003 10:19
‘j bin l:chcHicomam.exe 2564 KE  Application 19.10.2003 22:54
B c-onfig [ﬁSccHiPath‘.‘.ﬂw.m 2.256KE  Application 19.10.2003 22:54
1 secHicom300 F|SccHiPath4000.exe 2.608KE  Application 19.10.2003 22:54
(7] 5ccHiPathaoo Fscer.exe 2.324KB  Application 19.10.2003 22:54
(1 SecHPath4000 [_jslapadd.sxe 172K Application 23.04.2002 14:17
5P [slapadd_dbg.exe E6SKB  Application 07.05.2002 15:14
' 2] telasproxy Felapcat.exe 172KE  Application 23.04.2002 14:17
: 1w | | [slapcat_dbg.exe 665KE  Application 07.05.2002 15:14
(1 jre [Fslapd.exe 260KE  Application 23.04.2002 14:17
_:J lib ﬁslapd_dbg.m 837KE  Application 07.05.2002 15:14
#-] Logs Frelasproxy.exe 225KE  Application 10.11.2003 10:19
\J ) startMeny
: O unwise CAP Management PC
Lookup Service &-( webspace
Lﬁ'N [F0|der5 x MName / l Size I Type I Maodified
= _:_] Unify :] :|t00|5 File Folder 23.12.2003 19:18
v &) OpenScapeCT Fjsstart.exe 28KB Application 20.10,2003 14:05
Loockup Client =3 [sccHipatha000.exe 2.... Application 01.07.2002 20:09
“ ] tools %] igmnt. dil 38... Applicati... 27.06,2002 15:17
&3] l;] config
-] jre CAP Service Starter PC
(b
L Logs
Lj unwise
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4.8 CAP process start sequence

In this section, a distinction is made between whether the CAP processes run on a distributed
installation or a non-distributed installation.

Please note that the screen shots shown subsequently are to be taken with a grain of salt - they
may vary for different real-life installations and different CAP versions.

4.8.1 Non-distributed installation

As indicated by the file structure, specific processes are started on the CAP Management PC.
The OpenScape CTI Windows service is linked to the jsstart . exe program (Java Service
Starter).

The CAP process start procedure

The following diagram illustrates the internal structure and connectivity of the CAP processes
that are started with the "OpenScape CTI" Windows service.
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x |

Falders
&-C1 Unify |
=] OpenScapeCTI
- ;l backiips
=] bin
=] cap

v

= oy L . Cormman
jsstart . exe Lookup Serwvice 3. ¢ e

adrwin
+ CalldRepositary

+ 1 diag
] s

1 staet

p systamdh
] start

Multicast (| PC N

startHT.cfqg

TelasWebStarter
{Prozess Controller)

Lockup Client

—*| java.exe
Admin Controller

—| slapd.exe

OpenLDAPServer

——*| java.exe

Address Translation

——*| java.exe

CallldRepository

——*| java.exe

Diagnostic Controller

The "OpenScape CTI" Windows service starts the jsstart process (Java Service Starter); this
in turn starts the first Java process. This Java process is named "TelasWebStarter" and is the
process controller for the internal CAP Lookup Service and Lookup Client services.

Neither of the internal services "know" each other at first. The "Lookup Client" issues a "multi-
cast" (similar to a broadcast, but addressed to a class D IP address) to first find the "Lookup
Service" in the same CAP cluster.

Following successful connection setup, the "Lookup Client" forwards its local PC name to the
"Lookup Service". This action issues a request for information on the processes to be started.
The "Lookup Service" then responds by transferring this data. All executable programs are
transferred and the corresponding processes are started.

The distribution principle for executable programs indicates the success of a transfer operation.
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Falders

=] Unify &
E1-{] OpenScapeCTl
E-] backups
-] bin
B cap
- config
2R daks
= distribution
1 bin
5 ;l cap
Lookup Service =] eonfig
-3
| b
Lookup Client -0 g
[# ] Releasatobes
T startteru
I+ ;l TelasSarvar
1] unasiss
-] WebSpace
=1 Teols
|1 baseéd ereoding - decoding
{Z CoMC-Admiristrationstracer -
|1 LD&P Browser
{1 Partmonikar - Ackive Ports
| Process Kiler
{1 Processmonitor - procesp
21 SCCP-WDH-CSTA T JTAPL T
{Z1 SCCP-WDHa-CSTE 111 3ML Tes
(1 SCCP-DHa-MOHa-CSTA LA |
{21 5CC-S0Ha_SCCP-MDHa-C5TA
(2] SCC-S0Ma-CSTA T ASN, 1 Brive
{Z1 SCC-SDha-CSTA 111 ASH, 1 Br
(3 TAPI Browser -|

| M

L

p -+

This mechanism copies the "jar" files from the directory
<InstDir>\distribution\1lib\

to the destination directory

<InstDir>\1lib.

This directory contains the versions of the "jar" files currently in use.

The same principle is also used for the SCC/SCCP distribution.
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| | iame ¢ | e | Type

| | [££] activaton.dar A5KE  Executable Jor File

| 158 bactstrap.jar 5K Exmcutsble Jar File
18] ca_avaya_definit... 1,EI7KE  Exmcutable Jar Fils
] ca_nortel_mendia, .. 2,637KE  Exeoutable lar Fik
5] calicRapastary jar BIKE  Exerutable Jar File
[55] cataing. jor F37KB  Executable Jor File

| | 15] comman,jar 2,485KE Executshle Jar File
1] commans-baanutil, ., LISKE Exacutable Jar Fik
2] commons-colledtic .. 162 KE Exmoutable Jor Fila
EI commons-digeste. ., 107 KE  Eweoutable Jar Fike
1] commans-laaging-. .. 22KE  Executabls Jar File
] import. jar 2,025KE  Exscutable Jar Fila
:_‘E"I pakartaragaep-1..., Z5KE Exeoutable Jor Fika
4] sasper-compiler jor 175 KB Exmoutable Jor Fils
25] pasper-rurkime jar TZKE Executable Jar Fik
18] punit. jar 1I9KE Executable Ja Fik
@ logdil. 2.8, ) MS5KE  Exacutable Jar File
%] logéicap. o 8KE Exeutable Jor File
%] mail,jar 2TSKER Executabls Jar File
53] et i far 335KE Executable Ja Fik
E FRMING-COmmen, jar Z8KE Exaoubable Jar Fla
'EI FAMNG-FEs0URES, ., 38KE Executable Jor Fila
[55] sat jar 5KE  Executable Jar File
[15] service-api.jar I0FKE Exsoutable Jar File
] serviet. jar TEKE Exacutable Jar Filk
:EI servists-common, jar 7KB  Exeoutable Jar Fila
;’:"I serviets-default. jor 19KE  Exmcubable Jor File
1] svestart jar BIKE Executabls Jar Fik
(58] tadmiin. o T9SKE Exeoutable Jar Fil
EI LDMCAT-COOLE, jar 65 KE Exaoutable Jar Fil
48] tomcat-hitpl . jar 47 KR Execubable Jor File

1 iEI:nm:ak-utl.jur 1B3KE  Executable Jar Fil
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Falders x || Mame ¢ | See | Type
=3 Unify & {Z2mes Fie Foider
B OpenScapeCTI || (%] &ce.cn 1148 KE  Application Extension
¥ backups %] capfmclientdi S5KE  Application Extension
Lookup Client g | bin [] capmgmrIrBebug. . 4,192 KB Application Extarsion
-] cap [ codriver4000. cxe 4528 KB Application
i#-] config [%] gen_dn-med o E5IKE  Application Extension
] data %] tes_regex.dn 257KE  Application Extension
: - dstrbuticn [*] mamt.di 92KE  Aoplcaton Extansion
;s ﬂ E:fﬂn [»] ibdbaz.di 420KE  Application Extensicn
= !ﬂ Mbsad.dl 92KE  Application Extansion
w0y :ﬂ NTauth di 13KE  Application Extension
=i %] cssapit.di ISKE Application Exbersion
(-5 logs ™ secnsz00.0:0 2,575 KB  Application
[ ] Relsasshoes M sccada00.e0e 2,992KE  Application
(] starteri T scchvavabss.mo 2,516 KB  Application
#1_] TelasSarvar :Scl:lﬁumfﬂl:l.exe 6,756 KB Application
(1 unwise [ 5ccHipatha000. sxe ES43KE  Application
(¥ 1 WebSpace ] SccHiPath 000, exxe 6900KE  Applkcation
= (3 Tods [ scchiPathalnn. exe 2512 KB Appiication
|1 base&d ercoding - decoding M sccmen.exe 4,763 KB Bpplication
(3 ComC-Administeationstracer - | | = s chortalbteridian.., ZSIEKE  Application
L LDAP Browser i ol 6,124 KB Application
'_"l Fartmonior - Acive Porks M siapadd.exe 172KB  Application
e | =T m km
(£ SCCP-MDHa-CSTA T STARL T gm'm e e
3 5CCP-MOMa-CSTA 111 XML Tes B LIENG ki
= sz exe 1,776 KB  Appication
(] SCCP-MONaMEHa-CSTA 1114 i
[ 5CC-SDha_ SCCP-MDHa-CSTA | ;Tela!ﬁnx','.e.loe I30KE  Mpplication
';I SOC-E0Ha-C5TA 1 ASH, 1 Bres: | iﬂ tomdapd.dl HEKE  Application Exbansion
(7] SCC-50Ma-CSTA 111 ASH, 1 Bre | | %] toedber.di S5KE  Apphcation Extension
(] T4P1 Browser |#] toats.di BZKE Application Extension
=3 Removable Disk (E:) - %] nolz115d.d1 B4KE Application Extension

This mechanism copies the "exe" files from the directory
<InstDir>\distribution\bin\

to the destination directory

<InstDir>\bin.

This directory contains the versions of the "exe" files currently in use.
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CAP process overview on the CAP Management PC in the Windows Task Manager

As a result, the CAP processes on the CAP Management PC should appear in the Windows
Task Manager without any additional configuration (e.g. SCC, CA).

Accordingly, after stopping the OpenScape CTI service, you should not see these processes
anymore! If they are still displayed, these processes must be terminated manually.

-l

File: Options Wiew Help

Applications Processes IF‘erFDrmanceI

Image Mame I PID | _PL | _PU Time I Mem Usage Iil
java.exe 704 [ax] 0:00:01 1Z,620K
java.exe 1192 ulx] 0:00:28 33,672 K
java.exe 1340 oo 0:00:00 11,700 K
java.exe 1556 ulx] 0:00:00 12,344 K
java.exe 1680 ux] 0:00:00 11,940 K
jsskart.exe 672 Julx] 0:00:00 2,464 K
jusched.exe 1428 00 00000 1,012 K
LLSSEY.ERE 696 00 0:00:00 1,756 K
LSASS.EXE 252 00 0:00:00 4,612 K
mdrmn. exe gle ulx] 0:00:00 2,320 K
msdtc.exe c03 ulx] 0:00:00 5,032 K
mstask, exe ave on 0:00:0a 2,656 k
MYSYE3E, exe 748 oo 0:00:00 1,716 kK
regsye, exe G258 on 0:a0;00 G285k
rundll3z exe 1476 00 0:00:00 1,588 K |
SERVICES.EXE 240 00 0:00:00 5,025 K
[slapd.exe 1240 00 0:00:15 5,104 K]
-
End Process |

|Pru:u:esses: 47 |CPI_I Usage: 100% |Mem Usage: 475500k | 1733596k o

Ending CAP processes manually

You cannot end CAP processes with the "End Process" function. During the installation phase,
you must ensure that all processes end when the "OpenScape CTI" service is ended. If neces-
sary, we recommend stopping the service and then checking if all processes were ended, and
ensuring that this is the case before restarting the service.

You must restart the PC if there are CAP processes still running after you ended the "Open-
Scape CTI" service.

These processes can be ended with the "kill.exe" program. You do not have to re-
~> start the PC if you choose this option.
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4.8.2 Distributed installation

As indicated by the file structure, specific processes are started on the CAP Management PC
and the CAP Service Starter PC. The OpenScape CTI Windows service is linked to the
jsstart.exe program (Java Service Starter).

OpenScape CAP ServiceStarter

Crdner

=}-{_] OpenScapeCTI
#-(7] backups

+- () bin
=2l "] config

LLJI(

h

Lookup Service
‘jsstart.exe

(CAP Server)
Y

+-_] common

| . 1 skart
Multicast PC MUnchen [ coibres i

(UQF) | Req. tonfig 4] -PC Paderborn-

[ startNT.cfg ZJ start |
Connect Start
TCR/IP Prozesse
Jjava.exe R T Lookup Client
(Prozess Controller) (cap
ServiceStarter)
SCCHiPath3000

SCCHiPath3000.exe

The "OpenScape CTI" service must not be started before distributed components
7 are configured.
If the " OpenScape CTI" Windows service is started before a configuration is avail-
able on the CAP Management PC, the Lookup Client (java.exe) on the CAP Ser-
vice Starter PC connects to the Lookup Service on the CAP Management PC, trans-
fers its PC name, and requests the remote processes to be started. In case no
configuration is available at this time, the Lookup Client (java . exe) is terminated on
the CAP Service Starter PC and can only be restarted by restarting the " OpenScape
CTI" Windows service.

The CAP process start procedure

The following diagram illustrates the internal structure and connectivity of the CAP processes
that are started on the CAP Management PC as well as on the CAP Service Starter PC with the
" OpenScape CTI" Windows service each.
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Jjava. exe Lookup Service ok
B 1 OpenScapeCTl
TESI«?S:FEh & Y Y & = Ba Gchies
arter
( Process
Controller) =
TI COmmon
PC-Berin-
;l chark
PC Name : J_-rdm.&imr_iff_mx-?
Req. config : :,': &
" Lookup Client ™) telasServer SCC_Hik-1
Paderborn PC Paderborn ect rt 3"::'1"'“"“'
P Processes ) CAAD00_SCC_HaK-1
z — Multicast | PC Hame ("] CalldRepasitory
java. exe v (UDP}) |Req.config ] deg
Admin Controller j el
1 . java.exe Lookup Client Connhect Start C) symends
= apd eXe Telas\Web PC Berlin TCRIIP Processes : d_| :dﬁfn:r.ner_SCC_lﬂ-K-]
OpenLDAPServer Starter ¢ —
: { Process
Jjava.exe |4
e Cquuller] SCCHiPath
Berlin 3000, exe
java.exe |4
CallldRepository ¥ ¥
java.exe |« java.exe Lookup Client
Diagnostic Controller TelasWeb PC Munich
cad0i0. ex |4 Starter
(Process
SCCHiPath S s king )
g .
4000, exe Munich 3000. exe

The " OpenScape CTI" Windows service starts the "jsstart" process (Java Service Starter); this,
in turn, starts the first "java" process. This "java" process is named "TelasWebStarter" and is the
process controller for the internal CAP "Lookup Service" and "Lookup Client" services.

Neither of the internal services "know" each other at first. The "Lookup Client" issues a "multi-
cast" (similar to a broadcast, but addressed to a class D IP address) to first find the "Lookup
Service" in the same CAP cluster.

Following successful connection setup, the "Lookup Client" forwards its local PC name to the
"Lookup Service". This action issues a request for information on the processes to be started.
The "Lookup Service" then responds by transferring this data.

All executable programs are transferred and the corresponding processes are started.

The "Lookup Clients" on the CAP Service Starter PC use the same principle to search for the
"Lookup Service". If this is found, the same procedure is started as internally on the CAP Man-
agement PC.
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Automatic distribution of the CAP SCC or SCCP component

The distribution directory contains the additional subdirectories distribution\bin and
distribution\config.

The bin directory contains the executable programs SCC/SCCP. The config directory con-
tains the "telas.cfg" configuration files for SCC/SCCP, split into individual subdirectories.

From here, the SCC/SCCP is distributed among the entire CAP cluster depending on the con-
figuration. That is, the SCC/SCCP component is only ever installed once on the CAP Manage-
ment PC, irrespective of whether or not one of these components is later active. The executable
SCC/SCCP program can be replaced at a later stage as part of fault clearance, but only in the
directory distribution\bin. After this, all services in the CAP cluster are restarted and the
new program versions are automatically distributed. This is also the case if the entire configura-
tion is located on a single PC. CAP structure is not important here.

The destination directory for the selected "CAP Call Control Service" component is
<InstDir>\distribution\bin. The programs are transferred from this source directory to
the PC where the configuration should then be started.
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Folders

=] Unify
= ] OpenScapeCTI
®-1 bin
@1 config
@1 data
SR | d.istrihution

I,_X

A J

Loockup Service

L

Lockup Client

N

=1 config

(1 seckicom300
(] Sectipath3000
(0 sceripath4000
‘;i SceP
L2 telasproxy
ik
-1 jre
Clib
#1 Logs
{1 startMenu
_LI uriwise

i) :I ‘WebSpace

=&

Name 7 [size [ Type | Modified |
(%] hs_regex.di 257K8  Application Extension  17.08.2001 09:39
E] imagrnt. il S6KE Application Extension  20.10.2003 1405
!ﬂ libdb32 . dil 420KE Application Extension  13.07.2001 10:37
@ libdb32d.dil 1.408 KB Application Extension  13.07.2001 10:37
|§] libsasl.dil 92KB Application Extension  17.08.2001 09:39
lﬂ NTAuth,dil 29KB  Application Extension  10.11.2003 10:19
mSccHicomam.exe 2.564KB  Application 19.10.2003 22:54
ms:cHiPathSElDD.exe 2.256 KB  Application 19.10.2003 22:54

1= SccHPath4000.exe 2.608KE  Application 19.10.2003 22:54
ESccP.exe 2.324KB  Application 19.10.2003 22:54
[Fslapadd.exe 172K Application 23.04.2002 14:17
[lslapadd_dbg.exe  665KE  Application 07.05.2002 15:14
[ slapcat.exe 172K Application 23.04.2002 14:17
[Fslapcat_dbg.exe 665 KE  Application 07.05.2002 15: 14
[Flslapd.exe 260KE  Application 23.04.2002 14:17
[Fslapd_dbg.exe 837KB  Application 07.05.2002 15: 14
[ relasProxy.exe 225K Application 10.11.2003 10:19

CAP Management PC

FFgmers x | [Name + [ size [ Type [ Wadified |
=1 Uunify :] Ctools File Folder  23.12.2003 19:13
=] Openscapecti | |Tlisstart.exe 28KB Application 20,10.2003 14:05
23 ]ﬁsccHiPath‘IUDU.exe 2.... Application 01.07,2002 20:09
LB tools %] igmnt.di 38... Applicati... 27.06.2002 15:17
EI 1;] config
@ yre CAP Service Starter PC
(1 lib
i ‘;] Logs
Lj unwise
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CAP Service Starter process overview in Windows Task Manager

The CAP Service Starter processes should be listed as follows in Windows Task Manager. After
the OpenScape CTI service was started, the SCCHiPath3000 . exe was transferred by a con-
figuration on the CAP Management PC. Accordingly, after stopping the OpenScape CTI ser-
vice, you should not see these processes anymore! If they are still displayed, these processes
must be terminated manually.

i x|
File Options VYiew Help

Applications ; Processes l Performance I

......................

Image Name | eo| crul  cpuTime | Mem Usage ||
SERVICES.EXE 240 00 0:00:04 7.512K
| SccHiPath3000.e 2620 00 0:00:03 45,126 K |
rundli32 exe 1476 00 0:00:00 1,588 K
regsvc.exe 828 00 0:00:00 826 K
regedit.exe 4360 00 0:00:00 980 K
NYsyCaz, exe 745 00 0:00:00 1,756 K
mstask.exe 876 00 0:00:00 2,656 K
msdtc,exe 508 00 0:00:00 5,032 K
mmc.exe 4976 00 0:00:00 5,624 K
rdrn, exe 816 00 0:00:00 2,366 K
LSASS.EXE 252 00 0:00:01 4,740 K
LLSSRY.EXE 696 00 0:00:00 1,764 K
jusched. exe 1428 00 0:00:00 1,020 K
jsstart.exe 4324 00 0:00:00 2,468 K | —
|:|:;a.exe 4866 00 0:00:00 12,536 K

Processes: 55 |CPU Usage: 94% |Mern Usage: S37004K [ 1733896k ~

Ending processes manually

You cannot end CAP Service Starter processes with the "End Process" function. During the in-
stallation phase, you must ensure that all processes end when the " OpenScape CTI" service is
ended.

If necessary, we recommend stopping the service, then checking if all processes were ended,
and ensuring that this is the case before restarting the service.

You must restart the PC if there are CAP processes still running after you ended the " Open-
Scape CTI" service.

These processes can be ended with the "kill.exe" program. You do not have to re-
> start the PC if you choose this option.
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4.9 Specific installation issues

4.9.1 Multiple network cards

If several network cards/NICs are configured in a CAP PC (for example, one for connection to

in the customer LAN, one for connection to the HiPath / OpenScape switching host), it is import-
ant during configuration to identify the network card through which the OpenScape CAP is to be
connected to the customer LAN. This is not automatically possible in all cases; for this reason a

checkbox appears during installation to enable the corresponding NIC card to be identified. This
checkbox also appears when only one card is configured - simply select this card and continue

with the installation.

The <PC name> and the <IP address> of the CAP processes to be started can be subsequently
set in the following files:

<InstDir>\config\Start\startNT.cfg
The entries are:

args: -localAddr
args: "<PC name>/<IP address>"

<InstDir>\config\common\global.cfg
The entries are:

<?x set INST HOST = "PC name" ?>
<?x set INST IP = "IP address" ?>

These entries can be manually modified after installation and are active when the OpenScape
CTI or CAP ServiceStarter service is restarted.

4.9.2 Configuring several clusters

In a distributed installation (that is, OpenScape CAP components such as, SCC, CA4000, XM-
LPS or SCCP run on different PCs from OpenScape CAP Management), associated compo-
nents identify themselves by means of a lookup service on the basis of a cluster ID.

If you want to install OpenScape CAP Management several times in your network environment
(e.g. to enable the independent operation of different OpenScape CAP installations), a separate
cluster ID is required to identify each of these installations uniquely.

In the case of a distributed installation (CAP ServiceStarter installation, select "Some services
will run on other hosts" in the window shown below), you will be prompted to enter a cluster ID.
To assist you, cluster IDs found by multicast are displayed for your selection. Select the Cluster
ID specified by the associated CAP Management. In general, the displayed cluster IDs corre-

spond to the PC names of the associated CAP Management PCs. If no cluster ID appears, ei-
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ther CAP Management is not yet installed or not started, or network components are blocking
multicast. Then you need to enter the cluster ID directly. It always has to correspond to the clus-
ter ID of the associated CAP Management.

The <PC name> can be subsequently set as a unique CAP cluster ID on the CAP Management
PC and on the CAP ServiceStarter PC in the following file:

<InstDir>\config\Start\startNT.cfg
The entry is:
args: "<PC name>/TelasWebStarter"

This entry can be manually modified after installation and is active when the " OpenScape CTI"
service is restarted.

If multicast is blocked, proceed according to the instructions in the next section.

=10]x]
Distributed Installation
Defing how the services of your installation will be distribuled

' All services run on this host

® Some services will run on other hosts

4.9.3 Firewall configuration for CAP

In order to protect your CAP server against external attacks, it is recommended to set up a fire-
wall that blocks all but the necessary ports from external access.

The ports that must be kept open for proper CAP operation are described subsequently. Most
of them are generally valid, but some are dependant on the current installation environment;
proper action must be taken especially in case of a distributed installation (i.e. CAP components
being distributed across multiple servers). The firewall configuration applies to the "central" CAP
server.
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> port 8169
CAP management interface, XML via TCP/IP
- to be kept open in any case

> port 8170
CAP management interface, http via TCP/IP
- to be kept open in any case

»  port 8470
CAP management interface, https via TCP/IP
- to be kept open in case https communication is used

> client ports for SCC and / or SCCP services
as configured for the customer installation (default values in range 26535... and 27535)
- to be kept open in any case

> port for DiagnosisService
regularly assigned dynamically, see below for explicit assignment
- to be kept open in any case

> port for LookupService
regularly a UDP port for multicast, see below for switching off multicast
- multicast to be switched off, with explicit definition of port,
required in case of distributed installation only

4.9.3.1 Explicit assignment of port for DiagnosisService
Make sure the service OpenScape CTI has been stopped.
Go to the installation directory, and open the config file
<InstDir>/config/<CAPHost>/diag/diag_svc/DiagnoseServer.cfg
You may want to save the current version of this file for backup.
Now add the line
Diagnose.MsgServer.Port = <xxxx>

with <xxxx> representing any valid and free port number, and save the file. <xxxx> will be the
port used for access to the DiagnosisService, which must be kept open in the firewall configu-
ration.

4.9.3.2 Explicit configuration of LookupService without Multicast

This configuration can already be set up properly during the installation. In case you select
"Some services run on other hosts" at the end of the installation process, you will be prompted
with a screen as below:
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£ _Configuration -0 x|
Cluster Id

The cluster id is the identifier of a et of services building an administrative unit

Specify cluster id: cl-4808 v

To he discovered hy other services the lookup service listens on:
i Default multicast port

i Other standard UDP port:

CAP Server's Hosthame:

‘ Previous H Hext | ‘ Cancel ‘

You may want to enter a specific name for cluster id (or keep the proposed default). In any case
make sure to deselect "Default multicast port" but select "Other standard UDP port" and define
a valid, free UDP port here.

The values defined here will be stored in a config file. In case you have an existing installation,
it is possible to modify this file afterwards.

Make sure the service OpenScape CTI has been stopped.

Go to the installation directory, and open the config file
<InstDir>/config/start/startNT.cfg

You may want to save the current version of this file for backup.

Now modify the entry

args: -svcld
args: "<CAPHost>/TelasWebStarter"
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to read

args: -svcld
args: "<Clusterld>@<CAPHost>:<UDPPort>/TelasWebStarter"

with <Clusterld> and <UDPPort> representing the values as described in the installation dialog
above, and save the file. <UDPPort> will be the port used for access to the LookupService,
which must be kept open in the firewall configuration.

It is absolutely essential that this entry is identical on all PCs in the CAP cluster, on remote CAP
PCs as well as on the central CAP Management host.

Please note that modifications to the configuration files as described above become effective as
soon as the OpenScape CTI service has been restarted.

4.9.4 Adaptation of the IP address on the OpenScape CAP PC

While the OpenScape CAP software is being installed, information about the PC - in particular
the host name and the IP address of the PC on which installation is being performed - are de-
termined and stored (in configuration files and in the form of directory and file names). This is

why subsequent changes to the host name or IP address render the installation inconsistent and
unusable without a corresponding adaptation.

This section describes the changes required to adapt to changes in host name or IP addresses.
The same procedure can also be used when OpenScape CAP is installed in the form of a ghost
image in order to adapt the configuration of the production environment to the installation envi-
ronment.

Initial situation

OpenScape CAP Management was installed as described in Section 4.1. The OpenScape CAP
Call Control Service or Connectivity Adapter CA 4000 components can also be installed.

Modifications

All required modifications relate to the content of the <InstDir> installation directory as de-
fined above.

The full path name for the installation directory is also stored at various locations in

7 the installation; that is why, when performing an installation via ghost image, it is im-
portant to make sure that the installation path used when creating the ghost image
also exists on the target host.
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File <InstDir>/config/start/startNT.cfg
Modify the two underscored definitions
args: -localAddr

args: "mypc.area.xxXxxxx.yy/142.33.22.11"

File <InstDir>/config/common/global.cfg
Modify the three underscored definitions

<?X set INST_HOST = "mypc.area.XXXXXX.yy" ?>
<?xX set INST_ IP = "142.33.22.11" ?>
<?x set CONFIG_URL = "http://mypc.area.XXXXXX.VV:

<?x S$CAP_STD_PORT ?>" 2>

Directory <InstDir>/Config/
The <host name> subdirectory should be modified in accordance with the altered host
name.

File <InstDir>/config/<host name>/systemdb/S02service_ctrl.proc
Modify the underscored definition
args: <InstDir>/config/mypc/systemdb/slapd_cap.conf

File <InstDir>/config/<host name>/systemdb/slapd_cap.conf
Modify the underscored definitions

include <InstDir>/config/mypc/systemdb/core_30.schema
include <InstDir>/config/mypc/systemdb/cap.schema
pidfile <InstDir>/config/mypc/systemdb/slapd_cap.pid
argsfile <InstDir>/config/mypc/systemdb/slapd_cap.args

Link <InstDir>/startMenu/startPageAdmin
Modify the URL following the link as underlined

HTTP://mypc.area.xxxXxxx.yy:8170/ or
HTTP://mypc.area.xxXxXxXxxx.yy:8170/

Directory <InstDir>/bin/tools/
This directory contains a number of tools/batch files for administrative purposes (cf.
Section 8.6.3). The batch files may also need to be modified.

If HiPath ComAssistant has also been installed in addition to OpenScape CAP, four more items
should be modified.

8.

38

File <InstDir>/config/<host name>/addrbkdb/S02service_ctrl.proc
Modify the underscored definition

<?x include "/mypc/journal_access/backup.cfg" ?>

args: <InstDir>/config/mypc/addrbkdb/slapd_twpabs.conf

File <InstDir>/config/<host name>/addrbkdb/slapd_twpabs.conf
Modify the underscored definitions
include <InstDir>/config/mypc/addrbkdb/core.schema
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include <InstDir>/config/mypc/addrbkdb/twpabs.schema
pidfile <InstDir>/config/mypc/addrbkdb/slapd_twpabs.pid
argsfile <InstDir>/config/mypc/addrbkdb/slapd_twpabs.args

10. File <InstDir>/config/<host name>/twebdb/S02service_ctrl.proc
Modify the underscored definition
<?x include "/mypc/journal_access/backup.cfg" ?>
args: <InstDir>/config/mypc/twebdb/slapd_tweb.conf

11. File <InstDir>/config/<host name>/twebdb/slapd_tweb.conf
Modify the underscored definitions
include <InstDir>/config/mypc/twebdb/core.schema
include <InstDir>/config/mypc/systemdb/user_prefs.schema
pidfile <InstDir>/config/mypc/twebdb/slapd_tweb.pid
argsfile <InstDir>/config/mypc/twebdb/slapd_tweb.args

12. File <InstDir>/config/<host name>/journal_access/S40service_c-
trl.proc
Modify the underscored definition
<?x include "/mypc/journal_access/backup.cfg" ?>

13. Link <InstDir>/startMenu/startPageUser
Modify the URL following the link as underlined

http://mypc.area.xxxxxx.yy:8180/ or
https://mypc.area.xxxxxx.yy:8180/

4.9.5 Conflicting port assignments

During CAP installation, most of the ports used for internal communication are assigned auto-
matically; some of them will in fact be assigned dynamically in cooperation with the operating

system. For components to be configured by the administrator, port assignment is part of the

configuration.

Any port assignment bears the risk of port conflicts.
For ports assigned dynamically, the operating system makes sure to prevent conflicts.

For ports assigned during configuration, it is up to the administrator to prevent conflicts; there is
some assistance from CAP Management, as default ports are proposed for assignment with au-
tomatically incrementing the port numbers.

For ports assigned during installation, there is always the risk of conflicts. These port numbers
regularly are stored in configuration files. In case of a conflict, you might try to modify the respec-
tive configuration files to avoid the conflict.

A conflict that has been observed during system test is with the Common Web Service installed
in a HiPath 3000 / 5000 network. It uses port 8280 which is used by the OpenScape CAP Pro-
cess Controller as well. Adapt startNT. cfg to use another port in that case.
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For proceeding the port assignments please compare the hints in Section 4.9.3,
>  "Firewall configuration for CAP"

4.9.6 Disabling services

Sometimes it can be useful to disable certain services (SCC or SCCP) temporarily without losing
the configuration data.

1. To do this, select Service in the main menu and enable Switch connections or SCC
Proxy in the navigation area. Select the relevant service from the list and click the Modify
icon.

2. Activate Disable PBX and click Modify.
The relevant service now appears in the overview list with a red dot. Disabled services can
be re-enabled by removing the checkmark in Disable PBX. These services will then reap-
pear in the overview list with a green dot.

Please note that disabling a service will not affect current SCC processes. For this
> you need to stop the OpenScape CTI system service on the relevant PC and restart
it; only then will the change take effect!

410 Maintenance installation

Maintenance of the OpenScape CTI system is controlled by the caP.msi installer facility as
well.

Use Start | Settings | Control Panel | Software | Modify or Remove Program and select the
component OpenScape CAP for modification / removing. This opens the MSlI installer for "Main-
tenance Installation".

The installer provides selections "Modify", "Repair", and "Remove". "Modify" can be used to
have components added that were excluded from an earlier installation, and "Repair" can be
used to fix problems with an existing installation.

Select "Remove" to have the installation removed. It takes care of removing all affected compo-
nents without requiring any additional user interaction. Please note that specific uninstallation of
single CAP components is neither necessary nor desirable.
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Once the uninstall procedure is completed, please check the installation directory:

> some files may be left there that either contain configuration data that have been
kept deliberately or that could not be deleted as they are perceived as being still in
use. In case you want the installation directory to be completely purged, please do
that manually.

4.1 Upgrading from SMR3 to SMR5 or a newer version

Before you start upgrading:

> Check if you have a license file, with your licenses!

When you want to use your OpenScape CAP, a license is required. You should buy this
only at the first time and after that you can import it into all version of OpenScape / HiPath
CTl independently of the version number. But do not forget to check de expire date, be-
cause after it is expired you must buy another one. We usually provide it with a *.lic exten-
sion. The licenses are valid for that computer which MAC address was given at the begin-
ning of the license enquiring procedure. It means that the license is only valid for a fix MAC
address.

»  Collect all the data form your configured SCCs and SCCPs!
After upgrading procedure the properties of SCC and SCCP will be shown by the Open-
Scape management but it will not be there physically, therefore it is suggested to note
these data, before you start the upgrading. If you have a lot of SCC and SCCP configured
in your management, it will take a long time, but you really must to do this before the up-
grading. After upgrading delete the SCCs and SCCPs and re-create them using data as
noted before.

> Check if your old version of HiPath CTl is sill running!
First of all you must stop the HiPath CTI service form the Control Panel. To do this, run the
Services (Start|Settings|Contorll Panel|Administrative tool) and select HiPath CTI. Click
the right button on it and chose stop.

How to run upgrade:

You cannot do the update form SMR3 to SMRS directly. First you must upgrade your system
from SMR3 to SMR4 and after that you can continue the upgrading to SMR5. Because of the
reasons described above you need an installation pack of HiPath CTl V3.0 in a version of SMR4
and SMRS5. You can upgrade from SMR5 to a newer version directly.

Steps of upgrading:
1. Stop the current running version of HiPath CTI. (Stop the service from administrative tools.)

2. Start the installation of the newer version of OpenScape CTI by run the setup.bat.
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3. The installer will recognize a previously installed version of HiPath CTlI, therefore it will offer
you an upgrade. If you don’t use the default directory, you must install the upgrade into the
same different directory like the original one.

4. After you finished the installation you must continue with the data migration. These steps
are described in chapter 4.11.4. (Look at step 9.)

5. After finished data migration, start the OpenScape CTI service (from administrative
tools|service).

6. Run the management and check all described property at step 14. of chapter 4.11.4. For
addition do the same with SCCP like with SCC for finalize installation.

At the end of the migration from SMR3 to SMR4 you should continue with migration from SMR4
to SMR5. The procedure of this upgrading same as it was in case of upgrade from SMR3 to
SMR4. There is only difference in data migrating. The data migration is described in chapter
4.11.4. (Look at step 11.).

412 Upgrade/update Instructions

After upgrading or updating components of OpenScape CAP the tecnician has to
> make sure that CAP is using the new .exe and .jar files in order to avoid inconsisten-
cies.

You can check .exe files via DiagnoseAgent (Processes -> Process -> Snapshot ->
(Status) -> version)

You can check .jar files in CAP Management (Help -> Product information)
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5 Getting Familiar with OpenScape CAP Manage-
ment

This chapter explains the log on and off procedure for CAP Management and describes the CAP
Management user interface.

5.1 Starting CAP Management

You should select a screen resolution of 1024 x 768 pixels or higher for the best pos-
> sible display of CAP Management.

1. Start OpenScape CAP Management with
Start | Programs | OpenScape CAP | Management.

2. Your HTML browser will open and the login dialog will appear.

5.1.1 Logging on

Access to the functions of CAP Management is only provided after successful login. An ID and
password are required to login to CAP Management. The default administrator ID provided with
the installation for this purpose is "Admin" with default password "Admin". This password should
be changed by the administrator as soon as possible (see below).

1. For login, enter the standard administrator ID "Admin" and the standard administrator
password "Admin" in the relevant input fields. For security purposes, the password entered
will be represented by a series of asterisks.

The ID and password entries are case-sensitive.

>

2. Click OK. The data is checked and CAP Management is started.

After 30 minutes of inactivity, the browser and system are automatically discon-
> nected. To carry out further actions with CAP Management, you must log in
again.

To change the default password "Admin", proceed as follows:
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1. In the main menu, activate User.

2. Inthe navigation area, select Search/Modify.

3. Enter Admin as a search keyword under User ID and click Search.
4. In the next dialog that opens, change the password.

To define a new user with administrator rights, configure a user as described in Section 7.3.1
and select Admin as the user’s role.

Please note that starting with HiPath CAP V3.0 SMR4 in addition to an administrator with unlim-
ited admin rights it is possible to define "business group administrators" (BGAdmin). These are
confined to administration of the respective business group; for details, please refer to

Section 7.1. As the same user id may be defined in different business groups, possibly only the
combination of business group + user id is unique within the CAP installation.

In that case, login requires "<business group>/<user id>" or (for authentication via Windows
login) "<domain>\<windows login>" to be specified.

5.1.2 Logging off

Normally, you do not need to log off separately to close CAP Management. It is enough to close
the CAP Management window.

In case you want to terminate the CAP Management session without closing the window, you
can do so by explicitly selecting Logout from the main menu. You are prompted for confirmation,
and the session is closed subsequently. To continue working with CAP Management, you must
log in again (see Section 5.1.1, "Logging on").

5.2 CAP Management interface

The CAP Management interface consists of HTML pages that can be opened with an HTML
browser. This allows for CAP Management to be operated platform-independently on all com-
monly used operating systems.

Each of the HTML pages consists of the following three areas:
> Main menu
> Navigation area

? Work area

A31003-G9330-1100-18-7620, 09/2024
2 OpenScape CAP V3, Common Application Platform, Service Documentation



Getting Familiar with OpenScape CAP Management
CAP Management interface

Navigation Area Main Menu
Service | User | Device | Licenses | Data | Diagnosis | Security | Logout | Help
- List of Switch Connections:

Swm::h::onneclmn
SCC Proxy
Domain information

Name Id CAP Call Control Switch Type IP adress Switch E}
@ Bagira Bagira 192.168.0.29:26535 HiPath 4000 V& 192.168.0.247 '&x}

MNode access codes
PMNP

Speed-dial numbers
XML Phone Service
URLs for Phone Service
Presence Manager

Work Area

OpenScape

ManggAerent

If the size of the browser window prevents navigation and work areas from being dis-

> played completely, horizontal or vertical scroll bars appear at the edges, enabling
you to scroll the section displayed.

CAP management is using URL rewriting. If the size of the URL exceeds the limit of
> the browser, it would not work. The use of a different browser or a newer version is-
recommended in such cases.

5.2.1 Main menu

The main menu contains the various CAP Management menu items. When you click a menu
item, the selection list in the navigation area and the display in the work area change according-
ly.
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5.2.2 Navigation area

The navigation area contains the various submenu items for the main menu. When you click one
of the submenu items, the associated page in the work area appears.

5.2.3 Work area

The data for configuring OpenScape CAP can be entered or selected in the work area. The
available information and action options depend on the choice of menu item in the navigation
area. You will find a description of the information and actions under the relevant menu item.
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6 Configuration with OpenScape CAP Management

You can connect various communication systems to OpenScape CAP V3.0:
> HiPath 8000 / OpenScape Voice

> HiPath / OpenScape 4000

> HiPath 3000 / 5000

For each switch to be connected to OpenScape CAP, a corresponding SCC instance must be
configured, like:

> SCC8000 for HiPath 8000 / OpenScape Voice
> SCC4000 for HiPath / OpenScape 4000
> SCC3000 for HiPath 3000

To create and configure a new SCC instance, select Service in the main menu and enable
Switch connection in the navigation area. Click in the work area to create a new entry and se-
lect the appropriate SCC variant in the pop-up selection box.

Use of an SCCP is necessary to facilitate multi domain capability for CSTA XML and CSTA
ASN.1 protocols (also for JTAPI and XMLPS applications). The SCCP can communicate with
several SCCs simultaneously.

This chapter explains the settings you must make in OpenScape CAP Management to connect
the communication systems listed above to OpenScape CAP. In addition, it explains how to con-
figure an SCCP.

The following diagram shows the positioning of an SCC in the CAP with explanations of the fun-
damental configuration points.
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6.1 HiPath 8000 / OpenScape Voice connectivity

6.1.1 Overview

CSTA is a standard for computer-supported telephony (CTI) that was established by the inter-
national standardization organization ECMA (European Computer Manufacturers Association).
The physical connection between the HiPath 8000 / OpenScape Voice and a PC that is running
SCCHiPath8000 is set up with the help of a TCP/IP LAN connection.

6.1.2 Preparation

To enable HiPath 8000 connectivity, a CSTA link must be set up as described in the HiPath 8000
/ OpenScape Voice documentation.

6.1.3 Configuration

To connect a HiPath 8000 / OpenScape Voice for the first time or to reconfigure an existing con-
nection, proceed as follows:

1. Click the Switch connection menu item in the navigation area.
a) A connection has not yet been configured. Continue with 2a.

b) One or more connections are already configured. These are displayed in a list. Con-
tinue with 2b.

2. Configure the connection.

a) If a connection has not yet been configured, click the Add new entry icon and select
HiPath 8000 as the server version.

b) If one or more connections are already configured, these are displayed in a list. Select
a connection by clicking the Modify icon for the relevant connection.

The HiPath 8000 configuration dialog now is displayed in the work area, comprising parts
SCC and Switch.
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"SCC" dialog

Field Description

SCC Name Enter a mnemonic name for the SCC here, e.g. "SCC-HP8000".
This name can be assigned at the administrator’s discretion. It
must be unique within the entire CAP installation.
Up to 32 characters (letters, numbers, underscore and hyphen)
are permitted. Accentuated letters are supported only under
Windows.

SCCId Enter an Id for the SCC here; the identifier must be unique with-

(optional) in the entire OpenScape CAP installation; it cannot be changed

after configuration has been completed.

In the Diagnostic Agent, the "SCC Id" is used to display the SCC
in the list of processes.

The HiPath / OpenScape node number (for example, 10-60-
200, 30-70-600, etc.) is usually used here. must be unique with-
in the entire CAP installation.

Up to 32 characters (letters, numbers, underscore and hyphen)
are permitted. Accentuated letters are supported only under
Windows.

Note:

When importing user data, the SCC |d must match the PBX Id
in the import file.

SCC host name

The name of the host on which the SCC process is running must
be specified here.

A PC name directory is created in the directory <InstDir>\
config\ using the "host name". A subdirectory called telas-
server_<SCC ID> is added for the SCC. This subdirectory
contains all configuration files for these processes that are to be
started.

Note:

For distributed installation (which means that the SCC PC is not
your own PC/local host), you must install OpenScape CAP Ser-
vice Starter on the specified SCC PC (cf. Section 4.3).

SCC IP address
(cannot be edited)

Here the IP address of the PC on which the SCC process
should run is displayed. The address is determined via the host
name; it is shown just to allow for a sanity check.
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Field Description

SCC Port The port assigned to the SCC process may be specified here.

(optional) Port 26535 is used by default.
If this port was already assigned to a different SCC by the CAP
configuration, the system automatically offers the next free port
(for example, 26537).

"Switch" dialog

Field Description

IP address of the Switch

Enter the HiPath 8000 IP address via which the CSTA interface
of the HiPath 8000 can be reached.

Port of the Switch
(optional)

Enter the switch port here.

IP address of the Backup
Switch

Enter the HiPath 8000 IP address via which the CSTA interface
of the backup HiPath 8000 / OpenScape Voice can be reached.

Port of the BAckup Switch
(optional)

Enter the backup switch port here.

Speed-dial numbers

Only the ComAssistant Phone Controller uses speed-dial num-
bers. If the application initiates the dialing, the system checks
whether the external call number dialed has been configured in
the assigned speed-dial list. If the number is found in the list, the
SCC sends the configured speed-dial number to the HiPath
8000 for dialing, instead of the long call number. Speed-dial lists
are only used if the CTl users do not have unrestricted trunk ac-
cess, and would like to dial using an LDAP search result, even
though they only have access to system speed-dialing. As a
rule, call numbers for people are stored on an LDAP server as
long call numbers in canonical format.

Domain numbers

The left part shows a list of configured domain numbers (see
Section 7.2.3); use the arrow key to move selected entries rel-
evant for this switch to the right hand side.

NAC

The left part shows a list of configured node access codes (see
Section 7.2.4); use the arrow key to move selected entries rel-
evant for this switch to the right hand side.

Private Numbering Plan

The left part shows a list of configured PNPs (see
Section 7.2.5); use the arrow key to move selected entries rel-
evant for this switch to the right hand side.
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Actions

Action Description

Add Checks data for completeness and adds the entry to the switch
connections list.

Close Closes the Add entry dialog without saving the entries.

Delete Deletes an existing switch connection.
Note:
This button only appears if at least one switch connection is al-
ready configured.

Next >> Calls up the next dialog.

<< Previous Calls up the previous dialog.

When configuring HiPath 8000 connectivity for ComAssistant V2.0, the application

> will make use of configuration data only but bypass the SCC8000 service.
Accordingly the SCC might be disabled (cf. Section 4.9.6) after it has been config-
ured - unless it is used by another application.
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6.2 HiPath / OpenScape 4000 connectivity

6.2.1 Overview

HiPath 4000 V4, V5 does not support a standardized protocol for communication with applica-
tions. For this reason, it is absolutely necessary to use the "Connectivity Adapter HiPath 4000"
(CA4000) protocol converter. The CA4000 converts the HiPath 4000 (ACL-C+) proprietary pro-
tocol into a standardized protocol (CSTA lll). CSTA is a standard for computer-supported tele-
phony (CTI) that was established by the international standardization organization ECMA (Eu-
ropean Computer Manufacturers Association). With OpenScape CAP V3.0, the CA4000 can
only be used in conjunction with the SCCHiPath4000. All CA4000 configuration parameters are
integrated in the SCCHiPath4000 configuration. The physical connection between the HiPath
4000 and a PC that is running CA4000/SCCHiPath4000 is made with the help of a TCP/IP LAN
connection.

The HiPath 4000 supports 32 "ACL-C+" application connections simultaneously. Depending on
the software version, it may be that less than 32 "ACL-C+" application connections can be re-
leased.

CSTA CTI Server

HiPath 4000
f

Connectivity link

H
=

—

—_—

Agent Workstation

6.2.2 Preparation

Configure the SCCHiPath4000 to connect a HiPath 4000. Its configuration menu also offers the
CA4000 configuration parameters. If the connection to the HiPath 4000 is made via the SL100/
200, the IP address or the IP network of the SCCHiPath4000/CA4000 PC must be included in

the HiPath 4000 firewall list.
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REMARK: in case of HiPath 4000 V6 / OpenScape 4000 V7 the CAP does not start CA4000
process, but connects directly to the HiPath / OpenScape 4000 CSTAinterface. In case a HiPath
4000 V6 / OpenScape 4000 V7 switch connection is configured, then according to this no appli-
cation/subapplication ID is needed to configured via GUI.

This connection to the CSTA is established on port 102. This port is defended by security rules,
so by default it is not accessible. In case of SMR13 and after an SCC is created that will try to
register itself into CSTA (technically the request’s IP address gets reqistered). These entries can
be managed manually on CSTA side. However, due to technical reasons deregistering is not yet
supported, so in case an SCC gets deleted then it is adviced to delete the corresponding trusted
address entry on the CSTA side as well.

In case of HiPath 4000 V4/5 -> HiPath 4000 V6 upgrade, the device/user data of the previous

switch connection must be exported, then the export file must be edited (the old SCCIld must be
replaced to the SCCId of the HiPath 4000 V6 connection, and then an import must be made of
this changed device/user file, after the old switch connection and device/user data were deleted.

Also in case of an upgrade from HiPath 4000 Vx (x less then 6) to the V6 the CAP V3.0 needs
to adapt this: only the switch connection of the HiPath 4000 Vx must be deleted and then with

the same ID a HiPath 4000 V6 connection type must be added. (Previously itis recommended
to backup the database.) Every special seetings of the previous SCC must be adapted to the
Telas.cfg of the new SCC connection (and the CA4000 relevant config settings to the CSTA in-
tegrated in V6 as well).

6.2.3 Configuration

To connect a HiPath 4000 for the first time or to reconfigure an existing connection, proceed as
follows:

1. Click the Switch connection menu item in the navigation area.
a) A connection has not yet been configured. Continue with 2a.

b) One or more connections are already configured. These are displayed in a list. Con-
tinue with 2b.

2. Configure the connection.

a) If a connection has not yet been configured, click the Add new entry icon and select
HiPath 4000 as the server version.

b) If one or more connections are already configured, these are displayed in a list. Select
a connection by clicking the Modify icon for the relevant connection.

The HiPath 4000 configuration dialog now is displayed in the work area, comprising parts
SCC, CA4000, and Switch.

A31003-G9330-1100-18-7620, 09/2024
8 OpenScape CAP V3, Common Application Platform, Service Documentation



Configuration with OpenScape CAP Management
HiPath / OpenScape 4000 connectivity

"SCC" dialog

Field Description

SCC Name Enter a mnemonic name for the SCC here, e.g. "SCC-HP4000".
This name can be assigned at the administrator’s discretion. It
must be unique within the entire CAP installation.
Up to 32 characters (letters, numbers, underscore and hyphen)
are permitted. Accentuated letters are supported only under
Windows.

SCCId Enter an Id for the SCC here; the identifier must be unique within

(optional) the entire OpenScape CAP installation; it cannot be changed af-

ter configuration has been completed.

In the Diagnostic Agent, the "SCC Id" is used to display the SCC
in the list of processes. In the same way, the associated CA4000
process is displayed as CA4000_<SCC Id>.

The HiPath / OpenScape node number (for example, 10-60-
200, 30-70-600, etc.) is usually used here. Up to 32 characters
(letters, numbers, underscore and hyphen) are permitted. Ac-
centuated letters are supported only under Windows.

Note:

When importing user data, the SCC |d must match the PBX Id
in the import file.

SCC host name

The name of the host on which the SCC process is running must
be specified here.

A PC name directory is created in the directory <InstDir>\
config\ using the "host name". A subdirectory called telas-
server_<SCC Id>isadded forthe SCC. Asubdirectory called
ca4000_<sccC 1d>isadded forthe associated CA4000. These
subdirectories contain all configuration files for these processes
that are to be started.

Note:

For distributed installation (which means that the SCC PC is not
your own PC/local host), you must install OpenScape CAP Ser-
vice Starter on the specified SCC PC (cf. Section 4.3).

SCC IP address
(cannot be edited)

Here the IP address of the PC on which the SCC process should
run is displayed. The address is determined via the host name;
it is shown just to allow for a sanity check.
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Field Description
SCC Port The port assigned to the SCC process may be specified here.
(optional) Port 26535 is used by default.

If this port has already been assigned to a different SCC in the
CAP configuration, the system automatically offers the next free
port (for example, 26536).

ASN1 Single Domain
Native Mode

If this SCC is connected to an SCCP or a TCSP (multi domain

mode), you should keep the default value Off. In "multi domain

mode", the SCC supports the CSTA Il ASN.1, CSTA XML, and

NetTSPI protocols. The SCC state is always "active".

If you select a CSTA protocol version, the SCC operating mode

changes to "single domain native mode". In this mode, the SCC

passes a protocol through on a one-to-one basis, and its status

is "not ready" if there is no application connection. Depending

on application requirements, select from:

»  CSTA ACSE: Interface is configured for CSTA Phase Ill and
requires a login to the SCC via ACSE request (version 5)
(for more information, see the OpenScape CAP Application
Developers’ Guide),

»  CSTA III:Interface is configured for CSTA Phase Ill.

CalllD Management
for TAPI

This box allows to activate the management of Call-IDs via Call-
IDRepository which is necessary for selected TAPI applications
only (refer to respective application documentation).

Regularly the setting should be left Off without changes.

E164 number format

It is available only from SMR13. If this option is selected then
E164 number formats will be used. This option can be used for

HiPath 4000 V6 R2 and upwards switches

"CA4000" dialog

Field

Description

CA4000 IP address
(not shown,
cannot be edited)

This IP address is used for communication between SCC and
CA4000. It is set automatically, equal to the SCC IP address,
and will not be shown in the GUI.

CA4000 port
(optional)

Optionally, you can specify the port provided by the CA4000 for
this connection ("1025-5000"). The SCC addresses this port for
communication to the CA4000. Port 4640 is used by default.
Because there are occasionally problems with Windows pro-
cesses that use ports in the range from "1025 - 1299", we rec-
ommend a port of "1300" or higher.

10
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Field

Description

Switch Link Number
(optional)

This number must be the same in the CA configuration and in
the AMO CPTP:APPL. The crucial parameters in the AMO are
the ACM number and the APPL number. They are calculated
from the default value "50" plus the switch link number. (ACM
50 + switch link number; APPL 50 + switch link number).
Example: Switch link number = 5 >>> ACM55;APPL55;

Switch sub-appl number
(optional)

This number must be the same in the CA configuration and in
the AMO XAPPL. The crucial parameter in the AMO is the sub-
application number "Dxx" (D01-D32).

Example: Switch sub appl number = 25 >>> D25

Use External DNIS
(optional)

Activation of DNIS (Dialed Number Identification Service) is an
additional information field in the "Delivered, Queued, Diverted,
Established, Connection Cleared Event". Currently, the HiPath
4000 does not support this completely. If DNIS is activated, the
HiPath 4000 conveys the number dialed by the external caller
in this field. If DNIS is not active, the ANI (Automatic Number
Identification) is conveyed in this field; this is the external call-
er’s call number.

"Switch" dialog

Field

Description

IP address of the Switch

Enter the HiPath 4000 IP address here. If the connection is via
the SL100/200, make sure that the IP address or the entire IP
network of the SCC4000/CA4000 PC is entered in the firewall
list.

SPI Account
SPI Password
Business Group

For direct access to the HiPath 4000 administration interface
via the PBX Interface service (SPI), please enter the "HiPath
Expert Access" login data here. Afterwards, the button "Get de-
vice data" is activated which allows to have device data import-
ed from the switch at any time. Please note that this function al-
lows to have devices created / device data modified - no
devices will be removed from the CAP Management database.
Devices always will be imported into the specified BG - it is cur-
rently not supported to distribute devices provided via SPI
across multiple BGs.
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Field

Description

Speed-dial numbers

Only the ComAssistant Phone Controller uses speed-dial num-
bers. If the application initiates the dialing, the system checks
whether the external call number dialed has been configured in
the assigned speed-dial list. If the number is found in the list, the
SCC sends the configured speed-dial number to the HiPath
4000 for dialing, instead of the long call number. Speed-dial lists
are only used if the CTl users do not have unrestricted trunk ac-
cess, and would like to dial using an LDAP search result, even
though they only have access to system speed-dialing. As a
rule, call numbers for people are stored on an LDAP server as
long call numbers in canonical format.

Domain numbers

The left part shows a list of configured domain numbers (see
Section 7.2.3); use the arrow key to move selected entries rel-
evant for this switch to the right hand side.

NAC

The left part shows a list of configured node access codes (see
Section 7.2.4); use the arrow key to move selected entries rel-
evant for this switch to the right hand side.

Private Numbering Plan

The left part shows a list of configured PNPs (see
Section 7.2.5); use the arrow key to move selected entries rel-
evant for this switch to the right hand side.

Actions

Action Description

Add Checks data for completeness and adds the entry to the switch
connections list.

Close Closes the Add entry dialog without saving the entries.

Delete Deletes an existing switch connection.
Note:
This button only appears if at least one switch connection has
already been configured.

Next >> Calls up the next dialog.

<< Previous

Calls up the previous dialog.

12
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6.2.4 Connecting a HiPath / OpenScape 4000 AP Emergency Configu-

ration

With CAP V3.0 additional configuration features specific to AP Emergency have been provided
to allow for applications to leverage the extended reachability of a HiPath / OpenScape 4000
network (cf. Section B.4).

6.2.4.1

From the CAP point of view, any HiPath / OpenScape 4000 CC-AP will be handled like a "mini
HiPath / OpenScape 4000", i.e. for connecting a HiPath / OpenScape 4000 CC-AP SCC4000
and CA4000 or SCC for 4000-embedded CSTA must be configured as usual.

Architecture

Appl A Appl 72 Appl #3
CSTA Il ASHA CSTA XML TAPI
|
SCCP M SCCP #2 TAPI
SCC HP4000 SCC HP4000 SCC HP4000 SCC HP4000
CC-Host CC-AP17 CC-AP20 CC-AP40
| | | |
CA4000 CA4000
/— — e
fccead Point EG1 Acead Point]
= o LT 20
s ' loccean Poimt
: |
- PR L Acceas Point __lm
=) = e
\ EG 3 EG 4 /

For each application an SCC Proxy is mandatory, coordinating and deciding which subscriber
can be reached on which way.

Finally, for each device supporting AP Emergency the "emergency path" (i.e. the SCC4000 con-
necting to the respective HiPath / OpenScape 4000 CC-AP) must be configured in addition to
the primary path (i.e. the SCC4000 connecting to the HiPath 4000 Server).
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Please note that the CAP AP Emergency support is provided for applications con-
> necting via SCCP only.

For direct access to single SCCs as well as for access via TAPI no AP Emergency

support is available!

6.2.4.2 Failure Scenarios

HiPath / OpenScape 4000 server failure

Appl A Appl 72 Appl #3
CSTA Il ASHA CSTA XML TAPI
|
SCCP M SCCP #2 TAPI
SCC HP4000 SCC HP4000 SCC HP4000 SCC HP4000
CC-Host CC-AP17 CC-AP20 CC-AP40
[ | | |
CA4000 CA4000 CA4000 CA3000
/— LTU 17 LTU 19 s ‘r' LTL 40 \
Acceas Point EG 1 Accoan Point : M:s;:mt
-I-E G Tl |—|‘| i -
Roubar 2 H
i i CC-AF

LTL 20

_:1'[%.%.[.11-‘._.... T e o

LT 21 HG =74

Aceas Point T

EG 4 /

On HiPath / OpenScape 4000 level, all of the devices connected locally (i.e. to shelves within
the server) are not reachable any more. All of the Access Points will survive the failure, as any
AP is able to reach its own CC-AP.

On CAP level, only the connection between SCC4000 ("CC-Host") and HiPath 4000 server is
interrupted, i.e. all devices connected locally are not reachable any more.

5
i
?
=

HG 37
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(Complete or partial) WAN failure

Appl A Appl 72 Appl #3
CSTA Il ASHA CSTA XML TAPI
I
SCCP A SCCP #2 TAPI
SCC HP4000 SCC HP4000 SCC HP4000 SCC HP4000
CC-Host CC-APAT CC-AP2D0 CC-AP40
I I I |
CA4000 CA4000 CA4000 CA3000

/_ LTU 17

Aceas Point

LTLI 43

Aceas Point]

Do Jrs

; LTU 40
locceal Point

0]

'
HG 378 1 |—|_| H
Foubar 2 H
|:I2I2-P.P 1l EG?Z i=f]ccoap
T it 1
Cantral Symtem | 1 i e : LT 20 .
m He Foubar 4 hecean Point
: LT 21 HG Z&T
ADR H LTU a1 s = -
; Arceas Poim] | Acceas ol
1% o utr § CO-AF
[e= 1 [ S |
EG3

\ EG 4 /

On HiPath / OpenScape 4000 level, all of the devices connected locally (i.e. to shelves within
the server) will survive the failure. The same is true for Access Points that still can reach the
assigned CC-AP (AP20, AP21, AP40 in the example) or that are directly connected to the
HiPath / OpenScape 4000 server (AP17 in the example). Remaining Access Points experience
a total failure (AP19, AP41 in the example).

On CAP level, in the example above almost all of the SCC4000 connections are broken; only
devices connected to AP40 are still reachable because the SCC4000 "CC-AP40" is not affected
by the partial WAN failure.

6.2.4.3 Configuration
As sketched above, components must be configured as follows:

> Switch connection
SCC4000 towards each HiPath 4000 CC-AP

> SCC Proxy
SCCP per application as coordinating instance

> Device
Entry for alternative SCC4000 to CC-AP for any AP-enabled device
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For configuration of the switch connection, basically proceed as described in Section 6.2.3; sub-
sequently, only specific deviations will be described.

1. Click the Switch connection menu item in the navigation area.
The SCC4000 connected to the HiPath / OpenScape 4000 server should be visible already

2. Configure the connection: click the Add new entry icon and select HiPath 4000 as the
server version.

The HiPath 4000 configuration dialog now is displayed in the work area, comprising parts
SCC, CA4000, and Switch.

Basically, any HiPath 4000 CC-AP has administration data identical to the HiPath 4000 server
(except for some minor deviations, but in particular subscriber numbers and dialling plan are
identical).

Based on the identical HiPath 4000 data we recommend to use the SCC4000 configuration set-
tings for the HiPath 4000 server as a blueprint for subsequent configuration of the additional
SCC4000 instances.

"SCC" dialog
Field Description
SCC Name A new string must be defined as SCC Name. It may be helpful if
the string is defined to contain info about
> being an SCC connected to a HiPath / OpenScape 4000
CC-AP
(not to a HiPath / OpenScape 4000 server)
> which HiPath / OpenScape 4000 server the CC-AP is as-
signed to
> which of several CC-APs is the one addressed here
Naming rules apply as specified in Section 6.2.3.
SCCId A new string must be defined as SCC Id. It may be helpful if the
(optional) string is defined to contain info about
> being an SCC connected to a HiPath / OpenScape 4000
CC-AP
(not to a HiPath / OpenScape 4000 server)
> which HiPath / OpenScape 4000 server the CC-AP is as-
signed to
> which of several CC-APs is the one addressed here
Naming rules apply as specified in Section 6.2.3.
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Field

Description

SCC host name

The name of the host on which the SCC process is running must
be specified here. This need not be the same host as specified
for the HiPath 4000 server connection!

Naming rules apply as specified in Section 6.2.3.

remaining fields

as specified in Section 6.2.3.

"CA4000" dialog

Field Description

CA4000 IP address as specified in Section 6.2.3.

(not shown,

cannot be edited)

CA4000 port Define a new, as of yet unused port here.
(optional) Rules apply as specified in Section 6.2.3.

Switch Link Number
(optional)

Switch sub-appl number
(optional)

Define a new, as of yet unused combination (like 6 / 26 etc.)
here. This combination must have been configured accordingly
on HiPath / OpenScape 4000 side (AMOs as described in
Section 6.2.3).

Use External DNIS

as specified in Section 6.2.3.

(optional)

"Switch" dialog

Field Description

IP address of the Switch | Please specify the IP address of the HiPath / OpenScape 4000

CC-AP LAN interface here. If the connection is via the SL100/
200, make sure that the IP address or the entire IP network of
the SCC4000/CA4000 PC is entered in the firewall list of every
CC-AP.

remaining fields

as specified in Section 6.2.3.

For configuring the SCC Proxy, proceed as specified in Section 6.5.2.
Please pay special attention to the description of the "Disable AP Emergency" field.

For configuring devices, proceed as specified in Section 7.4.2.
Please pay special attention to the description of the "Emergency" field.
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6.3 HiPath 3000 connectivity

6.3.1 Overview

HiPath 3000 supports the CSTA Il standardized protocol for communication with applications
(subject to prior ACSE login). CSTA is a standard for computer-supported telephony (CTI) that
was established by the international standardization organization ECMA (European Computer
Manufacturers Association). The physical connection between the HiPath 3000 and a PC that
is running SCCHiPath3000 is set up with the help of a TCP/IP LAN connection or an ISDN S
connection.

HiPath 3000 supports a maximum of eight CSTA Ill connections at one time. Depending on the
HiPath 3000 software version used, the number CSTA lll connections released may be less than
eight.

The TCP/IP connection to the HiPath 3000 is released only via the HG1500. The
>  TCP/IP connection via the LIM module is not supported!

HiPath 3000 configurations using the CSP component are not supported either; the

"CSP flag" must be deactivated in the H3000 configuration; otherwise a CSTA event

flow may result that creates problems in the SCC3000.

6.3.2 Preparation

To enable HiPath 3000 connectivity, a CSTAlink must be set up as described in the HiPath 3000
documentation. The HiPath 3000 CSTA interface can be reached from all IP addresses by de-
fault. Using the application firewall list, however, it is possible to release or block separate IP
addresses or entire IP networks.

6.3.3 Configuration

To connect a HiPath 3000 for the first time or to reconfigure an existing connection, proceed as
follows:

1. Click the Switch connection menu item in the navigation area.
a) A connection has not yet been configured. Continue with 2a.

b) One or more connections are already configured. These are displayed in a list. Con-
tinue with 2b.

2. Configure the connection.
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a) If a connection has not yet been configured, click the Add new entry icon and select
HiPath 3000 as the server version.

b) If one or more connections are already configured, these are displayed in a list. Select
a connection by clicking the Modify icon for the relevant connection.

The HiPath 3000 configuration dialog now is displayed in the work area, comprising parts
SCC and Switch.

"SCC" dialog

Field Description

SCC Name Enter a mnemonic name for the SCC here, e.g. "SCC-HP3000".
This name can be assigned at the administrator’s discretion. It
must be unique within the entire CAP installation.

Up to 32 characters (letters, numbers, underscore and hyphen)
are permitted. Accentuated letters are supported only under
Windows.

SCCid Enter an Id for the SCC here; the identifier must be unique with-
(optional) in the entire OpenScape CAP installation; it cannot be changed

after configuration has been completed.

In the Diagnostic Agent, the "SCC Id" is used to display the SCC
in the list of processes.

The HiPath node number (for example, 10-60-200, 30-70-600,

etc.) is usually used here. Up to 32 characters (letters, numbers,
underscore and hyphen) are permitted. Accentuated letters are
supported only under Windows.

Note:

When importing user data, the SCC |d must match the PBX Id

in the import file.

SCC host name The name of the host on which the SCC process is running must
be specified here.

A PC name directory is created in the directory <InstDir>\
config\ using the "host name". A subdirectory called telas-
server_<SCC ID> is added for the SCC. This subdirectory
contains all configuration files for these processes that are to be
started.

Note:

For distributed installation (which means that the SCC PC is not
your own PC/local host), you must install OpenScape CAP Ser-
vice Starter on the specified SCC PC (cf. Section 4.3).
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Field

Description

SCC IP address
(cannot be edited)

Here the IP address of the PC on which the SCC process
should run is displayed. The address is determined via the host
name; it is shown just to allow for a sanity check.

SCC Port The port assigned to the SCC process may be specified here.

(optional) Port 26535 is used by default.
If this port was already assigned to a different SCC by the CAP
configuration, the system automatically offers the next free port
(for example, 26537).

"Switch" dialog

Field Description

Switch Connectivity

Select to have the switch connected via LAN, via ISDN Link, or
via V24.

Subsequent contents of the Switch dialog depend on the selec-
tion here. We describe the LAN connection first.

For connection via ISDN, see Section 6.3.4.

For connection via V.24, see Section 6.3.5.

IP address of the Switch

Enter the HiPath 3000 IP address via which the CSTA interface
of the HiPath 3000 switching PC can be reached.

Port of the Switch
(optional)

Enter the port 7001 here. HiPath 3000 does not support any
other connection ports.

Speed-dial numbers

Only the ComAssistant Phone Controller uses speed-dial num-
bers. If the application initiates the dialing, the system checks
whether the external call number dialed has been configured in
the assigned speed-dial list. If the number is found in the list, the
SCC sends the configured speed-dial number to the HiPath
3000 for dialing, instead of the long call number. Speed-dial lists
are only used if the CTl users do not have unrestricted trunk ac-
cess, and would like to dial using an LDAP search result, even
though they only have access to system speed-dialing. As a
rule, call numbers for people are stored on an LDAP server as
long call numbers in canonical format.

Domain numbers

The left part shows a list of configured domain numbers (see
Section 7.2.3); use the arrow key to move selected entries rel-
evant for this switch to the right hand side.

NAC

The left part shows a list of configured node access codes (see
Section 7.2.4); use the arrow key to move selected entries rel-
evant for this switch to the right hand side.

20
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Field

Description

Private Numbering Plan

The left part shows a list of configured PNPs (see
Section 7.2.5); use the arrow key to move selected entries rel-
evant for this switch to the right hand side.

Actions

Action Description

Add Checks data for completeness and adds the entry to the switch
connections list.

Close Closes the Add entry dialog without saving the entries.

Delete Deletes an existing switch connection.
Note:
This button only appears if at least one switch connection is al-
ready configured.

Next >> Calls up the next dialog.

<< Previous

Calls up the previous dialog.
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6.3.4 HiPath 3000 connectivity via ISDN link

As an option for HiPath 3000, SCC connectivity may be done via ISDN. For that purpose, the
TelasLinkISDN.exe component has been provided as a TCP/IP-ISDN converter. This pro-
gram may be started only once on each PC; accordingly, a separate PC must be used for each
HiPath 3000 ISDN connection.

The program opens a TCP port to which the SCC can connect on one side. The first ISDN card
in the PC is accessed on the other side.

The ISDN connection to the HiPath 3000 is established via D channel; it is supported
> by the Eicon Diva (Diehl) ISDN card only

SCC IP address
SCC port
-Route to application
-These data are supplied
to the application.

LM FM UM CM -The PC on which the SCC

| ] | ] ‘ SCC computer name
IIF I'F I'F IF o b esetartod

CAP Management scc S

+ Configuration

+ User Managerment |

+ License Management

+ Fault Management TelasLinkISDN IP address

TelasLinkISDN port
-Route to PBEX

1

TelasLinkiSDN

' cstaLinkMumber
Route to FBX

OpenScape CAP

Eicon Diva (Diehl) for HiPath 3000 D channel connection

!

Just like the SCC components, TelasLinkISDN. exe is installed automatically as part of the
CAP Call Control Service. It is configured during creation of a HiPath 3000 connectivity.
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Please note that corresponding components SCC, LinkISDN, and ISDN card must be hosted on

the same PC.

Configuration is as described in Section 6.3.3; only the "Switch" dialog changes as follows:

"Switch" dialog

Field

Description

Switch Connectivity

Select ISDN Link here.

Link IP Address

This IP address is used for SCC to LinkISDN communication.

(not shown, It is set automatically equal to the SCC Host IP address and is
cannot be edited) not displayed in the GUI.

Link Port Define the port to be used for SCC to LinklISDN communication.
Link Number Define the number (ISDN phone number) to be used for ISDN

access to the HiPath 3000 switch

Speed-dial numbers

... remaining fields as described in Section 6.3.3.

Tabelle 6-1

6.3.5 HiPath 3000 connectivity via V.24
As an option for HiPath 3000, SCC connectivity may be done via V.24. For that purpose, the

TelasLinkV24.exe component has been provided. This program may be started only once
on each PC; accordingly, a separate PC must be used for each HiPath 3000 V.24 connection.

The program opens a TCP port to which the SCC can connect on one side. The V.24 interface
of the PC is accessed on the other side.

Just like the SCC components, TelasLinkV24.exe is installed automatically as part of the
CAP Call Control Service. It is configured during creation of a HiPath 3000 connectivity. Please
note that corresponding components SCC, and LinkV24 must be hosted on the same PC.

Configuration is as described in Section 6.3.3; only the "Switch" dialog changes as follows:

"Switch" dialog

Field Description

Switch Connectivity

Select V24 here.

Link IP Address
(not shown,
cannot be edited)

This IP address is used for SCC to LinkV24 communication.
It is set automatically equal to the SCC Host IP address and is
not displayed in the GUI.
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Field Description

Link Port Define the port to be used for SCC to LinkV24 communication.
Speed-dial numbers ... remaining fields as described in Section 6.3.3.

6.4 "Virtual” Connectivity

6.4.1 Overview

There are certain scenarios where applications want to make use of the CAP phone number
handling facilities (SAT, see Section 2.3.4) without the need for really controlling the respective
devices. For that purpose, all of the configuration data tied to a switch numbering plan must be
available but no SCC or Connectivity Adapter service needs to be installed.

This specific configuration is provided by means of a "virtual" connectivity. It allows subsequently
devices to be imported / defined which are assigned to that "virtual" connectivity, and which are
processed correspondingly in SAT.

6.4.

2 Configuration

To establish a virtual connectivity for the first time or to reconfigure an existing one, proceed as
follows:

1.

24

Click the Switch connection menu item in the navigation area.
a) A connection has not yet been configured. Continue with 2a.

b) One or more connections are already configured. These are displayed in a list. Con-
tinue with 2b.

Configure the connection.

a) If a connection has not yet been configured, click the Add new entry icon and select
Virtual as the switch type.

b) If one or more connections are already configured, these are displayed in a list. Select
a connection by clicking the Modify icon for the relevant connection.

The Virtual configuration dialog now is displayed in the work area, comprising parts SCC
and Switch.
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"SCC" dialog

Field Description

SCC Name Enter a mnemonic name for the SCC here, e.g. "Virtual1". This
name can be assigned at the administrator’s discretion. It must
be unique within the entire CAP installation.
Up to 32 characters (letters, numbers, underscore and hyphen)
are permitted. Accentuated letters are supported only under
Windows.

SCCiId Enter an Id for the SCC here; the identifier must be unique with-

(optional) in the entire OpenScape CAP installation; it cannot be changed

after configuration has been completed.

The HiPath node number (for example, 10-60-200, 30-70-600,
etc.) is usually used here. Up to 32 characters (letters, numbers,
underscore and hyphen) are permitted. Accentuated letters are
supported only under Windows.

Note:

When importing user data, the SCC |d must match the PBX Id
in the import file.

SCC host name
SCC IP address
SCC Port

As no SCC will be running for a virtual connectivity, these fields
will be ignored.

"Switch" dialog

Field

Description

IP address of the Switch
Port of the Switch

As no switch connection will be established for a virtual connec-
tivity, these fields will be ignored.

Speed-dial numbers

Only the ComAssistant Phone Controller uses speed-dial num-
bers. If the application initiates the dialing, the system checks
whether the external call number dialed has been configured in
the assigned speed-dial list. If the number is found in the list, the
SCC sends the configured speed-dial number to the HiPath
3000 for dialing, instead of the long call number. Speed-dial lists
are only used if the CTI users do not have unrestricted trunk ac-
cess, and would like to dial using an LDAP search result, even
though they only have access to system speed-dialing. As a
rule, call numbers for people are stored on an LDAP server as
long call numbers in canonical format.
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Field Description

Domain numbers The left part shows a list of configured domain numbers (see
Section 7.2.3); use the arrow key to move selected entries rel-
evant for this switch to the right hand side.

NAC The left part shows a list of configured node access codes (see
Section 7.2.4); use the arrow key to move selected entries rel-
evant for this switch to the right hand side.

Private Numbering Plan The left part shows a list of configured PNPs (see
Section 7.2.5); use the arrow key to move selected entries rel-
evant for this switch to the right hand side.

Actions

Action Description

Add Checks data for completeness and adds the entry to the switch
connections list.

Close Closes the Add entry dialog without saving the entries.

Delete Deletes an existing switch connection.
Note:
This button only appears if at least one switch connection is al-
ready configured.

Next >> Calls up the next dialog.

<< Previous Calls up the previous dialog.
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6.5 Configuring an OpenScape CAP Call Control Proxy (SCCP)

6.5.1 Overview

An SCCP instance should be configured for every application that is to use OpenScape CAP in
a CSTA or JTAPI multi domain configuration and for every XML Phone Service.

SCC proxies are only used in "multi domain mode". An SCCP supports the CSTA IIl ASN.1 and
CSTA XML protocols. An SCCP always supports only one connection to an application. Several
SCCPs can set up a connection to the same SCC at the same time. The SCCP handles appli-
cation authentication, user licensing, and determination of the SCCs belonging to the CAP de-
vices. It uses the CAP Management services for these jobs.

When setting up a connection to an SCCP, an application must first send an ACSE_AARQ. This
request contains:

— User

— Password

— CSTA version

— Application ID

— Native (mode), true or false (default)

After successful authentication, the SCCP saves the application ID for this existing connection
and uses it for subsequent user licensing. With each additional CSTA request (for a device), the
SCCP uses a connection to CAP License Management (SLM) to check whether a license (ac-
cording to the application ID) has been assigned for this device (or for the associated user). If

automatic license assignment has been activated, an appropriate client license is automatically
assigned to a device/user, if such a license is not already available. If the license check is suc-
cessful, the SCCP saves this for 3600 seconds and forwards the request to the SCC associated
with the device.
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App 1 App 2 App3
ASN.1 XML JTAPI

SCC Proxy IP Address

SCC Proxy Port

CAP Cluster -The way to the application

-This infonmation goes ta
the application

SCCP SCCP SCCP -
SCC Proxy pc hame
& [ | [ 1 -The lacation, where the SCCP
reg?getServiceForDevice CAP Call Control IP Address has to be started

CAP Call Control Port

| | | | The way to the application. This
wa | em || um || cm information goes to the SCCP
IF

IF IF IF [ ¥
CAP Manhagemenht scc *
= Configuratian CAP Call Control pc name
= User Management -The location, where the SCC
= License Management has 1o be started

= Fault Management

HiPath3000/CA4000/CAJ00 P Acldress
0pen5cape CAP HiP ath3000/CA4000/CAJI00 Port
-Theway to the switch

6.5.2 Configuration

To configure an SCCP instance for the first time or to reconfigure an existing SCCP instance,
proceed as follows:

1. Click the SCC Proxy menu item in the navigation area.
a) An SCCP instance has not yet been configured. Continue with 2a.

b) One or more SCCP instances are already configured. These are displayed in a list.
Continue with 2b.

2. Configure the SCCP instance.
a) If an SCCP instance has not yet been configured, click the Add new entry icon.

b) If one or more SCCP instances are already configured, these will be displayed in a list.
Select an SCCP instance by clicking the Modify icon for the selected SCCP instance.
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Field

Description

SCC Proxy Name

Enter a mnemonic name for the SCC Proxy here. This name
can be assigned at the administrator’s discretion. It must be
unique within the entire CAP installation.

Up to 32 characters (letters, numbers, underscore and hyphen)
are permitted. Accentuated letters are supported only under
Windows.

SCC Proxy ldentifier
(optional)

Enter an Id for the SCC proxy here. The identifier must be
unique within the entire OpenScape CAP installation and can-
not be modified after creation.

In the Diagnostic Agent, this "SCCP Id" is used to display the
SCCP in the list of processes. Up to 32 characters (letters,
numbers, underscore and hyphen) are permitted. Accentuated
letters are supported only under Windows. Blanks are not al-
lowed!

SCC Proxy host name

Enter the host name of the PC on which the SCCP process is
to run.

A PC name directory is created in the directory <InstDir>\
config\ using the "host name".

A subdirectory called "sccp_<SCCP ID>" is added for the SC-
CP. These subdirectories contain all configuration files for this
process that is to be started.

Note:

For distributed installation (i.e. the SCCP PC is not your own
PCllocal host) ensure that you install OpenScape CAP Service
Starter on the specified SCCP PC (cf. Section 4.3).

SCC Proxy IP address
(cannot be edited)

Here the IP address of the PC on which the SCCP process
should run is displayed. The address is determined via the host
name; it is shown just to allow for a sanity check.

SCC Proxy port
(optional)

As an option, you can enter the port to which the SCCP process
is to be assigned. Port 27535 is used by default.

If this port was already assigned to a different SCCP by the
CAP configuration, the system automatically offers the next free
port (for example, 27536).
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Field

Description

Disable AP Emergency

You can deactivate the AP Emergency feature on CAP level

(and on application level) here; it will still be active on HiPath /

OpenScape 4000 level, however:

With a HiPath / OpenScape 4000 AP Emergency configuration

a device connected to a remote AP shelf still can only be

reached by SCCP via the "primary" SCC4000 ("SCC ID"). Even

in case an additional SCC4000 ("emergency") path has been

created for this device, it would not be used in case of emergen-

cy (which means the device is unreachable for the application

during the emergency period).

Deactivating AP Emergency on CAP level can be reasonable

> incase the SCCP is connected to non-HiPath / OpenScape
4000 switches only (AP Emergency is a HiPath / Open-
Scape 4000 only feature)

> in case the SCCP is connected to HiPath / OpenScape
4000 switches (via SCC4000), but none of these switches
will make use of the AP Emergency feature

> in case the application using SCCP and SCC4000 with
connections to HiPath / OpenScape 4000 switches with AP
Emergency enabled does not want to have a "seamless"
APE switch-over without being notified.

ATTENTION: It is not possible to restrict this feature to specific
devices or HiPath / OpenScape 4000 switches - de-/activation
always is valid for an SCCP with all its connected HiPath /
OpenScape 4000 switches!

Actions
Action Description
Add Adds the entry to the list of SCCP services.
Close Closes the Add entry dialog without saving the entries.
Delete Deletes an existing SCCP Instance.
Note:
This button only appears if at least one SCCP instance is al-
ready configured.
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Additional OpenScape CAP Management
Functions

You can use OpenScape CAP Management to configure all of the OpenScape CAP. Open-
Scape CAP Management provides the following functions for this purpose:

?

Service
This function allows you to configure the switch connections (SCC) and SCCP instances.
You can also configure the XML Phone Service and assign speed-dial numbers here.

User

This menu encompasses user management, enabling you to add, change or remove users
and bring users together to form user groups. Common settings like default passwords can
be defined here as well.

Device
This is where you configure and modify the devices (phones, trunks, hunt groups, etc.) at-
tached to the various PBXes. Licenses are assigned to devices here.

Licenses
This menu allows you to install and uninstall licenses. It provides an overview of license
usage and control mechanisms for license assignment.

Data
Here you can make the settings for exporting or importing the OpenScape CAP database.

Diagnosis

This menu is used to start the CAP Management Diagnostic Agent. It provides monitoring,
configuration and problem diagnostics functions for all components in the system: logging
information, display and modification of configuration data, service and process states,
show participating hosts, restart processes. Moreover, the Download Data function allows
to store selected diagnostic data in a file for offline analysis.

Logout
This menu supports terminating the CAP Management session; no sub-menus are avail-
able here.

Help
You can display the OpenScape CAP documentation in the various formats and languages
here.

The functions listed here can be found as menu items in the OpenScape CAP Management
main menu. When you click a menu item, the selection list in the navigation area and the display
in the work area change accordingly.

A31003-G9330-1100-18-7620, 09/2024
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Business Groups

For the first time, HiPath CAP V3.0 SMR4 provides support for business groups (BG); these are
meant to divide the administrative area into separate regions of visibility and responsibility. The
administrator can define business groups and assigned business group administrators (BGAd-
min). Each BGAdmin is limited to viewing and administrating data of the attached BG only.

Objects assigned to a BG are

?

?

?

?

?

In order to also get hold of objects that are not assigned to a specific BG, a "pseudo” business

users
devices

licenses

user groups

URLs for XML Phone Service

group "Standard" or "none" is created automatically during installation.

Functions available to a BGAdmin (in the assigned BG) are

?

?

?

?

?

?

?

create and manage users (CTI user role only) and devices
import / export data, confined to users and devices of the BG
create and manage user groups

manage BG attributes

define URLs for XML Phone Service

manage assigned licenses

as well as unlimited access to diagnostic functions

Functions confined to the "super" administrator only are

?

?

?

configure services (SCC, SCCP, XML Phone Service)
create domains / PNPs / NACs

create and delete BGs

create and manage Admin as well as BGAdmin users
install / uninstall licenses

assign installed licenses to BGs

manage security settings for communication links
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Subsequent descriptions always cover the complete admin functionality; parts that are not ac-
cessible to BGAdmins are marked as "not for BGAdmin".

7.2 Service

The Call Control Services and Call Control Proxies are configured in Service. You can also con-
figure the XML Phone Service and assign speed-dial numbers here.

7.21 Switch connection (not for BGAdmin)

Information on how to configure the Call Control Services with OpenScape CAP Management
is described in Section 6.2 to Section 6.3.5.

7.2.2 SCC proxy (not for BGAdmin)

Information on how to configure the Call Control Proxies with OpenScape CAP Management is
described in Section 6.5.

7.2.3 Domain information (not for BGAdmin)

Domain information is used as part of the dialling information in a switch configuration; here they
can be defined and be assigned with an identifier, to be re-used when configuring switch con-
nectivities.

1. Click Service in the main menu and select the Domain information menu item in the nav-
igation area. A list of available domain info entries is presented for selection / modification.

2. To configure a new domain info, click the 'h»,l, button in the header line.

A table opens to enter data for a new domain information as follows:

Field Description

Name of domain Enter a useful name here.

Id of domain You may enter an Id here which must be unique in the entire
(optional) system. In case you don't, it will be assigned automatically.
Country code Country code (e.g. "49" for Germany).

This is used to derive a country’s standard outdial rule. It de-
fines the first part of a device ID in the canonical format that is
assigned to the respective SCC instances.

To avoid inconsistent settings, no direct data entry is possible
here; instead, select one of the supported countries from the
pull-down menu - the value will be transferred automatically.

A31003-G9330-1100-18-7620, 09/2024
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Field

Description

National prefix

Prefix for a national E.164 call number.

It is automatically derived from a country’s outdial rule and
only needs to be configured if it does not comply with the na-
tional standard. The SAT uses the "National prefix" (implicit/
explicit) for unambiguous identification of a device if a call
number is transmitted with the "National prefix" in an event.

International prefix

Prefix for an international E.164 call number.

It is automatically derived from a country’s outdial rule and
only needs to be configured if it does not comply with the na-
tional standard. The SAT uses the "International prefix" (im-
plicit/explicit) for unambiguous identification of a device if a
call number is transmitted with the "International prefix" in an
event.

PBX format

can be one of "international" or "national" (meaning US for-
mat) as configured in the PBX.

Outside line access
International outside
line access

Access code (for example, "0").

The SAT uses "Outside line access" for unambiguous identifi-
cation of a device if a call number is transmitted with "outside
line access" in an event.

ComAssistant continues to use this code for each outgoing
external call.

Area code
(optional)

Enter the area code (e.g. "89" for Munich) here.
It defines the second part of a device ID in the canonical for-
mat that is assigned to the respective SCC instances.

Main number

Enter the number of the main connection within a local net-
work (e.g. "722" for Unify, Munich, Hofmannstrale).

It defines the third part of a device ID in the canonical format
that is assigned to the respective SCC instances.

Overlap
(optional)

The number of overlapping numbers in the "Main number" and
the extension, for example, for 49(89)722:1, which means that
if the overlap=1, the PBX format for device +49(89)722-345 is
2345, which means the last digit of the main number (in this
case: 2) precedes the extension (in this case: 345) and the re-
sulting call number 2345 is configured in the PBX.

It is not allowed to set 0 into this field!

A31003-G9330-1100-18-7620, 09/2024
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Field

Description

Virtual node Code

It can be used special in case of the HiPath / OpenScape 4000
feature, called 'Non-unique numbering plan' (NUNP).

Please configure this number only for Domain information,
which will be assigned to SCC connection of a HiPath / Open-
Scape 4000 with NUNP.

For more information, see chapter '5.6 Non-unique numbering
plan (NUNP)' the OpenScape CAP Application Developers’
Guide Vol. 1

3. Enter data as required, and confirm with Add.

4. The new domain information is shown in the list view.

The domain information has been stored and can now be used when configuring or mod-

ifying PBX access data.

Remark: In case of any domain modification, the OpenScape CTI service must be restart-

ed!

7.2.4 Node Access Codes (not for BGAdmin)

Node Access Codes (NAC) are used as part of the dialling information in a switch configuration;
here they can be defined and be assigned with an identifier, to be re-used when configuring

switch connectivities.

1. Click Service in the main menu and select the Node access codes menu item in the nav-
igation area. A list of available NAC entries is presented for selection / modification.

2. To configure a new NAC, click the % button in the header line.

A table opens to enter data for a new NAC as follows:

Field Description

NAC Name Enter a useful name here.

NAC Iid You may enter an Id here which must be unique in the entire
(optional) system. In case you don't, it will be assigned automatically.

A31003-G9330-1100-18-7620, 09/2024
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Field Description

NAC In the case of HiPath / OpenScape networks with open num-
bering, the NAC (Node Access Code) is the node code, which
means the call number of a PBX node. This node code pre-
cedes the extension when dialing (for example, 96-2345 if the
NAC=96 and 99-2345 if the NAC=99). This enables the same
extension (in this case: 2345) to be configured in several PBX
nodes (in this case: 96 and 99); the number becomes unique
when the NAC precedes it.

The SAT uses the NAC for unambiguous identification of a de-
vice if a call number is transmitted with the "NAC" in an event.

Overlap The number of overlapping numbers in the NAC and exten-
sion, for example, for 962:1, which means that if the overlap=1,
the PBX format for device 962-345 is 2345, which means that
the last digit of the NAC (in this case: 2) precedes the exten-
sion (in this case: 345) and the resulting call number 2345 is
configured in the PBX.

3. Enter data as required, and confirm with Add.

4. The new NAC entry is shown in the list view.
The NAC has been stored and can now be used when configuring or modifying PBX ac-
cess data.
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7.2.5 PNP (not for BGAdmin)

Private numbering plans (PNP) are used as part of the dialling information in a switch configu-
ration; here they can be defined and be assigned with an identifier, to be re-used when config-
uring switch connectivities.

1. Click Service in the main menu and select the PNP menu item in the navigation area. A
list of available PNP entries is presented for selection / modification.

2. To configure a new PNP, click the 'hy button in the header line.

A table opens to enter data for a new PNP as follows:

Field Description

PNP Name Enter a useful name here.

PNP Id You may enter an Id here which must be unique in the entire
(optional) system. In case you don't, it will be assigned automatically.
PNP Outside line ac- Code for accessing a private number network. These net-
cess works are configured according to ECMA-155 PNP (Private

Network Numbering Plan).

The SAT uses "PNP Outside line access" for unambiguous
identification of a device if this access number is transmitted
along with a call number in an event.

Prefix level 2 code Prefix for a level 2 PNP call number.

The SAT uses "Prefix level 2 code" for unambiguous identifi-
cation of a device if this prefix is transmitted along with a call
number in an event.

Prefix level 1 code Prefix for a level 1 PNP call number.

The SAT uses "Prefix level 1 code" for unambiguous identifi-
cation of a device if this prefix is transmitted along with a call
number in an event.

Level 2 code PNP Level 2 code

(optional) (corresponds to country code in E.164)

The "Level 2 code" defines the first part of a device ID in the
canonical format that is assigned to respective SCC instanc-

es.
Level 1 code PNP Level 1 code
(optional) (corresponds to the area code in E.164)

The "Level 1 code" defines the second part of a device ID in
the canonical format that is assigned to respective SCC in-
stances.
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Field Description

Local code PNP Level O code
(corresponds to the main number in E.164)
The "Local code" defines the third part of a device ID in the ca-
nonical format that is assigned to respective SCC instances.

Overlap The number of overlapping numbers in the "Local code" and

(optional) the extension, for example, for 33-44-552:1, which means that
if the overlap=1, the PBX format for device 3344552-345 is
2345, which means the last digit of the local code (in this case:
2) precedes the extension (in this case: 345) and the resulting
call number 2345 is configured in the PBX.

Enter data as required, and confirm with Add.
The new PNP entry is shown in the list view.

The PNP has been stored and can now be used when configuring or modifying PBX ac-
cess data.

7.2.6 Speed-dial numbers (not for BGAdmin)

Speed-dial numbers are used by the ComAssistant CTI application to optimize the dialing pro-
cess. However, they are not necessarily required. Configuration is therefore optional. Speed-dial
numbers are useful for ComAssistant users who only have speed-dial authorization for the sys-
tem but would like to set up a connection with an LDAP search result even though the LDAP
server only supports the existing call numbers in canonical format (standard). The ComAssistant
converts canonical call numbers into speed-dial numbers.

Speed-dial numbers are administered in freely configurable lists. Only one list can be assigned
to each SCC in the SCC configuration.

1.

Click Service in the main menu and select the Speed-Dial Numbers menu item in the nav-
igation area.

Define a name for the location by using a Speed-dial number identifier which is used as
the speed-dial number list. For each selected entry in the first window, Speed-dial number
identifier, the entries that have already been assigned are displayed in the second win-
dow, Speed-dial number/Long number. The speed-dial number identifier must be unique
throughout the entire system. If possible, enter a mnemonic ID (such as the exact desig-
nation of the location); this will be displayed in a selection dialog when configuring a PBX.
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To configure a new speed-dial number, proceed as follows:
2. Clickthe % button next to the Speed-dial number ID selection window.

The window for entering the speed-dial number identifier is opened:

|dentifier: |:|

| Add || Cancel |

3. Enter the text in the input field and click Add to confirm. The window is closed and your
entry appears in the Speed-Dial Numbers Identifier window.

The window for entering the number combination is opened:

Speed-dial number: |:|

Long number:

+| | | i |
e.q., +49 (39) 636

| Add || Modify || Cancel |

4. Enter the speed-dial number and the long number.

The long number consists of three parts: country code without leading +; area code without
leading 0; and main number of extension.

Make sure the correct number format is used.

>

5. Confirm with Add and your entry will appear in the Speed-Dial Number/Long Number
window.

6. Click Cancel to close the window.
7. Click Submit in the main dialog to finally enter the configuration.

The speed-dial number is now configured and can be used when configuring or modifying
PBX access data.
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7.2.7 XML Phone Service (not for BGAdmin)

General Overview

XML Phone Services for HiPath CAP is a component that allows XML developers to create or
integrate a wide array of applications for HiPath 4000 and HiPath 3000 devices.

Using the (optional) WML adaptor, WAP-enabled devices, such as optiPoint 600 units or even
mobile phones, can access XML applications. Future enhancements of the CAP XML Phone
Services will also support voice-controlled access.

CAP users can therefore develop new applications with which the device (circuit-switched or IP-
based) is used as an input/output device. In addition, office applications can be enhanced so
that they can also be accessed by telephone. The XML applications are deployed using the
standard HTTP/HTTPS protocol supported by standard Web servers (such as, Microsoft IIS,
Apache, EJB server, and Servlet Engine). The programming language that is used for the XML
application is consequently irrelevant, that is, it does not matter whether the XML applications
are developed using script languages like PHP, Perl or standard programming languages like
C# in the .Net environment, Java, or other programming languages.

Some examples of relevant XML applications are:

> Information systems (for example, stock market quotes, travel information, customer infor-
mation etc.)

> Personal or group address books

> Management applications (for example, for PIN administration)
»  Changing presence contexts

> Activating call forwarding from a list of possible destinations

> Instant messaging

Additional information on the XML Phone Service is available in the XMLPS Application Devel-
opers’ Guide which comes with the CAP documentation; after CAP installation, it is available on-
line as well via the URL http://<CAP host>:8172.

XML Phone Service

The XML Phone Service (XMLPS) is a CSTA XML application that is always installed on

top of SCCP. An XMLPS can operate different XML applications simultaneously. If you want to
use more than one XML Phone Service, you must configure a new SCCP for each XMLPS. In
addition, each XMLPS must have a separate TDD application number (default = 999).

This change is made in the configuration file <InstDir>\XMLPSSvc_<XMLPS ID>\
telas.cfg with the parameter "globalappId = ..."for each XMLPS that is configured.

A31003-G9330-1100-18-7620, 09/2024
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XMLPS service start: \When the service starts, it logs on to SCCP with a default user/password
and the application ID "XMLPS". This application ID must have been assigned to a user as a
license in CAP Management. In contrast, the application installed on XMLPS is not explicitly li-
censed.

XMLPS features: The CAPPhone XML objects are used by the XMLPS for displaying menus
and input formats and for pure text displays on optiset or optiPoint devices on a HiPath 4000
or HiPath 3000. The XML Phone Server operates as a browser and treats the Siemens devices
as output devices. The device communicates with the XMLPS application using the telephone
data service.

The following features are supported:

> Two-line or four-line display with 16 or 24 characters per line (as configured via the XMLPS
device type).

> All automatically generated terms (EXIT, BACK, SUBMIT) are available in English, Ger-
man, and French. Additional languages for command terms must be explicitly defined by
the application itself.

> Audio indicator (BEEP, SILENT).

> Application buttons with associated lamps, where the lamp status can be changed
(STEADY, WINK, FLUTTER, OFF).

> "OK" button.

»  The normal keyboard is supported in numerical and text mode.

XMLPS application example: The following diagram shows a possible scenario where a de-
vice initiates communication with an XMLPS application. Alcatel and Cisco is out of support.
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XMLPS invoke interface: The invoke interface is addressed by an application for operating
telephones (CAPPhone Execute) using a case-sensitive URL. This operation can be performed
on a telephone at any time. XML Phone Server behavior depends on the telephone connection
status.

> No XMLPS application has started: in this case, all XML PhoneExecute messages are ex-
ecuted immediately:

»  if activated, a text title is displayed for five seconds.
> If activated, a signal tone (BEEP) is output.

> if activated, the button lamp is activated; this is the one that was configured in the CAP
configuration with the corresponding URL. This lamp status is maintained as long as
it is not overwritten or the assigned XMLPS application is not started.

> An XMLPS application is started: in this case, the lamp status is set for the button that is
assigned to this application URL.
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»  This status depends on the configuration parameter " lampModeActiv" in the file
"telas.cfg" in an XMLPS.

»  Each additional invoke message overwrites the lamp status.

> For this reason, all CAPPhoneExecute jobs are not executed until after the active ap-

plication has ended.

To configure an XML phone service for the first time or to reconfigure an existing XML phone
service you should proceed as follows:

1. Click Service in the main menu and select the XML Phone Service menu item in the nav-

igation area.

a) No XML phone service is configured as of yet. Continue with 2a.

b) An XML phone service has already been configured. You will see this in the "XML
Phone Service list". Continue with 2b.

2. Configure the XML phone service.

a) If no XML phone service is yet configured, click the Add new entry icon.

b) If an XML phone service is already configured, you will see it in the "XML Phone Ser-
vice list". Select an XML phone service by clicking the Edit icon for the XML phone

service.

3. Complete the fields described below:

Field

Description

Phone Service Name

Enter a symbolic name for the XML Phone Service here.
This name can be assigned and used at the administrator’'s
discretion. It is not used internally.

Up to 32 characters (letters, numbers, underscore, and hy-
phen) are permitted.

Phone Service Id
(optional)

Enter an ID for the XML Phone Service here. These identi-
fiers must be unique within the entire OpenScape CAP in-
stallation. They are needed later when you are assigning
HiPath 4000 terminals to an XMLPS and therefore to a par-
ticular XMLPS application and when displaying the XMLPS
process unambiguously in the Diagnostic Agent.

Up to 32 characters (letters, numbers, underscore, and hy-
phen) are permitted.

SCC Proxy Id

Select the SCCP that will be used by this specific XMLPS
alone.

A31003-G9330-1100-18-7620, 09/2024
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Field Description

Phone Service Host name | The name of the host on which the "sxmlps" process is run-
ning must be entered here. APC name directory is created
in the directory <InstDir>\config\ using the "host
name". A subdirectory called XMLPhoneSvc_<XMLPS

ID> is added for the XMLPS. These subdirectories contain
all configuration files for this process that is to be started.

Phone Service IP address |The IP address of the host on which the "sxmlps" process

(optional) is running must be entered here. The IP address is deter-
mined automatically from the host name if no input is made
here.

Invoke interface port The invoke interface servlet can be addressed via the port

number that you can define here. The default port number
is "3102". The invoke interface is used for operating the
telephone displays.

Disable XML Phone Ser- | Activate this option to prevent an already configured XML
vice phone service from starting when OpenScape CAP is start-
ed.

4. Complete your entries with one of the following actions:

Action Description

Add or Modify Adds the entry to the "XML Phone Service list".

Cancel or Close Closes the dialog without saving the entries.

Delete Deletes the existing XML Phone Service.
Note:

This button only appears if an XML phone service is al-
ready configured.
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7.2.8 URLs for XML Phone Service

You can call up an XML application and start a dialog with it by pressing a specially configured
key on a HiPath 4000 device. To do this, you must configure one button per XMLPS application
URL on the device as the name button with the destination "TDD application number and the
accompanying button number" in the HiPath 4000. Next, assign the URLs of the device buttons
that were configured here to a "phone device" (see Section 7.4.1, "Adding devices"). All XMLPS
application URLs are administered in a list in CAP Management. This list of URLs applies to all
configured XML phone services within OpenScape CAP.

Add the URLs of the XML Phone Service applications here; these can be assigned to the "phone
devices" later. The XMLPhone Service standard applications have already been configured.

1. Click Service in the main menu and select the URLs for Phone Service menu item in the

navigation area.

2. Complete the fields as described in the table below.

Field

Description

Business Group
(preselected for BGAdmin)

The default selection is "Standard" or "none". Additional
BGs are presented for selection as soon as BGs have been
defined.

URLs are created in the BG defined; this assignment can-
not be modified later on (no moving between BGs).

URL

Enter the URL of an XML phone service application, includ-
ing all parameters. The parameters are the same for all us-
ers.

URL Name

Enter a symbolic name for the URL of the XML phone ser-
vice here. This name can be assigned and used at the ad-
ministrator’s discretion. It is not used internally.

Up to 32 characters (letters, numbers, underscore, and hy-
phen) are permitted.

URL Description

If necessary you should enter a more detailed description
of the URL here.

3. Click the Add button and your entry will be saved; it appears in the lower window.

You can use the Modify button to change an existing entry for a URL, while the Delete but-
ton allows you to delete the entry.
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7.2.9 Presence Manager

The direct call button functionality of the HiPath / OpenScape 4000 is limited for one system and
the switch itself is not able to handle network wide direct call button configurations.

Presence Manager is a CAP modul (similar to the XMLPS) and it is able to handle the network
wide direct call button, which means that if a direct call button of device is set to another device
in another HiPath / OpenScape 4000 switch, and the led next by the direct call button shows the
status of the destination.

Detailed: in case the external device (direct call button destination) is ringing then the led next
by the direct call button is flashing and if the the external party is busy then the direct call button
is red (without flashing).

If the direct call button of the device is pressed, then a call will be initiated to the destination (to
the external device).

The Presence Manager is able to handle also such scenarios, when the direct call destination
is in the same HiPath / OpenScape 4000. In this case only the AMO commands listed in the
AMO configuration section (, and no additional setting is needed in switch).

CAP management user interface is expanded in order to allow the user to configure direct call
button(s) on a device. The user interface will enable unlimited button-device associations which
will be stored in CAP’s LDAP database.

Setting up on the user interface

1. First a proxy must be created, which is used only by Presence Manager. It can be done
from Service / SCC Proxy menu, add new entry button.

2. After proxy created it must be assigned to the Presence Manager (underService menu):

Service | User | Device | Licenses | Data | Diagnosis | Security | Logout | Help u I I I H

SCC Proxy Id:

[[] Disable Presence Manager

Presenm nager....

OpenScape

Mangéﬁ‘epment
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3. Direct call configuration will be placed on the device dialog. If you add a new device or
modify an existing one, you will be able to create, modify and deletebutton-device associ-
ations in the Direct call button part of the device dialog.

Add device
Emergency (HiPath4000 only):

sce ID: Bagira v]| v]
Business group: |Standard ﬂ
Device type: |Phane v|
ISDN number: 136(1)26 'v]  Extension
PNP number: | v]
Node access code:
XML Phone Service: | ﬂ | XML Phaone Settings

License granted to:

| Assign licenses... |

Assignad users: | |

HiPath 4000 only

Direct call buttons: | Direct call buttons settings |

Add

4. The Direct call button Settings brings up the following dialog:

Add device - assign devices

Button: | |

Device: | |

Assign device Search device

Assigned devices:
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Here you can create button — device assignments or delete existing ones. Destination device
can only be selected from database, it means all of the devices must be configured in CAP man-
agement database. The button number must be configured in AMO TAPRO (see next section).
AMO configuration

For the devices, which are assigned to Presence Manager, must be configured the Name key
in the AMO TAPRO. E.g. the device 3256 has assigned on the button 10 the device 3257, then
the following AMO must be executed:

CHANGE-TAPRO: 3256, ,0PTISET,,,,,,,,, ,NAME;

For function calling assigned device via pressing button the following AMO shold be configured
— in this example the device 2356 has configured on the button 10, that by pressing it the 3257
will be called:

ADD-ZIEL:NAME, 3256,10,3257,BD, , , SLKSTNO;

Restrictions

Presence Manager is only supported on HiPath / OpenScape 4000 systems.
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7.3 User

The functions for administering users of the OpenScape CTI system are contained in the main
menu under User. For example, you can:

> Add users

> Search for users

> Modify user data

> Create user groups

> Manage security settings (e.g. password setup and authentication modes)

Application authentication

An application always has to send an ACSE_AARQ request once a connection has been set up
to an SCCP. The user/password (for example, CAP/123) contained in this request must match
a CAP CTI or CAP Application user. The SCCP sends a corresponding HTTP request (http:/
/<fgdn>:8170/mgmnt/auth/reg?authenticate=<User ID>&passwd=<Pass-
word>&encoding=b64) to CAP User Management. If the user is successfully authenticated,
the TCP/IP connection to the application is maintained. If the authentication is unsuccessful, the
TCP/IP connection to the application is interrupted.

The ApplicationID transmitted in the ACSE_AARQ is not used at that time. The SCCP stores
the ApplicationID and uses it later for CTl client licensing of CSTA requests (using the telephone
number in canonical format). In the same way, the SCC works with the ApplicationID that is
transmitted as an option by the CAP TCSP in TAPI "1lineDevSpecificFeature". SCCP/
SCC send a corresponding HTTP request (http://<fqgdn>:8170/mgmnt/admin/
reg?registerLicense=<ApplicationID>&userId=<DeviceID>) to CAP License
Management. If the license check was successful, the SCCP/SCC saves this information for
3600 seconds.

ComAssistant: The ComAssistant application uses CAP User Management to authenticate its
users. For unambiguous identification of a CAP CTI user, ComAssistant may provide a user ID,
an alias (-name), or a device ID (telephone number in canonical format).

SimplyPhone For Outlook/Notes: These TAPI-based applications support only the device ID
(telephone number in canonical format) for unambiguous identification of a CAP CTI user.
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7.31 Adding users

In this dialog, users with different roles or rights can be configured. Authentication can be
performed by OpenScape CAP Management.

Click User in the main menu and select the Add menu item in the navigation area.

Add user

User id: [ |
Business group:  [Standard v
Display name: [ |

| CTi User
Roles: E Administrator

E Business group administrator

E Application
Authentication by: [CTI Login v
Alias: [
Password: | |
Confirm password: | |
Devices:

Set first device | Edit device..

| Assign devices ...
User group: [ [v]
Time zone: [ v

Add

5. Enter the data for the new user in the relevant fields. The fields are described in the table
below.
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Field

Description

User ID

The user ID uniquely identifies the user and is a mandatory
entry. If a user with this ID already exists, you will receive
an error message. The user can log on using this user ID.
User authentication can also be performed on the basis of
the "alias" or the telephone number.

ATTENTION!

If CTl users have already been manually configured before
a user data import, the user IDs MUST match the corre-
sponding number of the phone device assigned without
special characters. If this is not the case, the user data im-
port will cause serious database errors. Furthermore, the
user data cannot be exported first and then re-imported.

Display name

The display name is used for messages and prompts which
pertain to the respective user (for example, The journal for
<display name> contains no entries). The display name is
currently only used by the ComAssistant application.

Roles

The user can be created as

> CTl user; "normal" user with devices assigned

> administrator, with access to OpenScape CAP Man-
agement functions (not for BGAdmin)

»  Business group administrator, with limited administra-
tion rights fro the BG defined below (not for BGAdmin)

> application user, for generic application use without de-
vices assigned (not for BGAdmin).

An application can be authenticated generally with its appli-

cation user or individually with single CTI users.

Authentication by

You can choose two different types of authentication via the

drop-down menu:

> CTl Login
The login is handled by OpenScape CAP Manage-
ment. You must assign an alias name and password
for this purpose.

»  Windows Login
In this case, a CTl user is linked to a Windows user (a
domain or the local user management). During CAP
authentication, a CTl user must enter the user ID or de-
vice ID and the password of the Windows user. The ad-
vantage in this case is that the CTI user only has to
keep the Windows password.
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Field

Description

Alias
(for authentication with
CTI Login only)

Along with the user ID, which is unique in the system and
which cannot be modified by the user, an alias can be as-
signed; this must also be unique. The user can change this
alias at any time. The alias (-name) was introduced be-
cause the user ID in a user data import is only a number
string and users like to support an individual user name af-
ter a successful import. A user can then use this alias for
authentication.

Password
(for authentication with
CTI Login only)

This defines the individual password that does NOT have
to be changed during initial authentication. The password
entry is hidden (converted to asterisks) automatically.

If no password is entered, the default password is entered
for this user. The user is then prompted to change this
password when logging on for the first time.

The default password is defined under User | Business
Groups| Default Password. See Section 7.3.3 for details.

Confirm Password
(for authentication with
CTI Login only)

Re-enter the password entered above to confirm / check
the entry; once again the entry is hidden automatically.

Username
(for authentication with
Windows Login only)

Enter the Windows user name here that exists in a domain
or the local user management. During CAP authentication,
a CTIl user must enter the user ID or device ID and the
password of the assigned Windows user.

Domain
(for authentication with
Windows Login only)

Enter the domain in which the assigned Windows user is
configured here. This can be a real domain ID or the local
user management. In this case, you must enter the local
PC name.

Authentication over the operating system has the advan-
tage that the CAP user and the domain user use the same
password (the domain user password). This password only
has to be administered in the domain.
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Field

Description

Devices

Select devices to be assigned to this user from the list of
phone devices that have already been configured. Please
note that multiple devices may be assigned to one user.
The Assign devices button opens a separate dialog for
device definition / selection; Closeing this dialog brings you
back to the Add user dialog.

Devices that have already been assigned are displayed in
the Devices area; they can be modified individually by se-
lecting one of them and pressing Edit device.

For applications that rely on a one-to-one mapping be-
tween users and devices (like ComAssistant), it is possible
to identify one of the devices assigned as the user’s "first
device". This enables the application to ignore additional
devices. The initial device assigned to the user is assumed
to be the user’s "first device". You may change that assign-
ment subsequently by selecting another one and pressing
Set first device. The first device is outlined in blue

Business group
(preselected for BGAdmin)

The default selection is "Standard" or "none". Additional
BGs are presented for selection as soon as BGs have been
defined.

Assignment of users to a business group should be done
based on data imported from the PBX. This assignment
cannot be modified later on (no moving between BGs).

User group

Select a user group here to assign the user to a user group.

Application examples: ComAssistant uses the user groups

to display a user’s buddy list. The CAP TCSP can automat-

ically include the users and devices assigned to a specific

user group as TAPI lines.

Notes:

> To enable a user group to be selected, it must first be
configured under User | Manage User Groups.

Time zone

Select a time zone to be assigned to the user from the pull-
down menu.

6. Click the Add button. A new set of user data is created and the following message appears:

User entered: <User ID>

(for example, 495251827486)

If a user with the same ID already exists, then the following error message appears:

User already exists: <User ID> (for example, 495251827486)
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7.3.2
1.

24

Searching and changing users

Click User in the main menu and select the Search/Modify menu item in the navigation
area. A window opens enabling you to specify data for a more precise search:

Enter your search keyword in one of the fields. The fields are described in the table below.

"Search user" dialog

Field Description

User id, These input fields can be used to conduct a more precise
Display name, search for the required user data. The asterisk can be used
Alias, as a wild card character in any of these fields: * finds all en-
User Group, tries, C* all entries beginning with C, *n all entries that end
License, in n, etc.

SCC ID, The selection menus available under "User Group", "Li-
Device, cense", "SCC ID", "User role", and "Business Group" al-
User role, ways show only entries that have been configured in CAP.

Business Group

Max. number of results

This limits the number of entries displayed as a search re-
sult. This makes it possible to restrict the search before fi-
nally displaying the result.

Number of results per page

The search result may cover several pages.

Mark search result
for delete

As described below, the search result may be used to mark
specific users for deletion. In case the search is targeted to
find a complete set of users for deletion, this field allows to
have all retrieved users pre-marked for deletion.

Mark search result

As described below, the search result may be used to mark

for export specific users for export. In case the search is targeted to
find a complete set of users for export, this field allows to
have all retrieved users pre-marked for export.

Actions

Field Description

Clear fields Field contents are deleted (except for User role and Busi-
ness Group which keep default entries "CTI User" and
"Standard Business Group"), and the Max. number of re-
sults and Number of results per page fields in the ad-
minIf.cfg configuration file are redefined.

Search Starts the search process.
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Field Description

Last search All fields contain the values used in the last search query.
"Last Search" does not yield any more data after a browser
session is complete.

Note:

The result of the last search can also be obtained directly
by selecting the Last Search Result menu item in the nav-
igation area.

3. Click the Search button. The result of the search query (if more than one) appears in a list.

Use the cursor control keys to navigate through several pages (first - previous - next - last
page).

The printer icon can be used to obtain a print preview of the results list in a separate win-
dow.

The "delete" column of the result list provides deletion marks; by ticking a deletion mark,
the respective line can be selected for deletion. By clicking the deletion symbol (cross in
the head line), all lines selected are finally deleted.

The "export" column of the result list provides export marks; by ticking an export mark, the
respective line can be selected for export. By clicking the export symbol (disc icon in the
head line), all lines selected are exported to a file, using the Excel csv (comma separated
values) format.

4. Use the '!ty icon to select a user from the list who's data you wish to modify.
5. The current data for the selected user is displayed for modification purposes.

6. Modify the user data as described in Section 7.3.1.

The user ID cannot be modified because it acts as a unique ID for the user.

7 Alike, license information which is tied to devices is displayed for information
purposes only - it cannot be modified either. Please note that as a user may
have several devices assigned which in turn may carry the same license, it is
possible for a user to indirectly consume e.g. three CAP-S licenses

Various options are offered in the Password drop-down menu for modifying the password.
You can change the password, keep it or reset it to the default password.

The default password is defined under User | Business groups| Default Pass-
> word.
See Section 7.3.3 for details.

7. Confirm your input with the Modify button. A message is issued to confirm that the chang-
es have been applied:
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User data has been modified for: <User ID> (e.g. hm007)

You may use the Close button to leave the dialog without executing any modifications.

7.3.3 Configuration of business groups

1. Click User in the main menu and select the Business groups menu item in the navigation
area. A list of available business groups is presented for selection / modification.
BGAdmins only can see assigned BGs.

2. To create a new BG (not for BGAdmin), click the % button in the header line.

A table opens to enter data for a new BG.

3. Enter the required data in the input fields.

"Configuration of business group" dialog

Field

Description

Business group id, name
(preselected for BGAdmin)

The default selection is "Standard" or "none". Additional
BGs are presented for selection as soon as BGs have been
defined.

Default password

Define the default password. This password is valid if you
do not specify a password when you create a new user en-
try or if you reset the password using Reset when you
change a user entry (see Section 7.3.2). If the default pass-
word is assigned when new users are added or when user
data is modified, the user is prompted to change this pass-
word during initial login. The default password is "123456".

Password expiration
period (in days)

Here you enter the validity period for passwords in number
of days. When this period has expired, the user is automat-
ically prompted to change or confirm the password.
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Field Description

Mode of authentication Use the drop-down menu to set the type of authentication:

> All available logins:
When configuring a CTI or Admin user, both authenti-
cation options are always available for selection for
each separate user.

> CTIl Login
The authentication is completely handled by Open-
Scape CAP Management. Authentication is performed
in CAP Management by using the user ID, the alias, or
the device ID and the associated password.

»  Windows Login:
A CAP user must always be linked to a Windows user
for authentication. Authentication is performed by us-
ing the user ID or the device ID and the password of
the Windows user assigned.

Voice box phone Irrelevant for the current release.
(HQ8000 only)

4. Click the Submit button to confirm the change.

Basically the same proceeding applies when modifying data of an existing BG (as far as
possible) or deleting a BG.

Deleting a BG is not allowed for BGAdmin; deleting a BG requires the BG to be
> "empty". In case a BG to be deleted still contains some objects (users, devices),
a warning is issued to the administrator.

7.3.4 User groups

You can define user groups and change existing user groups here.
The ComAssistant currently uses user groups for displaying the buddy list. CAP TCSP uses
user groups for automatically including a defined user group as a TAPI line device.
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1. Click User in the main menu and select the Manage user groups menu item in the navi-
gation area. The following window appears:

Configuration of user groups

Add group Choose group

\PBXAdmin x]| V]

Business group: |Standard ﬂ
| Create || Modify || Delete |

2. To define a new group, enter the name of the group to be created under Add group and
click Create.
To edit or delete an existing group, select the relevant group under Choose group and
click Edit or Delete.
When a group is deleted, links to this group are also deleted for all users belonging to this

group.
3. Anew window appears in which you can create or modify a group.
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Configuration of user groups

Add group Choose group

| || PBXAdmin |

Business group: Standard |
| Create || Modify || Delete |

Search user (User id):

| |

All users: User id, name User in group: PEXAdmin

The right hand window shows the users currently assigned to the group, while the left hand
window shows all other users. You can move user entries between the windows, either by
double-clicking on individual entries or using the cursor control keys (after user entries
have been selected). It is possible to make multiple entry selections.

4. You can conclude the definition with Submit as soon as the group’s composition has been
defined/modified. Cancel takes you back to step 2 without saving any changes.

7.3.5 Integration with HiPath / OpenScape User Management (not for
BGAdmin)

The current version of OpenScape CAP V3.0 provides a facility for integrating CAP and User
Management to allow for an almost automatic synchronization of user data.

Please note that currently in User Management only user data for HiPath / OpenScape 4000
systems are administrated. Users assigned to other switches still need to be managed in CAP.
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7.3.51 Connecting CAP to User Management

Support for User Management is activated by means of the following entry in
<InstDir>/config/<host>/admin/mgmnt/admin.cfg:

ProgramMode = HiPathUserManager
This entry activates a configuration file with the same name:
<InstDir>/config/<host>/admin/mgmnt /modes/HiPathUserManager.cfg

This file serves to configure the behavior of user and device dialogs. Reasonable settings have
been preselected here - e.g. all fields for data entry in the user dialog have been blocked, but
password and license assignment fields are kept open for entry. For more details, please refer
to the file. If the ProgramMode is kept as "CAP" (default value), the connection to User Manage-
ment is still possible, but without any specific adaptations to the user and device dialogs.

For the CAP to User Management connection to work properly, please make sure the following
configuration files are correct after the CAP installation:

<InstDir>/config/<host>/admin/semi/config/LocalConfigHiPathCAP.xml
should be as follows - no modification required:

<HPM ver="1.0">
<ENVIRONMENT>
<LOCAIL_SERVER_IP>127.0.0.1</LOCAL_SERVER_ IP>
<LOCAL_SERVER PORT>4448</LOCAL_SERVER PORT>
</ENVIRONMENT>
</HPM>

<InstDir>/config/<host>/admin/semi/config/SdkConfig4448.xml
is created automatically as soon as the CAP to User Management connection has been estab-
lished - no modification required:

<HPM ver="2.0">
<ENVIRONMENT>
<HPM-UM_SERVER_TIP>192.168.111.228</HPM-UM_SERVER_TP>
<HPM-UM_SERVER_PORT>4443</HPM-UM_SERVER_PORT>
<HPM-DS_SERVER_IP>192.168.111.228</HPM-DS_SERVER_IP>
<HPM-DS_SERVER_PORT>2600</HPM-DS_SERVER_PORT>
<EM_TID>192.168.111.129-4448</EM_ID>
</ENVIRONMENT>
</HPM>

<InstDir>/config/<host>/admin/semi/config/traceconfig.xml

should be as follows - no modification required. This file is used to define the trace directory
(<TRACE_PATH>). For testing purposes, the trace level (XML,DEBUG,INFO,WARN,ER-
ROR,FATAL) can be modified via setting "<TRACER_LEVEL>". This file changes the trace be-
havior at the User Management Interface.
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<!--Tracer Configuration File

OPERATION specifies whether the trace is active
(supported values: ACTIVATE, DEACTIVATE)

TRACER_LEVEL specifies the trace level
(supported levels: XML,DEBUG, INFO,WARN, ERROR, FATAL)

TRACER_MODE specifies the trace modus
(supported modes: OVERWRITE, APPEND)

TRACE_PATH specifies the path where the trace file is stored.
This value is optional. If it is not specified, the trace file
is stored to the default directory (see EM-SDK description).

-——>

<HPM ver="1.0">
<TRACER>

<OPERATION>ACTIVATE</OPERATION>
<TRACER_LEVEL>DEBUG</TRACER_LEVEL>
<TRACER MODE>OVERWRITE</TRACER MODE>
<TRACE_PATH>C:/HiPathCTI_CAP30_TI803a/logs</TRACE_PATH>
</TRACER>
<DETAILS>

</DETAILS>
</HPM>

7.3.5.2 Proceeding for the administrator

For cooperation of CAP and User Management, we recommend to proceed as follows. Four
scenarios need to be distinguished:

> Scenario 1: No users created in any of the systems
»  Scenario 2: Users created in CAP, none in User Management
»  Scenario 3: Users created in User Management, none in CAP
»  Scenario 4: Users created in both systems

For all of the scenarios holds:

»  SCC configurations for the respective PBXes must have been completed in CAP.
Please make sure the names of configured SCC instances match the names of the
PBXes as used in User Management.

> Set up the CAP element manager in User Management. Make sure the port configu-
ration matches the entry in LocalConfigHiPathCAP.xml (default is 4448).
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Scenario 1: No users created in any of the systems

?

Users should be created in User Management, together with their phone resources; of
course, this requires integration of HiPath / OpenScape 4000 as well.

Upload CAP data to User Management. This serves to inform User Management
about relevant CAP data, like which licenses have been installed in CAP and which
messages CAP is expecting to receive from User Management.

Execute "Download Users" in User Management. Make sure to select the
third option ("Download Users for Element Manager initial setup").

After successful download, all users with phone numbers have been created in CAP.

From now on, user data will be synchronized automatically as far as possible. For in-
stance, for a user that gets assigned a ComAssistant license in CAP by logon, the li-
cense assignment is reported to User Management. This works as well the other way
around. Additional user attributes, which are termed CAP attributes in User Manage-
ment (to be found in "HiPathApplications"), should be modified in User Management
only - these are synchronized in the direction from User Management to CAP only. Li-
censes are synchronized in both directions.

It's possible as well to manually synchronize user data (see below).

Scenario 2: Users created in CAP, none in User Management

?

?

?

Select "Tools/Element Manager Sync" in User Management

Upload user data - Button "Upload Data".

Import the users to User Management - Button: "Match&Merge Users")
Assign phone resources to users in User Management

Execute "Download Users" in User Management.
Make sure to select the second option ("Synchronize phone numbers").

Upload user data once again; this serves to upload license assignments as well.
Import users to User Management.

From now on, user data will be synchronized automatically as far as possible.

Scenario 3: Users created in User Management, none in CAP

?

32

To be handled like scenario 1 - it’s only that users with assigned phone resources exist
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Scenario 4: Users created in both systems

»  Execute "Download Users" in User Management. Make sure to select the
third option ("Download Users for Element Manager initial setup”).

> Upload user data (to be started from User Management).
»  Import users to User Management.

> From now on, user data will be synchronized automatically as far as possible.

As described above (cf. Section 7.3.1, "Adding users") users belonging to a user
7 group must not have assigned more than one device; this is enforced in the CAP

Management configuration GUI as far as possible but currently cannot be enforced

for user data synchronization between CAP and User Management.

So the administrators need to make sure this condition is met in User Management

before starting data synchronization.
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7.4 Device

CAP manages devices of different types:

> extensions (type “Phone”)

> virtual extensions (type “Virtual Device”)
> trunks (type “Trunk”)

> hunt groups (type “HuntGroup”)

> route control groups (type “RCG”)

> SIP devices (type “SIP”)

> MGCP devices (type “MGCP”)

»  Fax devices (type “FaxNumber”)

> mail addresses (type “MailAddress”)

> routing devices (type “RoutingDevice”)

Devices, users, and licensing

So called Station Devices (extensions, virtual extensions, SIP or MGCP devices etc.) regularly
are assigned to a CAP user. Please note that only type “Phone” and “Virtual Device” devices
may be configured via the CAP administration GUI. Other station types may only be created via
import only through SPI. From release SMR9 it is now possible to assign the type SIP device to
SIP-phones, thus distinguishing it from other device types.

Non-Station Devices (trunks, hunt groups, route control groups, routing devices) which are
also known as "logical devices" are not assigned to a CAP user. Non-Station devices are created
only via import facility (see Section 7.6.1) or HiPath / OpenScape 4000 SPI interface (see
Section 6.2.3).

Based on the device ID, each device is assigned to exactly one SCC / the PBX behind that SCC.
The device ID is either a dialable number in the long "canonical" format (e.g. +49(5251)8-27486)
or, for trunks, an unambiguous administration number in CAP management created in the import
process by combining the SCC ID and the hardware location of the respective module / channel
(e.g. +SCC-H4K-1+1-67-1+0 = +<SCC-ID>+<location>+<channel>).

Licenses for various types are always assigned to devices. License assignment can be either
"implicitly during register license" or "at device administration" (see Section 7.5.3). As for device
types != "Phone" or "Virtual Device" editing in the CAP management GUI is not possible, these
can get licenses assigned only implicitly; therefore, make sure to set the respective licenses to
assignment mode “implicitly during register license” (see Section 7.5.3). This causes licenses to
be assigned automatically as soon as the device is used.
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Licenses assigned either way (explicitly or implicitly) are displayed in the device dialog and can
be searched for in the device search dialog (see Section 7.4.2).

Accordingly, it is crucial for license ordering to cover not only the number of phone (station de-
vice) users but also the number of logical devices (non-station devices) that shall be controlled
via CAP CTl interfaces.

Devices and applications

Using "Address Translation Service" (SAT) features, an application can always use the associ-
ated number in canonical format to address a device. Conversion into a number that the SCC

can use for addressing is done using the display in the "PBX format" field of a device. If an over-
lap is configured, it is taken into account here. The relevant LODEN number is displayed in this
field for HiPath / OpenScape 4000 "RCG groups", "hunt groups”, and "trunks".

The long number in canonical format is also always transmitted to the application in events. To
guarantee this function, the PNP number and the node access code are administered in the de-
vice configuration, corresponding to an SCC configuration belonging to a device. If an event
contains a number corresponding to the configuration (for example: extension, PNP number,
node access code+extension, ISDN number), the number is converted into the device ID before
it is forwarded by the SAT.

Accordingly, for an application that needs to monitor logical devices it’s indispensable to
1. have the logical device data created in CAP Management via import / SPI;
2. have SAT activated for the respective SCC / SCCP instances (see Section A.2.15);
3. have licenses available and marked for implicit assignment.

Restriction: In case an application does not use the canoncical format (but the extension/PBX
format) in the CSTA Requests, then the extensions/PBX formats must be unique in the CAP
Management database.

You can add and configure devices in the Device main menu ("extension" (type: phone), "virtual
extension" (type: virtual device)). The following functions are available to you:

> Add device
»  Search device

? Edit device
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741 Adding devices

1. Click Device in the main menu and select the Add menu item in the navigation area.

2. Enter the data for the new device in the relevant fields. The fields are described in the table

below.
"Add device" dialog

Field

Description

SCCID

Select the switch connection that is used here. Based on
this selection, an extension or virtual extension is perma-
nently assigned to a PBX. Furthermore, the ISDN num-
ber(s), PNP number(s), and node access code(s) are dis-
played in accordance with the associated SCC
configuration.

Emergency
(HiPath / OpenScape 4000
only)

Select the alternative connection to be used in case of AP
Emergency. This allows the device to be reached even in
case the primary SCC4000 / CA4000 connection specified
via SCC ID fails.

ATTENTION

This requires the device to be AP Emergency enabled:

»  the device has been configured at an AP shelf
(by HiPath / OpenScape 4000 administration)

»  the device has been assigned to an AP Emergency
group (by HiPath / OpenScape 4000 Administration)

> the AP Emergency group has been assigned to a CC-
AP ("Common Control for Access Point Emergency" -
HW component in an AP shelf required to provide local
survivability) (by HiPath / OpenScape 4000 administra-
tion)

> an SCC4000/CA4000 has been configured to connect
to this CC-AP (by CAP administration)

ATTENTION

In case the AP Emergency feature has been deactivated
on CAP level in the controlling SCCP ("Disable AP Emer-
gency", cf. Section 6.5.2), the SCCP will not make use of
alternate paths whatsoever! Although the device can be
used manually on HiPath / OpenScape 4000 level, it will re-
main unreachable for applications until the primary connec-
tion to SCC4000 / CA4000 defined under "SCC ID" has
been re-established.
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Field

Description

Business group
(preselected for BGAdmin)

The default selection is "Standard" or "none". Additional
BGs are presented for selection as soon as BGs have been
defined.

Assignment of devices to a business group should be done
based on data imported from the PBX. This assignment
cannot be modified later on (no moving between BGs).

Device type Select the device type here. The supported types are
"Phone" and "VirtualDevice". Any other types of devices
can only be imported.

ISDN number Pull-down menu with available domain info entries (see
Section 7.2.3); select the entry appropriate for this device.

PNP number Pull-down menu with available PNP entries (see

Section 7.2.5); select the entry appropriate for this device.

Node access code

Pull-down menu with available NAC entries (see
Section 7.2.4); select the entry appropriate for this device.

Extension

Number of the extension, which means the device number.
This number is usually configured in the PBX in exactly the
same way.

Exception:

If overlap has been selected, the extension number must
be entered without the overlap number. Consequently, this
extension number is only a fragment of the number config-
ured in the PBX (for example, if the main station/extension
=722-1234 and overlap = 1, the extension 21234 is config-
ured in the PBX).

PBX format
(output only as
result of "Search Device")

This field cannot be administered. This displays the call
numbers configured in the PBX for all devices that are ad-
dressed in the CSTA via a dialable number. Any overlap
configuration is also taken into account here (for example,
if the main station/extension = 722-1234 and overlap=1,
then extension 21234 appears in the PBX format field). For
HiPath / OpenScape 4000 devices that are addressed in
the CSTA via a CSTA device ID (RCG, trunk, hunt group),
the associated LODEN number appears. The SAT needs
this data for conversion.

XML Phone Service
(device type "phone" only)

Select an XML Phone Service you wish to enable for the
device from the drop-down list. XML Phone Settings is
then enabled (see below).
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Field Description
XML Phone Settings If you click the XML Phone Settings button, you will be of-

(device type "phone" only) |fered the following setting options:

> Device information
Selection from a list of supported device types

»  Language
Selection from a list of supported languages

> Button number
The number of the button on the device that is to be as-
signed to the URL of the XML application. Pressing the
button starts the XML application and displays it on the
device.

»  URL parameters
Additional parameters can expand a URL call. This
configuration depends on the XML application.

License granted to If assignment of licenses by the administrator is set for ap-
plications (see Section 7.5.3, option at device administra-
tion enabled), then licenses must be explicitly assigned
here. Select the application from the list.

Multiple licenses can be assigned simultaneously.
Licenses assigned before can also be deleted.

Licenses assigned implicitly are also shown here.

Assigned users This is an output-only field; assignment of users and devic-
es is done via "Add user" or "Modify user" (Section 7.3.1,
Section 7.3.2)

3. Click the Add button. The entries are saved as a new data record.

No device can be added until domain does not exist.

>

7.4.2 Searching and changing devices

1. Click Device in the main menu and select the Search/Modify menu item in the navigation
area. The following window enabling you to conduct a more precise search:

2. Enter your search keyword in one of the fields. The fields are described in the table below.
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Field

Description

Device,

Device type,

SCC ID,

SCC Emergency,
XML Phone Service,
License

Assigned users
Business Group

These input fields can be used to conduct a more precise
search for the required user data. The asterisk can be used
as a wild card character in any of these fields: * finds all en-
tries, C* all entries beginning with C, *n all entries that end
in n, etc.

The selection menus available under "Device type", "SCC
ID", "SCC Emergency", "XML Phone Service", "License",
and "Business Group" always show only entries that have
been configured in CAP. Note, that from SMR9 you can
also list SIP devices separately.

Max. number of results

This limits the number of entries displayed as a search re-
sult. This makes it possible to restrict the search before fi-
nally displaying the result.

Number of results per page

The search result may cover several pages.

Mark search result
for delete

As described below, the search result may be used to mark
specific devices for deletion. In case the search is targeted
to find a complete set of devices for deletion, this field al-

lows to have all retrieved devices pre-marked for deletion.

Mark search result

As described below, the search result may be used to mark

for export specific devices for export. In case the search is targeted to
find a complete set of devices for export, this field allows to
have all retrieved devices pre-marked for export.

Actions

Field Description

Clear fields All field content is deleted and the "Max. number of results"
and "Number of results per page" fields in the admin-
If.cfg configuration file are redefined.

Search Starts the search process.

Last search

Click "Last search" to complete all fields with the values
used in the last search inquiry. "Last Search" does not yield
any more data after a browser session is complete.

Note:

The result of the last search can also be obtained directly
by selecting the Last Search Result menu item in the nav-
igation area.

3. Click the Search button. The result of the search query (if more than one) appears in a list.
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Use the cursor control keys to navigate through several pages (first - previous - next - last
page).

The printer icon can be used to obtain a print preview of the results list in a separate win-
dow.

The "delete" column of the result list provides deletion marks; by ticking a deletion mark,
the respective line can be selected for deletion. By clicking the deletion symbol (cross in
the head line), all lines selected are finally deleted.

The "export" column of the result list provides export marks; by ticking an export mark, the
respective line can be selected for export. By clicking the export symbol (disc icon in the
head line), all lines selected are exported to a file, using the Excel csv (comma separated
values) format.

Use the % icon to select a device from the list whose data you wish to modify.
The current data for the selected device is displayed for editing purposes.

Edit the device data as described in Section 7.4.1.

N o 0 &

Confirm your input with Modify. A message is issued to confirm that the changes have
been applied:

Device data has been modified for: <device> (for example optiPoint 410)
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7.5 License Management

CAVEAT: Please note that as an important change against CAP V2.0 and previous
7 SMRs of CAP V3.0, licenses are no longer tied to users but now will be assigned to

devices. As current installations regularly have a one-to-one mapping between us-

ers and devices, this means no new handling approach for the customer; yet it's con-

ceptually clearer and brings some modifications for the Management GUI.

Of course licenses currently assigned to users will be migrated accordingly when up-

grading to a CAP V3.0 SMR3 installation.

CAP License Management administers the number of client licenses available for an applica-
tion. A license is always bound to a MAC address of an active NIC in CAP Management and is
checked each time the service is restarted and each time a license is installed.

Each application must identify itself to the CAP with an application ID. This application ID is
passed in the ACSE_AARQ. All additional requests for users are licensed using this application
ID. The license check takes place in interaction between the SCCP/SCC and SLM. Applications
can also ask for a license check by sending an HTTP request to the SLM.

The Licenses main menu offers functions for administering licenses for using the OpenScape
CTI system. You can:

> View licenses,

> Assign licenses,

> Install licenses,

> Uninstall licenses,
> Split up licenses

The SCC/SCCP checks the license. After a successful check, the SCC/SCCP stores the license
information for 3600 seconds. The license is checked for a device during the first CSTA or
NetTSPI request.

If the “implicitly during register license" feature is activated, a license is implicitly assigned to a
device in the license checking procedure. For that purpose, the application ID transmitted from
the application in the ACSE_AARQ (for CSTA request) is taken as the necessary license; of
course, the procedure only succeeds if that license has been installed before.

For TAPI applications (CAP TAPI Service Provider/NetTSPI), an internal routine sequentially
asks for licenses CAP-A, then CAP-S, and CAP-E, - unless a specific application ID has been
handed over by a TAPI "lineDevSpecificFeature" within 10 seconds after a TAPI "lineOpen".
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The HiPath CAP V1.0 license "UNKNOWN" which was used to license the number

>  of monitor points to be set in a CA4000 is not needed any more in HiPath CAP V2.0
and higher. CA4000 version 6.0.0.0 and higher does not support a separate link to
the CAP SLM, so there is no need for a separate license.

Demo licenses / exceeding assigned licenses

Demo license keys are already pre-installed (MAC address FF-FF-FF-FF-FF-FF). After initial
assignment of a client license, the associated demo license key is valid for an additional two
months and is marked with an "expiration date". Once this date expires, devices with demo li-
censes can no longer be controlled by the corresponding application.

The same proceeding applies for regular license keys as soon as the number of available clients
has been reached. Additional devices applying for licenses are given a temporary license that
is valid for two months (marked with a "*" in device management), and the corresponding license
key is marked with an "expiration date". Once this date expires, devices with temporary licenses
can no longer be controlled by the corresponding application.

In order to convert temporary licenses back to regular licenses, you must either install additional
client licenses with the respective application ID, or reassign available licenses as follows:

— Delete licenses that have already been assigned to devices.

— Search for devices with temporary licences, select them, one after the other, and ex-
plicitly confirm these with "Change".

Please note that in HiPath CAP V3.0 SMR4 and above the licenses are managed

> considering the business groups; accordingly, the quota assigned to one BG may be
exhausted (causing the "license exceeded" mechanisms to be invoked) though
when looking at the system as a whole free licenses may be available. In this case,
the administrator may decide to realign licenses among BGs.

E-mail message when licenses are exceeded

In case the number of licenses assigned exceeds the number of licenses installed, an e-mail
notification (repeating once per day) can be configured. For that purpose, change the following
text lines in the <InstDir>\config\common\global.cfg:

<?x set MAIL_SERVER = "name of SMTP email server"?>
<?x set MAIL_ SENDER = "<?x STelasWebName?> notification

<name of mail sender>"?>
<?x set MAIL_SYSADMIN = "name of mail recipient"?>
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7.5.1 Installing licenses (not for BGAdmin)

Licenses are installed via license files. These files can be obtained from the same source as the
OpenScape CAP software. For Unify customers this is usually Production. Working on the basis
of order and delivery data, the administrator is capable of generating licenses for downloading
from a special Production web site.

To prevent misuse, license keys are linked to the OpenScape CAP Management PC via the
MAC ID. For this reason, the MAC ID for license generation must also be supplied.

Demo licenses are provided when OpenScape CAP is installed; these are not linked
> to a particular MAC ID and are only valid for a limited period.

1. Obtain the license file and save it locally.

2. Click Licenses in the main menu and select the Install menu item in the navigation area.
3. Specify the absolute path of the license file here.

4. With Install, the license file is processed, and the new licenses are made available.
7.5.2 Showing licenses

1. Click Licenses in the main menu and select the Show menu item in the navigation area.

Overview licenses | Verify

Application Installed licenses Used licenses Available licenses
@ CAP-E 100 0 100
@ CAP-S 100 0 100
@ CAP-A 100 0 100
@ ComAssistant 100 0 100
@ CAP-M 100 0 100
@ CAP-MF 100 0 100

License keys installed

Vendor Application  Version Customer Date Valid until Installed licenses MAC-Adr. [ Serialno.
@ ICN EN CAP-E V2.0 Evaluation 04/29/2003 100 FF-FF-FF-FF-FF-FF
@ ICN EN CAP-5 V2.0 Evaluation 04/29/2003 100 FF-FF-FF-FF-FF-FF
@ ICNEN CAP-A V2.0 Evaluation 04/29/2003 100 FF-FF-FF-FF-FF-FF
@ [CNEN ComAssistant V1.0 Evaluation 04/29/2003 100 FF-FF-FF-FF-FF-FF
@ ICNEN CAP-M V3.0 Evaluation 07/13/2004 100 FF-FF-FF-FF-FF-FF

L AORE COW AR RAC o n Cavnbimdine ATMATIONANL ann CC CC CC CC CE EC

The Overview table contains information on the licensed applications, the number of installed
licenses and the number of licenses per application that have already been used or are still
available. The lower table contains detailed information on each installed license key.

The MAC ID "FF-FF-FF-FF-FF-FF" represents the demo license key. The key is valid from the
firsttime a demo version is used; it is therefore shown in brackets behind the number of available
licenses in the upper table. Demo licenses are valid for 2 months.
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The complete display is available for the administrator only; the overview comprises license us-
age in all business groups.

For a BGAdmin, only the "Overview" part is shown, confined to data of the own BG. The number
of available licenses also is calculated within this BG. Licenses that have been installed in CAP
without assigning any quota to this BG are shown with a red bullet.

7.5.3 Assigning licenses

There are two ways to assign licenses to individual devices:

?

44

If you use demo licenses or if new licenses are installed, the default is for the "implicitly
during register license" feature to be active. This means that during each first licensing
request (registerLicense)tothe CAP Management fora CAP device, a corresponding
license will be granted if this license is available and the device has not been granted the
requested license before. If the number of client licenses available is exceeded, temporary
licenses that are valid for two months are automatically granted.

Note for TAPI applications: As many TAPI applications regularly do not transmit an indi-
vidual application ID for licensing (1ineDevSpecificFeature), the SCC internally car-
ries out a step-by-step license request in the order "CAP-A", "CAP-S", "CAP-E". These
steps are repeated until a license has been checked successfully or until there is no license
available. For example, if a customer has purchased a CAP-S license, the allocation of the
CAP-A demo license must be set to "at device administration”, or the CAP-A demo license
key must be uninstalled. This prevents demo licenses from being assigned inadvertently.

Alternatively, the administrator can explicitly assign licenses to a device when configuring
the device in OpenScape CAP Device Management (cf. Section 7.4.1). If there are no
more available licenses when setting up the device, the administrator receives a corre-
sponding error message.

Click Licenses in the main menu and select the Assign menu item in the navigation area
to define the assignment process.

Subsequently you must select the BG for which assignment is to be displayed / modified.
For an administrator, a free selection of all BGs is available (as well as an "Overview" which
creates a list of all assignment modes in all business groups ready for printout). For a
BGAdmin, only data of the own BG are presented.

For each of the license keys/application IDs available, select assignment "at device admin-
istration" (explicit assignment by the administrator) or "implicitly during register license"
(first comef/first served).

Click Save to confirm your selection.
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Licenses assigned to a device (either way) are always shown in the Search / Modify Device
dialog. In the Search / Modify User dialog, licenses indirectly consumed by the user (via devic-
es assigned to that user) are shown as well. As a user may have several devices assigned which
come with the same license each, multiple licenses of the same type may be consumed by one
user. These are shown e.g. as "CAP-S[2]" : the user is consuming two CAP-S licenses.

7.5.4 Deleting licenses (not for BGAdmin)

Sometimes it is necessary to delete already installed licenses.

1. Click Licenses in the main menu and select the Uninstall menu item in the navigation ar-
ea.

2. Select the application / the license key which is to be deleted.

3. If you also wish to remove the licenses to be deleted for devices to whom these licenses
have been assigned, then select "Delete license assignments as well".

4. Click Uninstall to execute the action.

In previous releases of CAP V3.0, it was not possible to delete demo licenses. This
> s possible now - particularly useful to prevent situations described in Section 7.5.3,
where a demo license is assigned although a product license is available.

7.5.5 Split up licenses (not for BGAdmin)

This is a new function in HiPath CAP V3.0 SMR4; it serves to distribute installed licenses among
the separate business groups. After installation (Section 7.5.1) licenses automatically are made
available in the standard BG "none"; other BGs (in case some have already been created) stay
with a quota of 0. In order to change the distribution,

1. Click Licenses in the main menu and select the Split-up menu item in the navigation area.

2. Subsequently you must select the BG you want to make licenses available for. A free se-
lection of all BGs is available (as well as an "Overview" which creates a list of the current
distribution of licenses across all business groups ready for printout).

3. Atable is shown with information
"Application" - installed license keys / applicationlds
"Installed" - the total number of licenses provided by the installation
"Remaining quota" - number of licenses not yet assigned to any BG
"Quota" - enter a quota for the selected BG here
"Used" - number of licenses currently in use (i.e. assigned to a device) in the selected BG
"Available" - number of licenses not yet in use (i.e. not assigned to any device) in the se-
lected BG

4. After entering all quotas, click Save to confirm the distribution.
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7.6 Data

In the Data menu item of the main menu you can import data in various formats from a file into
the CAP Management database, which is particularly useful for data synchronization with exter-
nal sources like a PBX administration. Additionally, a bulk import facility is provided which is op-
erating in batch mode and can be invoked offline.

CAP Management data can be exported to a file which may be helpful to conveniently check
database contents in a file format. Please note also the export mechanism directly tied to user
and device management described in Section 7.3.2 and Section 7.4.2 which serves a similar
purpose.

For scheduled synchronization in predefined time intervals, import (and export) tasks / timers
can be defined as well.

Please note that export / import has not been designed to serve as a replacement
7 for backup / restore. Generally speaking, it is neither possible nor reasonable to use

a file created during an export operation as input for an import operation.

Likewise, the formats of export or import files may change between different soft-

ware versions; so for every new CAP version make sure that your import files still

have a valid format - there is no commitment that an import file valid for CAP version

x can still be used without problems for CAP version x+1.

Please note, that in case of many devices belong to one user, the import/export pro-

cess works fine only by exporting devices, then exporting user and devices, import-

ing devices, and finally importing user and devices with add/update mode.

Please note that the export / import facility has not been designed for that purpose!

The CAP configuration and user data is administered by an open LDAP server (process
"SLAPD"); this data is in the directory:

<InstDir>\data\TelasAdmin\adminauth\capdb

In the case of user and device inconsistency use the following tool:

1. Make sure that CAP service is running

2. Start command <InstDir>\bin\tools\user2device.bat from commandprompt

3. If you have a very large databsase and after running this tool you find "NO Response" text in
the output text, then try to increase the value of the parameter soTimeOut.

It is also advisable to carry out the command as followed:

user2device.bat > out.txt

S0 you can save the result in a convenient way.
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Mame | Size | Type | Modified

authwid.dbb BKB DBBFie 10/5/2004 2:00 &M
a deviceaddr.dbb 12 KB DBEFile 10/5/2004 2:00 AM
a dnzid.dbb 32KB DBEFile 10/5/2004 9:43 AM
&) idzentry.dbh 60KE DBEFile 10/5/2004 9:43 AM
a nexktid, dbb BKB DBBFile 10/5/2004 9:43 AM
#] objectClass.dbb BKE DEBFile 10/5/2004 9:38 AM
a sccid.dbb BKB DBBFile 10/5/2004 2:00 AM
a wid, dbb BKE DBBFile 10/3/2004 9:38 AM
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7.6.1 Importing data

Data import is always controlled by an import file containing a header line providing information
for interpretation of the remaining file contents, followed by one line per entry / record. For addi-
tional details, please see below.

If you want to import data from a particular file, select Data | Import.
1. Click Data in the main menu and select the Import menu item in the navigation area.
2. Enter the data in the relevant fields. The fields are described in the table below.

"Database import" dialog

Field Description

Data type Select the objects to be imported:

»  User and device data

»  Device data

»  User data

»  User and device data HiPath 8000

Depending on the selection, the data fields that may be
present in the import file are different.

The last selection has been provided for cooperation with
the HiPath 8000 "GEM tool" only.

Import mode Select one of:

»  Create data from import file
the respective part of the DB is purged before import,
leaving DB contents identical to import file contents

> Add/update entries from import file
which means Add+Modify - entries present in the
import file will be created / updated in the database,
others remain untouched

> Update entries from import file
which means entries in the import file are updated
according to the defined action (ADD, MOD, DEL);
others remain untouched

Import File Identify the file to be imported, either by directly specifying
a path name or by selecting the file in a search dialog
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Field Description
Business group The default selection is "Standard" or "none". Additional
(preselected for BGAdmin) |BGs are presented for selection as soon as BGs have been
defined.

Import data is processed according to the "Business
Group" value coming with the data: In case it fits the select-
ed BG, the record is processed, otherwise it is ignored.
An empty selection field (not for BGAdmin) is equivalent to
all BGs being selected. In this case, all data records are
processed and assigned to BGs according to the respec-
tive "Business group" value provided. In case a specified
BG does not yet exist, it is created implicitly. Records that
come without a "Business Group" value are assigned to the
standard / "none" BG.

3. Click the Start transfer button to start importing.
All of the configuration and schema files described below are located in the directory

<InstDir>\data\TelasAdmin\import

Import configuration file
The file impAdmData.cfg defines parameters for data import.
ExecuteAllChanges = 1 (Default unset)

This option has been introduced to prevent accidental modification of large parts of the data-
base. If the parameter is unset (commented out), data import is controlled depending on the
number of entries existing in the CAP DB and the number of changes to be made. If there are
less than 100 CTI users, an import is performed only if the number of the data changes is lower
than 10%. If there are 100 or more CTI users, an import is performed only if the number of the
data changes is 1% or lower.

In case you don’t want or need this kind of protection, remove the comment sign to enforce ex-
ecution of all changes in any case.

It is possible to set up customer-specific the limit to another value than 1%.
In this case use the new parameter

# Maximum number of objects which can be changed before import stops
(in percent)

#NumOfChangesInPercent = 1
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Insert the desired customer-specific value (in percent) and remove the comment sign in front of
the parameter NumOfChangesinPercent. In this case the value is used as limit (without dtermi-
nation for "small" or for "large" databases). This limit can be canceled, when you activate the
parameter ExecuteAllChanges = 1.

Please note that all saved changes in the file impAdmData.cfg are activated automatically for
the following import-action (initiated with CAP user interface or timer)

It is not necessary to restart the CAP or different CAP services.

Data import files

Depending on data type and import mode selected, different formats apply; you may use the
devices.hdms, user.hdms, or user . txt template files as a starter for creating your own im-
port file.

Fields supported in a "Device data" import file

Field Description

action for import mode "update entries from import file", this field defines
the action for the respective entry / record; supported values are
ADD (new entry), MODify, DELete (existing entry)

countryCode e.g. "49" for Germany, "43" for Austria

areaCode local area code without leading 0, e.g. "89" for Munich

number main number without extension, e.g. "722" for Unify MUC

extension extension, e.g. the "1234" of +49(89)722-1234

sccld identifier of the service (SCC) controlling the device

sccld2 identifier of the alternative service (SCC) controlling the device
(AccessPointEmergency configuration, HiPath / OpenScape 4000
only)

deviceld device number in canonical format, e.g. "+49(89)722-1234"

devType values supported for device type are Phone (default), SIP, Hunt-

Group, VirtualDevice, RoutingDevice, Trunk

devicelnfo identifier for device description used in XMLPS context;
values supported are CMI, Optipoint_410, Optiset_ Advanced

pbxFormat device number in format used towards the PBX
+49(89)722-1234 translates e.g. to "897221234" (HiPath 8000)
or "1234" (HiPath / OpenScape 4000, overlap 0) or "21234"
(HiPath / OpenScape 4000, overlap 1)
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Field Description

pnp definition of a private numbering plan, format is
<L2C>-<L1C>-<LC>:<overlap> (e.g. "49-89-722:2")
<L2C> and <L1C> are optional

nac node access code

XMLPSId id of an XML Phone Service the device has been configured for

urlAssignList

list of pairs <invoke button>:<URL Id> configured for the device
e.g. "2:url1"

licenses

list of licenses assigned to the device, e.g. "CAP-S,ComAssistant”

businessGroup

business group the device is assigned to

deviceCategory
namedDeviceTypes
routeingDevice
groupHunt
groupACD
groupPick
groupUser
deviceModelName
nidGroup

these items are used as specified in the CSTA standard

Mandatory fields for Device data import are sccld plus either deviceld or a combination of coun-
tryCode, areaCode, number, and extension.

Example:

For the import action to be executed consistently, please note that the SCC identified
7 for a device must have been configured already in CAP Management, using the
same countryCode/areaCode/number data as defined for the device.

Importing a device entry "+49(89)722-1234|007" leads to inconsistencies if
- either an SCC with ID 007 has not yet been configured before

- or SCC "007" exists but has been configured with, say "+49(89)700".
SCC "007" must have been configured with "+49(89)722".

Example (minimal Device data import file):

countryCode | areaCode | number | extension|sccId

49|89]722]53111]0220
49|89|722|53517]0220

which is functionally equivalent to:

deviceld|sccId
+49(89)722-53111 | 0220
+49(89)722-53517|0220
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Fields supported in a "User data" import file

Field Description

action for import mode "update entries from import file", this field defines the
action for the respective entry / record; supported values are ADD
(new entry), MODify, DELete (existing entry)

name user name, e.g. "James Bond"

credentials password in clear text; in case the entry is empty, the user will be as-
signed the standard password

credStamp validity period for password
(this field is supported in case of export only!)

authUld unambiguous alias for login
(in case of Windows login, use <domain>\<loginName>

uid unambiguous identifier for the user

roles user roles; values supported are CTI user (default), Admin, applica-
tion

authMode authentication mode; values supported are TELAS (default), NT

userGroups comma separated list of user groups the user is assigned to

timeZone time zone the user is assigned to

businessGroup business group the user is assigned to

removable flag shows if user may be removed or is protected against removal

(this field is supported in case of export only!)

Mandatory fields for User data import are either uid or authUId; in either case, it is reasonable
to provide a name as well. In case of authMode=NT (authentication by Windows login) authUld
is mandatory.

Example (User data import file):
name | credentials |authUId
James Bond| |jamie
Fields supported in a "User and device data" import file
Fields include all of the entries named above for device import and user import.

Mandatory fields for User and device data import are the same as specified for Device data im-
port. In case neither uid nor authUId are defined, the uid value is taken from the number / devi-
celd. Please note this may cause problems in case a device is shared among several users!

Example (User and device data import file, update mode):
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action|countryCode|areaCode |number |extension|sccId|name|credentials|au-
thUId|licenses
ADD|49|89|722]53111|0220 |JAHN |myPasswd | janni |
MOD|49|89|722]53517|0220 |Gustav Meier| |gustl|CAP-A
Data import log files

The "updatePerm.cmd" can be found in this directory after the import. It contains all import
tasks that have been executed. The name of the log file is:

<InstDir>\1logs\<PC name>\import.log

This file is updated permanently to log all of the modifications triggered via import actions.

Import HiPath / OpenScape 4000 non-station devices

When applications address non-station devices (see Section 7.4) of the HiPath / OpenScape
4000, an address type conversion has to be performed. Devices of this type are identified by
their LODEN number towards the HiPath / OpenScape 4000, but the application regularly will
use a (symbolic) device ID / phone number.

Example:
RCG 100 dialing number: +49(5251)2214+7661 LODEN: 33554442

The HiPath 4000 Expert Access utility includes a feature for downloading all device data (exten-
sions, hunt groups, RCG groups, trunks as well as the respective LODEN numbers) from the
switch to a file.

Please note that for successful import the "Canonical Prefix"

[example: +49(5251)2214] as used in OpenScape CAP

must have been configured consistently in HiPath / OpenScape 4000 via AMO
KNDEF

Importing device data via the SPI utility as described in Section 6.2.3 is the more convenient
way.

7.6.2 Bulk import (not for BGAdmin)

In order to expedite the initial CAP setup for a large number of users / devices, a bulk import
facility is provided. This facility works in offline mode only (OpenScape CTI service not running).
It takes an import file (regular format as used for online import as well) to create a file in Idif for-
mat which then is passed to the database via LDAP slapadd command.

Please proceed as follows:
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1. Stop the OpenScapeCTI service

2. Adapt the impAdmData .cfg configuration file (see Section 7.6.1); just activate the entry
Usingldif = true
by removing the comment character

3. From a command window in the . .. /HiPathCTI/bin/tools directory, invoke the file
import.bat <import file name>

providing <import file name> either as a path name relative to the . . . /HiPathCTI/
data/TelasAdmin/import directory, or as an absolute path name

This creates a file named objects.1dif located in the . .. /import directory which in
turn is entered into the database using a database tool named slapadd.

4. After the action has been completed, you may want to deactivate the "UsingLdif" entry.

5. Restart the OpenScapeCTI service.

With the "bulk import" inevitably duplicate entries will be created for those devices
7 which are already inserted with the "normal import method".

Therfore it is recommended to use only one of the offered "import methods".

During "bulk import", special attention must be paid to password handling.

Bulk import runs in offline mode, i.e. no data can be retrieved from the CAP database
which is not running; this holds for the "default password" setting as well. That is why
a password ("credentials") must be provided for every user entry in the bulk import
file; it may be the (business group specific) default password.

Please note that passwords are to be specified in cleartext here; they must be at least
3 characters.
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7.6.3 Exporting data

If you want to export database contents to a file (using the .csv comma-separated-values for-
mat), select the Data | Export menu item.

1. Click Data in the main menu and select the Export menu item in the navigation area.
2. Enter the data in the relevant fields. The fields are described in the table below.

"Database export" dialog

Field Description

Data type Select one of:

»  User and device data

»  Device data

»  User data

»  User and device data HiPath 8000

Depending on the selection, the data fields available for ex-
port are different; for details, please refer to the description
for import in Section 7.6.1

Business group The default selection is "Standard" or "none". Additional
(preselected for BGAdmin) |BGs are presented for selection as soon as BGs have been
defined.

Only data of the selected BG are exported.
An empty selection field (not for BGAdmin) is equivalent to
all BGs being selected.

3. Click the Select fields button in case you want to restrict the export to specific fields of the
user and / or device data. After selection, click Start transfer.

4. Alternatively, click the Export all fields button in case you want to have all available user
/ and or device data exported.

5. You are then prompted with a regular Windows dialog to either open the created export file
or save it to a destination that can be specified.

Please note that for security reasons user export is confined to users with role
>  "CTl user". Neither "admin" nor "application" users will be exported.

A31003-G9330-1100-18-7620, 09/2024
OpenScape CAP V3, Common Application Platform, Service Documentation 55



Additional OpenScape CAP Management Functions
Data

7.6.4 Scheduled tasks

You can configure a new task or reconfigure an existing task here. You can use a task (timer) to
define the times at which the files are to be automatically imported from a particular directory or
at which the CAP CTlI users should be exported to a particular directory. You cannot change the
name of the export file here - it is "user.txt" or "user.hdms".

To configure a task (timer) for the first time or to reconfigure an existing task, proceed as follows:

1.

56

Click Data in the main menu and select the Scheduled Tasks menu item in the navigation
area.

a) There are currently no tasks configured. Continue with 2a.

b) Atask has already been configured. You will see this in the "List of running import tim-
er". Continue with 2b.

Configure the tasks.
a) If notask is yet configured, click the Create new timer icon.

b) Ifataskis already configured, you will see it in the "List of running import timer". Select
the task by clicking the Edit icon.

Complete the fields described below:

"Timer configuration" dialog

Field Description
Timer name Enter any name for the task.
Transfer type Select one of:

> User and device data

»  Device data

»  User data

»  User and device data HiPath 8000

Depending on the selection, the data fields that may be
present in the import file are different; for details, please re-
fer to the description for import in Section 7.6.1

Direction Select import or export.

Import mode Select one of:

(field inactive if export »  Create data from import file

has been selected) »  Add/update entries from import file

> Update entries from import file
See Section 7.6.1 for details.
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Field

Description

Interval

In this field, specify the intervals at which the database is to
be imported or exported. You can choose between the fol-
lowing intervals:

» once a day

» once a week

» once a month

Time of activation

Enter the start time for the transfer in hours (hh) and min-
utes (mm).

Day of activation

Enter the start date for the transfer in DD/MM/YYYY format
(e.g. 16/05/2004). You can also select the date from a cal-
endar. To do this, click the calendar icon on the right next to
the input field.

Source/Target directory

Specify the location where the export file is stored or the im-
port file is located.

File name

Specify the name of the export or import file.

Business group
(preselected for BGAdmin)

The default selection is "Standard" or "none". Additional
BGs are presented for selection as soon as BGs have been
defined.

The scheduled task refers to the selected BG.

4. Complete your entries with one of the following actions:

Action Description

Save Saves your entries and adds the task to the "List of running
import timer".

Pause Puts the selected task into standby mode, which means
that it will no longer execute until you release it again with
this button.

Delete Deletes the selected task from the "List of running import
timer".

Cancel Closes the dialog without saving the entries.

By clicking on the icon terminating any timer entry in the list of timers, you may obtain detail in-
formation on the current state of the respective timer.
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For scheduled tasks to be processed correctly it is indispensable that specified files

7 be available (read/write) at the scheduled time and (for import) be up to date. In or-
der to prevent one and the same import file from being imported again and again
(without noticing that no new import file was provided) every import file will be re-
named after successful processing by prepending an underscore " _" to the file
name.
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7.7 Diagnostics

The functions for monitoring, configuration and problem diagnostics for all components in the
system are handled here. For example, logging information, display and modification of config-
uration data, service and process states, display of participating hosts, restart processes.

Important note! If CAP SMR13 or SMR14 is installed then Java 7 must be installed and set as
default JRE on the client machine from where the Management is accessed otherwise - due to
conflicting versions - it won’t be possible to start it.

1. Click Diagnosis in the main menu and select the Diagnostics menu item in the navigation
area:

A general message indicating the status of the overall system is displayed.

CAP Management Diagnostic Agent \3

win2003-1 @ not all services are running =\

Local installation of CAP Management Diagnostic Agent: [

(single jar-file, starting via double click)

2. Click the &; button to the right of the message.

The CAP Management Diagnostic Agent diagnostic applet is started and provides all
functions for diagnostics and configuration in a separate window.

The CAP Management Diagnostic Agent can be installed locally. This application then runs lo-
cally on the PC, independently of the Web browser.

Local installation of the CAP Management Diagnostic Agent

1. Start downloading the twebDiagAgent. jar file.

Note the location of the downloaded file.

In Explorer, go to the folder containing the saved file.

> wN

Start the CAP Management Diagnostic Agent by double-clicking it.
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If the "Diagnostic Agent" is installed locally, this application must not be installed in
a path that contains blanks. If this is the case, the local "Diagnostic Agent" cannot
start.

You can solve this problem by changing the REGISTRY, however.

In HKEY_CLASSES_ROOT\jarfile\shell\open\command, change the entry:

"<jre path>\bin\javaw.exe" -jar %1
to:
"<jre path>\bin\javaw.exe" -jar "%1".

<jre path> is the path to the locally installed Java Runtime Environment.
Restriction: the Diagnostoc Agent from the SMR9 requires Java 1.6 installation, from
SMR13 requires java 1.7!

If German is selected as the browser language when downloading, then the German version of
the CAP Management Diagnostic Agent will be supplied - similarly the English version will be
supplied if the language setting is English.

The Diagnostic Agent is always associated with a Diagnostic Controller that runs on the PC with
the CAP Management from which it was downloaded.

The following figure shows the user interface of the CAP Management Diagnostic Agent:
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&Enp Management Diagnostic Agent 1]
Connect Debug
@ heinzruediger: notall services are running
rHusts rPrucesses |/Senﬁices rCunﬁguratiun
properties |s’lart all || stop all"restart aII|
[ hosts 5 Serices | Type | Process Status
@ [ heinz-ruediger -|FExManagement AdminServiet AdminCaontraller @ running
% I Telas¥ehStarter Lserduthentication AuthSerdet Adm?noontrnller @ runn?ng
D AdminContraller ;| Configloader ConfigloaderSerlet AdminContrallar @ running
§§ Admin_Redirect DiefaultSerlet AdminContrallar @ running
[ systemmgmtDatabase :|DiagnosticGUl DiaghoseServet AdminContraller @ running
D SATCantroller §§ Admin Hittpd AdminContrallar @ running
[y DiagnoseCantroller ‘LM erver LhSerer AdminController @ running
§§ LicensaGLI LicensaSerndet AdminContrallar @ running
D SCC_HP3000 §§ LogServer LogServer AdminContrallar @ running
D sCc §§ AdminLagin LoginSemet AdminContrallar @ running
D CA4000_SCC-HP4000 §§ AdministrationGU| MgmtSendat AdminContrallar @ running
[y sCC-HP4000 i |AdrninController ServiceController AdminController @ running
D MEEA §§ Systemidanagerment SyshgmtService AdminContrallar @ running
§§ CA4000_SCC-HF4000 Connectivity Adapter 4000 |CA4000_SCC-HP4000 @ not ready
D MEBZ §§ DiagnoseSernice DiagnoseSenmar CiagnoseCantraller @ running
§§ DiagnoseContraller SericeCaontraller CiagnoseCantraller @ running
§§ MEB1 TelasServer MEB1 @ not ready
§§ MEBZ TelasServer MEBZ @ not ready
§§ SatSerar SatSerar SATCantroller @ running
§§ SATContraller SericeCaontraller SATCantroller @ running
§§ SCC-HP4000 TelasServer SCC-HP4000 @ not ready
§§ SCC TelasProxy SCC @ notrunning
§§ SCC_HP3I000 TelasServer SCC_HPZ000 @ notrunning
§§ Lookup Lookup TelasWehStarter @ running
§§ Telas\WWebStarter FracessContraller TelasWehStarter @ running

To navigate in this window, simple select the relevant tab. The significance of the various tabs
is explained below.

Diagnostic information

The following information is important and helpful when analyzing problems:

Product information: provides an overview of the installed product. The version and
build states are important points here. This information should always be supplied
when contacting the hotline.

Process information: shows the table of currently active processes. It is important
that the status of all displayed processes be correct. This gives the administrator an
initial overview of the problems.

Service information: this table contains precise information about the services active
in the system as well as their status. The status also indicates potential problems. The
process/service allocation is also displayed.
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Configuration information: the configuration files can be viewed, analyzed and
changed. Once configuration files have been changed, the corresponding compo-
nents (possibly even the entire system) must be shut down and restarted.

Logging information: logging information is constantly written to files during opera-
tion. All log files are saved in the directory <InstDir>\Logs. The errors.log file plays an
important role. Errors related to all services are saved in this file together with the ap-
propriate service ID. It is advisable to check this file at regular intervals and to reset it
if necessary so that problems can be identified more quickly in the event of an error.
To enable precise analysis of a specific, reproducible problem, you must first delete
the logging history (Logging Reset) and then reproduce the error. This removes out-
dated log information and reduces the amount of log data to be analyzed.

When the system is restarted, any existing log files are renamed as < name>_last.log
in accordance with the logging configuration so that information is not lost. Varying
amounts of information are saved depending on the log level set. Log levels for active
processes are displayed with Show Logging. If a problem is discovered in one of these
processes, its level can be raised specifically to obtain more precise information.

Save Diagnostic Data: with this option, the diagnostic information can be saved to a
file for analysis and forwarding. The data is packed in a zip archive and can be down-
loaded by development or the hotline.

The status info presented in the diagnostic agent will be synchronized with the pro-
cesses / services in regular intervals; yet it may not be accurate in case of status
changes between synchronization points. You may enforce synchronization at any
point in time by invoking Connect -> Refresh.

More information on diagnostics is contained in Chapter 8, "Troubleshooting".

7.71

Hosts

If the Hosts tab is selected, all hosts in a network where a OpenScape CTI service is running
are shown in a tree structure in the left window. If a host is selected, all services running on that
PC are shown with their state and process allocation.

> Properties
In general Properties can be used to display additional information in a separate window
as soon as a host or a line has been selected in the list of services. This information can
be evaluated in Development for diagnostic purposes.

> Start all, stop all, restart all
This function enables all CAP/CTI processes on particular hosts (select the required hosts
in the tree structure) or on all hosts in the network (uppermost entry hosts to be started,
stopped or stopped and directly restarted.
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7.7.2 Processes

If the Processes tab is selected, all processes running in the entire system are listed. If a pro-
cess is selected, various functions can be executed for this process.

?

Properties
Same as above (Section 7.7.1), depending on the process selected.

snhapshot

If a process is selected, you can call up information on the process environment, logging
and thread state via snapshot You can also query the parameters currently loaded (for ex-
ample, query the port of an SCC).

ping
If a process is selected, you can check the current receive status using ping.
start, stop, restart

These functions can be used for all processes with the exception of the special TelasWeb-
Starter process.

start all, stop all, restart all
All other processes are started using the TelasWebStarter process. In this way the system
can be shut down completely and then restarted after this process is selected.

Show log files, Show configuration files

Senvices | Type | Frocess Status
FBEXManagermp=as=t fLolooic Donlod AdminController @ running
Userduthenti] . =Show log files AdminContraller @ running
Configloader  Show configuration files  |Iet AdminController @ running
Admin_Redirett CETAOMSETEL AdminController @ running
DiagnaosticsLU DiagnoseSerlet AdminController @ running
Admin Hitpd AdminController @ running
LMSemer LMSemer AdminController @ running
LicenseGU| LicenseSeret AdminController @ running
LogServer LogServer AdminController @ running
AdminLogin LoginSerilet AdminController @ running
AdministrationGLI MormtSernddet AdminController @ running
AdminController SericeCantroller AdminController @ running
Systermhlanagement SysMogmitService AdminController @ running

These functions are available via a context-sensitive menu: Select a process, open the
context-sensitive menu with the right mouse button and select the function. The list of log/
configuration files is displayed. Double-click the relevant file to display the content.
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7.7.3 Services

A complete list of the services available in the system together with their process allocation and
current state are displayed when you click the Services tab. The following functions are also
available in this tab after a service has been selected:

»  properties, snapshot and ping
Same as above (Section 7.7.1, Section 7.7.2), depending on the selected service.

»  Show log files, Show configuration files
As above (Section 7.7.2), these are available via a context-sensitive menu for the selected
service.

> Reload config
This facility allows to have the selected service reload its configuration data without being
restarted. It has not yet been made available for all types of CAP services, so depending
on the type of service selected the button is rendered active or inactive in a context-sensi-
tive way.

7.7.4 Configuration

The complete system configuration can be viewed and edited via the Configuration tab. The
<InstDir>\config\ configuration directory is displayed in the left window in a tree structure
with the usual Explorer navigation option. The configuration files contained in the selected direc-
tory are shown to the right. The following functions are possible in this view:

> Properties
The amount of existing data, the last change date and the name of the directory for existing
files are displayed for the selected directory.

»  Display
The content of the selected configuration file is displayed in an edit window. A special fea-
ture of this display is that the variables or "include" statements used in the file can be re-
solved accordingly using the Replace variables function and filled with completely new in-
formation. Changes can only be saved in the Not replaced state.

7.7.5 Logging

During runtime, runtime information is saved to files for all services in the system. This includes
information, warnings and faults. The scope of recorded data depends on the set log level.

All log files are generally saved inthe <TnstDir>\Logs directory. Inthe case of distributed
installations, a separate subdirectory with the host name (no domain suffix) is created for each
participating PC.

Logging is controlled and log files are displayed in the CAP Management Agent either by means
of the Logging tab or via the Debug menu item.
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Once the Logging tab has been selected, all file loggers who save information to files are dis-
played. These can easily be allocated to the corresponding process/service based on their
names. For this, the current logging level is displayed in the right hand column as the most im-
portant information for all loggers. Once a line in this table has been selected, the level for the
selected logger can be modified.

> Properties
By clicking "properties"”, additional information on the selected logger is shown in a sepa-
rate window. This information is only intended for service technicians or development.

»  Reset Logging
This function permits the deletion of old logging information which may disrupt fault analy-
sis. Older logging files are deleted and the logging file currently in use is emptied.

»  Change Logging Level
Select the required level from the drop-down menu next to Set Level. The selection applies
to the currently selected logger. To activate the setting, it must be confirmed using set lev-
el. The change in logging level only applies temporarily until the relevant service is next
restarted. The changes are not written to the configuration files.

Please note that modifications of the logging level apply to the selected logger

> only. Settings for the ErrorLog, which is used globally by all loggers, cannot be
modified here - they must be done directly in the LogServer . cfg configuration
file.

> Set the Log Filter
You can set one log filter inclusively or exclusively here. It can expand or restrict the logging
operation. This filter applies to the entire contents of the log file for a selected CAP process.
It is comparable to a search term in a text or Word document.

To view the content of the logging files, select a file logger from the list of file loggers. The con-
text-sensitive menu (right mouse button) Show Log Files displays the list of all log files created
by this logger. To view the content of the file, double-click the file name.

7.7.6 "Process Controller” and Services

Every running Windows CAP Java process has its own startup script, located in the <PC_name>
subdirectories. The configuration file extension is * . proc and the leading Sxx number specifies
the process startup order number.

Example: <InstDir>\config\pc-name\admin\SOlservice ctrl.proc
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The processes are: TelasWebStarter, Admin Controller, Diagnostic Controller, SAT Controller
and CallldRepository. They act as "process controller" and "service controller". After a success-
ful process start, every single java.exe will startup additional internal services. The service con-
figuration file extension is * . svc and the leading Sxx number specifies the service startup order
number.

The Admin "service controller" also starts up and controls the CAP HTTP server. The Web serv-
er configuration file is "http-server.props".
Admin Controller
The Admin Controller services are:

— PBXManagement

—  UserAuthentication

— ConfigLoader

— Admin_Redirect

— DiagnosticGUI

— Admin (HTTP server)

— LMServer

— LicenseGUI

— LogServer

— AdminLogin

— AdministrationGUI

— CallldRepository

— SATServer

— AdminController (as service controller)

Diagnostic Controller
The Diagnostic Controller services are:
— DiagnosticService

— DiagnosticController (as service controller)
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TelasWebStarter
The TelasWebStarter services are:
— Lookup

— TelasWebStarter (as "process controller") (It is the lookup client!!!)

7.7.7 CSTA Communication Trace

Depending on the different interfaces, a complete CSTA communication trace from the applica-
tion to a switch can be enabled.

app 1

ACEE [CRP]
CSTA

Telas. cFs-Datei SC <SCCP> error.lodg

log.level = 5

cstalogEnabled = 1
debuglLewel = 9 |
| ACSE [CRP] CETA N

=l | !
Telas. CFG-Datei |-?§4(|:]]]1|] Hsé:a%hzu
log.level = 5 i i
zz;ﬁ;igﬁﬁhieg i | ACISE.ESTA III.AS:\H SSCceipicata oy

<S5CC-2= l:!st.a.lu(

CAI000 trace.log (B e—

C A4000

-1 acLct |I
Hode 1 Hode 2
HP4000 HP3000

7.7.71 SCCP Logging

The SCCP is a "multi domain" component and supports the CSTA Il protocol in the encoding
types ASN.1 and XML. One SCCP supports only one connection to one application at a time.
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<SCCP>_error.log

If the log level setting is correct, the <SCCP>_error.log file contains the messages in the encod-
ing types CSTA Il ASN.1, CSTA XML and much more! The communication between the appli-
cation and the SCCP as well as to CAP Management (SUM, SCM, SLM) is displayed.

<SCCP>_csta.log

If the log level setting is correct, the <SCCP>_csta.log file contains the conversation to all SCCs
in CSTA Il ASN.1. CSTA XML is converted to ASCII.

7.7.7.2 SCC Logging

The SCC is a "single domain/multi domain" component and supports the CSTA Il protocol in the
encoding types ASN.1 and XML. Depending on the operational mode, one SCC supports only
one connection to one application at a time, or multiple connections to SCCP and TCSP at the
same time.

<SCC>_error.log

If the log level setting is correct, the <SCC>_error.log file contains the messages in the encoding
types CSTA Il ASN.1, CSTA XML, NetTSPI (to TCSP) and much more! The application or
SCCP conversation, the conversation with the switch or CA4000 and the conversation with the
CAP Management (SUM, SCM, SLM) are displayed.

<SCC>_csta.log

If the log level setting is correct, the <SCC>_csta.log file contains the conversation with the
switch or CA4000 in CSTA Il ASN.1.

7.7.7.3 CA4000 Logging

The CA4000 trace is part of the CAP standard logging feature. The log file "xxx_-
CA4000_trace.log" contains the ACL conversation with the HiPath 4000 and the CSTA Il ASN.1
conversation with the SCC.
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7.7.8 TAPI Communication Trace

Depending on the different interfaces, a complete TAPI/CSTA communication trace from the ap-
plication to a switch can be enabled.

TAPI
Application

TAPI 2.1

HEEY LOCAL MACHINE
Y30FTWARE
wToap CAP
TCSP
tcsphebuglewel = 9
Filelog = c:i\xy=.Lxt
——
| MetTSFI |
........ | 1 1
% 1 | |
. SCCA1 SCC-2
Telas . FG-Datei HP4000 HP3000 <8CC-2> error.lo
log.lewvel = 5§ i i
cstalogEnabled = 1 I 1 =50C-1> c=ta.loc
debuglewvel = 3 | ACSE, GSTA Il ASN.1 — ol
<85CC-2> ecsta.log
CRA000 trace.loyg B ooe—
ca4000
1 L |I
Hode 1 Mode 2
HP 4000 HP3000

In this mode of communication, the CAP TCSP replaces the SCCP. Registry settings define the
CAP TCSP log level and the file location. HFind registry entry for "Tcsp"

tcspDebugLevel = 9

filelog = "C:\tcsp_log.txt"
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7.7.9 Saving diagnostic data

This function is useful if direct remote system diagnostics is not possible due to restrictions in
network authorization. All logging information, configuration data and other system data relevant
for diagnostics is packed in a zip file for downloading.

1.

70

Click Diagnosis in the main menu and select the Download Data menu item in the navi-
gation area.

You may now identify the amount of data to be stored:

— Log files from all log directories or for selected servers only
—  Configuration files

— Snapshot of states of running services

Click Download.

You are then prompted with a regular Windows dialog to either open the created file (which
normally is not necessary) or save it to a destination that can be specified.
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7.8 Security

It is possible to defend the management’s web login page from brute force attacks by locking
out clients that failed authentication for a while. If this feature is turned on then after every failed
login attempt the new login requests from the same IP address are suspended for a couple of
seconds. This suspension increases after every failed login attempt. Durring a suspension there
is no possible way to log in from the suspended IP, even if the right user name and password
have been entered.

7.8.1 List of Suspensions

In this submenu there is a list of the currently suspended IP addresses. If a client manages to
log in after one or more failed tries then it will get removed from this list.

— IP address: the ipv4 or ipv6 address of the client that failed to login.
— Last try: date of the last failed attampt.

— Attempts: how many times have the client continuosly failed to log in.
— Expiration: date and time when the suspension will end.

— Remove: with this function it is possible to remove an entry from this list, so loggin in
can be tried again from that client before the original suspension is up.

7.8.2 Suspension Settings

This feature has a couple of settings that can be modified in this submenu.

— Enable suspensions for failed authentications (OFF by default) - this flag turns this
feature on and off.

— Skip suspension checking for localhost (OFF by default) - this flag indicates that in
case the login request is coming from the host computer then the whole suspension
checking will be skipped.

— Log the suspensions (ON by default) - if this flag is on then every suspension proce-
dure will be logged (even the ones when authentication passes).

— Trusted IP Addresses - ip addresses in the list are considered safe, so no suspension
check will be done for requests coming from any of these addresses.

— Remove - removes an address from the Trusted IP Addresses list

— Add - adds an addres to the Trusted IP Addresses list (WARNING! No validity check
is done here. If the request’s ip address doesn’t match any of the addresses in the list-
then the suspension checking procedure will be launced).
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72

Timeframe to save the suspensions in minutes (60 by default) - due to perfor-
mance issues the suspensions are not saved in CAP Management’s own database,
but kept in the memory. This approach is to prevent the brute force attack escalating
to Denial of Sevice attack, and rendering the CAP management database useless by
overloading it with failed authentication request. However since suspensions need to
be saved a single file will be created in CAP’s config directory, namely suspensions.txt.
This file will be read only at the start up, and going to get updated according to the giv-
en timeframe.
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7.9 Help

The documentation for OpenScape CAP and all installed OpenScape CTI components is avail-
able under this menu item.

1. Select Help in the main menu.
All available documentation is listed in the navigation area.

2. Select documentation from the list. You will either see a table listing the relevant documen-
tation or the information will be displayed directly.

Manuals are usually available in both PDF and HTML formats in German and English. Release
notes are provided as text files in English only.

The HTML version is recommended for online consultation; if you wish to print out the documen-
tation you should use the PDF file.
Product information

Product information can also be reached via the Help menu item in the main menu. If you select
Product information in the navigation area, you will see important product information as well
as information about licensing conditions and copyright.

In case of faults or problems, the software version and date of manufacture, etc. can be obtained
from the product information.

Example of product information:
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Product information

Name: CAP 3.0
Version: V3.0.R14.032.0
Date: 06/13M14 14:57

Component list

bin/SccHiFPath4000.exe:
Modified
Length

Tue 05/26/2009 1:35 PM ™
22016

bin/SccHiPathi0o00.exe:

Modified = Fri 06/13/2014 5:14 FM

Length = 3444736

bin/SccFP.exe: v
Modified = Fri 06/13/2014 5:14 FM
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8 Troubleshooting

This chapter covers the following points:

> how to isolate problems,
»  how to handle errors,

> how to find technical help.

8.1

Troubleshooting

Responsibilities in the event of problems

Responsibilities in the event of problems

Problems can arise when operating the hardware or software. There are basically four bodies
that can be held responsible for a problem:

»  the LAN operator,
> Microsoft,
> Unify or

»  the application vendor.

Using the following table you can determine who is responsible in each different scenario.

Problem area

Description

Responsibility

LAN

Physical connections, bridge,
router, NIC (Network Interface
Card)

LAN operator

SCCHiPath4000V6, SCCP,
CAP TCSP, XMLPS

Windows 2003, 2008, 2012, 7,8 Operating system Microsoft
SUSE Linux Enterprise Server 10, 11 Operating system Novell
PC and server hardware Servers, clients Customer
OpenScape CAP CA4000, SCCHiPath4000, Unify

Application

Installation, configuration

Application vendor
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8.2 General procedure for problem definition

To resolve problems when operating the system, proceed as follows:
1. Reproduce the problem to determine if it persists. Make note of all symptoms.

2. Ensure that the client/server application is working properly. If it is not, contact the applica-
tion vendor or the department responsible for error correction.

3. Follow the instructions for problem definition. Perform the recommended actions one by
one until the problem is resolved.

4. Ifyou are unable to resolve the problem on your own, read Section 8.8, "Technical support"
for information on how to get technical help.

8.3 Problems during installation

Check the following points if you experience problems after installation:

> Have all installation requirements been fulfilled?

»  Has the network configuration of the PC been properly completed?

> Are the host name, IP address and domain name known and configured correctly?
> Is the PC entered in the DNS and does it have a valid name?

» Is the OpenScapeCTI Service running (check e.g. via Control Panel | Services)?
> Has a Web browser been installed and configured?

> Have you entered the user and password correctly (Admin, Admin)?

> \Was the PC rebooted after installation?

If you have made any changes to the configuration, the active CTl service must be

> stopped and restarted, as certain configuration changes only become effective after
a program restart. Other problems and information on how to resolve them can be
found in the next section.
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8.3.1 General problems

> Did you perform a reboot following installation? If not, you should do so now.

»  Check if Log Files (in the 1ogs directory) contain messages such
as ... port 8170 in use ...
If this is the case, the port required by OpenScape CAP Management on the system is al-
ready in use.

The default is port 8170. The port can be reconfigured if necessary:

Search the config directory for all files (* . *) with the content 8170. Replace the port
number 8170 with a new port number which is not used by the system. You can use any
text editor (such as Notepad) to edit the files.

> Perform a reboot after making the changes.

8.3.2 Problems with inconsistent IP addresses

If the PC on which a OpenScape CAP component is installed and on which the CTI service is
running has several network cards (e.g. one for connecting to the customer LAN and one for
connecting to the switching host) then it possible that the wrong IP address is being used to
communicate via LAN. This question is usually dealt with during installation (see Section 4.9).
To resolve this problem, edit the TnstDir>\config\start\startNT.c£fg file by entering
the correct IP address for accessing the customer LAN at the following point:

args: -localAddr
args: <HostNameOfServer>/<IPAddrOfServer>

Example:

args: -localAddr
args: PC08154711/139.21.25.245

After this change has been made, the CTI service should be stopped and restarted.

>

8.3.3 Login not working

On entering a user name and password for authentication, the Web browser issues an error
message such as Login failed, try again later.

> Check that the OpenScapeCTI service is running.

> Check that the login data has been entered correctly
(note use of uppercase/lowercase).
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8.34 Administrator home page is not opened

In this case, the browser outputs an error messages, such as
Netscape is unable to locate the server localhost:8170.
Please check the server name and try again.

> Check that the OpenScapeCTI service is running (e.g. via Control Panel | Services).

8.3.5 CAP Management is not working on all PCs in the intranet

OpenScape CAP Management operates correctly on the installation host but the pages are not
being displayed correctly on some PCs in the Intranet.

1. Check whether the name of the server PC is known.
For test purposes, the proxy for this PC can be disabled in the browser settings.

2. If this action helps, administer the PC in the DNS.

8.3.6 CAP Management diagnostics applet is not working correctly

After the diagnostic applet has been launched (as described in Section 7.7), the applet fails to
start or comes to a stop with a message such as "Wait for Diagnose Server".

This may be due to the fact that the OpenScape CAP Management PC has two network cards.
If one of the two corresponding IP addresses is used to access the OpenScape CAP Manage-
ment interface, but the other IP address is used to start the diagnostic applet, an error occurs in
the Java runtime system (security violation).

The only workaround in this case is to explicitly specify IP addresses:

1. As described in Section 8.3.2 above, ensure that the host name and IP address are spec-
ified correctly in the file startNT.cfg

2. After OpenScape CAP Management has been launched with Start | Programs | Open-
Scape CAP | Management, you should replace the symbolic host name in the CAP Man-
agement URL shown in your browser with the IP address.

This ensures the consistent use of the set IP address (at least for the current OpenScape CAP
Management session).

8.3.7 Authentication is requested whenever the browser is restarted

Check whether the relevant browser supports cookies and, if so, whether these are enabled.
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8.4 Problems with Connectivity Adapter HiPath 4000

In the case of problems limited to Connectivity Adapter HiPath 4000, proceed as follows to dis-
cover the precise errors in Connectivity Adapter HiPath 4000.

1. Evaluate the Unify system and error logs.

2. Contact the relevant Unify service department.

Unify system and error logs

Check the Unify system and error logs and check if there are activities or error messages that
point to a malfunction in the Connectivity Adapter HiPath 4000.

8.5 Problems with the connection to HiPath 3000

If error analysis points to problems in the connection to the HiPath 3000 switching system that
are not dealt with above, please refer to the HiPath 3000 documentation, which provides more
detailed information on the topic.

8.6 System diagnostics functions

HiPath CAP Management provides system diagnostics functions to ensure that diagnostics can
be performed as simply and efficiently as possible. See Section 7.7, "Diagnostics" for details on
the user interface.

With this Web-based user interface, diagnostics can be performed not only on the configuration
server, but also from every other host in the intranet host network.

To prevent this data being viewed or changed by every user, the diagnostics area is reserved
for the administrator and is protected by an administrator name and password.

8.6.1 General

This section contains information about how to use the functions described in Section 7.7. Di-
agnostics provides information that is not always intended for the administrator, but which may
also have to be sent to the hotline and Service/Development for detailed analysis, for example.
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8.6.1.1 Diagnostic information

The following information is important and helpful when analyzing problems.

?

Product information

Provides an overview of the installed product. The version and build states are important
points here. This information should always be supplied when contacting the hotline.

Process information

Shows the table of currently active processes. It is important that the status of all displayed
processes be correct. This gives the administrator an initial overview of the problems.

Service information

This table contains precise information about the services active in the system as well as
their status. The status also indicates a potential problem in this case. The process/service
allocation is also displayed.

Configuration information

The configuration files described in Appendix A.2, "Description of the configuration files"
can be viewed, analyzed and changed. Once configuration files have been changed, the
corresponding components (possibly even the entire system) must be shut down and re-
started.

Logging information

Logging information is constantly written to files during operation. All log files are saved in
the directory <InstDir>\Logs.

The errors.log file plays an important role. Errors relating to all services are saved in
this file together with the appropriate service ID. It is advisable to check this file at regular
intervals and to reset it if necessary so that problems can be identified more quickly in the
event of an error.

To enable precise analysis of a specific, reproducible problem, you must first delete the log-
ging history (Reset Logging) and then reproduce the error. This removes outdated log in-
formation and reduces the amount of log data to be analyzed.

When the system is restarted, any existing log files are renamed as <name>_last.log
in accordance with the logging configuration so that information is not lost.

Varying amounts of information are saved depending on the log level set. Log levels for
active processes are displayed with Show Logging. If a problem is discovered in one of
these processes, its level can be raised specifically to obtain more precise information.
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»  Save Diagnostic Data

Save Diagnostic Data offers a useful option for combining the diagnostic information and
saving it to a file for analysis and forwarding. The data is packed in a zip archive and can
be downloaded by Development or the hotline.

8.6.1.2 Start/Restart

In cases where the system configuration is changed (editing of configuration files) or where
there are runtime problems with OpenScape CTI system processes/services, the affected com-
ponents must be restarted. OpenScape CAP Management diagnostics interface (Section 7.7)
makes this possible from any PC with network access, even in the case of a distributed instal-
lation of the OpenScape CTI system.

In many cases it is not necessary to restart the whole system. It may be enough to stop and re-
start individual processes. You should also use the diagnostics interface for this purpose as this
enables you can to monitor the status of the associated processes at the same time.

8.6.2 Troubleshooting runtime problems

This example is intended to show how the administrator analyzes a service with status not run-
ning (red LED on).

First, call up the status of all services via the Services tab.
If the Phone service in the PhoneController process shows the status not running:

> Switch to the Logging tab. If it is still not displayed, it must be activated via the menu De-
bug | Show Logging.

> The list that appears includes the Phone logger together with the configured trace level.
Once the relevant line has been selected, the level can also be increased if required.

»  The corresponding logging information is obtained with Show Log Files by means of the
context-sensitive menu (right mouse button) when the line is selected. The contents of the
relevant log file can be displayed by double-clicking.

> If configuration data is also required, select Show Configuration Files from the same con-
text-sensitive menu.
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8.6.3 Diagnosing startup problems

Under normal circumstances, the OpenScape CTI system services are started in sequence by
a central service called the Start Service. This is displayed in Windows as the OpenScape CTI
service.

Log information is generated during a normal startup to enable startup problems to be analyzed.
If this log information is not sufficient to pinpoint the problem, it is possible to start each system
service separately.

Batch files are provided for this purpose in the <InstDir>\bin\tools directory.

1.

startNT.bat

Start file for the OpenScape CAP Service Starter (OpenScape CTI)

admin_ctrl.bat

Start file for the administration functions (AdminServiceController)

diag ctrl.bat

Start file for the diagnostic functions (DiagnoseController)

phone_ctrl.bat

If ComAssistant is installed, this is the start file for telephony functions (PhoneController)
jaccess_ctrl.bat

If ComAssistant is installed, this is the start file for journal functions (JournalAccessCon-
troller)

To localize errors, proceed as follows:

?

Open a shell window and call up startNT.bat.

This is the same as starting the OpenScape CTI service. However, this has the advantage
that all startup errors for the other services are written as standard error. These messages
should be output to a single file.

€.g.. startNT 2>startNT.txt

The entire system is now started, and startup problems are logged in start. txt.
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If only one of the processes named above is causing problems, you should remove it from the
automatic startup. To do this, proceed as follows:

?

Installation directory <TnstDir>\config\<HostName>\<ProcessName>, which is as-
signed to the <ProcessName> process on the <HostName> PC contains a S<xx>ser-
vice_ctrl.proc file (<xx> stands for a number that can vary for each process).

Disable this file by renaming the extension .proc.

Start the system via startNT.bat or the NT service.
This starts all components apart from the process where the start file has been renamed.

Open a shell window for starting this process via the corresponding .bat file.
Once again you should output the standard error messages to a single file.

€.g. admin_ctlr 2>adminStart.txt

You can proceed in the same way for the other processes. Since the services communicate with
one another during operation, other messages are output continuously to the associated shell
windows which can be analyzed. Generally, however, a problem can be detected as soon as
one of the services starts.

Note that when the problem has been rectified, the disabled process start file should
be re-enabled (restore Extension.proc.
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8.7 Special diagnostic information

This chapter describes how should the CAP be proactively configured to have enough diagnos-
tic information in case an error happens.

There are preparations which are suggested to be setup before the whole system started and
there are specific settings for specific problems.

8.71 General preparations

In case any error happens please always provide the sysdiag.zip file which contains the con-
figuration settings and all CAP logs!

8.7.1.1 Standard logging

The standard logging should be enabled. It should be adjusted for all
— SCC (3000,4000,8000)
- SCCP

LoglLevel settings
Please edit

<installdir>\HiPathCTI\config\<Server Name>\sccp_<SCCP Id>\Telas.cfg !

The following entries and values should be set:
log.level =5
debuglLevel =9
cstaLogEnabled = 1

For CA4000 please edit
<installdir>\HiPathCTI\config\<Server Name>\ca4000_<ca4000 ld>\ca4000.cfg

log.level = 4

For SAT please edit
<installdir>\HiPathCTI\config\<Server Name>\sat\sat_svc\SatServer.cfg
LOG_LEVEL =5
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For SPI please edit:
<installDir>\HiPathCTI\config\<Server Name>\spi\Telas.cfg
log.level =5
debuglLevel =9

traceLevel =5

8.71.2 Setup DrWatson

The DrWatson should be installed and activated on the CAP server. It will generate diagnostic
information in case a CAP component crashes.

Activate DrWatson:
Use cmd line and type ,drwtsn32 -|

You will receive:

Dr.Watson B x|

\l,) Dr. Watson has been installed as the default application debugger

In order to verify whether the Dr\Watson-setup was successful please use cmd line and type ,re-
gedit”.

In the path
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\AeDebug
The value of Debugger should be drwtsn32 -p %ld -e %ld -g
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Set DrWatson options:

Use cmd line, type ,drwtsn32°. Set the options to the followings.

#:Dr. Watson for Windows . 2 x|

Lag File Path: IK&ystemrDDtﬁé'\catpc‘xlug Browse...

Crazh Dunnp; I23_','StEI’I’IfDthI'-.CEItI:II:"'.lCIgI'-.IjTWEtS Browsze. .

i

Wfave Eiles I Browse.,

Mumber of [nstuctions: IED
Mumber of Errars To Save:; |2|:|

.........

— Optionz
¥ Dump Symbol Table

v Dump &l Thread Contests
v &ppend Tao Existing Log File
™ Wisual Motification

[ Sound Hatification

v Create Crash Dump File

Application Errors g Elear

k. Cancel | Help |

The log file name will be drwtsn32.log and it will be generated in the given path (Log File Path).
The file name and path of crash dump can be edited (Core Dump).

In case a crash occurs please save as soon as possible
— sysdiag.zip (log files of the CAP components)
— drwtsn32.log (DrWatson-log) and dump file
— Windows Event Log
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8.7.2 Error specific log settings

8.7.21 Crash situations

In case of crash of SCC or SCCP components it may be useful to have an additional trace file.
It can be activated the following way.

— Stop SCCP in Diagnostic Agent on the "Processes" tab
— Inthe directory
<installdir>\OpenScapeCTI\config\<Server Name>\telasServer_<SCC or SCCP Id>
copy the following lines into S10service_ctrl.proc:
args: -
args: 6
args: -f
args: <?x $INST ?>/logs/<SCC or SCCP Id>Trace.txt
The name of the txt could be for example:
args: <?x $INST ?>/logs/SCC4000Trace.txt
— Start SCCP in Diagnostic Agent

8.7.2.2 Performance problems

It is possible that there are performance problems if any of the following symptom can be ob-
served:

— here are delays in the message processing of CAP
— a CAP component uses 100% CPU for more than 1-2 seconds
— the memory usage of a component increases continuously (without end)

In this case the further analysis needs performance logs. It takes longer and more CAP logs and
performance monitor log files.

For more and longer CAP logs please edit

<installdir>\OpenScapeCTI\config\<Server Name>\admin\log\LogServer.cfg
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Here are the entries which has to be modified (for all affected SCC/P):
log.maxLines.<SCCP Id>_Error = 500000 (size of the log in lines)
log.maxFiles.<SCCP Id>_Error = 20 (number of log files)
log.maxLines.<SCC4000 |Id>_Error = 500000
log.maxFiles.<SCC4000 Id>_Error = 20

E.g.
log.maxLines.SCCP_Error = 500000
log.maxFiles.SCCP_Error = 20
log.maxLines.HP4000_Error = 500000
log.maxFiles.HP4000_Error = 20

In order to have performance monitor logs please start performance monitor!
(perfmon.exe)
Choose "Counter Logs", then "New Log settings..." by right clicking.
Add a name and add counters to the measurement for every affected process (SCCP):
— Process -> SCCP -> %Processor time -> Add
— Process -> SCCP -> Private Bytes -> Add
Add the overall processor time, too:

—  Processor -> Total -> %Processor time -> Add

Set the interval to 1 seconds.

Set the Log File to a "Text file (Comma delimited)" and set "End file names with: mmddhhmm"
Finally schedule the measurement that it will be started and stopped manually.

By right clicking on the name of the measurment it can be started and stopped.

The log file will be generated in the given directory.
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8.7.2.3 Problems with SPI service

In case you experience problems with Service for Pbx Information component please adjust the
following settings.

In case there are many devices configured on the specific Hipath 4000 then the timeout should
be adjusted to let CAP management query all devices from the switch.

In <install_path>\config\<Server name>\admin\mgmnt\admin.cfg
SysMgmtTimeout = 600000

If you experience further problems please activate SPI tracing.
# XML-Trace for SPI Service
SPl.traceDir = <?x $INST_DIR ?>/logs
SPl.traceHeader = true
These modifications require a CAP service restart.
The additional SPI traces will be generated here:
<intsall_path>\logs\SPITraceFile.txt
<intsal_path>\logs\SPI1_XML.trc
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8.8 Technical support

If you are unable to resolve problems encountered when operating the system, please contact
the following departments:

> In the event of problems with the application program on the computer system, contact the
application vendor.

> In the event of problems with the communication server or the server software, contact the
appropriate Unify service department.

> In the event of problems with the CTI server, contact the CSTA application supplier.
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9 Operating Modes

OpenScape CAP supports two different operating modes. The PBXs, protocols, and encoding
variants supported differ depending on the operating mode.

Single Domain Native Mode
HiPath / OpenScape 4000, CSTA IIl ASN.1 only

Multi Domain Harmonized Mode
CSTA Il ASN.1, CSTA XML, TAPI, JTAPI, XMLPS

Please note that availability of different operating modes on different switches is sub-
> jectto being tested and released for the respective CAP release.

As the final source for definitive information on modes supported, please refer to the

ReleaseNotes provided with the CAP release.

9.1 Single domain native mode

In "single domain native mode", one application is connected to one PBX via one CAP. Propri-
etary protocol elements, private services, and extended features are supported. The number of
SCCs used here is irrelevant, but the ApplicationID that is set must be identical for all SCCs.

Single domain native mode is used to provide CTI support to CSTA applications that have al-
ready been developed. No application software changes are necessary for this. The application
is not aware of the existence of an SCC.

9.1.1 Installation examples

The SCC used for connecting HiPath 4000 to CAP is permanently configured for a defined pro-
tocol.

Another installation option involves connecting an application to a PBX using several links for
load balancing. In the following example, concrete values (PBX, protocols, and port numbers)
are used.
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App1
HiPath 4000

CAP
Cluster-1

CSTAI

‘telasServer_SCC-1\elas.cfg
applicationlD = CAP-8

CETAIN

CETAIN

‘elasServer_SCC-Z\telas.cfy
applicationlD = CAP-§

‘telasServer_SCC-3velas.cfy
applicationlD = CAP-S

o
HEHHE
I'F I'F VF I'F

26536 26537 26538
SCCA1 sSCCc-2 SCC3
cﬁpchg:f?’ﬁ;';?"t SCCHP4000 SCCHP4000 SCCHP4000
g CSTAI CSTAIN CSTAI
* Usar Management
* License Management
« Fault Management
1300 1301 1302
CA4000 CA4000 CA4000
OpenScape CAP CSTAI CSTAIl CSTAIN
Mode 1
HP4000

9.1.2 HiPath 4000 SCC configuration in single domain native mode

The HiPath 4000 supports the ACL-C+ proprietary protocol and must have the CA4000 protocol
converter. This supports the CSTA Ill ASN.1 encoded protocol (to ECMA 285), also with addi-
tional identification by ACSE. (CSTA phase | is not supported anymore.)

Some protocol elements of ACL-C+ are not used.
Use the Service - Switch Connection menu item to add an "SCCHiPath4000".
"ASN.1 Single Domain Native Mode" is changed to:

> CSTA ACSE, and the corresponding CA4000 port is also configured in "CSTA ACSE"
mode.

> CSTAIIl, and the corresponding CA4000 port is also configured in "CSTA IlI" mode.
This configuration always depends on the application used.
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Add entry : HiPath 4000 V&

| SCC | cCA ||  Switch |
SCC Name: | |
SCC Id: | | (optional)
SCC host name: \win2003-1 |
SCC IP address: 1192.168.0.29 |
SCC Port: 26536 | (optional)

ASN1 Single Domain Mative Mode: |Off
CSTA ACSE
agement for TAPI

(O] E.164

| Add || Close || MNextz> |

9.1.2.1 CTl users in "single domain native mode"

All CTI users must be configured under User Management.

9.1.2.2 Licensing in "single domain native mode"

The license to be assigned to a CTl user is determined by configuring the parameter "Applica-
tionID = ???" in the SCC configuration file telas.cfg.

With the first CSTA request, the SCC contacts CAP License Management and asks whether the
"ApplicationID" assigned in the file telas.cfg is assigned to the CTl user as a license. If li-
cense assignment in "At user login" (default) mode is active, a license is always assigned. If a
license was successfully checked for a user, the SCC saves this information for 3600 seconds.
Likewise, this information is deleted when the SCC restarts.

9.13 Testing the HiPath 4000 "single domain native mode"
for the CSTA lll configuration

CSTA test program for CSTA lll

To test this configuration, use the program CSTA3Host . exe. The connection destination that
is configured is the CAP Call Control IP address and the CAP Control port.

SCC status
Without an application connection, the SCC status is "not ready".
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Application login (ACSE_AARQ)

Not used.

Application ID

The application ID is defined by the "ApplicationID" parameter in the SCC configuration file tel-
as.cfg.

Native mode = true/false

It is not necessary to mark native mode explicitly because this is configured directly for each
SCC.

Extensions

Extensions are addressed via their short extension number in each request.

Call ID
The "Call ID" is two bytes long.

9.14 Testing the HiPath 4000 "single domain native mode"
for the ACSE configuration

CSTA test program

To test this configuration, use the program CSTA3Host .exe. The connection destination that
is configured is the CAP Call Control IP address and the CAP Control port.

SCC status

Without an application connection, the SCC status is "not ready".

Application login (ACSE_AARQ)

The CSTA version (version five) is indicated.

Application ID

The application ID is defined by the "ApplicationID" parameter in the SCC configuration file tel-
as.cfqg.

Native mode = true/false

It is not necessary to mark native mode explicitly because this is configured directly for each
SCC.
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Extensions

Extensions are addressed via their short extension number in each request.

Call ID
The "Call ID" is two bytes long.

9.2 Multi domain harmonized mode

In "multi domain harmonized mode", one or more applications are connected to one or more
PBXs of the same or differing type via one CAP. Standard CSTA services are supported, but pro-
prietary protocol elements and private services are not supported. In this way, an application is
independent of the infrastructure on which itis installed. The number of SCCs/SCCPs used here
is irrelevant. Each application to be used uses an individual application ID which is transmitted
by the ACSE_AARQ.

The following protocols and coding methods are supported in "harmonized mode":

> CSTAIIIASN.1

> CSTA XML
> TAP12.2/3.1
> JTAPI

NOTE ON DISTINGUISHING "HARMONIZED MODE" FROM "NATIVE MODE"

The only difference between "harmonized mode" and "native mode" is that "Native = false" (de-
fault) is set for the former in the ACSE_AARQ.

NOTE ON CONNECTING AN APPLICATION TO THE CAP

An application is only ever connected to a single SCCP.

NOTE ON CONFIGURING AN SCC IN "MULTI domain HARMONIZED MODE"

An SCC’s "multi domain harmonized mode" is activated with the configuration point: "ASN.1 Sin-
gle Domain Native Mode = Off".

NOTE ON THE "APPLICATION ID" IN THE SCC CONFIGURATION FILE "TELAS.CFG"

The "ApplicationID" parameter in the SCC configuration file "telas.cfg" is automatically deacti-
vated in "multi domain mode".
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Multi domain harmonized mode is used to provide CTI support to new CSTA applications that
want to use the CAP "multi domain" feature and that need standard CSTA services but that want
to be independent of PBXs.

9.2.1 Application-specific protocol requirements

For "multi domain harmonized mode", applications must meet the following requirements:

1. Login via ACSE

The ACSE_AARQ must contain the following information:
— User name (CAP CTIl or CAP admin user)
— Password (of the CAP CTI or CAP admin user)
— Application ID (needed for licensing)
— The CSTA version (version five, version six)

— Native = false (default)

2. Extensions in long canonical format.

The extension numbers must be sent in long canonical format (for example, +49(5251)8-27486)
for certain requests (such as, MakeCall, SnapshotDevice, MonitorStart). This format is needed
for correct licensing and for forwarding a request from an SCCP to an SCC.

3. The Call ID is a maximum of nine bytes long.

9.2.2 Authentication and licensing

Application authentication

An application always has to send an ACSE_AARQ once a connection has been set up to an
SCCP. The user/password (for example, CAP/123) contained in this request must match a CAP
CTl or CAP Admin user. The SCCP sends a corresponding HTTP request (http://
<fgdn>:8170/mgmnt/auth/reg?authenticate=<User ID>&passwd=<Pass-
word>&encoding=b64) to CAP User Management. If the user is successfully authenticated,
the TCP/IP connection to the application is maintained. If the authentication is unsuccessful, the
TCP/IP connection to the application is interrupted. The "Application ID" in the ACSE_AARQ
must be valid here. For successful authentication, the corresponding license must be installed
in the CAP.
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CTI client licensing

The SCCP stores the "Application ID" transmitted in the ACSE_AARQ and uses it later for CTI
client licensing of CSTA requests (using the telephone number in canonical format). The SCCP
sends a corresponding HTTP request (http://<fgdn>:8170/mgmnt/admin/reqg?regis-
terLicense= <ApplicationID>&userId=<DevicelID>)to CAP License Management. If
the license check was successful, the SCCP saves this information for 3600 seconds.

9.23 Testing the CAP "multi domain harmonized mode"
for the CSTA Il ASN.1 configuration

CSTA Il ASN.1 test program
To test this configuration, use the program CAPHost . exe.

The connection destination that is configured is the CAP SCCP IP address and the CAP SCCP
port.

Inthe ACSE_AARQ, "Native =false" is sent and dropped because the default is "Native = false."
Different PBX types can only be tested during a connection session in "harmonized mode".
SCCP status

Without an application connection, the SCCP status is "running".

SCC status

Without an application connection, the SCC status is "running".

Application login (ACSE_AARQ)

An application must authenticate itself with a CAP CTI or Admin user (for example, CAP) and
the associated password (for example, 123). CAP Management carries out this authentication
via the SCCP. The CSTA version (version five) is also indicated.

Application ID

The application ID is passed in the ACSE_AARQ.

Native mode = true/false

It is not necessary to mark native mode explicitly because "Native = false" is the default.

Extensions

Extensions are addressed via their long call numbers if none of the corresponding requests con-
tains an additional reference ID (for example, Call ID).
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Call ID

The "Call ID" is a maximum of nine bytes long.

9.24 JTAPI

The JTAPI protocol is only supported in "multi domain harmonized mode".
OpenScape CAP V3.0 provides the corresponding Java classes.

The advantage of JTAPI/JATPI is that it is independent of the operating system.
Communication with an SCCP takes place via CSTA XML.

The Java classes are located on the OpenScape CAP V3.0 CD in the directory Soft-
ware\JTAPI\1lib.

Folders x Marme £ | Size | Type | Modified
A Documentation | ) cap-jtapi jar 141 KE  JAR File 06,10, 2004
=107 Software & CSTABean.jar 49KE  JAR Fils 06, 10,2004

{27 cazon 8] jaxp-api.jar Z7KE  JAR File 06, 10,2004
-1 ca4000 &) jtapil_3_1.jar 334 KE  JAR File 06,10, 2004
-] DEEUG #]lag4i-1.2.7.jar 343KB  JAR File 06.10,2004
D FaultManagement 8] s jar 26 KE AR File 06,10,2004
"D ISDMLink #] w3c_full jar 40KE JAR File 06, 10,2004
=] JTARL ] xalan, jar 930KE  JAR File 06.10,2004
- &) xercesImpl. jar 952 KE  JAR File 06.10,2004
-] MEB

2 Pomxcaz-4

-] RELEASE

#-] Telas 3.1 b

2] Toals

9.24.1 JTAPI test
"Java Runtime Environments 1.3.1" or later must be installed to test JTAPI.

The anschalttest.bat test program is located on the OpenScape CAP V3.0 CD in the di-
rectory Software\JTAPTI.
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Faolders * | | Mame ¢ SEel Type | Maodified
-] Documentation | |Eib File Folder 03.12,2004 11:54
-] Software [Fanschalttest.bat 1 KB M5-DOS Bakch File 06,10,2004 17:33
{:I CA300 anschalttest, jar 3KE  JAR File 0&,10.2004 1733
{:I CA4000 anschalttest.sh 1KE SHFile 06, 10,2004 17:33
{:l DEELG E RE&DME, b=k 1KE Text Document 0&.10,2004 17:353

[ FaultManagement

-] ISDMLink

- S .

The file contents must be adapted as appropriate during installation.

& anschalttest.bat - Notepad

=10l %]
File Edit Format Help

Becho off -
echo anschalttest CaP ITAPI

rem This file assumes that you have

rem - “anschalttest.jar"” in wour current directory

rem - the full ilink 3ITAPI binary distribution in the "1ib" subdirectory of the current directory
rem - JAWA_HOME set correctly

rem Please edit the connection info and the monitor phone number.
rem MOTE: If wou perform a test on an SCCP, use a canonical monitor phone number

set CONMECT_STRINMG="256535@localhost;applicationIb=CaP; login=+48(30012345-555; passwd=123"
et MOMITOR_PHOMEMUMBER=555

"H1ava_HOMEXWhinhjawa. exe" —jar anschalttest.jar %COMMECT_STRIMGY SMOMITOR_PHOMEMUMEERS:

] 2

26535@localhost

Input of the port number and IP address (or PC name) on which the SCCP is running.
applicationID=CAP

Input of the "Application ID". It must correspond to a license that has been installed.
login=+49(30)12345-555

Input of the CAP CTI or admin user for application authentication.
MONITOR_PHONENUMBER=555

Input of the call number in canonical format (for example, +49(5251)2421-27486) for checking
the "MonitorStart" feature.

%JAVA_HOMES%

The variable that is set to the Java installation directory. If this variable is not set, this variable
must be replaced (for example, C:\Program Files\Java\j2re1.4.2_06\).
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Starting the batch file anschalttest.bat

1. Copy the "\Software\JTAPN\lib" directory which contains the CAP Java classes to any di-
rectory (for example, C:\temp\) on the hard disk and modify the contents of the file accord-
ing to your configuration.

2. Open a CMD window

3. Change to the chosen directory (for example, C:\temp\) and start the batch file "an-
schalttest.bat". An attempt is now made to set a monitor point on this device. If this is not
possible, the corresponding error messages are output in the CMD window.

9.2.5 TAPI

The OpenScape CAP TAPI Service Provider (CAP TCSP) can be used by all Windows TAPI-
based programs.

9.2.51 Licensing

With the first NetTSPI request, the SCC contacts CAP License Management and asks whether
the corresponding "ApplicationID" is assigned to the CTl user as a license. If license assignment
in "At user login" (default) mode is active, a license is always assigned. If a license was success-
fully checked for a user, the SCC saves this information for 3600 seconds. Likewise, this infor-
mation is deleted when the SCC restarts.

Standard TAPI applications do not use any individual "Application ID" and are licensed by an
SCC using an internal routine.

After receiving the first CAP TCSP NetTSPI request, the addressed SCC starts the license
check for a CTl user in the following order:

1. CAP-A
2. CAP-S
3. CAP-E

The connection to the CAP TCSP is interrupted if none of the requested licenses has been as-
signed. The CAP TCSP reacts by displaying an error message on the monitor.

New TAPI applications (such as xPhone) use an individual "Application ID" by setting a param-
eter in the "LineDevSpecificFeature".
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9.2.5.2 TAPI test

TAPI test program Phone. exe

Each Windows TAPI-based program (Outlook, Phone Dialer) can be used to test the configura-
tion for the TAPI. You must make sure that the Windows TAPI server automatically sets a mon-
itor point on the device that does not actually support the "CAP-E" license as soon as the line is
opened. Only later does the "CAP-E" license prevent an event from spreading from the Windows
TAPI server to the TAPI application.

'E TAPI Phone Dialer @ 1999 JulMar Technology, Inc. =10] x|
: A 101
Session
Device: II:.-'E-.F' TAP LI End Session
Address: | +49(5251)2421-27486 ~]  agent | Prore
IF MWl T Lok ™ coN ™ sve Coanfigure
Phne #: [24798 Make Call | | Pickup. || Unpak., |
Max Calls: 2 ] 10f1
Call State: Connected Trunk ID: OxFFFFFFFF
CallType: Direct Media: Yoice Host CallD: 0x0
CalDirection: Outbound Rel CallD: 0=0
Caller ID: 27486 = .
Called ID: 24798 d5 [ nfo Uzerinto
Connected ID: 229224798 IS0 Info CallData
Redirecting D
Redirection 10 Event Time: 21.20:55
Accept (= | Hold Swap HangUp | Dial Digits...
Complete Hedrect... I Transfer... Ierge Bark Fomward
Conference B :-'.;_-Il__'ll D [rie] |"'.-|:'f:g Ik arif Lrgt
|

TAPI test program tb20.exe

With the TAPI test program tb20 . exe, you can configure basic TAPI requests. For any request,
all available parameters can be set.
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Sz oower o x

File  Options Help

Lép-{Line+ Line-

Call+

Call-| Pap+Pdp-|Phod Fho-| Clea

linelnitializeE «

linel ritiahizeE 4/

linet akeCall

lineM akeCally”

inet anitarDigits

linetd cnitord edia

linebd onitorT ones
ineNegotiatedPlersion
ineMegotiateE =Y ersion
ine0per

line0penty

lineFark

linePark!/

inePickup

linePickupis
linePreparefddT oConferenc
linePreparefddT aConferenc
ineProspMeszage
IneProspResponse
ineRedirect

ineRedirectis

ineRegisterR equestBecipie
ineReleasel) serl serlnfo
IineRemoveFromConference

lineR emove Provider —
ineSecureCall

ineSendl serll zerlnfo
ineSetigentdctvity
lineSettgentGroup
lineSettgentState

limeS et mpPriority

ines etdppP oty
IneSetippSpeciiic
lineSetCallD ata

lineSetCallP aranms
ineSetCallPrivilege

lineS etCalld ualityOFS ervice
ineSetCallT reatment
ineSetCurentLoc ation
lineSetDevConfig

lines etD evConfigw ;I

& Lz

First select "Options - Default values".

Set line dwPrivileges to Monitor and Owner.

12
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X
Parameters: W ahae:

Buffer size IEII]IIEII]]E
e, o dressiD el
lirve: ot PTV ersion select o
line; dwE earerdode
line: dwCountrpCode
fine: dwDevicelD Bit flags:
line: dwExlversion NONE
lne: dwhediaMode
ine; dwPmvilenes

|
line: lpsl) sl sedlnfo PROY

line; IpzzDestiddress

ine: IpszDeviceClass SINGEEADDEESS
phone: dwdPlVersion
phone; dwlevice|D
phiore dwE xiVersion
phone: dwlrivilege
phone: IpszleviceClazs

Establishing the link to the Windows TAPI server

"lineInitialize"

In response, you get the LineApp handler and the number of available line devices (provided
by all installed TAPI service providers).

=10
File Options Help
Fpum@mhmmmm PApPap|Phod Pho| Cleal

-
linelnitialzeE
‘Ihe{ nitializeE s\

Finding a suitable TAPI line device

linmInitialize returnesd SUCCESS
num line devs = 1l

"lineGetDevCaps"

Enter the device IDs (one after the other) to find the related line devices.
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lineGetDevLaps |
Pasameters: Value:
i B
000000o

dwE=lVersion %Ehﬂﬁ
lpLineDevCaps

Bit flags:

i

In response, you get detailed information about every available line device.

-0/
File OQptions Help

v Param: Lip+{ LAp-| Lined Line-| Call+| Call- Pap-|Phos Pho- Elaad

lineGetCallnio =SS LNE | 1ineGetDevCaps returned SUCCESS ;I
lineGetCalll nfohw’ LINEDEVCAPS

linaGelCallStatus duTotalSize=x21000

linaGetConfR elatedCals duleededSize=xlia

lireGetCouniry dwllsedSize=xlta

lireGetCounkr dwFroviderInfoSize=xla

Elire 3 dwProviderInfolf fzet=xllf

lineGetlevCapsind HEEE414] EEINENEE HIEHEIEEY EXEEEINE  CA

lineGetlevConfig 61542050 53206970 69767265 50206563 P Tapi Service P
lineGell evConfig 69766f72 0072605604 MMNNNHMN MEENEEEX rovider.

lineGeleon duSwitchInfoSize=xs

lireGetconis duSwitchInfoDffeset=x152

lin=GetD ¥REES 343 HENEKHEK EEHEEENEE HExEExzzx CS

lirelz et D 53204154 A5767265 mxmxll?2 mxznzxxz Th Server
lineGetlineDevStatus dwPermanentLinselD=xf

linaGetLineD evStatusiy dwlineNane5ize=x5

lineGetdessags dvlinelamnself { set=xllc

lineG et ewiCals 32303737 mummww00 =umxEEEs HeExxsExz 7702

linaGelM umRings duStringFormat=x1, ASCII

lineGetProvidesList dviddressModes=x3, ADDRESSID DIALABLEADDRE

liraGetProvideslistw! dwNundddresses=x1

lineGet equest dwBearerModes=x3, VOICE SPEECH

lineGeth equesty dvHaxzRate==xfall

lineGetstatuskessages
lineGetT ranslateCaps
lineGetT ianslateCapsia’
lireHandoff
lireHandoffs

lineHald

liralnitialize
lineInitializeE «
linelnitializeE st

linatd akeCal

lirehd akeCalba
linetdonitorDigits
lireMenitoiMedia

lireeb emitor Tores

dvledialodes=x4. INTERACTIVEVOICE
dwDewCapFlags=xlc(, DIALBILLING DIALQUIET DIALDIALTONE
dvMazHundctiveCalls=xl
dubinswerMode=xd4, HOLD
dvREingModes=x1
dvlineStates=x4406c0, INSERVICE OUTOFSERVICE OFPEN
CLOSE REINIT TRANSLATECHAWGE
dwDevSpecificSize=xr4
dwDevSpecificlfisst=xlde
HEEEOD0? HENHANHE HEEEEEEE HEEEEZHEE
HEXREOOD] ZUIENEEN HEEEEEEE HEXEEEETZ . .
dvlineFeatures=xl8e. DEVSPECIFICFEAT FORWARD MAKECALL
FORWARDFYD FORWARDDMD

liraMegotiated Py erzion
lineMegotateE xtVersion
lineDpen
lire0peniy x
reFak = 4| 27
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Opening a TAPI line device
"lineOpen"

Enter the line device’s ID.

Multi domain

|

Patameters: Walie:
i 3
(a0I00a0I00
dwE iersion HEEE
dwCalbacklnstance
dwPrivileges Bit flags:
dwhl ediablodes [

In response, you get information about the line session ID.

Operating Modes
harmonized mode

: TAPIZZ Broawsser J-Iﬂl
Ble Ootions Help
F Pasm Lﬁmw@wm Cat| PApd Pip{Phod] Pho- u:.n{_
- i lineOpen returned SUCCESS
el perid
P aik
Making a call
"lineMakeCall™"
Enter the destination number at IpszDestAddress.
|
Patameters: Wale:
FlLine 7440
'.l.:=-:":'i'.' B55 MULL puﬂu .
dwCountyCode V/akd shring pointer
IpCallPaams Irvwabd shing pointer
Bit flags:
r
In response, you get information about the call ID.
A31003-G9330-1100-18-7620, 09/2024
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| TAPI3Z Browser il =10] %
File Options Help

V¥ Param: Lap+ LAp-|Lines|Line-JCall+| Cal-| Paps Pép-Phod Phoo| Clear

a || LineApp=x8000003f lineClose returned SUCCESS -
inetakeCallw Ling=x10333 id=6 DiallnOut Monitor  |1ineCOpen returned SUCCESS
linetdonitorDigits Call=x10155 RINGBALCK. Qwner lineMakeCall returned =10177
ineMonitorM edia received LINE REFPLY
inetdonitor T ones device=x0
ineMegotiatedPVersion chblnst=x0
lineMegotiatel wfWersion paraml=xm10177,
ine0pen paramn?=xl
line0perisy/ param3i=z10155,
ineFark, received LINE_CALLINFO
ineParkw device=r101565
inePickup chlnst=x0
linePickuph/ paraml=x100, ORIGIN
ineFreparsd ddT oConferenc paramnZ=x0,
ineFrepared ddT oConferenc paramni=x0,
imeProwi essane received LINE CALISTATE
ineProx R esponse device=x10155
ineR edirect chblnst=x0
ineRedirectsy paranl=x8 6 DIALTONE
ineRegisterR equesth ecipie paranZ=rl, NORMAL
ineFeleaselserllserlnfa param3=x0,
ineRemaveFromConference received LINE CALLINFO
lineR emoy sProvider device=x10155
ineSecureCal chInst=xl
ineSendlserl selnfo paranl=x8000, CALLERID
lineS et gentdctivity paramn2==r0,

IneSetéoent Group paramni=x0.

ineS eté gent State recelived LINE CALISTATE

lineS etd ppPrioritys device=x10155

lineS etd ppPriaritpia’ = cbhblnst=x0

ineS etd ppSpecific paramnl=x200, PROCEEDING

ineSetC alD ata paramnl=x0,

imeSetCallParams paramnd=xl

lineS etC alPrivilege received LINE CALLINFO

IineSetCalllualityOfService device=r10155

IineSetCalTreatment chlnst=x0

ineSetCurrentLocation paranl=x10000, CALLEDID

ineSetD ewCanfig paramnZ==0,

ineSetD evConfigh’ parami=x0,

ineSetLineD evStatus recelived LINE CALISTATE

imeSetediaCantral device=x10155

IneSetdediaMode chInst=xl

lineS etM unRings paranl=x20., RINGBACK

ineSetStatusM exsages paramZ=x0. e
ineS etT erninal parani==z0, =
ineSetT allList

lineSetT ollListw i 4 4
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Answering a call

"lineAnswer"

An incoming call is offered to the line owner.

Operating Modes

Multi domain harmonized mode

« TAPL3Z Browmser .ﬂ-lm.ﬁl
= Options Help
¥ Param: Lipe| LagLine{ Line | Cate] Cat | PapdPio|Finor]Pho]  Cleof
L ppe 8000036 received LINE CALLSTATE d
Liree=x103593 id=E DisllnOut Meritcs device=x10133
Call=x10155 IDLE Dwrie cbInst=x0
Call=x101 33 OFFERING Ovwmer paranl=x2, OFFERIHG
parani=xl. ACTIVE
parani=x4, OVHER
lineGetCallInfo returned x0. hLine=x10199
Enter the hcall number of the offered call.
x|
Pasamneters: Walue:
o Moz
Izl zerl) setlnfo
: Q00000
e 00010133
FiFReeE
Eit flags:
|
In response, you get information about the connected call.
=lol x|
Eile Options Help
¥ Param: Lap+| Lap]Lined Line Call| cat | Pap{Pap]Phod| Pho] clead
& ||| Linedpp=xB00003ff lineinswer returned =zl100cc ;[
lineBlindT ransfer Line=x10339 id=E DiallnDut Monitor  |received LINE_REPLY
lineBlindT ransferw Call=x10155 IDLE O wmver device=x0
lineClose Call=x10133 CONMECTED Owsres cblnst=x0
lineCompleteCall paramnl=x100cc.
ineCompleteTransfer param2=x0,
lineConhglialog paramn3d=x0,
lineConfigDizlogw' received LINE CALLINFO
lineConfigDialogE dit device=x10133
neConhigDialogE ditw cblnst=x0
lineConfigProvider paraml=x30000, CALLEDID CONNECTEDID
lineDeallocateCal paramn2=x0,
IneDevSpecific parand=x0,
lineDevSpecificFeature o received LINE CALLISTATE
lineDial device=x10133
lineDiahs cblnst=x0
fineDrop paraml=x100, CONNECTED
ineFanward param2=xl, ACTIVE
lireFanvarndy paramnd=xz0,
B al™ mbls malMiimiba
A31003-G9330-1100-18-7620, 09/2024
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Hanging up a call
"lineDrop"

Enter the hcall number of the connected call.

B Lo
File Options Help

¥ Param: LAp+ Lap-|Line+ Line-| Call+| Cal-| Pap+{ Pap-|PhoH Pho- Cbul

a | | Linefpp=x2000035 lineDrop returned =x10066 Al

lineF orvward Lire=x10339 id=6 DiallnOut Monitor |received LINE_REFPLY

linefF orwardw/ Call=x10155 IDLE Dwner device=x0

linelG atherDigits Call=x10133 IDLE Owner cbhbInst=x0

linelG atherDigits'' paranl=x10066,

lineenerateDigits paran2=x0,

e TS x| perax-xo.

lineGerm received LINE CALLINFO

lineGeté ameer device=x10133

lineGetd F . = P cbInst=x0

ineGett 00010133 paranl=x200, REASON

fineGetd bsU:ss:Userlnlo 5000000 paranZ=xi,

lineGett dwSize 00010133 paramnd==0,

lineGets T received LINE CALLSTATE

lineGets device=x10133

lineGets chInst=x0

ineGete Bit flags: paranl=x4000., DISCONNECTED

lineGete paramn2=x40, NOANSWER

lineGets paramnid==0,

lineGets received LINE CALLSTATE

lineGets device=x10133

lineGetC chInst=x0

lineGetC paraml=xl, IDLE

lineGetC paramn2==0,

lineGetC param3==0,

lineGetC lineGetCallStatus returned SUCCESS
| BN PN
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Getting media device ID

"lineGetID"

Operating Modes
Multi domain harmonized mode

Enter the hcall number of the connected call and wave/out or wave/in for IpzDeviceClass.

-1o/x]
File Options  Help
¥ Param: I_.t'-\w{ LAp-ILineo| Line- Call+| Call-l P.ﬁp:I Pﬁ-p!F'hm{ P'ho-l Claazl | | | | |
4| [Unetpp=x200003i lin=GetID returned SUCCESS =1
lineGetlDw Line=x103267 id=6 DiallnOut Manitar VARSTRING
lineGetLineDevStaties Callex1023a CONNECTED Dvmer duTotalSize=x1000
lineGetlinaD evStatiss's Call=x10312 CONNECTED Dwmer dylesdedSize=x18
lineGeth essage dwllzedSize=xlc
lineGeth ewCalls dwStringFormat=x4. BINARY
lineG ethumfings dwStringSize=xlc
lineGetProwviderList dwStringlffset=xl8
lineGetProviderLista’ 00000001 00000000 00000000 00000000
lineGeth equest 0o0ooDo0 00000000 00000000 =Emmzx=zz
lineGeth equests’
lineGetStatusk essages m il
lineGetTranzlateCaps
lineGetTrarslateCapsi Paramsters: Walue:
Iing-l-laﬂugw hLine anoinaz
ineH ando dvad ddresz D
lineHold 0000000
linelrifalize dnSelect 00010312
linelrkializeE IpDevicelD it
linelritializeE #wf IpszDievicaClass
linebdakeCsl Bit flags:
linebd akeCallw [P ——
ineMontoDighs lneGetio x|
linekdonitorbd edia
linetdanitorT ones = Farameters: Yl
lineM egohiatedFiversion ]
linekl egohataE xf'ersion :\;.:delessl[) Iwaw.’aut
line0pen el MULL pointer
line0penta’ dnGelect Walid sting pointer
linePark pDevicell Ireealid string pointer
inePark :
A31003-G9330-1100-18-7620, 09/2024
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Playing a wave file with “WaveTest.exe”
Start program:
C:\<install_path>\bin\tools\WaveTest.exe
1. Open a wave file to be played.

2. Select the received “dvStringOffset” channel number
(dvStringOffset 0 = channel 1, dvStringOffset 1 = channel 2,...).

3. Click “Open Driver”.
4. Play the wave file.

5. Click “Stop” once to pause, twice to stop.

xq
1[4
I' T I i aT a % UDNPWF*CI T
Vamvisngas | =
| | s |

¥ Wittusal W ave |n 2
: Wirtual Wave In 3 .,I
. !

b calbataica la d

9.2.6 XML Phone Service

The test application "TEFEX" for testing the XML Phone Service is automatically installed at the
same time as the actual application. In conjunction with a HiPath 4000 telephone, it lets you test
input and output functions and XMLPS signaling.

To perform a test, you must carry out the following steps:
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1. Under "URL List for XML PhoneService", configure the URL
"http://localhost/tefex/tefex" with the URL identifier "TEFEX".

2. Configure a name button on a device with the destination "c13999xx", where "xx" stands
for the button number.

3. Start the device configuration for this device and assign the URL of the "TEFEX" applica-
tion to the button "xx" under "XML Phone settings".

Now you can test the configuration of the XML Phone Service.

9.2.6.1 TEFEX

"TEFEX" is a test application that supports three different functions:
»  telephone-based input by code,

»  telephone-based input by type,

> "CAPPhoneEXECUTE" execution from a browser.
A complete description of all functions available is provided on the following html page:
"http://localhost:8172/tefex/tefex?ACTION=GET_ HTML".

/A List of test cases for TEFEX -2 .. "= o ] 4

Datei  Bearbeiten Ansicht  Favoriten  Extras 7 ﬁ
I

FZurlck - o= - @ @ 7 | @Suchen [ Favoriten Qg | %- =1 L@ 5 J;E_! EvY

Adresse If’,ej http:/fpb2t004e wwz00,s  ~  net:dl72itefexftefex?ACTION=GET_HTML j @Wechseln zu ‘Linl@ =
-

Test environment for executing XML phone server test cases (TEFEX)

This table prewides an overview of the different test cases inplemented up till now
They are ordered by type. There are 5 types : TestGeneral, TestText, Testhfenu, TestInput, TestExecute

Service URL to he configured for a device:
http:/vlocalhost:8172/tefex telex?ACTION=0GET_BY CODE

This creates a CAPPhonelnput obiect, and tester has to enter the required CODE from table below

Text in Display CODE Long Description Test Instructions Result
Tests for CAFPhone GENERAL
bavil : Display 13 set te:
inwalid first 30T tag 00 Lo Loy tagisserongs), enter CODE "Z¥MLPZ menu error. Con-."

= fitis CAPPhoneFalse "tact yvour admin, please!"

CAPPhoneText object which e enter CODE Diisplay is set to:
itwalid 3L tag inside 001 contains an invalid first X1, e press appl button "Test for CAPPhone 001..."

tag toend 000 M e u
LA . First e wnth <%zml ... > 15 Display is set to:
inwalid first 30T line 0oz o enter CODE "S¥MLPS HTTP error. Con-."
wrong b "
tact your admin, please!
: first 3L tag is empty: Display s set to:
ernpty first 3L line 003 <CAPPhonigTexb’>ptY s enter CODE "S¥MLPS HITP error. Con-."

"tact your admin, pleasel"
make an incomming call for
the dewice while you are o enter 123 as
¥l processing a XL application CODE at device  After off hook, application is aborted!
at the dewice, 1e. navigatng m ' go off-hook!
a men
make an mcommng call for
the device while you are o enter 123 as
02 processing a XL application CODE at device application iz aborted!
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All test functions supported are divided into the following groups:

> Tests for CAPPhoneGENERAL

> Tests for CAPPhoneTEXT

> Tests for CAPPhoneMENU

> Tests for CAPPhonelNPUT

> Tests for CAPPhoneEXECUTE (can only be used from the browser)
All test functions supported are sorted according to:

> Text on the display (during the test: "get test by type"),

> Code (during the test: "get test by code"),

»  Long description (detailed description),

> Test instructions (description of the inputs on the telephone or in the browser),

> Result (test result, what is really tested).

Telephone-based input by code (Test by Code)

The following messages appears on the telephone’s display when a TEFEX session is started
and the test mode "get test by code" is selected:

Test Environment for CAP
CODE:

A code that is listed in the "CODE" column can now be entered. Whether further input is neces-
sary on the device (Test Instructions) depends on the code that is entered. If the test is success-
ful, the messages in the Result column (Display is set to:) should be displayed on the device
display according to the code.

If you are working in a browser and you click a code, the browser will display the XML message
that is sent from TEFEX to the XMLPS during a test for this code.

Telephone-based input by type (Test by Type)

Another menu appears on the telephone’s display when a TEFEX session is started and the test
mode "get test by type" is selected:

Test Environment for CAP
Test for CAPPhone:
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You can now browse this menu with "<" and ">" and select the following type groups with the
"OK" button:

> Test for CAPPhone Text:
»  Test for CAPPhone Menu:
> Test for CAPPhone Input:

»  Test for CAPPhone Exec: (although this is offered here, this test is
not supported when operating from a telephone)

Select a test group.

The text from the "Text in Display" column is now offered to you in menu form, step by step, ac-
cording to the selected test group. To select a test, press the "OK" button. Whether further input
is necessary on the device (Test Instructions) depends on the test that is selected. If the test is
successful, the message in the Result column (Display is set to:) should be displayed on the
device display according to the test call.

If you are working in a browser and you click a code, the browser will display the XML message
that is sent from TEFEX to the XMLPS during a test for this code.

Executing "CAPPhoneEXECUTE" from a browser

A new html page is shown if you click a CODE from the "Test for CAPPhoneExecute" group (for
example, CODE 404) on the TEFEX html page.

In the XML string, change the value for the <phone> tag and enter the device ID of the device
that is being used for this test. Now press the Send to Invoke Interface Servlet button. If the
test is successful, the message in the Result column (Display is set to:) should be displayed on
the device display according to the test call.
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A Implementation details
A.1 Installation structure

A11 Configuration files

During installation, the configuration files for all OpenScape CTl components are saved in dif-

ferent subdirectories of the <InstDir> installation directory.

When installing OpenScape CAP Management, the directory structure is set up as follows. In-
dividual directories are gradually filled with the installation and configuration data for other com-

ponents.
<InstDir>\config\
common\

cap.cfg
global.cfg
http-server.zip
ports.cfg
proc.cfg

ROOT .war

start\
StartNT.cfg
<hostI>\

start\
JStarter.cfg

<processl>\
S<x>service_ctrl.proc
<servicel>\
S<x><servicel>.svc
<servicel>.cfg
http-server.props

<servicelN>\
S<x><serviceN>.svc

<gerviceN>.cfg
http-server.props

<processN>\
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2 <InstDir>\config\common\
This contains important configuration files for all OpenScape CTl components.

? <InstDir>\config\start)\
This contains the configuration file for the start service used to start the entire system.

2 <InstDir>\config\localhost\
All configurations for the processes and services which are to run on the installation host
are saved here. The content of this directory plays a significant role in the network distri-
bution of the system.

? <InstDir>\config\<host>\
Adirectory like this is created for every host configured in the system and is named accord-
ing to the host name (without domain extension). This directory contains all information and
configuration data for the processes and services which should run on this host. In the case
of a standard installation, exactly one directory of this type is provided (for the local host).

2 <InstDir>\config\<hostI>\<processN>\

A directory of this type is provided for each process which should run on <hostI> . This

directory always contains a file S<x>service_ctrl.proc, which contains the informa-
tion on how the process should be started. The name prefix S<x> is used to determine the
process start sequence. <x> stands for a number (e.g. S47service_ctrl.proc. This
process is started by the system before S49service_ctrl.proc). The file name there-
fore defines the process start sequence.

If several services are to run as threads within a process, a separate subdirectory is creat-
ed for each service with the service name <serviceN>. If only one service is running in a
process, a subdirectory is not provided.

2 <InstDir>\config\<hostI>\<processN>\<serviceN>\
This directory exists for every service thread within a process. This directory always con-
tains a file named S<x><serviceN>. svc containing the information on how the service
is to be started. The process start sequence is defined based on the file name. The subdi-
rectory also contains all configuration files specific to the service. If the service is a servlet
engine, the configuration file http-server.props must also be provided.

? <InstDir>\data\TelasAdmin\
This is where OpenScape CAP Management stores the data for Security Service, Admin-
istration Service and the Import tool.

This flexible architecture enables system processes to be easily distributed across several
hosts. A new <host1> directory is automatically created on the master server for each new
computer node when configuring a distributed component for a computer. The process subdi-
rectories that are to run on <hostI> are then transferred to this directory.
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The Service Starter must now be installed on <hostI>. When started for the first time, this au-
tomatically obtains the required data and processes from the master server (see also Section

4.7, "Distributed installation").
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A1.2 Program files

During installation, the program files, together with the Java class libraries, batch files and DLLs
belonging to the product, are stored in subdirectories of the <InstDir>\distributiondirec-

tory.

During startup, these components are copied to the directories <TnstDir>\bin, <Inst-
Dir>\bin\tools and <InstDir>\1lib. A check is performed in this case to determine
whether or not a copy is needed. A copy is always needed when the components from <Tnst-
Dir>\distribution are from different versions.

»  <InstDir>\bin
This contains the jsstart . exe program (Start service for WinNT) and the tools sub-
directory contains various batch files for data import and for starting individual system com-
ponents.

2 <InstDir>\jre
This contains the Java runtime system.

? <InstDir>\1lib
This contains the Java class libraries for the product.

AA1.3 Log files

Log files are created in the directory <InstDir>\Logs during operation and filled with informa-
tion, errors and states of Telas components in accordance with the set logging level. There is
always a subdirectory here named after the CAP Management PC. In the case of distributed in-
stallation, PC name directories are created for all PCs. Every directory contains all log files for
the processes running on the host PC.

OpenScape CAP Management creates this directory during installation. It is used by all Open-
Scape CTI components.
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A.1.4 Files for the user interface

All HTML pages belonging to the OpenScape CAP Management and Call Control Service are
saved in the <InstDir>\WebSpace.

Every OpenScape CTl component creates a local subdirectory here, to which it then saves the
non-language-specific HTML pages (* . html), while saving the language-specific header files
(* .h) and program resource files (*.properties) to other subdirectories. These include the
user interface and the installation and administration manuals.

The language-specific files are always located in a subdirectory called 1ang. The directories
contained within this subdirectory are named according to the relevant language; OpenScape
CAP Management is supplied in the language variants de (German) and en (English).

Since the various HTML pages are cross-referenced, their layout can be changed, but they may
not be renamed. You should note that any changes you make to the pages will be overwritten if
you perform a new installation.

The css directory contains the styles used in all HTML pages. The std_style.css style file
is used by default.

The Plugin directory contains the Java Runtime plugin (for the Web browsers Netscape Nav-
igator/Communicator and Microsoft Internet Explorer) required for the diagnostics applet. To en-
sure that the plugin is available, this installation may have to be carried out before diagnostics
are performed for the first time.
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A.2 Description of the configuration files

OpenScape CAP management provides configuration files as described in Section A.1.1 in the
<InstDir>\config\ directory. The list below only includes those configuration files where im-
portant configuration changes can be made.

A.21 Configuration of Logging and Tracing

Several entries in different configuration files are put together to control the CAP logging / tracing
facility. Subsequently, the important files affected are described and examples for reasonable
settings are given.

1. The /config/common/global.cfg configuration file contains a number of commonly
used configuration settings (cf. Section A.2.2), amongst others log / trace settings. As
global.cfgis included in numerous other configuration files, modifications here implic-
itly will affect all dependant components.

Relevant configuration settings:

com. xxxxxX.log.ClientLogger
lookup: //LogServer

log.class
log.serverUrl

log.level =3
log.maxLines = 2000
log.maxFiles =3

log.class andlog.serverUrl must be left unchanged
log.level defines the amount of logging / tracing (higher level -> more data)

OFF = -1
FATAL =
ERROR
WARNING =
MESSAGE
TRACE
DBG_TRACE = 5

W N PR o

log.maxlines defines the maximum number of lines per LogFile

log.maxfiles defines the maximum number of LogFiles to be created (cf.
Section A.1.3); these are named following the scheme

<name>.log
<name>_last.log
<name>_lastl.log
<name>_last2.log
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The following settings are not present in the default version of the configuration file; they
can be added if required:

log.daily = <number>

Number of days for which logging files are to be saved; one directory per day will be cre-
ated in the <INST_DR>/1logs directory

log.daily = 0 means no day-based logging

log.daily = 7 means logging for a total of seven days; older log files will be deleted

log.filter = <string>

log.filterModus = expand | exclusive

allow for selective logging according to specific filter criteria; events meeting the filter cri-
teria always will be logged using the highest logging level 5. Please note that this facility is
available for CAP Management loggers only.

Examples for application

log.filter = 51234

log.filterModus = expand

log.level = 3

Logging data are collected on level 3; additionally, information containing the string
"51234" is logged on level 5.

log.filter = 722,89*%4132

log.filterModus = exclusive

log.level = 3

Only information containg the strings "722" or "89" followed by an arbitrary string fol-
lowed by "4132" is logged on level 5; setting log.level = 3 is irrelevant in this case.

All of the log settings apply to all loggers with the associated log files each. An overview of
all active loggers is available in the DiagnoseAgent (Section 7.7.5) via Debug -> Show
Logging. These include

> central loggers of the management framework like

> start
> admin
> lookup
»  diag

> logger for services / SCC instances like
»  <SCC name>_Sys

»  <SCC name>_Error
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»  <SCC name>_CA4000_Sys (for HiPath 4000 connectivity)
> <SCC name>_CA4000_Trace (for HiPath 4000 connectivity)
> loggers for additional services and applications like ComAssistant

Additionally, settings can be modified explicitly for single loggers. For that purpose, add the
logger name to qualify the parameter, like

log.maxLines.admin 10000
log.maxFiles.admin =5
log.maxlines.<SCC name>_Sys = 20000
log.maxFiles.<SCC name>_Sys = 10

2. Please note that specific settings apply for the global errors. log which is used common-
ly by all components; these don’t follow the scheme described above. Instead, they are de-
fined centrally inthe /config/<host>/admin/log/LogServer .cfg configuration file:

include "/common/global.cfg"
errorsLog.file = errors.log
errorsLog.maxlLevel = 1
errorsLog.maxLines = 10000
errorsLog.maxFiles 2

You may modify maxLines and maxFiles here, as described above. Regularly this won’t
be necessary.

3. Forevery Switch connectivity configured, an SCC instance is created coming with its tel-
as.cfg configuration file:

include "/common/global.cfg"
log.class = com.xXxxxxx.log.ClientLogger
log.serverUrl lookup: //LogServer

log.level =3
cstaLogEnabled =0
debugLevel =0

log.class and log.serverUrl must be left unchanged

log.level may be redefined here; it would override the value imported from glob-
al.cfg. In most cases this is not reasonable; instead, we recommend to have logLevel
setin global . cfg identical for all components, have no logLevel entry in telas.cfg,
but have service specific deviations set temporarily via the DiagnoseAgent.

cstaLogEnabled = 1 can be set to switch on tracing of the CSTA message traffic for
this SCC instance on top of the normal logging; output goes to a <SCC name>_CSTA. log
file; CSTA logging by default is switched off.
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debugLevel allows for fine-tuning of an SCC specific trace to <SCC name>_Error.log
on top of the normal logLevel. Values supported range from 0 (switched off - default setting)
to 9 (maximum information).

As a new feature coming with CAP V3.0 SMR3, a specific logging facility for SCCs has
been implemented that is controlled by additional entries in the telas.cfg config file. Logging
outputs can be interpreted by CAP development only; this kind of logging should be acti-
vated according to development instructions only.

4. In addition to the settings described above controlled by configuration files, it is possible at
any time to view current log settings via the DiagnoseAgent (Debug -> Show Logging).
The logLevel can be changed here as well. For that, select the respective logger, choose
a new logLevel and activate it by "SetLevel". Please note that a modification on this way
will not make its way into any configuration file; it will be lost after restart of the system.

A.2.2 global.cfg

This file contains global settings for all process and service controllers in the entire system. The
variables for the installation environment are predefined as appropriate during installation. This
file must therefore not normally be changed.

Global variables and configuration parameters are set at the beginning of the file. These can
then be used in all other configuration files. The installation routine enters the correct values au-
tomatically.

INST_HOST Contains the host name in the user LAN without a domain suffix
INST-IP Contains the host IP address in the user LAN
(not for PBX connection)
CONFIG_URL URL for the OpenScape CAP Management homepage
CFG Path to the directory containing the configuration files

Subsequent variables are used to control logging. For additional details, please refer to
Section A.2.1.

The tomcat.log.level setting (default setting -1 / switched off) is used to control
7 Web server logging. Logging should only be enabled in special cases, as it is ex-
tremely detailed and can result in the generation of large data volumes.

useDaylightTime = true
This option controls automatic adjustment to daylight saving time. If you have enabled automatic
adjustment in your operating system (default), this option must be set to true so that the times
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used during logging, for example, correspond to the system clock. If this function is disabled in
the operating system, this option must be setto false.
You can check the operating system settings with Control Panel | Date/Time | Time Zone

MaxCookieAge = 43200

Life of a cookie in minutes. The successful authentication of a CAP user for ComAssistant is
saved in a cookie. When this timeout expires, the CAP user is forced to repeat the authentication
procedure.

CustomizedPath =

If you want to use local HTML pages, you can specify a path to these files here. You will find
more detailed information in the ComAssistant Installation and Administration Manual, "Custom-
ized HTML pages".

<?x set TelasWebName = "CAP" ?>
Definition of the CAP server name for unique identification in a notification mail.

<?X set MAIL_SERVER = "mail.org.de" ?>
SMTP mail server name entry. The name replaces "mail.org.de".

<?X set MAIL_SENDER = "<?x S$TelasWebName ?> notifica-
tion<tws@mail.org.de>" ?>
Mail sender entry. The entry replaces "tws@mail.org.de".

<?x set MAIL_SYSADMIN = "sysadm@mail.org.de" 2>
Mail recipient entry. The entry replaces "sysadm@mail.org.de".

PasswordMode = ADMIN [ADMIN/AUTO]

ADMIN = ComAssistant users who forget their password must contact the CAP administrator to
obtain a new password.

AUTO = ComAssistant users who forget their password can request a new password via e-mail.
The CAP user must have been assigned an e-mail address on a specific LDAP server for this.
The LDAP server is configured in the admin. cfg file.
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A.2.3 ports.cfg

The ports for the HTTP and HTTPS connection to CAP Management and ComAssistant are de-
fined in this file.

<?x set CAP_SSIL_PASSWD = "changeit" ?>
The password that was assigned when generating the encryption file is defined here.

<?xX set CAP_SSL_FILE = ".keystore" ?>
The name of the encryption file for CAP is defined here. The ".keystore" file with the password
"changeit" already exists by default.

<?x set CAP_SEC_MODE = "OFF" ?>
The secure connection to CAP Management is set up here (OFF/ON).

<?x set CAP_SEC_PORT = "8470" 2>
The port for secure connection to CAP Management is defined here (default = 8470). This port
is opened by the CAP’s Web server.

<?x set CAP_STD_PORT = "8170" 2>
The port for normal connection to CAP Management is defined here (default = 8470). This port
is opened by the CAP’s Web server.

<?x set SPW_SSIL_PASSWD = "changeit" ?>
The name of the encryption file for CAP is defined here. The ". keystore" file with the pass-
word "changeit" already exists by default.

<?x set SPW_SSL_FILE = ".keystore" ?>
The secure connection to CAP Management is set up here (OFF/ON).

<?x set SPW_SEC_MODE = "OFF" ?>
The secure connection to ComAssistant is set up here (OFF/ON).

<?x set SPW_SSL_AUTH = "false" ?>
The secure connection to ComAssistant is set up here during the login session (true/false).

<?x set SPW_SEC_PORT = "8480" ?>
The port for secure connection to CAP Management is defined here (default = 8470). This port
is opened by the ComAssistant Web server (Phone Controller).

<?x set SPW_STD_PORT = "8180" ?>
The port for normal connection to CAP Management is defined here (default = 8470). This port
is opened by the ComAssistant Web server (Phone Controller).

<?X set SPW_MGMT_PORT = "8168" 2>
The port for the XML connection from ComAssistant to CAP Management is defined here (de-
fault = 8168). This port is opened by the CAP’s Web server.

A31003-G9330-1100-18-7620, 09/2024
11 OpenScape CAP V3, Common Application Platform, Service Documentation



Implementation details
Description of the configuration files

A.24 TelasWeb.cfg

The TelasWeb. cfg file is extremely important for configuring the entire OpenScape CTI sys-
tem. No changes need to be made here for the moment for the standard installation.

The following section explains the most important entries in this file:

ConfigDomain
Domain name of the host on which the central configuration service was installed.

This entry is only required when the domain name of the installation host cannot be
determined during the installation of OpenScape CAP Management. This is easily
recognized by the fact that the following URLs only contain the node name.

PhoneURL
URL for accessing the Phone Service

Journal .AccessUrl
URL for accessing the Journal Access Service.

.Journal .AccessUrl
URL for accessing the Mail Service.

RequestTimeout = 10
Maximum time in seconds waited for a response to a request to the Phone Service.

PBX.PingInterval = 120000
If no requests were issued over a long period, a ping request is used in the specified interval to
check whether the server is still working. The time is specified in milliseconds.

NoExpireDate = 0
The expiration date for passwords is administered and defined in the OpenScape CTI system.
ComAssistant uses this data by default. If an expiration date is not required for passwords, this
option can be set to 1.

EnableConsultation = YES

Indicates whether the PBX system supports the special telephone functions of toggling and con-
ference calling. These functions are normally supported (YES). More detailed information can
be found in the Installation and Administration Manual for ComAssistant.

#EnableCMCSupport = YES
Activate "Client Matter Code" support for ComAssistant. If the feature is enabled, a project code
can be selected for explicitly identifying a call data record.
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#SametimeServer = mhpad48wc.mchp .XXXXXX.VYy

You can define the Sametime Server (Lotus Domino Server) for ComAssistant here. This is only
possible if the SameTime package for ComAssistant is installed on the CAP server. The pres-
ence and absence of linked Lotus Notes users can be visualized in ComAssistant with this con-
nection.

UserDBAccessParams = NO

Instead of ComAssistant PABS, you can activate the WEBDAV interface on the Exchange serv-
er for ComAssistant users to permit the optional use of the user’'s own Outlook Contacts saved
on the Exchange server.

A.2.5 startNT.cfg

The startNT. cfg file is used by the Start Service (jsstart.exe) to start the entire Open-
Scape CTI system as a system service. The variable data is set accordingly during installation.

Important arguments for the start include:
args: <CAP Management PC name>/TelasWebStarter

Each OpenScape CTI system is identified using a cluster ID. This uniquely defines the pro-
cesses and services which belong to a cluster.

As arule, the PC’s actual name is set as the cluster ID when installing CAP Management.
In the case of distributed installation, it can be chosen from a selection menu for LAN-sup-
ported multicast. If a customer does not want multicast or if it is not supported in a distrib-
uted installation, the entry must be extended as follows on all CAP computers (as well as
on the CAP server):

args: <CAP Management PC name>@<CAP Management PC name>:<Free UDP
port>/TelasWebStarter

#args:-v

If problems arise at startup, detailed logging can be activated with the commented out -v
option. You should remove the comment character # for this purpose.

args:-port
args: 8280

This entry defines the port for the diagnostic agents. This port need only be changed if it is
already occupied on the host.
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A.2.6 .proc process control files

Within the CAP framework, the ProcessController can start, stop and control any pre-configured
process. Each process is described by a . proc configuration file defining location and name of
the program as well as arguments to be passed on from the ProcessController to the starting
process.

The complete set of processes to be started by a ProcessController instance is defined by the
collection of all . proc files beneath the directory named like the host where the ProcessCon-
troller is running.

.proc file syntax

.proc files are parsed like property files. Each line containing a ":" character is taken as a con-
figuration argument, a "#" character defines a line comment. The first key of a script must define
the Service Identifier; the order of the remaining keys has no meaning because all keys and val-
ues are collected before they are applied. All keys are case insensitive (not the values!).

Selection of important keys used in delivered . proc files:

(Please note that editing / modifying . proc files is strongly discouraged because correct system
operation can be affected; only the restart key family might be useful for adaptations at a cus-
tomer site)

service: <service-identifier>

unique identifier of the process/service
cmd: <command>

absolute path of the command to be executed
args: <argument>

argument to be passed to the process/service (multiple occurrence possible)
env: <environment:>

environment variable to be set for the process (multiple occurrence possible)
wait: <timeout in seconds>

wait time before executing next command (only for synchronous mode)
mode: <synchronize mode>

start process synchronously (mode 0) or asynchronously (mode 1 - default)
workdir: <working directory>

path to be set as the process working directory
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mkdir: <directory path>
path to be created if it doesn't exist (multiple occurrence possible)
restart: <auto restart mode>

a process can be restarted automatically in case of a crash (stop without request)
restart:0 means no auto restart (default), restart:1means auto restart

restartexitvalue: <exit value>
auto restart is executed only if the process has terminated with given exit code
restartwaittime: <timeout>

define waiting time (in seconds) to elapse before ProcessController auto-restarts the
crashed process

get: <get command>

a get command loads any file from the distribution directory to the lib directory (default) or
to any other fully specified directory. In case the file is already present in the destination
directory, the command compares modification dates and executes the copy only in case
the dates are different (multiple occurrence possible)

Note: A get command can come with up to three parameters
<relative source path> [<relative dest path>] [<replace argument]

A replace argument describes variables for the PageGenerator to be replaced in the re-
trieved file in a comma separated list like

"replace=INST HOST=<hostname>, INST DIR=<install path>"

If no dest path is defined the file is copied to the lib directory, using the relative source path
as destination path relative to the lib directory

getunzip: <get and unzip command>

like the get command, but the file to be copied must be zip-formatted and will be unpacked
at the destination location.
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A.2.7 admin.cfg

This file is stored in the directory <InstDir>\config\<host name>\admin\mgmt. This
command is used to configure the administration services. All settings are made during instal-
lation.

Ldap.server = scd2ldap.xxxxxx.net:389

If you forget your password when using ComAssistant, you can request an e-mail with a new,
automatically generated password. To verify a CAP user and an e-mail address entered, the
LDAP server checks the relationship between the e-mail address and the "Phone-Device Num-
ber" assigned to the user (call number in canonical format). Enter the LDAP server names here
or the IP address and the LDAP port.

#Ldap.user = cn=Test User,ou=An OU, 0=XXXXXXX

#Ldap.password = myverysecretpasswordthatnobodysees

In some cases to access the LDAP service, the LDAP client must authenticate itself to the serv-
er. To supply the authentication information in the "bind" (login) operation enter the fully qualified
Distinguished Name (DN) of the client and the client’s clear-text password here.

#Ldap.ssl = 1

The above mechanism has security problems because the password can be read from the net-
work. To avoid exposing the password in this way, you can use the simple authentication mech-
anism within an encrypted channel, provided that this is supported by the LDAP server.

If the LDAP server you are accessing allows its services to be accessed through SSL, it is rec-
ommended to use this option, by uncommenting the above line.

Please check that you are using the correct port in the Ldap.server parameter at which the LDAP
server is offering SSL.

You need to ensure that the client trusts the LDAP server that you'll be using. You must install
the server's certificate (or its CA's certificate) in your JRE's database of trusted certificates.

# cd JAVA_HOME/lib/security

# keytool -import -file server_cert.cer -keystore cacerts

Important! Always use the cacerts keystore.

#Ldap.phone-number = telephoneNumber

#Ldap.mailaddress = mail

If the search field names (mapping) do not match the default in this LDAP server, enter the ap-
propriate search field name. The field name is shown on the left in CAP and on the right in the
LDAP server.

Ldap.timeLimit = 30

Define the length of a search timeout here. The search is ended if a common entry is not found
for a call number and an e-mail address within this time. The result of this is that no e-mails with
automatically generated passwords are sent to the ComAssistant users.
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Language = de
Set the language for e-mails with automatically generated password for ComAssistant users: de
= German, en = English

DatabaseServerList = SYSDB, SYSDB.MAP.Users, SYSDB.MAP.User-
groups, SYSDB.MAP.Scc, SYSDB.MAP.SCCProxy, SYSDB.MAP.Devices,
SYSDB.MAP.Snrs, SYSDB.MAP.Licenses, SYSDB.MAP.Businessgroup,
SYSDB.MAP.Urls, SYSDB.MAP.Ca, SYSDB.MAP.Xmlphoneservice

Preparation for connecting external LDAP servers instead of internal CAP LDAP servers,
SLAPD, for managing all data.

xml.logRequests = 1

xml.traceDir = <?x SINST_DIR ?>/logsXML

By default, these entries are inactive (commented out). In case you want the XML message traf-
fic from / to CAP Management to be traced, remove the comment sign. This produces a sub-
stantial amount of logging data but may be helpful in special cases, e.g. for tracing activities for
handling the AccessPointEmergency feature.

ProgramMode = CAP

OpenScape CAP V3.0 supports the automatic integration of user data. This eliminates the need
for duplicated user management, both in CAP and in an application. The following applications
can be exclusively connected:

»  CAP = Internal CAP User Management component (default)

»  HiPath4000Manager = Integration in HiPath 4000 Manager (not released)

»  HiPathUserManager Integration in HiPath User Management

»  HQ8000 = Integration of HQ8000 User Management (not scheduled)
»  OpenScape = Integration of OpenScape User Management (not scheduled)

#ModesListDir = modes

The default directory <InstDir>\config\<host name>\admin\mgmnt\modes contains
the configuration files for connecting the various user management systems. The file names cor-
respond to the parameter inputs for "ProgramMode". You can select a different directory con-
taining the relevant configuration files. In this case, enter the complete path name.
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A.2.8 adminIf.cfg

This file is stored in the directory <InstDir>\config\<host name>\admin\mgmt. This file
is used for configuring the AdmininterfaceService. All settings are made during installation.

TelasWebInstalled = 1/0
If this option is set (1), the CAP GUI features a link to the ComAssistant Help.

TelasServerNames

(do not change!) This parameter contains a list of the supported PBX connections with the cor-
responding names for display in the OpenScape CAP Management user interface. Every entry
has the following structure: "<directory name> | <selection name>,". The directory <Inst-
Dir>\config\distribution\config\<directory name> contains templates for all
configuration files for this specific SCC. The <selection name> is offered for selection when add-
ing an SCC.

AsnlModes = false|off, acse|CSTA ACSE, 3|CSTA III
(do not change!) Mapping is defined here for the SCC configured in "single domain native
mode".

MaxResult = 300

PageResult = 10

Define the default parameters for the search mask that appears when you select "Search for
users" here.

MaxTeamAgentMembers = 20
Define the maximum number of users that belong to a buddy list for ComAssistant here.

DeviceTypes = Phone|Phone, VirtualDevice|VirtualDevice
(do not change!) Mapping is specified here for the devices that can be added in CAP Manage-
ment Device Configuration.

A.2.9 auth.cfg

This file is used for configuring the Security Service. All settings are made during installation.
The most important entries in this file are the expiration date and the default password for CTI
users. This data is set via the OpenScape CAP Management user interface in the Default pass-
word dialog.

ExpirePeriod = 40
Maximum validity of an individual password in days. This parameter can be modified over the
CAP GUL.

ExpirePeriodAutoPassword = 60
Maximum validity of an individual, automatically generated password in days. This parameter
can be modified over the CAP GUI.
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StandardPassword = MTIzNDU?2
The default password for a CAP user in Base64 encoded form.

A.2.10 backup.cfg

This file contains the settings for the automatic backup of CAP and ComAssistant data. Note
that in the event of a backup to a network drive, the Windows service "OpenScape CTI" was
assigned to a domain user who is authorized to access this network drive and also has local
"login as service" authorization. The various backups must be performed at different times.

NrBackups = 7

Define the number of backups to be saved here. A backup is created every day. The format of
the backup directory name is:

"<Month>-<Day>.<Backup counter>"

BackupRootDir = C:/<install_path>/backups
Define the destination directory for all backups.

<?X set RULES_BACKUP_TIME = "01:55:00" ?>
The backup time for the ComAssistant rule assistant’s data is defined here.

<?X set USERS_BACKUP_TIME = "02:00:00" ?>
The backup time for CAP data is defined here.

<?x set PABS_BACKUP_TIME = "02:10:00" 2>
The backup time for the ComAssistant user’s personal address books is defined here.

<?xX set JOURNAL_BACKUP_TIME = "02:30:00" ?>
The backup time for the ComAssistant user’s call journals is defined here.

<?x set CAP_LDAP_MODE = "STANDALONE" ?>
In a Windows installation, the "standalone" parameter must be retained. "Replica” can only
be used to activate replication in the case LINUX-based installation (possible in future).

A.2.11 ConfigLoader.cfg

This file contains the settings for the Configuration Loader Service and generally should not be
changed. Configuration directory paths and the names of the templates for the personal journal
settings are specified here.

By changing the following entry, the personal journal settings of all users can be saved to anoth-
er directory. You may want to save to another directory if space on your hard disk is limited, for
example, or if you want to back up data.

PersonalConfigDir =
C:/<install_path>/data/TelasWeb/Journals
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A.2.12 Diagnose.cfg

This file contains settings for the diagnostic servlet.

A.2.13 Login.cfg

In this file the administrator can preset login domains, which are then offered for selection to CTI
users, who have selected authentication by means of "Windows Login", during login.

A.2.14 DiagnoseServer.cfg

It is possible to configure ,e-mail notifications for system malfunctions via the DiagnoseServ-
er.cfgfile. The e-mails are then sent to the specified mail address by the diagnostics service.
The configuration of an e-mail server is essential for this. This is defined in the file "glob-
al.cfg"

#Diagnose.Timer.PingInterval = 150
The ping interval time is defined here (default = 150 seconds). When this time expires, the diag-
nostic server checks the current status of an internal CAP services with a ping.

#Diagnose.Timer.CheckProcInterval = 128

The snapshot interval time is defined here (default = 128 seconds). When this timer expires, the
diagnostic server checks the current status of a CAP process controller (TelasWebStarter) with
a snapshot and at the same time receives additional information on the active processes.

#Diagnose.Timeout.Request = 20
The waiting time after a ping or snapshot is defined here (default =20 seconds). When this timer
expires, further pings or snapshots are sent until the "Retry Counter" is exceeded.

#Diagnose.Timeout.Resend = 2
The time (default =2 seconds) after which another ping or snapshot is sent after a "Timeout.Re-
quest" is defined here.

#Diagnose.Timeout .RetryCount = 3
The retry counter after "Timeout.Request" is defined here (default =3 retries). The status of a
process controller or internal CAP service is modified when this retry counter expires.

#MailTrap.Receiver-<n>.Address = <?x SMAIL_SYSADMIN °?>

The e-mail address of the recipient of a diagnostic e-mail is defined here. The variable <?x
$MATI_SYSADMIN 2> can be replaced. <n> stands for block humber. Each block can contain
different configurations.

#MailTrap.Receiver-<n>.TrapFilter = <id> []|<id>]
The active filters for this block are defined here. <ld> stands for filter number which must be con-
figured later. If a filter matches, an e-mail is generated and sent to the associated block address.
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#MailTrap.Receiver-<n>.SubjectFile = <subjectTemplateFile>

The name of the associated "Subject Template File" is defined here. The "subjectSam-
ple.cfg" template file is located in the directory of the file "DiagnoseServer.cfg". Please
note that file names are case-sensitive.

#MailTrap.Receiver-<n>.BodyFile = <bodyTemplateFile>

The name of the associated "Body Template File" is defined here. The "subjectSample.cfg”
template file is located in the directory of the file "bodySample.cfg". Please note that file
names are case-sensitive.

#MailTrap.Receiver-<n>.Enabled = true
You can activate or deactivate this configuration block here.

MailTrap.TrapFilter-<id> = <host>/[<svcType>/]<svcId>:<thresh-
old>:<state>[|<state>]

MailTrap.TrapFilter-<id>.Description = <id>= filter description
You can explicitly define the file here and add a description.

<host> - The PC on which a process or internal CAP service is running.
<svcType> - The internal CAP service name

<svcId> - The service identifier

<threshold> - The threshold

<state> - The state of a process or internal CAP service.

The following statuses are supported:

notReady |notRunning | stopped|startup|running

Example of a trap configuration

MailTrap.Receiver-0.Address = DAuser(0771@tipb.de
MailTrap.Receiver-0.TrapFilter = 0|1]2|3|4]|5]|6
MailTrap.Receiver-0.SubjectFile = subjectSample.cfg
MailTrap.Receiver-0.BodyFile = bodySample.cfg

MailTrap.TrapFilter-0 = pc0771/TelasServer/sccp-1:1:notReady |notRunning
MailTrap.TrapFilter-0.Description = 0 = location/Type/Service:amount:status

MailTrap.TrapFilter-1 = */Httpd/*:1:notReady |notRunning
MailTrap.TrapFilter-1.Description = 1 = One Httpd is notReady or notRunning

MailTrap.TrapFilter-2 = */TelasServer/*:1:notReady|notRunning
MailTrap.TrapFilter-2.Description = 2 = One TelasServer is notReady or

notRunning

MailTrap.TrapFilter-3 = *ccp*:1:notReady|notRunning
MailTrap.TrapFilter-3.Description = 3 = *ccp*

MailTrap.TrapFilter-4 = */Httpd/*:1:*
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MailTrap.TrapFilter-4.Description = 4 One Httpd is notReady or notRunning
MailTrap.TrapFilter-5 = *:1:stopped

MailTrap.TrapFilter-5.Description = 5 = One of the processes/services has
stopped

MailTrap.TrapFilter-6 = *:*:running
MailTrap.TrapFilter-6.Description = 6 = All processes/services are running

MailTrap.Receiver-<n>.aAddress
MailTrap.Receiver—<n>.TrapFilter
MailTrap.Receiver—-<n>.SubjectFile
MailTrap.Receiver—-<n>.BodyFile
MailTrap.Receiver-<n>.Enabled

A 4 v

DiagnoseServer bodySamp le subjectsSample

Diaghose Service

L 4

'ﬁ'-i-'agf_na-se . Eﬁan-i:rqll*ar CFG file CFG flle CFG file
Mail Trap.TrapFilter-<id>

Mail Trap.TrapFilter-<id>.Description

‘ ] ] L ]

Services Type Frocess Host Status
PB¥Managerment AdminServiet AdminContraller o077 @ running
UserAuthentication AuthSerdet AdminContraller pcO771 @ running
Configloader ConfigloaderSeryiet AdminContraller ped77l @ running
Admin_Redirect DefauliServet AdminController P77l @ running
Diagnostic3Ul DiagnoseSeret AdminContraller pel77l @ running
Admin Hittpod AdminContraller pe07 71 @ running : startup
LServer LiServer AdminContraller pcO771 @ running .
LicenseGul LicenseServiet AdminContraller ped7 7l @ running g StOPPEd
LogServer LogServer AdminController P77l @ running ! running
AdminLogin LaginSerdet AdminController ped77l @ running i
Adrninistration3 Ul MarmtServiet BdrminCantroller pe0771 @ running 'notRunning
AdminController ServiceCantroller AdminContraller pcO771 @ running . notReady
Systemianagement SyshlomtService AdminContraller pcO771 @ running [r———
DiagnoseSenice DiagnoseServer DiagnoseController P77l @ running
DiagnoseController SericeController DiagnoseController P77l @ running
Scopd TelasSerer Scopd pel77l @ running
Lookup Lookup TelasWebStarter pcO771 @ running
TelasYwebStarter FrocessController TelasWebStarter pcO771 @ running
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A.2.15 SAT configuration files

The Address Translation Service (SAT, see Section 2.3.4 for details) is configured only by
means of configuration files that must be edited explicitly; no configuration via CAP Manage-
ment GUI is supported. Affected config files are

SatServer.cfg (directory <InstDir>/config/<host>/admin/sat_svc)
Telas.cfg (directory <InstDir>/config/<host>/sccp_<sccp_name>)
Telas.cfg (directory <InstDir>/config/<host>/telasServer_ <scc_name>)

SatServer.cfg is the central SAT configuration file which looks like

<?xX include "/common/global.cfg" ?>

#

# configuration of SatServer local TCP port

#

LOCAL PORT = 8999 <-- set TCP port here (8999 used as default)

LOG LEVEL = 2 <-- set log level here (default 2 means error logging)
#

# legacy mode setting - used to set CAP V3.0 operation in CAP V2.0 mode:
# Applications that don’t want to adapt don’t get canonical or interntl
# format numbers except for PBXes which are newly supported in CAP V3.0
#

# Default setting: SAT bypassed

LEGACY MODE = true

# Unset legacy mode to activate SAT!

#LEGACY_MODE = false

The Telas.cfg config files for configured SCC and SCCP contain new entries related to SAT op-
eration which should be modified in sync with activation / deactivation of SAT:

# WARNING: Please don't change values manually, use CAP Management
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# Flag sets legacy mode operation for the SCCP to SCC direction;
# 1 (legacy mode set) is default value

# Uncomment subsequent entry to activate SAT!

#CFR_SATLegacyMode = 0

# Flags set legacy mode operation for the SCC - Switch connection;
# 1 (legacy mode set) is default value

# Uncomment subsequent entries to activate SAT!

# Computing Function to Switching Function (SCC to switch)
#CFR_SATLegacyMode = 0

# Switching Function to Computing Function (switch to SCC)
#SFR_SATLegacyMode = 0

# Flag for SAT tuning (populate SAT cache on MonitorStart)
# Regularly it is recommended to keep the default value 1
#noMStartSATMode = 0

Remark: special setting (for customer EON) - explanation and desription only in english

The following text need to insert into the SatServer.cfg (im Verzeichnis <InstDir>/con-
fig/<host>/admin/sat_svc):

DomainCacheMode = 1

DBCache = 7

DomainCacheMode: the value can be either 1 or 2:
The DomainCacheMode configuration adds special rules to convert

dialing numbers to canonical format even if the number is not in the database. The conversion
is based on the VNR prefix.
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Mode 1 (DOMAIN_CACHE_PREFIX_BY_SCC) goes through all the SCC's domains
and if the number starts with the VNR code of the domain, we have a match and
this domain is used for the conversion.

Mode 2 (DOMAIN_CACHE_FIXED LENGTH_BY_SCC) uses hashmaps. The length of the
VNR number is fixed (vncLength) and the domain is looked up in the hashmap by
akeypairwhichholdsthe sccidandthefirstvncLength characters ofthedialingnumber.

Mode 1 is more general and faster, mode 2 not recommended.
DBCache: cache CAP management data, possible values:

1 - cache domain entries

2 - cache scc entries

4 - cache scc list

The values can be combined (added) to cache multiple data types.
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A.2.16 No accent via CSTA (ASN.1)

Remark: only english description is available

The CAP can deliver accent characters via CSTA Il ASN1, but since that is not CSTA conform,
tha’s why the following settings can be applied for applications, which want to be ASN1 conform.

It is possible to convert the Calllnfo (and ExtendedCallinfo) fields in ACL events to a 7 bit only
ASCII string. There are 3 options which affect the conversion and two of them is new and avail-
able only from this version. These options must be set

in ca4000.cfg file.
1. USE_ACCENTED_CHARACTERS=0

This option should work on all switch version. It turns on the the conversion to 7bit call info (and
extended call info) conversion without that the call info received from swith is sent out on the
CSTA side without modification. The default value is 1 (when there's no conversion). To turn it
on please set it to 0 as above.

2. CALLINFO_CONVERT_MODE=w1252

This option only affects the callinfo conversion (V3 basically, but the specification allows it on
later versions). It can have 3 values:

off - no callinfo conversion

w1252 - windows codepage 1252 mode where the chars above 127 are mapped to a similar low-
er char. (For example U -> U, A -> A etc.) Unmappable chars (for exmple 0x81 or Oxfe) are
changes to the default char (see option 3.)

defaultchar - all chars above 127 mapped to the default char (see option 3.) The default mode
is 'defaultchar’

3. CALLINFO_CONVERT_DEFAULT_CHAR=.

Unmappable characters are changedtothisone. Thedefaultvalueis _(underscore).

An example configuration:
USE_ACCENTED_CHARACTERS=0
CALLINFO_CONVERT_MODE=w1252
CALLINFO_CONVERT_DEFAULT_CHAR-=.

These lines can be anywhere in the config file, but if it is at the and please make sure that there's
a new line after the last config entry!

Co
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A.2.17 Configuration data for CAP Management

All data used exclusively by CAP Management for PBX system connections and for checking
authorization is saved in the <InstDir>\data\TelasAdmin\adminauth\capdb directory.

The capdb subdirectory contains the authentication information for the authentication service

of CAP Management in an LDAP database. All of the information for authorized users (e.g. user
type, password and timestamp) is entered here. It is also used to store the assignments of PBX
to IP address and port of the responsible CAP Call Control Service processes.

All files are managed via the OpenScape CAP Management user interface. Modify-
ing of one of this files with an text editor is not authorized.
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B Connecting HiPath 4000 with a Server PC

B.1 Server PC connectivity options

HiPath 4000 features integrated Ethernet server bus ports. This means you can connect the
OpenScape CAP server PC over an Ethernet TCP/IP connection. A TCP/IP connection is a log-
ical data connection between two addresses which are composed of a port number (for TCP)
and a logical IP address. In this configuration, multiple logical destinations can be reached over
a physical address (the TCP port number). The TCP protocol ensures that the data packets
transmitted reach the logical IP destination address in the correct order and without loss of data.
The connection is completely cleared down if an error occurs.

The following diagram shows possible connections to a HiPath 4000.

PBX
CSTA CTl server PC
ACL
WAML L
Zz CAP N g CSTA
ACL
PBX
CSTA CTl server PC
SL200
P CAP C\ ’g CSTA
ACL Ol o m

ATL

Basically, the CSTA CTI server can also be configured with a single LAN card, although this is
not recommended.
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B.1.1 Connection to the Atlantic LAN

An unshielded twisted-pair cable to the internal Ethernet LAN serves as the physical interface
between the HiPath 4000 and OpenScape CP. The internal ("Atlantic") LAN provides high data
bandwidth and is therefore ideal for data communication between the HiPath 4000 processors
and OpenScape CAP. The internal Ethernet LAN can be accessed directly over the ports on the
rear panel of the HiPath 4000.

If there are multiple OpenScape CAP servers connected to the same Atlantic LAN, every server
must have a unique IP address. An external hub is also required. A standard twisted-pair cable
is used for the physical connection to the external hub. Any standard hub with RJ45 ports can
be used as the external hub, for example Office Connect Ethernet Hub 4 (4 TP/RJ45 ports) from
3Com (vendor number 3C16704A). The hub ports should always be MDI/MDIX switch ports.

IP addresses

IP addresses (IP network numbers plus server numbers) provide access to the servers connect-
ed to the Atlantic LAN. The Atlantic LAN’s IP network number is "192.0.2.0", which defines a
class C address. These network numbers use all servers connected to the Atlantic LAN.

The components have fixed IP addresses, for example:

CC-A: 192.0.2.1
CC-B: 192.0.2.2
ADS/ADP: 192.0.2.3

The following address ranges are reserved for external applications:
ext. ACD server: 192.0.2.10 - 192.0.2.19 (default: 192.0.2.16)
OpenScape CAP: 192.0.2.23 - 192.0.2.29 (default: 192.0.2.25)

If there are multiple OpenScape CAP servers connected to the same Atlantic LAN, every server
must have a unique IP address. An external hub is also required. The default address of the first
CAP serveris 192.0.2.25. The address number is incremented by one for each additional server
(192.0.2.26, 192.0.2.27, etc.). A total of five servers can be connected.

B.1.2 Connection to the SL200 or WAML board

Fixed IP addresses are defined in the Atlantic LAN for the HiPath components. It is therefore
impossible to configure additional PBXs in the same LAN. This restriction can be avoided by us-
ing an SL200 board (in HiPath 4000) or a WAML board (in HiPath 4000).

These LAN boards have freely configurable IP addresses and can be used to access the Atlantic
LAN.
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You cannot configure a WAML board at the same time as an SL200 board.

B.2 Configuring the HiPath 4000 software

B.2.1 Configuring the connection to the SL200 board (HiPath 4000 on-
ly)

The Atlantic LAN must be configured properly before you start to configure the SL200 board.

Use the UnixWare service tool 'Unix Base Administrator’ (UBA) to configure the SL200 card for
use with CA4000. The UBA service tool can be found under LaunchPad in the 'Base Adminis-
tration’ folder in HiPath 4000 Assistant.

Once the LAN settings for SL200 have been properly configured in the UBA under 'LAN Cards’
and 'Routes’, proceed with the section 'Firewall settings’.

Configuring with HiPath 4000 Assistant and the UBA

Open a Web browser on a PC with direct access to the Atlantic LAN. Go to the HiPath 4000
Assistant’s public domain under http://192.0.2.5 and follow the instructions under the link 'Client
Preparation’. Next, use the browser to access the UBA tool by entering the following link: https:/
/192.0.2.5/UBA

You must now start by configuring the LAN card. Do this by selecting 'LAN Configuration’ and
clicking the menu item 'LAN Cards’. The table in the right-hand frame should be blank (if it con-
tains an entry, the LAN card was already configured and does not have to be re-configured).
Click the 'New LAN Card Configuration’ icon (above right in the right-hand frame) and enter the
IP address, netmask, and broadcast values provided by the system administrator for SL200.
Add the card for the entry. The new entry then appears after a few seconds in the table. Then,
restart UnixWare as a privileged user in a Unix shell by clicking 'ShutDown’ or by entering 'shut-
down -y -g0’.
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-§ <Assistant - Unix Base Administration - Base A" 5| JLJ M o =]
File Edit Miew Favaorites  Toaols  Help |ﬁ
GBack + = - () e | Qsearch [GfFavorites lfMedia 4 | By & 7
Address @ https:/{192.0.2.5/UBA] ~| @G |Links »

HiPath 4000 Assistant

Base Administration
=

a%  |Unix Base Administration 7 A om
LAN Configuration Type Address Status [

LAN Cards Etheret | 170202244158 | 553

Hosts ;

Ok

Routes —

Alias Hosts E

Firewall ;

WAN Configuration

Address Manadgement

Dievice Pools LAN Card P Hi

FPF Links SEE TIRRESIES

System Administration Address: [i7o 4202 fzae 158

batefime Netmask |55 255 255 Jize

Shut Dowen

S Broadeast  [179 |J202 [J244 f2ss

fl ity caneel |

€] Done |_|_|T2|_|a Internet y

Activate the UBA as soon as UnixWare has been restarted and all UnixWare services have been
started and select the 'Routes’ menu item. Click the 'New Route’ icon (above right in the right-

hand frame). Select the 'Default’ check box, enter the gateway value you received from the sys-
tem administrator and enter '3’ under 'Metric’. Normally, you do not have to enter a value for 'Net-
mask’. If in doubt, consult your system administrator; click ’Add’ for the route, wait until it appears
in the table and then restart UnixWare.

A31003-G9330-1100-18-7620, 09/2024
4 OpenScape CAP V3, Common Application Platform, Service Documentation



Connecting HiPath 4000 with a Server PC
Configuring the HiPath 4000 software
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HiPath 4000 Assistant

Base Administration

o
A% Unix Base Administration il
LAN Configuration
R Destination Gateway Metrrask hettic [ |
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OHE
Routes
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Firewall
VAN Configuration
Address Managernent
Diewice Pools
HIRELI Route Properties
System Administration
Date/Time ¥ Default
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Gateway: |1?9 .IQD? .|244 .|25.-1
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Firewall settings

The following steps must be performed once LAN configuration has been started for SL200 with
the options 'LAN Cards’ and 'Routes’ and UnixWare has been restarted:

1.

o > 0D

Select the 'Firewall’ option under 'LAN Configuration’. After a few seconds the firewall set-
tings appear in the right-hand frame.

'Host’ is set by default in the 'New Firewall Entry’ field. Click the ’Address’ option.
Enter the IP address of the computer you want to use to access the CA4000.
You may only select the option ’ADP’ in the ’Access’ field here.

Click the ’Add’ button.
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6. After a few seconds, a new line appears in the Host / Net table on top in the right-hand
frame.

7. If you have to configure additional workstations, click the 'New Firewall Entry’ icon on the
upper right and repeat steps 2-6 for each additional workstation. A host should be available
for use with CA4000 as soon as it has been added to the list.

/3 <Assistant > - Unix Base Administration - Base Administration - Microsoft Internet Explorer i

File Edit “iew Favorites Tools  Help

‘= Back = = - @ at | @Search [#] Favarites @Media {3 | L'%v ==

Address [€] https:jj192.0.2.5/UBAf

HiPath 4000 Assistant

Base Administration

A% Unix Base Administration 0 % A om o
LAN Configuration Host! Met Metmask H-LAM ADP FPP O |
LAN Cards 179.202 244 237
Hosts
OiklS
Routes
Alias Hosts
Firewall
WWAN Configuration
Address Management Firewall Entry Properties
Device Pools
PP Links HUSth&‘-l
System Administration ~General
Date/Time ) arme: I
Shut Down
TETF Server * fddrece |1 74 .IQDZ _|244 -IQST
-ACCess
LA ¥ ADF [1PPPR
145 i e
&1 I_I_E |4 Internet v
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B.2.2 Configuring the connection to the WAML board

Before the WAML board is configured, the Atlantic LAN must be properly configured and con-
nected to the WAML board over a LAN cable.

The AMO LANC can be used to configure the WAML board for LAN communication. A maximum
of four WAML boards can be configured in a HiPath system.

B.3 Connecting the CAP PC to HiPath 4000

The procedure includes the attachment of the connection cable and the execution of a ping on
the HiPath 4000 Perform the following steps:

1. Connect an RJ45 cable to the adapter card at the back of the CTI server.
2. Connect the other end of the RJ45 cable to the hub C/SL200/WAML card in HiPath 4000.

3. Send a ping to the IP address of the HiPath 4000. Enter the following character string at
the input prompt:

ping 192.0.2.3 (for a connection to the Atlantic LAN)

4. Ifthe connection is successful, you receive a reply from HiPath 4000. Otherwise, check the
connections and repeat the ping. If the problem persists, replace the cable and repeat the

ping.

B.3.1 Configuring the ACL connection

The system will not work properly until OpenScape CAP and HiPath 4000 are specially config-
ured, that is, certain specific parameters must be set.

HiPath parameterization is performed with the help of MML command batches (AMOs).

If multiple gateways are configured for the same HiPath system, separate ACL-C application pa-
rameters must be configured for this in HiPath 4000.

The following steps must be performed for every installation:

1. Set the maximum number of ACL-C applications
AMO: DIMSU
Parameter: ECCS:

2. Set the maximum number of monitored devices
AMO: DIMSU (DIMensioning of features, Switching Unit)
Parameter: ACDMONID, number of monitored ID groups (for example, ACD agents - ACD-
G only).
Maximum number of monitored devices permitted. The application is prevented from set-
ting more than the maximum number of monitored devices.
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3. Set the call processing timer
AMO: CTIME, customer-specific CP timer, switching unit
Administration of the call processing timer evaluated by the "MakeCall" event.

4. Configuration of the physical ports for TCP/IP data communication
AMO: CPTP, communication parameter for TCP/IP connection
Type: DPCON

5. Set the interface parameters (transport address)
AMO: CPTP, communication parameter for TCP/IP connection
Type: APPL

6. Configuration of ACL Manager parameters
AMO: ACMSM, ACL Manager communication parameters
TYPE=ACLAPPL

7. Configuration of parameters for sub-applications
AMO: XAPPL, DP application ACL

8. AMO application administration
AMO: APC

Certain parameters set with AMOs must be identical to the values set in the OpenScape CAP
configuration.

In particular, these are:

Password (ACMSM)
Block size for transmission/receipt (ACMSM)
IP address of the gateway (CPTP)
Generated ACL-C events (XAPPL)
ID of the sub-application (XAPPL)
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Connecting HPPC with HP4K via CAP / Anbindung HPPC an HP4K iiber CAP HiPath 4000
CPTP: ACMSM: XAPPL:
TYP=DVAVERB MODUL=AI v APPLNU=<AA
NUM=<XX1> APPLNU==pA> — | Sl
DVAPROZ=<APPLNAME=> APPLTYP=ACLAPPL T
IPNUM=192.02.<2Z> —

A

MSGBASED=IA
3 Monitored events defined
LOCPORT=102 ZUGANG=CB in sub applications
ERREOR PASSWD=CSTAGW
.LOCTSAP=ACM(50+N> PAKETE=JA
» FARTSAP= <50+N> MAXSBYTE=1020
BRXE BT L1030 CTYPE=SUBAFPFL
CAP Connectivity Il APPLNU=<AA>
Adapter 2
IZZ=25 -29 | IN: PBX Link Number I ADDEVT=ACCOUNTS
ASSIGN&AGENT&
| M: Subappl. number I BLOCKED&BUSY&
ABANDON&QUEUED&
NIC: HEFG:Souver REDIRECT&CONF&
Atlantic LAN " CONSULT&DIAL&
192.0.2.<ZZ> Connectivity Adapter EXT&HOLD&IDLE&
LOGON&RING&
Call Bridge ACL € = CSTA RINGBACK&RCGDISC&
i RCGSEL&TALK
NIC: CSTA 3 APP
Customer LAN XAPPL:
aaa.bbb.cee.ddd | P=1040,1042,1043,1044 . CTYPE=MONCB
| * APPLNU==AA>
I P: Port number || GLOBAL=RCG
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B.3.2 HiPath 4000 configuration batch for the CA

The configuration batch for HiPath 4000 contains three parameters that are important for com-
munication with the CAP CA server:

? IP address of the CAP CA server PC
»  PBX Link Number
> PBX Sub Appl Number

IP address of the CAP CA server PC

If everything is set correctly, the appropriate IP address is entered here. However, this has cur-
rently no value in conjunction with CA. It is only used if HiPath 4000 were to set up the TCP/IP
connection autonomously.

PBX Link Number

This must match in the CA configuration and in the AMO CPTP:APPL. The crucial parameter in
the AMO is the ACM number and the APPL number. It is composed of the default value "50"
plus the PBX link number (ACM 50 + PBX link number; APPL 50 + PBX link number).

Example: PBX link number = 5 >>> ACM55;APPL55;

PBX Sub Appl Number

This must match in the CA configuration and in the AMO XAPPL. The crucial parameter in the
AMO is the sub-application number "Dxx".

Example: PBX sub appl number = 25 >>> D25

Only sub app number in the range of D17 and D32 are allowed to configure to be able
to monitor the devices.
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B.3.2.1 HiPath 4000 batch for CA4000
ADD-CPTP:DPCON, 55, "CAPCONN1", "<IP-CA4000-PC>";

ADD-CPTP:APPL, 55, "CAP1", "CAPCONN1", "CAPAPP1",YES,102,102, "ACM55", "APPL55";
/%

ADD-XAPPL:55, "CAPAPP1", "CAP1", ,Y;

CHANGE-XAPPL: SUBAPPL, 55, D25, ALL;

CHANGE-XAPPL :MONCB, 55, D25, RCG, ;

/*

ADD-ACMSM: , 55, ACLAPPL, "CAPAPP1", "CAP1", "CAPCONN1",CB, "CSTAGW",Y,1020,1020;
/*

/* Signaling time setting (here 15 seconds) for

/* "MakeCall" at the call-initiating extension for analog

/* terminals

CHANGE-CTIME: TYPESWU=CP1, ECCSSUPV=15;

/*

/* EXEC-UPDAT:BP,ALL;

/* EXEC-UPDAT:Al,ALL

/* EXEC-REST:SYSTEM, RELOAD;
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B.3.2.2 Configuring a HiPath 4000 terminal for XML Phone Service

To use XML Phone Service, at least one name key must be free on a terminal. If not, the AMO
TAPRO can be used to change the function of a key.

Example:
CHANGE-TAPRO: STNO=<extension>, TD<key number_ xx>=NAME;

CHANGE-TAPRO: STNO=27486, TDO7=NAME;

Use the AMO ZIEL to configure an OpenScape CAP XML Phone Service as a "non voice" ap-
plication.

Example:
ADD-ZIEL:TYPE=NAME, SRCNO=<extension>, KYNO=xx, DESTNON=C13999xx;
ADD-ZIEL:TYPE=NAME, SRCNO=27486, KYNO=07 , DESTNON=C1399907;

The URL that was previously associated with the preconfigured button is assigned to the device
in the CAP Management GUI.

Additional settings in HiPath 4000

The "Repdail Pause Timer" in the "Switching Unit" must be set to the lowest value possible. Use
the AMO CTIME for this.

Example:

CHANGE-CTIME: TYPESWU=CP2, REPAUSE=1;
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B.4 HiPath / OpenScape 4000 with AP Emergency

This documentation is not intended to cover the AP Emergency feature from HiPath 4000 view
in detail (including HW components and SW settings necessary on HiPath 4000 level).

Only a high level description of the functional differences between a HiPath 4000 switch with
and without AP Emergency configuration will be provided here. For deeper information, please
refer to the very elaborate description in the HiPath 4000 Service Documentation (Complex
Solutions - IPDA & APE).

B.4.1 HiPath / OpenScape 4000 w/o AP Emergency

The HiPath 4000 V1.0 IPDA (IP Distributed Architecture) feature allowed for distributing Access
Points (frames for HiPath 4000 standard subscriber line modules) across an IP network. Sub-
scriber lines connected to these Access Points are treated as if they were connected directly to
the HiPath 4000 server (as usual before). The same holds for the administration of all of the
components distributed via IP: there is a common system view with the HiPath 4000 server tak-
en as entry point.
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In case of failure of some of the components involved (e.g. failure of HiPath 4000 server, prob-
lems in the IP network), up to now it was no longer possible to operate devices connected to
remote Access Points (the available workaround based on a modem connection between
HiPath 4000 server and access point via PSTN will not be addressed here).
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B.4.2 Improvement by AP Emergency

The AP Emergency feature releases with HiPath 4000 V2.0 is meant to help improving the re-
stricted reachability due to component failure as described above.

The intention is to guarantee local reachability of devices connected to the AP shelf after failure
of the HiPath 4000 server or the IP network as far as possible (i.e. subscribers connected to the
same AP shelf can talk to each other, but can’t talk to subscribers connected to a server host

shelf / a non-AP shelf).

A31003-G9330-1100-18-7620, 09/2024
14 OpenScape CAP V3, Common Application Platform, Service Documentation



Connecting HiPath 4000 with a Server PC
HiPath / OpenScape 4000 with AP Emergency

HiPath 4000 AP Emergency configuration

> HiPath 4000 server with IP distributed Access Points as well as HW/SW components
required for APE specifically
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HiPath / OpenScape 4000 with AP Emergency

HiPath 4000 server failure

> devices connected locally (i.e. to shelves within the HIPath 4000 server) are no longer
reachable.

> Access Points will survive the failure as any AP is able to reach its assigned CC-AP.
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Connecting HiPath 4000 with a Server PC
HiPath / OpenScape 4000 with AP Emergency

(Total or partial) WAN failure

Only those Access Points will survive that
> still can reach their assigned CC-AP (AP20, AP21, AP40 in the example) or
> are directly connected to the HiPath 4000 server (AP17 in the example).

Remaining Access Points will experience a total failure (AP19, AP41 in the example).
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Glossary

Glossary

A

ACD

See Automatic Call Distribution.

ACD Group
A group of ACD agents that are responsible for processing specific calls (for example, calls
to call centers, to credit agencies or to airline booking agencies). See also Automatic Call
Distribution.

Agent
A customer service employee who initiates or receives customer calls over an agent work-
station.

Agent workstation
A workstation with a telephone connected to the HiPath 4000 system and a terminal con-
nected to the LAN.

ANI

See Automatic Number Identification.

Answer Call
A service that answers a calling device (for example, when a call is parked) and then con-
nects the party on hold.

Application Supplier
A company that supplies application programs that run in the LAN environment where
HiPath 4000 is connected.

AP

Access Point - frame to hold standard HiPath / OpenScape 4000 subscriber line modules.
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Glossary

AP Emergency (APE)
Access Point Emergency (see Section B.4, "HiPath / OpenScape 4000 with AP Emergen-
cy").

API

See Application Program Interface.

Application Connectivity Link (ACL)
See Connectivity Adapter HiPath 4000 Application Connectivity Link.

Application Program Interface (API)

The software used by the LAN to permit HiPath 4000 to perform certain telephony func-
tions (for example, set up or transfer calls).

Automated Outbound Dialing

A feature that lets an agent set up a call to a customer over a telephony application.

Automatic Call Distribution (ACD)

A system feature for the efficient distribution of large volumes of incoming calls received
over specially configured lines.

Automatic Number Identification (ANI)

Afeature available in the digital telephone network that enables HiPath 4000 users to iden-
tify external callers. ANI provides agents connected to HiPath 4000 with information on the
caller and allows them to prepare themselves better for the call.

C

Call

All connections between two or more users, for example, a connection between an incom-
ing trunk and an extension or between two or more extensions.

Call Center

A customer service center that is contacted by telephone. Call center staff often use termi-
nals to access information databases.
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Glossary

Call Handling Services
Services that let the agent issue requests, such as Make Call, Clear Connection, Consul-
tation Call, Transfer Call, and Answer Call over the telephony application.

CC-AP

Common Control Access Point - Specific HiPath / OpenScape 4000 hardware in Access
Points to take care of local survivability for devices connected to the AP shelf (in case of
failure of the HiPath / OpenScape 4000 server or the IP network).

Clear Connection

A service that clears down a call at a particular device.

Connectivity Adapter HiPath 4000 Application Connectivity Link
A synchronous bidirectional communication connection with which HiPath 4000 is con-
nected to the LAN over the telephony server.

Connectivity Adapter HiPath 4000
A Unify product that can be used to integrate a HiPath 4000 system in various LAN envi-
ronments.

Computer Supported Telephony Application (CSTA)
A standard developed by the ECMA (European Computer Manufacturers Association) for
connecting computers to telephone systems.

Computer Telephony Integration (CTI)
An interface used by applications in the LAN to operate and monitor telephony functions in
HiPath 4000.

Consultation Call

(1) Consultation connection (a connection where the user places the other party on hold in
order to obtain information from a third party). (2) A service that lets a user place a call on
soft hold at a device and set up a new call with the same device.

Coordinated Voice and Data Transfer

A feature that transfers voice and data simultaneously when transferring a call from one
agent to another.
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CSTA
See Computer Supported Telephony Application.

CSTA Link

A connection used to connect the HiPath 4000 to the telephony server.

CTI

See Computer Telephony Integration.

D

Dialed Number Identification Service (DNIS)
A customer network service in which the telephony application displays data specific to the
station number dialed on the agent workstation.

DLS

Deployment and Licensing Server.

E

Enhanced Business Statistics
A feature that lets the application evaluate event stream data from the HiPath 4000 and
generate caller statistics.

Event Stream

Information on calls that are generated by the HiPath 4000 system and forwarded to the
telephony application. This information is used by the telephony application to determine
agent availability and to support features, such as Intelligent Answering and Coordinated
Voice and Data Transfer.

Intelligent Answering

Afeature that causes the telephony application to display transaction or customer-specific
data on the agent’s monitor when this agent initiates or receives a call.
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Glossary

IPDA

IP Distributed Architecture - HiPath / OpenScape 4000 architecture which allows for Ac-
cess Points to be distributed via an IP network; they need not be directly connected to the
HiPath 4000 server any more.

ISA
Industry Standard Architecture.

L

Local Area Network (LAN)

A communication network with multiple servers and workstations within a geographically
confined area.

Make Call

A communication connection from one extension to another.

N

Network Interface Card (NIC)

A board connected to the telephony server and used to exchange data over a network.

P

Performance Data
Diagnostic data saved in a buffer and used to evaluate system performance on the basis
of traffic data recorded during a specific period of time.

Port

An interface or access point on a computer or on another data terminal.

Profile

A group of parameter values that can be used to customize the software. The password
used to access the system can be set, for example.
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Glossary

S

SCC

Service Call Control

SCI

Session Control Interface

T

TCP/IP

See Transmission Control Protocol/Internet Protocol.

Telephony Application
An application program that is executed in a LAN and executes - either directly or indirectly
- telephony functions, such as station number dialing, call pickup and transfer or the pro-
cessing of voice and data connections.

Trace Data
Diagnostic data saved in a buffer and used to trace back messages exchanged between
HiPath 4000 and the LAN.

Traffic Data
Diagnostic data saved in a buffer documenting the number of messages exchanged be-
tween HiPath 4000 and the LAN within a specific time frame.

Transfer Call

A service that can be used to transfer a held call to another extension in the CBX.

Transmission Control Protocol/Internet Protocol (TCP/IP)

A network protocol that facilitates communication between computers with different hard-
ware architectures and operating systems over interconnected networks.
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