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Overview
Prerequisites

1 Overview

1.1 Prerequisites

The Integrated Phone Software Management (IPSM) application can be used
to update the new OpenScape DeskPhone CP device family which is delivered
with SIP software only.

If there is no Deployment Service (DLS) available on site, the IPSM application
can be used to perform so called cross software update from SIP to HFA.
After the subscriber is configured on OpenScape 4000 RMX (for example over
Configuration Management), the device can be started and connected to the
network.

In case of installation of unconfigured device ("fresh" installation), the user is
asked to configure its own IP, DLS IP (in this case the Assistant CLAN IP for
IPSM connection) and subscriber number. Optionally: DHCP can be used to
provide IP and DLS/IPSM IP address.

As soon as the IPSM (DLS) IP is configured or changed, the phone device

will contact the Assistant IPSM application to check whether it has the correct
loadware type (SIP or HFA) and version depending on the RMX configuration.
If not, the appropriate loadware is automatically deployed to the device from the
IPSM image store.

In any case, the device must provide its subscriber number to IPSM for correct
device identification. The subscriber number will be checked against the RMX
configuration.

* Configured CPXXX HFA phones in RMX (AMO SBCSU)

» Assistant Configuration Management synchronous (Upload in Assistant
done, status SYNCHRONOUS)

* Connectivity:

— from phone device to Assistant Customer LAN (CLAN): TCP port 18443
— from Assistant CLAN to phone device: TCP/HTTP port 8085
— from phone device to Platform Portal IP: TCP/HTTPS 443
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Configuration
Update Service (IPSM/DLS) IP address

2 Configuration

Complete configuration consists of following steps:

» Update Service (IPSM/DLS) IP address

» Switch on IP Phones Software Management
* Connect the CPXXX device into network

» Cross update of the loadware in IPSM GUI

2.1 Update Service (IPSM/DLS) IP address

As a first step, the Assistant CLAN IP has to be configured into the phone
device.

You can perform it either:

1) Via DHCP (page 8) or
2) Manually (after device boot, page 9)

+ Via Web Base Management of the device
* Directly on the device

2.1.1 Set DHCP for sending IPSM IP to devices

Activate vendor encapsulation option and set it to send IPSM IP address.
The vendor encapsulated options consist of:

» hexadecimal value for the option number (for instance, 01),
+ the length of the value (for instance, 07) and
+ the value itself (for instance, 53:69:65:6D:65:6E:73)

NOTICE: The #options can be written in separate lines.

NOTICE: The last #option must be terminated with ";".

Example of the configuration (exact parameters depend on used DHCP server):

/factivation of OPTION 43

: sdlp://18.82.25.5:18443) /fIP of IPSM in HEX

32 :'52:35:2&:55:3a:31:53:34:34:3ﬂ]

Figure 1: Example of the DHCP configuration

NOTICE: The DHCP service might need to be restarted after
the configuration change.
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Configuration
Switch on IP Phones Software Management

2.1.2 Set IPSM IP manually

1) After the device boot, set the IPSM IP via Assistant Integrated Phone
Software Management. (Figure 7)

Device Status Loadware Overview Preferred Loadware

0 new loadware updates

Extension Device type Loadwaretype  Loadware version 1P address. MAC address Last contacted Status

+ s Openscape Desi Prone CP700X e ViRs10 1014028189 001arbcf 5602

Figure 2: Assistant Integrated Phone Software Management

2.2 Switch on IP Phones Software Management

NOTICE: The IP Phones Software Management application is
switched off by default.

1) On the Assistant start page, go to Base Administration --> Application
control.

2) Select the "IP Phones Software Management" checkbox and press the
"Submit" button (Figure 3).

Application Control This page allows you to enable or disable application
If you want to use a disabled application, click the checkbox and press the Submit button.
CMI Phone Book You can submit more than two applications in one step, except for PM in relation to COL and RepGen
Collecting Agent Itis recommended to disable applications that are not in use in order to improve the overall performance.

Configuration Management

1P Phones Software Management

Iptrace

() J-HPT Tool

() Performance Management
[ Real Time Diagnosis System
[ Report Generator
SNMP/SMTP Service

Test Simulation Key Activity

m “ Copyright () 2021 Unify Software and Solutions GmbH & Co. KG 2021. All Rights Reserved.

Manufactured by Unify Software and Solutions GmbH & Co. KG.

Figure 3: Application Control
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Configuration
Connect the CPXXX device into network

3) The IPSM application will appear in the Software Management folder (Figure
4).

NOTICE: You might need to refresh the Assistant
Launchpad to be able to see the IPSM after its enabling in
Application Control.

Figure 4: IPSM application in Software Management folder
4) To access the IPSM GUI (Figure 5), click the IPSM icon.

Device Status Loadware Overview Preferred Loadware

0 new loadware updates

nnnnnnnnnnnnn type Loadwaretype  Loadware version 1P address MAC address. Last contacted Status

Figure 5: IPSM GUI

2.3 Connect the CPXXX device into network

NOTICE: During the phone startup you may enter the extension
number of the configured station (SBCSU) for IPSM recognition
and automatic software deployment/configuration. Do NOT use
its E.164 number.

2.3.1 IPSM IP via DHCP

1) After the device boot, set the terminal number when requested by the
phone (Figure 6).
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Configuration
Cross update of the loadware in IPSM GUI

PHONE-O/

Figure 6: Enter the terminal number on the device

2.3.2 IPSM IP manually

1) After the device boot, set the IPSM IP either via Web Base Management
(Figure 7) or directly on the phone.

Loadwaretype  Loadwareversion [P addre s MAC address. Last contacted Status

Figure 7: Web Base Management
2) Set the terminal number on the device (Figure 8).

PHONE-O7

Figure 8: Enter the terminal number on the device

2.4 Cross update of the loadware in IPSM GUI

The cross update of the loadware runs as follows:

P31003-H34A0-M105-02-76A9, 07/2024
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Configuration

Factory configuration SIP --> SIP configuration allowing the cross update --> the
highest HFA loadware

1) The cross update of the loadware will start automatically. The progress is
displayed in the "Status" column of the IPSM GUI (Figure 9).

2) When the process is finished (Figure 10), the device should be able to make
a call.

Figure 9: Cross update finished
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Device Status tab
History expansion tab

3 Device Status tab

On the Device Status tab (Figure 11), you can:

» See the new changed records since your last visit (marked with the orange
rectangle).

» See the overview of all devices which contacted IPSM (marked with the
green rectangle).

» See the high level progress of LW deployment (Status column; marked with
the purple rectangle).

» Search for a specific device using filters (marked with the blue rectangle).

Device Status Loadware Overview Preferred Loadware

0 new loadware updates

Extension Device Tondwars type __ Loadwarsversion 1P address WAC address Cast contacted Status
ype B

Figure 10: Device Status tab

3.1 History expansion tab

For each device, the history of main actions, like LW deployment or failed
actions, is stored. The history can be displayed by clicking on the plus sign at
the beginning of each row (Figure 12).

The history of the individual devices is mapped by their MAC address because
the rest of the configuration parameters can be changed. Information is
obtained from Logging Management and ten newest records will be shown at
maximum.

0 new loadware updates

Extension Device type Loadware type Loadware version  IP address MAC address Last contacted Status

Cross updated to HFA
+] 1020 OpenScape Desk Phane CP200  SIP VIR170 10.82.19.207 00:12:e8:76:98:7b kS e
2017-06-02 11:53:06
Cross updated to HFA
—1 1000 OpensScape Desk Phone CP200 HFA V1R040 10.82.19.208 00:12:687699:e2 2017-08.09 12:07:52 bl s
2017.08-09 1207:15
09:30:06 Automtically deplaying LW File CP200_S1P_V1_R2_5_0.img into a device with parametrs => MAC=00: 1ae8:.76:9%-¢a | EXT=1035 | IP=10.8219.208.
092637 Automtically deploying LW File CP200_HFA_V1_R0_4_0.mg into a device with parametrs => M €8:76:99:€3 | EXT=1090 | IP=10.82.19.208,

09:23:15 Automatically deploying LW File CP200_SIP_V1_R2_5_0.img into a device with parametrs =»
09:19:47
09:16:26

09:13:00 Automatically deploying LW File CP200_HFA_V1_R0_4_0.img into a

09:09:09 Automatically deploying LW File CP200_SIP_V1_R2_5_0.img into a device w EXT=1035 | IP=10.82.19.208.

Figure 11: History expansion tab

3.2 Automatic loadware update

10

By default, the IPSM executes only the cross-update (HFA to SIP/ SIP to HFA

update, see Chapter 2, "Cross update of the loadware in IPSM GUI"). With the
Automatic loadware update option, an update within the same variants (HFA to
HFA or SIP to SIP) can be also performed. This update will be executed during
the start-up of the phone device.

IPSM will update the device LW version to the preferred LW version. You can
choose which version you prefer in the Preferred Loadware tab.

The Automatic loadware update feature is disabled by default. To enable it:

P31003-H34A0-M105-02-76A9, 07/2024
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Device Status tab
IPSM Data Houskeeping

1) Click on the Settings icon (Figure 13).

Figure 12: Settings icon

2) Select the Automatic loadware update checkbox and confirm your choice
by clicking on the OK button (Figure 14).

Settings

Automatic loadware update o I

Maximum retention period of DB records (days) 30

Figure 13: Automatic loadware update checkbox

When this feature is activated, all devices will be updated with the highest (or
preferred) loadware version. This will cause the reboot of these devices!

3.3 IPSM Data Houskeeping

Due to maintaining the optimal used space requirements, the IPSM checks
once per day the age of each record in the IPSM table. The retention period
is set to 30 day by default. Therefore, every record older than that will be
removed.

NOTICE: The retention period is configurable via the Settings
option in IPSM GUI (Figure 15). The minimum value is 10 days.

Settings

Automatic loadware update o

Maximum retention period of DB records (days) 30

Figure 14: Configuration of retention period
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Loadware Overview tab

4 Loadware Overview tab

12

On the Loadware Overview tab (Figure 16), you can:

» Upload or delete loadware for individual devices.
» See the information about loadware (Preferred loadware, Type, Version,
Upload date/time).

NOTICE: For the update of a device, the loadware with highest
version is preferred.

Device Status Loadware Overview Preferred Loadvware
* Upload Loadware

eeeeeeee

Figure 15: Loadware Overview tab

Selected elements of the Loadware Overview tab (Figure 17):

» Upload loadware button (marked with orange rectangle): allows you to
browse to the loadware file and upload it.

* Pin Icon (marked with green rectangle): indicates the loadware which is
preferred for update of the given device.

NOTICE: By default, the preferred loadware for the update
of the device is loadware with the highest version.

» Bold highlighted loadware (marked with purple rectangle): indicates which
loadware is preferred for update of the given device.

NOTICE: If there is no Pin icon present, a default loadware
is used for the given device.

P31003-H34A0-M105-02-76A9, 07/2024
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Loadware Overview tab

* Device Status | Loadware Overview Preferred Loadware

i Upload Loadwarel

Fllename Sultable for Type Verslon

OpenScape Desk Phone CP400

OpenScape Desk Phone CPG00
P_600_E_HFA_N1_R6_3_0.img Openscape Desk Phone CPGO0E HFA ¥1R6.3.0

OpenScape Desk Phone CP700
Openscape Desk Phone CP700X

OpenScape Desk Phone CP200
OpenScape Desk Phone CP205

CP20X_HFA V1_R6_3 0.img HFA ViR6.3.0
OpenScape Desk Phone CP400
OpenScape Desk Phone CPG00

CP_400_HFA_V1_R6_3_0.img Openscape Desk Phone CPE00E HFA V1RE.3.0
OpenScape Desk Phone CP700
OpenScape Desk Phone CP700X

Openscape Desk Phone CP400
OpenScape Desk Phone CP600
CP_700_X_HFA V1_R6_3 0.img OpenScape Desk Phone CPG00E HFA ViR6.3.0
OpenScape Desk Phone CP700
OpenScape Desk Phone CP700X

Figure 16: Selected elements of the Loadware Overview tab
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Preferred Loadware tab

5 Preferred Loadware tab

14

On the Preferred Loadware tab, you can (Figure 18):

» See or choose the preferred loadware for different devices and protocols
(HFA/SIP).

Preferred Loadware is used for automatic loadware deployment.

NOTICE: By default, the preferred loadware for the update of
the device is loadware with the highest version.

Device Status Loadware Querview Preferred Loadware

Figure 17: Preferred Loadware tab

If other than the default loadware is chosen, this will be marked on the
Loadware tab with a Pin icon (Figure 19).

CP200_HFA_V1_RO_4 0.img IDpenScape Desk Phone CPZDHFA

Figure 18: Preferred loadware marked with Pin

New loadware upload

*  When the default loadware is set as preferred, the newly uploaded highest
version will be used as a preferred loadware for the given device.

*  When the user sets as a preferred loadware other than the default one,
this loadware will be marked with Pin and will remain as the preferred
loadware for the given device regardless of the upload of the highest
version.

Backup and Restore of the system

The settings in Preferred Loadware tab are part of the HBR/CDB backup.

If the backup contains the configuration but the loadware is not present, it is set
to default during the system restore.

NOTICE: Loadware files are not a part of the backup.
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6 Troubleshooting

6.1 Logging

6.2 Tracing

Troubleshooting
Logging

The IPSM actions are recorded in Logging Management. You can get the
overview of all IPSM activities using "IPSM" in the Application filter box (Figure

20).

Today ~ Blank -

2678 /5996 (00:05)

@ Caneel

o %% Event Platform Customer Switch ID Application User Category Description
ERIEEEI o o o ] | || | I ] | |
+ 2022.03.03 0000029 Activity 10140275 sys5 RMX MPCID nslsyst@iocalhost USER_LOGON Famos opened to RMX
+ 20220303 0000032 Activity 10140275 sys5 RMX MPCID nslsyst USER_LOGON Provided access to RMX vith TS ‘0550
+ 20220303 0000032 Acthity 10.140.275 sys5 RMX MPCID nslsysi@iocalhost INFORMATION DISP-ANUM:
+ 20220303 0000032 Acthity 10.140.275 sys5 RMX MPCID nslsysi@iocalhost INFORMATION ANUM H500: A ANUM STARTED
+ 20220303 0000035 Acthity 10.140.275 sys5 RMX MPCID nslsysi@iocalhost INFORMATION ANUM DISPLAY COMPLETED:
+ 20220303 0000035 Activiy 10140275 sys5 RMX MPCID nsl-syst@iocalnost USER_LOGOFF Famos connection to RNX closed
+ 20220303 00:00322  Activiy 10140275 sys5 RMX MPCID nsl-sysi@iocalnost USER_LOGON Famos opened to RMX
+ 20220303 00:00322  Activiy 10140275 sys5 RMX MPCID nshsyst USER_LOGON Provided access to RMX with TSN 0551
+ 20220303 0000325 Activiy 10140275 sys5 RMX MPCID ns-syst@iocalnost INFORMATION REG-APESU
+ 20220303 0000:325  Activity 10140275 sys5 RMX MPCID nsl-syst@localnost INFORMATION APESU HS00: AMO APESU STARTEDIocalnostAPESU
H500: AMO APESU
+ 20220303 0000:327  Acthity 10.140.275 sys5 RMX MPCID nslsysi@iocalhost INFORMATION APESU REGENERATE COMPLETED;
+ 20220303 0000:327  Activity 10140275 sys5 RMX MPCID nslsyst@iocalhost INFORMATION REG-UCSU

Figure 19: Trace Download: Components

First == < mgz > = Las

The IPSM traces are integrated in the Trace Download tool (Assistant Start

page --> Diagnostics --> Trace Download).

There are two ways how to access the IPSM traces:

1) Profiles tab: select the checkboxes "Service Applications" and "Software

Update" (Figure 21).

Profiles Select application Iogfiles which you want to download:

COMPONENTS
AER =
Ashispa =

Asime

aPe
& 65 Repot Generator BATCH
Basic User Management (BUM) =

Com

SNMP_CONFIG =

Figure 20: Trace Download: Profiles

P31003-H34A0-M105-02-76A9, 07/2024
OpenScape 4000, Integrated Phone Software Management, Administrator Documentation

55H Remote Connection (rcon) =

15



Troubleshooting

16

2) Components tab: select the checkbox "IPSM_" (Figure 22).

Profiles Select application logfiles which you want to download.

COMPONENTS
Components
AR =

£~ SNMP/SMITP Configurator
& £ Performance Management
& £3Report Generator BATCH =

Application Control =

Basic User Management (BUM) =

ComWin =

Performance Management i=

Process Management = RDS =

RMX Permanent Logs = Reboot problems =
Registration Service 1= Report Generator =
SNMP_CONFIG = SSH Remote Connection (rcon) =

Figure 21: Trace Download: Components
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