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Overview

1 Overview

NOTICE: Please be aware that from OpenScape Assistant
V8 on, the SPE Administration is performed via the Gateway
Manager.

In Gateway Manager --> Signalling and Payload Encryption(SPE) tab
sheet on OpenScape 4000 Assistant it is possible to set APN SecureTrace
PassPhrase (Access Point Network) and MEK (Master Encryption Key):

» SecureTrace Passphrase can be regarded as the customer owned key
for activating the SecureTrace and should not be retrievable by the service
personal.

+ APN MEK is used to encrypt signaling data for IPDA (Internet Protocol
Distributed Architecture) between the Host System and AP shelves.

Certificate validation

MEK distribution is performed only on boards with the correct web server
certificate activated. The certificate is validated during SSL initialization.With
the SPE SSL Certificate Management dialog it is possible to administrate SPE
SSL Root Certificate and SPE SSL Certificate.

Information about web server certificate administration can be found in
document OpenScape 4000 Assistant/Manager V8 Access Management in
chapter Cetrtificates for this Web Server.

Distribution of certificates to IP boards using SPE SSL Certificate
Management dialog is described in chapter below.

If the correct web server certificate is not activated, a warning message about
the security risk is displayed. The warning message also gives information on
how to correct the issue. Additional MEK distribution is then possible without
certificate validation.

Validation of certificate is based on three conditions; in order for the certificate to
be valid, all of the following conditions must be true:

» certificate is signed by a valid certification authority
» certificate date is valid
* name of security certificate must match the name of the site.

A31003-H34A0-M108-02-76A9, 08/2024

OpenScape 4000 Assistant, Signalling Payload Encryption, Administrator Documentation



SPE SSL Certificate Management
SPE Root Certificate

2 SPE SSL Certificate Management

The SPE SSL Certificate Management comprises features for administering
SSL security certificates for Signalling and Payload Encryption feature (SPE).
The SPE SSL Certificate Management features provide tools for generation
of SPE SSL Root Certificate (CA) and for generation of PKCS#12 certificate
suitable for SPE feature which is signed by root certificate.

Before you can generate a new SPE Certificate, an SPE Root Certificate must
exist.

For this the following features are available in Assistant's start page entry
Signaling and Payload Encryption as sub menu items:

* SPE Root Certificate
» SPE Certificate

Related Topic
Signalling and Payload Encryption

2.1 SPE Root Certificate

The feature SPE Root Certificate allows you to create your own root certificate
which is used to sign all SPE SSL Certificates generated by SPE Certificate
feature. An already created SPE Root Certificate can be downloaded directly
via GUI of the application.

The aim of this feature is to have all SPE certificates within a HiPath 4000/
OpenScape 4000 network signed by just one common root certificate (CA).

A Root Certificate is a special type of self signed certificate. The difference
between self signed certificate and root certificate is that when applying a self
signed certificates you need to specify the server name, whereas in the case of
the root certificate you need to specify a name for the root certificate (CA). The
name of the root certificate does not refer to a specific server.

Open the 'SPE SSL Certificate Management' dialog (for the SPE Root
Certificate)

In the Assistant start page select:

» Expert Mode -> Signaling and Payload Encryption -> SPE Root
Certificate.

The SPE SSL Certificate Management dialog for the SPE Root Certificate
opens.

Depending on whether an SPE Root Certificate exists or not, different
contents are displayed in the SPE SSL Certificate Management dialog:

— SPE Root Certificate does not exist yet: If no root certificate has been
created yet, the empty root certificate dialog will open.

— SPE Root Certificate already exists: If a root certificate has already been
created for this server, the data of the existing certificate will be displayed
together with a corresponding note in the root certificate dialog in the
browser. It is possible do download root certificate.
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SPE SSL Certificate Management

Creating a New SPE Root Certificate

1) If no SPE Root Certificate is created yet, the SPE SSL Certificate
Management dialog with empty fields is displayed:

You can create a self signed root certificate.
The following characters are not allowed: "& == +

Name of Certificate Authority I ]*

Mail Address
Organizational Unit
Organization
Location

State

Country

Algorithm ® rsa O ECDSA
Signature Algorithm SHA-256 W | *
Key Length 2048 bits W |*

Elliptic Curve

Validity 1 Year W

Password for Private Key * .

Password Confirmation = (@)

* Input iz mandatory

Copyright (C) 2021 Unify Software and Solutions GmbH & Co. KG 2021. All Rights Reserved.
Manufactured by Unify Softwane and Selutions GmbH & Co. KG.

* Enter all required data.

Mandatory fields are flagged with a red asterisk (*). The following
characters are not allowed in the entry fields: " & <> + as well as
accented and special characters.

To get additional context information related the individual entry fields:
Click on the ? icon to the right of each entry field.

The context-specific information related to the respective field is
displayed as a tooltip in the browser.
* Click the Continue button.
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2.2 SPE Certificate

SPE SSL Certificate Management
SPE Certificate

2) If an SPE Root Certificate was already created an overview of the certificate
data is displayed in the SPE SSL Certificate Management dialog:

« Click the New Root Certificate button in certificate overview.

A new dialog screen (such as in case 1.) opens. The data of the existing
root certificate are displayed in the entry fields and can be taken over for
the new SPE Root Certificate, if desired.

— Enter all required data.

Mandatory fields are flagged with a red asterisk (*). The following
characters are not allowed in the entry fields: " & <> + as well as
accented and special characters.

To get additional context information related the individual entry fields:
Click on the ? icon to the right of each entry field. The context-specific
information related to the respective field is displayed as a tooltip in
the browser.

— Click the Continue button.

WARNING:

If you create a new SPE Root Certificate although a root certificate
already exists for this server, the existing SPE Root Certificate will be
overwritten.

Displaying/downloading the new created SPE Root Certificate

The data of the new created SPE Root Certificate are displayed. In this case
you can download the root certificate:

» Click the link SPE Root Certificate.

Related Topics
SPE SSL Certificate Management
SPE Certificate

The SPE Certificate feature provides the method of creating a new SPE
Certificate and having it signed by SPE Root Certificate. Certificate created by
this feature is always signed by the SPE Root Certificate created in SPE Root
Certificate feature (see SPE Root Certificate on page 7).

Open the SPE SSL Certificate Management dialog (for the SPE Certificate)
In the Assistant start page select:

+ Expert Mode -> Signaling and Payload Encryption -> SPE Certificate.
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SPE SSL Certificate Management

The SPE SSL Certificate Management dialog for the SPE Certificate
opens.

Depending on whether a SPE Certificate or an SPE Root Certificate exists or
not, different contents are displayed in the SPE SSL Certificate Management
dialog:

— SPE Cetrtificate does not exist yet: If no root certificate has been created
yet, the empty root certificate dialog will open.

— SPE Certificate already exists: If a certificate has already been created
for this server, the data of the existing certificate will be displayed
together with a corresponding note in the certificate dialog in the browser.
It is possible do download root certificate.

— SPE Root Certificate does not exist yet: If no root certificate has been
created yet, you are informed to create an SPE Root Certificate first (see
page 8 Creating a New SPE Root Certificate).

Creating a New SPE Certificate

1)

2)

3)

If no SPE Certificate is created yet, the SPE SSL Certificate Management
dialog with empty fields is displayed:

» Enter all required data.

Mandatory fields are flagged with a red asterisk (*). The following characters

are not allowed in the entry fields: " & < > + as well as accented and special
characters.

To get additional context information related the individual entry fields: Click
on the ? icon to the right of each entry field.

The context-specific information related to the respective field is displayed as
a tooltip in the browser.

* Click the Continue button.
If an SPE Certificate was already created, an overview of the certificate data
is displayed in the SPE SSL Certificate Management dialog:
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Server
Common Name
Country
Organization
Organizational Unit
Mail Address
Validity Info
Version of Certificate
Type of Certificate
Senal Number of Certificate
Signature Algorithm
Start of Validity
End of Validity
Issuing CA
Country
Organization
Organizational Unit
Mame of CA
Mail Address
Encryption Information
Encryption Algorithm
Key Length

SPE SSL Certificate Management

SPECertificate

jan.duda.ext@unify.com

3 (0x2)

Server Certificate signed by CA
01

sha256WithRSAEncryption
Jun 29 11:24:54 2015 GMT
Jun 28 11:24:54 2016 GMT

SPERocotCertificate
jan.duda.ext@unify.com

rsaEncryption
2043 bit

MD5 Fingerprint

SHA1 Fingerprint | 08:92:5B:E8:D3:AA'E5:67:3E:51:76:3E:69:EA:34:8E:9C:44:63:C

» Click the New SPE Certificate button in certificate overview.

A new dialog screen (such as in case 1.) opens. The data of the existing root
certificate - if one exists - are displayed in the entry fields and can be taken
over for the new SPE Certificate.

Enter all required data.

Mandatory fields are flagged with a red asterisk (*). The following characters
are not allowed in the entry fields: " & < > + as well as accented and special
characters.

To get additional context information related the individual entry fields: Click
on the ? icon to the right of each entry field. The context-specific information

related to the respective field is displayed as a tooltip in the browser.
Click the Continue button.

If you create a new SPE Certificate although a certificate already exists for
this server, the existing SPE Certificate will be overwritten.
Displaying/downloading the newly created SPE Certificate

The data of the new created SPE Crtificate are displayed. In this case you can
download the certificate:

» Click the link SPE Certificate.

Related Topics
SPE SSL Certificate Management
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SPE SSL Certificate Management

SPE Root Certificate
Signalling and Payload Encryption
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Signalling and Payload Encryption

3 Signalling and Payload Encryption

The Signalling and Payload Encryption (SPE) tab sheet allows you to
administrate pass phrase distribution both for AP shelves and HHS.

Signalling and Payload Encryption is available under:

A

w
B

Assistant -> Expert Mode -> Gateway Manager -> SPE tab sheet

H; : ; :36 Ra Filter by type:
; . . : Filter by status:
Distribute Keys Distribute Keys Distribute Keys Secure Trace Distribution
Manually Immediately Periodically Passphrase History Special filters:
PEN Type RMX Status Last Update MEK
+ IP address Functionality Result

v 1-17 UC2AP17SOFTGATE (017)

5 1-17-6 Integrated SoftGate (Simplex)
10.140.9.17

The following features are available on this page:

Update and distribute a SecureTrace passphrase

You can distribute a passphrase for all IP boards using button 'Secure Trace
Passphrase'.

Configure manual MEK distribution

Manual distribution is performed per selected boards and is handled
asynchronously. You can configure the manual distribution of the APN MEK
per board using 'Distribute Keys Manually' button.

Manual distribution will start updating AP shelf with the MEK. If updating an
AP shelf fails, then it will continue with updating the HHS with the MEK.

In this case you will be informed that manual distribution is completed with
errors and you will be advised to update the AP shelf with the MEK manually
from the native web based interface of the Gateway.

Immediate MEK distribution

You can start random generated MEK distribution to all boards using button
'Distribute Keys Immediately'.

Configure automatic MEK distribution

You can configure the schedule of the automatic distribution of the APN MEK
using 'Distribute Keys Automatically'.

Related Topic
SPE SSL Certificate Management
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