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OpenScape Voice System Overview
OpenScape Voice Administration and Configuration — About this Documentation

1 OpenScape Voice System Overview

OpenScape Voice is a native SIP real-time IP system designed to provide
enterprises with a robust service creation and delivery infrastructure. Scalable
to as many as 100,000 users per two active redundant servers, and a virtually
unlimited number of users in a large network, OpenScape Voice can be
deployed and managed as a world-class, lowest power consuming data center
solution. Not only does it provide enterprise class communications functionality;
it also reduces the associated CO2 footprint of the enterprise.

OpenScape Voice creates technology choices that allow customers to
implement communication strategies at their own pace (e.g. voice and video
communications). It is designed to provide architectural strength to such a
framework through its scalability, resiliency, adherence to open standards,
manageability and its ability to function powerfully as an IT / Data Center based
communications solution.

1.1 OpenScape Voice Administration and Configuration — About this

Documentation

18

The documentation at hand describes the administration, configuration,
functionality and usage of the OpenScape Voice system. A number of elements
in the user interface are user- and application-specific and therefore only visible
if the appropriate application is installed.

Prerequisites for the Target User (Administrator)

Adequate administrator access rights are required to perform administrative
tasks within the OpenScape Voice system. Please refer to the corresponding
sections about user profiles and access rights for more information.

Target Audience for this Documentation

This documentation addresses administrators who configure and manage a
communications network with OpenScape products. For making full use of the
information provided in this documentation we assume the following knowledge:

* Knowledge of the general working method of communications systems.
» Knowledge of terms used in the environment of communications systems.

* Practical knowledge of how to configure and manage communications
systems.

Practical Hints on Working with the User Interface

* Mandatory fields are highlighted in bold type in the user interface of the
OpenScape Voice Assistant.

* Unless explicitly specified otherwise, only valid ASCII characters (a-z, A-
Z, 0-9, and underscores) must be used when entering names and other
attributes of OpenScape Voice-managed entities. Do not use special
characters or spaces.

* A powerful, configurable Search and Filtering functionality provides for
quick, focused search and retrieval of specific information. For details,
please refer to the Search and Filter Functionality section.
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OpenScape Voice System Overview
OpenScape Voice System Components

» Office Codes can be longer than 9 digits (up to 14 digits).
» The Destination Code Table can be provisioned with a range of codes.
+ The Code Restriction Service accepts the wildcard "".

Support of IPv6 in OpenScape Voice Environments

OpenScape Voice supports IPv6 on the SIP client interface. IPV6 networks

in mixed configurations (IPV4 parts and IPV6 parts) are supported by the
OpenScape Voice Assistant. The OpenScape Voice Assistant itself is deploying
IPV4 presently. The OpenScape Voice Assistant is able to administer IPV6
addresses (128 bits) in the OpenScape Voice switch and DLS (DIsAPI).

1.2 OpenScape Voice System Components

OpenScape Voice is a carrier-class softswitch that is scalable from 300 to
100,000 users per system. When networked, the number of subscribers is
virtually limitless. The system runs on highly reliable, fault-tolerant servers
using SUSE Linux Enterprise Server Operating System. The core protocol of
OpenScape Voice is IETF Session Initiation Protocol (SIP).

In addition to industry-standard SIP, OpenScape Voice supports SIP-Q (QSIG
over SIP) for interfacing to legacy PBX systems for example, OpenScape 4000.

Hardware for OpenScape Voice
The following servers can be used as computing nodes for V10 OpenScape

Voice:

* Lenovo SR-530 for new deployments
* Lenovo x3550 M5 for existing deployments
» Fujitsu RX200 S7 for existing deployments

Software for OpenScape Voice

Among other functions, this software controls call processing, signaling, and
cluster operation in redundant systems.

Tools for System Administration and Provisioning

» Graphical User Interface for Common Management Platform and
integrated applications, including:

— OpenScape Voice Assistant

— OpenScape Voice Media Server

— OpenScape UC Application

— OpenScape SBC

— OpenScape Branch

— Deployment and Licensing Service (DLS) for managing SIP endpoints

+ Command Line Interface (CLI) for system administration and provisioning

Applications
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Unify applications such as OpenScape Xpressions, OpenScape Contact
Center, and OpenScape UC Application provide such functionality as unified
messaging, computer-telephony integration, and call center support.

Supported Devices

Hard Phones

» OpenScape Desk CP telephones (Models 100, 200, 205, 400, 600, 600E,
700, 700X)

» Limited support for SIP-compliant third-party devices
* Cordless IP handset, base station and server software

Soft Clients

* OpenScape Desktop Client Personal Edition
* OpenScape Web Client
* OpenScape Desktop Web Embedded Edition

Analog Adapters

» HiPath AP 1120 - 2 ports (Does not support SRTP)
* Mediatrix 4102 - 2 ports

* Mediatrix 4104 - 4 ports

* Mediatrix 4108 - 8 ports

* Mediatrix 4116 - 16 ports

* Mediatrix 4124 - 24 ports

SIP Gateways - for Access to the PSTN and other TDM Networks

Gateways

» OpenScape 4000
* OpenScape Branch appliance OSB 550 / 550 HA

Other Network Devices

¢ Session Border Controllers

- OpenScape SBC
- Acme Packet SBCs

NOTICE: The OpenScape Branch products include
integrated SBCs, so they do not require the use of an
external SBC.

* OpenScape Media Server

NOTICE: Hardware recommendations for the OpenScape
Media Server are specified in the section Media Servers
Supported By OpenScape Voice.
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Figure 1: OpenScape Voice Main Components

1.3 OpenScape Voice Deployment Models

OpenScape Voice can be deployed either as a Single Server or as a Dual-
Node (Redundant) installation for highest reliability, integrated or functionally
distributed architectures, single site, or geographically separated installations.
It is scalable from a few hundred to 100,000 users per single system, and a
virtually unlimited number of users per network. By ensuring that all functions
and applications maintain constant, unrestricted availability, OpenScape Voice
provides a new level of quality in IP communications.

OpenScape Voice Configuration Options

Integrated Simplex

In the integrated simplex deployment model, the OpenScape Voice Assistant
administration application, OpenScape Media Server, Deployment Licence
Service (DLS), Common Management Platform (CMP), and OpenScape UC
Application are all installed on a single server.

» This configuration can support up to 5000 OpenScape Voice subscribers if
OpenScape UC Application is not activated. The subsequent table shows
the measured mix of users for the supported hardware platforms when the
OpenScape UC Application is activated. The formula assumptions (footnoted
in the subsequent table) are:

BHCA per user is 5
CSTA originated calling (ringback tone) is 18 seconds
Call duration (time the average call is connected) is 180 seconds

* In redundant (offboard) configurations, the customer has the option of
installing any of the support applications (Assistant, Media Server, DLS,
CMP) on separate servers. OpenScape UC Application is ALWAYS installed
on a separate server.

» For customers demanding maximum system availability, configurations
based on a Duplex System (two redundant nodes) are recommended. On
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a simplex system, service-related actions like upgrades will incur an outage
(system downtime).

Standard Duplex

In the Standard Duplex deployment model, the OpenScape Voice system
runs on two servers, with all supporting applications (CMP, Assistant, Media
Server, and DLS) installed on external servers. The two OpenScape Voice
nodes can be co-located or geographically separated. The standard duplex
configuration can support up to 100,000 subscribers under certain traffic and
feature configurations.

The overall application capacity of the system can scale upwards by installing
multiple application servers of each type. An overview of application server
performance limits is shown in the subsequent table. Numerous configuration
options exist for each of these applications. The reader should consult product-
specific documents for more detailed and up-to-date product limits.

Table 1: Application Server Performance Limits

Application Server Example Performance Limit
Type
OpenScape UC 2 quad- FSC RX 300 5000 subscribers
Application core S3
CMP / OpenScape 1 dual-core |[FSC TX 150 20,000 subscribers
VoiceAssistant S5
2 quad- FSC RX 300 100,000 subscribers
core S3
OpenScape Media 1 dual-core |[FSC RX 300 150 channels (G.711)
Server S3 or 52 channels
(G.729)
Xpressions 1 dual-core |[FSC TX 150 4000 subscribers 60
S5 voice mail channels
(G.711)

Standard Duplex Large

The Standard Duplex Large extends the capacity of the Standard Duplex
deployment with an added capacity of max 200,000 DNs provisioned in the
database. However, the limit of maximum 100,000 registered subscribers and
therefore the call model remains the same as the Standard Duplex deployment.
The additional provisioned DNs are useful in a large DLS mobility setup, where
a virtual device along with a real device need to be provisioned per subscriber,
but only one at a time can be registered to the OSV.

Redundant (Node-Separated) Configurations

The OpenScape Voice node redundancy can be deployed in the following ways:

» Geographically co-located cluster nodes

» Geographically separated cluster nodes, where the interconnect link is a
layer-3 connection (recommended)

» Geographically separated with the cluster nodes in the same VLANs/subnets
with the interconnect link served by a layer-2 connection
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Other Configuration Options

Common Management Platform (CMP)

The Common Management Platform is a browser-based application that gives
the administrator network status and administrative access to many of the
components of the of the OpenScape Voicesolution. It provides access to the
following components:

» OpenScape Voice Assistant: A unified graphical administration tool,
OpenScape Voice Assistant runs under (as part of) the CMP and provides
for the administration of OpenScape Voiceusing a standard web browser.
On Integrated systems the Assistant software is installed and runs on the
OpenScape Voice server itself. On Standard (non-Integrated) systems the
Assistant software is installed on a separate Linux server.

In a cluster environment, the Assistant runs active-active, with instances on
both nodes of the duplex system. The active instances of OpenScape Voice
Assistant maintain database synchronization of administration updates to the
master OpenScape Voice database.

* OpenScape Media Server: On Integrated systems (under 5000 lines only)
the software is installed and runs on the OpenScape Voice server itself. On
Standard (non-Integrated) systems the software is installed on a separate
Linux server. Note that the actual number of users a single OpenScape
Media Server can support depends upon the installation type (internal or
external) and the feature usage options chosen by the customer.

» OpenScape Deployment Service (DLS): DLS is a Java-based application
with a browser-based user interface that is used to configure and manage
Gateways, Soft clients, and SIP telephones connected to the OpenScape
Voicesystem. On Integrated systems the Assistant software is installed and
runs on the OpenScape Voice server itself. On Standard (non-Integrated)
systems the software is installed on a separate Linux server.

* OpenScape UC Application is an advanced unified communication
application which can provide voice mail, conferencing, mobility, and
presence service for OpenScape Voice subscribers. On Integrated systems
the Assistant software is installed and runs on the OpenScape Voice server
itself. On Standard (non-Integrated) systems the Assistant software is
installed on a separate Linux server.

1.4 OpenScape Voice Hardware Architecture

The OpenScape Voice Hardware includes the servers that can be used as
computing nodes for OpenScape Voice, and the Ethernet switch.

Computing Nodes

The following servers can be used as computing nodes for V10 OpenScape
Voice:

* Lenovo SR-530 for new deployments
» Lenovo x3550 M5 for existing deployments

A31003-H80A0-F100-16-7618, 07/2024
Feature Description, Feature Description 23



OpenScape Voice System Overview

» Fujitsu RX200 S7 for existing deployments
Ethernet Switch
Ethernet Switch Requirements

The Ethernet switch provides RJ-45 copper 10/100 Fast Ethernet paths for
system management, control, transfer of call detail record files, and database
maintenance and mirroring. Two Gigabit copper ports and two fiber ports deliver
two active uplinks for greater throughput and two redundant uplinks.

» Single-node integrated OpenScape Voice system: One VLAN-capable with
at least four ports on the OpenScape Voice side and gratuitous ARP support.
If the customer premises has a dual subnet LAN configuration, two LAN
switches can be used.

* Redundant OpenScape Voice system: Two VLAN-capable with two high-
speed links, at least seven ports on the OpenScape Voice side, and
gratuitous ARP support.

» Geographically separated node configuration: Two LAN switches for each
node.

1.4.1 OpenScape Voice Hardware — IBM x3550 M3 Server

The IBM x3550 M3 can be used as the computing node in both the redundant
configurations and the simplex configuration. The X3550 M3 is housed in a
rack-mountable enclosure.

IBM x3550 M3 Product Attributes

* Processor: Two 2.66 GHz 6-core Intel Xeon 5650 processors

*  Memory: 8 GB of Double Data Rate 3 (DDR3) memory

* Hard Disk Drives: Two 300 GB hot-swappable HDDs in RAID 1
» CD/DVD drive

» Disk controller: Internal on-board RAID controller

» Ethernet interfaces:

— For a single-node OpenScape Voice server: Four 100/1000BT ports
(three are used). One Dual port Gigabit Ethernet daughter card provides
two ports in addition to the two system board ports.

— For aredundant OpenScape Voice server: Eight 100/1000BT ports. One
Dual port Gigabit Ethernet daughter card and one Quad port Gigabit
Ethernet PCI card provide six ports in addition to the two system board
ports.

* Remote Supervision: One Intel Management Module with optional Virtual

Media Key (VMK)

» USB 2.0 Ports: 4 (2 front, 2 rear)
» Power supply: Two hot-swappable AC power supplies. DC power is optional.
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1.4.2 OpenScape Voice Hardware — IBM x3550 M4 Server

The IBM x3550 M4 can be used as the computing node in both the redundant
configurations and the simplex configuration. The X3550 M4 is housed in a
rack-mountable enclosure.

IBM x3550 M4 Product Attributes

* Processor: Two 2.00 GHz 6-Core Intel Xeon E5-2620 CPUs

*  Memory: 32 GB of Double Data Rate 3 (DDR3) memory

* Hard Disk Drives: Two 300 GB hot-swappable HDDs in RAID 1
+ CD/DVD drive

» Disk controller: Internal on-board RAID controller

» Ethernet interfaces:

— For a single-node OpenScape Voice server: Four 100/1000BT ports
(three are used). One Dual port Gigabit Ethernet daughter card provides
two ports in addition to the two system board ports.

— For a redundant OpenScape Voice server: Eight 100/1000BT ports. One
Dual port Gigabit Ethernet daughter card and one Quad port Gigabit
Ethernet PCI card provide six ports in addition to the two system board
ports.

* Remote Supervision: One Intel Management Module with optional Virtual
Media Key (VMK)

» Universal Serial Bus (USB) ports: Six (two at the front, four at the back)
» Power supply: Two hot-swappable AC power supplies. DC power is optional.

1.4.3 OpenScape Voice Hardware - FTS Primergy RX200 S6 Server

The OpenScape Voice hardware platform runs on highly reliable, fault-tolerant
computing nodes (servers). In addition to the servers themselves, Ethernet
switches are required. Redundant configurations can be geographically co-
located or geographically separated, depending on the system size and the
enterprise’s needs.

The Fujitsu Technology Solutions (FTS) PRIMERGY RX200 S6 server is used
as the computing node in both of the redundant configurations and the simplex
configuration. The OpenScape Voice redundant system consists of two FTS
RX200 S6 servers.

Housed within a rack-mountable enclosure, the FTS RX200 server is equipped
for OpenScape Voice as follows:

* Processor: Two 2.66 GHz 6-Core Intel Xeon X5650 processors
*  Memory: 12 GB of Double Data Rate 3 (DDR3) memory

» Hard disk drives: Two 300 GB hot-swappable HDDs in RAID1

+ CD/DVD drive

» Disk controller: Internal on-board RAID controller
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Ethernet interfaces

1) For a single-node OpenScape Voice server: Four 1000PT Cu Ip ports
(three are used). One Dual port Gigabit Ethernet PCI card provides two
ports in addition to the two system board ports

2) For a redundant OpenScape Voice server: Eight 100/1000BT ports. One
Dual Port Gigabit Ethernet PCI card and one Quad ports Gigabit Ethernet
PCI card providing six ports in addition to the two system board ports

» Universal Serial Bus (USB) ports: Six (three at the front, three at the back)
* Remote supervision: One Integrated Remote Management Controller (iRMC)
» Power supply: Two hot-swappable 110/220 AC power supplies

1.4.4 OpenScape Voice Hardware - FTS Primergy RX200 S7 Server

The OpenScape Voice hardware platform runs on highly reliable, fault-tolerant
computing nodes (servers). In addition to the servers themselves, Ethernet
switches are required. Redundant configurations can be geographically co-
located or geographically separated, depending on the system size and the
enterprise’s needs.

The Fujitsu Technology Solutions (FTS) PRIMERGY RX200 S7 Server is used
as the computing node in both of the redundant configurations and the simplex
configuration. The OpenScape Voice redundant system consists of two FTS
RX200 S7 servers.

Housed within a rack-mountable enclosure, the FTS RX200 S7 server is
equipped for OpenScape Voice as follows:

*  Processor: Two 2.00 GHz 6-Core Intel Xeon E5-2620 CPUs
*  Memory: 32 GB of Double Data Rate 3 (DDR3) memory

» Hard disk drives: Two 300 GB hot-swappable HDDs in RAID1
+ CD/DVD drive

» Disk controller: Internal on-board RAID controller

» Ethernet interfaces

1) For a single-node OpenScape Voice server: Four 1000PT Cu Ip ports
(three are used). One Dual port Gigabit Ethernet PCI card provides two
ports in addition to the two system board ports

2) For a redundant OpenScape Voice server: Eight 100/1000BT ports. One
Dual Port Gigabit Ethernet PCI card and one Quad ports Gigabit Ethernet
PCI card providing six ports in addition to the two system board ports

» Universal Serial Bus (USB) ports: Five (two at the front, three at the back)
* Remote supervision: One Integrated Remote Management Controller (iRMC)
» Power supply: Two hot-swappable 110/220 AC power supplies

1.5 OpenScape Voice Software Architecture

26

The OpenScape Voice platform uses third-party, open platform software
including the operating system, signaling stacks, and database products. The
OpenScape Voice software uses modular Linux packaging.

OpenScape Voice Software Components
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» Platform elements, which include the operating system, PRIMECLUSTER,
RTP middleware, and OpenScape Voice middleware functions

+ Call control and processing elements, which include the universal call engine
(UCE), signaling managers, and Service Logic Execution Environment
(SLEE) services

» Support for SIP, SIP-Q, CSTA, and MGCP (for Media Servers) signaling
protocols

» Address translation and routing

* QoS control for IP bearer traffic

Element and network management interfaces, sometimes known as
operation, administration, maintenance, and provisioning (OAM&P)

The figure below shows the OpenScape Voice software components.
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Figure 2: OpenScape Voice Software components
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1.5.1 OpenScape Voice Software — Platform Components

28

The OpenScape Voice software platform combines platform elements, call
processing elements, and support for applicable signaling protocols and
endpoint types. Of particular importance are the following:

Linux Operating System

PRIMECLUSTER

SolidTech Database

RTP Middleware

OpenScape Voice Middleware

Resilient Telco Platform (RTP): This middleware provides message
communication between processes and manages message queues to
provide location transparency and data resiliency. In redundant systems, the
RTP also supports the operation of the two partner nodes.

Universal Call Engine (UCE): This key call processing component provides
a secure, generic interface to set up and release calls through the system.
It provides common logic to all signaling managers to route calls through
the OpenScape Voice server. Refer to the OpenScape Voice Software
Architecture - Call Control section of the present documentation for details
about UCE.

Network Element Management: Provides the capability to perform OAM&P
tasks by deploying user-oriented application components for provisioning,
management, and service. Refer to the corresponding sections of the
present documentation for details about Network Element Management and
about the Ul Management Tools used by OpenScape Voice.

The subsequent figure shows the OpenScape Voice platform components.
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Mode 1 Mode 2

OpenScape Voice OpenScape Voice
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Single System Image
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OpenScape Voice uses the SuSe LINUX Enterprise Server 12 (SLES-12)
operating system.

PRIMECLUSTER does the following:

« Links individual nodes into a cluster

» Provides information about cluster membership and the status of each
member node

A single-node system is cluster-ready, which means that the PRIMECLUSTER
software is installed, although not used.

OpenScape Voice uses the SolidTech database, which is a shared-nothing
database with data replication between the two nodes. The two SolidTech
databases run in hot-standby mode, where changes are written to the primary
database only, then replicated by the database to other node. Data can be read
from both nodes.

For data writes, the OpenScape Voice applications attach to the primary
database, which may be located on its own node or (in a redundant
configuration) on its partner node. When changes are made to the primary
database, they are automatically replicated to the secondary database and only
committed when both databases are updated.

In case of a node failure, the application may lose the primary database
connection. Controlled by the RTP watchdog, the secondary database becomes
the primary, the applications connect to the new primary database, and normal
operation resumes.
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The RTP (Resilient Telco Platform) is a distributed computing and fault-tolerant
platform that is the underlying middleware for OpenScape Voice. The use of a
distributed architecture provides redundancy at the computing element level
and at the process level.

The RTP is a distributed computing and fault-tolerant platform that is the
underlying middleware for OpenScape Voice. The use of a distributed
architecture provides redundancy at the computing element level and at the
process level.

The RTP provides services that implement applications with location
transparency and data resiliency, as follows:

* Location transparency is achieved by using a logical naming mechanism
for the redundant process instances, which is referred to as aliasing. Each
process instance may have an alias that acts as a redundant instance. The
configuration of aliases includes active-standby and active-active. Alias
members may be in the same node or in the partner node.

» Data resiliency ensures that data is stored and replicated such that if a
process fails, the data is still available. Upon failure of a process, data is
stored in such a way that it remains available when the process is restarted.
Upon failure of one node, data is available to the processes in the other
node.

Network element management uses these mechanisms to monitor the
OpenScape Voice application processes such as the UCE, signaling
managers, connection control manager, routing manager, AAA manager, and
usage collection. When any process becomes unavailable, network element
management is informed, then generates the appropriate critical alarms. It is
also informed when a process becomes available, so that the corresponding
alarms can be cleared.

In addition to the RTP Middleware components, the OpenScape Voice software
provides the following middleware functions:

Component |Description

Real-time The real-time trace is used for debugging purposes.

trace It is used to create event files that track the execution
behavior, at different severity levels, of selected RTP and
OpenScape Voice processes. Refer also to the OpenScape
Voice Service Manual: Volume 5, Diagnostic Tools: Real-
Time Trace, RapidStat, Call Trace.

TCP/TLS/ Each node has multiple IP addresses for load distribution
UDP (TTUD) |and resiliency reasons. The (TTUD) dispatcher provides
dispatcher these multiple communication channels to the external IP
network.

OPLOG OpenScape Voice software uses this component to store
non-alarmed events in different log files. Logged events are
counted and may generate threshold crossing alarms if too
many log events are reported within 5 or 15 minutes.
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1.5.2 OpenScape Voice Software Architecture — Call Control

Call control provides the core call processing center. It incorporates call
processing components including the UCE, signaling managers, and call control
services dynamically loaded into the UCE.

Universal Call Engine

Service Layer

Signaling Managers (SIP, SIP-Q, CSTA, Connection Control Manager)
SIP Signaling Manager

SIP-Q Signaling Manager

CSTA Signaling Manager

Connection Control Manager

SLEE Services

Real-Time Data Management

Call Resource Auditing

The key component of the OpenScape Voice call processing function is the

protocol-independent UCE, which contains the generic switching functions of
OpenScape Voice. It provides the following:

» A secure, generic interface to set up and release calls through the system
»  Common logic to all signaling managers to route calls through the system

A large number of APIs provided to the UCE are crucial to OpenScape Voice
programmability and the ability to interoperate with standards-based equipment.

Authentlcatlon Digit
Authorization Translation and

OpenScape Voice Application

Figure 3: UCE Interfaces

RTP Accounting Routing (XLA)
PRIMECLUSTER
Linue Universal Call Engine
SIP — MGCP MGCP S )=
SIP-Q Signaling H |ncoming [ Outgoing Signaling SIP-Q
CSTA Manager Connection Connection Manager CSTA
Control Control
Manager Manager

Component Description
Incoming This component executes the originating (inbound) call logic
transaction on the A-side.

segment (ITS)
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Component Description

Outgoing This component executes the terminating (outbound) call logic
transaction on the B-side.

segment

(OTS)

Associator This component preserves the overall call topology and

segment (AS) maintains the relationship between each ITS and OTS
involved in a single call.

Central This component brokers messages among the ITS, OTS, and
distributor AS.
module

The UCE interacts with the service layer, signaling managers, and connection
control manager.

Service Layer

Universal Call Engine

:

SIP
SIP-Q

CSTA[?

ol

Signaling
Manager

MGCP
Incoming
Connection
Control
Manager

MGCP
Qutgoing
Connection
Control
Manager

Signaling
Manager

SIP
SIP-Q
CSTA

provided

MGCP |

MGCF’|

authorization, and accounting (AAA) services

the resources allocated to that call

various signaling managers

routing

The following are the main functions of the service layer:

Managing access and user/subscriber related resources
Managing call admission control by ensuring that enough bandwidth is

Providing access to digit translation and routing (XLA)
Selecting the outgoing signaling manager based on the results from call

Generating CDRs by means of the usage collection function
Coordinating the connection and release of physical and logical switching

Authenticating subscribers prior to call setup by means of the authentication,
Matching of the subscribed capabilities of the users involved in each call with

Enabling mediation between call signaling through communication with

resources and the switching of connections by using the connection control

manager
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» Coordinating features and supplementary services that are dynamically
loaded into the UCE

The following are the main functions of the signaling managers:
» Handling all protocol functionality, such as:

Message encoding and decoding
Protocol state event processing
Protocol conformance checks
Protocol specific timers
* Interfacing with the signaling stacks where appropriate

» Adapting the external protocol messages to the common secure, normalized
interface defined by the UCE

* Receiving and sending maintenance- and administration-related protocol
messages

» Interacting with the OpenScape Voice maintenance functions

The SIP signaling manager transports message traffic between SIP endpoints
and the UCE. It communicates with SIP endpoints through TCP (default), TLS
or UDP connections, and does the following:

» Converts call control messages between SIP, SDP, and UCE formats
* Manages SIP sessions

Registration processing is controlled by a separate process, known as the SIP
registrar, that handles REGISTER requests and responses.

NOTICE:

SDP transparency enables the SIP signaling manager to forward
the received SDP data to the second leg of the call without any
modification in the parameters. Refer to the Feature Description
section of the present documentation for more information.

The SIP-Q signaling manager is an integral part of the SIP signaling manager,
and is considered a trunking interface. It translates QSIG protocol that is
tunneled in a QSIG multipurpose Internet mail extensions (MIME) format, then
interworks it with SIP endpoints, local voice mail equipment, media servers,
and other SIP-Q destinations. It supports a robust QSIG feature set and
supplementary services.

The SIP-Q signaling manager can also act as a tandem node in the network. It
communicates with other signaling managers via the UCE. Supported transport
types include TCP (default) and TLS over TCP.

The CSTA signaling manager transports and handles CSTA message traffic
between CTI applications and the UCE. It communicates with the relevant
application through TCP (default) or TLS over TCP connections, managing a
CSTA session and converting call control messages between CSTA and UCE
formats.
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The connection control manager oversees creation and deletion of the

media connections associated with a call. It supports the media servers
associated with the system, and communicates directly with the UCE over UDP
connections; a signaling manager is not required.

Because the OpenScape Voice servers and its media servers can be
geographically separated, a control protocol is required between them that
permits OpenScape Voice to make and break a connection in the media
gateways. The connection control manager implements these protocols and
shields the UCE from the details.

The Services Logic Execution Environment (SLEE), also known as the
OpenScape Voice services framework, is a collection of application
programming interfaces (APIs) within the UCE. SLEE services can be
categorized as follows:

¢ Network- vs. Nodal-Based

A service with execution logic that spans more than one network node is
considered a network-based service. CSTA and CCBS/NR are examples
of these.
A service with execution logic that is confined entirely within a single
network node is considered a nodal-based service. Call transfer is an
example of this.

» Call-Related vs. Non-Call-Related

A service with execution logic that is a part of a specific call is considered
a call related service. OpenScape Voice-based call forwarding is an
example of this.

A service with execution logic that is not confined to any specific call is
considered a non-call related service. The latter is less frequent than call-
related services. Message waiting indication is an example of this.

The execution of native services is influenced by UCE events passed between
the UCE components. These events can be observed, modified, or discarded to
provide specific behavior modifications to basic call services. Services beyond
basic call run under the control of the UCE'’s feature segment (FS) component.

OpenScape Voice supports memory-based data management for real-time data
access. It also supports dynamic data synchronization between nodes. This
provides swift recovery response times when node failover occurs.

OpenScape Voice audits call resources. Audits are performed on a
configurable, regular basis to ensure proper OpenScape Voice operation.

1.5.3 OpenScape Voice Software Architecture — Endpoint Support

34

OpenScape Voice provides support for SIP, MGCP, and analog endpoints.
SIP Endpoints
MGCP Endpoints

Analog Endpoints
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OpenScape Voice supports SIP endpoints, including SIP telephones, the
OpenScape UC Application Personal Edition, and third-party SIP endpoints.

OpenScape Voice supports the media server as an MGCP endpoint and it uses
the media gateway control protocol (MGCP), which is an IP-based signaling
protocol.

An analog endpoint, such as an analog telephone or fax machine, is physically
connected to a SIP analog adapter.

OpenScape Voice supports connections to analog endpoints by contacting the
SIP analog adapter directly.

1.5.4 OpenScape Voice Software Architecture — Signaling Protocols

OpenScape Voice supports the processing and interactions of the following
signaling protocols:

+ SIP
+ SIP-Q
+ CSTA

+ MGCP
+ QSIG

1.5.5 OpenScape Voice Software Architecture — Address Translation and
Routing

Address translation is the process of interpreting incoming digits and
determining the appropriate destination or feature.

Internet Protocol Version 6 (IPv6) Support

Other Characteristics

OpenScape Voice is a combined SIP back-to-back user agent and SIP registrar.
It provides alias translation; dynamic endpoint registration and unregistration;
call routing; and call admission control.

The OpenScape Voice SIP registrar supports dynamic and static (permanent)
alias registrations, and performs alias translation to resolve aliases to an IP
transport address, when it receives a call request from the endpoint. If another
server manages the endpoint, the aliases are translated into the call signaling
transport address of the far-end server.

As a back-to-back user agent, OpenScape Voice remains as part of the
signaling path for the entire duration of the call, so it can provide features and
services for the entire life of the call. However, the actual media streams (voice,
data, and video) do not pass through the OpenScape Voice server, but are
negotiated and routed directly between the endpoints.
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SIP endpoints can be manually programmed with the IP address or FQDN of
the OpenScape Voice registrar, or they can automatically obtain the address via
a DHCP or DNS server which has been configured with this information.

NOTICE:

Refer to the specific Feature descriptions in the present
documentation for more information about address translation
and routing features.

Internet Protocol version 6 (IPv6) is a network layer IP standard (RF 2460),
which follows IPv4 as the second version of the Internet Protocol.

The main advantage of IPv6 is the increase in the number of addresses
available for networked devices

¢ The IPv4 uses 32-bit addresses, which allows about 2232 = 4.3 billion IP
addresses.

« The IPv6 uses 128-bit addresses, which allows about 24128 IP addresses.

IPv6 addresses are typically composed of two logical parts: a 64-bit (sub-)
network prefix, and a 64-bit host part, which is either automatically generated
from the interface's MAC address or assigned sequentially.

IPv6 addresses are represented in the form of eight hexadecimal numbers
divided by colons, for example:

2001:0db8:0000:0000:0000:0000:1428:57ab

To shorten the notation of addresses, leading zeroes in any of the groups can
be omitted, for example:

2001:0db8:0:0:0:0:1428:57ab

Finally, a group of all zeroes, or consecutive groups of all zeroes, can be
substituted by a double colon, for example:

2001:0db8::1428:57ab

NOTICE:

The double colon shortcut can be used only once in the notation
of an IPv6 address.

If there are more groups of all zeroes that are not consecutive,
only one may be substituted by the double colon; the others
would have to be noted as 0.

1.5.6 OpenScape Voice Software Architecture — QoS Control

36

OpenScape Voice assists the administrator in assuring adequate voice quality
of service by providing call admission control (resource reservation) and
enforced codec selection on narrow-bandwidth data links:

» Call admission control rejects new call requests when additional calls might
exceed the bandwidth of the network, jeopardizing the quality of connections
already established.
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» Enforced codec selection permits the administrator to identify IP links with
restricted bandwidth where a narrow-bandwidth codec is the best choice.

1.5.7 OpenScape Voice Software Architecture — Network Element
Management

Network element management provides the capability to operation,
administration, maintenance and provisioning (OAM&P) tasks. OAM&P tasks
are performed by deploying user-oriented application components that provide
the capability to:

Service Management Provisioning

Mass Provisioning

Call Detail Records (CDRs)

Image Installations and Upgrades

Online Patching

Split-Mode Upgrades

Backup and Restore

» Perform service management provisioning through the CLI and OpenScape
Voice Assistant

» Perform mass provisioning

NOTICE:

For detailed information about how to perform mass
provisioning, refer to the OpenScape Voice V10, Interface
Manual: Volume 2, SOAP/XML Subscriber Interface
Provisioning, Administrator Documentation, chapter Import
and Export of SOAP Provisioned Data.

» Generate call detail records (CDRs)

» Perform image installations and upgrades on OpenScape Voice and its
applications

» Implement rolling upgrades on OpenScape Voice

» Implement split-mode upgrades on OpenScape Voice and its applications

* Back up and restore the system

The Common Management Platform, the OpenScape Voice Assistantand
the CLI provide the element management interfaces. Additionally, external
applications can provide the interface to perform network management for
OpenScape Voice and all supported features and applications.
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Figure 4: OpenScape Voice OAM&P Architecture

The CLI and OpenScape Voice Assistantprovide the ability to:

* Provision and view network topology data

» Configure OpenScape Voice for its operational environment
* Analyze measurements and operational statistics

* Monitor alarms, alerts, and traps

These tools also provide the ability to configure other aspects of the system.

Mass Provisioning provides the following:

» Expert-mode CLI commands to populate and configure the OpenScape
Voice databases

+  SOAP mass provisioning commands to simplify the creation of large
numbers of subscribers

OpenScape Voice generates and maintains CDRs for usage collection and
billing purposes. The UCE maintains CDR information in the active call context,
which can follow the call from process to process and, in a redundant system,
from node to node.

At the end of every call, a CDR is generated. However, intermediate CDRs are
also generated once every 30 minutes; CDRs also are generated intermittently
for long-duration calls, such as those that pass over midnight more than
once.The RTP ticket manager handles the individual CDRs.

The CDR handler manages the internal binary billing files through the RTP API,
then makes them available to a billing server. The CDR handler also converts
and formats these internal binary billing files. The completed and formatted
billing files can be transferred from the OpenScape Voice server through FTP
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or SFTP, depending on the file transfer method and the capabilities of the billing
server.

Imaging is an efficient and automated process for installing and upgrading the
OpenScape Voice software and its applications. An image does the following:

* Reduces time required for initial installations and version upgrades

* Reduces manual steps by eliminating individual steps to install each
software component, eliminating the need to raise the installation to the
latest patch level, and eliminating MOPs during installation

» Increases reliability in the installation and upgrade process by automating
the installation

* Provides a common method for installs and upgrades, reducing the number
of procedures that need to be supported

* Provides a common installation method for both supported hardware
platforms

Imaging is supported on each of the OpenScape Voice deployment models, as
described in the Deployment Models section.

Software installation for new OpenScape Voice systems consists of booting/
loading from a DVD and populating site-specific configurations parameters such
as IP addresses.

The DVD contains a complete reference image that facilitates a fast install. An
off-line Install Wizard is provided to create site-specific configuration parameters
beforehand, which are automatically installed during the boot from DVD. The
system can then be configured with subscriber, routing, and translation data to
become ready for service.

During the installation, upgrade, or migration to V10, the hard drive for each
node is divided into two partitions of equal size. These partitions are referred to
as the primary partition and the secondary partition. The partition on which the
running software resides is known as the active partition (which could be either
the primary or secondary partition); the other is known as the fallback partition.
Should the active partition become unstable, one option is to recover by booting
off the fallback partition that contains the backup. Contact your next level of
support for assistance.

Online patching, sometimes known as a rolling upgrade, is used to implement
patches and software maintenance releases (SMRs) on the OpenScape Voice
software. It performs a software update without affecting service.

In a cluster, online patching of the OpenScape Voice software can be performed
as long as the new software is compatible with the old software. In this case,
one node is stopped and updated with new software. After this process is
complete, the same process takes place on the partner node.

A split-mode upgrade is used to implement major and minor version upgrades
and migrations on redundant systems. This method upgrades both the
OpenScape Voice software and that of its applications.

A split-mode upgrade is essentially a fresh install of the new version of base
software onto one node while the other node remains in service at the old
version level and continues to process traffic. Many of the split mode upgrade
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scripts and some of the same tasks are used to upgrade or migrate a single-
node system, but a single-node system is out of service until the upgrade or
migration is completed.

Upgrades and migrations performed on V10 and later redundant systems use
an improved upgrade process that greatly increases the automation of the
process, which minimizes both the upgrade execution time and the possibility of
technician errors.

OpenScape Voice enables backup and restore of the file system and database.
The administration tool used to perform these tasks varies as follows:

» File system backup, database backup, and database restore: Either the CLI
or OpenScape Voice Assistant can be used.

* File system restore: The CLI must be used.

The maintenance manager server runs OpenScape Voice maintenance tasks
(known as jobs); it supports the starting, stopping, and querying of jobs through
a client/server API.

NOTICE:

New license files will need to be reinstalled after performing a
restore. For that reason, it is strongly recommended that backup
license files be readily available.

1.6 Private Communications Networks

40

Private networks provide communication services to specific organizations.
They can route voice, video, fax, and data. Typically, they include:

CorNet and SIP

CorNet-NQ and SIP-Q

« Two or more PBXs and/or softswitches

* A combination of analog, digital, and IP technology

* Access to public switched communication networks for both incoming and
outgoing calls

Some private networks also support computer connections for local area
networks (LANs) and wide area networks (WANS).

The benefits of private networks are:

* Increased efficiency

* Reduced cost

» Features not available in public networks, such as feature transparency
* Increased communications security

« Control over the structure and quality of the network

» Control over features provided to the users

» Shared resources such as Xpressions and long distance service

* Network monitoring for optimum use of network resources
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CorNet is a family of protocols used for private networks made up of ISDN
compatible TDM trunk facilities (T1-spans and E1-spans). These protocols
provide sophisticated feature operation and are still valuable where legacy
PBXs and trunking facilities are available. CorNet is supported by older PBXs
such as the Hicom 300 and Rolm 9006 family.

VolIP private networks controlled by OpenScape Voice use the SIP protocol,
which is standardized by the Internet Engineering Task Force (IETF) and
provides similar functionality to CorNet. SIP is an evolving open standard. When
used for interswitch communication, in some ways it is more capable than
CorNet and in some ways it is less capable.

Table 2: Feature Availability in CorNet and SIP Environments

Feature CorNet SIP

Call transfer with path optimization X x media path
only

Call forwarding with path optimization X x media path
only

Caller name display X X

Called party name X X

Call hold X X

CCBS/CCNR (callback with supervision) X X

CorNet-NQ is the latest member of the CorNet protocol family, supported by
the OpenScape 4000 PBX and HiPath 3000 PBX. CorNet-NQ is a variation of
industry standard ETSI/ISO QSIG (an ISDN standard for private networks) with
proprietary CorNet extensions for additional feature transparency.

OpenScape Voice, OpenScape 4000, and HiPath 3000 support a subset of
CorNet-NQ transported over SIP, a protocol referred to in this document as SIP-
Q. The subsequent table lists the feature availability over SIP-Q.

Table 3: CorNet-NQ Feature Support via SIP-Q

SIP-Q Feature Support OSV to 4K OSV to OSV OSV to 3K
Basic Call Yes Yes Yes
E 911 LOC ID Number (LIN) Yes Yes**** Yes
Call Waiting (CW) Yes Yes Yes
Calling Line Identification Yes Yes Yes
Presentation (CLIP)

Calling Line Identification Yes Yes Yes
Restriction (CLIR)

Connected Line Yes Yes Yes
Identification Presentation

(COLP)
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SIP-Q Feature Support OSV to 4K OSV to OSV OSV to 3K
Connected Line Yes Yes Yes
Identification Restriction

(COLR)

Calling/Connected Name Yes Yes Yes
Identification Presentation

(CNIP)

Calling/Connected Name Yes Yes Yes
Identification Restriction

(CNIR)

Do Not Disturb (DND) Yes Yes Yes
Do Not Disturb Override No No No
(DNDO)

Call Deflection (CD) (per Yes Yes Yes
call/user invoked)

Call Offer (CO) No No No
Call Intrusion (CI) (override) | Yes* Yes* Yes*
Recall (RE) (transfer Yes* Yes* Yes*
security) *

Malicious Call Identification* | Yes* Yes* Yes*
Call Hold/Retrieve (CH) Yes Yes Yes
Advice of Charge (AOC) No No No
Three Way Conference Yes* Yes* Yes*
Call Diversion (CFSD) Yes Yes Yes
Call Forwarding Yes Yes Yes
Unconditional (CFU)

Call Forwarding Busy (CFB) | Yes Yes Yes
Call Forwarding No Reply | Yes Yes Yes
(CFNR)

Path Replacement (ANF- Yes Yes*  ** No
CR)

Call Transfer (by Join) (CT) |Yes Yes Yes
Explicit Call Transfer (by Yes Yes Yes
Join)

Call Completion to Busy Yes Yes Yes
Subscriber (CCBS)

Call Completion on No Yes Yes Yes
Reply (CCNR)

Message waiting indication |Yes Yes Yes
(MW1) for voice mail

Single Step Call Transfer No No No
(reroute) (SSCT)
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SIP-Q Feature Support OSV to 4K OSV to OSV OSV to 3K
Call Pickup (PICKUP) Yes Yes Yes

* Local function only.

** Immediate - based on called party authorization. No originating party control
is provided.

*** Local pickup of arriving SIP-Q calls is supported.

**** E911 is applicable to OSV - OSV when the 2nd OSV is a tandem before
reaching the GW.

***xx Applicable for OSV-OSV in order to optimize the signaling path.

1.6.1 Network Interfaces — Gateways
OpenScape Voice supports the use of Gateways for:
Survivability
Branch Office Accessibility

Gateways Supported by OpenScape Voice

» Survivability purposes, providing access to the PSTN when necessary

» Branch Office accessibility purposes, which supports the communications
environment across the enterprise, office, home office, and mobile locations

Survivability is the capability of a network to maintain service continuity in the
presence of faults within the network. In the OpenScape Voice environment,
survivability mechanisms such as protection and restoration have been
implemented either on a per-link basis, on a per-path basis, or throughout an
entire network to alleviate service disruption. This environment also provides
managed redundant IP voice systems that take advantage of IP’s inherent
survivability and rerouting capabilities. Additionally, the VolP network’s ability to
make call routing decisions based on the IP network’s status results in a robust
and survivable voice communications system.

The OpenScape Voice landscape network can terminate calls in one of two
places:

» To another IP telephony device/endpoint
» To a VoIP gateway that interfaces to the local PSTN

Call routing redundancy schemes provide that outbound calls reach the PSTN
even if the preferred local gateway or PSTN service is not operating.

OpenScape Voice supports a variety of branch office solutions—from small to
very large locations—by using direct workpoint client connections through a
media gateway. These options support the communications environment across
the enterprise, office, home office, and mobile locations.

To protect the business processes per site, a survivability solution can be added
to each remote side, which maintains existing calls and ensures that small
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branch offices can continue to access the following basic operations during
WAN failures or if OpenScape Voice is unavailable for another reason:

« Internal SIP-to-SIP calls can be made
« (Calls to the PSTN can be made
* Incoming calls can be received from an alternate CO trunk

OpenScape Voice supports the following Gateways. Gateway support varies by
country.

* OpenScape SBC series Gateways

This media gateway ensures that station-to-station calls, PSTN access,
and United States emergency services access (E9-1-1) are available at all
times in remote branches. It supports the ANSI and ETSI PRI protocols,
QSIG tunneling to the OpenScape 4000 interface, and E9-1-1 LIN server
provisioning.

* HG 3450 or HG 3500 Gateway, used in the OpenScape 4000

These media gateways support the networking of one or more OpenScape
4000s with the OpenScape Voice IP network infrastructure. Voice data

is transferred in packets through LAN/WAN networks. It processes calls
between circuit-switched networks and LANs; performs protocol translation,
and support SIP trunking through IP networks.

* HG 1500 Gateway, used in the HiPath 3000

This media gateway supports the networking of one or more HiPath 3000s
with the OpenScape Voice network infrastructure.

* Mediatrix Gateways

These media and signaling gateways are small branch office gateways that
connect endpoints in an office serving 200 or fewer subscribers. Because
they are ISDN gateways, they support ISDN switching, router function, and
a gateway which converts ISDN voice data into Internet Protocol IP data
streams or voice over IP, and vice versa.

Table 4: Comparison of Supported Gateways

Gateway Number of Survivability Management OSV Interface
Interfaces
HG3540 or HG3540 (without Optional OpenScape SIP-Q

HG3500 QoS data collection OpenScape 4000 Assistant
[QDC]): 45 or 90 Branch SIP or Hicom

channels HG3540 proxy Domain
(with QDC): 42 Management
or 84 channels Service
HG3500: 60 or 120 (HDMS)
channels
HG 1500 HiPath 3800: Up to  Optional HiPath 5000 SIP-Q

five T1 or four E1 OpenScape
interfaces; up to 120 Branch SIP
analog interfaces proxy
HiPath 3500: One

T1/E1 interfaces;

up to 16 analog

interfaces
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Gateway Number of Survivability Management OSV Interface
Interfaces

Mediatrix  Up to two T1/E1 Optional Telnet SIP

series spans Up to four OpenScape command line

S0 BRIsUp to four  Branch SIP or WBM
analog interfaces proxy SIP proxy

Enterprises can also continue to use their previously installed third-party

SIP gateways—for example, the Cisco 3700—with OpenScape Voice. The
supported functionality depends on how these gateways adhere to the relevant
SIP standards.

Interoperability testing may be required to confirm feature behavior. The HiPath
Ready Lab is available to vendors seeking to certify their products for use with
OpenScape Voice.

1.6.2 Network Interfaces — SIP-Q Private Networking

SIP Private Networking replaces the SIP-Q protocol currently used for
OpenScape Voice-to-OpenScape Voice connections. This eliminates the need
to convert between SIP and SIP-Q protocol for a station-to-station call between
two OpenScape Voice systems. SIP Private Networking is sometimes also
referred to as Enterprise SIP Trunking or Enterprise SIP Peering.

SIP-Q Private Networking Interface -- Physical Connectivity

SIP-Q Private Networking Interface -- Logical Connectivity

The deployment strategy for multiple OpenScape Voice systems in a private
network is as follows:

+ If the customer network requires any SIP-Q interfaces—for example,
if interworking is required with a HiPath 3000, OpenScape 4000, or
OpenScape SBC using SIP-Q protocol—the networking between the
OpenScape Voice systems must be via the SIP-Q private networking
interface.

+ If the customer network has no requirement for SIP-Q interfaces, the
networking between the OpenScape Voice systems must be via the SIP
private networking interface.

The figure below shows the physical connectivity for a simple network of two
OpenScape Voice systems in a network; each duplex system consists of two
processing nodes.
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Figure 5: Two OpenScape Voice Systems in Simple SIP-Q Network --
Physical Connectivity

The figure below shows the logical connectivity for a simple network of two
OpenScape Voice systems in a network; it may look quite different from the
physical connectivity.
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Figure 6: Two OpenScape Voice Systems in Simple SIP-Q Network --
Logical Connectivity

* The OpenScape 4000 switches, each equipped with one or more HG 3540
orHG 3500 gateways, provide the PSTN interface. Because of the larger
message sizes resulting from the QSIG additions to SIP, the signaling link
between OpenScape Voice and HG 3540 or HG 3500 must be TCP or TLS
(UDP is not an option).

The gateways are defined in the OpenScape Voice database as SIP
endpoints. OpenScape Voice supports multiple gateways, each defined as
an endpoint. In addition to the normal configuration, the SIP-Q option flag
must be checked during the configuration of the endpoint. The maximum
number of sessions (calls) value should be set to a value that is compatible
with the gateway capacity.

» Each HG 3540 or HG 3500 supports only one OpenScape Voice system.
This means that it accepts SIP-Q signaling from only one OpenScape
Voice, and routes all inbound PSTN calls to that OpenScape Voice system.
Therefore, if traffic from the LA gateway is destined for a subscriber in ANA,
the signaling will “tandem” through the LA OpenScape Voice (and the ANA
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OpenScape Voice) even though the audio stream takes a direct path from
the gateway to the SIP subscriber.

Routing can be arranged so that tandem SIP-Q traffic from one OpenScape
4000 gateway can flow through the two OpenScape Voice softswitches as
SIP-Q tandem traffic, and out to a gateway on the other OpenScape 4000
system. In this manner, CorNet-NQ calls from the TDM domain can utilize the
OpenScape Voice network as a virtual CorNet-NQ link to the other OpenScape
4000 system, with no loss of CorNet-NQ features. To accomplish this:

» Within each OpenScape Voice, the partner OpenScape Voice is defined
as a permanently registered SIP endpoint, with authentication by endpoint,
and with the SIP-Q option flag set. The maximum number of sessions (calls)
value for the endpoint should be set to a value that is compatible with the
expected tandem traffic level.

» After the endpoints are defined, the appropriate destinations, routes, and
numbering plan entries need to be made in each OpenScape Voice to permit
the tandem calls.

» The endpoints (gateways and peer OpenScape Voice systems) must be
marked as trusted endpoints, to prevent unwanted SIP digest authentication
challenges on these links.

NOTICE:

In order for SIP-Q features such as CCBS to work, the gateway
endpoint must be given an endpoint profile which is assigned
to the same BG as theOpenScape Voice subscriber who is the
originator or target of the call.

Extension dialing between the OpenScape Voice systems and between the
OpenScape Voice systems and the OpenScape 4000 subscribers can be
configured. However, there are numerous feature restrictions when calls go
between OpenScape Voice switches or between a OpenScape Voice and
OpenScape 4000 subscriber. Refer to Private Communications Networks for
details.

1.6.3 Network Interfaces — SIP Trunking to Service Providers

While numerous enterprises have previously adopted VolIP, it was primarily
utilized for internal communication within the enterprise LAN. In this context,
VoIP served as a direct substitute for conventional wireline telephony. External
calls necessitated a PSTN gateway at the enterprise's edge. These practices
led to reduced administrative expenses and lowered internal call costs,
ultimately yielding a commendable return on investment (ROI).

SIP Trunking
Traditional Trunking vs. IP Networks

With SIP trunking, however, the potential for ROl is far greater because SIP
trunking takes the VolP concept beyond this LAN application. The full potential
for IP communications can be realized only when the communication is taken
outside of the corporate LAN.

SIP trunking delivers several benefits, such as the following:
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* It eliminates costly ISDN BRIs and PRiIs.

» There is no need to invest in PSTN gateways and additional line cards as
the enterprise grows.

» Edge devices offer a low-investment path in adding new lines because they
are less expensive per line than the corresponding PSTN gateway.

* It permits optimal utilization of bandwidth by delivering both data and voice in
the same connection.

* It gives maximum flexibility in dimensioning and usage of lines because
capacity is not purchased in bundles of 23 (T1) or 30 (E1) lines.

* It provides flexible termination of calls to preferred providers; calls to
anywhere worldwide can be made for the cost of a local one.

» Redundancy with multiple service providers and links is available

Interface requirements currently differ significantly between SIP service
providers, although progress is being made to standardize the enterprise/SIP
service provider interface in standards bodies such as the SIP Forum.

The OpenScape Voice SIP trunking interface to SIP service providers is
described in the OpenScape Voice Interface Manual: Volume 6, SIP Service
Providers Interface. OpenScape Voice has successfully interoperated with
SIP service providers including Verizon Business (United States and Europe),
Level3, Cbeyond, Italtel, Arcor, T-Systems, BT, and Entel.

Voice over the IP network provides several advantages in comparison to
traditional trunking, in environments where the customer is already paying to
maintain an IP data network:

« Facilities cost: There is a substantial cost to installing and maintaining a
dedicated TDM network for voice communication. When voice and data are
combined on a unified data network, maintenance costs usually go down.

» Flexibility: Because dedicated TDM voice network facilities can be expensive
to install and lease, they need to be carefully engineered and sized for full
utilization, and during periods of heavy call load, call blockages may occur.

Because voice channels must be terminated at the PBXs that control them,
traffic patterns dictate, to a great extent, the location and quantity of PBXs.

In contrast, because the voice channels of VolIP calls typically go directly
from phone (device) to phone (device), and need not go through the
softswitch, there are fewer restrictions on the location and number of
softswitches required in the network. Finally, because voice and data share
a common physical network, bandwidth can be shared between the two
applications, and some capacity restrictions can be reduced.

1.6.4 Session Border Control

48

The Session Border Control solution is deployed when VolP networks need to
extend SIP-based applications beyond the enterprise network boundaries—for
example, when SIP clients of the OpenScape Voice system are not all within the
same IP network.

An SBC (Session Border Controller) is basically a SIP-aware firewall that also
serves as a SIP proxy or back-to-back SIP User Agent (B2BUA). A centrally
located Acme Packet SBC behaves as a B2BUA whereas the OpenScape
Branch SBC behaves as a proxy. The SBC is given a publicly accessible URL
and IP address, and SIP phones on the Internet use this as the address of their
SIP registrar and proxy. The SBC also has a second IP address, and a separate
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LAN connection, in the corporate LAN. Its function is to analyze, modify, and
relay messaging between the phone and the OpenScape Voice system. Only
proper SIP and media (RTP) packets are permitted through the firewall function.

Most enterprises switching to a VolIP solution will want to support mobile
workers, home workers, and teleworkers, and provide VolIP services for

these workers. Because of the well-known security problems within the public
Internet, connectivity between the customer’s private IP LAN and WAN network
and the public network must be restricted by the use of firewalls and other
mechanisms. The SIP signaling required to operate remote endpoints will not
pass successfully through standard security firewalls. Therefore, if the customer
wants to have remote users that are connected to OpenScape Voice via the
Internet, access through an SBC is generally preferable.

When a remote phone registers with the SBC on the public IP address, the SBC
performs a deep packet inspection, fulfilling its firewall role, then relays this
registration request (appropriately modified) to the OpenScape Voice system.
When OpenScape Voice registers the new phone, it sees the phone IP address
as one assigned to the SBC. Likewise, audio packets will be directed to and
through the SBC after appropriate modification.

An SBC also provides enhanced customer-network security by providing SIP-
aware security functionality including dynamic RTP/SRTP pinholing, stateful SIP
protocol validation, DoS mitigation, and network topology hiding.

If the number of phones utilizing the SBC is significant, the High Availability
option should be considered. Although the SBC has firewall-type functionality,
for additional security it is customary to isolate the SBC from the Internet behind
a standard Internet firewall, to provide additional security.

NOTICE:

If OpenScape Voice and the SBC are utilized to connect two
parties who are both in the Internet, the voice channel between
the endpoints need not go through the SBC, but can be a direct
endpoint-to-endpoint connection within the Internet. Some SBC
models provide a configuration option flag to control whether
the audio streams in this case will pass through the SBC (where
they might, for example, be recorded), or will be allowed to flow
directly between the two Internet endpoints.

The following are the scenarios in which SBCs can be used:

* Remote user: SIP clients behind a NAT register to OpenScape Voice.

» Branch office: SIP clients behind an OpenScape Branch proxy register to
OpenScape Voice.

» SIP trunking: OpenScape Voice routes calls to and from a SIP trunk service
provider.

Refer to the OpenScape Voice Solutions Reference Manual: Session Border
Control, for detailed information.
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1.7 OpenScape Voice Cluster Redundancy

50

Overview

Configuration Options

Hardware Redundancy

Computing Node

Ethernet Switch

Remote Access Card

Software Components Contributing to Redundancy
PRIMECLUSTER

Resilient Telco Platform (RTP)

Reliability is the primary goal of OpenScape Voice, and clustering is necessary
to provide this reliability. A reliable component structure provides an effective
base for cluster administration.The OpenScape Voice hardware and software
components work together to attain the following reliability goals:

» To provide faster data replication and better performance for peak traffic in
normal operation by using a two-node active-active configuration, with each
node acting as hot/standby for its partner. This configuration also protects
against silent faults through continuous hardware/software monitoring and
testing.

» To minimize node switchover, which reduces transient call loss and network
connectivity outages. This is accomplished with redundant local disks,
network connections for each node, and power supplies. Each node also
contains duplicated Ethernet cards which ensure that the physical path for
the external communication with one node is backed up by a second path
—a second Ethernet port on a different Ethernet card, and a second LAN
switch.

» To provide static load sharing for fast and reliable busy/idle handling,
because only one node writes the busy/idle and call status for the subscriber
or feature server.

+ To provide effective component management through process configuration
control using process and alias groups.

The OpenScape Voice redundant configuration can be deployed as follows:

» Geographically co-located cluster nodes

» Geographically separated with the cluster nodes in the same VLANs/subnets
with the interconnect link served by a layer-2 connection

» Geographically separated with the cluster nodes in different VLANs/subnets
with the interconnect link served by a layer-2 connection

* Geographically separated with the cluster nodes where the interconnect link
is a layer-3 connection
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Refer to the corresponding sections in the present documentation for details
about hardware and software redundancy, redundant configurations and
survivability.

To ensure quality of hardware, the OpenScape Voice software is only run on
certified platforms that are selected for their reliability and are tested rigorously.
The subsequent table shows the hardware platforms that are certified to run the
OpenScape Voice software in a redundant configuration.

Each computing node has eight 1 Gbit/s Ethernet links set up as four pairs.
A redundant pair of crossover cables, controlled by PRIMECLUSTER,
interconnects the nodes.

The two Ethernet switches are layer-2 LAN switches that allow several devices
to interconnect. The computing nodes connect to the external network via both
Ethernet switches. This process gives the system a measure of redundancy,
and protects it in the event that one of the Ethernet switches fails.

With clusters, there is always the necessity to resolve the situation where two
nodes of a cluster think that they are in charge of the same resources and
functions—for example, when the two nodes cannot communicate. In this
situation, it must be ensured that a node can only become active when the other
node has been stopped unconditionally. This capability is sometimes referred to
as split-brain avoidance.

The split-brain avoidance mechanism of PRIMECLUSTER requires a safe
hardware interface to eliminate a node by powering it down or rebooting it.
Depending on the server, the connection is provided by:

» x3650T: Intel management module (IMM)

PRIMECLUSTER supports the cluster interconnect and offer applications well-
defined interfaces which are required for cluster operation. These interfaces
include internode communication which is used by processes on different nodes
to communicate with each other.

Unlike other external communication interfaces that are available in every
operating system, the internode communication supports redundant
connections for availability reasons and a low latency protocol. A short latency
period (the time required to send a message to another system and receive an
acknowledgment) is just as important to the scalability of a cluster as the line
throughput rate, though both are closely linked.

OpenScape Voice uses the RTP to run and manage the processes necessary
for configuration, call processing, performance monitoring, and system
maintenance. RTP provides redundancy and load sharing capabilities by
enabling multiple computing elements, or logical nodes, within the system.
While one process may be running on one CE, another process may be
running on another CE within the system. Because the RTP can initiate multiple
instances of the same process, different instances of the same process may run
on different CEs within the system.

Functional Description

Failover Strategy

OpenScape Voice supports redundant active/active applications for cluster
softswitches. During normal operation, the cluster operates in an active/active
mode. When a hardware or software failure occurs, a backup node takes over
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the traffic of the failed node, preserving stable calls by accessing the partner
context pool. In this mode:

» Traffic is distributed evenly across the available nodes and across the
available call processing instances within each node.

» Each node serves as a backup to the other node.

» During call processing, each process saves its contexts to the backup node
at various points in the call

The primary focus of the OpenScape Voice failover strategy is to preserve
stable calls and billing data, and to ensure that resources are not left in an
unresponsive state—such that a given resource cannot be accessed without
restarting a device, gateway, or the system itself.

Refer to the corresponding sections in the present documentation and to the
OpenScape Voice V10 Design and Planning Manual, Volume 2, SIP Network
Planning, for details about possible failures and failover strategies.

1.8 Administration Tools for OpenScape Voice

52

This chapter describes the network administration tools used to provision and
maintain the OpenScape Voice system.

OpenScape Voice Assistant
OpenScape Branch Management Portal
Command Line Tools for OpenScape Voice

Command Line Interface (CLI)

These tools provide for:

» Provisioning and viewing network topology data used by the softswitch
» Configuring the switch for its operational environment

* Analyzing measurements and operational statistics

* Monitoring alarms, alerts, and traps

The administration interfaces supported by OpenScape Voice are:

» OpenScape Voice Assistant, which provides a web browser-based GUI for
administration and management of the system

» The command line interface (CLI), whose basis is provided by RTP (Fuijitsu
Siemens Real-time Telecommunications Platform software) and is extended
by Unify with softswitch-specific commands and command line tools for
OpenScape Voice

The OpenScape Voice Assistant brings the administration of OpenScape Voice
together into one web-based tool, replacing the NMC and SMC products.

The Assistant is accessible from any PC with a suitable web browser and
connectivity to OpenScape Voice. The Assistant can reside on OpenScape
Voice itself (for installations with fewer than 5000 subscribers), or on a separate
server for larger installations.
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The Assistant application, even though its average bandwidth requirement is
very low, requires a minimum of 2 Mbps of available bandwidth to both nodes of
a duplex cluster for adequate performance during administrative tasks.

OpenScape Voice Assistant (so named to match the system release it supports)
provides the following:

Single web-based tool for administration and maintenance

Dashboard for status visibility and access to all system components
(OpenScape Voice, OpenScape Media Server, phones, and gateways)

Web-based GUI for subscriber, dial plan and integrated OpenScape Media
Server Configuration

Role-based access to specific administration functions
Support of SIP phones via integration with DLS phone deployment server

Software download
General configuration
Integration into HiPath Management Landscape

HiPath Accounting Management
HiPath Fault Management
HiPath User Management (V2.2 and later)

Refer to the OpenScape Voice Assistant Feature Configuration section of the
present documentation for additional information.

The following GUI-based tools can be used to manage the functions specific
to the OpenScape Branch platform and to administer the OpenScape Branch
appliance:

The OpenScape Common Management Portal, accessible directly via
a Web browser after entering the IP address and the login credentials
required.

In addition to providing a dashboard view of all branches, these tools provide
access to the following:

Alarms

Media server

Security

Survivability features

Utilities, such as Import and Export

The alarms generated by the OpenScape Branch platform are integrated into
the CMP, so that a consolidated view of the alarms can be provided.

The following Command Line Tools can be used to administer the OpenScape
Voice system:

/unisphere/srx3000/srx/startup/srxqry: Querying the current status of the
OpenScape Voice system

For details regarding the srxqry command functionality and command
options, enter srxqry -h at the command line.
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» /root/bin/pkgversion: Querying the installed OpenScape Voice software
package version and patch level (srx login credentials are required to run
this command)

Command line parameters:

pkgversion -p returns the list of patches installed on the system
pkgversion -ps returns the list of patch sets installed on the system
pkgversion -m returns the list of all MOPs installed on the system

The CLlI is a traditional command line application that interfaces with and
manages OpenScape Voice. It is accessible either locally— that is, by using a
local console—or remotely using the SSH Secure Shell. There are two modes
of operation for the CLI:

* CLI Menu Mode (Default Mode)

Has a text-based user interface which has a menu using numbers to
select the various tasks

* CLI Expert Mode

Assumes the user has advance knowledge of the commands and
required syntax

Assumes the user has some experience with other command line
interfaces, for example UNIX shells

Used for mass provisioning

To access the Linux operating system, users must have a client that can do
Secure Shell (SSH). OpenScape Voice does not let users do a simple Telnet or
FTP session due to the security implemented during installation.

1.9 Media Servers Supported by OpenScape Voice

54

OpenScape Voice supports the media servers listed below. As appropriate,
redundant media servers can be deployed in the OpenScape Voice network.

Supported Media Servers

Hardware Recommendations for OpenScape Media Server
One or more media servers is necessary to do the following:

* Provide tones and announcements to support the functionality of many
OpenScape Voice features

* Provide music on hold

» Support the station-controlled conference feature by performing media
mixing and transcoding where necessary

* OpenScape Media Server

This media server is the company’s software-only media server offering. In
addition to the basic media server functions described above, the OpenScape
Media Servercan be implemented as an internal media server on the integrated
OpenScape Voice server, or as an external media server. It is configured using
OpenScape Voice Assistant.
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HW Profiles / Load Values HW Specifications
Low-End Server Up to 350 1 x CPU Intel W3520 or E5620 or
concurrent G711 channels* Up to better4 or 8 GB RAM (depending
15,000 BHCA on usage) 2 * 73 GB SAS hard
disks (RAID 1 configuration) GigaBit
Ethernet
Mid-Range Server Up to 700 2 CPUs Intel E5620 or better4 or
concurrent G711 channels* Up to 8 GB RAM (depending on usage)
30,000 BHCA 2 x 73 GB SAS hard disks (RAID 1
configuration) GigaBit Ethernet
High-End Server Up to 1,000 2 CPUs Intel E5650 or better8 GB
concurrent G711 channels* Up to RAM 2 x 73 GB SAS hard disks (RAID
45,000 BHCA 1 configuration) GigaBit Ethernet

- The figures above are for a single-node Media Server. - All servers must be
certified for SUSE SLES 12. - Recommendation: Use Intel CPUs based on
"Nehalem" architecture for higher performance. * Note G.729 impact: A single
G729 channel consumes as much as three G711 channels.

» RadiSys Convedia CMS-1000

This media server is the cost-effective, entry-level member of the family of
RadiSys media servers. Although it is no longer orderable for new installations,
the CMS-1000 is supported on OpenScape Voice. It is configured via its own
administration system, which is accessed separately from the OpenScape Voice
administration tools.

* RadiSys Convedia CMS-3000

This media server uses the same software as the CMS-1000, but it runs on
an improved hardware platform. It offers the same interfaces and functionality
as the CMS-1000, but offers significant advantages, such as increased port
capacity and processing speed.

+ RadiSys Convedia CMS-3000 SEC

This media server uses the same software as the CMS-1000 and CMS-3000,
and runs on the same hardware platform as the CMS-3000. It offers the same
interfaces and functionality as the CMS-3000; however, it facilitates a more
secure infrastructure and better traffic control.

1.10 OpenScape Voice Applications

OpenScape Voice supports the following applications:

» OpenScape Xpressions: This application combines voice, fax, e-mail, and
short message service (SMS) services on a Windows 2003 platform to
provide a unified messaging system. Built using modular, scalable client/
server architecture, OpenScape Xpressions can be configured to meet
users’ individual communication needs.
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» OpenScape Voice Assistant: This application is a Web-based call control
and communication filtering application that enables users to manage
incoming voice and e-mail communications from their desktop. It offers
computer telephony integration (CTI) features such as click-to-dial, call
logging, LDAP address book search, rules-based communication filters, and
routing capabilities.

» OpenScape Contact Center: This contact center application provides an
intuitive agent interface with powerful visual management tools. It also offers
an attendant console desktop that includes the productivity features of the
agent desktop and several attendant-specific features. Attendants can be
located anywhere the IP network extends because the desktop integrates on
top of the attendant’s SIP endpoint.

» CallTicket: This component of the Open Communications Solution for CRM
solution suite is an enhanced attendant console offering when compared
to OpenScape Contact Center Attendant. In addition to the standard call
handling capabilities of an OpenScape Contact Center agent, Call Ticket
attendants can park calls and camp on (also known as append) calls to a
busy destination. CallTicket attendants can also:

. Monitor subscribers to determine idle or busy conditions and current
forwarding status
Set or clear call forward unconditional destinations for any subscriber
+ HiPath Meta Management: This comprehensive management solution
permits for unified administration of networks made up of HiPath real-time IP
systems, applications, and industry-standard third-party products. It consists
of Fault Management, User Management, Accounting Management, and
QOS Management.

» HiPath Serviceability Platform for Applications (HiSPA): OpenScape Voice
provides an interface to HiSPA, which is a network that allows Enterprise
Services to install patches on the HiPath family of products in accordance
with service contract agreements.

NOTICE:

HiSPA will be available in a future product release.

» OpenScape UC Application: This application is a high-functionality
collaboration application that fits into an enterprise’s existing voice and
data infrastructure, linking together telephones, voice mail, e-mail, text
messaging, directories, calendaring, instant messaging and conferencing
services.

+ HiPath DAKS: With its superior flexibility and versatile possibilities to
transmit and receive information, the Digital Alarm and Communication
Server HiPath DAKS is a powerful solution for the automation and
optimization of critical communication in emergency and crisis situations.

. DAKS offers connectivity to traditional PBX systems (via S0/S2M) as well
as to VoIP/SIP systems (e.g. via Gbit Ethernet)
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DAKS communicates with telephones (stationary, cell phones, DECT,
WiFi), but also with pagers and PCs or PDAs via special WEB clients
DAKS takes calls and calls users direct, through-connects audio sources,
and switches subscribers to bilateral calls or conferences

DAKS informs with voice announcements or display texts or SMS
messages and delivers multimedia information (e.g. videos)

DAKS offers special emergency call functions in HiPath networks

DAKS communicates with host systems and external sensors or
actuators

DAKS locates handsets as well as tags or medallions, both in DECT and
in WiFi infrastructures

DAKS can control public address (PA) systems and many more

These capabilities enable HiPath DAKS to implement the following vast
range of alarm, communications and security services:

Broadcasts and Alarms
Protective Staff Monitoring
Telephone Conferences
Announcement Services
One-Number Service

E-Mail Service (Mail2Phone)

For details, please refer to the HiPath DAKS documentation.

» Call Ticket (Concierge): Integration of the Call Ticket application with
OpenScape Voice and OpenScape Contact Center creates a comprehensive
Attendant solution with powerful call queueing, call transfer, monitoring
and reporting capabilities. For details, please refer to the Call Ticket
documentation.

1.11 OpenScape Voice Subscriber Endpoint Support

OpenScape Voice supports the following SIP subscriber endpoints. Contact
your company representative about the third-party SIP endpoints available for
use with OpenScape Voice.

» OpenScape Desk Phone CP100/200/205/400/600/: This family is part of
a new generation of universal input-output devices for efficient business
communications. The OpenScape Desk Phone CP is a universal solution for
efficient and professional telephony. .

* OpenScape UC Application Personal Edition: This endpoint is an IP
softphone for installation on notebook and desktop PCs. It has been
released for operation under: Windows 7 (32 bits) only Professional, Ultimate
and Enterprise Editions, Windows 8 (32bits) only Pro and Enterprise Editions
("N" editions are not supported), Windows 7 (64 bits) - only Professional,
Ultimate and Enterprise Editions, Windows 8 (64 bits) - only Pro and
Enterprise Editions ("N" Editions are not supported), Windows 10 (32
bits) - only Pro and Enterprise Editions ("N" Editions are not supported),
Windows 10 (64 bits) - only Pro and Enterprise Editions ("N"Editions are not
supported)

DLS enables software distribution and configuration of endpoints. DLS also
supports plug-and-play operation.
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Connection of analog endpoints—for example, analog telephones, modems,
and fax machines—is performed using the Mediatrix 4102 or HiPath AP 1120

analog adapter.

1.12 OpenScape Voice Features Summary

58

This section provides a high-level overview of the features provided by
OpenScape Voice. The individual features are described in detail in the

corresponding functional areas of the present documentation, .e. g. OpenScape

Voice-based Call Forwarding Features.

NOTICE:

Some features have dependencies to and interactions with
other features. The Feature Interaction Tool available on the
Unify Intranet under http://wiki.dev.global-intra.net/publishwiki/
index.php/Feature_Interactions_Matrix_(FIM) allows registered
Unify users to search for and display the descriptions of
dependencies and interactions of all OpenScape Voice
features, and to create a matrix covering all dependencies and
interactions of these features.

SIP Subscriber Endpoint User Features
Keyset Telephony User Features
OpenScape Voice-based Call Forwarding User Features
Other User Features

Business Group Features

Other Group Features

Routing and Translation Features

Call Admission Control Features

QSIG Tunneling Features

CDR Features

Security Features

Serviceability Features

SIP Signaling Features

CSTA Support Features

System Functions and Features
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In addition to the features provided by OpenScape Voice, local user features
reside in SIP subscriber endpoints. Refer to the applicable user manual for
information about those features.

Keyset telephone user features provide multiple line capability, and other
associated functions, for a SIP endpoint configured as a keyset. Keysets are
sometimes known as multiline telephones.

Any of the following SIP endpoints can be configured as keysets:
» OpenScape Desk Phone CP 100/200/205/400/600/600E/700/700X

A keyset telephone is configured with a primary line (also known as a prime
line), which is the main DN of a keyset telephone associated with the device.
A keyset telephone can also have additional secondary and phantom line
appearances.

The following are the keyset telephone user features:

Audible ringing on rollover lines Multiline appearance

Delayed ringing Multiline origination and transfer

Direct station select Multiline preference

Keyset operation modes Phantom lines

Line focus Preview

Line key operation modes Visual indicators for line and feature
key status

Line reservation

Manual hold

OpenScape Voice-based call forwarding user features provide a means to
customize the handling of calls when a subscriber is unavailable to answer
them. SIP endpoints also have local call forwarding features. Refer to the
applicable user manual for information about those features.The following are
the OpenScape Voice-based call forwarding user features:

Call forwarding—return System call forwarding, internal/
external—all calls (CFSIE-all)

Call forwarding -- unreachable System call forwarding, internal/
external—busy (CFSIE-busy)

Station call forwarding -- all calls System call forwarding, internal/
external—do not disturb (CFSIE-DND)

Station call forwarding—busy line System call forwarding, internal/

(CFBL) external—don’t answer (CFSIE-DA)

Station call forwarding—don’t answer
(CFDA)

Station call forwarding—fixed

Station call forwarding—remote
activation

Station call forwarding—remote call
forwarding

Station call forwarding—time-of-day
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Station call forwarding—voice mail

Other OpenScape Voice user features

provide such capabilities as calling

identity delivery and suppression, abbreviated dialing, redial, and call return

features.

The following are the other user features provided by OpenScape Voice:

Anonymous call rejection

Call completion on busy subscriber/no
reply (CCBS/NR)

Last incoming number redial (LINR)

Last outgoing number redial (LONR)

Call pickup—directed
Caller identity service

Calling identity delivery and
suppression (CIDS)

Multiple contacts
Music on hold

Screening list editing

Click to answer

Conference, station-controlled

Simultaneous ringing

Station dialing

Customer-originated trace

Directory number announcement

Station speed calling

System speed calling

Directory number announcement
DLS mobility
Do not disturb (DND)

Teleworking
Toll and call restrictions

Transfer

Executive override

Feature status notification

Transfer security
Virtual DN

Hot desking

The business group concept provides t
of subscribers associated with a single

he basic capabilities for handling a group
enterprise. It also permits OpenScape

Voice to recognize the associations of the subscribers the group contains.

Business group features simplify such tasks as dialing plan administration,
intragroup communication, and traffic measurements. The following are the

business group features:

Attendant answering position (AAP)

Business group access codes

Business group web portal
Direct inward dialing (DID)

Business group account codes
Business group authorization codes

Business group billing

Direct outward dialing (DOD)
Distinctive ringing

Extension dialing

Business group department names

Business group main number

Group-level feature administration

Message detail recording

Business group numbering plan

Business group traffic measurements

Night bell call pickup

Station restrictions

Other group features pertain to pickup groups, which allows users to answer
calls on behalf of one another; hunt groups, which permit calls to be routed to
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an idle line within a group of specified lines. The following are the other group

features:

Call pickup—group Hunt group—no answer advance
Feature profiles Hunt group—overflow

Hunt group Hunt group—queuing

Hunt group—make busy Hunt group—stop hunt

Hunt group—music on hold Hunt group—traffic measurements
Hunt group—night service Uniform call distribution (UCD)

Routing and translation features provide such capabilities as public numbering
plan compliance and routing that varies depending upon such factors as origin,
traffic, and time of day. The following are the routing and translation features:

A-side signaling-based routing Media server digit map management
Alternate routing North American Numbering Plan
compliance

Alternate routing with overflow among | Numbering plans, business group
route types

Call diversion for invalid destinations | Origin-dependent routing

Cost-effective routing Rerouting based on SIP response
codes and WAN outages

Digit modification for digit outpulsing | Source-based IP routing

E.164 compliance Subscriber routing options

ENUM (electronic number mapping) | Time-of-day routing

Intercept treatment Vertical service codes

International translation support Voice VPN

Leading digit and most-matched digit
translation

The integrated call admission control (CAC) features provide for management
of the bandwidth used for the transport of media traffic (such as RTP audio,
T.38 fax, and video) through the bottleneck links that may exist in an enterprise
network. This feature ensures that real-time media calls are only established
when the necessary bandwidth resources are available on all access links that
exist between the two communicating endpoints.

The following are examples of the functionality the call admission control feature
provides:

CAC rerouting to SIP subscribers or alternate SIP gatewaysCall denialDynamic
handling of link failures

QSIG tunneling features support SIP-Q, which permits OpenScape Voice to
interwork with another OpenScape Voice system, the OpenScape 4000, the
HiPath 3000, or a QSIG PBX.

CDR features simplify call tracking and billing for OpenScape Voice. The
following are the CDR features:
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Call detail record generation

Intermediate long duration records

Message detail recording

Usage reporting

Security features provide security for various aspects of the system, such as
billing records, data files, and administration interfaces. The following are the

security features:

Account and password management
security

Billing records security

Data file security

OpenScape Voice Assistant security

Provisioning and security logging
Secure CLI

Defending denial of service attacks

Event logging

Secure Shell on the OpenScape Voice
Assistantinterface

Secure storage of CDR password

File transfer security
Hypertext transfer protocol over SSL

IPsec baseline

SIP privacy mechanism
TLS support—network connections

TLS support—subscriber access

Login categories

Media stream security

Virus protection

VLAN provisioning

These features provide mechanisms to improve serviceability, such as
diagnostics and debug tools, code controls, and administrator controls. The

following are the serviceability features:

Administrator identification and
authentication

Process debug tool

Backup and restore

Basic traffic tool

Query of subscriber transient
operational status

RapidStat

Call trace
Continuous trace

Database versioning

Real-time trace
Remote patching

Remote restart

Maintenance manager

Mass provisioning

System software and patch level
status

System upgrade

On-demand audits

These features support SIP signaling and the interworking with other elements
such as application servers, voice conferencing applications, and voice mail
systems. The following are the SIP signaling features:

Application-provided billing party

Interworking with Microsoft OCS
Mediation Server
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Application-provided call correlation
HTTP digest authentication

Interworking with OpenScape SBC

Interworking with SIP service
providers

Integration with CallTicket

Integration with Microsoft Exchange
12 unified messaging server

Integration with OpenScape Contact
Center

Interworking with unified messaging
systems

Interworking with voice mail systems

SIP privacy mechanism

Integration with OpenScape
Xpressions

Integration with OpenScape V2.3

SIP REFER method support

SIP session timing

Integration with OpenScape UC
ApplicationV3

Integration with OpenScape VoiceLink

Interworking with application servers

SIP UA registration renewal during
WAN outage

OpenScape Voice provides a standard European Computer Manufacturers’
Association (ECMA) Computer Supported Telecommunications Applications
(CSTA) protocol interface to external CTI applications, which permits
applications such as the OpenScape UC Application, and OpenScape Contact
Center to control the OpenScape VoiceSIP endpoints.

The following are examples of the functionality the CSTA support features

provide:

CSTA services support

Application-provided caller
identification

Flexible digit processing

Message waiting indicator

One number service

OpenScape Voice-provided calling
name

Integration with Fault Management

Private network number support

These features that support such tasks as alarm reporting, message waiting
indicator control, and recovery handling. The following are the system functions

and features:

Agent for OAM&P

Alarm reporting

Media server support

Message waiting indicator

Announcements

Data synchronization

Multiple language announcements

Multiple time zone support

Display number modification
Emergency calling

Feature execution for unreachable
subscribers

Overload handling
Recovery handling

SDP transparency

Internal audits
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OpenScape Voice System Performance and Capacities

Interworking with automated attendant SOAP interface
systems

Local management

System history log

T.38 fax support

1.13 OpenScape Voice System Performance and Capacities

64

Assumptions

The performance criteria were measured under controlled lab conditions to
ensure consistency across platforms. Where accurate measurements are not
yet available, an indication is given which explains whether the figure being
quoted is an estimate, an expectation, or derived in some other way.

Call Modeling Criteria

A call model is characterized as a selection of signaling protocols (for example,
SIP and MGCP) and traffic patterns. The subsequent table lists the protocols
used by OpenScape Voice and where they are used.

Table 5: OpenScape Voice Protocols

Protocol Used for
Subscriber
Lines

Used for
Trunks
(Gateways)

Used Inter-
Switch

Comments

SIP X
SIP-Q

CSTA X

X
X

X
X

OpenScape
4000,

HiPath 3000,
OpenScape
SBC, interswitch

Interface to
OpenScape UC
Application, and
OpenScape
Contact Center

MGCP

Performance as a Function of Number of Messages

Media server
only

The assumption of the call performance model is that the usage of OpenScape
Voice processing power of each call and each feature is related to the

number of external messages (in and out). Therefore, the only inputs for the
performance prediction are: The number of additional messages for each

feature usage per half-call

Overall Performance

The number of messages per protocol type for each line and trunk half-call
The number of additional messages for each feature usage per half-call
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Depending on the hardware platform, the OpenScape Voice server is capable of
the following busy hour call rates in a SIP tandem switching configuration:

+ IBM x3650 T: More than 150 calls per second
+ IBM x3250

These rates are applicable in an environment that consists only of SIP endpoint-
to-endpoint calls, with no features configured.

However, the actual call rate depends on feature configuration and usage.
When subscriber features such as keyset operation, CSTA, SIP-Q, TLS, CAC,
and pickup groups are heavily used, the supported call rate can be as low as 30
calls per second for the x3650 T.

If an enterprise requires a busy hour call rate higher than these stated rates,
Unify Engineering or Technical Sales should be consulted for a detailed
analysis.

System Capacities

Table 6: System Capacities

Parameter OpenScape OpenScape OpenScape
Voice Standard  Voice Integrated Voice Entry
Duplex Simplex/Duplex

TCP Connections  357681" 5000 800

TLS sockets 50000 5000 800

Unique keyset 100000 5000 800

DNs

Average Keyset 2 2 2

line appearances

Maximum 10 10 10

simultaneous line
appearances on a

keyset phone2

Business Groups 6000 600 100
Numbering Plans 5999 600 100
Total trunks 60000 5000 2500

(SIP and SIPQ)
Standard PBX*

Total trunks 60000 5000 400
(SIP and SIPQ)

Tandem*

Total SIPQ-Q 20000 5000 800
trunks*

Prefix Access 35000 18000 9000
Codes

Destination Code 200000 10000 5000

table entries
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Parameter OpenScape OpenScape OpenScape
Voice Standard  Voice Integrated Voice Entry
Duplex Simplex/Duplex

Destinations 54000 27000 14000

(two routes

per destination

average)

Route Lists 54000 27000 14000

Routing Areas 30000 15000 7500

Classes of 30000 15000 7500

Service

Number of Hunt 25000 1250 200

Groups

Hunt Group size 2048 200 100

Hunt Group 32 32 32

memberships per

subscriber

Number of Pickup 10000 1000 100

Groups

Pickup Group size 64 64 64

Pickup Group 1 1 1

memberships per

subscriber

Maximum Station 16 16 16

Controlled

Conference

participants

Feature Profile 1 1 1

per subscriber

Simultaneous 20000 5000 800

SIPQ calls half

calls (max.)

Simultaneous 10000 5000 400

SIPQ calls

tandem (max.)

Simultaneous 60000 5000 2500

SIPQ calls (SIP +

SIPQ)

OS Voice Users/ 700/300 for 600/200

UC Users IBM3650T

Note: Some of the numbers are extrapolated from Standard installation.

* Recommended limits, not enforced
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OpenScape Voice Statistics, Accounting and Diagnosis

Parameter OpenScape OpenScape OpenScape
Voice Standard  Voice Integrated Voice Entry
Duplex Simplex/Duplex

! The number of TCP connections per OpenScape Voice node is 16348

- During normal operation within an OpenScape Voice Standard Duplex
system all users within a branch may be supported by a TCP connection
established per branch proxy or proxy (SBC). - If a survivable branch proxy

is used, a TCP connection may be required for each user or gateway to
continue operation when the proxy is bypassed by OpenScape Voice.- Branch
gateways may be supported using the same branch TCP connection unless
the gateway requires dynamic registration. - Each local TCP user within the
OpenScape Voice datacenter requires a TCP connection.- When a central
SBC is deployed, a TCP connection may be required for each branch, branch
gateway, gateway or remote user.

2 Each keyset is assigned a primary line, also known as the prime line, and
can be assigned up to 10 lines or more, depending on the endpoint type. The
primary line is the DN for that keyset. The primary line and each secondary or
phantom line are assigned to separate line keys. A keyset cannot have a line
appearance of a DFT.

MTBF of Hardware

Including installed PCI cards and the shared disk arrays, the calculated
hardware availability for two nodes is 99.9997%.

Number of Ethernet Interfaces

For the OpenScape Voice non redundant system, the IBM x3650 Tare equipped
with five 100/1000BaseT Ethernet ports; for a redundant system, each node has
nine ports.

Refer to the corresponding sections in the present documentation for more
information.

1.14 OpenScape Voice Statistics, Accounting and Diagnosis

Statistics and Accounting Measurements
Operational Measurements
Diagnostics

OpenScape Voice allows access via CLI to data from various performance
counters and statistics. This data can be displayed in its native form. It can
also be extracted by external applications to generate reports useful for the
enterprise customer's ongoing management and monitoring of OpenScape
Voice.

Performance counters and statistics are provided for the following entities

* Operational measurements (OM)
* CDR system
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» UCE performance data—completed call, terminated call, and interworking
call statistics

» SIP performance data—messages sent and received by client and by server

* Message counters

» Errors in transaction portion—message type, general problem, invoke
problem, return result problem

» Audits and recovery performance data

* Overload handling performance data for SIP and MGCP

» Services performance data

Anonymous call rejection

Call forwarding (OpenScape Voice-based)

Calling identity delivery

Extension dialing (sometimes known as intercom call)
Screening list editing

Speed calling

Toll-free

Voice mail

The operational measurements (OM) features enable administrators to monitor
the performance and usage of OpenScape Voice resources, including network
traffic management (NTM) code controls and business groups. In addition to
viewing usage data through OpenScape Voice Assistant, this data is stored in
OM files on the OpenScape Voice server.

OpenScape Voice provides traffic measurements that are collected and
recorded as CSV files by the operational measurements manager (OMM). The
files may then be downloaded through secure FTP to any platform associated
with the collection of performance data. The files may be transferred in either
binary or ASCII format.

The following types of traffic measurement data are collected:

» Event-based traffic measurements: These measurements are cumulative,
and are driven by specific event occurrences such as successful calls, call
failures, and any kind of state transition. This type of traffic data is measured
for each business group by using the following peg usage counters:

Originating calls
Terminating calls
Intragroup calls

Feature usage

Feature activation

Feature deactivation

Dial 8, Dial 9 Calls

Direct Inward Dialing (DID)
Attendant attempts
Attendant overflows

» Usage-based traffic measurements: These measurements are based on the
cumulative duration of a specified event or condition. This type of traffic data
is measured for each business group by using the following usage register
counters:

Intragroup usage
Originating usage
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Terminating usage

The CLI and OpenScape Voice Assistantsupport test line origination (TLO) to
run diagnostic tests on network connections.

The TLO tool allows service personnel to run test calls. These test calls

utilize individual circuit paths and use signaling to test connections between
OpenScape Voice and adjoining Class 4/5 switches. After the addressed switch
performs the appropriate loopback or tone generation, the switch determines
and reports the quality of the voice paths.

1.15 The OpenScape Voice Solution

The OpenScape Voice Solution is a set of products, functionalities and
capabilities that are put together to form a large ecosystem from which
customer specific solutions can be derived. It delivers powerful communications
functionality provided through a choice of components / products included

in a rich solution set that builds the basis of the enterprise communications
infrastructure. It is built around the OpenScape Voice Application and operates
within the framework of the OpenScape UC Server.

OpenScape Voice Solution V10
OpenScape Voice Application

OpenScape Voice Solution V10 Functional Sets

The OpenScape Voice Solution strengthens customer choices in solutions
for messaging, trunking/gateways, survivable branch solutions, applications,
endpoints, interoperability through open standards and management.

Soft Clients

CAC SBC
{Call (Session
Admission Border
Control) Controller)

User
Management

Contact

Cariter Alarm System ™

Fault
Management

Attendant
Console

Voice
Recording *

Mobility

TDM
Connection

MeH and

QoS

Voice Portal Management

Announcement

SDK and
published
Interfaces

Unified
Messaging

Analog ext./
Fax

Accounting

EiA Solution Management

CMP and
Element
management

Conferencing Exch:rr'l.lge

sSealy |euoljoun4 uonnjos

OpenScape Voice Applicati

OpenScape Unified Communications Server

Figure 7: OpenScape Voice Application and Functional Areas making up
the OpenScape Voice Solution V7

The OpenScape Voice Solution V7 comprises the following:

* OpenScape Unified Communications Server
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» OpenScape Voice Application
* OpenScape Voice Solution V10 Functional Sets

OpenScape Voice Application is a core component in the OpenScape Voice
Solution V10. OpenScape Voice Solution is an ecosystem built around the
OpenScape Voice Application.

OpenScape Voice is a native SIP real-time IP system designed to provide
enterprises with a robust service creation and delivery infrastructure. Scalable
to as many as 100,000 users per two active redundant servers, and a virtually
unlimited number of users in a large network, OpenScape Voice can be
deployed and managed as a world-class, lowest power consuming data center
solution. Not only does it provide enterprise class communications functionality,
but also reduces the associated CO2 footprint of the enterprise.

OpenScape Voice creates technology choices that allow customers to
implement communication strategies at their own pace (e.g. voice and video
communications). It is designed to provide architectural strength to such a
framework through its scalability, resiliency, adherence to open standards,
manageability and its ability to function powerfully as an IT / Data Center based
communications solution.

« End-User Voice Features

« Dial Plan

+ Call Detail Recording (CDR)
* Routing

» Call Admission Control (CAC)
« Soft Clients

+ Devices

+ TDM Connection

* Analog Extension/Fax

» Session Border Controller (SBC)

» Computer-Telephony Integration (CTI)
» Attendant Console

* Music on Hold and Announcements

* Unified Messaging

+ Conferencing

+ Contact Center

* Mobility

* Voice Portal

+ Executive/Assistant Solution

» OpenExchange

* Alarm System

» Voice Recording

* SIP Trunking

+ SDK and Published Interfaces

* User Management

« Fault Management

* Quality of Service (QoS) Management
* Accounting Management

» Configuration Management Portal and Element Management
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2 Administration Concept

You administer the OpenScape communications solution preferably with your
browser-based configuration interface — the Common Management Platform
(CMP).

The available features of the Common Management Platform are divided into
the following areas:

» General management features that you use to administer node-spanning
system features of the OpenScape communications solution.

» Special management features that you use to administer system functions of
selected system nodes.

General Management Features
+ System Management

Using the system management you can quickly gain an overview of the
available system nodes and their logical grouping (clustering). Furthermore,
it provides auxiliary means to configure these system nodes and to log this
configuration.

» Domain Management

With the domain management you can divide the OpenScape system
into different domains. The system can be split into domains, where each
domain corresponds to a separate administration area with independent
administration rights. All users, resources and profiles in the system are
assigned to precisely one domain and are not visible in another domain.

NOTICE:

OpenScape Voice can currently only be operated with one
domain- the predefined system domain system.

» Profile Management

The profile management enables you to administer the access privileges for
the OpenScape system in a standardized way.
» User Management

With the user management you administer the user accounts for
administrators and system users.

NOTICE:

System users are only deployed when you also use
OpenScape UC Application with your communications
solution.

* Resource Management

With the resource management you administer selected system resources
that provide the different components of the OpenScape system.
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» Contact List Management

With the contact list management you administer contact lists that the users
of the OpenScape system can deploy.

NOTICE:

The contact list management is only required when you
use OpenScape UC Application with your communications
solution.

* License Management

The legal use of the OpenScape system features requires licenses. You can
use the license management to activate these licenses and to view activated
license information.

« Alarms and Fault Messages

The various OpenScape system components create alarms and error
messages when detecting irregularities in the system. The associated alarm
and error information is merged in the alarm and error messages.

* Logging
Important OpenScape system data is recorded in the background and stored
in log files.

* Audit Log

The audit log logs all important activities performed by the users in the scope
of the administration.

* Backup and Restore

You can back up the system configuration and the system data of the
OpenScape system in regular intervals or when required. You can use the
information backed up in this way for restoring the OpenScape system.

* Import and Export

You can import and export data of the system and domain administration.
» Software Repository

In the Software Repository you can store and manage upgrade files for the
different applications on an OpenScape system.
» Download Center

In the download center you can centrally provide documents, general
software and tools for users to download.

The general management features are always component of the Common
Management Platform. Which of the features available therein are offered to
you for administration depends on the access privileges assigned to your user
account.

Special Management Features

You are provided with special management features via individual
administration interfaces that integrate in the Common Management Platform
interface. For example, by the OpenScape Voice Assistant with which you
administer and configure the communications systemOpenScape Voice.

Special management features are only available in the Common Management
Platform when the associated system component is used in your OpenScape
communications solution. Which of the features available therein are then
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offered to you for administration depends on the access privileges assigned to
your user account.

Further Management Aid

For administering a OpenScape communications solution the following further
aid exist independently from the Common Management Platform.

* Local Management

The local management provides a command line via which OpenScape
Voice can be administered on site. The local management comprises
configuration, monitoring and administration of the internal OpenScape Voice
system software processes.

* Deployment Service (DLS)

You can use the Deployment Service to manage the OpenScape Voice work
points. The Deployment Service has a Java-supported, web-based user
interface and is executed in a web browser.

The Deployment Service can be executed on the OpenScape Voice
system or externally on a separate Windows server. It is integrated in the
OpenScape Voice Assistant to combine the tasks of creating a subscriber
in the OpenScape Voice system and to add the endpoint information of the
subscriber to the Deployment Service, performed as single task.

The Deployment Service is required for supporting the mobility feature on
Unify SIP endpoints. In particular, it provides options used for migrating
existing workpoints and implementing standards for mobile users.

* Maintenance Manager (MMGR)

The Maintenance Manager serves for activating and controlling OpenScape
Voice maintenance jobs — for example, to back up and restore files.
» Agent for operation, administration, maintenance and provisioning

The agent for operation, administration, maintenance and provisioning
(OAM&P) realizes the OAM&P interface to the OpenScape Voice Assistant.
Via this interface you handle all management jobs that concern the
OpenScape Voice system.

* Generic Export Mechanism

The Generic Export Mechanism (GEM) is used to synchronize data between
OpenScape Voice and the CAP / CSTA interface.

» Various component individual command line tools

You find lists and descriptions for these tools in the chapters of the related
system components.

2.1 Operating the Common Management Portal (CMP)

The Common Management Portal is the browser-based configuration interface
for the OpenScape communications solution. It provides general management
features that you use to administer node-spanning system functions of the
OpenScape communications solution, and also special management features
that you use to administer system functions of selected system nodes.

The Common Management Portal user interface consists of HTML pages that
can be displayed with a web browser. Thus the Common Management Portal
works platform-independent under all prevalent operating systems.
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The Common Management Portal user interface is divided into the following
areas:

1) Navigation bar
2) System bar

3) Work area
4) Navigation tree

CMP

General, Downloads

You can adjust selected Common Management Portal elements to individual
requirements.

The CMP is optimized for:

* Internet Explorer 7.0

* Internet Explorer 8.0 (compatibility mode)

* Internet Explorer 9.0 (compatibility mode)

* Internet Explorer 10.0 (compatibility mode)
* Internet Explorer 11.0 (compatibility mode)

» Firefox ESR45 (Extended Support Release)

NOTICE:

Using different versions of the browsers above may lead to
rendering errors and/or limited functionality.

When using the Common Management Portal please note that you should
set the web browser used in a way that it allows pop-ups in general or at least
for the internet address under which the Common Management Portal is
accessible.

2.1.1 CMP Work Area

The Common Management Platform work area lists comprehensive information
and displays different activity options. The number and selection of information
and activity items depends on the entry you have chosen in the navigation tree.
The information area above each list displays a description of the information
and actions.

The name of mandatory system settings are marked in bold text.

A31003-H80A0-F100-16-7618, 07/2024
74 Feature Description, Feature Description



Administration Concept

The work area contains the following general elements:
» Lists

The work area displays the actual information about the entry selected in the
navigation tree in the form of lists.

You can sort the list elements in ascending or descending order.

If a list cannot be completely displayed in the work area due to its length, it
will extend over several pages.

On pages that display a numerus amount of items you can customize the list
according to your preference with the following options:

Sel:0 | Ikems/Page: | 10 (» || &ll:23 | 1w || # | H

1) “Sel” :the amount of items ticked in the checkbox. This option appears
only if a checkbox is available in the list

2) Items/Page: you can choose from the pull down menu the amount of
(10,20,50,100,200) items displayed per page

At the beginning of you Administrator user session all lists are initialized
with the default value.

Whenever you change the default items(rows)/page value (you have
“customize” it) of a list in CMP this value is saved per Administrator User
id, which means whenever you logoff and login CMP applies the value
you have set for this list.

You can preset the number of rows (items) /page for all the non
“customized” lists and you can also force it to all lists, including
“customized” lists as it is described in Section 3.2.2.1, “Settings”

3) All: total amount of items in the list

4) If the total amount of items exeeds the items/page slection then you can
use the page navigator. Use << and >> to page forward and back in the
list. Use |< and >| to jump to the beginning or end of the list. You can use
the Page drop-down list to select a specific page

You have the option to sort the list entries by clicking the title in the column
headings. For this to be done the column headings must be highlighted in
blue.

If you click the column heading a second time, the sort sequence changes
from ascending to descending or from descending to ascending.

If you wish to mark all list elements, click in the gray list header row on the
checkbox at the start of the row.

NOTICE:

The sorting is for the entire list not just the page you are
currently on
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General Icons / Buttons

The general icons and buttons shown in the work area are dependent on the
selection of the entry in the navigation tree. The icons/buttons shown below
are possible and have the following meanings:

Elemen| Function

) Information icon
-

Displays information about the topic represented in the work area
in the information bar. A note also appears here when you enter
the wrong value.

P Help icon
Invokes the help for the topic concerned.

[, Refresh icon

Updates the page shown (forexample, when displaying list
entries).

Information bar

The information bar describes which information is currently displayed in the
work area. If you enter an invalid value in an entry field, the information bar
will also indicate the type of input error. The relevant entry field appears in a
red frame.

Action Menu

You can use the action menu to initiate specific functions for a list entry in
a list (e. g. edit a user). The action menu appears always on the right-hand
margin of a list entry. Whether an action menu is provided in a list or not
depends on the list selected. Most of the functions in the action menu can
also be reached with the buttons displayed in the work area. In instances
where there are two ways of initiating a function, this manual describes the
button procedure.

Elemen| Function

» Action Menu icon

Opens the action menu for the associated list entry

Filter

You can use the filter function in the work area to filter displayed lists
according to a specific search item. Setting a filter reduces the total number
of items displayed and makes it easier to identify those desired.

Within the search text only the wildcard * is allowed. It can be used instead
of several arbitrary charcters. Logical operators are not supported.

Besides filtering by a specific search term, it is also possible to select certain
items with a check mark. These marked items can then be displayed with
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Show Selected (). If this selective display is no longer desired, all items can
be displayed again with Show All.

The filter function also supports the * wildcard search.

Filter: fFar | Profile v ? [ ] | [ ] l ]

An advanced filter in which additional criteria can be selected for filtering the
lists is available for alarms, error messages and audit logs. The criteria for
the advanced filter are described in the associated sections.

Dialogs

There are many work area elements that open additional dialogs in which
you can set component-depending values. In these dialogs the names of the
fields where entries are mandatory are bolded.

2.1.2 CMP Navigation Bar

In the Common Management Platform navigation bar you can see the different
navigation tabs. Each navigation tab contains a navigation menu with different
navigation menu options.

The OpenScape applications installed on your OpenScape system and the
access privileges of your user account determine which navigation tabs and
navigation menu options you see.

The navigation bar contains the following elements

1)

2)

3)

Navigation tab

When you click a navigation tab, the menu items assigned to the tab appear
in the navigation menu. The default navigation menu item assigned to

the tab is highlighted. The navigation tree belonging to the menu item
appears on the left in the browser window, while the work area displays the
associated home page.

Navigation menu

When you click a navigation menu item, the navigation tree opens and the
default entry assigned to the menu item is highlighted. The home page is
displayed in the work area.

Alarm Preferences

The three most crucial alarms types are depicted. Critical, Major and Minor
alarm appear in their respective colour.

2.1.3 CMP Navigation Tree

For each navigation menu option the associated navigation tree opens next
to the work area in the Common Management Platform. The tree contains all
topics that belong to the selected navigation menu option.
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If you click a navigation menu item, a navigation tree unfolds in the navigation
area to the left; in the workspace, the home page for the selected navigation
menu item is displayed. The navigation tree contains all entries associated with
the current navigation menu item. Some individual entries are grouped and you
can display or hide these groupings. The name of the navigation menu item is
repeated once more at the top of the navigation tree. To hide the entries, click
the "down arrow" icon in the group name. The entries disappear and a "right
arrow" icon is displayed. Click the right arrow icon to display the entries again.
When you click one of the displayed subitems, the associated page is displayed
in the workspace. .

1Scape Common Mat ent Platform

CMP

General, Downloads

2.1.4 CMP System Bar

78

On the Common Management Platform system bar you can see the domain
you are looged in and the user ID with which you are logged in at the Common
Management Platform.

Domain: system

User: administrator@system

The system bar contains the following elements.
1) Name of the current user

Displays the user ID with which you are logged in at the Common
Management Platform.
2) Menu bar

When you click an option in the menu bar, a list of further menu options
appears. The menu options comprise functions which are common to
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all applications, as well as further entries which depend on the installed
applications and your administrator rights.

For the Common Management Platform the following menu entries can be
available:

+ Settings > General

Defines basic CMP settings for the logged in administrator.
+ Settings > Change Password

On this tab you can change your user password for the CMP. This
is only possible if your user profile is set up accordingly (Symphonia
Administrator).

* Help

Opens the online help.
* Logout

Log-out the logged on administrator from the Common Management
Platform.

2.1.5 Adjusting the CMP User Interface

You can adjust selected Common Management Portal elements to individual
requirements.

Within this scope, you can customize the following Common Management
Portal interface elements:

» The Unify logo in the Common Management Portal login dialog

» The Unify logo on the Common Management Portal user interface
» Interface texts based on OpenScape product names

» Various general interface texts

For changing such interface elements there is the rebrand. sh script. The
configuration settings for this script are stored in the associated configuration
file input.

During the Common Management Portal installation, the rebrand. sh script
and its configuration file input is stored in the following directory:

<Osc#install '>/share/tomcat /webapps/management/

If you operate the OpenScape system as integrated cluster system, you need to
adjust the CMP user interface on both nodes.

After a Common Management Portal upgrade or after installing a software
patch of the same main version, modifications once performed are maintained.
A new installation via setup DVD, however, recreates the original logos, product
and interface texts. In this case you need to execute the rebrand. sh script
once again.

NOTICE:

A new configurator file is created on the folder rebranding
when the rebrand. sh script has completed successfully.

1 <Osc-Install > is the setup directory of the OpenScape system: /opt/siemens/ or /enterprise/
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This configurator file contains the flag bluewash which is
marked as on when the rebrand. sh script is finished. During
an upgrade or during installing a software patch of the same
main version the system checks the flag bluewash. If it is set
to on the rebrand. sh script is automatically executed after
the update process in order to maintain the modifications. If
the flag bluewash is set to off the software update reset all
modifications to their default.

The input configuration file

The input configuration file contains the settings for all changeable interface
texts. The following tables give an overview of these settings.

NOTICE:

If you change texts in the configuration file input, please do not
remove blanks from the settings identifiers.

Table 7: Rebrand script parameters for brand and product names

Settings identifier Assigned interface text

__ BRAND_NAME___ Brand name in different pop-up messages

__0OS _VOICE___ Product name for the OpenScape Voice
component

__OS BRANCH___ Product name for the component OpenScape

Voice Branch

The following restrictions apply for brand and product names:

» The value of each setting must be one to 20 characters long.

* The value of each setting may contain the following characters of an English
or German keyboard:

— a-zandA-Z

- 0-9

— Special characters can be provided on the input file, some of them must
be protected with single quotes, others with double quotes and other
with nothing according to the first two columns of the following table, last
column displays characters that are not supported by the input file:

Supported Special Used as: Special Characters
Characters: NOT supported

! ‘r /

@ ‘@ \

# “#1! =

% “%” A

& ii&!! $

( ‘("

) (5).” *
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Supported Special Used as: Special Characters
Characters: NOT supported
_ _ [
- H_“ ]
+ “+)Y “
{ { :
} “}!!
| P <
“:” >
? H?!!

» The value of each setting may contain the following additional characters of
a German keyboard:

- 8,6,0,06,p,€

NOTICE:

If you wish to use special characters in the input
configuration file, you need to back up the file in the
UTF-8 format. You can use e.g. the Microsoft Editor
(Notepad) for this purpose.

The following areas exist for these brand and product names in the
configuration file.

» The definition area, in which the settings to be newly used are defined under
the above identifiers.

» The area for the settings of the last modification. The identifiers of
the associated settings begin with OLD. After you have executed the
rebrand. sh script, the settings of the definition area are automatically
copied into this area.

* The area for default settings. The identifiers of the associated settings
begin with DEFAULT. Here the settings are defined with which the Common
Management Portal was shipped. Never change the settings in this area
as they may be needed for restoring the default values for the Common
Management Portal.

Table 8: Other rebrand script parameters

Settings identifier Assigned interface text

FOOTER Text of the trademark note in
the Common Management
Portal footer
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Settings identifier

Framework.alarmDisplayString

Assigned interface text

Original identifier for the
OpenSOA framework in the
alarm protocol and for active
alarms

Framework.alarmFilterDisplayString

INFORMATION_LINK

Original identifier for the
OpenSOA framework in the
alarm protocol filter

Is not yet used on the Common
Management Portal user
interface.

PRIVACY_LINK Is not yet used on the Common
Management Portal user
interface.

dc_bcpath Is not yet used on the Common

alarms.sourceFramework

Management Portal user
interface.

Original alarm identifier for the
OpenSOA framework in the
alarm protocol filter

COPYRIGHT

editProfile. H8kAst

editProfile.OpenBranchAssistant

Is not yet used on the Common
Management Portal user
interface.

Application identifier for the
associated user profiles

Application identifier for the
associated user profiles

ApplicationOverview.OSVOICE

importExportCentralized.ExportOscVoice

Identifier for the OpenScape
Voice connection on the
application side

Internal identifier for the import /
export functionality

The value for the following miscellaneous settings must not exceed 20

characters:
¢ editProfile.H8kAst

» editProfile.OpenBranchAssistant

2.2 User Accounts for Administrators
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You need to log on to the CMP with an administrator account for administering
the OpenScape communications solution therein. The administrator accounts
are managed in the Common Management Platform with the help of the domain
management, user management, user profile management and access control

lists.
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2.2.1 Domain Management

With the domain management you can divide the OpenScape system into

different domains. The system can be split into domains, where each domain

corresponds to a separate administration area with independent administration
rights.

NOTICE:

OpenScape Voice can currently only be operated with one
domain— the predefined system domain system. To organize
the access rights of OpenScape Voice subscribers you can use
access control lists.

The following figure describes the domain concept.

Domain system

administrator@system

Domain Domain Domain
Service Provider 1 Service Provider 2 Service Provider x

SP-Administrator 1 SP-Administrator 2 SP-Administrator 3

The domain concept divides into the following levels.

System level

On the system level exists the defaulted domain system with the default
administrator administrator@system. This defaulted administrator can
configure service provider domains and define further administrators and
service provider administrators. You cannot delete the system domain.

Service Provider Level

On the service provider level exist service provider domains that can be
created by the administrators of the system level. When an administrator
creates a new service provider domain, he/she also becomes service
provider administrator of the new service provider domain by default and
is thus a foreign user for this domain. If an individual administrator is
configured for the new service provider domain, he/she can withdraw the
administrator privileges for the relevant service provider domain from the
foreign user.

A service provider administrator can define further administrators on the
service provider level.

Domains can only be added, edited and deleted by administrators who have the
Domain Management privilege.

A31003-H80A0-F100-16-7618, 07/2024
Feature Description, Feature Description

83



Administration Concept

2.2.2 Profile Management

2.2.2.1 Default Profiles
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The profile management enables you to administer the access privileges for the
-OpenScape system in a standardized way.

A profile consists of a collection of access privileges. By assigning such a profile
to an administrator, you grant this person all access privileges of the relevant
profile.

Each user-profile is assigned to exactly one domain.

Furthermore, each profile is assigned to a specific application. This application
determines which type of access privileges the profile contains. If a profile is
e.g. assigned to the Symphonia application, it controls the access privileges
for the features of the CMP — for example for the domain administration. For
which applications user-profiles are available depends on the OpenScape
components installed with the system.

To use the user-profile management for limiting the configuration scope of
the Common Management Platform, the access privileges control the display
of the menu options an administrator can see on the navigation bar or in the
navigation tree. If, for example, an administrator has not been assigned the
Domain privilege, he/she cannot see the Domains navigation menu on the
CMP navigation tab.

We can generally distinguish three types of profiles.

» Default profiles
» System profiles
» Customer profiles

Default user-profiles are automatically created upon the system setup. Default

profiles are indicated with the & icon in the Common Management Platform
profile list and can neither be deleted nor modified. Which default profiles are
altogether available in the Common Management Platform depends on the
OpenScape components installed with the system.

Each default profile is assigned to a specific application. This application
determines which type of access privileges the default profile contains. If a
default profile is e.g. assigned to the Symphonia application, it controls the
access privileges for the features of the Common Management Platform — for
example for the profile or domain administration. For which applications default
profiles are available depends on the OpenScape components installed with the
system.

In the Common Management Platform, default profiles may be available for the
following applications.

« CMP

Provides the default user profiles for CMP.
* E /A Cockpit

Provides the default user profiles for E / A Cockpit.
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OpenScape UC App

Provides the default user-profiles for the access privileges of the OpenScape
UC Application.

NOTICE:

TheOpenScape UC App is only available when you also
use OpenScape UC Application with your communications
solution.

OpenScapeVoice

Provides the default user-profiles for the access privileges of the OpenScape
Voice Assistant.

Symphonia

Provides the default user-profiles for the access privileges of the Common
Management Platform.

2.2.2.2 Default Profiles of the CMP

Common Management Platform application contains all the necessary
permission to control the access to the various CMP features.The default
profiles for the CMP are automatically created during the CMP setup and can
neither be deleted nor modified.

Following profiles are installed automatically with CMP:

A profile named Super Administrator is created by default and contains all
the CMP permissions except the ones that are linked with licenses

A profile named Service Technician is created by default and contains all
the CMP permissions except the ones that are linked with licenses

A profile named Customer Administrator is created by default and contains
all the CMP permissions except the ones that are linked with licenses, Profile
and Domain Management, SSDP, Software and Documentation Downloads,
Importing and Exporting files.

A profile named OS User Management Feature Package LDAP is created
by default and contains all the CMP permissions that are linked to the
OS_UM_FP1 Licence

A profile named OS User Management Feature Package OS ILA is
created by default and contains all the CMP permissions that are linked to
the OS_UM_FP2 Licence

NOTICE:

No other profiles will be automatically installed with CMP.

NOTICE:
The default CMP profiles can’t be edited.

Following profile handling is performed:

For fresh/new installations the administrator account that is created
automatically is assigned with the Super Administrator profile.
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» For upgrades, the assigned profiles of the default administrator account are
not modified.

» For upgrades, the assigned profiles of the default administrator account are
not modified.

1) The administrator that created the subdomain automatically becomes a
foreign user in that subdomain

2) This foreign user is automatically assigned the Symphonia/Administrator
profile in the subdomain

3) CMP assigns to this foreign user the profile CMP/Super Administrator in
the subdomain

2.2.2.3 Default Profiles of the OpenScape Voice Assistant
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The default user-profiles for the OpenScape Voice Assistant are automatically
created during the OpenScape Voice Assistant setup. In the Common
Management Platform profile list they are indicated with the OpenScape Voice

application and the &icon and can neither be deleted nor modified.

With the OpenScape Voice Assistant the following default user-profiles are
installed. These profiles are administrator profiles that control access to the
OpenScape Voice Assistant features.

* Customer Administrator
» Basic Administrator

» Security Administrator

» Super Administrator

An OpenScape Voice administrator must be able to access the Common
Management Platform features also. This requires the assignment of a
Common Management Platform user-profile that has sufficient access privileges
to the administrator's user account.

The following table describes which Common Management Platform default
user-profile must be assigned to the respective administrators for OpenScape
Voice.

Default user-profile for Minimum required default user-profile for
OpenScape Voice Assistant | Symphonia Application

Customer Administrator CMP login

Basic Administrator CMP login

Security Administrator CMP login

Super Administrator CMP login

User Management Levels

It is possible to create administrators with access restriction in the level of tabs
within the Subscriber Management and Signaling Management menu. Each
administrator will have either read access only or full access (Read/Write)

or no access at all to a specific tab in these management screen, based on
permissions per subscriber/signaling functional area.
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Each tab in the Subscriber (Main Office or Branch Office)/Signaling main screen
has an 1-to-1 association with the permissions provided. If the "Read" access

is assigned to a profile, the tab associated with this permission is visible to

the profile. If the "Write" access is granted for a tab then the "Read" access is
automatically assigned and the user is allowed to view and modify the contents
of this tab. If the "Read" access is not granted then the tab is hidden.

Buttons are also associated with the subscriber management permissions:

» The Add, Clone, Delete, Change DN and Device Management buttons
require full access (all the permissions granted) in order to be visible to a
profile.

* The Registration Status button requires Connection (Read) permissions in
order to be visible to a profile.

+ The Transient Status button requires Main Office Subscribers (General-
Read) or Branch Office Subscribers (General-Read) permissions in order
to be visible to a profile.

* The Quick Add Subscriber menu requires full access (all the permissions
granted) in order to be visible to a profile.

» Based on the assigned subscriber permissions the administrator is able to
view the corresponding tabs in the Edit, Quick Edit, Bulk Edit subscriber
management screens.

NOTICE:

If a profile has Read only permissions the Bulk Edit button shall
be deactivated.

Overview of the Access Privilege Assignment

The OpenScape Voice Assistant access privileges are available in the Common
Management Platform profile management under the OpenScape Voice
application.

The below table shows in detail how these access privileges are assigned to the
OpenScape Voice Assistant default user-profiles by default.

Name and short description of the |Basic = Custome¢ Securtiy Super
Common Management Platform Adminisi Adminis{ Adminisi{ Administrator
privilege

Basic Management \/ \/ \/ \/

Allows access to the OpenScape
Voice tab in the Common
Management Platform.

Communication System Access List v v

Allows viewing all systems in the
communication system list and
administering the list entries. The
administrator need not be a member
of the access lists for communication
systems.
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Name and short description of the Basic | Custome Securtiy| Super

Common Management Platform Adminis{ Adminisi Adminis{ Administrator
privilege
Communication System Management 4/ v v v

Adds the administrator to the
communication systems access list.

Communication System Settings v v

Allows editing the settings of the
displayed communication systems.

Call Admission Control v

Allows administering the
call admission control of the
communications systems.

Number Display v

Allows administering the display
number modification.

Global Numbering Plan v

Allows administering the following
settings:

¢ Translation
» Destinations and routes
* Endpoint management

Business Group Access List \/

Allows viewing all business groups
and creating or deleting new
business groups for all displayed
communication systems. The
administrator need not be a member
of the business group access lists.

Business Group Management \/ \/

Adds the administrator to the business
group access list for all displayed
communication systems.

Business Group Settings v v

Allows administering all displayed
business groups. Within this scope
you can also edit special business
group settings — e. g. feature profiles,
endpoint profiles, hunt and pickup
groups.

Directory Numbers v v

Allows administering office codes and
home directory numbers.
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Name and short description of the |Basic = Custome Securtiy Super

Common Management Platform Adminis{ Adminis{ Adminisi Administrator
privilege

Number Display v v

Main Office Subscribers (General- v v

Read)

Allows view access of the content
of tab General in the subscribers
management menu.

General (Write) v v

Allows view and modifications of
the content of tab General in the
subscribers management menu.

Display (Read) v v

Allows view access of the content
of tab Display in the subscribers
management menu.

Display (Write) \/ \/

Allows view and modifications of
the content of tab Display in the
subscribers management menu.

Connection (Read) v v

Allows view access of the content of
tab Connection in the subscribers
management menu.

Connection (Write) v v

Allows view and modifications of the
content of tab Connection in the
subscribers management menu.

Routing (Read) V4 V4

Allows view access of the content
of tab Routing in the subscribers
management menu.

Routing (Write) v v

Allows view and modifications of
the content of tab Routing in the
subscribers management menu.

Security (Read) \/ \/

Allows view access of the content
of tab Security in the subscribers
management menu.
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Name and short description of the
Common Management Platform
privilege

Security (Write)

Allows view and modifications of
the content of tab Security in the
subscribers management menu.

Keyset (Read)

Allows view access of the content
of tab Keyset in the subscribers
management menu.

Keyset (Write)

Allows view and modifications of
the content of tab Keyset in the
subscribers management menu.

Basic | Custome Securtiy Super
Adminis{ Adminisit Adminis{ Administrator

v v

Groups (Read)

Allows view access of the content
of tab Groups in the subscribers
management menu.

Groups (Write)

Allows view and modifications of
the content of tab Groups in the
subscribers management menu.

Features (Read)

Allows view access of the content
of tab Features in the subscribers
management menu.

Features (Write)

Allows view and modifications of
the content of tab Features in the
subscribers management menu.

Applications (Read)

Allows view access of the content of
tab Applications in the subscribers
management menu.

Applications (Write)

Allows view and modifications of the
content of tab Applications in the
subscribers management menu.

Main Office Endpoints

Allows administering main office
endpoints.

A31003-H80A0-F100-16-7618, 07/2024
Feature Description, Feature Description



Administration Concept

Name and short description of the |Basic = Custome Securtiy Super

Common Management Platform Adminis{ Adminis{ Adminisi Administrator
privilege
Branch Offices Access List v v

Allows viewing all Branch Offices and
creating or deleting new ones. The
administrator need not be a member
of the Branch Office access list.

Branch Office Management \/ \/
Allows administering OpenScape

Branch

Branch Office Settings \/ \/

Allows administering the general
settings of OpenScape Branch

Branch Office Subscribers (General- v v
Read)

Allows view access of the content
of tab General in the branch office
subscribers management.

General (Write) v v

Allows view and modifications of
the content of tab General in the
subscribers management menu.

Connection (Read) v v

Allows view access of the content of
tab Connection in the subscribers
management menu.

Connection (Write) v v

Allows view and modifications of the
content of tab Connection in the
subscribers management menu.

Routing (Read) \/ \/

Allows view access of the content
of tab Routing in the subscribers
management menu.

Routing (Write) \/ \/

Allows view and modifications of
the content of tab Routing in the
subscribers management menu.

Security (Read) ¢ ¢

Allows view access of the content
of tab Security in the subscribers
management menu.
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Name and short description of the
Common Management Platform
privilege

Security (Write)

Allows view and modifications of
the content of tab Security in the
subscribers management menu.

Keyset (Read)

Allows view access of the content
of tab Keyset in the subscribers
management menu.

Keyset (Write)

Allows view and modifications of
the content of tab Keyset in the
subscribers management menu.

Basic | Custome Securtiy Super
Adminis{ Adminisit Adminis{ Administrator

v v

Groups (Read)

Allows view access of the content
of tab Groups in the subscribers
management menu.

Groups (Write)

Allows view and modifications of
the content of tab Groups in the
subscribers management menu.

Features (Read)

Allows view access of the content
of tab Features in the subscribers
management menu.

Features (Write)

Allows view and modifications of
the content of tab Features in the
subscribers management menu.

Applications (Read)

Allows view access of the content of
tab Applications in the subscribers
management menu.

Applications (Write)

Allows view and modifications of the
content of tab Applications in the
subscribers management menu.

Branch Office Endpoints

Allows administering the endpoint
settings of OpenScape Branch
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Name and short description of the
Common Management Platform
privilege

OpenBranch

Allows access to the OpenScape
Branch tab in the Common
Management Platform

Private Numbering Plan Access List

Allows viewing all numbering plans
and creating or deleting new ones.
The administrator need not be a
member of the access list for the
numbering plan.

Private Numbering Plan Management

Adds the administrator of all displayed
communication systems or business
groups to the numbering plan access
list.

Basic

Custome

Adminisi Administ{

v

Securtiy Super

Adminis{ Administ

v

trator

Private Numbering Plan Settings

Allows administering numbering plans.
This comprises the administration

of the following elements of private
numbering plans:

¢ Translation
* Destinations and routes
Business Group Reports

Allows using statistics for business
groups and MLHGs.

Directory Numbers

Allows administering office codes and
home directory numbers.

ENUM
Allows administering ENUM settings.

Feature Management

Allows administering the OpenScape
Voice Feature Settings.

Global Settings

Allows administering the general
OpenScape Voice settings and the
sighaling management.

Database Password
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Name and short description of the Basic | Custome Securtiy| Super

Common Management Platform Adminis{ Adminisi Adminis{ Administrator
privilege
Node.cfg Parameters v v

Allows administering EZIP setting
screen (node.cfg parameters)

Other Global Settings v

Licensing \/

Allows administering statistics
intervals for dynamic, trunking

and OpenScape mobile licenses.
Furthermore, the created statistics can
be displayed.

MediaServer \/

Allows administering the OpenScape
Voice settings for Media Server.

Signaling Management \/

Allows administering the OpenScape
Voice settings for Signaling
Management.

CSTA (Read) v

Provides read-only access to the pop-
up CSTA Settings window.

CSTA (Write) v

Provides full access (read/write) to the
pop-up CSTA Settings window.

Digest Authentication \/

Provides full access (read/write) to the
pop-up Digest Authentication window.

SIP v

Provides full access (read/write) to the
pop-up SIP Settings

SIP-Q v

Provides full access (read/write) to the
pop-up SIP-Q Settings window.

TLS v

Provides full access (read/write) to the
pop-up TLS Settings window.
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Name and short description of the
Common Management Platform
privilege

Basic Configuration

Allows administering settings in the
OpenScape Voice Assistant.

2.2.2.4 Customer Profiles

Basic Custome
Adminisi Administ{

v

Securtiy Super

Adminis{ Administ

v

In addition to the default and system profiles, you can also create individual

profiles— so-called customer profiles.

Customer profiles are indicated in the Common Management Platform profile

list with the &7 icon. You can use them to provide user groups with standardized
privilege levels, which are adjusted to the requirements and the level of

knowledge of the relevant users.

We recommend to exclusively use customer profiles as far as possible.

Every feature of CMP has a corresponding permission defined in order to allow/

restrict the access to this feature

Profiles containing sets of these permissions can be created in order to model

the different Roles that the CMP Admin Users may have.The assignment of
these profiles to CMP Admin Users is essentially equivalent with granting
the permissions described by the Role to the CMP Admin User. In order for a
feature to work properly, additional non-CMP permission may be required to be
granted to a User (e.g. Symphonia permissions) reference.

» The CMP permissions are used primarily to restrict access to various CMP

screens in the User Interface level

» CMP permission do not restrict the access to Assistant screens
» CMP permission do not restrict access to Symphonia services Export of

configuration data

2.2.3 Special Handling of CMP Administrator Permission

Special handling of CMP Administrator Permissions is required in order to
prevent the Admin Users from locking themselves out of the system and
allowing them to regain access in case they are locked out of the system.

Following restrictions are applied to the CMP Admin User Permission:

» ltis not allowed to remove this permission from the last, unlocked CMP

admin User.

This special handling is required in order to prevent the Users from locking

themselves out of the system.

NOTICE: An unlocked CMP Admin User account is neither
explicitly locked nor locked due to too many unsuccessful

logins
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* ltis not allowed to remove this permission from a CMP application Profile
ONLY IF there is at least one other CMP application profile that contains this
feature AND there is at least one, unlocked CMP Admin User that has this
profile assigned.

This special handling is required in order to prevent the Users from locking
themselves out of the system when modifying Profiles.

» ltis possible for an administrator to login to the CMP server using ssh and as
root user execute the following script :

#./ opt/ si emens/ servi cet ool s/ security/resetUser Account. sh

reset User Account . sh <user URl > <new passphrase> [<path to
installation directory>]

This script will create the Super Administrator Profile with the default
configuration and assign it to a specific symphonia user.

This special handling is required in order to allow the administrator to regain
access to CMP Admin Users Management in case s/he is locked out of the
system by an operation that is not covered by the above two rules.

» ltis possible for an administrator to explicitly lock an administrator. In this
case, the system does not make any effort to protect the User from locking
themselves out of the system. The administrator has to login to the CMP
server using ssh and as root user execute a script that will unlock the locked
user in order to regain access to CMP.

The same applies when the administrator is locked out of the system due to
too many unsuccessful login.

2.2.4 UC User Administration

With the UC user management you administer the UC user accounts for the
OpenScape system. This comprises in particular the user-individual contact
information and access privileges.

Each UC user account specifies information about the following areas:

* General information
» Password/PIN

» Contact information
* Profiles

* Resources

These areas contain the following information:

A31003-H80A0-F100-16-7618, 07/2024
96 Feature Description, Feature Description



Administration Concept

General information

Information

Meaning

Login name

Domain

Display Name

Specifies the user ID of the user account. The user
deploys the user ID when logging on to the system.

The following special characters must not be used for the
user ID:

*  @-character
+ Semicolon
+ Blank at the beginning or end of a login name

Default value is system

Specifies the name displayed for the user account in the
program's interface.

Home time zone

Specifies for the user account the date and time default
format in the program interface of OpenScape UC
Application.

Default language

Address
Translation
Context

Specifies the following for the user account:

+ The language in which the web client program
interface appears after the user has logged in.

« The language in which the voice portal plays greetings
after the user identification.

You can choose from the available Address Translation
Contexts or configure another Address Translation
Contexts in the Configuration section of UC.

User locked

Locks the user account out of the OpenScape UC
Application.

Password/PIN

Information

Meaning

Login password
locked:

Shows whether the password-based access via the UC
user account has automatically been locked. If the access
is locked, the relevant user has entered an incorrect
password too often while trying to log in.

Telephony PIN
locked:

Shows whether the telephone-based access via the user
account has automatically been locked. If the access is
locked, the relevant user has entered an incorrect PIN too
often while trying to log in.

Login Password

Specifies a new password for the user account.

Passwords are assigned according to different policies
that apply to the entire system.
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Information

Meaning

Login Password
never expires

Specifies that the password is infinitely valid.

If the Password never expires and User has to change
password at next login options are active at the same
time, the relevant user needs to change his/her password
at the next password-based login. The changed password
is then infinitely valid.

User has to
change login
password at next
login

New Telephony
PIN

Telephony PIN
never expires

User has

to change
telephony PIN at
next login

Specifies that the relevant user needs to change the
password at the next password-based login.

This option is only valid until the next password-based
login. After the login this option is disabled for the user
account again.

If the Password never expires and User has to change
password at next login options are active at the same
time, the relevant user needs to change his/her password
at the next password-based login. The changed password
is then infinitely valid.

Specifies a new PIN for the user account.

Specifies that the PIN is infinitely valid.

If the PIN never expires and User has to change PIN
at next login options are active at the same time, the
relevant user needs to change his/her PIN at the next
PIN-based login. The changed PIN is then infinitely valid.

Specifies that the relevant user needs to change the PIN
at the next PIN-based login.

This option is only valid until the next PIN-based login.
After the login this option is disabled for the user account
again.

If the PIN never expires and User has to change PIN
at next login options are active at the same time, the
relevant user needs to change his/her PIN at the next
PIN-based login. The changed PIN is then infinitely valid.

Contact information

Contains comprehensive contact information about the user of the user

account.

Profiles

Lists all user profiles that are assigned to the user account.

Resources

Lists all resources that are assigned to the user account. These can be:
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Voicemail number

OpenScape UC Application uses a workflow for incoming calls. This
workflow always ends in the voicemail box of the called user. In this way no
call is lost even if the called user cannot answer the phone. The voicemail
number specifies the number of the called user’s voicemail box.

Queue number

Specifies the number of a multi-line hunt group used for the Ask-Me feature.
User devices

Specifies the subscribers associated to the user. If you use OpenScape UC
Application one of these subscribers can be set as ONS number.

2.2.5 Policy for User Passwords

You can define system-spanning requirements, CMP administrator and/or UC
user passwords have to satisfy.

IMPORTANT:

The password policy is applied per Server, so if the UC
application and CMP are located on the same server they will
have the same password policy

To comply with the default requirements a CMP administrator and/or UC user
password must:

comprise at least eight characters

contain at least one capital letter

contain at least one digit

contain at least one special character

contain each character not more than three times in succession

Furthermore, the following applies by default:

Each user must change his/her password after 90 days at the next
password-based login.

NOTICE: This system-spanning setting can be disabled

for the respective UC user. If this is desired, activate the
Telephony PIN never expires option on the Password / PIN
tab of the relevant UC user settings.

A CMP administrator and/or UC user must not enter an incorrect password
more than five times. If this number is exceeded, his/her user account is
automatically locked for password-based access.

Locking the password-based access does not influence the PIN-based
access of the relevant UC user via telephone.

The last five passwords of a CMP administrator and/or UC user are stored in
a password history. An CMP administrator and/or UC user cannot configure
a password that is contained in the password history.

You can adjust these policies, valid for the entire system, in the following XML
file:
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PassphrasePolicyConfig.xml

You find this file in the following folder of the computer system set up on CMP
server:

/opt/siemens/respectively/enterprise/common/conf/

Extract from the file PassphrasePolicyConfig.xml

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<PassphrasePol i cyConfi g version="2.0">
<PassphrasePol i cy>

<Type>pwd</ Type>

<M ni nrumAge>86400000</ M ni numAge>
<Maxi mumAge>7776000000</ Maxi numAge>
<M ni munLengt h>8</ M ni nuniengt h>
<Maxi munlLengt h>0</ Maxi nuniengt h>
<M ni munDi gi t s>1</ M ni nunDi gi t s>

<M ni munBpeci al Char act er s>1</
M ni nunSpeci al Char act er s>

<M ni munJpper CaseChar act er s>1</
M ni munJpper CaseChar act er s>

<Maxi munRepeat edChar act er s>3</
Maxi nunRepeat edChar act er s>

<Maxi muntfai | edAt t enpt s>5</ Maxi nuntfai | edAt t enpt s>
<Passwor dHi st or yDept h>5</ Passwor dHi st or yDept h>
<Lockout Ti mre>1800000</ Lockout Ti me>

</ PassphrasePol i cy>

The following parameters of this XML file control the user password policies
valid for the entire system.

*  MinimumAge

Specifies the period after a password alteration in which a user must not
change his/her password again. This period is only effective between

two password modifications performed by a user himself/herself. If the
administrator resets the user password, the relevant user can immediately
change his/her password.

The set value is evaluated in milliseconds.
* MaximumAge

Specifies the period after which a user must change his/her password the
next time he/she logs in. This period is only effective between two password
modifications performed by a user himself/herself. If the administrator resets
the user password, the relevant user must only change his/her password if
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the User has to change login password at next login option of the user
settings is also active.

If you set value 0, you disable the automatic password alteration prompt.

The set value is evaluated in milliseconds.

NOTICE:

This system-spanning setting can be disabled for the
respective user. If this is desired, activate the Telephony
PIN never expires option on the Password / PIN tab of the
relevant user settings

*  MinimumLength

Specifies the number of characters a user password must at least consist of.
*  MaximumLength

Specifies the number of characters a user password must not exceed. If you
set value 0 this policy is not used.

*  MinimumbDigits

Specifies the number of digits a user password must at least contain.
This number is included in the number of MinimumLength and
MaximumLength.

* MinimumSpecialCharacters

Specifies the number of special characters a user password must at least
contain. This number is included in the number of MinimumLength and
MaximumLength.

*  MinimumUpperCaseCharacters

Specifies the number of capital letters a user password must at least
contain. This number is included in the number of MinimumLength and
MaximumLength.

+ MaximumRepeatedCharacters

Specifies how often a letter, special character or digit may successively
occur in the user password.

Example: The password Schifffahrer (German for skipper or boat passenger)
is only valid if this parameter has at least been set to 3. For, letter fappears
in the password three times in a row.

If you set value 0 this policy is not used.
+  MaximumFailedAttempts

Specifies how often a user may enter an incorrect password during the
password-based login. If a user exceeds this number, his/her user account
will automatically be locked for password-based access.

Locking the password-based access does not influence the PIN-based
access of the relevant user via telephone.
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PasswordHistoryDepth

Specifies how many of the last passwords are stored in the password history
of each user. A user cannot configure a password that is contained in the
password history.

LockoutTime

Specifies how long the password-based access is locked for a user if he/
she has entered an incorrect password more often than is defined under
MaximumFailedAttempts.

When the specified period has elapsed, the password-based access is
automatically released again for the relevant user. A locked access can also
be released again before the set time has elapsed. The administrator must in
this case assign a new password in the user settings.

If you set value 0 for LockoutTime, the password-based access for users is
not automatically unlocked again. The administrator must in this case assign
a new password in the user settings.

The set value is evaluated in milliseconds.

2.2.6 Policy for UC User PINs
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You can define system-spanning requirements, UC user PINs have to satisfy.

A UC user PIN must comprise 8 to 16 digits by default.

Furthermore, the following applies by default:

Each UC user must change his/her PIN after 90 days at the next PIN-based
login

NOTICE: This system-spanning setting can be disabled for
the respective user. If this is desired, activate the Telephony
PIN never expires option on the Password / PIN tab of the
relevant user settings.

A user must not enter an incorrect PIN more than five times. If this number
is exceeded, his/her user account is automatically locked for PIN-based
access.

Locking the PIN-based access does not influence the password-based
access of the relevant user.

The last five PINs of a user are stored in a PIN history. A UC user cannot
configure a PIN that is contained in his/her PIN history.

You can adjust these policies, valid for the entire system, in the following XML
file:

PassphrasePolicyConfig.xml

You find this file in the following folder of the computer system set up on
OpenScape UC Application:
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<Osctlnstall 2>/common/conf/

Extract from the file PassphrasePolicyConfig.xml

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<PassphrasePol i cyConfi g versi on="2.0">
<...>
<PassphrasePol i cy>
<Type>pi n</ Type>
<M ni numAge>86400000</ M ni numAge>
<Maxi mumAge>7776000000</ Maxi numAge>
<M ni nuniengt h>8</ M ni nunLengt h>
<Maxi nuniengt h>16</ Maxi munLengt h>
<M ni nunDi gi t s>8</ M ni nunDi gi t s>

<M ni nuniJpper CaseChar act er s>0</
M ni mumJpper CaseChar act er s>

<Maxi nunRepeat edChar act er s>0</
Maxi munRepeat edChar act er s>

<Maxi nuntai | edAt t enpt s>5</ Maxi nuntai | edAt t enpt s>
<Passwor dHi st or yDept h>5</ Passwor dHi st or yDept h>
<Lockout Ti ne>1800000</ Lockout Ti ne>

</ PassphrasePol i cy>

The following parameters of this XML file control the user PIN policies valid for
the entire system.

*  MinimumAge

Specifies the period after a PIN alteration in which a user must not

change his/her PIN again. This period is only effective between two PIN
modifications performed by a user himself/herself. If the administrator resets
the user PIN, the relevant user can immediately change his/her PIN.

The set value is evaluated in milliseconds.

2 <QOsc-Install > is the setup directory of the OpenScape system: /opt/siemens/ respectively /enterprise/
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MaximumAge

Specifies the period after which a user must change his/her PIN the next
time he/she logs in. If you set value 0, you disable the automatic PIN
alteration prompt.

The set value is evaluated in milliseconds.

NOTICE:

This system-spanning setting can be disabled for the
respective user. If this is desired, activate the Telephony
PIN never expires option on the Password / PIN tab of the
relevant user settings.

MinimumLength

Specifies the number of characters a user PIN must at least consist of.
MaximumLength

Specifies the number of characters a user PIN must not exceed. If you set
value 0 this policy is not used.

MinimumDigits

Specifies the number of digits a user password must at least contain.

NOTICE:

On a telephone, users can only enter digits but no letters.
Therefore, this parameter must correspond to the setting
under MinimumLength.

MinimumSpecialCharacters

Since users can only enter digits but no letters on a telephone, this setting
does not apply for PINs.

It must have value 0.
MinimumUpperCaseCharacters

Since users can only enter digits but no letters on a telephone, this setting
does not apply for PINs.

It must have value 0.
MaximumRepeatedCharacters

Specifies how often a digit may successively occur in the PIN.

Example: The PIN 455587 is only valid if this parameter has at least been
set to 3. For, digit 5 appears in the PIN three times in a row.

If you set value 0 this policy is not used.
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*  MaximumFailedAttempts

Specifies how often a user may enter an incorrect PIN during the PIN-based
login. If a user exceeds this number, his/her user account will automatically
be locked for PIN-based access.

Locking the PIN-based access does not influence the password-based
access of the relevant user.

» PasswordHistoryDepth

Specifies how many of the last PINs are stored in the PIN history of each
user. A user cannot configure a PIN that is contained in his/her PIN history.

* LockoutTime

Specifies how long the telephone-based access is locked for a user if
he/she has entered an incorrect PIN more often than is defined under
MaximumFailedAttempts.When the specified period has elapsed, the
telephone-based access is automatically released again for the relevant
user.

A locked access can also be released again before the set time has elapsed.
The administrator must in this case assign a new PIN in the user settings.

If you set value 0 for LockoutTime, the telephone-based access for users is
not automatically unlocked again. The administrator must in this case assign
a new PIN in the user settings.

The set value is evaluated in milliseconds.

2.2.7 Foreign-User Management

CMP can currently only be operated with one domain— the predefined system
domain system. Therefore, no foreign users are currently supported.

2.2.8 Access Control Lists

You can use access control lists to control which administrators may see
selected configuration units in the OpenScape Voice Assistant as available.
Even if a configuration unit is displayed to an administrator as available, he/she
cannot access its settings.

OpenScape Voice uses an individual access control list for each of the following
configuration units:

* OpenScape Voice system
» Business group

» Private numbering plan

» Branch office

The following figure is an example of how these access control lists (ACL)
depend on each other hierarchically.
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ACLs for
Nodes

ACLs for
Business
Groups
(BG)

ACL for ACL for

Node 1 Node 2
ACL for ACL for ACL for ACL for
BG 11 BG 12 e BG 21 BG 22

- - I -
— — I [ 1
ACL for ACL for ACL for ACL for ACL for ACL for
PN 111 PN 121 PN 211 [} BO 121 BO 211 BO 221
ACLs for ACLs for
Private Numbering Plans (PN) Branch Offices (BO)

If an administrator account has been entered in an access control list, the
configuration unit is displayed to the account's user in OpenScape Voice
Assistant as available that controls the respective access control list. This
requires the administrator account having CMP access and being entered in the
access control lists that are possibly superior to the relevant access control list.

If, for example, the branch office BO2117 is to be displayed to an administrator
as available, the following must be ensured:

+ The Basic Management privilege must have been assigned to the
administrator account for the Symphonia application.

* The administrator account must have been added to the access control list
of the BO211 branch office.

* The administrator account must have been added to the superordinate
access control list of the business group BG21, in which the relevant branch
office has been configured.

* The administrator account must have been added to the superordinate
access control list of the OpenScape Voice system System2, in which the
relevant business group has been configured.

The administrator account must be added to the access control list in the

following sequence:

1) To the access control list of the OpenScape Voice system
2) To the access control list of the business group
3) To the access control list of the branch office

Before an administrator can be added to an access control list, his/her
administrator account must be assigned the management privilege that
associates the relevant configuration unit.

This means in detail:

If an administrator is to be added to this | ... he/she must have been

access control list, ... assigned in particular the privilege
for the application OpenScape
Voice:

Access control list of an OpenScape Communication System

Voice system Management

Access control list of a business group Business Group Management
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If an administrator is to be added to this ... he/she must have been

access control list, ... assigned in particular the privilege
for the application OpenScape
Voice:

Access control list of a private numbering Private Numbering Plan
plan Management

Access control list of a branch office Branch Office Management

To enable an administrator viewing and editing the settings of a configuration
unit displayed as available, his/her administrator account must be assigned the
configuration privilege that associates the relevant configuration unit.

If, for example, an administrator is to see the BO211 office branch and edit its
settings, the following must be ensured:

+ The Basic Management privilege must have been assigned to the
administrator account for the Symphonia application.

» The following privileges must have been assigned to the administrator
account for the application OpenScape Voice:

— Communication System Management
— Business Group Management

— Branch Office Management

— Communication System Settings

— Business Group Settings

— Branch Office Settings

* The administrator account must at least be itemized in the above access
control lists.

Editing access control lists
The following must be ensured for an administrator to edit an access control list:

+ The Basic Management privilege must have been assigned to the
administrator account for the Symphonia application.

» The administrator account must have been assigned the privilege for
configuring an access control list of the relevant configuration unit. This
means in detail:

If an administrator is to edit these ... he/she must have been
access control lists, ... assigned this privilege for the
application OpenScape Voice:

All access control lists for OpenScape = Communication System

Voice systems Access List

All access control lists for business Business Group Access List
groups

All access control lists for private Private Numbering Plan
numbering plans Access List
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If an administrator is to edit these ... he/lshe must have been
access control lists, ... assigned this privilege for the
application OpenScape Voice:
All access control lists for branch Branch Offices Access List
offices
NOTICE:

Each of these privileges makes sure that the relevant
administrator account is automatically added to all access
control lists of the relevant configuration units.

» The administrator account must be assigned the privilege that associates the
relevant configuration unit;

If an administrator is to edit these ... he/she must have been

access control lists, ... assigned this privilege for the
application OpenScape Voice:

All access control lists for OpenScape = Communication System

Voice systems Settings

All access control lists for business Business Group Settings

groups

All access control lists for private Private Numbering Plan

numbering plans Settings

All access control lists for branch Branch Office Settings

offices

If, for example, an administrator is to configure the access control list of the
B0O211 office branch, the following must be ensured:

* The Basic Management privilege must have been assigned to the
administrator account for the Symphonia application.

» The following privileges must have been assigned to the administrator
account for the application OpenScape Voice:

— Communication System Management
— Business Group Management

— Branch Office Management

— Communication System Settings

— Business Group Settings

— Branch Office Settings

» The Branch Offices Access List privilege must have been assigned to the
administrator account for the OpenScape Voice application.

You cannot allow an administrator to only edit the access control list of single
selected OpenScape Voice systems, business groups, branch offices or private
numbering plans.

Related concepts
Default User-Profiles of the OpenScape Voice Assistant
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2.3 Account Role Management

2.4 Account Profiles

The frequent maintenance of operating system user accounts has increasingly
become an important aspect of system security assurance. Current industry
best practices, for example, require a change of account passwords ranging
from a maximum of 90 days to as little as 60 days. The ability to modify system
global account and password related security parameters is also required.

The following functional administration requirements for automating account
management in the OpenScape Voice server (OSV) and OSV Assistant are
introduced:

» User account functions (create, delete, password change, lock, unlock)
» User security levels (roles)

» Temporary accounts that expire automatically

» Cluster and/or site wide synchronization of user account states

» Password parameter profiles (minimum length, complexity)

» Account restriction profiles (max/min/warn days)

The OSV Assistant provides the customer interfacing for automated
administration of OSV user accounts. It also provides an interface to update
important system-wide account and password security parameters on a set of
one or more simplex hosts or clusters. The most relevant security parameters
include:

» Password minimum length (8, 14 characters)
+ Password complexity (at least 2 profiles)
» Account expiration and warning periods (in days)

The Account Profiles allows you to view the available profiles. It is not possible
to edit them, In case the system is cluster and the nodes are out of sync the
selected active profile will be applied on both nodes.

Navigate to Configuration > OpenScape Voice > Administration > General
Settings > Account Profiles

In the pop up window appears with four tabs:

 Password

+ User

« SSH

+ Security
Password

You can select an active password profile from the dropdown menu. For each
profile its parameters are depicted in the parameters’ list. These parameters
are:

*  Minimum length

* Minimum upper case letters
*  Minimum lower case letters
*  Minimum digits

* Minimum special characters
*  Minimum difference
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*  Maximum repeats

User

You can select an active user profile from the dropdown menu. For each profile
its parameters are depicted in the parameters’ list. These parameters are:

*  Minimum length
*  Maximum length
e Minimum days

*  Maximum days
*  Warning days

« Expiration days

SSH

You can select an active Ssh profile from the dropdown menu. For each profile
its parameters are depicted in the parameters’ list. These parameters are:

*  Method
» Key protocol
» Cipher

Security

You can select an active security profile from the dropdown menu. For each
profile its parameters are depicted in the parameters’ list. These parameters

are:
¢ FIPS mode

« CAC

¢ Network tools
« FTP

* Login failure

2.5 System Management

Using the system management you can quickly gain an overview of the
available system nodes and their logical grouping (clustering). Furthermore,
it provides auxiliary means to configure these system nodes and to log this
configuration.

The system management is divided into the following areas:
» System Status

— Nodes
— Applications
* Node Groups
* 3rd Party Nodes
» Xpression Node
* OpenScape 4000 Node
+ SNMP Node

The system management is domain-spanning. It cannot be used by service
provider administrators, since these administrators should not be in a position to
display the installed components.
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2.5.1 System Overview

The system overview provides information about the structure of the
OpenScape system and the status of the associated system nodes.
Furthermore, you can arrange the various system nodes in a logic order and
configure associated applications.

The System overview is divided into the following areas:

* Nodes
* Applications

The system overview is domain-spanning. It cannot be used by service provider
administrators, since these administrators should not be in a position to display
the installed components.

Nodes

Under Nodes you are provided with an overview of the available system nodes,
the connections to 3rd party systems and their groups (nodes cluster).

For each node you can display a so-called dashboard. Depending on the
system node type this dashboard can comprise detailed information about the
following topics:

+ Individually configurable note for the system node

» Alarms for the system node

» System information about the hardware of the system node

» Applications installed on the system node and their software versions
» Actions executable for the system node. E. g:

— Show status information about the nodes system health by means of
Rapidstat.

— Show related log files.

— Show information of related services and components.

— Configure settings of related services and components.

— Show the version of installed software packages.
* Operational status information
You find details about the displayed node type dependent information in the
chapters about the corresponding node type.

Applications

Under Applications you are provided with an overview of all applications that are
installed on the system nodes. In particular, you learn in which software version
the application is installed and on which system node.

The action menu () of an application entry lets you configure application
individual settings. You find details about the application individual settings in
the chapters about the corresponding application.
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2.5.2 System Dashboard overview

The dashboard contains detailed information on a selected system node.
This detailed information includes for example hardware information, alarm
information, installed applications and their software level.

The Dashboards for the OpenScape Voice system is of the type
Communication System.

2.5.2.1 The Communication System Dashboard

112

The Dashboard type Communication System (OpenScape Voice), provides a
variety of performance and system information.

This dashboard consists of the following areas:

Dashboard <name>

Contains the Note for the specific Node.

Alarm summary:
The following information is provided:

* Number of Critical alarms (red).

* Number of Major alarms (orange).
* Number of Minor alarms (yellow).
* Number of Warning alarms (cyan).

System Info
The system info presents the following information:
* CPU (Central Processing Unit):

This is the percentage of CPU usage. This is snapshot information for a
small period. Depending on the system load it will indicate from 0% to 100%
of usage.

* Memory:

This is the percentage of RAM memory use - a snapshot information for a
small period. Depending on the system load it will indicate from 0% to 100%
of usage.

+ Date/Time

Shows the time at the system.
* Last Reboot

It shows date and time of latest system reboot.

Applications

The application Name and the Software Version are displayed with the
following naming convention:

Vx Ry.p.e
Where :

x=Major Release
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y=Minor Release
p=Patchset
e=Emergency Patch

For example V7 R1.5.2 means Version 7, minor release 1, patchset 5,
emergency patch 2

Actions

The Actions section provides various buttons to display advanced information.
The options (buttons) that are shown on the dashboard depend on the
deployment and include:

+ OSV Rapidstat.

» Core Network Interfaces

» Show/Change Node status
» Show services status

» Show software package

+ UC Rapidstat

* Backup version

» Synchronize versions

» Configure hardware.

2.5.3 Software Package Overview

The software packet overview displays which software packages are installed
on a selected system node of the OpenScape system.

The software packet overview is domain-spanning. It cannot be used by service
provider administrators, since these administrators should not be in a position to
display the installed components.

What software packets are displayed in the overview depends on the node you
open the software packet overview for.

For each software packet the following information is displayed:
» Software

Displays the name of the corresponding software packet.
* Version / Build

Displays the version and build number of the corresponding software packet.
* Installation Media

Displays from what medium the corresponding software packet was
installed. If the corresponding RPM packet was installed manually the value
unknown is shown.

» Date (Installation Media)

Displays when the corresponding software packet was installed.
* Update Media

Displays from what medium the corresponding software packet was
updated. If the corresponding RPM packet was updated manually the value
unknown is shown.
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» Date (Update Media)

Displays when the corresponding software packet was updated. If no date is
displayed, the software packet has never been updated so far.

If a text is not fully displayed, you can display the full text as tool tip. To open the
tool tip move the mouse pointer over the truncated text.

2.5.4 Node Groups

The system nodes of an OpenScape system can be combined in node groups.
This lets you manage the different system nodes in logic groups.

If a system node is not assigned to an individual node group, it belongs to the
node group Root. The node group Root is automatically configured after the
installation of the OpenScape system and cannot be deleted.

2.5.5 3rd Party Nodes

An OpenScape system can be connected to 3rd party nodes to provide
OpenScape users with additional web applications. 3rd party nodes can be
connected via Telnet, HTTP, HTTPS, or SSH to the OpenScape system.

2.5.6 Node List of the OpenScape Media Server

Via the OpenScape Media Server node list you can display which OpenScape
Media Servers are available in the OpenScape system. Furthermore, you can
configure the available OpenScape Media Servers there.

The OpenScape Media Server node list is domain-spanning. It cannot be used
by service provider administrators, since these administrators should not be in a
position to display the installed components.

2.6 Software Repository

You can store and manage upgrade file packages in the Common Management
Platform Software Repository. These packages belong to the various
applications of an OpenScape system.

An upgrade file package comprises at least one upgrade file and one reference
file. The reference file has the file extension * . spa and references all upgrade
files contained in the upgrade file package.

How to upgrade an OpenScape application via the Software Repository of the
Common Management Platform is described in the relevant manuals of the
respective application.
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2.7 Concept of the Consistency Check

The consistency check checks important configuration parameters of
OpenScape UC Application and the functionality of its components resulting
from this. For example, you can determine whether the configuration of
OpenScape UC Application is consistent or faulty configurations hamper the
system performance.

The consistency check is based on individual check scripts that determine
which components and configurations are checked.

In the Common Management Platform, you can choose from the following
default check scripts to perform a consistency check:

Check script OpenScape UC
Check script User Configuration

Each of these check scripts controls the performance of individual checks.

Check script OpenScape UC

Checks the following for OpenScape UC Application:

Related to OpenScape Voice

— Whether all office codes are fully configured.

— Whether the CSTA connection is configured.

— Whether the CSTA interface of OpenScape Voice can be reached.
Related to the OpenScape Media Server

— Whether OpenScape Voice is configured as SIP server and can be
reached.

— Whether a TTS system is configured and can be reached.
Related to the voice portal

— If OpenScape Xpressions is configured for OpenScape users: Whether
the settings for Trusted Transfer Mode (TTM) are configured.
Related to licenses

— Whether a valid license is installed for OpenScape UC Application.
— Whether a valid license is installed for the TTS system.
Related to the groupware connection

— Whether the connected groupware system can be reached.

— Whether the configured account data allows access to the groupware
system.

— Whether e-mails can be sent via the configured SMTP system.

Check script User Configuration

Checks the following for each configured OpenScape user:

Whether the user account of the user is locked.

Whether a subscriber has been selected as one-number device for the user.
Whether the selected one-number device is available as subscriber in the
OpenScape Voice System.

Whether the ONS in / out option is activated in the OpenScape Voice
system for the selected one-number device.

Whether CSTA is activated in the OpenScape Voice system for the selected
one-number device.
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2.8 Download Center

»  Whether the OpenScape database contains a contact entry associated to
the user.

*  Whether the user's contact data contain a phone number.
*  Whether a user profile has been assigned to the user.
*  Whether a voicemail number has been configured for the user.

*  Whether an external ID for the groupware connection has been assigned to
the user.

»  Whether the groupware system of the configured external ID is configured.

You can use the download center to download different resources from a central
place.
Among these resources are:

e Software
¢ Documentation

Software and Documentation

Software and documentation to be provided in the download center for
downloading must be stored in the following folders on the OpenScape
computer system.

¢ Software:

<CBC#MSEH3>/share/tomcat/webapps/management/downloads/
software

¢ Documentation:

<Osc#lnstall >/share/tomcat/webapps/management/downloads/
documentation

IMPORTANT:

If the download center is not pre-configured (which is usually the
case for a fresh installation) you will have to create the folders
for the paths above: downloads/software and downloads/
documentation.

To improve the file management, create in each of these folders a new
subfolder —e. g. CMP_Software.

Besides the actual download files both folders must contain a contents file that
summarizes all available files with their document information. This contents file
must be called filelist.xml and have the following general XML structure
depending on the resource type:

Table 9: Structure of the contents file for software

<filelist>

<file>

3 <Osc-Install> is the setup directory of the OpenScape system:/opt/siemens/or /enterprise/
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<filename>pdf-reader.exe</filename>

<title>PDF Reader 9.2</title>

<description>PDF Reader for Windows XP</description>
<version>9.2.1245</version>

</file>

<ffilelist>

Table 10: Structure of the contents file for documentation

<filelist>

<file>
<filename>OpenScape GER.doc</filename>
<title>OpenScape-Dokumentation</title>
<language>Deutsch</language>
<orderNo>10-200-4587-100</orderNo>

<ffile>

<file>
<filename>OpenScape_ENG.doc</filename>
<title>OpenScape Documentation</title>
<language>English</language>
<orderNo>10-200-4587-200</orderNo>

<ffile>

<ffilelist>

2.9 OpenScape UC Application

OpenScape UC Application is a unified, real-time UC application suite optimized
for business process integration. It fits into an enterprise’s existing voice and
data infrastructure and ties together phones, voicemail, e-mail, text-messaging,
calendaring, instant messaging, and conferencing services. OpenScape UC
Application makes it easier for users—in the office, at home, or on the road—to
access the people and the information they need.

You find detailed information about OpenScape UC Application in the
associated product manuals.
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2.10 Unify Phone

Unify Phone is a telephony connector for Unify Video. It acts as a bridge
between OpenScape Voice and Unify Video, enabling users to make and
receive phone calls on their business phone number using the Unify Phone app.

C r

Powering messaging, video e Delivering connectivity between
meetings and meeting rooms e softphone and OpenScape Voice

Unify Video

Unify Video

*

alog  Desk Phone  Anslog  DEC
Phane  Phone  Pf

Gl I

Enabling mobile and remote OpenScape Voice
workers internal and PSTN connectivity

Features
Unify Phone supports the following features:

*  Make call

* Answer, decline or drop a call

» Send DTMF commands in a call

* Hold and retrieve

*  Mute/ Unmute

* Transfer call

« Pull call from other Unify Phone clients or desk phone
* Push call to desk phone

* Make or answer a second call

» Swap calls (alternate)

* Merge two calls into a conference

+ Call forwarding

» Alternative number (One Number Service)
» Call routing

* Voicemail

* Cross-launch from Unify Video

You can find detailed information about Unify Phone in the associated product
manuals.

To configure Unify Phone with OpenScape Voice, see also OpenScape Voice
V10 Service Manual: Service Documentation.

2.11 Contact List Management

Using the contact list management you administer the different contact lists of
the OpenScape system.
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NOTICE:

The contact list management is only required if you use
OpenScape UC Application.

The OpenScape system provides different contact lists. We can generally
distinguish two types.

* Global contact lists
* Private contact lists

Global Contact List

Global contact lists contain the global contact data of users. For example, the
contact data of a company's employees. OpenScape UC Application currently
supports as global contact lists:

» The integrated global contact list of OpenScape UC Application.

NOTICE:

As soon as contact information is defined for a user account
in Common Management Platform , a new contact is created
in the integrated global contact list of OpenScape UC
Application with this contact information.

* An external LDAPdirectory that is connected to OpenScape UC Application
via the LDAP connector.

You can use the contact list management to do the following:

» Define, which of these global contact lists should be used. In these
active contact lists the OpenScape applications can then look for contact
information.

* Manage contacts in the global contact list that is integrated in OpenScape
UC Application.

NOTICE:

OpenScape UC Application has only read-access to the
contacts of a connected LDAP directory.

Private Contact List

Private contact lists contain contact data that single users maintain for their own
use. Such data can only be created and edited by the respective user and via
the OpenScape applications.

You can use the contact list management to define where the private contact list
of the various OpenScape users shall be managed. For the time being, this can
be one of the following places:

» The integrated OpenScape contact database.
» A groupware system connected to OpenScape UC Application via the
groupware connector.

The OpenScape applications use certain services to access the contact lists. To
this, the services need to register with the OpenScape system beforehand. In
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certain circumstances, a service may be configured, but not registered, in which
case it cannot be accessed.

2.12 HiPath OpenScape Configuration

If you use OpenScape UC Application, CSTA connections must be configured
and administered between OpenScape UC Application and the communications
systems used.

NOTICE:

The HiPath OpenScape configuration is only used when you
deploy OpenScape UC Application.

Via these connections the following features are enabled.

* Monitoring the status of terminal devices
* Monitoring and controlling connections in the relevant communications
system

Configuring a CSTA connection also activates a function that copies the
subscriber information of the communications system as resources to
OpenScape UC Application

As soon as such a resource is assigned to a UC Application user, OpenScape
UC Application sets a CTI monitor point in the relevant communications system
for the relevant subscriber and starts CTI monitoring for him/her.

2.13 Resource Management

The resource management is used to administer information of various
OpenScape resources. These resource information is used by OpenScape UC
Application to monitor the related resources of the corresponding systems and
to control them if needed.

NOTICE:

The resource management is only required if you use
OpenScape UC Application.

Resources are combined into resource groups.
Possible resource groups are:

* OpenScape Voice resources
» OpenScape 4000 resources
* Media server resources

Via the Common Management Platform user management you can assign
these resources to users.
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2.13.1 OpenScape Voice Resources

The OpenScape Voice resources group contains resources available for the
OpenScape Voice communications system in the Common Management
Platform. The resources of this group are configured with OpenScape Voice
Assistant on OpenScape Voice. They can therefore only restrictedly be

edited via the resource management of the Common Management Platform.
OpenScape Voice resources can only be deleted and added in the OpenScape
Voice Assistant.

For the OpenScape resources group the Common Management Platform
administers the following resources with the described settings.

Office Codes
Each office code is identified by its individual Office Code ID.

An office code represents the general portions of a phone number that
precedes the extension number. These are:

Country code — Area code — PBX number
Example: 0049 - 89 - 722

NOTICE:

The PBX number is also called the site number or system
number.

In case of an OpenScape Voice system the office codes are configured with
the OpenScape Voice Assistant.

An office code may contain a so-called overlap. This overlap specifies if and
to what extent the office code and the associated extensions overlap.

Example: A fully qualified phone number be 492404902100. The office
code is 492404902 and the extension 2100. In this example, one digit of
the extension and office code overlap — namely digit 2. The overlap in this
example is thus 1.

If an office code is to use an overlap, it must be configured via the resource
management of the Common Management Platform.

Furthermore, the office code contains the codes international and national.
These codes are the digits that you must dial for making an international call
or for a call outside your own area network.

So that an office code is fully configured from the OpenScape UC
Application view, values must have been specified for the following fields:

— Overlap
— International
— National

Whether or not an office code is fully configured in this sense displays the list
of available resources in the Complete column.
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Private Number Codes

Each private number code is uniquely identified by their individual PN-Code-
ID.

With private number codes you can define customer-individual numbering
plans of up to three levels in order to map internal corporate structures,
forexample. The private number code is structured analogously to the central
office code and also represents the portions of the phone number that
precede the extension number:

Barrier code— Level 2 code— Level 1 code- Level 0 code
Example: 8 — 11 — 22 — 33

NOTICE:

No value must be specified in the Barrier Code field.

The barrier code indicates that a private number code is involved. The level
codes map a customer-individual phone number structure and need not
correspond to the “country code - area code - office code” scheme.

A private number code may contain a so-called overlap. This overlap
specifies if and to what extent the private number code and the associated
extensions overlap.

Example: A fully qualified phone number be 492404902100. The office
code is 492404902 and the extension 2100. In this example, one digit of
the extension and office code overlap — namely digit 2. The overlap in this
example is thus 1.

If a private number code is to use an overlap for, it must be configured via
the resource management of the Common Management Platform.

Furthermore, a private number code contains the Level 2 and Level 1 prefix.
These prefixes are the digits you need to dial for a call outside the relevant
level.

NOTICE:

No values must be specified in the Level 1 Prefix and Level
2 Prefix fields.

NOTICE:

All OpenScape Voice subscribers who have been configured
for private numbering plans must be of the same level type —
of type LO, of type L1 or of type L2. If different level types are
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to be used, an individual OpenScape Voice system must be
configured for each level type.

NOTICE:

Every private number code must be unique for the
associated OpenScape Voice system.

NOTICE:

Every private number code must comprise at least three
digits. Synchronization with OpenScape UC Application will
otherwise fail.

NOTICE:

Every private number code must be able to be translated in
the associated private numbering plan by OpenScape Voice
without using a barrier code, a level 1 or level 2 prefix.

* Phone Numbers (Extension)

The phone number defines the extension of OpenScape Voice. It is assigned
to an office code or a private number code.

2.13.2 OpenScape 4000 Resources

The group of OpenScape 4000 resources contains resources that are available
to the OpenScape 4000 communications system in the Common Management
Platform.

The Common Management Platform administer the following resources for the
group of OpenScape 4000 resources:

+ Office Codes
* Prefixes
* Voice Subscribers

NOTICE:

Please obtain detailed information about these resources and
their settings from the OpenScape 4000 product documentation.

The resources of this group are configured with the OpenScape 4000
administration interface on the OpenScape 4000 system. Therefore, they can
be only edited via the resource management of the Common Management
Platform.

The settings of these resources must be transferred from OpenScape UC
Application to the OpenScape database by provisioning tools. After the
relevant resources have been transmitted, they are available in the Common
Management Platform.
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2.13.3 Media Server Resources

The Media Server Resources group contains the resources available for the
OpenScape in the Common Management Platform. You can configure the
resources of this group with the Common Management Platform.

For the Media Server Resources group the Common Management Platform
administers the following resources with the described settings.
+ Office Codes

Each office code is identified by its individual Office Code ID.

An office code represents the general portions of a phone number that
precedes the extension number. These are:

Country code — Area code — PBX number
Example: 49 - 89 - 722

NOTICE:

The PBX number is also called the site number or system
number.

NOTICE:

An office code should not contain any phone number
prefixes.

An office code may contain a so-called overlap. This overlap specifies if and
to what extent the office code and the associated extensions overlap.

Example: A fully qualified phone number be 492404902100. The office
code is 492404902 and the extension 2100. In this example, one digit of
the extension and office code overlap — namely digit 2. The overlap for this
example is thus 1.

If an OSV office code is to use an overlap, it must be configured via the
resource management of the Common Management Platform.

Furthermore, an office code contains the office codes International and
National. These codes determine the digits that you must dial for making an
international call or for a call outside your own area network.

* Private Number Codes

Each private number code is uniquely identified by its individual PN-Code-ID

With private number codes you can define customer-individual numbering
plans of up to three levels in order to map internal corporate structures,
forexample. The private number code is structured analogously to the central
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office code and also represents the portions of the phone number that
precede the extension number:

Barrier code— Level 2 code— Level 1 code- Level 0 code
Example: 8 - 11 - 22 - 33

NOTICE:

A private number code should not contain any phone number
prefixes.

The barrier code indicates that a private number code is involved. The level
codes map a customer-individual phone number structure and need not
correspond to the “country code - area code - office code” scheme.

A private number code may contain a so-called overlap. This overlap
specifies if and to what extent the private number code and the associated
extensions overlap.

Example: A fully qualified phone number be 492404902100. The office
code is 492404902 and the extension 2100. In this example, one digit of
the extension and office code overlap — namely digit 2. The overlap for this
example is thus 1.

If a private number code is to use an overlap for OpenScape Voice, it must
be configured via the resource management of the Common Management
Platform.

Furthermore, a private number code contains the Level 2 prefix and Level
1 prefix. These prefixes are the digits you need to dial for a call outside the
relevant level.

+ Conference Devices

A conference device of the OpenScape Media Server corresponds to the
phone number for an OpenScape Voice or OpenScape 4000 system.

It defines an extension that is assigned to an SIP domain (SIP domain ID)
and to an office code or a private number code.

The conference type specifies whether the device is associated to the
conference portal or the voice portal of the OpenScape Media Server.
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3 User Telephony

This package of features is a collection of functions usable for subscribers.

3.1 Business Group Features

The BG (Business Group) concept provides the basic capabilities for handling
a group of subscribers associated with a single enterprise simplify such tasks.
Subscriber and EP (Endpoint) features allow further different usage and
configuration. It also permits OpenScape Voice to recognize the associations of
the subscribers.

3.1.1 BG (Business Group) Feature

The BG (Business Group) concept provides the basic capabilities for handling
a group of subscribers associated with a single enterprise. It also permits
OpenScape Voice to recognize the associations of the subscribers the BG
contains.

This is the summary of BG features:

* Virtual DN (Directory Number)

» DID (Direct Inward Dialing)

* Group-Level Feature Administration
* Multiple Time Zone Support

» Silence Suppression Disabling

» T.38 Fax Support

Related concepts
BG (Business Group) on page 433

3.1.2 Direct Inward Dialing

The DID (Direct Inward Dialing) feature allows an external caller to dial a
national or international number and connect directly to an OpenScape Voice
subscriber.

The Contact information for the set of DID numbers, that is assigned to the
OpenScape Voice Enterprise server should be provisioned (static registration)
at the Service Provider. The Service Provider sends all incoming call requests
that are directed to any of the DID numbers to the Contact address that has
been statically registered for the OpenScape Voice server. The Service Provider
is not aware of actually existing or currently registered clients within the
OpenScape Voice server.

3.1.3 Multiple Time Zone Support

OpenScape Voice supports subscribers in multiple time zones. The OpenScape
Voice server itself has a default time zone. The default is for subscribers to
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be assigned to that time zone; alternately, they can be assigned to another if
warranted.

OpenScape Voice supports subscribers in at least 12 time zones. For all time
related items that are not specific to an individual subscriber, OpenScape Voice
and its associated servers use the system time.

All of these elements are synchronized to a common time source through the
use of NTP (Network Time Protocol).

Functional Sequence

Each time zone has the following data associated with it:

» A delta value that specifies how it differs from GMT (Greenwich Mean Time).
This delta can indicate -12 to +14 hours, with resolution at intervals as short
as 15 minutes depending on the country in which the time zone is located.

*  When or if Daylight Savings Time starts and stops. Associated changes
occur automatically on the appropriate dates.
Offset Representation

The RTP Srx/DB/IsTimeZoneGMTLinuxDefault determines how the time
zones are represented as offsets:

+ if setto RTPTrue (default), the GMT offsets are set according to the OS

defaults e.g. GMTO = 0, GMT+1= -60, GMT-1 = 60, GMT+2 = -120,
GMT-2=120, ...

+ ifsetto RTPFalse , the GMT offsets are set as the inverse of the OS
defaults e.g. GMTO = 0, GMT+1= 60, GMT-1 = -60, GMT+2 = 120,

GMT-2=-120, ...

System Specific Information

Each OpenScape Voice subscriber has a home time zone. If one is not
specified, it defaults to the main OpenScape Voice local time. The time zone
defines the way in which the subscriber's time-dependent services work.

These capabilities ensure that the following features and applications report,
as applicable, the date and time information that is relevant for correct feature/
application operation and utilization:

» Enhanced Call Forwarding
» Malicious call trace

* Hot desking

* Return call

» Time-of-day routing

Other Characteristics

CDR (Call Detail Record) times are recorded using GMT. The offset to local time
(using the subscriber's time zone) is also recorded.

If Daylight Savings Time changes occur while a call is in process, necessary
adjustments are made to ensure the CDR record reports the correct start time
and call duration.

Switchwide CDR-type reports that occur once every 24 hours (for example,
for long duration calls) are generated once a day based on the default switch
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time. They are not generated multiple times for various subscriber time zone
groupings.

Related concepts
RTP Management via OpenScape Voice Assistant on page 961

3.1.4 Silence Suppression Disabling

The Silence Suppression Disabling feature enables proper fax transmission
through the applicable gateways when the start of the fax is detected. This
feature is needed when G.711 is used for fax/modem transmission.

3.1.5 T.38 Fax Support

The T.38 Fax Support feature provides support for T.38 facsimile UDPTL (User
Datagram Protocol Transport Layer) according to RFC 2833. The capability

to send, receive, and process the signals to and from the gateway for tone
detection and T.38 fax relay events is provided.

Support of the loose call agent controlled mechanism is provided, since it is not
required to identify the support for T.38 at the start of the call.

An administration parameter is provided for trunk gateways and SIP endpoints
to select the T.38 fax relay support capability.

3.1.6 Virtual DN (Directory Number)

The Virtual DN (Directory Number) feature permits the administrator to create

a DN that does not have a connection. The DN can be used for station RCF
(Remote Call Forwarding) or it can be a means of reserving a number for future
use.

If the DN is being used for station RCF, it cannot be subscribed to any other
services.

3.2 Subscriber Features

128

Subscriber Features (a.k.a. services) in OpenScape Voice represent end user
telephony functionality - most of them related with call processing. Features
can be implicitly (via an associated Feature Profile) or/and explicitly assigned to
subscribers.

An example of an OpenScape Voice Feature is Call Forwarding on No Reply.

Feature Data
Feature Data exist at Switch level, FP level and Subscriber Level.

» Switch Wide feature data are stored in RTP parameters and affect all
subscribers the same way. They are primarily used in order to meet needs
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of various customers as it regards to the detailed behaviour of a feature.
They rarely change after initial set-up and only few of them are managed
via Assistant. Example of Switch Wide service Data is Srx/Service/
CFLoopMaxCount

» Feature data stored at feature profile level follow the same structure as
feature data that are stored at subscriber level. They are meant to control
service behaviour of services at subscriber level. Example of a Service Data
stored at profile/subscriber level is the Call Forward Destination Number.

When a feature is explicitely assigned to a profile or subscriber, the feature data
are initialized to their (built-in) defaults.

When a feature is inherited by a subscriber, the feature data that are stored at
the profile level are also inherited.

If a subscriber inherits a feature from its associated profile and either the feature
data are changed at the associated profile or another profile is associated to the
subscriber, the administrator decides, whether the subscriber’s current feature
data shall be preserved or replaced.

If the feature is explicitely Assigned to the subscriber, feature data are not
passed from profile to subscriber.

System Specific Information

Only subscribers with the compatible attributes can subscribe to features.

For example, Call Waiting is not applicable to SIP subscribers and Busy Line
Verification is not applicable for Enterprise customers.Features that have
attributes will also have a "Local" parameter. The Local parameters apply when
a feature is inherited from a feature profile. They are used when displaying data
to indicate the attributes that are overwritten locally (at the subscriber/BG level),
and are used when updating data to reset the locally overwritten feature data to
the values at the feature profile level. To avoid redundancy, this Local parameter
is not listed for every feature.

Features are organized to the following categories:

» Display Features

» Call Forwarding Features

» Station Restriction Features

» CSTA Features

» Tones, Ringing, Announcements
* Intercom Call Features

» Abbreviated Dialing Features

» General Features

» Call Screening Features

» Silent Monitoring Features

Other Characteristics

Feature provisioning is blocked in standalone secondary mode. This is
necessary because the database of the standalone secondary node is
overwritten with the database of the primary node when the cluster is re-
established. All provisioning requests from the CMP/Assistant (SOAP interface)
or from the command line interface (CLI) are rejected.

Access codes are required to activate/deactivate operation of many OpenScape
Voice features. The required access codes are usually added during the initial
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installation of the system; however, any additional codes can be added at the
Prefix Access Codes.

Related concepts
RTP Management via OpenScape Voice Assistant on page 961

3.2.1 Single Load Line (SLL) Feature

Starting from V10, OpenScape Voice does support the Single Load Line feature
(SLL). The SLL feature allows to deliver corrections and provide customers
with new features available in the latest product software without requiring any
changes in licenses and cost.

SLL lifts the previous restriction of disallowing an earlier version license file to
exist after the OSV version is upgraded, e.g. allowing OSV to operate a V10
software with a V10 license.

New features are either marked as Free or Buy:

* Free- features that can be used without restrictions.

* Buy- features that are time limited in case the license is not updated to the
corresponding version.

NOTICE:

SLL is applicable as long as the licensed version is still
supported. If a licensed version has reached end of support
(M44 milestone), a (final) update to a higher, supported version
can be performed. However, subsequent product updates will
require a license for a supported version to be installed (except
for customers which have EMSS contract in place).

3.2.2 Subscriber-level Feature Provisioning
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Features may be applied directly to individual subscribers and those direct
subscriptions override feature settings from the associated Feature Profile (if
any). Overrides may be performed for an entire feature or for just a specific
attribute of a feature.

Assignment State

In subscriber feature settings, the Assignment state of a feature can be one of
the following:

+ Assigned

This setting indicates that the feature is directly assigned to the subscriber.
That is, feature status and feature attributes do not depend on the
relationship of the subscriber with a Feature Profile and are not affected by
changes at Feature Profiles.
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* Denied

This setting indicates that the subscriber is not allowed to inherit the feature
from any feature profile.

NOTICE:

Note that in OpenScape Voice Assistant currently both the
Denied and Not Assigned states are represented as the
absence of the feature in the subscriber’s list of assigned
features.

* Inherited

The feature is not explicitly assigned to the subscriber but is inherited
from the associated feature profile. If it is removed from the profile, it will
automatically be removed from all "Members" (i.e. associated subscribers).

The inherited feature configuration data can be modified at the subscriber
level (for some features even by the subscriber) without changing the
assignment state.

For example, when the end user from the WebClient activates the Busy

or Unconditional forwarding the Subscriber assignment from “inherited”
changes to “inherited with local data” automatically, and remains to that
assignment state “inherited with local data” even if the forwarding is disabled
from the WebClient.

* Inherited with Local Data

This value indicates that the subscriber feature is inherited from the
associated Feature Profile. In case the data change in the subscriber feature
menu, then the local data will be "activated".

* SwitchWide

This value indicates that the feature is set switch wide and thus all
subscribers have access to it.

Switch Wide assignment is controlled via RTP parameter, and affects all
subscribers.

Currently, only the feature MCT (Malicious Call Trace) is by default assigned
to all users at switch level.

* Not Assigned
This value indicates that the feature is not assigned to this subscriber and is
not visible in the Subscriber feature list.
Feature Management
The following actions are possible for a feature during subscriber management:
» Add Feature

Add this feature at the subscriber level and/or replace any existing definition
of the feature that the subscriber might have at the feature profile level or
directly at the subscriber level.

As a result, the feature is in Assigned state on subscriber level.
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Edit Feature

The feature must already exist from either being previously provisioned at
the Feature Profile Level (i.e. Assignment state Inherited) or provisioned
directly at the subscriber level (i.e. Assignment state Assigned).

The administrator can "locally" overwrite the feature data using this
operation.

NOTICE:

"Local" feature data modifications do not change the
Assignment state of the feature.

Delete Feature

The result of this action depends on the feature’s Assignment state at the
time it is executed:

— Assignment state = Assigned

In this case the subscriber-level settings are deleted and reset to the
settings from the associated feature profile (if any).

If there is no associated feature profile or if the feature is Not Assigned

to the associated feature profile, it will be Not Assigned to the subscriber

as well. Otherwise it will be Inherited from the associated Feature Profile.
— Assignment State = Inherited

In this case the feature is put to the Denied state.
Set Feature Profile

The result of this action depends on the individual features’ Assignment
states at the time it is executed:

— Assignment state = Assigned or Denied

In this case all subscriber-level feature settings - including Assignment
state - are preserved.

— Assignment State = Inherited

If the feature is Assigned to the newly selected profile, it will remain
Inherited at the subscriber-level. Subscriber-level feature data are reset
to the profile-level feature data unless the Preserve Subscriber Settings
option is passed to the action.

If the feature is Not Assigned to the newly selected profile, it will be

removed from the subscriber, i.e. the subscriber-level Assignment state

will become Not Assigned. Subscriber-level feature data are dropped.
— Assignment State = Not Assigned

If the feature is Assigned to the newly selected profile, it will be
cascaded to the subscriber, i.e. its subscriber-level Assignment state will
become Inherited.

If the feature is Not Assigned to the newly selected profile, it will remain
Not Assigned at the subscriber-level.

Change Assignment Status

The Subscriber Feature status can be one of the Assigned, Denied, Inherited,
Inherited with Local Data and Not Assigned. The administrator has the ability
to change the feature assignment on any of the Features in the Subscriber
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Features list, but not all transitions are offered. The table below describes all the
possible transitions of Feature assignment status.

Table 11: Feature Assignment Status transitions
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selected selected already
feature feature selected
profile. The | profile. feature
feature In case profile and
profile the data the RTP
data of the |have been parameter
feature will | changed in of the
be activated | feature then feature is
in this case |the local set to True.
data will be
“activated”.
Old value: Changeto  Remains change Denied |The
Assigned Inherited the values transition is
Inherited of feature not possible
profile to the
values from
feature (if
they differ)
oOld value: Changeto  Change Remains Denied |The
. Assigned the values | Inherited transition is
Inherited of feature | with Local not possible
with Local (if they Data
Data differ) to
the values
from feature
profile
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New value / New value: |New value: New value: |New New value:
Oldvalue  Assigned |Inherited  Inherited | "3®  Switch Wide
with Local Denied
Data
Old value: Changeto |The The Remains The
) Assigned transition is  transition is | Denied  transition is
Denied permitted permitted not possible
only if the only if the in case
feature is feature is the feature
included in  included in belongs
the already the already to feature
selected selected profile
feature feature selected
profile. The profile. for the
feature In case subsciriber.
profile the data
data of the  have been
feature will  changed in
be activated feature then
in this case the local
data will be
“activated”.
Old value: Changeto |The auto The Denied  Remains
) _ Assigned transition transition is Switch Wide
Switch Wide is possible  not possible
only if the
feature is
included in
the already
selected
feature
profile. The
feature
profile
data of the
feature will
be activated
in this case

In case a Feature Profile is selected for a Subscriber which contains a
Feature that is already selected for a subscriber status Assigned, the same
Feature status will be remained
In case an Inherited with Local Data feature will be set to Assigned, the
data values of the feature will remain the ones that have been set last in the

feature.

In case an Inherited feature will be set to Assigned, the data values of the
feature will remain the ones that have been set last in the feature ( by the
Feature profile).

If no Inherited with Local Data status is set in the feature then the data that

are stored in the pop up window of feature configuration are lost.

In case the feature is not configurable the Inherited with Local Data
assignment status will not be available for the feature status.
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The possible transitions from one status to another with Switch Wide features
that either belong or not to a Feature Profile are depicted in the table below.

Assignment |Feature does |Feature Feature does Feature
Status not belong belongs not belong belongs
to Feature to Feature to Feature to Feature
Profile and Profile and Profile and is Profile and is
is not Switch |is not Switch Switch Wide Switch Wide
Wide Wide
Assigned Assigned / Assigned / Assigned / Assigned /
Denied Inherited / Denied / Inherited /
Inherited with  Switch Wide  Inherited with
Local Data / Local Data /
Denied Denied
Inherited - Assigned / - Assigned /
Inherited / Inherited /
Inherited with Inherited with
Local Data / Local Data /
Denied Denied
Inherited with |- Assigned / - Assigned /
Local Data Inherited / Inherited /
Inherited with Inherited with
Local Data / Local Data /
Denied Denied
Denied Assigned / Assigned / Assigned / Assigned /
Denied Inherited / Denied / Inherited /
Inherited with  Switch Wide  Inherited with
Local Data / Local Data /
Denied Denied
Switch Wide |- - Assigned / - (no transition
Denied / possible with
Switch Wide  combo box)

A Feature Profile (FP) is an administrator-defined set of subscriber features
with associated feature data that can be assigned to multiple subscribers. By
creating and configuring FPs, the basic feature environment for certain user
groups can be maintained at a central place, which dramatically simplifies
subscriber feature administration.

FPs can be created at two different levels:

» Switch level

FPs created at the switch level can be assigned to all subscribers on the
related switch.

* Business Group level

FPs created within a specific BG (Business Group) can only be assigned to
the subscribers of this BG.

Multiple Feature Profiles for every Switch and its BGs can be created.
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Feature Profile Management

During FP management features can be added/deleted to/from the FP, or
feature attributes can be modified. The following actions are possible for a
feature within a feature profile:

+ Add

Add this feature to the feature profile or replace any existing definition of the
feature data that the feature profile might have.

+ Edit

Modify the feature data that the feature profile has. The feature must already
exist at the Feature Profile Level.

If the Reset Subscriber Lines is used, the modifications are applied to all
subscribers that inherit the related feature from this feature profile.

¢ Delete

Remove the feature from the Feature Profile

Assignment Status
The status of a feature in a Feature Profile can be one of the following:
* Not Assigned

The feature is not assigned to the profile.

NOTICE:

Note that in OpenScape Voice Assistant the Not Assigned
state is represented as the absence of the feature in the list
of assigned features.

+ Assigned
The feature is assigned to the profile.

Modifying a feature’s data at the Feature Profile doesn’t change the feature’s
assignment state at the Feature Profile.

Default Feature Profile

In every BG a single BG-level FP can be marked as Default Feature Profile,
i.e. the FP that shall will be automatically assigned to newly created subscribers
unless the administrator explicitely deselects it or selects a different one.

When a new BG is created via the Quick Add Business Group task, a basic
BG-level FP named FP_<BG name> is automatically created and marked as
Default FP.

System Specific Information

Theoretically, OpenScape Voice supports up to 100,000 Feature Profiles. In
practice, however, the actual number of Feature Profiles in use is generally
much lower.

Related concepts

Hot Desking on page 273

Night Bell Call Pickup on page 313

OpenScape Voice-based Call Forwarding Features on page 286
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Call Pickup Groups on page 309

Directed Call Pickup

Bridged Calls and Privacy

One Number Service on page 280

Serial Ringing on page 277

Simultaneous Ringing on page 278

Simultaneous Ringing Remote Activation on page 279

OSV has been enhanced to validate the location information received from
the phone or provisioned locally on the emergency subnet. This is done via
the Location to Service Translation (LoST) interface with the LoST server
provisioned on the BG that the location is associated with.OSV caches the
location information and routing data mapping. This data is used during
emergency calls, in case the LoST server is unreachable or fails to respond.

OSV performs LoST query during new registrations or refresh registrations
(when the location of the device changes) in order to validate the location and
caches the ESRP SIP URI responses. OSV performs periodic LoST queries
whenever the location information to ESRP SIP URI mapping expires.

3.2.5 Mobile Client Profiles

3.2.6 LIN Pools

The OpenScape Mobile RTP parameters are moved into a Mobile Client Profile
configurable via the OpenScape Voice Assistant and CLI. These profiles can
be created System-wide or Business Group-wide. Each user is assigned
exactly one Mobile Client Profile. Mobile Client Profiles can be System-wide or
Business Group specific. They can be assigned to and used by a subscriber

A Mobile Client Profile defined on a BG-level that is marked as default profile
replaces the default profile defined on a system-wide level. When creating a
new OSMO subscriber the default BG-level profile is pre-populated as default,
and if there is none then the default global mobile client profile is suggested.

The OpenScape Mobile RTP parameters are moved into a Mobile Client Profile
configurable via the OpenScape Voice Assistant and CLI. These profiles can
be created System-wide or Business Group-wide. Each user is assigned
exactly one Mobile Client Profile. Mobile Client Profiles can be System-wide or
Business Group specific. They can be assigned to and used by a subscriber

Using the same ELIN with the same CBN for multiple subnets is needed in
order to configure multiple subnets on the same location. Whereas using the
same CBN with different ELINs allows the administrator to use one CBN for
multiple locations so that the costs can be reduced.

Because of the complexity and the inconsistencies that arise when using the
same ELIN and CBN in different LIN pools it will not be possible to use the
same ELIN and CBN in different LIN pools. A LIN pool corresponds to a location
and gives the ability to have multiple emergency callbacks active for the same
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location. It does not make sense that some of the ELIN/CBN pairs that are used
in a LIN pool are also present in a different LIN pool that is used in another
location. If this would be allowed then the LIN pools would have to coordinate
because they allocate ELIN/CBN is a round-robin fashion and if an ELIN/CBN
pair was allocated from one LIN pool it would have to be somehow indicated in
the other LIN pool as well as allocated so that the next available pair is chosen
on a subsequent emergency call.

For that reason all locations will be associated with one LIN pool. The LIN pool
will be able to contain 1 or more ELIN/CBN pairs. So even 1 ELIN/CBN will
create a LIN pool. It will not be possible to create the same ELIN/CBN pair in
the same or different LIN pools. The sharing of CBNs will be done by sharing

of LIN pools. So each subnet will be able to be associated with none or with
one LIN pool but no more than one. The LIN pool could be shared among many
subnets. This way there cannot exist subnets that share only some of the same
ELIN/CBN pairs but also use distinct ELIN/CBN pairs.

LIN Administration

The LIN (Location Identification Identifier) conveyed with an emergency call is
used by the PSAP (Public Safety Answering Point) to query the ALI (Automatic
Location Identification) database for important related data, such as location
and callback number.

The ALI database must be pre-populated with the LINs and their associated
data by the responsible operator in advance of any emergency call being
dialled.

In case of change in the corporate domain (new/modified/deleted LINs and/or
data), ALI data have to be updated manually. There is no automated capability
to populate the E911 ALI database with LIN records.

Provisioning Aspects

In OpenScape Voice, LIN pools are assigned to IP subnets, representing E911
Emergency Resource Locations.

For each LIN the following parameters are to be specified:
* Location Identification Number:

This is a string of digits with maximum length 20. A leading "+" sign is
allowed.
» Callback Number:

The Callback Number is used by the PSAP station to call back to the ERL
in case the emergency call was interrupted. If the Use Default Callback
Destination flag is not set, the callback is propagated to the original caller.

The Callback number must be a vacant DN and unique throughout the
switch.
+ Default Callback Destination:

If the Use Default Callback Destination flag is not set, the Default
Callback Destination is only used as a fallback in case the original caller
doesn't answer the PSAP callback. The same Default Callback Destination
(e.g. an attendant position) can be used for different LINs and in different
subnets.

The Default Callback Destination must be subscriber.
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» Use Default Callback Destination

If this flag is set, a PSAP callback to the LIN’s Callback Number is
immediately forwarded to the Default Callback Destination.

The Location Information and Callback Numbers are mandatory and have
to be made available to the PSAP’s ALI DB before an emergency call can be
successfully established.

OpenScape Voice supports 100000 LINs per BG.

Signaling Aspects

Delivery of the LIN (and other E911 parameters) to the appropriate PSAP is by
way of the PSTN (Public Switched Telephone Network) gateway, using SIP or
SIP-Q. The elements used for LIN transport in the private network are:

* Clear text in the SIP body in case if SIP interface
« GNF format in the From and AT headers when the interface used is SIP

This allows the OpenScape Voice server to identify that the LIN is a public
number with a nature of address (NOA) of International.

» CornetNQ element in case if SIPQ interface

The PSTN interface utilized by the PSAP is traditionally an analog CAMA trunk,
although some PSAPs now use an ISDN PRI interface. As CAMA and ISDN/
PRI curcuits do not have the ability to transmit location information the LIN is
sent to the PSTN in the Calling Party Number.

An administrable flag in the Emergency Calling setup controls LIN
substitution, i.e. whether OpenScape Voice sends LIN information as a
separate information element in addition to the calling party number, or as the
calling party number digits to the appropriate PSAP. This option permits the
support of scenarios where the PSAP requires the LIN without supporting an
emergency call specific interface - for example, if PRI (Primary Rate Interface)
is used instead of CAMA (Centralized Automatic Message Accounting).

3.2.7 Policy Stores

ESRP, OSV and the CMP have been enhanced to provide the new functionality
that is needed to support policy sets that are stored in a external Policy Store.
The web service interface for the ESRP and the Policy Store is using the SOAP
protocol.

A Policy Store is using a Web Service for storing and retrieving policies by
other functional elements (for example, PSAPs) that define a policy, that is the
DownstreamRoutingPolicy for an ESRP. A specific policy set is known by that
name and the agency whose policy is being stored or retrieved.
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3.3 Station Restriction Features

Station Restriction Features provide static limitations on calls originated or
terminated at a Business Group’s subscribers and endpoints based on a
generic or administrator-defined traffic classification.

Authorization Code
Line Restrictions

Toll and Call Restrictions

With the Authorization Code feature a subscriber can be forced to provide (dial)
an authorization code if he or she attempts to set up certain off-net calls.

With the Line Restrictions feature a subscriber can be limited to intra-BG traffic
(including or excluding call forwarding and call transfer by an attendant)

With the Toll and Call Restrictions feature a subscriber or endpoint can be
temporarily or permanently precluded from making calls of certain traffic types.
In addition certain destinations can be explicitely prohibited.

3.3.1 Toll and Call Restrictions

140

The TRS (Toll and Call Restrictions) feature provides the capability to block
an endpoint’s or a subscriber’s access to certain traffic types and/or to a
configurable list of destinations. The corresponding entity can be provisioned
with a Standard and an Alternate Class of Restriction, with the possibility of
scheduled switchovers and manual switchovers via feature access codes and
PIN (the latter for subscribers only).

Traffic Types and Classes of Restriction

The restricted traffic types are declared in so-called Classes of Restriction
that are used in the Toll and Call Restrictions feature, the Call Forwarding
Restrictions feature, the Account Code feature and the BG Authorization Code
feature.

The procedure to set up a Class of Restriction can be roughly described in the
following way:
1) Define custom Traffic Types, if necessary

2) Assign Traffic Types to new and existing Destination Codes and Code
Indexes

3) Create the required Classes of Restriction, comprising those traffic types that
shall be restricted in any of the related features
Feature Provisioning

The administrator configures the feature at the endpoint profile, the feature
profile or the subscriber level by specifying the following parameters:
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* In the Standard tab:

A Class of Restriction, that is the set of traffic types that is blocked "by
default" for the related endpoints or subscribers. The Standard Class of
Restriction may be "null", which means "no restriction".

Enable Logical Partitioning: Check this flag (rtp parameter Srx/
Main/LogicalPartitioning) to enable the logical partitioning feature for
call and conference scenarios.

By default this flag is unchecked (RtpFalse).

Logical partitioning allows a PBX (OSV) to be configured in a way that calls
that pass through a PSTN gateway cannot connect directly to a subscriber
or a PSTN endpoint/gateway in another geographic location even when a
feature (such as basic call, call transfer, call forward, call pickup, broadcast
call, serial or simultaneous ringing, ONS subscriber using an OND device,
EXO, multi-line hunt group (MLHG) and conference) is invoked. This applies
both for incoming and outgoing calls when subscribers are involved. Each
endpoint and subscriber identify a traffic type that is served through that
endpoint (for example PSTN). The intention is to be considered as location,
so that a user from a specific location will not be able to reach an endpoint to
a restricted location.

NOTICE: If the logical partitioning feature is enabled:

— By invoking silent monitoring feature, the supervisor will
be able to monitor a (conference) call even if he is not
allowed to connect directly with one of the conference
participants. However the supervisor will not be able to
barge-in/whisper the (conference) call and become an
active member of the conference.

— Emergency calls are allowed even if the subscriber/
endpoint is not allowed to connect to the subscriber/
endpoint that is used as an emergency destination.

— In order for a subscriber to initiate a 1-way or 2-way
speaker call with a member of a community group, that
particular member must be provisioned as DN (Directory
Number) in another community group and also be allowed
to connect directly to the subscriber, in accordance
with logical partitioning restrictions. There should be
1:1 mapping between community group DNs (Directory
Numbers) and members.

— A subscriber that is behind an associated endpoint
complies with the specific logical partitioning restrictions of
that endpoint.

Traffic Location: When the logical partitioning is enabled, you can configure
for each subscriber as well as for each endpoint profile the new Traffic
Location entry. Choose the Traffic Location entry from the traffic types.
Click the "..." and select the Traffic Type from the list, to be used as Traffic
Location.

* A Blocked Call List, which may comprise DNs (Directory Numbers) or
partial DNs such as area codes. Those codes may also comprise wild cards
representing "any digit".
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¢ |In the Alternate tab:

An Alternate Class of Restriction for both scheduled switchover and
manual CoSS (Class of Service Switchover) with access code and PIN.
Typically, the Alternate Class of Restriction will be a superset of the
Standard Class of Restriction.

The Allow COSS Feature Access Codes parameter determines the
activation/deactivation of Class Of Service Switchover.

The Enable Duration Timer parameter determines the duration timer for the
manual COSS activation.

The Switchover Duration parameter determines the duration of a manual
switchover. This applies to subscribers only.

The Schedule Overrides Duration which allows you to enable or disable
the switchover duration to override the day schedule

» Day Schedule items, specifying the planned intraweek switchovers between
Standard and Alternate Class of Restriction for regular calendar weeks.
This schedule comes in handy for daily closings and weekends.

+ Date Schedule items, specifying the planned switchovers for particular date
ranges such as bank holidays or annual closings.

If specified, this will override the Day Schedule for those dates.

NOTICE:

A maximum of 168 Date Schedule items per service assignment
is allowed, with a maximum of 14 items per month.

Functional Sequence

When OpenScape Voice detects that a restricted subscriber or endpoint is
attempting to originate a call, it determines if the dialed digits represent a
permitted destination:

« if the dialed digits are permitted, the call proceeds normally.

» if the dialed digits are prohibited, the system routes the call to an
announcement or to reorder tone. The treatment can be assigned on a per-
subscriber or per-group basis.

Subscriber Rerouting and Toll and Call Restrictions

A system-wide option Srx/Main/InvokeTRSOnRerouting determines,
whether toll restrictions shall be bypassed (RtpFalse) or not (RtpTrue) on
the subscriber rerouting call leg. Its default value is RtpFalse, i.e. Toll and Call
restrictions won’t be applied.

Related Features

The Authorization Code feature allows the subscriber to dial authorization code
in order to unblock certain restricted traffic types.

If both TRS and Authorization Code feature are active, the TRS takes
precedence.

Related concepts
Traffic Types
Classes of Restriction on page 555
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3.3.1.1 Manual Class of Service Switchover

A subscriber or CSTA application can dial a feature access code together with a
personal PIN to perform a manual CoSS (Class of Service Switchover) between
Standard and Alternate Class of Restriction.

Manual CoSS takes precedence over Day/Date Schedules. That is, if a
subscriber initiates a switchover, then it is valid for a configurable Switchover
Duration, irrespective of the configured Day/Date Schedule. After the
Switchover Duration has expired, the Day/Date Schedule (if any) takes effect.

Functional Sequence

If provisioned by the administrator, a subscriber or CSTA application can dial the
feature access code

» CoSS Activate to switch to his/her Alternate Class of Restriction
» CoSS Deactivate to switch to his/her Standard Class of Restriction

NOTICE:

Dialing a CoSS feature access code if no Alternate Class of
Restriction is defined is rejected with an announcement.

The required PIN can be dialed en-block or can be entered after receiving the
announcement from the media server.

Multiple PIN support

In order to support multiple users sharing the same line (subscriber), the
number of PINs per line was increased to 5.

If CoSS is successful, then the index (between 1and 5) of the user- dialed
PIN is stored in service activation/deactivation CDRs (Call Detail Records) to
distinguish which user activated/deactivated the CoSS feature.

If a user (or a different user by using its own PIN) performs CoSS activation
twice on the same phone, then the activation is successful with duration value
updated and a new activation CDR is generated. Similarly, if the CoSS service
is activated by one user but deactivated by another user (using a different PIN),
then the deactivation is successful.

3.3.2 Business Group Authorization Codes

The BG (Business Group) Authorization Code feature provides the capability to
control a subscriber’s access to certain (off-net) traffic types. When attempting
to set up a call of a restricted traffic type, the subscriber has to enter (dial) a
valid authorization code.

Traffic Types and Classes of Restriction

The restricted traffic types are declared in so-called Classes of Restriction
that are used in the Toll and Call Restrictions feature, the Call Forwarding
Restrictions feature, the Account Code feature and the BG Authorization Code
feature.

A31003-H80A0-F100-16-7618, 07/2024
Feature Description, Feature Description 143



User Telephony

144

The procedure to set up a Class of Restriction can be roughly described in the
following way:

1) Define custom Traffic Types, if necessary

2) Assign Traffic Types to new and existing Destination Codes and Code
Indexes

3) Create the required Classes of Restriction, comprising those traffic types that
shall be restricted in any of the related features

Functional Sequence

The administrator defines the valid Authorization Codes, assigns the Feature
to certain subscribers and (optionally) creates a Prefix Access Code for the
Authorization Code vertical service in the appropriate numbering plans, to
allow the subscribers to pre-dial the authorization code.

The subscriber can pre-dial the authorization code, or can post-dial it when
prompted to do so.

To set up a call of a traffic type that is not toll-restricted but requires an
authorization code, the subscriber proceeds as follows: dials the Public Network
Access Code. If an Account Code is also required, the subscriber enters the
Account Code first, then presses the # key. At that point, the subscriber does
one of the following:

* Pre-dialing:

After entering the Associated Authorization Access Code, the system
prompts the subscriber to enter the authorization code. After the
Authorization Code is accepted, the system provides another prompt to enter
the called number.

* Post-dialing:

The subscriber dials the called number; the system then prompts the
subscriber to enter the Authorization Code.

Regardless of the sequence in which the digits are entered, the following takes
place after the system attempts to validate the Authorization Code:

« Ifitis valid, the call completes normally.

» Ifitis invalid, the system prompts the subscriber to re-enter the Authorization
Code. If the second entry is also invalid, the call is given intercept treatment;
the caller may instead hear reorder tone.

System Specific Information

An Authorization Code can be from 2 to 14 digits long.

Up to 100,000 Authorization Codes are supported, with a maximum of 50,000
per BG.

Accounting

If Message Detail Recording is active for the related BG, information about
Authorization Code utilization is included in the Billing Files. The activation can
be performed from the Assistant.

Support of Private / Business Call

OpenScape Voice support of Private / Business call is achieved by using the
BG authorization code feature. When configuring an authorization code it is
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possible to optionally assign a subscriber number and set the type to 'Private’
or 'Business'. That user is then able to lift all restrictions and make a 'private’

or 'business' call from any device that has the 'BG authorization code' feature
assigned by using their 'private’ or 'business' authorization code.A 'private’ call
is a 'personal’ call in contrast to a 'business’ call. In both cases the subscriber
number to whom the authorization code belongs is written in the 'paying party’
field of the CDR and a flag 'private call' or 'business call' respectively is set in
the 'Per call feature extension' field in the CDR. The customer -if desired- may
assign the costs of a 'private’' call personally to the user making the call.lt is also
possible to set the type for an authorization code but not assign it to any specific
subscriber. In this case only the 'private'/'business' call flag is set in the CDR but
not the paying party. This configuration can serve as a general PIN for making
e.g. private calls. In this case the call shall be charged to the device where the
call was made and not to the user who made the call.

Related concepts
Traffic Types
Classes of Restriction on page 555

3.3.3 Line Restrictions

The Line Restrictions feature lets the administrator restrict the calls permitted
to and from a given station. Originating line restrictions refers to restrictions on
calls placed from a station; terminating line restrictions refers to restrictions on
calls being terminated at a station.

The administrator can assign this feature to the entire BG (Business Group) or
to individual subscribers.

Because line restriction is not a visible subscriber service, it does not increment
a visible usage counter.

Functional Sequence

OpenScape Voice checks line restrictions before completing calls and
performing call transfers. If a call is found to be in violation of configured
restriction levels, the system routes the call to error treatment and subsequently
releases it.

Other Characteristics

The line restrictions feature is known as station restriction, too.

3.3.3.1 Semi-Restricted Lines

Calls originated at a semi-restricted line and directed to a line outside of its
business group and/or calls directed to a semi-restricted line from a line outside
of its business group are routed to error treatment (usually reorder tone or
special intercept announcement).

Semi-restricted lines have indirect access to and from lines outside the
business group for the following types of calls (provided that the appropriate
features are available):
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» Calls from outside the business group and forwarded to the semi-restricted
line by a non-restricted DN.

» Calls from outside the business group and transferred to the semi-restricted
line by a non-restricted DN.

» Calls from outside the business group and picked up at the semi-restricted
line.

+ Calls from a semi-restricted line to an non-restricted business group and
forwarded to an outside line.

» Calls from a semi-restricted line to a non-restricted DN and transferred at the
DN outside the business group.

The administrator can assign a semi-restricted line to a DN on an originating
basis, on a terminating basis, or both.

3.3.3.2 Fully-Restricted Lines

A fully-restricted line has all of the attributes of an semi-restricted line. In
addition calls directed to a fully-restricted line from the business group
attendant, as well as calls originated at a fully-restricted line and directed to the
business group attendant, are routed to error treatment (reorder tone or special
intercept announcement).

A fully-restricted line does not have indirect access of any sort to or from lines
outside the business group; this should include multiply-forwarded calls.

The administrator can assign a fully-restricted line to a DN on an originating
basis on a terminating basis, or both.

3.3.3.3 Fully-Restricted Lines with Attendant Access

3.4 Calling Services
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A fully-restricted line with attendant access can access the attendant for
information and to requests transfers to another DN within the business group.
OpenScape Voice does not permit the attendant to transfer a DN with this
restriction to points outside of the business group, as well as attempts by the
attendant to transfer calls from outside the business group to a DN with this
restriction.

All other characteristics of fully-restricted lines are also present.

The administrator can assign a fully-restricted line with attendant access to a
DN on an originating basis, on a terminating basis, or both.

Calling Services features are available for the OpenScape Voice supported SIP
endpoints, including Unify SIP telephones, the softclient, the OpenScape UC
Application Personal Edition, and third-party SIP endpoints. For the applicable
services detailed information is given about local and OpenScape Voice-based
features available to the end user.
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The Account Code feature allows subscribers to insert a number into the CDR
(Call Detail Record) for later allocation of charges. It is typically used for off-line
billing and account reconciliation. For example, a lawyer can use this feature
to charge a client (identified by an Account Code) for long-distance calls in
addition to the usual consultation fee.

NOTICE:

Account Codes are optional and can be entered freely by the
subscriber. OpenScape Voice does not maintain any lists of valid
Account Codes. Only their "well-formedness" (digits only, length)
will be checked.

NOTICE:

The Message Details Records feature for BG must be active in
order to include the Account Code in the CDR file.

Pre-dialing vs. Post-dialing

For every switch, the administrator decides, whether Account Code pre-dialing
or post-dialing shall be used.

No matter if pre- or post-dialing is used, if an Account Code shall be entered
for a call that also requires an Authorization Code, the Account Code must be
entered first.

Account Code Pre-dialing

When contained in a Speed Calling list, CSTA MakeCall, SIP phone using a
Repertory Dial key, or other en-bloc digit entry method, the dialing sequence is:
<Account Code Activation Code><Account Code>#<target DN>

In order to provison Account Code pre-dialing, the administrator ...

1) Sets the Account Code Use to Pre Dial

2) specifies the minimum and maximum allowed length of an Account Code.
Both minimum and maximum length can be between 1 and 14; defaults are
2 and 14, respectively

3) creates a Prefix Access Code for the Account Code (activation) vertical
service in the appropriate numbering plan(s).

4) assigns the Account Code feature to selected subscribers

Account Code Post-dialing

To use the Account Code feature in a post-dialing switch, the subscriber
typically

1) dials the target DN

2) receives a prompt tone or announcement

3) enters the Account Code or - if no Account Code is desired - enters # or *
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When contained in a Speed Calling list, CSTA MakeCall, SIP phone using a
Repertory Dial key, or other en-bloc digit entry method, the dialing sequence is:
<target DN>#<Account Code>

In order to provison Account Code Post-dialing, the administrator ...

1) Sets the Account Code Use to Post Dial

2) creates and assigns a Class of Restriction that comprises those traffic types
for which an Account Code shall be requested; note that for call destinations
with Emergency traffic type, an Account Code is never requested

3) defines the acknowledge type to Tone or Announcement
4) Enter the Delay Timer value (in seconds) to set the Time Delay before
playing the Prompt Tone to collect Account Code digits

5) defines the maximum length of a valid account code (positive integer;
default: 16)

Note that the subscriber is free to enter a shorter code by terminating it with
the # key

6) optionally creates a system-wide set of DN prefix patterns to be excluded
from requiring account codes.

Such a pattern may consist of digits and the wild card character "%",
representing "any digit". For example "1%%%555" means "exclude every
DN starting with 1+<NPA>+555".

Default is an empty string.
7) assigns the Account Code feature to selected subscribers

NOTICE:

In the current implementation, if the subscriber is provisioned for
Account Code Service and the call destination has unspecified
traffic type, an Account Code is always requested.

Related concepts
Traffic Types
Classes of Restriction on page 555

3.4.2 Call Completion to Busy Subscriber / on No Reply

The CCBS/NR (Call Completion to Busy Subscriber / on No Reply) feature
provides subscribers the capability to activate an automatic callback if the called
station is busy or is not answering an alerting call.

Functional Sequence

The calling to another subscriber wasn’t successfully finished. The activated
CCBSI/NR feature works as follows:
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» If the called party was busy

Monitoring begins and the calling party hears a confirmation announcement
that the request is received. The called party has no notification of the
callback request.

As soon as the called party goes onhook, the calling party is notified of the
called party’s availability and is recalled. When the calling party answers, a
new call to the original destination is automatically dialed.

 If the called party did not answer the alerting call

Monitoring begins and the calling party hears a confirmation announcement
that the request is received. The called party becomes available for callback
after initiating some activity on the device, then transitioning to idle state.

As soon as the transition to the idle state occurs, for example, when the
called party goes onhook, the calling party is notified of the called party’s
availability and is recalled. When the calling party answers, a new call to the
original destination is automatically dialed.

When the called party becomes available to handle the call, the calling party
receives a recall that provides the name and number of the called party.
The information displayed is consistent with the settings for other features
used to control delivery or suppression of calling and called party numbers.
However, the callback must be invoked by a SIP subscriber in order for the
displays to be provided.

» During these requests, OpenScape Voice supports service retention, which
ensures that the CCBS/NR request continues to be active until the target of
the request is alerted. However, for interswitch calls, the originating switch
must support this functionality in order for it to operate.

» The system administrator can assign one or both of the following to a
subscriber:

— The ability to activate a CCBS/NR request.
— The ability to deny callbacks placed against the subscriber via the Deny
Terminating Features attribute.

* When a CallBack is initiated by an OpenScape Mobile-enabled subscriber,
the CallBack recall is routed to A-side using the OpenScape Mobile auto-
pilot routing. The routing is the following for OpenScape Mobile auto-pilot
routing:

— The callback request arrives first at the OpenScape Mobile client and
then, if the OpenScape Mobile client does not answer or if the client is not
registered, the call is routed to DeskPhone (ONS).

NOTICE:

OpenScape Mobile auto-pilot routing is used regardless of
the preferred device

Interworking

CCBS/NR is not only supported intraswitch between OpenScape Voice
subscribers, but also for the following interswitch scenarios:

» Between subscribers on different OpenScape Voice systems

+ Between an OpenScape Voice subscriber and a SIP-Q gateway with a
QSIG-compliant PBX subscriber.
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* In transit scenarios comprising OpenScape Voice systems and SIP-Q.
gateways.
Other Characteristics

The OpenScape Desk Phone CP 100/200/205/400/600/600E/700/700X support
this feature.

Computer Supported Telecommunications Applications (CSTA) also supports
activation of CCBS/NR requests.

The SIP-Q interface has been enhanced to support incoming CC requests with
path reservation signalling.

This feature is formerly known as automatic callback or auto callback.

3.4.2.1 RTP System Parameters

Certain aspects of CCBS (Call Completion on Busy Subscriber) and CCNR
(Call Completion on No Reply) are controlled on a systemwide basis by RTP
(Resilient Telco Platform) system parameters. Any changes made to these
parameters affect all business groups and their members. Typically, these
parameters are set during initial system configuration, to enforce global system
policies and ensure proper feature interworking.

The following tables present the Call Completion related RTP system
parameters. Default values are shown in bold type.

While some of these parameters either affect either CCBS or CCNR, others
affect both Call Completion services.

Table 12: RTP System Parameters related to CCBS only

Parameter

Values Description

Srx/Service/CCS/CCBSFeatureAssignedPerOffice RTPTrue (True)  This parameter enables and

RTPFalse (False) 95aP1es CCBS.

Srx/Service/CCS/CcbsRequestOperationT2 1to 5 sec. This parameter defines the

T2 call completion request
supervision timer, which runs on
both sides. It determines how
long the monitoring process
waits for a response after
requesting subscriber status
(busy or idle) from the signaling
manager.

default: 3 sec.

Srx/Service/CCS/CcbsServiceDurationT3 15-2880 min. This parameter defines the
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service duration timer, which

runs on the originating side. It
specifies the maximum time a
CCBS request remains active.

default: 30 min.
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Parameter

Srx/Service/CCS/CcbsServiceSupervisionT7

Values

15 to 2800 min.
default: 30 min.

Description

This parameter defines the T7
call completion supervision timer,
which runs on the terminating
side. It specifies the maximum
time a call completion request

is maintained before getting
deleted.

Srx/Service/CCS/ 1to5 This parameter defines the
MaxNumInCCBSActivationsAllowedPerCustomer maximum number of CCBS
default: 3 L
requests per destination.
Srx/Service/CCS/ 1to5 This parameter defines the
MaxNumOutCCBSActivationsAllowedPerCustomer default: 3 maximum number of CCBS
' requests per originator..
Srx/Service/CCS/CCBSActivationCCS True, This parameter allows the
False activation of CCBS via access

code. If set to False, no CCBS
will be allowed

Table 13: RTP System Parameters related to CCNR only

Parameter

Srx/Service/ CCS/CCNRFeatureAssignedPerOffice

Srx/Service/CCS/CcnrRequestOperationT2

Srx/Service/CCS/CcnrServiceDurationT3

Srx/Service/CCS/CcenrServiceSupervisionT7

Values

RTPTrue (True)
RTPFalse (False)

1 to 5 sec.

default: 3 sec.

15-2880 min.
default: 30 min.

15 to 2800 min.
default: 30 min.

Description

This parameter enables and
disables CCNR.

This parameter defines the

T2 call completion request
supervision timer, which runs on
both sides. It determines how
long the monitoring process
waits for a response after
requesting subscriber status
(busy or idle) from the signaling
manager.

This parameter defines the
service duration timer, which
runs on the originating side. It
specifies the maximum time a
CCNR request remains active.

This parameter defines the T7
call completion supervision timer,
which runs on the terminating
side. It specifies the maximum
time a call completion request

is maintained before getting
deleted.
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Parameter

Srx/Service/CCS/

MaxNumInCCNRActivationsAllowedPerCustomer

Srx/Service/CCS/

MaxNumOutCCNRActivationsAllowedPerCustomer

Srx/Service/CCS/CcnrOnAnswer

Values

1to 5
default: 3

1to 5
default: 3

True,

False

Description

This parameter defines the
maximum number of CCNR
requests per destination.

This parameter defines the
maximum number of CCNR
requests per originator.

This parameters indicates if
CCNR activation is allowed after
an answered call.

Table 14: RTP System Parameters related to CCBS and CCNR

Parameter

Values

Description

Srx/Service/CCS/CcsRecallTimerT4

15 to 60 sec.

default: 30 sec.

This parameter defines the T4
recall supervision timer, which
runs on the originating side. It
is started upon sending a recall
indication to the calling user
and is stopped on receipt of an
answer to this indication.

Srx/Service/CCS/CcsldleGuardT8

Srx/Service/CCS/CcsRecallT9

Srx/Service/CCS/CcsRecallT9_EXT

1 to 15 sec.

default: 5 sec.

15 to 60 sec.

default: 35 sec.

5 to 1800 sec.

default: 35 sec.

This parameter defines the
destination B idle guard timer,
which runs on the terminating
side. It specifies the amount

of time the system waits after
destination B has become
available before recalling user A.

This parameter defines the T9
recall supervision timer, which
runs on the terminating side. It
is started upon sending a recall
indication to the calling user
and is stopped on receipt of an
answer to this indication.

Similar to CcsRecallT9, but for
external (SIPQ) callers.

For networks supporting
suspend/resume the
recommended setting

is CcsRecallT9_EXT =
CcsRecallT4 + 5

Otherwise CcsRecall T9_EXT
should be adjusted to a value
equal or slightly less than
CcnrServiceSupervisionT7 or
CcbsServiceSupervisionT7
(whose default value is 1800
sec).
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Parameter Values Description

Srx/Service/CCS/CCSSCallindSupport RTPTrue (True) | This parameter indicates if the
RTPFalse (False) CCS call indication is supported.

Srx/Service/CCS/CCSHandleAsEmergencyCall 0 (no) This parameter indicates if a
callback needs to be handled as
1 (yes) . :
an emergency call if the entire
bandwidth is reserved.

Srx/Service/CCS/CCSCacTimerForReleaseB 3 to 999 min. This parameters defines the
execution retry timer that runs
on the terminating side. It
defines the time between an
unsuccessful execution attempt
and the next one.

default: 14 min.

Srx/Service/CCS/CCSCacTimerForReleaseA 3 to 999 min. This parameters defines the

. : recall retry timer that runs on the
default: 14 min. S . :
originating side. It defines the
time between an unsuccessful
recall attempt and the next one.

Related concepts
RTP Management via OpenScape Voice Assistant on page 961

3.4.3 Deny Terminating Features

The administrator can assign the ability to deny callbacks placed against the
subscriber via the Deny Terminating Features attribute.

Related concepts
Call Completion to Busy Subscriber / on No Reply

3.4.4 Click to Answer

The Click-to-Answer feature provides the capability for a SIP endpoint to use a
command of certain third-party applications, for example, the Genesys Agent
Console application, to answer a SIP call when it is presented. As a result of the
command, an answer event is generated and is passed via OpenScape Voice.

This feature is applicable to a subscriber who is also a call center agent on the
applicable third-party call center application and can control calls presented
through the console application.

Functional Sequence

The application lets the subscriber:

* answer calls
* make calls
» transfer calls
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» perform other useful functions.

Other Characteristics
The associated SIP endpoint must be an OpenScape Desk Phone CP.

This functionality is not applicable to keyset telephones.

3.4.5 OpenScape Voice-based Do Not Disturb

154

The Do Not Disturb (DND) feature provides a subscriber the capability to block
incoming calls during periods of time that the subscriber does not wish to be
disturbed. Features such as CFSIE-DND and endpoint-based call forwarding on
busy can be used to redirect the calling party to another destination while DND
is active.

The subscriber can continue to originate calls while DND is active.
Functional Sequence

If DND is active, incoming calls are handled in one of the following ways:

» If an applicable call forwarding is active, the call is diverted to the configured
forwarding target

» Otherwise the call is either rejected with SIP message "480 Temporarily
Unavailable" (default for external calls) or the call is diverted to an intercept
announcement that indicates the reason the call cannot be completed to the
expected destination (standard for internal calls).

The administrator defines the behaviour for external calls by setting the RTP
parameter Sr x/ Mai n/ DNDAnnAl ways either to RtpFalse (reject with 480) or
RtpTrue (announcement).

Subscribers have to be provisioned for the DND feature in order to be able to
use server-based DND.

OpenScape Desk CP telephones should be configured for uaCSTA and Server
Based Features. To allow the server-based feature to be de-/activated from
generic SIP phones, Prefix Access Codes for the DND De-/Activate vertical
services have to be created in adequate numbering plans.

Other Characteristics

Unify SIP endpoints also provide an endpoint-based DND feature. However, if
configured and active, the OpenScape Voice-based feature takes precedence
over the local feature. Server- and endpoint-based DND shouldn’t be active at
the same time.

Related concepts
CFSIE - Do Not Disturb on page 299
RTP Management via OpenScape Voice Assistant on page 961
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3.4.6 Last Incoming Number Redial

The LINR (Last Incoming Number Redial ) feature provides subscribers the
capability to perform an activation procedure that automatically sets up a call to
the last incoming number.

The incoming number stored can be any of the following:

» The last incoming call that alerted at the subscriber endpoint
» A call retrieved via directed call pickup or group call pickup
» A call retrieved from manual hold.

The subscriber need not know the telephone number of the last incoming call.
The administrator can allow the subscriber to activate LINR for callers who have
their calling identity suppressed.

Functional Sequence

OpenScape Voice places a call to the last incoming number stored and the
following takes place:

» If the called party is idle: The call begins alerting normally.
» If the called party is busy: The calling subscriber hears busy tone. To camp

on to the called party’s station, the subscriber must enter the CCBS access
code.
Other Characteristics

This feature is formerly known as automatic recall, auto call, and return call.

3.4.7 Last Outgoing Number Redial

The last outgoing number redial (LONR) feature provides subscribers the
capability to perform an activation procedure that automatically sets up a call to
the last outgoing number. The subscriber need not know the telephone number
of the last outgoing call.

Functional Sequence

The subscriber must activate the LONR feature at the station.

OpenScape Voice places a call to the last outgoing number dialed and the
following takes place:

» If the called party is idle:

The call begins alerting normally.
» If the called party is busy:

The calling party hears busy tone and can manually activate a callback
request if desired.
System Specific Information

LONR attempts can be also limited to intraswitch calls only (calls between
business group members) by administrator.
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LONR cannot be successfully performed if the called party has station call
forwarding: all calls or CFSIE-all active.
Other Characteristics

OpenScape Voice’'s multiple time zone support capabilities ensure that the
correct date and time information is used.

The CCBS/NR feature can be used to camp on to the called party’s station if the
called party is busy at the time of LONR activation.

Unify SIP endpoints also have local features that simplify redialing of calls.

3.4.8 Multiple Address Appearances

The MAA (Multiple Address Appearances) feature permits the availability of
one or more non-shared lines on a single device. A device contains at least one
main DN, and can be configured with other DNs in addition to the main DN.

Each MAA line operates local to the device, including line status and call
processing. An MAA line can appear on another device by using the multiple
contacts feature.

Because MAA lines operate locally, when multiple contacts are in use, each
device has simultaneous access to the associated MAA on their device. No
status information is shared between the MAA multiple contacts.

Other Characteristics

The MAA non-shared line is configured for the SIP subscriber endpoint with a
line type of private. OpenScape Voice views these lines as a basic registration.

3.4.9 Multiple Contacts
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The Multiple Contacts feature permits multiple SIP devices to register with the
same DN. This ability is especially useful for mobility subscribers because it
eliminates the need for separate DNs to be established for office and offsite
devices.

Functional Sequence
A subscriber may originate a call from a device (using the DN) independent of

the use of the other devices registered as multiple contacts for the same DN.

When a subscriber receives an incoming call, the following instances take place
depending on whether the multiple contact devices are idle and whether the
subscriber has the attribute Simultaneous calls not allowed from multiple
contacts enabled:

*  When all multiple contact devices are idle:

Each device is alerted. When one of these devices answers the call, the
alerting to the other devices stops.
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*  When one or more devices are in use:

OpenScape Voice presents the second call to the device in use as a call
waiting (camp-on) call.

The other idle devices are simultaneously alerted.
*  When the subscribers’ attribute Simultaneous calls not allowed from
multiple contacts is enabled and one or more devices are in use:

OpenScape Voice presents the second call to the device in use as a call
waiting (camp-on) call. The other idle devices are not alerted.

When the device in use returns a Busy notification, then the second call is
declined with Busy indication.

Other Characteristics

It is highly recommended that all multiple contact devices be under the control
of one subscriber, rather than being shared by multiple subscribers. If multiple
subscribers are involved, incoming calls may not be answered by the correct
subscriber because incoming calls are distributed to all multiple contact devices.

This feature also ensures that notifications, like message waiting notifications,
are transmitted to all registered contacts for the subscriber.

Multiple Contacts vs. Multiline Appearance (Keyset)

The Multiple Contacts feature applies to non-keyset lines only. Keyset enforces
line usage, therefore a keyset line can only be used for making or receiving
calls, if all its appearances are idle.

On the terminating side, if a second call arrives while there’s an ongoing call on
a keyset line, only the active phone is alerted.

Multiple Contacts vs Circuit and OpenScape Mobile clients

Circuit and OpenScape Mobile clients are not considered multiple contacts of
the subscriber who is using the clients. They register on special subscribers
with the indication of OpenScape Mobile Device and act as OND devices for the
ONS subscribers.

Related concepts
Multiline Appearance on page 258

3.4.10 Executive Busy Override
The Executive Busy Override feature (also known as Executive Override)
provides the capability for an authorized subscriber to bridge into a busy line.
The Executive Busy Override feature gives three capabilities to a subscriber:
» Override

The subscriber can perform busy overrides.
» Block Override

The subscriber is protected from overrides by other subscribers.
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3.4.11 Intrusion
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« Override and Block

The subscriber can perform busy overrides, but is protected from overrides
by other subscribers.

Functional Sequence

The administrator assigns the override and block overide capabilities to certain
subscribers and creates Prefix Access Codes for the ExecutiveOvrRide
service in the appropriate numbering plans.

The subscriber typically uses the feature after first encountering a busy line.
The subscriber goes offhook and enters the Executive Busy Override access
code, followed by the DN of the subscriber who is the target of the override.
After doing so, one of the following takes place:

» |If the called party is idle, a normal connection is made.

» If the called party is busy, the two original parties hear an intrusion tone and
the overriding party is connected into the existing call with the other two
parties, creating a three-way conference.

System Specific Information
Executive Busy Override cannot be initiated:

» If the called party’s DN blocks override attempts

» |If the called party is not in a stable call state (for example, if the DN is on
hold dialing, or ringing)

» At a DN which already has two calls (for example, an active call and a held
call)

» At a DN engaged in a conference.

Depending on the reason it cannot be initiated, the following takes place:

» If the called party's DN is in state that temporarily does not allow Executive
Busy Override, the initiator hears a busy tone and sees a corresponding
display on the SIP endpoint.

+ If the called party cannot implement Executive Busy Override because of an
incompatible device or if override attempts are blocked, The initiator hears
error tone and sees Connection Refused on the SIP endpoint display.

Related concepts
Intrusion on page 158
Forced Release Intrusion on page 160

Intrusion permits a calling party in the SIP-Q private network with appropriate
permissions to intrude upon a busy destination and form a 3-party conference.

Currently only OpenScape 4000 and OScAR-Pro (OpenScape Alarm and
Response server - Professional, formerly known as DAKS) support originating
a call and invoking intrusion against a busy OSV subscriber. OpenScape Voice
does not support originating an Intrusion when the destination is located in the
SIP-Q network.
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Executive Intrusion (Terminating Only)

A voice service that permits a subscriber (or OScAR-Pro), with appropriate
permissions, to intrude upon a busy destination as long as the destination
allows intrusion.

Currently, the subscriber protection parameter for Executive Busy Override is
reused by the Executive Intrusion service to allow/block intrusion. So in order to
protect a subscriber from Executive Intrusion, he or she has to be provisioned
for Executive Busy Override with either the Block Override or Override and
Block option selected.

IMPORTANT:

The parameter Block Override applies both to Executive
Intrusion and Forced Release Intrusion.

Emergency Intrusion (Terminating Only)

A variant of Intrusion where an emergency operator or OScAR-Pro with
appropriate permissions can intrude upon a busy destination.

OScAR-Pro may provide a high priority audio message to the destination.
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OpenScape Voice flaggs Emergency Intrusion calls as "Emergency Calls" i.e.
they are not subject to Call Admission Control.
Intrusion Conference

Depending on which user leaves the conference first, when Users A and B are
connected and User C overrides B:

< if A disconnects, C and B remain connected
« if B disconnects, A and B call is cleared, C recalls B
» if C disconnects, A and B remain connected

When 2 users remain, the conference shall be dropped and the call transitions
to 2-party talk state and release the conference circuit.

Facility Rejection

There are several reasons for not accepting an intrusion request, e.g.

* no conference circuit available
» target user is protected against intrusion
» target user is not in a stable 2-party call

In any case, the calling party may still attempt to invoke another service (e.g.,
CCBS).

Related concepts

Executive Busy Override on page 157

Direct Return Call from Emergency Center on page 251
Forced Release Intrusion on page 160

3.4.12 Forced Release Intrusion
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Forced Release Intrusion allows a caller, when reaching a busy destination,

to forcefully clear the callee’s current connection. OpenScape Voice supports
Forced Release Intrusion requests originating in the SIP-Q private network and
terminating at a local subscriber. Subscriber invocation of Forced Release is not
supported.

OSV (OpenScape Voice) will only execute the request, if the target subscriber
is in a stable voice call (that hasn’t been established via Forced Release
Intrusion) or large conference and is not administratively protected against
Forced Release Intrusion.

IMPORTANT:

The parameter Block Override shall be used from the
subscriber in order to prevent a forced release when he/she is
busy. This parameter applies both to Executive Intrusion and
Forced Release Intrusion.

If this is the case, OSV will either

» clear the subscriber’s stable 2-party call, or
* remove the subscriber from his/her current conference

in order for the intruder and the now-idle subscriber to connect into a new call.

A31003-H80A0-F100-16-7618, 07/2024
Feature Description, Feature Description



User Telephony

NOTICE: There is no warning tone or announcement provided
to the called party and call partner(s) prior to releasing the call.

Because the SIP phone/client does not support facility invocation when busy,
the feature requires that the called user goes on-hook after the forced release.
Then, the called user is immediately called and, upon answer, is joined into a
connection with the caller that invoked the forced release.

NOTICE:

The caller may require Terminating Feature Override capabilities
in order to successfully establish the call to the intended
subscriber.

If Forced Release Intrusion can’t be performed and if the caller may not invoke
additional services against the busy subscriber such as CCBS (Call Completion
to Busy Subscriber) or Executive Intrusion, OSV terminates the "intrusion call".

A call with forced release permission is subject to CAC (Call Admission Control)
unless it includes a classmark for "Emergency Call".
Provisioning

Currently, the subscriber protection parameter for Executive Busy Override is
reused by the Intrusion service to allow/block forced release. So in order to
protect a subscriber from Executive Intrusion, he or she has to be provisioned
for Executive Busy Override with either the Block Override or Override and
Block option selected.

Limitations

Forced Release Intrusion

+ is not supported for subscribers behind a branch that is in survivability mode
» is currently not indicated in the CDRs

Related concepts

Intrusion on page 158

Executive Busy Override on page 157

Terminating Feature Override (SIP-Q) on page 161

3.4.13 Terminating Feature Override (SIP-Q)

An incoming SIP-Q call may request one or more terminating features to be
overridden at the called party, i.e. not to be invoked for that call. For example,
an attendant making an urgent call for a particular user wants to terminate to
the called party number and not be call forwarded to anyone else.

Any incoming SIP-Q call terminating to an OSV subscriber is checked for CF,
DND and Call Pickup Override classmarks. When Override is indicated, the
overridden feature(s) shall not be executed if active at the destination.

NOTICE:
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Older SIP phones/clients may not support the new feature
overrides.

Currently, OSV subscribers can’t be protected against Override requests.

Override Call Pickup

When an incoming call indicates Override Call Pickup and the destination
belongs to a pickup group, the group members will not be notified of this call.
If a directed pickup is attempted, it will be rejected with appropriate response/
cause value.

Override Call Forwarding

When an incoming call indicates override of CF (Call Forwarding), both phone-
based and switch-based CF features (if any) shall be disabled for this call. The
call will be delivered to the original destination, if possible.

Override Do Not Disturb

When an incoming call indicates override of a DND (Do Not Disturb) both
phone-based and switch-based DND features (if any) shall be disabled for this
call. The call will be delivered to the original destination rather than cleared or
forwarded.

Related concepts
Forced Release Intrusion on page 160

3.4.14 Extension Dialing
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The Extension Dialing is a feature applicable inside a business group. The
feature allows a subscriber in a business group to dial other subscribers in the
same business group by dialing an abbreviated number that is synonymous
with the extension number.

Extension dialing permits the dialing of intragroup calls on a 1- to 7-digit basis.
An extension-dialed call is an intragroup call dialed using a digit sequence
assigned to extension dialing.

Functional Sequence

When a digit sequence assigned to extension dialing is entered at a station,
OpenScape Voice can convert extension to the directory number of the called
station. After OpenScape Voice determines the DN of the called station, it
completes the call in the normal manner.

The extension dialing feature is assigned to the business group as a whole;
after it is assigned, all stations within the business group have the feature.
System Specific Information

Any of the fully or semi-restricted limitations and restrictions of the group or
station also apply to calls dialed by extension.

A31003-H80A0-F100-16-7618, 07/2024
Feature Description, Feature Description



User Telephony

Other Characteristics

Per-group traffic measurements of all extension-call attempts and durations are
available.

Extension dialing is also known as station-to-station dialing.

3.4.15 Selective Call Acceptance

The Selective Call Acceptance feature provides the capability to build a list of
numbers (known as a screening list) from which the subscriber wants to accept
incoming calls. This feature can be provisioned at the feature profile level with a
denied option at the subscriber level.

Either the subscriber or the administrator creates a selective call acceptance
list (screening list), that contains up to 32 entries. These entries represent the
calling numbers for which calls should be connected to the subscriber. Each
entry can contain up to 15 digits.

NOTICE: The screening list entries are numbers that can be
extensions if the subscriber is within a BG.. The entries can

be partial numbers, where the beginning part of the number is
compared. Associated with each DN is a presentation status for
it, specifying public or private.

If the subscriber’s selective call acceptance list is empty, OpenScape Voice
prompts the subscriber to add entries to the list. As soon as a valid entry is
provided, the feature is activated.

The subscriber can specify from time to time, if needed one of the following
actions to perform:

» Activate or deactivate the feature
* Hear the entries that are currently on the list
« Add or delete entries to and from the list.

Requirements
The administrator specifies via GUI:

* Whether the feature is currently active. The subscriber is permitted to
activate and deactivate it with the respective Feature Code Access.

* A 1-7 digit PIN that a caller who is not on the screening list of the called
party can use to contact the subscriber. This functionality is optional and
activated when a valid PIN is entered in the field.

»  Whether to forward rejected calls to another destination, or to play a denial
announcement to the caller.

NOTICE:

If selective call acceptance is active, but the screening list is
empty, all calls are rejected.
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Functional Sequence

When a caller's number matches a number on the acceptance list, the call is
completed.

When the caller's number is not on the acceptance list, one of the following
occurs:

¢ The caller hears an announcement that indicates the subscriber does not
accept calls from this number.

* The caller hears an announcement prompting him to enter the correct PIN to
enable the call to be completed. If the PIN is not correct the caller is rejected.

» The call is routed to the configured forwarding destination.
Other Characteristics

The selective call acceptance feature is sometimes known as selective caller
accept.

3.4.16 Selective Call Rejection

164

The SCR (Selective Call Rejection) feature provides the capability to build a list
of numbers (known as a screening list) from which the subscriber does not want
to accept incoming calls.

A screening list, created by the subscriber or the administrator contains up to 32
entries. These entries represent the calling numbers for which calls should be
rejected. Each entry can contain up to 15 digits.

Functional Sequence
The subscriber has to specify one of the following actions to perform:

¢ Activate or deactivate the feature
* Hear the entries that are currently on the list
* Add or delete entries to and from the list

The subscriber selects the option to activate the feature and gets a confirmation
tone or announcement to acknowledge. If the subscriber’s selective call
rejection list is empty, OpenScape Voice prompts the subscriber to add entries
to the list. As soon as a valid entry is provided, the feature is activated. If
selective call rejection is active, but the screening list is empty, all calls are
accepted.

When a caller's number does not match a number on the rejection list, the call
is completed. When the caller's number matches a number on the rejection list,
the caller hears an announcement that indicates the subscriber does not accept
calls from the number.As long as the calling DN is on the station’s screening
list, routing to a rejection announcement takes place regardless of whether

the station is busy or idle. The subscriber does not receive any announcement
when a call has been rejected.

System Specific Information

This feature can be provisioned at the feature profile level with a denied option
at the subscriber level.

CDRs are provided on a usage-sensitive basis. The following are the CDRs
maintained for this feature:
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» SCR activation

* SCR deactivation

» SCR screening list editing
* SCR screening list created
» SCR screening list deleted

Other Characteristics

The selective call rejection feature is sometimes known as selective caller
reject.

3.4.17 Park to Server

The Park to Server feature allows a subscriber to transfer calls to server-side
destinations (Parking Spaces), from where they can be retreived by authorized
subscribers. Once a call has been parked, the user’s line is free to originate or
receive other calls. If a parked call is not retrieved before a configurable Recall
Timer expires, the parking subscriber will be recalled.

Parking is not possible if:

» all Parking Spaces are occupied

* a manually requested Parking Space is occupied or invalid
» the call is a conference or emergency call

» the party to be parked is an Attendant

» the party to be parked has already been parked

On the user agent side, the Park to Server feature does not require any protocol
extensions other than those for consultation and transfer.

Parking Lots and Parking Spaces

During provisioning for the Park to Server feature, a subscriber is associated
with a Parking Lot, i.e. a named pool of server-side destinations that can be
used for parking.

Each of these destinations (Parking Spaces) is capable of holding a single call
and is addressed by a number.

A Parking Lot is a BG (Business Group) object and can be shared among
subscribers within the same BG. Some subscribers may only be allowed to park
calls, while others may only be allowed to retrieve calls from their associated
Parking Lot.

When a subscriber (with Parking allowed permission) parks a call to his/her
Parking Lot, the parked call is associated with a Parking Space number.
Any subscriber who has been provisioned to use the same Parking Lot with
Retrieval allowed permission and who knows the Parking Space number, is
able to retrieve the call.

Provisioning
The administrator has to perform the following tasks:

1) Create Parking Lots for personal or shared use

This includes defining the Parking Space number range (implicitely: the
Parking Lot size) and the Recall Timer for unretrieved calls.
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2) Provision subscribers for the Park to Server feature

This includes assigning a (previously created) Parking Lot and granting the
Parking allowed and/or Retrieval allowed permissions.

As a prerequisiter, the subscribers must also be provisioned for Call
Transfer.

3) Create Access Codes for parking and retrieval.

Related concepts
Call Transfer on page 171

3.4.17.1 Park to Server - Feature Usage
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If an attendant or subscriber (provisioned for the Partk to Server feature) is
on an active call, he/she can park the call at a server-side Parking Space by
invoking consultation transfer, dialing the Partk to Server access code and
completing the call transfer. The Parking Space selection can be performed
either automatically (by the server) or manually (by subscriber input). A
retrieving subscriber dials the Park Retrieve access code and has to specify
the correct Parking Space number.

Automatic Parking

In the automatic mode the Parking Space number is selected by the system
and provided to the subscriber by a voice response:

1) User A talks to user B.
2) A puts Bon hold at the client
3) A dials the Park to Server access code (e.g. *26):

* An announcement is played indicating the system-selected Parking
Space number

» A second announcement prompts the user to complete the Call Transfer:
after this announcement the user has 10 secs to complete the transfer
and hence complete the Park to Server procedure.

NOTICE:

The user can also complete the transfer right after the first
announcement without waiting for the second one.

4) A completes the transfer (within 10 secs) and the call is parked.

Manual Parking

Experienced subscribers may speed up these procedures by dialing the
required Parking Space number:

1) User A talks to user B.
2) A puts Bon hold at the client.
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3) A dials the Park to Server access code (e.g. *26) immediately followed by a
specific Parking Space number (e.g. 8)

* An announcement is played repeating the user-selected Parking Space
number

» A second announcement prompts the user to complete the Call Transfer:
after this announcement the user has 10 secs to complete the transfer
and hence complete the Park to Server procedure.

NOTICE:

The user can also complete the transfer right after the first
announcement without waiting for the second one.

4) A completes the transfer (within 10 secs): the call is parked to the server.

Retrieve a Parked Call

Suppose User B has been parked in Parking Lot L at Parking Space number
s. Then User C (provisioned to retrieve calls from Parking Lot L) has two
options:

» Either
1) dial the Park Retrieve access code (e.g: *27)

An announcement is played to the user to enter the number of the
Parking Space that he/she wants to retrieve the call from, followed by a
#.
2) Dial s#
» or dial the Park Retrieve access code (e.g: *27) immediately followed by
the Parking Space number s.

In both cases a call is established between users B and C.

3.4.17.2 Park to Server Recall

A Park to Server Recall occurs when a call has been parked using the Park
to Server feature, and the Recall Timer of the associated Parking Lot expires
without the call being retrieved.

The subscriber that originally parked the call is recalled using the same
procedures as Call Transfer Security and therefore the feature interactions are
derived from the Call Transfer Security feature interactions.

Functional Sequence

The recall is attempted up to a maximum of 3 times with the recall timer being
restarted after each attempt. If the recall is not successful (i.e. does not reach
an alerting state) after reaching the maximum number of recall attempts, the call
remains parked until retrieved or released.

NOTICE:

When phone based features are used (rather than OpenScape
Voice Centralized features) the recall can not bypass preAlert
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checks (e.g. Do Not Disturb, Call Forwarding, etc.) at the
recalled device.

3.4.17.3 Feature Access Codes for Park to Server

Feature access codes enable subscribers to Park and/or Retrieve calls to/from
the server. A feature access code can either be dialed or it can be assigned to a
function key on the subscribers’ phones, providing seamless access to server-
side features.

The required access codes are usually created during the initial installation of
the OpenScape Voice system; however, additional codes can be added at any
time.

Technically, a Feature Access Code is a special instance of a PAC (Prefix
Access Code), defining a sequence of keys (0-9, #, *) that enable callers to
invoke a specific server-side feature. It can be created either globally (i.e. in
the Global Numbering Plan) or locally (i.e. in a Private Numbering Plan). In
OpenScape Voice Assistant such a "Feature PAC" has to be created with

» Prefix Type: Vertical Service
* Nature of Address: Unknown
» Destination Type: Service

and one of the available Service destinations.

Table 15: Park to Server related Service destinations

Service Name Service Descrition Example
PAC

Park to Server Call Park to Server *26

Park Retrieve Call Park Retrieve from Server 27

3.4.18 Station Dialing

The Station Dialing features permit a subscriber to invoke dialing to access
another station or public network destination or enter control digits to control
a voice mail system or IVR device and operate many OpenScape Voice
subscriber features.

The subscriber is permitted to invoke offhook, onhook, or hot keypad dialing to:

* Access another station or public network (external) destination
» Enter control digits to control a voice mail system or IVR device

» Activate, deactivate, and configure many OpenScape Voice subscriber
features for example, station call forwarding.

Functional Sequence

The different types of dialing work as follows:
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» Offhook dialing

After lifting the handset, the subscriber obtains dial tone, and enters keypad
digits. The subscriber can select OK to complete dialing or wait for the
interdigit timeout. Offhook dialing makes use of context dialing functionality,
which lets the subscriber enter and modify the digits before selecting OK
as long as the interdigit timeout has not expired. This method is sometimes
known as enbloc dialing.

* On-hook dialing

After entering keypad digits without lifting the handset the subscriber may
select OK to complete dialing or wait for timeout. Onhook dialing also uses
context dialing functionality, as described above.

* Hot keypad dialing

This dialing allows immediate processing of digit input by the subscriber
when the digits input match a digit pattern in the local device’s dial plan. If
this match is recognized, the interdigit timeout does need not to elapse.

3.4.19 Direct Outward Dialing

The DOD (Direct Outward Dialing) feature allows subscribers to have direct
outward dialing access to the PSTN (Public Switched Telephone Network).
This access is usually signaled using a 1- to 5-digit PSTN access code that is
defined in the BG (Business Group) dialing plan.

The use of the PSTN access code ensures no conflicts with the extension-
dialing pattern.

Functional Sequence

When the subscriber enters the PSTN access code, OpenScape Voice
recognizes the digit sequence and permits the subscriber to dial the external
number. After the subscriber finishes dialing, OpenScape Voice completes the
call in the usual manner.

System Specific Information

An OpenScape Voice subscriber can also dial the access code and outside
number in one sequence. In this case, OpenScape Voice strips the access code
from the dialed number and replaces the called party number with the remaining
digits.

3.4.20 Station Speed Calling

The Station Speed Calling feature provides subscribers the capability to place
frequently dialed numbers in a speed calling list for personal use only, or to
share with others. This feature can be provisioned at the business group level
with a denied option at the subscriber level. The types of station speed calling
are: One-digit and Two-digit station speed calling. The types differ in the calls to
be placed in a repertory of frequently called numbers.

This feature can be provisioned at the business group level with a denied option
at the subscriber level.

The feature supports two types of station speed calling:
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» One-digit station speed calling:

This feature allows a subscriber to place calls to a repertory of frequently
called numbers by dialing a 1-digit speed calling code. Eight numbers can be
placed in the list.

» Two-digit station speed calling:

This feature allows a subscriber to place calls to a repertory of 30 frequently
called numbers by dialing a 2-digit speed calling code.

The administrator provides the speed calling lists to a subscriber:

» A private list is used by one subscriber, who can modify any entry.

* A shared list is owned by one subscriber, but can be used by many
subscribers. Only the owner can modify the list entries.

A subscriber can have both a one-digit and a two-digit list. They can both be
private, or one can be private with the other one shared.
Functional Sequence

After activation of station speed calling the subscriber enters the number
associated with the entry. Now the subscriber can select Dial or the number is
automatically dialed after a 4-second timeout expires.

Other Characteristics

Stations with speed calling should be given standard originating treatment up to
the point where the first digit is collected.

Speed calling can be used any time dialing is appropriate. The speed calling
entry must supply all dialing information, including applicable access codes.

The feature is sometimes known as speed dial.

Unify SIP endpoints also have local features that simplify the dialing of
frequently-used numbers.

3.4.21 System Speed Dialing
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The System Speed Dialing feature provides administrators the capability to
create centralized speed dialing lists that are available to an entire business

group.

OpenScape Voice supports up to 10,000 system speed dialing lists with a
combined (lists/BG and entries/lists) total of one million (1,000,000) entries.
For each business group two (2) lists can be assigned at the same time (out
of the 10,000 available lists) to a subscriber, with up to 100,000 entries per list.
Each one of the two lists is accessed through an access code (e.g. Speed Dial
System 1 and Speed Dial System 2).

NOTICE:

The speed dial entry limitations are valid for the system and the
BG. So you may assign all 10,000 available speed dial lists of
the system to one BG or distribute them over several BGs.

A system speed dialing list entry can contain up to 30 characters, which can be
a combination of digits, the number sign (#), and the asterisk (*). Because of
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this, a list entry can contain access codes and account codes, in addition to the
dialed party number itself.

Functional Sequence
To dial a system speed dialing list entry, the subscriber can use two ways:

» Direct access by the access code associated with Speed Dial System1 or
Speed Dial System 2, followed by the speed dial list entry number.

The entry number can range from 0 to 99999; it can consist of one, two,
three, four or five digits.

+ Suffix dialing is also allowed after the “#” character, in the case that a List
Entry Data includes only part of the DN. For example, if a List Entry Data
includes an Office Code, a subscriber can dial System Speed 1 (or 2)
access code, followed by the List Entry ID, followed by “#”, followed by the
remaining digits (eg. DN’s extension).

* By entering redial or selected dialing key set up for Speed Dial System 1 or
Speed Dial System 2 (if present), followed by the speed list entry number.

After selecting list entry the subscriber can select Dial or wait until the number is
automatically dialed after a 4-second timeout expires.

Speed dialing entries also support suffix dialing. In this case the subscriber may
be prompted to enter a PIN after OpenScape Voice executes the speed calling
entry.

Other Characteristics

The feature system speed calling is sometimes known as BG speed dial.

Unify SIP endpoints have local features that simplify the dialing of frequently-
used numbers.

3.4.22 Call Transfer

The Call Transfer feature permits a subscriber to manually redirect an
established call to another party as and when required. The transfer may be
performed with or without consulting the transfer-to party.

Call Transfer is implemented as an interaction between the SIP endpoint and
OpenScape Voice: the different types of transfer requests are generated by
the telephone (on behalf of the user) and the processing and checking (e.g. for
transfer restrictions) is performed by OpenScape Voice.

The Call Transfer Security feature ensures that unsuccessfully transferred calls
are recalled to the transferring party.

Transfer Types

The following transfer types are supported:
» Transfer with third-party consultation:

This type permits a screened transfer. After speaking with the transfer-to
party, the subscriber can transfer the first party to the transfer destination.
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« Unscreened transfer

This type permits the subscriber to perform a call transfer prior to the
transferred-to destination answering the call. The transfer request is
completed during ringing or call waiting (camp-on).

The subscriber has some control over the attempted transfer:

— Upon the subscriber hearing ringback tone and seeing a display, the
subscriber can complete the transfer before the destination answers.
— The subscriber can also wait until the destination answers before
completing the transfer.
» Blind transfer

This type permits a transfer without consultation to another party. With blind
transfer the subscriber does not control the call during the transfer.

NOTICE:

A blind transfer where the transferred and transferred-to
parties are the same is blocked.

Transfer Restrictions

The subscriber is allowed to perform the transfer provided that he or she is
allowed to call the transfer-to party and that no additional transfer restrictions
apply. The following restrictions can be provisioned per subscriber:

* No restrictions, i.e. all calls (internal/external) can be transferred to all
destinations.

» The subscriber is not allowed to transfer the call if both the transferred and
transferred-to parties are external. All other calls can be transferred.

+ Transfer is allowed for internal calls only, and to internal destinations only.

Restricted Trunk Transfer

Starting with OpenScape Voice Version 5, there is a new option to disallow call
transfers that would result in bypassing existing Toll and Call Restrictions: if

an OSV subscriber has Toll and Call Restrictions that would prevent him from
calling a certain PSTN Number, then another OSV subscriber can be disallowed
to use call transfer to establish a connection between the two.

There is a complementary configuration option to force the release of large
conferences when, in case of two parties remaining in conference, one party is
restricted to call the second party.

"Restricted Trunk Transfer" can be activated and deactivated through subscriber
provisioning.

Call Detail Records

For complex call scenarios, for example, when a call is transferred with
consultation, a thread identifier correlates the CDRs associated with each leg of
the call.

Related concepts
Toll and Call Restrictions
Park to Server on page 165
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3.4.22.1 Call Transfer Security (with Intercept)

The Call Transfer Security feature provides the capability to ensure that a
subscriber performs an unscreened/blind transfer to an invalid destination
and that the transferred party is not left ringing for too long at another internal
subscriber’s endpoint. The transferring party is recalled and/or the call is
redirected to its transfer intercept destination.

The administrator can enable a subscriber’s Transfer Security feature for
internal calls only, external calls only, or both.

NOTICE: Transfer security is not provided for calls transferred
to external destinations.

Immediate vs. Delayed Recall

For transferred calls, the transferring party receives immediate recall, and the
transferred-to party is released, in the following instances:

* Incomplete or invalid dialing
» Attempt to transfer to a party that goes on hook prior to transfer

» Provisioned restrictions on the subscriber attempting the transfer, the party
being transferred, or the transferred-to party.

The transferring party receives delayed recall, and the transferred-to party is
released, if the transferred-to party doesn’t answer within the configured time-
out.

When endpoint-based CFNA is invoked and the forward-to destination is
unable to accept the call, OpenScape Voice immediately redirects the call to the
transfer security intercept destination associated with the forwarding station’s
DN.

Call Transfer Security with Intercept

Call Transfer Security with Intercept redirects the transferred party to the
transferring subscriber’s Call Transfer Intercept Destination, in the following
instances:

» A call transfer recall occurs and the transferring subscriber is busy and
cannot be camped onto or doesn’t answer within the configured time-out.

* An endpoint-based CFNA (Call Forwarding on No Answer) is invoked at
the transferred-to party and the forward-to destination is unable to accept
the call. In this case OpenScape Voice immediately redirects the call to
the transfer security intercept destination associated with the forwarding
subscriber.

This functionality is also known as CFNA Intercept.

NOTICE: CFNA Intercept is for transferred calls only and
not for CFNA-forwarded calls in general. Furthermore it is
not implemented for calls redirected outside the BG or to the
public network.
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3.4.22.2 Phone Displays
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During Call Transfer, if all parties are located in the same OpenScape Voice
system, extended information about the involved parties is presented on the
related phones’ displays. This information depends on the type of transfer being

performed.

Table 16: Blind Transfer

Transfer Status

Party A calls
party B, party B
answers-or-Party
B calls party A,
party A answers

Transferring

Party (Party A)

Display

Party B’s name
and number

Transferred
Party (Party B)
Display

Party A's name
and number

Transferred-To
Party (Party C)
Display

Party A puts party
B on consultation
hold by selecting:
Blind Transfer

Party A performs

a blind transfer to
party C, party C is
ringing

Party A's name
and number; see
note 1

Party C’'s name
and number

Party B’s name
and number

Party C answers

Party C’'s name
and number

Party B’s name
and number

1 Party B may or may not receive Held display, but does hear music.

Table 17: Unscreened Transfer

Transfer Status

Party A calls
party B, party B
answers-or-Party
B calls party A,
party A answers

Transferring

Party (Party A)

Display

Party B’s name
and number

Transferred
Party (Party B)
Display

Party A's name
and number

Transferred-To
Party (Party C)
Display

Party A puts party
B on consultation
hold by selecting:
Consult/Transfer

Party A performs

a blind transfer to
party C, party C is
ringing

Party C’s name
and number

Party A's name
and number; see
note 1

Party A's name
and number

Party A's name
and number

Party A transfers
party B to party C

Party C’'s name
and number

Party B’s name
and number
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Transfer Status

Party C answers

Transferring
Party (Party A)
Display

Transferred
Party (Party B)
Display

Party C's name
and number

Transferred-To
Party (Party C)
Display

Party B’s name
and number

1 Party B may or may not receive Held display, but does hear music.

Table 18: Transfer with Third-party Consultation

Transfer Status

Party A calls
party B, party B
answers-or-Party
B calls party A,
party A answers

Party A puts party
B on consultation
hold by selecting:
Consult/Transfer

Transferring
Party (Party A)
Display

Party B’s name
and number

Transferred
Party (Party
B )Display

Party A's name
and number

Party A's name
and number; see
note 1

Transferred-To
Party (Party C)
Display

Party A calls
party C, party C is
ringing

Party C answers

Party C's name
and number

Party C’s name
and number

Party A's name
and number, see
note 2

Party A's name
and number, see
note 2

Party A's name
and number

Party A's name
and number

A alternates
between party
B and party C
(optional)

Party A transfers
party B to party C

Party B’s name
and number

Party A's name
and number

Party C's name
and number

Party A's name
and number, see
note 2

Party B’s name
and number

1 Party B may or may not receive the Held display, but does hear music.2
Depending on the endpoint and software release, party B or C might also
receive Held display.

3.4.23 Automatic Collect Call Blocking

This feature provides the subscriber to be protected from collect calls
automatically by OpenScape Voice. The ACCB service may be assigned to
subscribers (BGLs) and to feature profiles. The ACCB feature is only applicable
to the original called OSCYV subscriber. If the call is forwarded or redirected
(transferred) any ACCB service assigned to the new target subscriber is not
applied i.e. if the original called OSCV subscriber does not have ACCB but the
new target (due to forwarding/transfer) does have ACCB then ACCB will not be
applied.
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3.4.24 CSTA Support
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The ACCB service is assigned to any OpenScape Voice subscriber and does
not interact with any existing features.

The ACCB service willimmediately terminate if the A-side (calling side) of the
call is not a NNI (Network-to-Network Interface) interface with the 'Automatic
Collect Call Blocking supported' endpoint attribute enabled.

Functional Sequence

When an incoming call to an OpenScape Voice subscriber arrives via an ACCB
capable Gateway OpenScape Voice will check to see if the called subscriber
has the ACCB service enabled. If the service is enabled OpenScape Voice
will use SIP or SIPQ signaling to notify the Gateway that the called subscriber
does not wish to receive collect calls.When the Gateway receives this ACCB
indication from OpenScape Voice the Gateway will signal to the PSTN that
the call should be rejected if it is a collect call. The PSTN will release the call
if it is indeed a collect call, or will allow the call to proceed if it is not a collect
call. When the PSTN releases a call due to ACCB, OpenScape Voice has no
indication that this is anything other than a normal release by the calling party,
therefore the release cause will be "normal clearing"”.

UCE checks for ACCB service assigned to the called subscriber number. So in
the case of Keyset lines, the Keyset device that answers the call is not relevant
as far as the ACCB service is concerned. ACCB is always Line Based not
Device Based.

System Specific Information

The ACCB service is currently only available with SIP signaling to AudioCodes
Gateways and with SIPQ signaling to OpenScape 4000.

This feature is only available when the called subscriber and the PSTN gateway
are served by the same OpenScape Voice system. The feature is not available
over Private Networking i.e. when the called subscriber and the PSTN gateway
are not served by the same OpenScape Voice system.

The PSTN Gateway endpoints where both the Gateway, and the PSTN office
that the Gateway connects to, must support the signaling procedures required
for Automatic Collect Call Blocking.

CSTA (Computer-Supported Telecommunications Applications) is an abstraction
layer for telecommunications applications. It implements a telephone device
model that enables CTI (Computer Telephony Integration) applications to work
with a wide range of telephone devices. OpenScape Voice has native CSTA
support.

The CSTA Standard

Originally developed in 1992, CSTA has continued to be developed and refined
over the years. It is often the model that most CTI applications are built on and
claim compliance with. It became an OSI (Open Systems Interconnection)
standard in July 2000. It is currently being maintained by ECMA (European
Computer Manufacturers Association) International.

OpenScape applications Assistant, Contact Center, and UC Application support
the standard and connect to OpenScape Voice via its CSTA interface.
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CSTA applies with the Unify Common Application Platform (CAP) to control and
monitor telecommunication activities on SIP endpoints.

The OpenScape Voice CSTA Implementation

OpenScape Voice’s CSTA Service is a call processing component that
subscribes for call processing events in the UCE (Universal Call Engine) and
sends CSTA information messages to the CSTASM (CSTA Signaling Manager).
The latter receives CSTA information messages from the CSTA Service and
handles conversions to GNF (Global Number Format) as needed.

Related concepts
Signaling Management on page 667

3.4.24.1 CSTA (Computer Supported Telecommunications Applications) Support
Features

OpenScape Voice provides a standard European Computer Manufacturers’
Association (ECMA) Computer Supported Telecommunications Applications
(CSTA) protocol interface to external CTI applications, which permits
applications such as the OpenScape UC Application, and OpenScape Contact
Center to control the OpenScape Voice SIP endpoints. It also describes other
OpenScape Voice capabilities relevant to applications that utilize the CSTA
interface.

The support comprises the following features:
» CSTA Protocol Interface

This feature provides a CSTA protocol interface to applications, that support
the ECMA standard.

CSTA Protocol Interface provides the ability to control and monitor
telecommunication activities on SIP endpoints.

* CSTA Services Support

OpenScape Voice supports a list of standard CSTA services. These services
are also applicable to ONS call control support, with the exception of the
following categories:

— Capability exchange services
— System registration services
— System status services

» Application Populated Caller ID

CSTA-enabled ACD (Automatic Call Distribution) applications (for example,
OpenScape Contact Center) can supply the information necessary to
change the callback number provided to the called party on a dynamic
basis. This ability complies with United States Federal Communications
Commission (FCC) regulations that require telemarketing agents to provide
a name and dialable callback number when they make outbound calls.

» Data Synchronization
CSTA-enabled applications use the data synchronization feature.

When subscribers are created, modified, or deleted, OpenScape Voice
Assistant generates a log file with the XML stream for subscribers registered
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for the relevant external application. This file is transferred on a daily basis to
the CAP server. At a predetermined time during the night, CAP runs a script
to import the file and update its database.

Flexible Digit Processing

The flexible digit processing capability can be used on all calls originated
from CSTA-enabled applications, including the Make Call, Consultation Call,
and Deflect Call messages.

Integration with Fault Management

An internal mechanism is available to send SNMP traps and notifications
and to integrate this information seamlessly into HiPath Fault Management.

Message Waiting Indicator

OpenScape Voice allows for a CSTA-monitored device to report MWI
changes to the monitoring application.

Multiple Time Zone Support

The CAP supports time zone information as delivered by the system
database regardless of zone or location.

OpenScape Voice’'s multiple time zone support capabilities ensure that the
correct date and time information is used.
One Number Service

is a licensed subscriber mobility service that is based on CSTA services.

It is possible to provision CSTA Access and ONS Inbound/Outbound for a
subscriber that does not have a registering device. Refer to the table below
for supported CSTA services and events for ONS — 10 subscribers.

OpenScape Voice-Provided Calling Name

OpenScape Voice provides the calling name via the call monitoring events
to the CSTA-enabled application. This calling name is only presented to
the application user if the external directory does not match an entry for the
subscriber's DN.

Private Network Number Support

The CSTA interface has the capability to recognize and send private network
numbers and other non-DID numbers in device IDs. This includes supporting
private network numbers used in the OND (one number service device)

tag portion of the device ID. Because of this, a subscriber home DN can be
provisioned as DID (with national and international numbers) or non-DID.
Call Routing Service

A Call Routing Service (CRS) enables B-side routing of calls by a CSTA-
enabled application. The CRS service is similar to OpenScape Voice’'s ONS
(One Number Service) and runs at the same priority.

Bridged Call

The bridged call feature permits Business Group Keyset users with a shared
Multi-line Appearance to establish a conference by pressing the line key of
the line they wish to bridge onto. It is possible to bridge onto a line involved
in a stable two-party call or a Station Controlled Conference (SCC). The
Bridging capability is available to Business Group Keyset users who have

a shared line appearance they wish to bridge onto and the line/BGL to be
bridged onto is subscribed to the Station Controlled Conference feature.

NOTICE:

A31003-H80A0-F100-16-7618, 07/2024
Feature Description, Feature Description



User Telephony

A subscriber may have only one routing service assigned.
Therefore ONS and CRS are mutually exclusive features and
may not be assigned in parallel.

3.4.24.2 CSTA Services Support

OpenScape Voice supports a wide range of standard CSTA services.

Table 19: OpenScape Voice-Supported CSTA Services

Category Services Supported

Capability exchange services Get CSTA features

Get logical device information
Get switching function capabilities
Get switching function devices

Switching function devices

System registration services System register
System status services Request system statusSystem status
Monitoring services Change monitor filter

Monitor start (device monitor only)

Monitor stop (device monitor only)

Snapshot services Snapshot call

Snapshot device

Snapshot device data

Application session services Start application session
Stop application session
Reset application session timer

Application session terminated
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Category

Call control services

Call control events

Call associated features

Services Supported

Accept call

Alternate call

Answer call

Callback call-related

Clear connection
Conference call (see note 1)
Consultation call

Deflect call (target is the alerting party)
Directed pickup call

Group pickup call

Hold call

Make call

Reconnect call

Retrieve call (from hold)
Single-step transfer

Transfer call

Conferenced (see note 1)
Connection cleared
Delivered

Diverted
Established

Failed

Held

Network reached
Offered

Originated

Queued

Retrieved

Service initiated

Transferred

Change connection information
Generate digits

Call information
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Category Services Supported

Physical device feature services Get message waiting indicator
(OpenScape Desk Phone CP only)
Get microphone mute
Get speaker volume
Set microphone mute
Set speaker volume

(OpenScape Desk Phone CP only)

Logical device feature services Call back non-call-related

Get agent state
Get do not disturb
Get forwarding
Set agent state
Set forwarding

Logical device feature events Agent busy

Agent not ready

Agent ready

Agent working after call
Callback event

Do not disturb
Forwarding

Device maintenance events Back in service

Out of service

Device capability changed

Route Registration Services Route Register
Route Register Cancel
Route Register Abort

Call Routing Services Route Request
Route Select
Route End
Re-Route

Route Reject

Message Waiting Indication Set MWI (on/off)
1. For ONS call control support, this service is applicable to the registering
device only.

NOTICE:

A31003-H80A0-F100-16-7618, 07/2024
Feature Description, Feature Description 181



User Telephony

When callback is activated via the CSTA application, there
is an indication, instead of an announcement, on the CSTA
application when the callback has been rejected.

3.4.24.3 Application Populated Caller ID

APCID (Application Populated Caller ID) provides SIP or CSTA enabled
outbound call center applications with the capability to present to the called
party a valid callback number for the specific marketing customer’s outbound
campaign.

APCID addresses a regulatory requirement. The FCC posted a ruling stating
that telemarketing companies need to send caller ID with a real callback
number for each separate marketing entity. In other words, outbound calls from
a single company would need to have unique caller ID that is populated by
product type or individual customer in a multi-tenant environment.

System Specific Information

There are no provisioned parameters on the OpenScape Voice. APCID is
provided via SIP and CSTA application interfaces. The external SIP or CSTA
application activates this feature by providing additional information in their
respective protocols.

3.4.24.4 CSTA Call Routing

The CSTA (Computer-Supported Telecommunications Applications) Call
Routing feature enables an external CSTA "routing device" to influence the
routing of a call. CSTA Routing registration and Call Control services are
exposed to meet the basic functional requirements defined in the ECMA 269
CSTA standard.
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Call
Routing
Device

Calling
Party ID
cp id

Alternate _
Destination E

Destination (Subscriber)
Extension dest ext

Figure 10: CSTA Call Routing - High Level Diagram

1) cp_id calls extension dest ext
2) OSV sends Route Request for "cp _id calls dest_ext".

3) "Routing Device" resolves the real destination, based on the callee’s routing
preferences (managed OSV-external) and returns a Route Selection
command to OSV, pointing to a new "Destination Code".

4) Depending on the returned "Destination Code", OSV either

a) delivers the call to the local extension
b) routes the call to an alternate destination

A routing device is provisioned via Assistant. Similar to ONS (One Number
Service) the routing device is created by assigning the CSTA Call Routing
feature to a subscriber.

NOTICE:

Since a subscriber may have only one routing service assigned,
ONS and CSTA Call Routing are mutually exclusive features
and may not be assigned to the same subscriber.

Limitations

If the CSTA Call Routing feature is provisioned on a subscriber then this
subscriber may not be assigned as a Hunt Group pilot and vice versa.

The CSTA Call Routing feature is also mutually exclusive with Simultaneous
Ringing and Hot Desking
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Calling Identity Services

3.5 Calling Identity Services

The CIS (Calling Identity Services) are a collection of features related to call
related Identity Management. The delivered Number and Name form a user's
identity and can be presented to the called or calling party. The information may
be updated as the call progresses.

The format of the number identity of a user (Subscriber or Endpoint) to be
presented to another user (Subscriber or Endpoint) can be controlled via the
Display Number Modification tables of OpenScape Voice.

Supported SIP Headers

For internal and external calls to an OpenScape Voice Subscriber, OpenScape
Voice uses the P-Asserted-Identity header field in SIP provisional and
final responses to convey the identity of the called/connected party.

NOTICE:

Not all SIP phones and endpoints may support this header field
and may end up keeping the dialed number on the display.

For internal and external calls from and to SIP Trunking endpoints (gateways,
applications, ...), those SIP Trunking endpoints that support the p-
Preferred-Identity header field rather than the P-Asserted-Identity
header field, will receive the internal or external identity in this header field by
provisioning the Send P-Preferred-ldentity rather than P-Asserted-ldentity
attribute on the SIP Trunking endpoint. However, OpenScape Voice will always
ignore received identities in the P-Preferred-Identity header field.

3.5.1 Number and Name Delivery

184

Number and Name Delivery is an automatic feature of OpenScape Voice.
Together Number and Name form a user's identity. The identity of the calling
party is delivered to the called party and vice versa, the identity of the called/
connected party is delivered to the calling party.

The display number modification feature ensures that the digits appearing in the
display of the endpoint or application represent a dialable number, in the format
required to dial back the calling, called, or connected party.

The identity of a user that is provisioned as an OpenScape Voice subscriber
contains

» Internal Name and Internal Number (aka Subscriber DN) for internal calls.

The Subscriber DN is delivered as Internal Number unless the subscriber
is provisioned to use a different Displayed Extension Number (max. 10
digits) for internal calls.
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» External Number (aka External Caller ID) for external calls. If no External
Caller ID is available then for external calls:

— If the subscriber is a MLHG member and it is provisioned to use the Main
Pilot DN for external calls, then the Main Pilot DN is used, provided it is
an E.164 number.

— If the Subscriber’s Directory Number is a Public DN (flag configured on
the Subscriber), then this DN is used.

— If the called party is in the public network accessed via a SIP Trunking
endpoint with Default Home DN configured, then that SIP Trunking
endpoint's Default Home DN is used.

— If none of the above return a useful E.164 number, then the BG Display
number is used.

Related Features

Delivery of an OpenScape subscriber's identity depends furthermore on the
configuration of the features Number Permanent Presentation Status and
Name Permanent Presentation Status for that subscriber. These features may
restrict the presentation of a user's internal or external identity towards other
users.

The identity of users that are not provisioned as Subscribers in OpenScape
Voice may also be delivered by the endpoints that deliver the incoming call or
terminate the outgoing call. OpenScape Voice's ability to look for these identities
can be provisioned via the Privacy feature that is provisionable on endpoint
profiles for SIP Trunking endpoints. Possible values for Privacy are:

» Basic: do not look for or send identities in the SIP P-Asserted-Identity
header field. The only identity being transferred is the calling party's identity
in the SIP From header field.

» Full: look for and send identities in the SIP P-Asserted-Identity
header field. Calling, Alerting, Busy and Connected party's identities will be
delivered and received.

» Full-Send: do not look for, but send identities in the SIP P-Asserted-
Identity header field.

* Full-Receive: look for, but don't send identities in the SIP P-Asserted-
Identity header field.

In case no Name identity was transmitted by the remote party, OpenScape
Voice will not assign any name to the party.
Unique Extension Numbers

Certain interoparability scenarios require unique Displayed Extension
Numbers per BG. This uniqueness can be enforced by setting the RTP
parameter to be defined to "active" (default is "inactive").

NOTICE:

Setting to _be defined to "active" will clear duplicate
Displayed Extension Numbers. This might invalidate an
incompatible configuration!

Note that modifying to_be defined will only take effect after
the system has been rebooted from runlevel 3.
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Related concepts
Number Permanent Presentation Status on page 187
Name Permanent Presentation Status on page 187

3.5.1.1 Number Identities

OpenScape Voice uses one of the following numbers as Number Identity.

Subscriber's Directory Number (Home DN)

This is the main number associated with the subscriber. The subscriber's
Directory Number can be either a Public (E.164) or a Private (L2, L1, or LO)
number.

The definition on whether the Home DN is a Public or Private number is part of
the subscriber profile data:

» If the subscriber's Type of Number field is set to Public, it means that the
Home DN assigned to the subscriber is a public (E.164) number.

* Otherwise, it means that the Home DN is a private (L2, L1 or LO) number.

External Caller ID

The External Caller ID feature provides the subscriber with a second number
which must be used for all external calls, incoming and outgoing.

This feature is useful, for instance, when the subscriber's Directory Number
(Home DN) is Private (i.e. L2, L1 or LO number). In this case, the subscriber's
Directory Number cannot be used for external calls.

This feature can also be used if the subscriber wants to hide his Directory
Number for calls to (or from) the public network.

Main Pilot DN

The administrator has the option to configure a subscriber that is an MLHG
member to use the Name and Number of the Main Pilot DN as the subscriber's
identity for Internal and/or External calls.

Note that the External Caller ID has higher priority than the option to use the
Main Pilot DN for external calls. If the administrator wants the subscriber to use
the Main Pilot DN as identity for external calls, he/she needs to remove any
External Caller ID configured for the subscriber.

Default Home DN

OpenScape Voice introduces a new Default Home DN which can be assigned
to an endpoint.

For external calls to a SIP endpoint (SIP Trunking, SIP Private Networking or
SIP-Q Private Networking), if the calling party does not have a Public number,
OpenScape Voice will use the Default Home DN (if configured on the SIP
endpoint) as the calling party number.

BG Display Number

The BG’s Display Number is the default number that will be used to send to the
public network in case OpenScape Voice has no other public number available
for a subscriber.
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3.5.2 Number Permanent Presentation Status

Number Permanent Presentation Status indicates the default presentation
setting (“Allowed” or “Restricted”) of an OpenScape Voice subscriber's number
identity, which is used for the Number and Name Delivery. When the subscriber
originates a call, it is used to determine whether or not presentation of the
number of their identity to the called party is restricted. When they are called, it
is used to determine whether or not presentation of the number of their identity
to the calling party is restricted.

The following can be provisioned for Number Permanent Presentation Status:

» Calling Party Number for internal calls (Allowed or Restricted)
» Connected Party Number for internal calls (Allowed or Restricted)
» Calling Party Number for external calls (Allowed or Restricted)
+ Connected Party Number for external calls (Allowed or Restricted)

Related concepts
Number and Name Delivery on page 184

3.5.3 Name Permanent Presentation Status

The Name Permanent Presentation Status feature describes a subscriber’s
default Name Delivery behaviour in the Number and Name Delivery context.
When the subscriber originates a call, it is used to determine whether or not
presentation of the name of their identity to the called party is restricted. When
the subscriber is called, it is used to determine whether or not presentation of
the name of their identity to the calling party is restricted.

This service also allows the administrator to prioritize which Name should be
used (i.e. Subscriber Name, BG Name or Department Name) for different types
of call.

The following can be provisioned for Name Permanent Presentation Status:

«  The Name Permanent Presentation Status for internal and external calls

Calling Party Name for internal calls (Allowed or Restricted)
Connected Party Name for internal calls (Allowed or Restricted)
Calling Party Name for external calls (Allowed or Restricted)
Connected Party Name for external calls (Allowed or Restricted)

» For each of the four call types (internal/external, calling/connected) the order
in which the names

— Business Group Name, Department Name, Subscriber Name or None
for internal calls

— Business Group Name, Subscriber Name or None for external calls

shall be presented, if available.

Related concepts
Number and Name Delivery on page 184
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3.5.4 Enhanced Forwarded-Call Info

Enhanced Forwarded-Call Info feature is shown on all OpenScape Desk CP
phones and IP deskphones with its CSTA and Server Features set. It shows
Forwarded Target on Forwarded Phone statically for CFV (always)/ CFSIE-AIl/
CFSIE-AIll (Internal and External, but not both at the same time. If this is the
case, only Internal/ External is shown) and Phone CFAIl. Also it shows calling
number and display info on forwarded phone briefly during an incoming call for
all Forwarding flavors.

3.5.5 Outgoing CID Suppression and Delivery Per Call

The forced Outgoing CID (Caller ID) Suppression and Delivery Per Call feature
allows subscribers forcing either delivery or suppression of their calling identity
(name and number) parameters for a particular call.

The feature can be provisioned at the feature profile or at the subscriber level.
In addition the administrator has to create

» a Prefix Access Code for the Force Calling Identity Delivery vertical service
to allow the user to force the presentation status for both name and number
to "Allowed" for a single call. The suggested access code is *64.

If CID delivery is "Allowed" for a call, the connected party's line receives

— the calling party's Number
— the calling party's Name if the call is internal

» a Prefix Access Code for the Force Calling Identity Suppression vertical
service to allow the user to force the presentation status for both name and
number to "Restricted" for a single call. The suggested access code is *66.

If CID delivery is "Restricted" for a call, the connected party's line receives
a "Private/Anonymous" indication for the calling party's Number and Name
(name only if the call is internal).

The subscriber is allowed to dial these access codes at the beginning of a call
or while a call is active.

The feature can be activated in one of the following ways:
» The user dials the access code only.

In this case the user receives a Recall Dial Tone, and then dials the intended
called party's number (in-band) to complete the call.

« The user can enter the access code and the called party's number at once.
The user will not receive Recall Dial Tone. Instead the call is setup with the
desired presentation status to the called party.

Counters are provided for feature activation attempts.

3.5.6 Outgoing CID Suppression
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The Outgoing CID (Caller ID) Suppression feature suppresses the presentation
of the calling identity (name and number) parameters for any subsequent call
made by the subscriber.

The feature can be provisioned at the feature profile or at the subscriber level:
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» Assigned in a feature profile. The settings of the feature can then be
inherited by subscribers that have this feature profile assigned.

* Inherited at subscriber level. (Inheritance can be Denied at subscriber level)

» Assigned at subscriber level

In addition the administrator has to create

» a Prefix Access Code for activating the Calling Identity Suppression vertical
service that forces the presentation status for both name and number to
“Restricted” for all subsequent calls. The default number for this PAC is
*52. The called party’s line receives a Private/Anonymous indication for the
calling party’s Number and Name.

NOTICE:

While Outgoing CID Suppression is activated, presentation
of the calling identity shall be restricted unless overridden by
the existing Outgoing CID Delivery Per Call feature (with
default prefix access code #51).

» a Prefix Access Code for deactivating the Calling Identity Suppression
vertical service that forces the presentation status for both name and number
to “Allowed” for all subsequent calls. The default number for this PAC is #52.
The called party’s line receives the calling party’s Number and Name.

NOTICE:

While CID Suppression is not activated, presentation of the
calling identity shall be allowed unless overridden by the
following features — in this order:

-Outgoing CID Suppression Per Call feature (with default
prefix access code *51).

-Number Permanent Presentation Status set to Restricted.

-Name Permanent Presentation Status set to Restricted.

» a Prefix Access Code for toggling the Calling Identity Suppression vertical
service so the presentation status for both name and number for all
subsequent calls toggle from currently “Allowed” to “Restricted” or vice versa
from “Restricted” to “Allowed”. The default number for this PAC is **52.

This access code may also be entered on a Feature Toggle Key on an
OpenScape Desk Phone CP endpoint.

The Outgoing CID Suppression service access codes can be found in the
following table:

Service Name Service Description Default Access Code
CIDS Activate Activate Calling Identity |*52
Suppression
CIDS Deactivate Deactivate Calling #52
Identity Suppression
CIDS Toggle Toggle Calling Identity | **52
Suppression

Counters are provided for feature activation attempts.
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3.5.7 Alternative CID
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The Alternative CID (Caller ID) per call feature allows an administrator

to provision a list of up to 10 alternative calling identities for an individual
subscriber. The subscriber can dial a service access code and the 1 digit index
of this list to select the calling party identity to be used prior to making an off-net
call.

Feature Provisioning

The feature can be provisioned at the feature profile or at the subscriber level:

» Assigned in a feature profile. The settings of the feature can then be
inherited by subscribers that have this feature profile assigned.

* Inherited at subscriber level. (Inheritance can be Denied at subscriber level)

* Assigned at subscriber level

In addition the administrator has to create:

» a Prefix Access Code for activating the Alternative CID vertical service
that allows the subscriber to select the index of an administrator-defined
alternative calling party identity list. The default number for this PAC is *53.

Feature Activation
The feature is activated on a per call base and in one of the following ways:

» The user dials the service access code for alternative calling identity (default:
*53) followed by the index (single digit between 0 and 9) followed by the
called party number. When this combination is dialed and assuming that an
administrator provisioned a number and a name for the selected index, then
the provisioned number and name shall be used for the outbound call to the
called party.

*  When no called party is provided following the alternative calling identity
selection and the index the user receives a Recall Dial Tone, and then dials
the intended called party's number (in-band) to complete the call.

A service counter counts the number of alternative calling identity executions.

The subscriber’s name shall not be overridden if the name is not part of the
alternative calling identity

IMPORTANT:

For security reasons, only administrators can populate the
alternative calling identity list in order to prevent users from
performing masquerade attacks (impersonation of another user).

The call made to the called party shall be signaled as an external call even if a
call to the called party without alternative calling party would be signaled as an
internal call.

Alternative Calling Identity Interrogation

A subscriber can always find out which alternative calling identities are
available by activating the feature and calling the DN announcement feature.
If the feature is active and the selected index has an alternative calling party
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configured, then the alternative calling party number is played back to the
calling party.

The name is not played back.

3.5.8 Anonymous Call Rejection

The ACR (Anonymous Call Rejection ) feature provides subscribers the
capability to reject calls from parties who have a privacy feature active (such as
caller ID blocking) that prevents the delivery of the calling number to the called
party.

The administrator specifies whether the feature is always active, or if the
subscriber is permitted to activate and deactivate it.

Functional Sequence

When anonymous call rejection is activated, OpenScape Voice checks incoming
calls to determine if the presentation of the calling party’s DN is allowed. This
check is performed regardless of whether the subscriber’s extension is offhook
oridle.

» If presentation is allowed or if the presentation status is unavailable:

OpenScape Voice completes the call. Screening of calls, however, may
depend on the precedence of other features that a called party has active on
the line.

» If presentation is restricted:

OpenScape Voice does not complete the call and the subscriber does not
receive alerting for the call. Instead, the caller hears a denial announcement
that informs the calling party that the system cannot accept the call unless
the calling party information is made public. If the calling party does not hang
up within 10 to 12 seconds of completion of the announcement, the system
automatically disconnects the call.

Other characteristics

Different anonymous call rejection traffic measurements are maintained on a
per-SPCS basis.

Maintenance measurements can be available on demand for number of
incoming calls, number of activations and number of deactivations.

Call detail recording (CDR) is provided.

The Anonymous Call Rejection feature is known as anonymous caller rejection.

3.5.9 Distinctive Ringing

The Distinctive Ringing feature provides the ability for subscribers of a BG to
hear different ringing indications for internal (within the same Business Group)
and external calls (different Business Groups).

This feature permits the subscriber to distinguish internal and external calls
based on the melody defined in the endpoint.

The administrator controls internal ringing for the entire business group.
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Requirements

The distinctive ringing feature is available for subscribers of the following SIP
endpoint:

* OpenScape Desk Phone CP
* OpenScape DeskPhone IP

The actual alert indication strings (known as Bellcore-dr1 and Bellcore-dr2)
must be defined in the telephone’s alert indication section. If the strings are not
defined in the telephone, the telephone rings with a default cadence for all calls,
regardless of whether they are internal or external.

Functional Sequence

When the distinctive ringing feature is active for a business group, a different
internal ringing pattern (Bellcore-dr1) is sent to the telephone for calls received
from subscribers within the business group.

If this capability is not provisioned, the internal ringing pattern sent to the
telephone is the same as the pattern defined for external calls (Bellcore-dr2).

3.5.10 Directory Number Announcement

The DN (Directory Number) Announcement feature permits callers to determine
the DN of the line from which they are calling.

This feature is also useful for service personnel, because it enables them to
verify that the correct line pair is assigned to the DN that is expected.

For example, a caller can use this to determine the DN of a telephone in a
conference room or reception area.

Functional Sequence

The subscriber enters an specific access code, a connection is made to an
announcement that states the DN of the line from which the call is being made.

3.5.11 Business Group Department Names
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The Business Group Department Names feature permits a business group
subscriber to be associated with a specific department. A Department can
be used for billing purposes or from OSV V8 onwards it can also be used for
emergency calling purposes.

Up to 200 department names are supported for each business group.

Billing Department

The department is used for billing purposes and the Department name can be
delivered as an alternative to the calling or connected party name.
Emergency Department

The Department is used for emergency calling purposes.

The Emergency Department supports the OSV emergency calling feature to
use the subscriber DN in order to discover the location of the calling user.
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In order to use the subscriber DN the subscriber must be assigned to an
Emergency Department and this Emergency Department must be assigned to
an emergency subnet.

Upgrade

During upgrades to OSV V8 all existing Departments are migrated as Billing
Departments, since in previous versions they were used for this purpose.

3.5.12 Malicious Call Trace

The Malicious Call Trace feature provides subscribers the capability to generate
an automatic trace of the last call received. Subscribers typically use this
feature in response to malicious, harassing, or nuisance calls, in order to
provide a trace over time of such activity.

A class mark at the subscriber level is required for access to this feature.

The subscriber activates this feature via a one- or a two-step procedure. An
RTP parameter determines whether a trace is activated via a one- or two-step
procedure.

The RTP parameter Sr x/ Mai n/ MCTAct i vati onLevel defines two activation
levels. Activation level 1 produces the trace without any additional user activity

(other than the SAC dialing). Activation level 2 requires the user to press 1 digit
while hearing an announcement with the directions.

Functional Sequence

The subscriber activates this feature in one of the following ways:

» One-step procedure in which MCTAct i vati onLevel =1:

After finishing a call, the subscriber enters an access code (usually *57) and
the trace is immediately initiated.
» Two-step procedure in which MCTAct i vat i onLevel =2:

After entering the access code, OpenScape Voice prompts the subscriber to
dial a number to initiate the trace.

Before doing so, the subscriber can cancel the trace by going on hook.
After the trace is complete, the collected information is written to a file
accessible to the administrator.

Enhanced Malicious Call Trace

Malicious Call Trace Services

Navigate to CMP > OpenScape Voice > Business Group > Members >
Subscribers > Add > Features

The Malicious Call Trace feature is by default in the Subscriber Features
list. Change the Assignment from Switch-wide to Assigned and put the
parameter MCTAct i vat i onLevel =1 to activate the enhanced MCT.
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» Call Tracing of Terminating Calls
To invoke the MCT feature after the nuisance call, the user may:

— Invoke the MCT feature to collect call trace data for the previous call and
an SNMP trap/alarm is generated against CMP. The user must dial *571
or*57.

— Enable MCT data collection for future calls. The user must dial *572
— Disable MCT data collection for future calls. The user must dial *573
» Qutgoing Call Tracing

You must configure a specific list of DN as a Destination Code Point for
Outgoing Call Tracing. The Destination Code point is configured to insert
a new MCT Traffic Type whenever the destination DN is dialed. Whenever
the MCT service detects that the new MCT Traffic Type is being used for a
call, an MCT data collection is performed in addition to routing the call to the
destination. The outgoing call trace remains active until the administrator
removes the Destination Code point for the specific list DN.

» Tracing of In-Progress Calls

Configure the subscriber DN MCT feature data enabling the user invocation
of MCT data collection for an in-progress call. Since OSV deploys MCT
switch-wide, the user may invoke Tracing of In-Progress Calls at any time.
You must

— Ensure Call Hold is subscribed
— Disable Music On-Hold for the subscriber.
— Inform the MCT feature user how to use the feature. The user can either

dial the MCT DAC and select the appropriate option to invoke the Tracing
of In-Progress Call or dial *57, *571 or *572 during the call.
Other Characteristics

The Malicious Call Trace feature is known as Customer Originated Trace.

Related concepts
RTP Management via OpenScape Voice Assistant on page 961

3.5.13 Caller ID for phone-based Recording Parties
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Recording caller ID in phone-based recording parties is an enhacement feature
to the OpenScape phone recording feature. It allows OpenScape Voice to
send the connected party’s identity information in the call towards a recording
application. No other information except the call partner identity is sent to the
recording application.

Phone Recording Feature

In the recording solutions which use phone recording feature, the Session
Recording Client (SRC) -the phone with Call Recording feature enabled-

upon receiving or making a call, initiates a second call towards the recording
application and creates a conference bridge. The recording application is a SIP
user agent that stores the information for future retrieval and playback (SRS -
Session Recording Server). The data stream is diffused both at the called party
and the recording application.
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The recording session between the subscriber’s phone and the recording
application provides only the identity of the subscriber’s phone and not of the
call partner, although the information for the last one is critical for recording
solutions.

OpenScape Voice Recording Feature

In order to provide to the recording application the identity of the call partner, the
OpenScape Voice system finds the Communication Session (CS), containing
the subject of recording between two or more SIP phones and retrieves the

call partner identity. Meanwhile the call is treated as a normal call and the call
partner identity is sent to the recording application.

Limitations

Along with this feature there are some limitations regarding the delivery of the
call partner identity in certain feature interactions.

The SRC (Session Recording Client - the phone with Call Recording feature
enabled) makes or receive a second call (CS) while involved in a CS. If the
Recording Session (RS) is already established, the identity of the call partner
in the second CS will not be delivered to the SRS.

If the SRC is tranferred to a new party and the RS is already established, the
identity of the tranferred-to (new) party will not be delivered to the SRS.

The SRC is added to a large conference in which the RS is already
established. The conference participant data will not be delivered to the
SRS.

The SRC creates an OSV large conference and the RS is already
established. The participant data will not be delivered to the SRS.

The SRC is added or creates a large conference and the RS is initiated
afterwards. No identity information will be delivered to the SRS.

The SRC uses a line appearance to bridge-in in a call. No identity
information will be delivered to the SRS in the RS that can be established
afterwards.

The SRC uses executive override to barge-in a call. No identity information
will be delivered to the SRS in the RS that can be established afterwards.
The SRC uses SILM to silent monitor or barge-in in a call. No identity
information will be delivered to the SRS in the RS that can be established
afterwards.

The SRC has multiple contacts and more than one of the contacts has an
active session. In this case when the RS is initiated, the identity information
of the call partner from the oldest active session will be sent to the SRS.

The SRC has two held sessions when the RS is initiated. In this case the
identity information of the call partner of the oldest session will be sent to the
RS.

The SRC is alternating from an inactive to an active session (media update
transient state) when the RS is initiated. In this case the identity informations
of the call partner of the oldest session might be delivered to the SRS.

If the RS is initiated while the SRC is not yet connected to the B-party then
the identity of the connected party will not be delivered to the SRS.

If CSTA makeCall is received and uaCSTA is not allowed for the caller (for
example, in case makeCall with private data or uaCSTA are not configured
on the phone), the identity of the call partner can not be delivered to the
SRS.
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Activation/Deactivation

The feature can be activated/deactivated through the RTP parameter Srx/
Service/Rec/EnablePhoneRecordingCallerId. In order to activate

the feature the value of the RTP parameter must be set to true. The default
value is false, in order to prevent Phone Recording failures to those who are not
interested in using this feature.

3.5.14 OpenScape Voice Call Recording Solution Based on SIPREC
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SIPREC defines a SIP client (UAC) and a SIP server (UAS) interface, used to
establish a Recording Session (RS) to record a SIP multimedia Communication
Session (CS) between two SIP peers.

The SIPREC architecture identifies key roles for the SIPREC UAC as a
SIPREC client (SRC) and SIPREC UAS as a SIPREC server (SRS). The SRC
establishes an RS with the SRS whenever a multimedia CS is to be recorded.
The RS is established as a typical multimedia session.

The SIPREC based OpenScape Voice Call Recording solution offers an
OpenScape Voice over IP (VolP) recording solution for calls passing through
a remote OpenScape Branch. This solution is a hybrid one, as each solution
component provides a contribution in the overall call recording solution.

The OpenScape Voice Call Recording solution based on SIPREC is introduced
in order to overcome the loss of recorded speech with CSTA based recording
solution, that exists in case of network delays.

OpenScape Voice is responsible for determining when a subscriber or SIP
interface is involved in a call to be recorded. It also provides proprietary SIP
signaling indications to a SIPREC client, capable OpenScape Branch involved
in the communication session that the call is to be recorded.

Inter/Intra-branch Call Recording
The SIPREC implementation is supported for:

* Unify Devices
* UC web client (non-WebRTC)
+ OSMO

For devices the following features are supported:

» Call recording for both calling and called participant

* Hold/ Retrieve

+ Call Consult/ Transfer

» Call Pickup Call Recording - Group Call Pickup (CPU)
« Call Forwarding

» Large Conferencing

For UC clients (web and OSMO) with ONS/OND the following features are
supported:

» Call recording for both calling and called participant
* Hold/Retrieve

» Call Pickup

» Call Consult / Transfer

» UC Conference
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For use cases outside the scope of SIPREC call recording architecture, call
recording relies on the existing SILM Service.

NOTICE: SIPREC based OpenScape Voice Call Recording
solution does not use the OpenScape Media Server as a
conference bridge, to support the media stream breakout to the
recorder.

NOTICE: Contact Center solution does not support SIPREC.

3.6 Attendants

Attendants features are supported by OpenScape Voice. It uses an attendant
console desktop that includes the productivity features of the agent desktop and
several attendant-specific features. Attendants can be located anywhere the IP
network extends because the desktop integrates on top of the attendant’s SIP
EP (Endpoint).

3.6.1 AAP (Attendant Answering Position)

The APP (Attendant Answering Position) feature provides support for a SIP-
based AAP using a DFT (Digital Feature Telephone), keyset telephone, or a
soft client. The AAP functionality includes night service (automatic and manual
control) to route calls to predefined night stations or other answering devices,
that can be voice messaging, an automated attendant application, or a night bell
device.

AAPs have the capability to:

» Act as a night service destination and to manually activate night service for
the business

» Extend calls to other destination within the private network or external
destinations

+ Camp on to busy stations
* Be recalled
» Access external trunk resources

» Prevent calls made or extended within the private network from being
transferred, held, or overridden with the exception of inter-AAP calls

+ Simultaneously handle multiple call presentation (for example, to the
business and operator lines)

» Trace malicious calls

» Provide through-connect and trunk-to-trunk connections

» Perform inter-AAP call transfers

» Display the name and number related to incoming business calls

Functional Sequence

The system administrator identifies a hunt group as an attendant answering
group. The administrator also specifies values for the following capabilities
available to all hunt groups:
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» Time-in-queue threshold value
» Night service DN (Directory Number)
* An automatic make busy on no answer advance

System Specific Information

One or more AAPs may be provisioned per business group.

Attendant Answering Groups

The Attendant Answering Groups (AAG) are multiline hunt groups (MLHG)
that support distribution and queuing of calls to Attendant Answering Positions
(AAPs) and Night Answering Positions (NAP).

When a call (external or internal) is offered to an AAG, the hunt group logic
distributes the call to an available Attendant Answering Positions DN. An
available AAP DN is an AAP DN that is available for hunting (not Make Busy)
and the AAP DN is not active on a call.For more information regarding the
configuration of MLHG, see chapters Hunt Groups and Make Busy

When the night service is enabled manually via the OSV Assistant or when
all Attendant Answering Positions (AAP) DNs in the group are unavailable
for hunting (Make Busy), the distribution of calls to Night Answering Positions
(NAP) DN occurs. For information regarding the Night Service, see chapter
Night Service.

3.6.2 Interworking with an Automated Attendant System

3.6.3 Main Number
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An Automated Attendant System can be used with OpenScape Voice. A
system of this type accepts all incoming calls and leads the caller through a
menu offering different options, such as Company Operator Assistance, Direct
Extension Dialing, voice-controlled services, and voice mail connection.

The BG (Business Group) Main Number feature provides for a published
directory number for each BG. The attendant can answer this number or it can
be assigned as the first number in a BG range (extension range). The Main
Number can be also be a pseudo number, and not assigned to a dedicated line.
It can be mapped to any extension in the BG, such as the attendant’s assigned
line.

This feature enables you to add or update both Main Numbers (subscribers)
and attendant numbers of a BG. You can add as many new numbers as
necessary. The Main Number resource includes both the main number
(subscriber) and the attendant or auto-attendant, which is usually a recorded
message that asks you to enter the extension of the person to whom you want
to speak.

In the BG Main Number dialog the list of Main Numbers are displayed:

Column Description
Main Number Displays the list of Main Numbers defined for the
selected BG.
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Column Description

Attendant Number Displays the list of Attendant Numbers defined for the
selected Main Number.

Auto Attendant Displays the list of Auto Attendant Numbers defined

Number for the selected Main Number.

Enabled Displays the Auto Attendant Status. Possible values:
Yes / No

3.7 Subscriber Location Identification

A characteristic of IP communication environments is the ability to move phones
and other clients within the corporate network. For certain call processing
features such as E911 (Enhanced 911) or CAC (Call Admission Control),
subscriber mobility is a challenge, because the adequate call handling

depends on the current geographical location of the calling and/or called party.
OpenScape Voice supports several location identification concepts.

Note that OpenScape Voice does not implement any location functionality itself,
but it is able to collect location related data during registration and call setup
and to provide this information to interested services for location-based feature
execution.

Stationary Subscribers

For stationary (groups of) subscribers the location of the calling/called
subscriber can be determined from the respective DN (Directory Number) or
other statically provisioned data such as the subscriber’s Calling Location or
Route Area.

CAC supports location identification based on DNs.

Mobile Subscribers Directly Connected to OpenScape Voice

If a subscriber is mobile but directly attached to OpenScape Voice, its IP
address can be used for location purposes. For this to work, the network
planner has to

» divide the enterprise work area (campus, building, floor, work room) into
areas of appropriate size,
» assign a suitable IP address range to the area; and

» configure the DHCP server(s) to assign IP addresses in accordance with this
network plan.

An Auto Discovery Mechanism via DHCP Relay with DHCP Option 82 (Relay
Agent Information Option) is the recommended solution.

NOTICE:

As a prerequisite, mobile user agents have to be provisioned
for DHCP! Statically assigned IP addresses can not convey
dynamic location information.

Both E911 and CAC support location identification based on IP subnets.
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Mobile Subscribers Behind an SBC - Location Domains

With OpenScape Voice Version 5 an additional location logic based on Location
Domains (i.e. unique fully qualified domain names that identify geographical
locations) was introduced. These Location Domains are either

» signalled from the subscriber devices towards OpenScape Voice

— inthe To header field URI of a SIP REGISTER
— in the From header field host part of the URI of a SIP INVITE

+ assigned via endpoint provisioning for NNI (Network-to-Network Interface)
endpoints and via Media Server provisioning for Media Servers.

The proposed way to deploy Location Domains to subscriber devices is to use
DHCP Option 120 (SIP Server Discovery) along with Option 82.

NOTICE:

As a prerequisite, mobile user agents have to be provisioned
for DHCP! Otherwise they cannot discover their current
Location Domain.

Currently, Location Domains are used

» for processing Emergency Calls
+ to control CAC (Call Admission Control) restrictions
+ to track the geographical location of calling and called party in CDRs

OpenScape Voice Assistant can handle FQDNs with up to 64 characters length.

NOTICE:

This feature is only applicable to users behind an SBC or Proxy.
SIP users connecting directly to OpenScape Voice should not
provide Location Domains in their SIP signaling in order to avoid
interfering with the FQDN feature.

These users may utilize domain names within their SIP identities
however only a single DNS SRV or FQDN node identity may be
used, limiting support to a single Location Domain.

OSV Location Database

Some features require location information for the called subscriber to be
available during call setup: e.g. CAC uses the called subscriber’s location to
determine its CAC group.

Because this location information can not be obtained "just in time" from the
corresponding initial INVITE, it has to be extracted from the callee’s previous
REGISTER request and saved to a Location Database (similar to handling of
Contact addresses in SIP REGISTER requests).

Related concepts

Emergency Calling

Emergency Calling Table

CAC (Call Admission Control) Group

CAC (Call Admission Control) on page 203
CAC Group Measurements
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3.7.1 DHCP Relay Agents and Option 82

Using DHCP (Dynamic Host Configuration Protocol) Relay Agents with DHCP
Option 82 (DHCP Relay Agent Information option; RFC 3046) a DHCP server
receives information about the layer 2 port the host is connected to. This
enables centralized, location-dependent host configuration - even when hosts
are mobile.

Functional Sequence

1) The client broadcasts a DHCPDISCOVER
2) The Relay Agent adds the Relay Agent Information consisting of

» the Circuit ID of the port from which the agent received the packet
+ the Remote ID of the agent (typically the Relay Agent's MAC address)

+ the GiAddr, i.e. the Gateway IP Address of the Relay Agent (as part of
the normal DHCP Relay message)

and unicasts it to its configured DHCP server

3) The DHCP server uses the Relay Agent Information to determine the
adequate host configuration and sends it back to the Relay Agentin a
DHCPOFFER

4) The Relay Agent forwards the DHCPOFFER to the client

DHCP Server
supporting Option 82

@ L2 Switch implementing a
i DHCP Relay Agent and
Option 82

L2 Router

_ 9
[0

.................................. DHCPDISCOVER |
DHCPOFFER ©

Host

Figure 11: DHCP Address Assignment and SIP Registration (Example)

NOTICE:

It is the network administrator’s task to understand the wire-map
of the layer 2 network and to configure the DHCP server so that
it delivers the desired host configuration (IP addresses etc.)
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3.7.2 Location Domain Discovery via DHCP Option 120

DHCP option 120 (SIP Server Discovery; RFC 3361) allows SIP clients to
discover a DNS (Domain Name System; RFC 103) fully-qualified domain name
of a SIP server. If consistently assigned, this Location Domain can identify the
client’s geographical location.

The proposed way to deploy the Location Domains to the clients is to use
DHCP Relay Agents with Option 82 to convey the geographical location of the
clients to the DHCP server and then use Option 120 to assign the appropriate
Location Domain to the clients.

The DNS servers must also be configured so that all Location Domains resolve
to the address of the SIP Registration/Location Server (i.e. OSV or central
SBC). In other words, all the FQDNs are aliases for the "real" SIP Registration/
Location Server domain.

' DHCP Server, suppors
@ Option 120 (and Option 82)

om
DNMS Server

ole
®
010 ©©

- A

Branch Office SBC OpenScape Voice

Figure 12: Location Domain Discovery and Propagation (Example)

1) Phone receives site specific domain name via DHCP Option 120

2) Phone sends domain name as host part of To header field in SIP Register
request

3) DNS server resolves Location Domain to the address of OpenScape Voice

4) SBC does not change the domain name in the To header field

5) OpenScape Voice saves the domain name for each Contact in its Location
Database

6) Phone sends domain name as host part of From header field in SIP INVITE
request

7) SBC does not change the domain name in the From header field

8) OpenScape Voice provides the conveyed domain name to interested
services

Static Location Domain Provisioning at OSV

NNI (Network-to-Network Interface) endpoints that are configured in for static
registration, or NNI endpoints that do send REGISTER requests to OSCV but
are unable to provide Location Domain information in SIP requests, may require
an alternative means to configure a Location Domain for the endpoint. A new
NNI endpoint configuration parameter allows the administrator to configure a
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location domain name to be used for calls via the endpoint. If this parameter is
configured then it will used as the location domain and information from the SIP
signalling shall not be used to determine the location domain.

A Location Domain can also be provisioned for each Media Server.

NOTICE:

Currently those statically provisioned Location Domains are only
used for CAC.

3.8 CAC (Call Admission Control)

OpenScape Voices’s CAC (Call Admission Control), also known as IRM
(Internal Resource Management) is the mechanism by which new calls may
be refused by OpenScape Voice, if the IP network does not have the capacity
(bandwidth) to handle the call with a acceptable quality of service.

Introduction

In the traditional telephony world, a circuit (line or trunk) is either busy or idle.
A circuit is dedicated to a single call and so voice quality is predictable and
assured. If all available circuits are busy, new call attempts are rejected.

In contrast, IP links are shared resources and hence can be "overbooked". If too
many calls are routed over a bandwidth-limited LAN or WAN link, this doesn’t
result in call blockage, as in the circuit-switched world, but in reduced quality
due to delayed or lost media packets.

In an enterprise network congestion may occur

» on access links between the enterprise core network and the subnets
serving its branch offices

» on dedicated access links between branch offices (that may exist in addition
to other links present in the enterprise network)

+ at the aggregation layer between branch office LANs and the backbone
WAN.

This can happen when the total bandwidth capacity of the related access
links is overbooked to an extent that forces the access routers to drop even
high-priority real-time media packets. The result is a poor quality connection
for all multimedia calls that are routed over these access links.

Consider the following simple scenario:
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Figure 13: Branch Office with Bandwidth-Limited link

A branch office is connected to the core network (WAN) via an access router.
The LAN within the branch office is over-provisioned and has the capacity to
guarantee good QoS for real time media. However, the bandwidth for access
to the core network is limited, and the access router may start dropping media
packets if the capacity is exceeded.

Resource Management

Real-time media calls should not be routed over networks that cannot
guarantee an acceptable QoS (Quality of Service). CAC provides the means to
prevent these poor-quality connections from being established. A new call (of
type T = voice, video or fax) can only be established, if the maximum allowed
number of calls and/or the bandwidth limit (for type T) hasn’t been reached on
all involved access links.

When used in conjunction with effective VLAN and packet prioritization
schemes to segregate call media and and data traffic, CAC provides an
effective means to assure good quality.

NOTICE:

Proper segregation and prioritization of voice and data traffic is
important because CAC only manages calls, and does not see
or control the amount of other data traffic on the network.

The network planner must determine how much bandwidth is
required between the sites, and how much of that bandwidth can
be used for voice, video and fax traffic.

It is also necessary for the real-time media packets to be
correctly classified so that the network routers can provide the
appropriate priority processing through their queues.

If a call cannot be established due to missing resources, it may be either
blocked or rerouted.
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Figure 14: Rerouting Based On Insufficient Bandwidth

CAC Administration in OpenScape Voice

CAC can be administrated via OpenScape Voice Assistant. In simplest terms,
the administrator can

1) enable resource management, set the parameters used for bandwidth
calculation and enable "high bandwidth usage" alarms

2) create groups of subscribers and gateways sharing the same bottleneck
links

These CAC Groups may be defined based on DNs (Directory Numbers), IP
addresses or Location Domains.

3) define media-stream related policies to be applied to

+ calls traversing the bottleneck link between a CAC Group and the core
network (Regular CAC Policies)

« calls traversing a dedicated bottleneck link between two CAC Groups
(Group-to-Group CAC policies)

These CAC Policies may also restrict the allowed codecs.

Requirements

For scenarios involving two or more OpenScape Voice systems, each system
is responsible for the bandwidth management of its own endpoints. The only
requirement is that there cannot be endpoints that belong to two (or more)
OpenScape Voice systems served by the same bandwidth-limited link-for
example, in the same branch location. All endpoints served by a particular
bandwidth-limited link must be configured in the same OpenScape Voice
system.

Related concepts
Subscriber Location Identification on page 199
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3.8.1 Supported Network Topologies - Star Network

A star network is a LAN in which all nodes are directly connected to one central
node (hub or a switch).

The star topology assumes that RTP (Real-Time Transport Protocol) traffic from
and to each branch location is routed through a single bandwidth-limited access
link to and from the backbone WAN.

| Bandwidth-Limited Links OpenScape
I Voice

Voice/FaxVideo

Voice/Fax/Video

Voice/FaxVideo Branches 3..n

Branch 2

Figure 15: CAC (Call Admission Control) — star network topology

3.8.2 Supported Network Topologies - Tree network

The tree network topology integrates multiple star topologies together onto a
bus.

Some OpenScape Voice customers use tree topologies, for which multiple
levels of bandwidth-limited links need to be considered. In this topology, multiple
levels of bandwidth-limited links are present.

A main branch office (Branch 1 in the figure) might have a 1-Mbps access link
to the backbone WAN with ten sub-branches connected to the main branch
via 200 Kbps links. In this scenario, two levels of bandwidth-limited links must
be considered: from the sub-branches to the main branch, and from the main
branch to the WAN.

Branch 1

Voice/Faxivideo

OpenScape \oice Sub-Branches 3.n

foice/Fax/Video Voice/FaxMideo

| Banchwidth-Limited Links
|

Sub-Branch 2

Figure 16: CAC (Call Admission Control) — tree network topology
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3.8.3 Parent CAC (Call Admission Control) Group

A parent CAC (Call Admission Control) Group is required if a tree network
topology is present. Its purpose is to establish relationships with higher- and
subordinate-level CAC Groups. A parent CAC Group is just like any other CAC
Group, except that it is defined based on CAC Groups instead of IP addresses,
subnets, or DNs (Directory Numbers).

The administrator can define up to four levels of CAC Groups and up to 300
child CAC Groups. A CAC Group can only be assigned to one parent CAC
Group.

The figure below shows how the child CAC Groups and CAC Policies are
provisioned to monitor the bandwidth at the first level, which is the level
between the branches and the LAN that connects them.

CAC Group: “Branch 17 Group: “Branch 27 Group: “Branch 10
Groups Based on subnet Based on subnet Based on subnet
172.1.10.0/24 172.1.20.0/24 172.1.100.0/24
Policy: | | Policy: ' ' Policy:
CAC FromiTo “Branch 1” FromiTo “Branch 2” FromiTo “Branch 10”
Policies Voice, Fax, Video Voice Fax, Video Voice, Fax, Video
| Bandwidth: 200 Kbps | | Bandwidth: 200 Kbps | | Bandwidth: 200 Kbps |

Figure 17: CAC Groups and Policies for first level of tree network topology

The next figure illustrates how the parent CAC Group and CAC Policy are
provisioned to monitor the bandwidth at the second level, which is the level
between the LAN and the WAN.

[ Group: “Regional Data Center’
Based on CAC Groups
“Branch 1”
“Branch 2
“Branch 3”

Parent
CAC Group

“Branch 10"

Policy:
CAC From/To “Regional Data Center”
Policy Voice, Fax, Video
Bandwidth: 1000 Kbps

Figure 18: CAC Groups and CAC Policies for second level of tree network
topology
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3.8.4 Supported Network Topologies - Mesh Network

A mesh network consists of several nodes that are all connected to each other.

When the mesh network topology is used, some branch locations have
dedicated links to other branch locations. For these branches, the RTP (Real-
Time Transport Protocol) traffic is routed via a direct link between the two
branch locations instead of routing through a backbone WAN.

! Bandwidth-Limited Links A OpenScape Voice

Voice/Fax/Video

Voice/Fax/Video

—

Figure 19: CAC (Call Admission Control) — mesh network topology

OpenScape Voice supports CAC for networks that use any combination of star,
tree, and mesh network topologies.

3.8.5 Resource Management

208

An IRM (Internal Resource Manager) function within OpenScape Voice's UCE
(Universal Call Engine) integrates bandwidth management with call processing
in order to provide robust call handling, such as the rerouting of a call via

the PSTN (Public Switched Telephone Network) when there is insufficient
bandwidth in the enterprise network to carry the call, based on bandwidth
availability.

The IRM can limit the calls over a bandwidth-limited link based on
¢ Number of Calls:

the concurrent calls per link are simply counted, and when the limit is
reached, no new calls are admitted.

¢ Bandwidth Limit:

the OpenScape Voice calculates the used bandwidth based on the
negotiated codecs in the SDP.

¢ Both:

If both are defined then the limit will be enforced as soon as one is crossed.
Functional Sequence

In case of bandwidth-based policies, Open Scape Voice’s behavior for new calls
will be as follows:

1) The IRM calculates the required bandwidth based on the most bandwidth-
consuming codec(s) in the SDP offer. It then adds the required bandwidth
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to the currently used bandwidth and compares it to the limit provisioned for
the applicable policy. If the limit is not reached, the required bandwidth is
reserved and the call is allowed to proceed. Otherwise the call is terminated.

2) Once the offered SDP is answered, the IRM calculates the actual bandwidth
used by the call based on the negotiated codec in the SDP answer. The
OpenScape Voice then updates the resource reservation with the actual
bandwidth used by the call.

3) When the call is disconnected, the IRM releases reserved resources used by
the call.

Offerless INVITE

When an initial offer without session description (SDP) is received, a "dummy
reservation" for the most bandwidth-consuming voice codec allowed for that link
is attempted. If this fails, the call is dropped immediately.

Otherwise the call proceeds and when the first 200 OK with SDP offer arrives
from the callee, IRM releases the "dummy reservation" and tries to reserve the
actually required media resources. This may fail if the SDP tries to include a
media type other than voice (e.g. video) and the required resources are not
available. In this case a 606 Not Acceptable is sent to the caller and the call is
dropped. Otherwise the 200 OK is forwarded to the caller.

Dropping answered calls can be prevented by setting the Allow Answered
Calls flag in the related CAC policy, but this may result in overbooking the CAC
policies’ resources.

3.8.6 CAC Traffic Data in Switch

The measurements are written into files. One file is created for every collection
interval that contains all the CAC data for that interval. The file names indicate
that the data is for CACs and have a timestamp indicating the time and interval
length for the collected data.The file naming is consistent with the existing OMM
file naming for other measurement groups, such as Trunk Group and PRI data.
Logging for CAC is done using Time Base Logging.

3.8.7 CAC Group Measurements

The CAC measurements are stored in a log file for post-processing. Although
OpenScape Voice does not offer a mechanism to read these measurements
in real time, OpenScape Voice Assistant allows the administrator to view the
information in the stored log files in a table format.
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Measurement
CAC Policy ID

CA C Policy Name

CAC Group Name

Description

The CAC policy ID is used as the unique identifier for
the counters. If there are two policy IDs associated
with the sane CAC Group, two counters are used,
one for each policy ID.

For Group-to-Group CAC Policies, the group name in
the reports must have the following format: *Group
1, -> Group 2*,where *Group 1,and *Group
2 , are the names of the two CAC Groups.

The CAC policy Name is used to provide a user
friendly identifier of each CAC POLICY. For Group-
To-Group CAC Policies, the group name included in
the reports must have the following format: "Group1
<-> Group2", where Group1 and Group?2 are the
names of the two CAC Groups.

This represents the group of endpoints being served
by the bandwidth-limited link which needs to be
monitored. A Group is the entity to which the CAC
policies are applied. Groups are defined based on
one of the following parameters:

+ Subnet (up to 64 subnets may be used)
» |P Address (up to 64 IP addresses may be used)
* Location Domains

» Directory Number: this can be a DN prefix (for
example, 1561555%) or the DN of a single user
(for example, 15615550110). Up to 64 DNs (with
wildcards support) may be used

Number of Offered
Calls

210

This counter is incremented each time the
OpenScape Voice attempts to route a call over

the access link associated with a CAC group. A

call that is successfully completed over multiple
access links (for example, a call between two branch
locations) is counted as an offered call in both the
originating and terminating CAC groups. However,

if the call is blocked due to bandwidth limitations

on the originating access link, only the offered calls
counter of the originating CAC group is incremented;
the offered calls counter of the terminating CAC
group is not incremented. In the same way, if the

call is blocked due to bandwidth limitations on the
terminating access link, only the offered calls counter
of the terminating CAC group is incremented; the
offered calls counter of the originating CAC group is
not incremented.
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Measurement

Number of Blocked
Calls

Description

This counter is incremented each time the
OpenScape Voice attempts to route a call over the
access link associated with a CAC group but the
call is denied or rerouted due to the CAC limitations
imposed by the associated CAC policy. Notice

that a “blocked call” in this context may have been
successfully completed by rerouting through an
alternate route, for example, through the local PSTN
gateway.

Max number of
concurrent calls

Max used bandwidth

Voice offered

This counter reports the maximum number of
concurrent calls within the monitor interval per CAC
policy.

This counter reports the maximum used bandwidth in
bits per second within the monitor interval per CAC
policy.

This counter reports the number of allowed Voice
calls. Offered counters are always increasing. ASAC
must be enabled for the counter to work.

Voice blocked

Video offered

This counter reports the number of blocked Voice
calls. Blocked counters are allowed only when a call
is blocked by impacted policy. ASAC must be enabled
for the counter to work.

This counter reports the number of allowed Video
calls. Offered counters are always increasing. ASAC
must be enabled for the counter to work.

Video blocked

This counter reports the number of blocked Video
calls. Blocked counters are allowed only when a call
is blocked by impacted policy. ASAC must be enabled
for the counter to work.

The following measurements are collected for each provisioned CAC Group:

3.8.8 CAC Record Format

Traffic measurements are collected and recorded by the Operational

Measurements Manager (OMM) in the form of CSV files. Using FTP (actually
Secure FTP) these files may be downloaded to any Telco platform concerned
with the collection of performance data. The files may be transferred in either

binary or ASCII format.

Each record is in CSV format and contains the following information:

2022-15-06T15:30:00.0

1,CAC_POLICY_NAME_1,CAC_NAME_1,50,32,3,40000,1,2,3,4
2,CAC_POLICY _NAME_2,CAC_NAME._2,32,10,2,30000,2,1,4,3
3,CAC_POLICY NAME_3,CAC_NAME._3,1,4,5,32000,2,0,3,1

;;;END OF FILE
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Table 20: Analysis of Log File Information

CAC Log Description Example

Line(s)

First Time of Logging 2003-02-20T20:30:00.0

Middle OM Data of all'the 1 ,cAC_POLICY_NAME_1,CAC_NAME_1,50,32,3,40000,1,2,3,4
CAC Groups. One
CAC in each Line  2.CAC_POLICY_NAME_2,CAC_NAME_2,32,10,2,30000,2,1,4,3
(in the example, we 3 cAC_POLICY_NAME_3,CAC_NAME_3,1,4,5,32000,2,0,3,1
have 3)

Last End of File Mark  ;;;END OF FILE

The following measurements are included in the OM Data of each CAC group:

* CAC Policy ID

* CAC Policy name

* CAC Group name

*  Number of offered calls

* Number of blocked calls

*  Maximum number of calls

*  Maximum bandwidth

* Number of offered voice calls
* Number of blocked voice calls
*  Number of offered video calls
*  Number of blocked video calls
* Maximum value for the counter

3.8.9 Bandwidth Calculation Settings

OpenScape Voice uses the bandwidth control parameters specified in
OpenScape Voice Assistant to perform bandwidth calculations for CAC.

The default values assigned to these parameters are sufficient for most
environments. However, the values of these parameters can be adjusted to
tailor CAC to a particular environment.

Related concepts
Bandwidth Requirements for Audio Codecs on page 213

3.8.10 Bandwidth Calculation Factors

212

The IRM (internal resource manager) calculates only the IP bandwidth required
to transport the media payload. It does not take in consideration the overhead
added by the Layer 2 (L2) transport protocol, for example, Ethernet, ATM,
Frame Relay, and so on. The IRM considers the transport of UDP media
packets over Internet Protocol version 4 (IPv4) or IPv6. When IPVv6 is present,
the IRM is able to consider the additional overhead for the IPv6 header when
performing bandwidth calculations.
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The IRM does not consider multicast SDP sessions. Nor does it consider any
mechanisms that reduce the overhead of IP, UDP and RTP headers, such as
RTP header compression, which may be present in the network.

A voice call requires two unidirectional RTP channels. The IRM assumes that
the bandwidth required by both channels is always the same, that is, the audio
streams are always symmetric.

The IRM does not take silence suppression into consideration for bandwidth
calculation.

Unknown static and dynamic payload types are treated, by default, as a 64 kbps
codec with a packetization interval of 20 ms. However, both the bit rate and
packetization interval for these “unknown” payload types is configurable.

The IRM provides an overload protection mechanism in case of high-traffic
volume.

The IRM switches into overload mode when its internal queue of requests
reaches a high-threshold limit. In this mode, new call requests are rejected and
an alarm will be generated. The IRM switches back to normal mode when the
internal request queue depth reaches a low-threshold.

3.8.11 Bandwidth Requirements for Audio Codecs

Bandwidth requirements for audio codecs vary depending on the codec type,
the link speed, and whether payload encryption is used. Use of codecs that
provide compression introduces a trade-off of speech quality against additional
capacity.

The two tables below show the bandwidth requirements for audio codecs
without and with payload encryption, respectively.

These tables show the number of concurrent calls that can be transported over
various link speeds. The calculations assume a default RTCP overhead of 4%.
The required bandwidth and the link speed values shown in the tables are for
unidirectional traffic.

It should be understood that use of codecs that provide compression introduces
a trade-off of speech quality against additional capacity.

These tables are provided for reference and planning purposes.

Functional Sequence

When the calling party rings, the system reserves bandwidth for the worst-
case scenario. When the called party answers, the system reserves the actual
bandwidth used, based on the codecs used by the subscribers.
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Table 21: Bandwidth Requirements - No Calls Using Payload Encryption

Codec Codec Packetization |Required Number of Calls
Bit Rate Interval (ms) Bandwidth | Possible at a Given
(kbps) (kbps) Link Speed
300 1 2
kbps Mbps Mbps
G.711or 64 10 99.84 3 10 20
G.722 20 83.20 3 12 24
30 77.65 3 12 25
40 74.88 4 13 26
50 73.216 4 13 27
60 72.107 4 13 27
G.7221 24 20 41.6 7 24 48
E(Qbrfg 40 33.28 9 30 60
60 30.507 9 32 65
G.722.1 32 20 49.92 6 20 40
CK@BSSZ 40 41.6 7 24 48
60 38.827 7 25 51
G.722.1 48 20 66.56 4 15 30
K@b;f 40 58.24 5 17 34
60 55.467 5 18 36
G.7231 64 30 17.75 16 56 112
60 12.203 24 81 163
G.729 8 10 41.60 7 24 48
20 24.96 12 40 80
30 19.41 15 51 103
40 16.640 18 60 120
50 14.976 20 66 133
60 13.867 21 72 144
G.726-16 16 10 49.92 6 20 40
or G.728 20 33.28 9 30 60
30 27.73 10 36 72
G.726-24 24 10 58.24 5 17 34
20 41.60 7 24 48
30 36.05 8 27 55
G.726-32 32 10 66.56 4 15 30
20 49.92 6 20 40
30 44.37 6 22 45
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Codec Codec Packetization = Required Number of Calls
Bit Rate Interval (ms) Bandwidth Possible at a Given
(kbps) (kbps) Link Speed
300 1 2
kbps Mbps | Mbps
G.726-40 40 10 74.88 4 13 26
20 58.24 5 17 34
30 52.69 5 18 37
AAC-LC 96 32 110.240 2 9 18
iLBC 15.2 20 32.45 9 30 61
30 26.90 11 37 74
AMR 12.2 20 29.33 10 34 68
AMR-WB 23.85 20 41.44 7 24 48
Table 22: Bandwidth Requirements - All Calls Using Payload
Encryption(Worst Case)
Codec Codec Packetization |Required Number of Calls
Bit Rate |Interval (ms) Bandwidth  Possible at a Given
(kbps) (kbps) Link Speed
300 1 2
kbps |Mbps Mbps
G.711or 64 10 108.16 2 9 18
G.722 20 87.36 3 11 22
30 80.43 3 12 24
40 76.96 3 12 25
50 74.88 4 13 26
60 73.493 4 13 27
G.7221 24 20 45.76 6 21 43
@24 40 35.36 8 28 56
Kbps
60 31.893 9 31 62
G.7221 32 20 54.08 5 18 36
@32 40 43.68 6 22 45
Kbps
60 40.213 7 24 49
G.7221 48 20 70.72 4 14 28
@48 40 60.32 4 |16 33
Kbps
60 56.853 5 17 35
G.7231 64 30 20.52 14 48 97
60 13.589 22 73 147
G.729 8 10 49.92 6 20 40
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Codec Codec Packetization = Required Number of Calls
Bit Rate Interval (ms) Bandwidth Possible at a Given
(kbps) (kbps) Link Speed
300 1 2
kbps Mbps Mbps
20 29.12 10 34 68
30 22.187 13 45 90
40 18.72 16 53 106
50 16.64 18 60 120
60 15.253 19 65 131
G.726-16 16 10 58.24 5 17 34
or G.728 20 37.44 8 26 53
30 30.51 9 32 65
G.726-24 24 10 66.56 4 15 30
20 45.76 6 21 43
30 38.83 7 25 51
G.726-32 32 10 74.88 4 13 26
20 54.08 5 18 36
30 4715 6 21 42
G.726-40 40 10 83.20 3 12 24
20 62.40 4 16 32
30 55.47 5 18 36
AAC-LC 96 32 112.84 2 8 17
iLBC 15.2 20 36.61 8 27 54
30 29.67 10 33 67
AMR 12.2 20 33.49 8 29 59
AMR-WB 23.85 20 45.60 6 21 43

Related concepts
Bandwidth Calculation Settings on page 212

3.8.12 Bandwidth Fax Considerations

The internal CAC solution in OpenScape Voice allows the system administrator
to limit the voice codecs which can be used over a specific link.

If required, the administrator can also assign attributes to endpoints and
subscribers that override restrictions that are otherwise in effect.
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3.8.13 Video Considerations

Other than the video codec, all other characteristics for a video call - for
example picture size, frame rate, and the like - are not negotiated via the SDP
offer and answer mechanism. In the SDP offer and answer negotiation, each
party only informs the other what they can receive, not what they are going to
transmit.

The internal CAC solution continues to use statically configured values for the
bandwidth requirements for the video streams provided via H.323 and unknown
video codecs as described.

However, bandwidth calculations for H.264 codecs, which are performed
during the SDP negotiation, also take into consideration the video profile level
associated with the codec. This calculation also adds a fixed percentage value
depending on whether:

» The transport takes place on IPv4 or IPv6 addresses.
» SRTP usage is present.

The actual bandwidth being used by the video stream is constantly changing
and will usually be a lot lower (up to 90%) than the maximum figure specified in
the SDP offer and answer.

Due to these restrictions, the internal CAC solution uses statically configured
values for the bandwidth requirements for the video streams for the different
video codecs supported by OpenScape Voice. The internal CAC solution also
uses statically configured values for the bandwidth requirements for unknown
video codecs.

The following parameters required for video bandwidth calculation can be
configured on the OpenScape Voice system:

+ H.263 Bandwidth: The estimated bandwidth required by the video stream
for an H.263 call

— Possible values=32-960000 kbps
— Default = 160 kbps

+ H.264 Bandwidth: The estimated bandwidth required by the video stream
for an H.264 call

— Possible values=32-960000 kbps
— Default = 64 kbps

* Unknown Bandwidth: The estimated bandwidth required by the video
stream for unknown video codecs

— Possible values=32-960000 kbps
— Default = 128 kbps

These values are stored in the same parm file as the other bandwidth
calculation parameters. In addition, these values are configurable via the
OpenScape Voice Assistant.

NOTICE:

The internal CAC solution makes the bandwidth calculations,
assuming a symmetrical RTP stream. If a CAC policy has a
bandwidth limit of 1 Mbps, it means that the link’s upstream
capacity is 1 Mbps and the downstream capacity is also 1 Mbps.
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Therefore, if the H.263 Bandwidth parameter is set to 160 kbps,
it indicates that this bandwidth will be reserved for 160 Kbps
upstream and 160 Kbps downstream.

Video CAC enhancements

Call Admission Control in the OpenScape Voice has been enhanced to ensure
correct bandwidth calculation for video. With HD endpoints the bandwidth
used by the endpoints can be as high as 1.2 Mbit/s, providing the bandwidth is
available.

OpenScape Voice Video Service

To integrate Video service in OpenScape Voice and to make the video service
aware, the following subfeatures have been added:

* CDR enhancements (Call type,Bit rate etc.).
» Business Group Line (control which BGL can make Video calls - this will
ensure that HD conference capable lines has enough bandwidth).

* Routing based on Service required. (E.g. based on Video service request (in
SDP), route to Video GW.)

Functional Sequence
The IRM shall process requests for Video calls according to the following rules:

1) Enough Bandwidth for Both the Audio and Video Streams: The Video call is
allowed (i.e. IRM sends a positive response).

2) Not Enough Bandwidth for the Audio Stream: The Video call is not allowed
(i.e. IRM sends a negative response with Error Code = "Insufficient
Resources").

3) Enough Bandwidth for the Audio Stream, Not Enough Bandwidth for the
Video Stream:

a) Video Tone or Announcement (i.e. MEDIA_SERVER_ANNOUNCEMENT
flag is set): The Video call is not allowed (i.e. IRM sends a negative
response with Error Code = "Insufficient Resources").

b) New flag ("Audio only allowed when Video requested") is NOT set for
the CAC Policy: The Video call is not allowed (i.e. IRM sends a negative
response with Error Code = "Insufficient Resources").

¢) New flag ("Audio only allowed when Video requested") is set for the CAC
Policy: Audio only call is allowed. In this case, the IRM modifies the SDP
offer to cancel the video portion and sends back a positive response.

3.8.14 Enhanced Video Call Support

218

The OpenScape Voice server provides specific video service support allowing
video calls to be identified and handled separately if required in the server. With
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this feature the OpenScape Voice will be able to enable users for Video support
and allow routing of calls based on the video media type.

Customer -A Customer -B

= VlH:‘Dgoo e | E]l_w]
‘@ ' )

‘s

Ty
OptiClient

Figure 20: Video Service Landscape for the OpenScape Voice solution

Video Characteristics in CDR's

Once a video call had been negotiated end to end, the OpenScape Voice server
will record as part of the internal CDR records, information regarding the Media
Type and the bit-rate used for the call.

For this purpose the following existing fields in the CDR will be used:
» Field # 20 "Bearer Capability Request" - to save the bit- rate for the call.

— If video call is made field 20 will show "3 (Circuit mode 64 Kbps)".

» Field # 104 "Media Type" that is a bitwise data and reflects audio, audio/
video or video depending how it is set by the component using its method in
the CDR

— If video call is made field 104 will show "3 (Audio, Video)".

Routing Calls Based on Video Capabilities

Gateway Routes for destinations on the OpenScape Voice server will be
provisioned such that they are identified as preferred gateways supporting video
calls. Based on the SDP offer indicating as video call, the OpenScape Voice

will be able to route the call over a preferred gateway for video if the route is
configured as such.

Such a provisioning will allow OpenScape Voice to prioritize and dynamically
route calls for video over preferred gateways connected to the server.

In order to achieve preferred gateway routes for video calls, firstly gateways
that will handle video calls will be identified. Next routes will be configured
with destinations pointing to such gateways with their bearer capabilities set to
"Unrestricted" (Data64KB).

When a video call is made, OpenScape Voice will identify the call to be a video
call and set the call to the same bearer capabilities value such that the preferred
gateway routes for the call can be identified by selecting a preferred gateway for
the matched route.

This will ultimately ensure that the call is routed over the preferred gateway.
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Enable Video Service for Subscribers

The Video Call Allowed feature allows or dis-allows an subscriber to make or
receive video calls.

SIP UA A
“with Video m-lines” OpenScape SIPUAB
(Mot authorized) Voice

INVITE with SDP A
containing m-lines for video

OpenScape Voice Check to verify if
UA A is|authorized for video

B INVITE with SDP A <
with m-lines for video set to port "0

100 Trying
«—100 Trying
180 Ringi

e 180Ringing k.

200 OK/ACK with SDP B i
with m-lines for video set to port ‘0

200 OK/ACK with SDP B
levalid port for Audio and '0" port for Video—
(SDP answer)

RTP (Only Audic)

Call Flow for audio only call with the video being rejected/filtered out by OpenScape Voice

Figure 21: Overview of OpenScape Voice Filtering out Video from the Call

The Video Call Allowed attribute is available on a per subscriber endpoint
basis and available to all contacts of that subscriber. The default is "allow video
calls for all subscribers", but the administrator can block video calls from/to a
particular subscriber:

» If the Video Call Allowed check mark is turned ON, then the OpenScape
Voice will allow video calls across the server.

* If the Video Call Allowed check mark is turned OFF, then even if subscriber
makes video calls, the port of all video m-lines will be set to zero by the
OpenScape Voice server before routing the call to intended receiver.

3.8.15 Establishing Codec Restrictions

220

The internal CAC solution in OpenScape Voice restricts the voice codecs for
calls between SIP/SIP-Q endpoints. This feature is also applicable for MGCP
connections to the Media Server for announcements, tones or conference.

NOTICE:

This feature is not applicable to T.38 Fax over UDPTL in either
version.

The internal CAC solution in OpenScape Voice allows the system administrator
to limit the voice codecs which can be used over a specific link. If required,

the administrator can also assign attributes to endpoints and subscribers that
override restrictions that are otherwise in effect.
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Enhanced CAC codec restrictions also include calls to the Media Server via
MGCP. The subscriber has the (switch-wide) capability to either restrict or not
the MGCP sessions, when the flag Ignore MS Calls is applied to a CAC policy.

Voice codec restriction permits the customer to have excellent voice quality in
local connections by setting the preferred codecs for all phones and endpoints
to high-quality codecs e.g. G.711 or G.722.

For WAN connections, however, the customer may prefer to restrict the allowed
codecs to compressed codecs only—for example, G.723 or G.729. In this
manner, the customer can optimize the usage of the bandwidth and allow more
simultaneous connections while still guaranteeing an acceptable quality of

service.
Main Office 1 oo o TTTh
Media S
(172.1.28.0/22) ! ] O oo OpenScape |
1 <B¢'_. Voice 1
! = — !
1 = 1
1 1
| 1
| 1
D s e éécses_saw_fer_________'
Branch Office 1 Branch Office 2
(172.1.10.0/24) L1 WAN L2 (172.1.20.0/24)

(300 Kbps)

Access Router

LAN

Access Router

Bandwidth-Limited
Links

=== = = == -

Figure 22: Sample Network Topology Requiring Voice Codec Restriction

Now assume that the administrator only wants to allow G.729 for calls over the
L1 link because it only supports 300 Kbps. On the other hand, there need be no
restrictions for calls over the L2 link that supports 1 Mbps—that is, all codecs
are allowed.

In this case, the CAC groups and policies shown in figure below should be
created to control the traffic over the bandwidth-limited links L1 and L2. The
CAC groups and policies can be created in a comparable manner to limit the
video codecs.

Policy: 1 Policy: 2
From/To Branch 1 From/To Branch 2
CAC Voice/Video/Fax Voice/Vidso/Fax
. Bandwidth Limit: 300 Kbps Bandwidth Limit: 1 Mbps
Policies Allowed codecs: G729

Note: Calls from Branch 1 to Media
Server are restricted

. Group: Branch 2
CAC Group: Branch 1
Based on subnet 172.1.10.0/24 Based on subnet 172.1.20.0/24
Groups

Figure 23: Sample CAC Policies to Restrict Voice Codecs
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3.8.16 Overriding Codec Restrictions

When codec restrictions are in place, they are applicable to all calls on the
bandwidth-limited link. However, the administrator can override, on a per-
endpoint and/or per-subscriber basis, the codec restrictions the CAC policy
imposes.

After doing so, the entity (endpoint or subscriber) can perform normal codec
negotiation, using all codecs offered by the endpoints.

The following are examples of scenarios in which this ability is useful:

« Calls to and from unknown destinations that exit and enter the VoIP network
via a particular endpoint (gateway)

» Calls to the media server that provides large conferencing support

* (Calls to and from an executive

3.8.17 Dynamic Handling of Link Failures
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OpenScape Voice permits optional provisioning of primary and secondary link
capacities for each CAC (Call Admission Control) Policy. The ability permits
the support of an access router that can switch over to a backup link (with a
different bandwidth capacity) than the primary link, if the primary link fails.

OpenScape Yoica

Branch Office
HNMP-Trap

L S0AP
MME

tcess Router

Primary Link i
{1 Mbps)

Figure 24: Sample Configuration for Dynamic Handling of Link Failures

The primary or secondary capacity can be dynamically selected by the
customer's network management system (NMS) via a SOAP/XML interface.

If the NMS becomes aware of an access router's link failure, it uses the Link
Failure Web Service to notify OpenScape Voice to use the secondary capacity
for the CAC policy of the associated access link. If the primary link access is
restored, the Link Failure Web Service also provides a command to OpenScape
Voice to switch back to the primary capacity of the CAC policy.

When a backup link having a different bandwidth capacity than the primary link
exists for a given CAC Group, additional parameters need to be defined in the
corresponding CAC Group and CAC Policy configuration.

The Figure below provides a simple example of this configuration:

For this example, the CAC Group and CAC Policy shown in the figure below
must be created for the branch office:
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Policy: 1
CAC From/To “Branch 1”
) Voice & Fax
Pohcy Primary Bandwidth Limit: (Main): 1000 Kbps
Secondary Bandwidth Limit (Backup): 300 Kbps

Group: “Branch 1”
CAC Based on subnet 172.1.10.0/24
Access Link: 172.1.10.1.eth0

Group | Link Status: up/down
Time Stamp: 06.02.06 12:00:00

Figure 25: Sample CAC Group and CAC Policy for Dynamic Handling of
Link Failures

3.8.18 CAC Administration from OpenScape Voice Assistant

The CAC/Resource Management feature can be administrated from the
OpenScape Voice Assistant. It is enabled and configured at the switch level.
Codec restrictions defined in CAC Policies can be overridden at the endpoint or
subscriber level.

For scenarios involving two or more OpenScape Voices, each OpenScape
Voice is responsible for the bandwidth management of its own endpoints. The
only requirement is that there cannot be endpoints that belong to two (or more)
OpenScape Voices served by the same bandwidth-limited link, for example, in
the same branch location. All endpoints served by a particular bandwidth-limited
link must be configured in the same OpenScape Voice

Functional Sequence

OpenScape Voice Assistant supports the following topics under the menu
OpenScape Voice > Administration > Call Admission Control Management
* Resource Management menu:

— Enabling the internal CAC solution
— Configuration of parameters used for bandwidth calculation
* Groups menu:

— Provisioning CAC groups
» Policies menu:

— Provisioning CAC policies and group-to-group CAC policies
* Monitoring menu:

— Monitoring current status of all CAC groups, including current calls and
bandwidth utilization
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Voice codec restrictions are overridden by activating the Override IRM Codec
Restriction attribute at either of the following paths:

OpenScape Voice > Business Group > Members > Endpoints
OpenScape Voice > Business Group > Members > Subscribers

Administration of the CAC group’s scheduling is performed in Operational
Measurements Management (OMM). This includes setting the Logging Interval
and the Retention Period for measurements. This data can be invaluable to
the network planner in evaluating the performance of the network and finding
remedies for observed problems.

3.8.19 CAC (Call Admission Control) Group

A CAC (Call Admission Control) Group represents the group of endpoints
being served by each bandwidth-limited link which needs to be monitored. A
CAC group is required regardless of the type of network topology present. It
represents the group of endpoints being served by the bandwidth-limited link
which needs to be monitored. A group is the entity to which the CAC policies
are applied.

CAC Group Definition
When a call is set up, the CAC service enforces the restrictions imposed on the

calling and called party, according to their CAC Group.

A CAC Group, in turn, is intended to represent a particular segment of the
corporate network. It should be provisioned to contain all subscribers, that are
currently located at this segment. A CAC Group can be defined based on the
following attributes:

e |P addresses

Can for example be used for endpoints representing a network segment
behind an SBC (from OSV'’s perspective)

Up to 128 constituent IP adresses can be provisioned per group.
* |P subnets

Typically used for corporate network segments that are not hidden by an
intermediate SBC

Up to 128 constituent IP subnets can be provisioned per group.
» DNs or DN prefixes (such as 1561555%)

From the resource perspective this only makes sense if the subscribers are
immobile and the DN assignment "mirrors" the network segmentation.

Up to 64 constituent DNs or DN prefixes can be provisioned per group.
» CAC Groups

This is used to impose common restrictions on a group of "child" CAC
groups.
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* Location Domains

The preferred solution for network segments behind SBCs (from OSV’s
perspective).

Location Domains created via endpoint provisioning shall take precedence
over any Location Domain information received via SIP signalling

Up to 64 constituent Location Domains can be provisioned per group.
Defining a CAC Group based on different attribute types is not possible.

If there are mobile users that are allowed to connect via different network
segments, the DN-based definition doesn’t serve well. See the topics on
Location Identification for the proposed solution.

NOTICE:
As a prerequisite, mobile user agents have to be provisioned
for DHCP!
GROUP: G1 GROUP: G3 GROUP: G5
Based on subnet Based on DN Based on IP address
172 1.10.0/24 1561555% 10.151.1.10
GROUP: G2 GROUP: G4 GROUP: G6
Based on subnet Based on DNs Based on IP address
1721.20.0/24 14085551 1721.30.102
1721.30.0/24 14085552000 1721.30.104

Figure 26: Valid CAC group definitions.

In addition, CAC groups can be provisioned with the following information
needed to support a backup access link for subscriber rerouting:

» Access router type
» Access route IP address and interface name

Overlapping Group Definitions

If two or more CAC groups have overlapping definitions, the CAC service
prioritizes the CAC groups.

» If the Prioritize Location Domains flag is set then the following priority is
applied:

CAC groups based on Location Domains
CAC groups based on IP address

CAC groups based on Subnets - Subnets with a bigger mask have higher
priority—for example, 171.1.10.0/24 has a higher priority than 171.1.0.0/16.

CAC groups based on DNs
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» If the Prioritize Location Domains flag is not set (default) then the following
priority is applied:

CAC groups based on IP address

CAC groups based on Subnets - Subnets with a bigger mask have higher
priority—for example, 171.1.10.0/24 has a higher priority than 171.1.0.0/16.

CAC groups based on Location Domains

CAC groups based on DNs

RTP Parameters

To support up to 6000 CAC groups in OpenScape Voice ;at, the default values
of the following RTP parameters have been modified:

» Srx/Rdal/RdalGroupPolicyTbISize from 1000000 to 12000000 bytes
» Srx/Rdal/RdalPolicyBWTbISize from 5000000 to 12000000 bytes

* Srx/Rdal/RdallpMapDataTblISize from 1400000 to 12000000 bytes
» Srx/Rdal/RdalDnMapDataTblSize from 1000000 to 12000000 bytes
* Srx/Rdal/RdalGrpToGrpTbISize from 1000000 to 12000000 bytes

» Srx/Rdal/RdalParentGrpTblSize from 100000 to 12000000 bytes

» Srx/Rdal/RdalResvDataTblSize from 15000000 to 12000000 bytes
* Srx/Rdal/RdalSdpOlineTblISize from 2000000 to 12000000 bytes

and the following new RTP parameters were introduced:

* Srx/Rdal/RdalGroupDefTblSize (default value 12000000 bytes)
* Srx/Rdal/RdalSSDnMapDataTblISize (default value 12000000 bytes)

3.8.20 CAC (Call Admission Control) Policies
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A CAC (Call Admission Control) Policy is assigned to a CAC Group and
represents the characteristics for the bandwidth-limited link being monitored.
OpenScape Voice supports CAC Policies for voice-RTP (Real-time Transport
Protocol), SRTP (Secure Real-time Transport Protocol ),video-RTP and/or T.38
Fax-UDPTL (User Datagram Protocol Transport Layer).

CAC Monitoring

A CAC policy can limit the calls over a bandwidth-limited link based on number
of calls, bandwidth limit, or both.

OpenScape Voice Assistant can be used to display the current status for each
provisioned CAC policy. This means displaying the number of concurrent calls
and the actual bandwidth usage applicable to the CAC policy at any given time.

Both the number of concurrent calls and the actual bandwidth usage are DND
displayed independent of whether the CAC policy is limiting the calls based on
number of calls, bandwidth limit, or both.

General information

Each CAC Policy contains the following information:

» The CAC Group or parent CAC Group to which the policy applies. The CAC
Policy applies to all calls to and from the CAC Group.
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» The traffic type controlled by the CAC Policy. This can be:

— Only Voice (RTP)
— Only Fax (T.38 over UDPTL)
— Only Video (RTP)
— Combined Voice/Fax
— Combined Voice/Video
— Combined Fax/Video
— Combined Voice/Fax/Video
» The capacity limits the CAC Policy enforces for a primary link and optionally
for a secondary (backup) link. The primary and secondary capacities can be
defined based on the number of calls, bandwidth limit, or both, as follows

— Number of calls:

The concurrent calls per CAC Policy are counted. When the limit is
reached, no new calls are admitted.

— Bandwidth limit:

OpenScape Voice calculates the used bandwidth based on the
negotiated codecs in the SDP (Session Description Protocol). The
bandwidth limit is the common limit for the traffic types associated with
the CAC Policy — for example, if the CAC Policy is only applicable for
voice, the bandwidth limit is exclusive for voice traffic.

The bandwidth limit must be entered considering the common limit
reserved for voice/video/fax for upstream and downstream traffic. For
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instance, if a value of 1 Mbps is entered, it indicates that the upstream
bandwidth is 1 Mbps and the downstream bandwidth is 1 Mbps as well.

OpenScape Voice

Branch Office
WAN/MAN

H
Access Router i Access Router

Bandwidth-Limited |
(i.e. Bottleneck) Linki

GW L GW

PSTN E

Figure 27: Branch office with bandwidth-limited link
— Both:

If both number of calls and bandwidth limit are defined, the limit is
enforced as soon as one is reached.

NOTICE:

The primary and the secondary link capacities must use the
same criteria. For example, if the primary capacity is based
on bandwidth limit, the secondary capacity must also be
based on bandwidth limit.

* Whether to generate alarms when usage increases above the applicable
threshold value. If alarm generation is enabled, the IRM ...

— sends an alarm when the usage gets above the high threshold.
— clears the alarm when the usage gets below the low threshold.

Default values may be used for both thresholds; the administrator can also
specify custom values if desired.

» The permitted voice codecs that may be used for SIP and SIP-Q voice
calls routed over the bandwidth-limited link represented by the CAC
policy. Limiting permitted voice codecs in this manner optimizes the usage
of the bandwidth and allow more simultaneous connections, while still
guaranteeing an acceptable quality of service.

+ Aflag that indicates whether connections to the media server for
announcements/tones are ignored for bandwidth calculations.

» Some features require a media server to collect DTMF (Dual Tone
Multifrequency) digits or play a tone/announcement. The connection to the
media server may be routed over a bandwidth-limited link when the media
server is located elsewhere in the network. Such media server connections
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can occur even when the feature involves endpoint devices that are located
within the same CAC Group.

— When this option is disabled:

Insufficient bandwidth to the media server can result in the feature to
either be blocked or to continue without progress tones, depending on the
feature scenario.

— When this option is enabled:

Bandwidth used for media server connections are ignored for the purpose
of bandwidth management. This allows the media server always to play
tones/announcements and collect DTMF digits, even when bandwidth
limitations exist. Occasional degradation in speech quality may occur due
to temporary overbooking of a bandwidth-limited link when this option is
enabled.

NOTICE:

Only connections for tones and announcements are
ignored when this option is set. Connections for media
server applications, such as conferencing and unified
messaging, are always counted in the bandwidth
calculations.

» Aflag that indicates whether answered calls are allowed even if insufficient
bandwidth is present. This can occur in scenarios in which the resource
reservation only takes place when the destination answers (when the SDP
offer is included in the SIP 200 OK response).

This option, when set, eliminates the possibility of a situation in which a
bandwidth limitation could prevent the media stream from being connected
after a subscriber has already answered a call. Occasional degradation in
speech quality may occur due to temporary overbooking of a bandwidth
limited link when this option is enabled.

» A flag that indicates whether OpenScape Voice should allow a video call to
proceed as an audio-only call in case there is not enough bandwidth for the
video stream. This flag is only applicable for CAC Policies which include the
video traffic type.

One CAC Policy can only be related to one CAC Group. A CAC Group, on the
other hand, can be related to multiple Policies as long as the same traffic type
is not used by more than one policy.

* One CAC Policy for audio, another CAC Policy for fax (OK)

» orone CAC Policy for both audio and fax, another CAC Policy for video
(OK).

» But not one CAC Policy for audio and video, another CAC Policy for fax and
video (not allowed because video is defined twice).

With the introduction of the Video traffic type, there can be up to 3 CAC Policies
assigned to the same CAC Group (one policy for Voice, one for FAx and one for
Video).
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Policy: 3
From/To Branch 2
Fax
Bandwidth Limit: 100 Kbps

/

Video
Bandwidth Limit: 1Mbp: Concurrent Calls Limit: 12 andwidth Limit: 500 Kbps

Allowed Codecs: G.729

T

Policy: 1 Policy: 2 Policy: 3
Policies From/To Branch 1 From/To Branch 2 From/To Branch 2
Voice, Fax, Video Voice
S B:

Group: Branch 1 Group: Branch 2
Groups Based on subnet Based on subnet:
172.1.1.0/24 172.1.2.0/24

Figure 28: CAC Policy Relationships to CAC Groups

OpenScape Voice supports the provisioning of up to 6000 CAC Policies; this
limit includes group-to-group CAC Policies, which are described in the following
section.

NOTICE:

When a new CAC policy is provisioned, OpenScape Voice does
not apply the policy to any existing calls. Only new calls after
the policy has been provisioned are monitored by OpenScape
Voice.

Functional Sequence

In case of bandwidth-based CAC Policies, the OpenScape Voice server
behavior is as follows:

1) For new calls, the OpenScape Voice server calculates the required
bandwidth (BWREQUIRED) based on the worst-case codec in the call
request. The OpenScape Voice server then adds the required bandwidth of
the call to the currently used bandwidth (BWUSED) and compares it to the
limit provisioned for the CAC Policy (BWLIMIT). If the limit is not reached
(BWUSED + BWREQUIRED =< BWLIMIT), the call is allowed and the
required bandwidth is reserved (BWUSED = BWUSED + BWREQUIRED).

2) After the call is established, the OpenScape Voice server calculates the
actual bandwidth (BWACTUAL) used by the call based on the negotiated
codec in the call answer. The OpenScape Voice server then updates
the currently used bandwidth with the actual bandwidth used by the call
(BWUSED = BWUSED + [BWACTUAL - BWREQUIRED]).

3) When the call is disconnected, the OpenScape Voice server releases the
actual bandwidth (BWACTUAL) used by the call (BWUSED = BWUSED -
BWACTUAL).

System Specific Information

The current CAC/bandwidth management solution performs bandwidth
reservations based on the endpoint’s signaling address, as opposed to the
media address. This is because the resource reservation must be done before
the called party starts alerting and because the OpenScape Voice server does
not know the media address for the called party until it answers.

The signaling address and the media address usually match. One exception
may be in scenarios in which there is a non-transparent proxy — for example,
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another OpenScape Voice server — in the way. In these scenarios, the EPs
(Endpoints) behind the proxy are considered to be in a different domain, and
this feature only performs the reservation up to the proxy.

For instance, consider the network topology shown in figure below, in which
OpenScape Voice server A serves Branch Office 1, and OpenScape Voice
server B serves Branch Office 2. In this case, the bandwidth management for
the bottleneck link to Branch Office 1(L1) is performed by OpenScape Voice
server A. The bandwidth management for the bottleneck link to Branch Office 2
(L2), on the other hand, is performed by OpenScape Voice server B.

r == r
| OpenScaApe Ml 11 OpenScape Voice |
| 11 B |
1 11 |
| |
L L

Access Router I % Access Router I
- — (R — | —— e mm mm o = = ol
Branch Office 1 == Branch Office 2
172.1.10.0/24 WAN 172.1.20.0/24

P e =i T L B —Eas — "

Access Router

1
LAN I \ / I LAN
I Bandwidth-Limite: I
| Links (1 Mbps) I
| |

Figure 29: Endpoints Behind Another OpenScape Voice Server
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3.8.21 Group-To-Group CAC (Call Admission Control) Policies

A group-to-group CAC policy is required if a mesh network topology is present.
This policy is used to represent the properties of a dedicated bandwidth-limited
link between two CAC groups—for example, between two branch offices that
have a dedicated link to one another.

A Group-To-Group CAC Policy contains the same information as a CAC Policy.
However:

» The administrator must specify additional information so that it is assigned to
two CAC Groups rather than one.

» |t does not have secondary link capacities.

The figure below provides examples of group-to-group CAC Policy usage. In
these examples, Group-To-Group CAC Policies are present for:

» The voice traffic between branches 1 and 2. A separate policy is applicable
to the fax and video traffic between the branches.

* The voice, fax, and video traffic between branches 2 and 3
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Policy Palicy: Palicy:
CAC From/To "Branch 1" From/To "Branch 2" From/To "Branch 3"
Policies “oice, Fax, Wideo Woice, Fax, Wideo “oice, Fax, Wideo
Bandwidth: 1000 Kbps i { Bandwidth: 1000 Kbps J N Eandwidth: 1000 Kbps
CAC Group: "Branch 1" Group: "Branch 2" Group: "Branch 3"
Based on subnet Based on subnet Based on subnet
Groups 1721100724 172120024 172.1.100.0724
r Policy: W F’U\Iiu[
Group-tu-Group | Fromi/To "Branch 1" To/From "Branch 2" From/To "Eranch 2" To/From "Branch 3"
1 Voice 1 Yoice, Fax, Video
CAC | Bandwidth: 200 Kbps ‘ l Bandwidth: 500 Kbps
Policies - 4 b ~
" Palicy:
L— From{To "Branch 1" To/From "Branch 2"

Fax, Video
Bandwidth: 200 Kbps

Figure 30: Call Admission Control — Group-To-Group CAC Policies

3.8.22 CAC (Call Admission Control) Rerouting

This feature provides the rerouting of calls to SIP gateways, SIP-Q gateways or
SIP subscribers if OpenScape Voice receives a SIP response code indicating a
bandwidth restriction.

Due to the integrated CAC (Call Admission Control) solution OpenScape Voice
provides rerouting via the PSTN (Public Switched Telephone Network) in case
there is not enough bandwidth in the applicable bandwidth-limited link, whether
this link is between branch offices or from the branch office to the WAN. The
rerouting call scenarios are tightly coupled with OpenScape Voice’s ability to
reroute calls based on a provisionable set of SIP response codes.

Among other things, this feature provides for the rerouting of calls to SIP
gateways, SIP-Q gateways, or SIP subscribers if OpenScape Voice receives a
SIP response code indicating a bandwidth restriction (for example, 606 Not
Acceptable).

Functional Sequence

1) For the integrated CAC solution, OpenScape Voice does not actually receive
a SIP 606 response code from the terminating B-side of the call.

2) However, the RM (Resource Management) function in the terminating SIP
session manager internally responds with the same error message as if a
SIP 606 response code was received in response to an INVITE message
sent to the B-side.

3) No INVITE message is sent to the B-party in case of bandwidth limitation

Other characteristics

» A correlated CAC restricted subscriber rerouted call ends up to need another
subscriber rerouting due to CAC restrictions between the called party and
the party that the called party forwarded to, the forwarding should be thrown
back to the original outgoing call and applied from there. This will allow
saving PSTN resources (calling and forwarded-to party may have no CAC
restrictions) and also the complexity of the resulting call is greatly reduced.
Calls are tied in the OpenScape Voice.
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» Incoming gateway calls in a CAC restricted branch to a local branch office
subscriber (no CAC restriction on this call as both gateway and subscriber
are in the same CAC Group) is forwarded to a central VMS (Voice Mail
Server) located in the data center. As the Voice Mail Server is administered
as a trunk, endpoint rerouting would be activated for the call to VM (Voice
Mail). If all routes for endpoint rerouting are exhausted, enhanced CAC
restricted subscriber rerouting will be tried. Calls are tied in the OpenScape
Voice.

3.8.22.1 Gateway and Subscriber Rerouting

These features provide rerouting of SIP calls if a gateway cannot accept an
outbound call (connection request). The calls can be off-net (to the PSTN via
a SIP gateway) or on-net (to another SIP network, such as OpenScape UC
Application). The SIP response codes upon which rerouting is attempted are
provisioned in the system, to provide flexibility when dealing with various third-
party gateway and server types.

In addition, a rerouting timer provides rerouting to handle the case when no
response is received from the remote SIP gateway or SIP server after an
INVITE has been sent.

These features can also be configured to provide for the rerouting of SIP

calls between SIP subscribers through the PSTN, in case of WAN failure
between the two subscribers, or after receipt of a SIP response code indicating
bandwidth congestion on the WAN link.

These features monitor the gateway so that a more intelligent routing can take
place. Subsequent calls are immediately sent to the next available route, and
polling begins on the unreachable gateway to determine when the problem or
congestion is resolved. Call routing automatically switches back to the gateway
when the polling mechanism indicates the problem or congestion is resolved.

+ Gateway rerouting may be triggered when a call destined for a gateway
or peer server - for example, another softswitch in the network - cannot
be completed because this destination is unreachable as a result of a
malfunction, congestion, or LAN/WAN link outage.

» Subscriber rerouting may be triggered when a call destined for a remote
subscriber - for example, in a branch office - is blocked by congestion or
outage of the LAN/WAN link. When subscriber rerouting occurs, it may or
may not lead to gateway rerouting. Subscriber rerouting accommodates the
needs of customers that need access to certain OpenScape Voice features -
for example, group features that are needed by subscribers in a branch.

3.8.22.2 Gateway Rerouting

When a call is being directed by OpenScape Voice to a SIP gateway for routing
into the PSTN, the most common reason for a call rejection is congestion at the
PSTN interface (all trunks busy).

Calls may also be rejected due to the following:

» Processor overload conditions in the gateway
» Partial gateway system failures
*  WAN congestion
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» Other maintenance problems

When gateways reject offered SIP phone calls, they do so by returning a SIP
response code (an error code in the range 1xx — 6xx) indicating the reason for
the rejection. Unfortunately, there are many possible response codes, and little
consistency on their use among the many third-party SIP gateways that may
interface to a softswitch such as OpenScape Voice.

Therefore, the list of response codes that can be used to trigger a call rerouting
action can be configured for special customer configurations. The initial (default)
list of actionable codes is defined in the resilient telco platform (RTP) parameter
file SrxSip.parm. Changes to the lists in this file are possible via CLI or by direct
editing of the file, but should only be attempted by system experts, following
standard MOP procedures. The response codes listed in the table below will, by
default cause a gateway to attempt rerouting.

Table 23: SIP Response Codes That Cause Rerouting

Number Name Number Name

400 Bad Request 483 Too Many Hops

402 Payment Required 485 Ambiguous

403 Forbidden 488 Not Acceptable Here

405 Method Not Allowed 493 Undecipherable

406 Not Acceptable 500 Server Internal Error

408 Request Timeout 501 Not Implemented

413 Request Entity Too Large 502 Bad Gateway

414 Request-URI Too Long 503 Service Unavailable

416 Unsupported URI Scheme 504 Server Time-out

420 Bad Extension 505 Version Not Supported

423 Interval Too Brief 513 Message Too Large

480 Temporarily Unavailable 580 Precondition Failure

481 Call/Transaction Does Not 606 Not Acceptable
Exist

482 Loop Detected

In addition, if a SIP gateway is detected to have become unresponsive because
an outgoing call to it timed out, the gateway is marked as inaccessible and no
calls are routed to it anymore. Prior to the gateway becoming active again, calls
will be offered to the next provisioned route. An audit of the defective gateway is
started in order to detect the gateway becoming active again. When the audit is
successful, calls can then be routed to the gateway again.

In order for intelligent gateway rerouting to occur, the craftsperson must enable
the following SIP systemwide features:

* Rerouting for SIP endpoints
* Registration renewal

A provisionable audit interval time can be set by the craftsperson. Audits are
regularly scheduled to all unresponsive gateways.
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A detected unresponsive route is also selected for outgoing calls again after an
incoming call of the route and a subsequent immediate audit.

3.8.22.3 Basic CAC-Restricted Subscriber Rerouting

Subscriber rerouting is a feature that can provide additional reliability for remote
subscribers connected to OpenScape Voice by a WAN link which has restricted
bandwidth or less-than-desired reliability.

When a single OpenScape Voice system supports subscribers that are
geographically distributed, most subscribers are typically co-located with
OpenScape Voice. However, many subscribers may be located remotely,
connected to the main location via a WAN link or network. In that case,
subscriber-to-subscriber calls between the locations will typically transit over the
WAN link between the sites.

If the WAN link between the sites is blocked due to bandwidth restrictions, calls
to the remote subscriber which normally go over the WAN can be automatically
rerouted via the PSTN.

In the example below, subscriber 31002 (in Florida) dials subscriber 21001

(in San Jose). Because the WAN link is congested, OpenScape Voice instead
routes the call through the PSTN to the destination. This routing can be
accomplished in either of the following modes:

» In survivable mode, the survivable branch office proxy or gateway does not
retain communication with OpenScape Voice via the PSTN.

* In backup mode, the survivable branch office proxy or gateway can continue
to communicate with OpenScape Voice via a backup link through the PSTN.
This option requires appropriate provisioning of the applicable CAC groups.

This feature is extended to permit its use:

» If the calling party is not a subscriber registered on OpenScape Voice
» If the called party is a member of a hunt group arrangement

» If the called party is a mobile subscriber or private subscriber

» In all possible call forwarding scenarios

The operation of this feature relies on the availability of a survivable proxy at the
remote site. The proxy function may be:

» provided by a separate box - for example, OpenScape Branch.
* built into the remote PSTN gateway, as in the case of the OSB gateway.

SIP signaling to the associated phones passes through the proxy, which is
basically transparent during normal operation, but is capable of providing basic
SIP-to-SIP softswitch functionality when a WAN outage is detected.

Requirements

To enable the subscriber rerouting feature, the following hardware configuration
and database parameters need to be configured:

» The SIP phones in the branch must have a valid public E.164 number,
be configured with the IP address of the proxy, and the proxy must be
configured with the IP address of OpenScape Voice. The phones then
register with the proxy, which relays the registration message to OpenScape
Voice after adding a second VIA-header.
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* In OpenScape Voice Assistant:

— Each branch subscriber that is served by the proxy must be identified,
by filling in the Associated Endpoint field with the Endpoint name of
the serving proxy. This field must match the endpoint name of the OSB
survivable proxy in order for the feature to be activated.

— The SIP proxy endpoint can be configured with the “Survivable Endpoint
attribute.

— The SIP proxy endpoint can have the following additional attributes
selected:

Table 24: Selectable attributes (none of them applicable to
subscriber endpoints)

Attribute Description

Enhanced Subscriber Rerouting Select this attribute to enable
enhanced subscriber routing,
which pertains to the ability to
reroute forwarded calls and hunt
group calls.

Reroute Forwarded Calls Select this attribute to allow
subscriber rerouting of incoming
calls through the SIP endpoint that
are forwarded to a survivable SIP
subscriber.

Reroute Incoming Calls Select this attribute to allow
subscriber rerouting of incoming
calls through the SIP endpoint
(that are not forwarded). This
attribute ist not commonly used,
and should not be selected for
gateway endpoints.

SIP Proxy If selected (enabled), the endpoint
is a SIP proxy applicable only
to SIP endpoint.This attribute is
not applicable for SIP Private
Networking.

Route Via Proxy When selected (enabled) together
with the SIP Proxy attribute, this
endpoint is on the route when the
OpenScape Voice is making an
outbound call to a subscriber that
has this endpoint as its Associated
Endpoint.
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Attribute Description

Allow Proxy Bypass Proxy Bypass is a system-wide
OpenScape Voice feature that is
turned on per default. It is only
used when deploying Type 2

or 5 branch offices. If selected
(enabled), Proxy Bypass allows
OpenScape Voice to bypass the
recorded proxy in a contact if an
INVITE request to the contact's
recorded proxy does not receive
a response within a specified
time.This attribute is not applicable
for SIP Private Networking.

— Enable subscriber rerouting by setting “Enable Rerouting to SIP
Subscribers” and defining a “Subscriber Rerouting Prefix Access Code”.
The suggested Rerouting PAC is “*001”.

— Define CAC Groups so that subscribers and endpoints in each branch
office are logically grouped. Be sure to include any proxy endpoint and
media gateways in the CAC Group for the branch they belong to or
represent. The policies for the CAC Groups can vary, but the simplest is
to restrict the number of inter-CAC group calls to 0.

Functional Sequence

As in the case of Gateway rerouting, when the feature is enabled, alternate
routing is triggered when the remote location is blocked due to bandwidth
restrictions.

When rerouting is required, the dialed digits are prefixed by an appropriate
access code created specifically for this feature, then sent through translation
again, to select the appropriate egress gateway.

The administrator must provision a subscriber rerouting prefix access code.
These access code digits are prepended to the E.164 number of the DN that
is being rerouted; in the case of forwarded or hunt group calls, this is not
necessarily the called party number.

The administrator must set up appropriate entries in the prefix access code
table of the caller’s numbering plan, to route calls using these prefix digits to the
appropriate egress gateways.

Florida

Comdasys

California

31002

Figure 31: Subscriber Rerouting Example
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Subscriber Rerouting and Toll and Call Restrictions

A system-wide option Srx/Main/InvokeRestrictionsOnRerouting
determines, whether toll restrictions shall be bypassed (RtpFalse) or not
(RtpTrue) on the subscriber rerouting call leg. Its default value is RtpFalse,
i.e. Toll and Call restrictions won'’t be applied.

3.8.22.4 Rerouting PSTN (Public Switched Telephone Network) Calls to Alternate

Gateways

PSTN (Public Switched Telephone Network) calls can also be rerouted to
alternate SIP or SIP-Q gateways.

Assume that OpenScape Voice is provisioned for tail-end hop-off. Whenever a
Boca Raton subscriber dials a local number in San Jose, the PSTN gateway in
San Jose is chosen as the first route out of the network, making this otherwise
long-distance call a local call in San Jose and therefore less expensive.

This scenario, however, requires the RTP (Real-time Transport Protocol) media
stream to go through the bandwidth-limited links that connect the Boca and the
San Jose branch offices to the WAN.

If there is not enough bandwidth available in either link, the resource reservation
is not successful and the RM (Resource Manager) function generates a
negative response equivalent to a SIP 606 response code.

OpenScape Voice then reroutes the call via the local gateway to reach the right
number via the PSTN or SIP-Q gateway.

Related concepts
Rerouting a Call to a SIP Subscriber on page 244

3.8.22.5 Enhanced CAC-Restricted Subscriber Rerouting

238

Correlation Framework Service

As the CAC-Rerouted call passes through the PSTN, the only possible
correlating factor can be the called party number. Calling party numbers are
not necessarily transparently transported by the central office and user-to-
user ISDN services come at a higher cost. E.g. in ISDN, transporting the CLIP/
CLIR is a subscribed service. If not subscribed, the CO routinely replaces any
delivered CLIP/CLIR with a standard CLIP/CLIR for the whole trunk. Analog
Central Offices may or may not transport Caller ID.

Using the Called Party Number requires the subscription to the Direct Inward
Dialing (DID) service on the connection with the central office. This means that
the numbers that will be used to correlate the CAC-Rerouted call legs must

be directly addressable from the public network without passing through an
attendant.

As it cannot be guaranteed that the number of the called party is actually a
DID number (the called party may only have a private number, indicated in
the OpenScape Voice by not setting the External Directory Number flag), a
special pool of DID numbers must be reserved in each survivable branch office
to support this feature. Even in case the called party does have a valid DID
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number, a number from the DID pool should be used. The reason for this is
that the correlation service uses only the DID number to correlate the call legs.
So, on the terminating CAC-rerouted call leg, the correlation service blindly
goes and looks for the originating CAC-Rerouted call leg. On a glare situation,
where the OpenScape Voice reroutes a call and at the same time a 'real' PSTN
subscriber calls the called party, then the correlation service might correlate
the wrong calls together and present the 'real' PSTN subscriber as the calling
OpenScape Voice subscriber to the B-party. The OpenScape Voice's only
choice in a glare situation would be to clear both calls. By using a number from
the DID pool, the CAC-rerouted call can be thrown back to the originating CAC-
rerouted call leg which can reestablish the call and the call from the PSTN can
be safely cleared as the called number does not belong to any subscriber.

Survivability

CAC-Restricted Subscriber Rerouting has a limitation that it is only allowed
for called subscribers that have a valid E.164 number in the public network.
With the use of the DID-pool (which of course are guaranteed to be valid
E.164 numbers in the public network), Enhanced CAC-Restricted Subscriber
Rerouting lifts this restriction because it is not the called subscribers number
anymore that is rerouted, but the DID number from the DID pool. This means
that Subscriber Rerouting will also be activated for:

» Calls to subscribers that only have a private number. Due to the correlation
service the private number is linked to a public DID number from the DID
pool.

+ Calls to DLS mobility subscribers. The OpenScape Voice must allow calls
to DLS mobility subscribers in the branch office to succeed. This means
that the restriction that for rerouting to take place, the subscriber has to
be registered from his/her home branch is lifted. Due to the correlation
service, the call to the DLS Mobility subscriber is replaced with a call to a
DID number from the DID pool of the branch office where the subscriber is
registered.

» Calls diverted to a Voice Mail Server. The OpenScape Voice must allow calls
to be forwarded to a Voice Mail System even in situations where the Voice
Mail System is not accessible due to a CAC restriction. After all routes to
the Voice Mail Server are exhausted, the CAC restricted Voice Mail Server
can be contacted via the PSTN using a DID number from the DID pool of the
office where the Voice Mail Server is located.

» Hunt groups must have the Enable Rerouting advanced attribute selected.

Requirements

To enable Enhanced Subscriber Rerouting, the following configuration steps are
necessary.

1) Configure a representative endpoints for each branch office. In most cases,
a branch proxy will be the representative endpoint of the branch office. In
these cases, the proxy endpoint should be configured with the “Survivable
Endpoint” attribute. The proxy endpoint may also have attributes “SIP
Proxy”, “Route Via Proxy”, and “Allow Proxy Bypass” set.

* A pseudo-branch office without a proxy may also be necessary to provide
this feature for main office subscribers. This requires configuration of a
dummy representative endpoint. This dummy endpoint should also be
configured with the “Survivable Endpoint” and “Do Not Audit” attributes.
The “SIP Proxy” attribute must not be set.
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2) Configure Branch Offices. Each branch office must have a representative
endpoint. This will either be a proxy endpoint for the branch or a dummy
endpoint for a pseudo-branch office. Each branch office must also have
a DID Pool configured with DNs that are delivered through the PSTN for
Enhanced Subscriber Rerouted calls

3) Create DNs for DID Pool Usage. Each branch office needs a small pool
of local DID numbers for rerouting calls through the PSTN. At least two
such DID numbers should be configured per branch taking as a general
rule one DID number for each 180 branch users. These must be free Home
DNs. These numbers are local to the branch such that calls made to the
PSTN using these numbers are delivered to a gateway present in the CAC
restricted branch.

4) Define CAC Groups. Define CAC Groups so that subscribers and endpoints
in each branch office are logically grouped. Many options exist, but the
simplest arrangement is to define one CAC Group per branch office and
include all branch office members in the CAC Group by their IP address. Be
sure to include any proxy endpoint and media gateways in the CAC Group
for the branch they belong to or represent. The policies for the CAC Groups
can vary, but the simplest is to restrict the number of inter-CAC group calls to
0.Specify the branch office associated with each CAC Group when defining
the CAC groups.

5) Enable Resource Management and Configure a Subscriber Rerouting
PAC at the System Level. Turn on resource management system wide by
selecting “Enable Resource Management”. Enable subscriber rerouting by
setting “Enable Rerouting to SIP Subscribers” and defining a “Subscriber
Rerouting Prefix Access Code”. The suggested Rerouting PAC is “*001”.

6) Configure Rerouting to PSTN in each branch office. This step is simplified
if each branch office uses a unique numbering plan. The system-wide
Rerouting PAC is prefixed to a DID Pool number for the destination branch
office. So each branch office's numbering plan must route calls of format
ReroutingPAC+DIDNumber out a local gateway to the PSTN. For more
information, see chapter How to Create/Edit a Hunt Group, step 32

Functional Sequence

The actual enhanced subscriber rerouting is activated when a CAC restriction is
detected when OSV intends to send a call to the CAC restricted branch. When
the reroute request is because of a CAC-Restriction, then AS shall first checks
whether the destination of the call (B) belongs to a branch office with a DID pool
and if so retrieve a DID number from that branch office's DID pool. The correct
DID pool for the called party is found in two possibilities - in order of preference

» If the called party belongs to a CAC Group which has an Associated Branch
Office, use the DID pool of the Associated Branch Office.

» If the called party registered via a branch office's proxy, use the DID pool of
the branch office of the associated endpoint of the called party's contact.

OSV prefixes the DID number with the Subscriber Rerouting PAC and offers
the resulting dial string to translation using the numbering plan of one of the
following 3 possibilities in order of preference:

+ If the calling party belongs to a CAC Group which has an Associated Branch
Office, use the numbering plan of the Branch Office's Representative
Endpoint.

« If the calling party registered via a branch office's proxy, use the associated
endpoint of the calling party's contact
* In all other cases, the numbering plan of the calling party is used.
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The call is made to the PSTN and if the right DID numbers were configured

on the target branch office, the call should enter via the gateway of the target
branch office and be reoffered to OSV. At this point OSV correlates the outgoing
call vs the incoming call based on the called party number of the incoming

call (translation is set up to point to the enhanced subscriber rerouting (TIE)
service). Once correlated, the called party is called (this time there shouldn't

be any CAC restriction because the incoming call came from the branch office
where the called party is located) and the DID number used to tie outgoing call
with incoming call is released and can be reused for other calls.

Other characteristics

The Enhanced CAC-Restricted Subscriber Rerouting feature allows calls
originated in the PSTN to be rerouted as well.

If no DID number can be seized from the DID pool, the solution automatically
falls back to basic CAC-Restricted Subscriber Rerouting solution which uses the
called party's number for setting up the rerouting through the PSTN. This will
only work if the called party has a public number and the subscriber did not use
DLS mobility from another branch office than his own.

If the Originating CAC-Rerouted call leg receives a release and the DID is
still reserved, this would indicate a problem with shared memory between the
cluster nodes and a fallback to basic CAC-Restricted Subscriber Rerouting is
attempted.

Related concepts
Rerouting a Call to a SIP Subscriber on page 244

3.8.22.6 Enhanced CAC Restricted Subscriber Rerouting for Endpoints

Incoming gateway calls in a CAC restricted branch to a local branch office
subscriber (no CAC restriction on this call as both gateway and subscriber are
in the same CAC group) are forwarded to a central Voice Mail Server located in
the data center.
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— A calls B— CAC Restricted - 8k calls DID-Pool2 via gateway in A’s branch
= (Call passes through the PSTN

—> Gateway calls B —> B forwards to C (after time)

Figure 32: Enhanced CAC Restricted Subscriber Rerouting for Endpoints

As the Voice Mail Server is administered as a trunk, endpoint rerouting would
be activated for the call to Voice Mail. If all routes for endpoint rerouting are
exhausted, enhanced CAC restricted subscriber rerouting will be tried. Calls are
tied in the OpenScape Voice.

Related concepts
Rerouting a Call to a SIP Subscriber on page 244
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3.8.22.7 Double CAC Restrictions in case of Call Forwarding

In scenarios where a correlated CAC restricted subscriber rerouted call ends up
to need another subscriber rerouting due to CAC restrictions between the called
party and the party that the called party forwarded to.

— A calls B - CAC Restricted - 8k calls DID-Pool2 via gateway in A’s branch
— Call passes through the PSTN

—> Gateway calls B —> B forwards to C (after time)

Figure 33: Double CAC Restrictions in case of Call Forwarding

The forwarding should be thrown back to the original outgoing call and applied
from there. This will allow saving PSTN resources (calling and forwarded-to
party may have no CAC restrictions) and also the complexity of the resulting call
is greatly reduced. Calls are tied in the OpenScape Voice.

3.8.22.8 Enable Endpoint Rerouting (Automatic Proxy Registration and Enabling Proxy
Bypass)

OpenScape Voice always operates under the assumption that Endpoint
Rerouting is requested in case a route in the route set returned by translation
does not result in a successful call establishment.

OpenScape Voice also operates under the assumption that Proxy Registration
is requested.

Proxy Bypass is not a system wide feature. It is now necessary to turn on
bypassing a configured proxy by setting the new attribute "Allow Proxy Bypass"
on the SIP Proxy endpoint.

A new fallback concept, Fallback to Local Numbering Plan with Modified
Number, has been introduced in V10R1, where the transformed number after
passing through the common or global numbering plan (modifications done up
to the destination table) will be kept for fallback to the private numbering plan.
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3.8.23 Rerouting a Call to a SIP Subscriber

One of the benefits of the integrated CAC (Call Admission Control) solution is
OpenScape Voice's ability to provide rerouting via the PSTN (Public Switched
Telephone Network) in case there is not enough bandwidth in the applicable
bandwidth-limited link, whether this link is between branch offices or from the
branch office to the WAN.

Prerequisites

Rerouting of calls to SIP subscribers via the PSTN can be performed if the
following conditions are met:

» The called SIP subscriber is registered from a survivable branch.

* The called SIP subscriber resides in that survivable branch. This means that
the called SIP subscriber is registered with its provisioned survivable SIP EP
(Endpoint) (its SIP proxy). The administration of the called SIP subscriber to
become survivable is enabled by assigning the survivable SIP proxy as the
associated SIP endpoint to the SIP subscriber.

* The called subscriber has a valid public E.164 number.

* Furthermore one of the following conditions have to be met:

* — The calling SIP subscriber is calling from a different survivable branch.

— The calling SIP subscriber is directly registered with OpenScape Voice.

— The calling device is a SIP EP (SIP gateway) that has the rerouting
option set, and there is a last diverting user for the call which is a
provisioned OpenScape Voice SIP subscriber.

Assume that a SIP subscriber in the Boca Raton, Florida, branch calls a SIP
subscriber in the San Jose, California, branch. This scenario requires the RTP
(Real-time Transport Protocol) payload to route through the bandwidth-limited
links that connect the Boca and the San Jose branch offices to the WAN.

If there is not enough bandwidth available in either link, the resource reservation
is not successful and the RM (Resource Manager) function sends a negative
response equivalent to a SIP 606 response code. OpenScape Voice then
reroutes the call between these two subscribers through their local SIP
gateways and the PSTN.

Related concepts
Rerouting Based on SIP Response Codes and WAN Outages

Rerouting PSTN (Public Switched Telephone Network) Calls to Alternate
Gateways on page 238

Enhanced CAC-Restricted Subscriber Rerouting on page 238
Enhanced CAC Restricted Subscriber Rerouting for Endpoints on page 241
Signaling Management on page 667

3.9 Emergency Calling

244

When an emergency call is made either from within the internal corporate
network or (from V8 onwards) made within OSCS Cloud or any Hosted
Edition deployment, Open Scape Voice’s built-in E911 (Enhanced 911)
support provides the capability to forward the call to the gateway served
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by the appropriate PSAP (Public Safety Answering Point) jurisdiction. By
conveying location identifiers registered in the PSAP’s ALl (Automatic Location
Identification) database, it enables the PSAP operator to retrieve information
about the caller’s geographical location and place a response call to either the
originator of the emergency call or a designated on-site destination.

OSV’s Emergency Calling service is applicable to most Emergency regulatory
requirements for enterprise systems. For example, the location identification
number and callback numbers are up to 25 digits in length.

The E911 application is embedded in OpenScape Voice’s generic software and
is referred to as Emergency Calling table. Since this application is embedded,
there is no separate server and there is no additional cost for implementing the
E911 functionality. Performance is directly tied to the resiliency of the system
and the remote gateways in the enterprise network.

OpenScape Voice can support the routing and correct user location reporting for
E911 calls made by its users when located on the corporate network.

NOTICE:

OSV Emergency Calling service can determine the correct
location for subscribers registered in OSCS Cloud or any
Hosted Edition deployment using the subscriber DN (this can
be accomplished as long as the subscribers are assigned to
an emergency department and this emergency department is
assigned to an emergency calling entry).

RedSky E911 integration

OpenScape Voice and OpenScape Assistant support the integration with
RedSky E911 Manager and RedSky E911 Anywhere Network Services
(Emergency Call Services provider).

OSV integration with RedSky solution provides location information to Public
Safety Access Points (PSAPs) that has much finer granularity than the
alternative subnet-based solution can offer.

OSV interworks with the following RedSky services:
RedSky E911 Manager

This is can be a simplex or redundant (i.e. active/standby mode) deployment.
OSV supports both options. Signaling will be sent to the active node. When the
active node is not responding switching to the redundant node is transparent.
RedSky Mgr is not connected or integrated in anyway with OSBs. OSBs
continues to use their Emergency Calling service when in survivability mode.

RedSky E911 Anywhere

This is an optional subscription service for routing emergency calls in North
America only. It acts as a SIP Service Provider for emergency calls and
distributes the E911 call to the Local PSAP.

SIP connectivity through an SBC to RedSky E911 Anywhere Network Services
is supported.

IMPORTANT:
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Remote users registered behind an SBC are not supported. If
any of such users originates an E911 call, the IP of the SBC is
sent to the RedSky E911 Manager for the ELIN discovery.

Location Identification

When an emergency number is dialled by a device/client, the E911 service
looks up an ELIN (Enhanced Location Identification Number) associated with
the subscriber’s location and the correct route to the PSAP. The ELIN has
previously been registered with the PSAP with additional information.

The location can be derived from

¢ the subscriber’'s DN
» the subscriber’s IP subnet or IP address

typically used for mobile subscribers attached to OSV without intermediate
SBC
» the subscriber’s Location Domain

The preferred solution for subscribers behind SBCs

NOTICE:

As a prerequisite, mobile user agents have to be
provisioned for DHCP!

RedSky Location Identification

OSV is enhanced to retrieve during registration of the subscriber endpoints the
ELIN (emergency Location Identification Number). OSV stores the ELIN and
when an E911 call is made it retrieves the ELIN from the DB in-memory and
includes it in the outgoing call routed to the RedSky E911 Anywhere Service
GW.

IMPORTANT: In case OSV can not find an ELIN from RedSky
E911 Manager, it fallbacks to the current E911 BG Subnet tables
in order to find the provisioned LIN and route to the emergency
destination.

Source Location-based Translation and Routing

The routing of calls in OpenScape Voice is generally fixed by the subscriber's
assigned PNP (Private Numbering Plan). Regardless of the subscriber's
physical location - within an office/branch, from a hotel connection or even from
home - whenever there is IP connectivity to OpenScape Voice, the subscriber
can authenticate against the system and is bound to the same PNP. Unless
exceptions are enforced by other processes or external applications, dialled
numbers are always translated in the same way and the resulting calls are
routed to the same destinations.

An Emergency Calling implementation obviously requires such an exception:
otherwise, emergency dialling could easily result in accessing emergency
services that are far from the subscriber’s current geographical location.

The emergency call routing is implemented as an extension of the standard
PNP number translation:
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1) depending on the caller’s geographical location, a different "route" suffix
is appended to the Emergency code (Destination Type: Service; Service:
Emergency) configured in the PNP or GNP

2) the suffixed Emergency code is retranslated.

The resulting number must route to the appropriate gateway to reach the
PSAP.

As mentioned above, the corporate network has to be structured in a way that
allows to derive a subscriber’s location from its current IP address or location
domain.

This permits the traditional PNP-based routing strategies to be used for
standard calls, while invoking a more robust, location-based routing strategy
when emergency services are required.

PIDF-LO

Whenever a call to an Emergency destination is made, OSV performs a number
of actions in order to retrieve caller location information, route to send the call
and callback number and provide them to the destination of the emergency call.

OSV now works as follows:

+ If the phone sends PIDF-LO in its INVITE message, OSV adds it in the
outgoing INVITE even if NG911 is not enabled/provisioned.

» If the phone does not send PIDF-LO, but PIDF-LO data exists on OSV
because of provisioning, OSV adds it in the outgoing INVITE even if NG911
is not enabled/provisioned.

» If no data is available at all, either from phone or OSV, OSV will construct
PIDF-LO with the NAM tag only for the outgoing INVITE only when the
parameter Overwrite NAM with LIN has a value other than Passthrough.

The PIDF-LO data is available to OSV by either the calling device itself (location
aware devices) or by provisioned emergency subnets' data if the former aren't
available.

3.9.1 Emergency Call Processing

When a subscriber dials an emergency number (typically 911 or 112) from
within the corporate network or from within OSCS Cloud or any Hosted Edition
deployment, OpenScape Voice uses the subscriber’s DN or the current IP
address to lookup the associated Emergency Calling data for this subscriber.
It retrieves an ELIN (Location Information Number) and the Route number for
egress to the gateway of the calling user's PSAP (Public Safety Answering
Point) jurisdiction.

Supported Gateways

In order to provide the Emergency Calling feature, OpenScape Voice requires
a Unify or Cisco PSTN gateway to provide the break-out to the adequate local
central office (ultimately a PSAP jurisdiction) corresponding to a subscriber’s
current location within the corporate network.

Other adjunct equipment like the Telident S.T.S. (Station Translation System) or
the Tone Commander Call Locator can provide additional gateway functionality
and emergency call management/auditing.
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Functional Sequence when RedSky is NOT enabled on the switch

When an emergency call is processed, OSV shall first try to find the emergency
calling entry, that the user belongs to, using the subscriber DN (for this to
happen the subscriber must be assigned to an emergency department and this
emergency department must be assigned to an emergency calling entry). If no
entry is found then the existing look-up logic shall be followed:

1) A caller places an emergency call by sending an INVITE to OpenScape
Voice

2) OSV first tries to look up and retrieve an appropriate LIN (the LIN is inserted
in the INVITE) and Route number from the Emergency Calling (E911) table
with the following logic:

+ Initially try to find the emergency calling entry, that the user belongs
to, using the subscriber DN (for this to happen the subscriber must be
assigned to an emergency department and this emergency department
must be assigned to an emergency calling entry).

+ If X-Siemens-Location header field is present in the incoming INVITE
request then:

— Ifan IP address is explicitly indicated (in the format X-Siemens-
Location:IP=123.123.123.123), supported only by OSXpert, then try to
find the BG emergency subnet using as key the IP address.

— If alocation domain is indicated, then try to find the BG emergency
subnet using as key the location domain

» Try to find the BG emergency subnet using as key the contact’s IPv4.
» Try to find the BG emergency Subnet using as key the contact’s IPv6

NOTICE:

If no subnet is found, the call cannot be routed correctly
and it is either routed to an on-site answering position or
an announcement is played.

3) The Route parameter (via translation) leads the call to a particular gateway
that is served by the public network’s E911 tandem office. It can then route
the call to the proper PSAP jurisdiction serving the caller.

NOTICE:

If an emergency call cannot be routed to a PSAP operator,
the call can be optionally routed to an E911 Default
Emergency Number (Directory Number format) as an added
precaution.
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Figure 34: Emergency Call Flow

If an OpenScape Voice system is serving multiple geographic locations, and
E911 service is a requirement, links (and routes) to each responsible PSAP will
be required.

3.9.2 Emergency Call Processing with RedSky Application

When a subscriber dials an emergency number (typically 911 ) from within the
corporate network, OpenScape Voice retrieves the ELIN (Emergency Location
Information Number) from the DB in-memory and includes it in the outgoing call
routed to the RedSky E911 Anywhere Service GW that relays the call to the
corresponding PSAP.

Endpoint Registration and Publishing to RedSky Manager

RedSky E911 Manager must always be notified of the registrations of SIP
subscribers and an ELIN is assigned to each subscriber. This is accomplished
with the following actions:

*  When a SIP subscriber registers successfully, or is unregistered, the OSV
will send periodically a PUBLISH message to the active RedSky E911
Manager. The PUBLISH will contain registrations that have been identified
as “new” registrations or un-registrations by OSV. Each registration contains
the registration information (Contact-URI), a unique identifier and the
registration status (registered or unregistered). Refresh registrations that
have already been published shall not be published again.

* The RedSky E911 Manager will use the Contact-URI to discover the exact
location of the registering device. After the exact location is determined an
ELIN is assigned to it. The RedSky E911 Manager stores the registration
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records published by OSV and needs to be made aware of any unregistered
events.

When the RedSky E911 Manager server starts up, it will start listening for
PUBLISH messages. Upon receipt of a PUBLISH message, RedSky E911
Manager will execute its normal Network Discovery operations (using either
IP Ranges or port-level discovery), and send the resulting ELIN back to OSV
using a PUBLISH message. As the PUBLISH message will not contain a
MAC address, if port-level discovery is required, it will be the responsibility
of the RedSky E911 Manager server to dynamically determine the MAC
address based on the IP Address using the ARP tables on the appropriate
network switch(es).

OSV shall send a batch of registered and unregistered contacts in a single
PUBLISH message on administered intervals or when the number of the
contacts reaches a predefined maximum number.

IMPORTANT:

Redsky E911 Manager supports IPv4 addresses but not IPv6.
Contacts with IPv6 addresses will not be published to RedSky
E911 Manager.

IMPORTANT:

If a contact is registered using an FQDN, then RedSky E911
Manager must be able to resolve the FQDN. If RedSky E911
Manager can not resolve the FQDN, then it will not send an
ELIN for this contact and OSV shall fallback to the E911 Subnet
Tables in order to retrieve a provisioned LIN.

OpenScape
Voice

Provisioning Interface (SSL)

Softphone

Figure 35: RedSky Emergency node configuration

A31003-H80A0-F100-16-7618, 07/2024
Feature Description, Feature Description



User Telephony

Publishing from RedSky E911 Manager

RedSky E911 Manager asynchronously sends a PUBLISH message back to
OSV for every new association of a registered device with the following:

» Received contact information
» The unique identifier of the contact
» The ELIN assigned to the contact.

NOTICE: The PUBLISH message from RedSky E911 Manager
may contain multiple registration records. RedSky E911
Manager supports multiple contacts and will assign an ELIN for
each registered contact.

If an ELIN for a contact is changed, RedSky E911 Manager shall send a new
PUBLISH to OSV with the new ELIN. OSV shall replace the previous ELIN with
the new one.

If a change has been made directly in the RedSky E911 Manager database
and OSV is not yet aware of it (e.g., communication with the RedSky server

is not available), when an emergency call is made, OSV shall use the ELIN
previously associated with the contact when it registered. Users can make
changes directly in the RedSky E911 Manager database and RedSky will notify
the PSAP of these changes (e.g., making an ELIN change after a phone has
been moved and re-registered).

NOTICE:

When there is no messaging traffic between OSV and
active RedSky E911 Manager node, OSV uses a keep-alive
mechanism to check this connection. If there is no response
from active RedSky E911 Manager, OSV establishes the
connection with standby RedSky E911 Manager server.

Outgoing Emergency call

When an emergency call is originated by an OSV subscriber, the emergency
call service is directed to the RedSky Anywhere service only if there is an ELIN
found in OSV DB.

If no ELIN is available OSV searches for a subnet in the E911 BG Subnet
entries and routes the call to the provisioned destination.

If there is no subnet found the call is routed to the default emergency
destination.

Related concepts
Direct Return Call from Emergency Center on page 251

3.9.3 Direct Return Call from Emergency Center

OpenScape Voice supports a callback mechanism that allows return calls to

be placed from a PSAP (Public Safety Answering Point) directly to the device
which placed the emergency call in case the call was interrupted. This works
no matter to which callback number the delivered LIN (Location Identification
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Number) is mapped in the ALI (Automatic Location Identification) database and
even with lines that are not provisioned for DID (Direct Inward Dialling). For
Return Call from PSAP a special ring tone and display is generated.

Functional Sequence

This direct callback is achieved in the following way: During emergency call
processing OpenScape Voice

1) determines the appropriate entry in the Emergency Calling table and -
therein - the first unused LIN from the assigned LIN-pool.

2) saves the callers DN, IP address and port number and associates it with the
LIN’s configured Callback Number

NOTICE:

A Callback Number has to be configured for every LIN in
OpenScape Voice. It must be a registered DID number and it
must be identical to the Callback Number mapped to the LIN
in the ALI database of the responsible PSAP.

The PSAP operator will not know the name of the emergency caller (except
during conversation), only the location and Callback Number stored for the
received LIN is displayed on the PSAP monitor.

When a call to this Callback Number arrives via a gateway, OpenScape Voice

1) identifies this as an emergency callback

2) retrieves the DN, IP address and port number of the original Emergency Call
and forwards the callback accordingly

LIN Pooling

Although LINs will be marked as unused after a certain time, the assignment
logic might break if the number of emergency callers exceeds the number

of LINs in the corresponding pool, so from a subscriber’s point of view it is
desireable to have an individual LIN and Callback Number. The downside of this
is:

1) A Callback Number has to be a registered DID number. In some countries
(e.g. USA) each DID number has an associated carrier fee/charge
associated with it.

2) The amount of provisioning that has to be done

3) A Business Group's Emergency Calling table is limited to 6000 entries.

If many users reside at the same location (from a PSAP’s perspective) and this
location can be identified by an IP address mask M (or location domain D), then
associating M (or D) with a LIN pool in an Emergency Calling table entry, will
greatly simplify provisioning, reduce the size of the Emergency Calling table
and, ultimately, reduce costs.

Default Callback Numbers

For every LIN the administrator should configure a Default Callback
Destination to which the callback should be forwarded in case the original
emergency caller cannot be reached.

By selecting the Use Default Callback Destination option during LIN
configuration, the callback to the original subscriber is disabled for this LIN and
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the return call is immediately routed to the Default Callback Destination. E.g.
small businesses located in one building, one floor, may prefer to have one LIN
to represent all possible callers and emergency callbacks to be directed to the

front security desk.

Emergency Calling

Before Version 5 of OpenScape Voice, an Emergency Return Call was signalled
as normal external call towards its recipient. Since Version 5, OpenScape Voice
signals Emergency Return calls and DAKS calls with a specific “Alert (Alarm
ringing)” setting distinctively, which results in an emergency alerting tone at the
phone (if supported and provisioned). The Emergency Ringing feature can be
specified as a system-wide setting

Feature Interaction

OpenScape Voice features preventing the return call to terminate on the
subscriber (e.g. OSV-based Call Forwarding or Do not Disturb) are bypassed.

Features, which are not activated on the system but on the device (e.g. device-
based Call Forwarding or Do Not Disturb) will NOT be overridden by an
emergency callback!

Related concepts
Intrusion on page 158
Emergency Call Processing with RedSky Application on page 249

3.9.4 Emergency Calling Table

To enable the built-in Emergency Call capability, each BG (Business Group)
is provisioned with an Emergency Calling table that is provisioned using
OpenScape Voice Assistant.

The maximum number of entries in the Emergency Calling table is 6000 per
BG.

Emergency Calling Subnet Identification
Every Emergency Calling table entry can be defined by:

* Department or

* IPV4 Address/Subnet and/or

* IPV6 Address/Subnet and/or

* avalid Location Domain or

* acombination of all of the above

NOTICE: The IPV4 Address/Subnet and IPV6 Address/
Subnet must be entered in CIDR format.

You also have the option to enter a:
» Description
» Branch Office by clicking on the ... button and choosing from the given list.
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NOTICE: This field updates the selected OSB's emergency
data with the specific OSV's subnet entry data.

Different Emergency Calling table entries may overlap. OpenScape Voice
selects the smallest possible subnet containing the emergency caller’s IP
address.

IPV6 networks in mixed configurations (IPV4 parts and IPV6 parts) are
supported by the OpenScape Voice Assistant. Although the OpenScape Voice
Assistant itself is currently deployed on IPV4, it is able to administer IPV6
addresses (128 bits) in the OpenScape Voice switch and DLS (DIsAPI).

An example of a typical IPV6 address is 2001:db8:0:0:0:3:4:AA55. A
sequence of zeros can be abbreviated to a pair of colons, “::”, but only once
in each address string. So the address above can be equivalently written as
2001:db8::3:4:AA55. If the address is part of a longer string that allows
colons to be used for other purposes, the IPv6 address should be enclosed in
square brackets to eliminate ambiguity: [2001 :db8::3:4:AA55].

Subnet Configuration

Several additional parameters are provisioned with the subnet, determining the
behavior for outgoing emergency calls.

*« Send LIN instead of CPN:

With this flag OpenScape Voice can be forced to send the LIN (Location
Identification Number) instead of the CPN (Calling Party Number) in
emergency INVITEs. Default is false, i.e. the CPN is sent.

* Digits to append:

This number can be up to 4 digits long. By suffixing the dialed emergency
number and subsequent retranslation it determines the gateway to which
the emergency call shall be routed in order to reach the PSAP (Public Safety
Answering Point)

* Overwrite NAM with LIN

Indicates how OSV will handle the NAM field into the PIDF-LO of outgoing
Emergency Calls. Possible values are:

— Passthrough: This is the default value. Select this value if you don’t want
to overwrite NAM with LIN

— Write if empty: Select this value to overwrite NAM with LIN only when
the NAM value received from the device is empty.

— Overwrite: Select this value to overwrite NAM with LIN.

LIN Administration

Each Emergency Calling table entry can be provisioned with a pool of LINs
(Location Identification Numbers). The maximum number of LINs per BG is
100,000.

3.9.5 LIN Administration

254

The LIN (Location Identification Identifier) conveyed with an emergency call is
used by the PSAP (Public Safety Answering Point) to query the ALI (Automatic

A31003-H80A0-F100-16-7618, 07/2024
Feature Description, Feature Description



User Telephony

Location Identification) database for important related data, such as location
and callback number.

The ALI database must be pre-populated with the LINs and their associated
data by the responsible operator in advance of any emergency call being
dialled.

In case of change in the corporate domain (new/modified/deleted LINs and/or
data), ALI data have to be updated manually. There is no automated capability
to populate the E911 ALI database with LIN records.

Provisioning Aspects

In OpenScape Voice, LIN pools are assigned to IP subnets, representing E911
Emergency Resource Locations.

For each LIN the following parameters are to be specified:
* Location Identification Number:

This is a string of digits with maximum length 20. A leading "+" sign is
allowed.

« Callback Number:

The Callback Number is used by the PSAP station to call back to the ERL
in case the emergency call was interrupted. If the Use Default Callback
Destination flag is not set, the callback is propagated to the original caller.

The Callback number must be a vacant DN and unique throughout the
switch.

« Default Callback Destination:

If the Use Default Callback Destination flag is not set, the Default
Callback Destination is only used as a fallback in case the original caller
doesn't answer the PSAP callback. The same Default Callback Destination
(e.g. an attendant position) can be used for different LINs and in different
subnets.

The Default Callback Destination must be subscriber.
* Use Default Callback Destination

If this flag is set, a PSAP callback to the LIN’s Callback Number is
immediately forwarded to the Default Callback Destination.

The Location Information and Callback Numbers are mandatory and have
to be made available to the PSAP’s ALI DB before an emergency call can be
successfully established.

OpenScape Voice supports 100000 LINs per BG.

Signaling Aspects

Delivery of the LIN (and other E911 parameters) to the appropriate PSAP is by
way of the PSTN (Public Switched Telephone Network) gateway, using SIP or
SIP-Q. The elements used for LIN transport in the private network are:

» Clear text in the SIP body in case if SIP interface
*  GNF format in the From and AT headers when the interface used is SIP

This allows the OpenScape Voice server to identify that the LIN is a public
number with a nature of address (NOA) of International.

« CornetNQ element in case if SIPQ interface
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The PSTN interface utilized by the PSAP is traditionally an analog CAMA trunk,
although some PSAPs now use an ISDN PRI interface. As CAMA and ISDN/
PRI curcuits do not have the ability to transmit location information the LIN is
sent to the PSTN in the Calling Party Number.

An administrable flag in the Emergency Calling setup controls LIN
substitution, i.e. whether OpenScape Voice sends LIN information as a
separate information element in addition to the calling party number, or as the
calling party number digits to the appropriate PSAP. This option permits the
support of scenarios where the PSAP requires the LIN without supporting an
emergency call specific interface - for example, if PRI (Primary Rate Interface)
is used instead of CAMA (Centralized Automatic Message Accounting).

3.10 Precedence And Preemption (MLPP)

The Precedence and Preemption Service (P&P SVC) is used to handle
precedence calling, including authorizing users to make preemption calls as
well as IP El endpoint call preemption. OSV provides a new Precedence and
Preemption service which can be assigned to subscribers. The service is
configured per-subscriber, identifying service related data for authorizing P&P
calling.

The Emergency Call with Precedence feature utilizes the MLPP preemption
capability to "preempt" normal calls when routing emergency calls through a
gateway operating at full call capacity or bandwidth constrained link. When
such limits are exceeded, the existing network preemption algorithm is utilized,
treating normal calls as equivalent to "Precedence Level = ROUTINE". When
preemption occurs, the call is released with both SIP interfaces receiving
indications informing them that the call has been released due to lack of
resources to allow an emergency call proceed.

3.11 Precedence Call Diversion

The Precedence Call Diversion feature is a new service that can be set on

a Subscriber as well as on a Feature Profile level. The goal is to have the
Precedence Call Diversion feature assigned to the Feature Profile and each
Subscriber using a specific Feature Profile will get the same treatment. If a
subscriber wants a different treatment, then a new Feature Profile can be
created and the subscriber can be under that Feature Profile. The Precedence
Call Diversion service has a lower priority than the Precedence And Preemption
service
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4 Mobility and Collaboration

Mobility is the idea that business users can access their communications from
anywhere at any time. Because users don’t have to be sitting at a specific desk
in a specific office, they can stay in touch wherever their work takes them.

Collaboration is the ability of two or more coworkers to complete their tasks
collaboratively, even if it's as simple as answering a call for a colleague

who'’s away from her desk. The idea of providing mobility and collaboration to
business users is not new; after all, road warriors have been working from cell
phones and email for quite some time now, and administrative assistants have
been answering the telephone for their bosses for decades.

What makes OpenScape Voice different is its foundation in the concept of Open
Communications.

"Open Communications is Unify' human-centric and business-oriented
approach of unifying communications based on open standards. It binds

the IT, voice and mobile domains together to speed up decisions by making
global collaboration easy. Open Communications provides intuitive, mobile
and synchronized communications - overcoming the fragmentation of today's
communications landscape.”

4.1 Keyset Telephone

This chapter describes features specific to keyset operations. These features
provide support for rich collaboration solutions, helping subscribers to better
streamline their calling processes

Any of the following SIP endpoints can be configured as keysets:

» OpenScape Desk Phone CP 100/200/205/400/600/600E/700/700X
For Clients, ODC-PE can be configured as keyset

The keyset operations features provide multiple line capability, and other
associated functions, for a SIP telephone configured as a keyset. Keysets are
sometimes known as multiline telephones.

Important Terms and Definitions

Primary Line (or Prime Line) The keyset line that identifies a keyset
telephone. Every keyset phone has a
single primary line.

Phantom Line A line that is not assigned as a
primary line on any keyset

Private Line A line (primary or phantom) that
appears on only one keyset

Shared Line A line (primary or phantom) that may
appear on multiple keysets
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Secondary Line A line on a keyset that is a shared
appearance of a primary line of
another keyset, but not of this keyset

Restrictions

The restrictions of using a phone that doesn't support the keyset subscription
package as a keyset line appearance are listed below:

* Line state is not shown

» Cannot retrieve manual held call - hold call in another phone, retrieve on this
phone

» Cannot put a call in manual hold - hold on this phone, retrieve in another
phone

* No call forwarding notification — if the system call forwarding is activated
for that line on another phone, this phone won’t be notified about it and
therefore the user won’t know call forwarding is active.

+ Line reservation doesn’t work — the user will be allowed to dial when the line
is already in use, then will get a 503 back from OSV

» Longer time to recover stuck lines — the typical scenario is that of phones
behind a proxy: when proxies go into survivable mode and back into normal
mode, OSV gets a NOTIFY/no-dialog message from the keyset phones. This
is used to immediately free up lines that were in use before the proxy went
into survivable mode. Without that mechanism we need to rely on session
timers, which may take up to 15 minutest to free up a call.

* OSV will log a “keyset line subscription mismatch” when the line is used

4.1.1 Multiline Appearance

The Multiline Appearance (MLA) feature allows for multiple lines (i.e.
subscribers) to be assigned to a keyset and for a line to be assigned to multiple
keysets. This is particularly useful for executive-assistant arrangements.

Each keyset is assigned a primary line, and can be assigned up to 10 lines,
depending on the endpoint type. The primary line is the DN for that keyset.

NOTICE:

A keyset cannot have a line appearance of a DFT (Digital
Feature Telephone)

Call Handling
Calls are directed as follows:

» Calls to the primary line of a keyset are simultaneously directed to all other
keysets that have that line configured as a primary or secondary line.

NOTICE:

A keyset line can be registered as the primary line from more
than one keyset device at the same time.
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» Calls to a phantom line are simultaneously directed to all keysets that have
that line configured as a shared phantom line.

On the keysets, the primary line and each secondary or phantom lines are
assigned to separate line keys. A user can press the line key associated with

a line at any keyset to originate, answer, hold, retrieve or reject calls. The LED
for each line key indicates the status of the associated DN and the action of the
telephone when a line key is pressed.

What actually happens when a call is rejected on a shared line depends on the
RTP (Resilient Telco Platform) Parameter Srx/Sip/KeysetCallRejectionMode.

» If set to 0 (default), the device stops alerting, but the call is not released and
hence can be retrieved at other appearances of the line.

Note that the line remains busy until the caller goes onhook. It can not be
freed from the rejecting phone.

+ If setto 1, the result depends on the line type:

— rejecting a call on the keyset’s primary line will release the call
— rejecting a call on the keyset’'s secondary line will stop the alert but NOT
release the call (with the consequences stated above)

Ring Preferences

For OpenScape Desk CP keyset telephones, the administrator can assign one
of the following ring preferences to each line appearance:

* Ring: The line always audibly alerts when an incoming call is presented and
calling party information appears on the display.

* Noring: The associated line key LED indicates an incoming call, but no
audible alerting occurs and no calling party information appears on the
display.

» Delay ring: The line audibly alerts after a configured delay and calling party
information appears on the display

For OpenScape Desk CP keyset telephones, this feature requires configuration
in OpenScape Voice and in the endpoint.
Networking

All line appearances must reside on the same switch and within the same IP
addressing domain.

Related concepts

Multiple Contacts on page 156

Executive/Assistant Groups

RTP Management via OpenScape Voice Assistant on page 961
Multiple Prime Line Registrations on page 259

4.1.1.1 Multiple Prime Line Registrations

Since Version 5R1 of OpenScape Voice a subscriber can register as the
primary line from more than one keyset device at the same time - without
requiring additional dynamic licenses.
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Before Version 5R1, when a primary keyset line L was already registered from
a device Dy, the attempt to register from another device D, resulted in L being
unregistered from D. Additionally, all secondary lines registered for D; were
also automatically unregistered. Starting with Version 5, L can now register from
both D4 and D, (similar to a multiple contact scenario).

The phones using the same primary line are not required to have the same
secondary line configurations. For example, a phone may have three secondary
line appearances, while another phone may have only one of them.

The number of bindings (registrations) for a primary line is subject to the same
pre-set limits as for regular keyset lines. The maximum number of bindings for
a keyset line is configured to a default of 40, i.e. by default the number of prime
lines plus secondary lines can't exceed 40. Once that many bindings are in the
system for that particular line, attempts to register another contact address will
be rejected. Please do not change the default configuration without consulting
your service partner.

Usage Scenario
An executive can now

1) answer a call using her desk phone

2) put the call on hold on the desk phone

3) walk to the conference room, where another phone with the same primary
line is configured

4) retrieve the call on the conference room phone and continue talking

Before Version 5R1 this could have only been solved by configuring the
executive's phone number as a secondary line appearance of the conference
room phone. However, this requires a different primary line for the conference
room phone and hence an additional dynamic license.

Related concepts
Multiline Appearance on page 258

4.1.2 Multiline Preferences

260

The multiline preference feature allows a keyset to automatically select which
line it uses when the user originates or answers a call. In addition, it lets a user
override the automatic selection of a line and manually select the line to use.

This feature is controlled via the endpoint.
The multiline preferences for terminating calls are as follows:

* Ringing line preference: The line in the alerting or audible ringing state is
automatically selected when the user goes offhook. In the case of multiple
lines alerting or ringing the lines are selected on the one that has been
alerting the longest. When a terminating call exists, the terminating line
preference takes priority over originating line preference.

* Ringing line preference with preference for prime line: The line in the
alerting or audible ringing state is automatically selected when the user goes
offhook. However, if the prime line is alerting, it is given priority.

* Incoming line preference: The earliest line to start audible ringing is selected,
or else the earliest alerting (ringing suppression ignored) line is selected.
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* Incoming line preference with preference for prime line: The earliest line
to start audible ringing is selected, or else the earliest alerting (ringing
suppression ignored) line is selected. However, if the prime line is alerting, it
is given priority.

* No preference: The user manually selects a line by pressing its line key
before going offhook, or by pressing the speaker key, to answer a call.
Manual line selection overrides automatic line preferences.

The multiline preferences for originating calls are as follows:

+ Idle line preference: This is the default. The line preference order, or rank, is
used to select the line. The highest ranked idle line is selected.

» Prime line preference: The prime line is selected.

» Last line preference: The last line used (originating or terminating) is
selected.

* No preference: The user manually selects a line by pressing its line key
before going offhook, or by pressing the speaker key, to originate a call.
Manual line selection overrides automatic line preferences.

Automatic line selection occurs whenever an outgoing call commences and a
line has not been pre-selected. Automatic line selection also occurs when a
line needs to be reserved for dialling and a line has not been pre-selected - for
example, when entering a digit via the keypad while on-hook and idle. Ringing
line preference is the default.

4.1.3 Multiline Origination and Transfer

The multiline origination and transfer feature provides the capability to originate
or answer calls at any line appearance at any keyset and to transfer calls via
consultation transfer or manual hold.

This feature is controlled via the endpoint.

A keyset user can originate and answer calls manually and automatically. To
originate calls:

» A user can manually select a line by pressing a line key before going off-
hook, pressing the speaker key, or using onhook dialing to originate a call.

* Aline may be automatically selected if the idle line preference is active at the
time the user goes off-hook, presses the speaker key, or uses onhook dialing
to originate a call.

To answer calls:

» A user can manually select a line by pressing a line key before going off-
hook, or by pressing the speaker key, to answer a call.

+ Aline may be automatically selected if the ringing line preference is active at
the time the user goes off-hook, or presses the speaker key, to answer a call.

A keyset user can use the transfer capabilities associated with this feature as
follows:

» Call transfer via consultation transfer: Transfer can be accomplished by
placing the call on consultation hold and consulting with a second party
using the display. The user can then transfer the held party by going onhook
after he consulted party answers.

» Call transfer via manual hold: Transfer can be accomplished by placing
the call on manual hold and selecting a different line and consulting with
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a second keyset (having the same line appearance of the held line). The
second party can then retrieve the call from manual hold if no restrictions
exist.

4.1.4 Delayed Ringing

The delayed ringing feature provides the capability to provision each keyset line
key with an option to delay audible ringing when a call is presented to the line.
The associated incoming call is not affected.

This feature is particularly useful for executive-assistant arrangements because
it allows the assistant to answer calls for the executive’s secondary line
appearance before the executive hears the line ringing.

An immediate ring key provides the capability to temporarily override delayed
ringing for all lines on the endpoint configured for ringing.

The administrator assigns delayed ringing to a line appearance and defines
the duration of the delay before audible alerting. Furthermore, he assigns the
Immediate Ring feature key to the device.

Functional Operation

When a call is presented to a line provisioned for delayed ringing, the
associated line key LED flashes to indicate that the call is present. Upon
timeout of the delay ring timer, the device begins to audibly alert (ring), and the
associated incoming call display is presented.

To override delayed ringing, the user can also activate and deactivate
immediate ringing by pressing the Immediate Ring key. The key’s associated
LED lights to indicate when it is active, and Immediate Ring Activated or
Immediate Ring Deactivated appears in the display as applicable

Related concepts
Executive/Assistant Groups

4.1.5 Audible Ringing on Rollover Lines

The Audible Ringing on Rollover Lines feature permits lines to audibly signal
new incoming calls while the subscriber is active on the keyset. This feature is
also known as rollover ringing.

For OpenScape Desk CP keyset telephones, the system administrator specifies
the following:

* Whether the ringer option is enabled. Rollover ringing only applies to lines
that have this option enabled - that is, rollover ringing only takes place if the
applicable line otherwise rings when it is idle.

* One of the following rollover ring options for each keyset:

— No ring when active on the telephone

— Alert ring when active on the telephone

— Alert beep when active on the telephone

— Standard ring when active on the telephone
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The selected option applies to all line appearances on the keyset. The user
controls the volume of the rollover ring. The rollover ring option is used by the
telephone when any line appearance other than the one in use is in the ringing
state. When the telephone is idle, normal ringing is applied.

If the user at an idle telephone answers one incoming call on a line appearance
while other lines are still ringing, the ringing changes from normal ringing to
rollover ringing. Likewise, if the user releases a call and returns the phone to
idle while rollover ringing is active, it changes to normal ringing.

Rollover ring is not applied for lines that are set for alerting only. These lines do
not ring even if the phone is idle.

4.1.6 Direct Station Selection

The Direct Station Selection (DSS) feature provides a user access to multiple
functions for a given internal DN by using a single key (DSS key) with
associated status indication. On OpenScape Desk Phone CP endpoints, DSS
keys that can initiate direct calls and have feature override capabilities are
known as DSS-direct (DSS-D) keys.

Both types of DSS keys function within the user's business group, and not
between business groups.

For OpenScape Desk CP keyset telephones, the administrator programs DSS/
DSS-D destinations. Users cannot program them locally at their telephones
because the administrator must create a line key to allow this type of operation.

Depending on the endpoint type and its configuration per line key:

+ A DSS key initiates a basic call, which is treated as a normal A-B call.

+ A DSS-D key initiates a direct call, which overrides redirection at the call
destination.

Both types of keys can be used to:

» Show status of the destination associated with the key (idle, busy, or ringing)
» Pick up aringing call

» Initiate a call by pressing the applicable key

+ Initiate a consultation call

» Transfer calls

The telephone does not audibly alert; instead, the DSS LED provides the
following displays:

+ Off: The associated line is idle.

* On: The associated line has a call in progress or on hold.

» Flashing: The associated line is ringing.

NOTICE:

The DSS LED reflects the status of the line (DN) programmed
for the DSS/ DSS-D key, not the status of the user associated
with the prime DN device.

A blinking DSS/DSS-D key at subscriber A's phone indicates an incoming
call for another subscriber (subscriber B) with the same key appearance.
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When subscriber A presses the key, the call is forwarded to the prime line of
subscriber B, and subscriber B is connected to the call. The keyset rejects the
forwarding attempt if subscriber B’s prime line is busy.

NOTICE:

When picking up a call through DSS, it is possible to indicate to
the initially calling party that the call was answered elsewhere.
This is enabled/disabled through the RTP parameter Sr x/ SI P/
DSSPi ckupl ndi cat i on.

Number of DSS keys supported

The number of DSS keys on OpenScape Desk Phone CP depends on the
number of programmable keys.

NOTICE:

Please see the OpenScape Desk Phone CP manual of all the
models for extra details.

» For normal DSS operation, the number of DSS keys matches up to the
number of programmable keys, including also the key modules (where are
applicable).

» For DSS operation which is combined with other features (e.g. MLHG), the
maximum number of DSS keys that is supported, is 29.

4.1.7 Keyset Operation Modes

The keyset operation modes feature permits an administrator to specify whether
a keyset telephone uses the data of the primary line or the data of the line in
use for call origination and features.

This option is particularly useful for executive and assistant arrangements. For
example, if an assistant places calls on behalf of an executive, the assistant’s
telephone can have a line appearance of the executive. If marked for line-based
operation, the assistant can easily place calls on behalf of an executive, and
the executive can subsequently retrieve them when the assistant successfully
reaches the person the executive seeks.

For OpenScape Desk CP keyset telephones, keyset operation modes are
usually evaluated during the provisioning of the OpenScape Voice environment
and are applicable to all line types, including phantom lines.

NOTICE:

For OpenScape Desk CP keyset telephones, this feature is
controlled via OpenScape Voice.

For each line of each keyset, the administrator configures the keyset operation
mode as follows:

» Device-based operation: This mode is the default. It uses the data of the
primary line for call origination and features.
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» Line-based operation: This mode uses the data of the line currently in use for
call origination and features.

For call termination, the calling party is sent displayable identification
information based on the line or device involved in terminating the call. When
a specific device answers the call, the identification might differ from the
identification provided when the call was alerting all the devices sharing the
applicable line.

Device-based Operation

When the keyset user originates a call, the configured data of the primary line
(its configured name and DN) is referenced in caller and called ID services.
When the user originates a call, the following takes place:

» If the call is originated on the primary line, services provisioned on the
primary DN are initiated if they do not require a feature access code
to operate. Some examples are transfer, CSTA (Computer Supported
Telecommunications Application) support, and calling name.

+ If the call is originated on a secondary line, services provisioned on the
primary DN are initiated if they do not require a feature access code to
operate. Additionally, a subset of services provisioned on the secondary DN
are initiated. These services are line-based and do require a feature access
code to operate - for example, CSTA support.

The following OpenScape Voice features always use the primary line's
configured data regardless of the keyset operation mode:

» Called party name and number upon alerting
* OpenScape Voice-based station speed calling

The following OpenScape Voice features use the primary line's configured data
if the telephone is configured for device-based operation:

» Calling party name and number upon alerting or answer
» Called/connected party name and number upon answer
» Call transfer if provisioned on the primary line that originates the operation

Line-based Operation

When the keyset user originates a call, the configured data of the selected
line (the primary or secondary DN’s name and number) is referenced in caller
and called ID services. When the user originates a call with a secondary line,
all services configured to be provisioned on the DN of the secondary line are
initiated if they do not require a feature access code to operate.

In addition to ringing and incoming call termination, the following OpenScape
Voice features always operate with the selected line regardless of the keyset
operation mode:

» Immediate recall from consultation hold
» Manual hold, including recall

» Unconditional call forwarding

» Malicious call trace

* Toll and call restrictions

* Hunt group

+ CSTA
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4.1.8 Line Focus

The following OpenScape Voice features operate with the selected line only if
the telephone is configured for line-based operation:

» Calling party name and number upon alerting or answer
» Called/connected party name and number upon answer
« Call transfer, if provisioned on the line that originates the operation

Call Data Records

When a keyset user initiates a call from a line configured for line-based
operation, OpenScape Voice records the line used and the device from where
the call was initiated.

Related concepts

Executive/Assistant Groups

Call Forwarding - Unconditional (Station-controllable) on page 287
Hunt Groups

The line focus feature ensures that the OpenScape Desk Phone CP display
contains the appropriate information, depending on the keyset line currently in
use.

This feature is controlled via the endpoint.

A keyset line has the focus when the display contains information pertaining to
it. When a call is connected, that line has the focus. When the call clears, focus
is applied to the next suitable line. When a line is alerting, focus is determined
by terminating line preferences.

Call handling actions (such as placing calls on manual hold) also impact focus.
If there is no suitable line, no line has the focus, and the display returns to idle
mode.

The menu and function key actions apply to the line with the focus. However, in
the case of a pop-up display, any functions that impact the audio path (such as
hookswitch or loudspeaker actions) still apply to the currently active line. When
a line key has the focus, its associated LED flutters.

4.1.9 Line Key Operation Modes

266

The Line Key Operation Modes feature provides the capability to automatically
place an active line on manual hold.

The OpenScape Desk CP keyset telephones also support a configurable option
to either place the call on manual hold or to release it when the user is active on
one line and selects the same line or a different line.

This feature is controlled via the endpoint.
A keyset user can automatically hold the call of the active line as follows:

» Active line key: When the user presses the line key for the active line, the
call is automatically placed on manual hold. The telephone can become idle
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or can start ringing if another line was alerting at the time the line was placed
on hold.

Similarly, if the user selects an alerting line while active on another line, the
active line’s call is placed on manual hold.

* Inactive line key: When the user presses the line key of an inactive line,
the active line call is automatically placed on manual hold and the user is
connected to the previously inactive line.

For an OpenScape Desk CP keyset telephone, the telephone can instead be
configured to release the call when another line is selected. The default setting
is to place the call on manual hold.

Call Data Records

Based on system configuration upon retrieval of a call, the billing for the
remainder of the call is assigned to the primary line of the station answering the
recall.

Related concepts
Manual Hold on page 267

4.1.10 Line Reservation

The Line Reservation feature is available for OpenScape Desk CP keyset
telephones. It permits a keyset user to reserve a line when dialing a destination
or selecting a line.

With Line Reservation

» incoming calls cannot interfere with outgoing call initiation
» two keysets with the same line appearance cannot use the same line and
attempt to dial simultaneously.

The keyset telephone automatically reserves a line whenever the user is being
prompted for a destination address and hears dial tone. The line key LED
indicates this reserved state.

One line can be reserved at a time on a given keyset.The keyset cancels the
reservation after a preconfigured period determined by the reservation timer.
The server also runs a timer so it can force the line to be released if reserved
for an excessively long period.

4.1.11 Manual Hold

The Manual Hold Feature allows a keyset user to place the call on the active
line in a waiting position. The keyset user can then go onhook without losing the
call and can place or answer another call on a different line key.

The held call can be retrieved by other keysets sharing the line appearance,
assuming they support the required Manual Hold signaling. A hold ringback
timer ensures that the caller is not left on hold indefinitely.

Unify SIP endpoints support the SIP signaling event package that supports this
feature. Other SIP telephones that do not support this package cannot signal a
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call on Manual Hold. As a result, the call is treated as a consultation hold, which
requires that the same station user retrieves the call from consultation hold.

A DFT (Digital Feature Telephone), which is a telephone with no line keys, does
not have access to the Manual Hold feature. Holding of a connection is via the
call hold feature. Refer to the applicable user manual.

IMPORTANT:

Depending on the configuration of the device, pressing the line
key can release a call instead of placing it on Manual Hold. See
Line Key Operation Modes.

A keyset user can press the line key, press the Hold key, or use the display of
the active line to place that call on Manual Hold. After doing so:

+ The line key LED shows the hold status on all keysets with that line
appearance.

* The user can hang up and originate or answer a call on another line on that
keyset.

* Any user with that line appearance can press the line key and retrieve the
held call.

* A hold ringback timer is started. If the timer expires, the held call is
presented as an alerting call to all keysets sharing that line. Each line has its
own configurable timer.

Manual Hold is available for simple two-party calls, but not for consultations or
three-way calls.

When a call is retrieved from hold, the parties receive the following displays:

* The retrieving party’s display contains the name and number of the retrieved
party if it is available for presentation.

» The retrieved party’s display contains the name and number of the retrieving
party if it is available for presentation.

These displays are present if the two parties are on different OpenScape Voice
systems, or if one is on OpenScape Voice and one is on the OpenScape 4000.
The connection must be SIP-Q, and the two parties must be members of the
same business group.

Related concepts
Line Key Operation Modes on page 266
Bridged Calls and Privacy

4.1.12 Phantom Lines

268

A Phantom Line is identical to a normal line in all respects, except that a
Phantom Line is not assigned to any device as a primary line. This line type can
appear as a private line on one keyset or as a shared secondary line on two or
more keysets.

Phantom Lines are particularly useful as rollover lines. For example, sales
representatives can have the administrator configure the primary line to roll
over to a Phantom Line. This configuration is beneficial because when the
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representative speaks to the second party, there is great flexibility in holding,
transferring, or redirecting the call.

In addition, Phantom Lines are also useful for query/intercom lines, which
automatically set up a call between two users - for example, an executive
and an assistant - when either user presses the Query (Intercom) key. This
configuration is beneficial because both users’ primary lines remain free
while they are speaking to one another.This feature requires configuration in
OpenScape Voice and in the endpoint.

The function of a Phantom Line is identical to a normal line in all respects. Its
DN can be called, and the line can be answered, held, used to originate calls,
and in all other operations used in the same manner as other line types.

4.1.13 Visual Indicators for Line and Feature Key Status

The Visual Indicator features allow the keyset user to view the various states
(for example, ringing, hold, consult) of a line via its associated LED and to
view the various states of a feature key (for example, call pickup group) via its
associated LED.

This feature is controlled via the CoS endpoint.

Each line key (primary, secondary, phantom) on a keyset has a corresponding
Visual Indicator (LED) to indicate the status of that line.

Table 25: Line Status LED Indicators for OpenScape Desk Phone CP

phones
Line Status Line Type LED Flash Comments
State Rate
idle primary or off n/a -
secondary
offhook / dial /  primary flutter 50ms on | This LED state is applicable to
busy the line with the focus.
-or- 50ms off
on
secondary on n/a This indication is given on other
appearances of the active line.
ringing / primary or flash 500ms
alerting secondary on
500ms
off
manual hold primary or wink 450ms
secondary on
50ms off
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Line Status Line Type LED Flash Comments
State Rate
consultation primary flutter 50mson < This LED state is applicable
hold to the line with the focus.
-or- 50ms off
* The LED changes only at
on the holding telephone; there

is no change for shared
views of the same line.

unconditional  secondary on n/a This indication is given on other
call forwarding appearances of the active line.
primary or blink 50ms on If this feature is active, this
secondary 450ms indication is given as I<_)ng_as
off feature status notification is

also active.

If the telephone is not an OpenScape Desk CP, the user cannot see the status
of shared lines other than new alerting calls.

4.1.14 Bridged Calls and Privacy

270

The Bridged Call feature permits keyset users with a shared multi-line
appearance to establish or join a station-controlled large conference by
pressing the line key of the line they wish to bridge onto. Lines can be protected
against bridging by setting the privacy flag (default).

It is possible to bridge onto a line involved in a 2-party call or station controlled
conference, provided that the existing call or conference is stable connected
and the maximum size of a station controlled conference hasn’t been reached.
A user attempting to bridge onto a line that is not in a suitable state for bridging
will receive a rejection indication.

Usage Scenarios

This feature is particularly interesting for executive/assistant arrangements
based on multi-line appearance, where assistants answer and originate calls on
behalf of their executives, using the executives’ secondary line appearances. In
this scenario, the Bridged Call feature permits the following workflows:

* An executive bridges onto a call on their line while the secretary is still on the
line after answering or making a call

* An executive is on a line with another party and wants to get one or more
people on the call. The assistant can then

1) bridge onto the executive’s call by pressing the executive's line
appearance key on their phone

2) use the normal Station Controlled Conference features to add the
required parties to the conference.

3) leave the conference

* An executive is on a call and wants other people to join the call by pressing a
line button on another phone in his office.

Another usage scenario is an emergency number in the enterprise. When
someone calls this number it might be necessary that several people in the
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Security and Medical Departments should be involved. The first person that
answer the call stops the alerting at the other keysets. The other parties at their
desks know that the line has rung and may subsequently enter the call by hitting
the active line key. With call bridging a conference is formed all required parties
are part of this conference.

Finally, in Newspaper, Radio and TV newsrooms there is typically a hotline for
the public to call to report newsworthy events. When a call comes in to this
hotline, multiple people may want to bridge onto that call to participate in the
conversation.

Feature Interaction

All participants of the resulting conference retain all normal features such as
Pickup, Consultation and Add To Conference (if subscribed), with the exception
of Manual Hold: if a participant in the bridged call places the conference on
hold then this is treated as Consultation Hold, i.e. other keysets with a shared
appearance of the line on hold will not be able to retrieve the call from hold and
only the user placing the call on hold can retrieve the call from hold.

CSTA (Computer Supported Telecommunications Applications) Service is
notified if a line joins or creates a Large Conference as a result of Bridging.

A Large Conference provisioning option is provided at the Business Group
Services level to inhibit playing of the conference entry tone when new parties
bridge onto an existing call/conference.

Privacy

A keyset line attribute Privacy is available in the BG (Business Group) keyset
line provisioning options. It is not possible to bridge onto a line whose Privacy
option is enabled. This is the default.

Administrator can set the “Keyset Privacy” attribute; it can also be changed

by the users from their own phones. A feature key and a status lamp can be
programmed in an OpenScape Desk CP keyset phone. The feature key is
used to toggle the call privacy status for the prime line on that phone. The lamp
indicates current status of call privacy. Keyset toggle event is used to signal the
toggle event and status update between OSV and the OpenScape Desk CP
phone.

The user is allowed to toggle the call privacy status when prime line is idle, or
in an active call. If the user toggles call privacy from “off’ to “on” while there

is an ongoing call on the prime line, it sets the line to be private immediately.
Meanwhile all other Keysets with a shared appearance of the same line which
have bridged into the call are disconnected.

The Privacy option doesn'’t affect the operation of Manual Hold i.e. a keyset
line with Privacy enabled that has been placed on Manual Hold may still be
retrieved from hold by another keyset.

Accounting

A per call feature extension value is provided in the CDR to indicate a bridged
call.

Requirements

The Bridged Call feature

» is supported on OpenScape Desk Phone CP family of SIP endpoints.
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User Mobility

4.1.15 3rd Call Leg

4.2 User Mobility

272

» is available (only) to BG keyset users who are also subscribed to the Station
Controlled Conference feature

* is available with any approved Media Server that supports the Station
Controlled Large Conference feature.

The 3rd Call Leg Feature allows to handle three simultaneous calls at a keyset
telephone.

For instance, it is possible for a subscriber to

1) have a primary call
2) pick up a secondary call and
3) perform a consultation call

in parallel.

Mobility is the idea that business users can access their communications from
anywhere at any time. Because users don’t have to be sitting at a specific desk
in a specific office, they can stay in touch wherever their work takes them.

Hot Desking and DLS Mobility

Hot Desking and DLS Mobility are two of the OpenScape Voice features that
provide support for mobility solutions. They allow enterprises with mobile
workers to reduce overall office space, while still providing employees with
comfortable workspaces when they are in the office. With either feature,
incoming calls are automatically routed to the remote telephone, and outgoing
calls placed from the remote telephone show the user’s normal calling party
information, not the information for the remote telephone.

Multiple Ringing

The Serial Ringing and Simultaneous Ringing features provide subscribers the
capability to be rung at several locations, either sequentially or simultaneously.
This is especially useful for those whose job duties require them to be in or
around many different work areas throughout the day.

Remote Feature Activation Capabilities

The Remote Activation of Unconditional Call Forwarding (RACF) and
Simultaneous Ringing are optional capabilities of the Unconditional Call
Forwarding and Simultaneous Ringing core features, respectively. They provide
the subscriber the capability to activate, deactivate, and change the properties
of the respective core feature from locations other than the subscriber’s station,
using a previously assigned PIN.

Related concepts
Call Forwarding - Remote Activation on page 288

A31003-H80A0-F100-16-7618, 07/2024
Feature Description, Feature Description



4.2.1 Hot Desking

Mobility and Collaboration

The Hot Desking feature, sometimes also known as Hoteling, provides
subscribers with the capability to log on to and use a telephone in another
office, or at another position in the same office. With certain limitations, the
telephone in the other office or position has the same OpenScape Voice-
provided features and capabilities as the telephone in the subscriber's usual
office or position.

NOTICE:

It is highly recommended that the user’s physical “home” phone,
if one is used, and the “remote” phone be the same type and
configuration for a better user experience.

Hot desking should not be used in parallel with One Number
Service!

Hot Desking is part of the OpenScape Voice base license, so no additional
licenses are required for its use.

The administrator

» enables this feature at the business group level

» enables this feature at the feature profile or subscriber level, specifying the
role of the related line either as Home Base or Remote

» configures the feature access codes for activation and deactivation

» can assign a function key to the hot desking feature, known as the State key.
If a State key is present and the user presses it, the display prompts the user
to enter the DN of the home office telephone and her subscriber PIN.

To activate the hot desking feature at the remote office telephone, the
subscriber goes offhook, enters the activation feature access code, the DN of
the home office telephone and her subscriber PIN.

To deactivate the hot desking feature:

+ at the remote office telephone where the subscriber is currently logged on,
she goes offhook and enters the deactivation access code.

» from any other remote office telephone, the subscriber goes offhook, enters
the deactivation access code, the DN of the home office telephone, and her
subscriber PIN.

Limitations of Hot Desking

The following are the limitations of hot desking:

» Telephone-based features are not transferred from the home office
telephone to the remote office telephone.

» The remote office telephone does not provide status information for
OpenScape Voice-based call forwarding or OpenScape Voice-based DND.

» The user cannot control OpenScape Voice-based call forwarding features at
the remote office telephone.

» Although the home office telephone can be a keyset, the remote office
telephone cannot.

» The user does not have access to hunt group functionality.

A31003-H80A0-F100-16-7618, 07/2024
Feature Description, Feature Description 273



Mobility and Collaboration

4.2.2 DLS Mobility

274

Hot Desking with Message Waiting Indication (MWI)

For Hot Desking functionality to work properly with MWI it is necessary to
consider the following:

* In order to receive an MWI for a Hot Desking Remote DN, the OSV should
be configured to route the MWI to the RemoteDN (in addition to the
HomeDn).

* The Message Waiting Indication feature requires that a corresponding
Destination Code with same NOA, as defined by the Srx/Main/
MwiNatureOfAddress parameter, be provisioned to allow the MWI request to
be routed successfully to the subcriber.

* In addition to the MWI feature requirement to provision a DN code for
the MWI DN using the same Nature of Address value as RTP parm: Srx/
Main/MwiNatureOfAddress, it is also required to use Class of Service = -1
(default) and ratearea = -1 (default).

Related concepts

Feature Profiles on page 135

OpenScape Voice-based Call Forwarding Features on page 286
Hunt Groups

Solution Comparison: Hot Desking versus DLS Mobility on page 275
One Number Service on page 280

The DLS (Deployment Service) mobility feature is an advanced feature that

is controlled and configured via a separate DLS server. Using the DLS server
permits the creation of mobility-enabled devices, which are able to provide the
user interface configured for the mobile user when the subscriber logs on to it.

For example, the mobility-enabled device provides:

* All personal data, such as call numbers, passwords, and privileges

* The subscriber’s customized key configuration and layout

» Advanced user data such as caller lists and display module data

» Accurate status indications for all OpenScape Voice-based features,
including call forwarding and DND (Do Not Disturb)

» Access to hunt group functionality

DLS mobility is one of the OpenScape Voice features that provides support

for mobility solutions. It allows enterprises with many mobile workers to

reduce overall office space, while still providing employees with comfortable
workspaces when they are in the office.This feature is applicable to OpenScape
Desk CP phones.

Guidelines for Implementation and Use

» A dedicated Mobile User DN is required for any mobility-enabled user. This
DN is registered at OpenScape Voice as long as the mobile user is logged
on at any mobility-enabled device.

* A mobile user can optionally be assigned a non-mobile telephone (home
device). If a home device is assigned, the mobility-enabled device takes on
its characteristics when the subscriber registers to it.
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» If a home device is present, it must be located on the same DLS server as
the mobility-enabled device.

» DLS mobility supports interworking between OpenScape Desk CP phones.
This permits a user with an OpenScape Desk Phone CP home device to use
an OpenScape Desk CP telephone as the mobility-enabled device, and vice
versa.

» Itis recommended that non-managed user data - for example, screen
savers, logos, ring tones - be minimized for mobile users. The size of the
non-managed user data has significant effects on DLS performance and the
number of supported mobile users.

Licensing

DLS Mobile User licenses must be ordered for all mobile user DNs before
they can be configured in the DLS server. According to the OpenScape Voice
dynamic licensing model, which builds on concurrently registered DNs, the
mobile user DNs do not require additional OpenScape Voice dynamic user
licenses.

System Specific Information

Depending on the type of DLS server present, up to 100,000 mobile users and
100,000 mobility-enabled devices are supported.

Related concepts

OpenScape Voice-based Call Forwarding Features on page 286
Hunt Groups

Solution Comparison: Hot Desking versus DLS Mobility on page 275

4.2.3 Solution Comparison: Hot Desking versus DLS Mobility

Hot Desking and DLS (Deployment Service) Mobility are two of the OpenScape
Voice features that provide support for mobility solutions.However, Hot Desking
and DLS Mobility differ both in how they are implemented as well as in the
scope of functions they provide to end users.

It is important to note that hot desking and DLS mobility are not mutually
exclusive features. In many enterprises, only a portion of the workforce needs
the added enhancements provided by DLS mobility. In this case, any number
of the enterprise’s phones could be enabled for DLS mobility, with user licenses
then being purchased for only those employees who need DLS mobility.

Table 26: Solution Comparison: Hot Desking versus DLS Mobility

Hot Desking DLS Mobility
Controlled and configured by Controlled and configured by a
OpenScape Voice separate deployment (DLS) server.

Additionally provides the DISAPI| web
service interface that allows third-party
applications to connect to the DLS and
to drive all mobility actions (logons,
logoffs, create mobile users, etc.).
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Hot Desking

The number of hot desking users is
limited by the number of dynamic
OpenScape Voice user licenses.

Requires one OpenScape Voice
dynamic license per user.

The remote office telephone and the
home office telephone must be hosted
by the same OpenScape Voice, and
both must be in the same business

group.

DLS Mobility

Supports up to 100,000 devices.
These can be HFA, SIP, or mobility-
enabled SIP devices, or mobile users.
Refer to DLS documentation for
details

Requires one OpenScape Voice
dynamic user license and one DLS
Mobility license per mobility-enabled
user.

All devices used by a subscriber must
be located on the same DLS server.

Transfers only OpenScape Voice-
based features to the remote office
telephone.

Transfers the following to the remote
device:

* OpenScape Voice-based features.

» Telephone-based features.

» All personal data, such as call
numbers, passwords, and
privileges.

» Customized key configuration and
layout, including screen savers.

» Advanced user data such as caller
lists and display module data.

Note that the size of the non-managed
user data should not exceed 200
Kbytes. Therefore, it is recommended
that screen savers, logos, ringtones,
and the like NOT be saved as non-
managed user data. The size of this
data will have a significant impact

on the DLS performance as well as
on the number of mobile users that
are supported. Refer to the DLS
documentation for details.

Does not support the following
OpenScape Voice-features on the
remote office telephone:

» Call forwarding
* Hunt groups

Does not provide status information
for the following OpenScape Voice-
based features on the remote office
telephone:

+ Call forwarding
« DND

Supports all OpenScape Voice-based
and all telephone-based features
assigned to the user.

Provides accurate status indications
for all OpenScape Voice-features,
including call forwarding and DND.
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Related concepts

Hot Desking on page 273

DLS Mobility on page 274

OpenScape Voice-based Call Forwarding Features on page 286
Hunt Groups

4.2.4 Serial Ringing

The Serial Ringing feature provides subscribers the capability to be sequentially
rung at a series of locations. This is especially useful for those whose job duties
require them to be in or around many different work areas throughout the day.

This feature optionally includes the ability for the caller to instantly transfer to
the callee’s voice mailbox, rather than waiting for the call to progress through all
locations to do so.

The administrator assigns the Serial Ringing feature to a subscriber, then
associates it with one of the user’s DNs, referred to as the main DN. After this
step, either the subscriber or the administrator creates a screening list, known
as a Serial Ringing List, that contains up to six DNs. These DNs represent the
additional locations that ring when an incoming call arrives at the main DN, and
the sequence in which they are rung. To allow control from the endpoint, the
administrator has to create the corresponding Feature Access Code.

After entering this Feature Access Code, the subscriber hears an
announcement that provides the feature name, its current status (active or
inactive), and the number of DNs currently on the list. OpenScape Voice then
prompts the user to specify one of the following actions to perform:

» Activate or deactivate the feature
» Hear the DNs that are currently on the list
» Add or delete DNs to and from the list

A confirmation tone or announcement is provided to acknowledge the
activation. If the subscriber’s serial ringing list is empty, OpenScape Voice
prompts the subscriber to enter DNs into the list. As soon as a valid DN is
entered, the feature is activated.

After the feature is activated, incoming calls cause the main DN to ring. If it
is not answered in the configured ring duration interval, the next destination
DN is rung for its configured ring duration interval. The first DN to answer is
connected.

NOTICE:

OpenScape Voice uses the subscriber’s dialing characteristics,
rather than the caller's, when it sets up calls to the numbers in
the Serial Ringing List.

If there is no answer after all destination DNs are rung, the call is then routed to
one of the following:

» The user's station Call Forwarding - Don’t Answer destination (if defined)
* Anintercept announcement
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If there is no answer at a given destination DN, OpenScape Voice provides
an intercept announcement before attempting the next number in the list. The
options are the following:

* An announcement that keeps the caller apprised of the call’s progress - for
example, “Trying to reach the user at a different number.”

* An announcement that provides the above information, and also gives the
option for the caller to press a digit to be instantly routed to the called party's
voice mailbox.

Related Features

The Simultaneous Ringing feature is similar to this feature, but it rings several
locations at the same time.

Related concepts

Feature Profiles on page 135

Feature Access Codes for User Mobility on page 284

Call Forwarding on No Reply (Station-controllable) on page 289
Simultaneous Ringing on page 278

4.2.5 Simultaneous Ringing

278

The Simultaneous Ringing feature provides subscribers the capability to

be simultaneously rung at multiple locations. This is especially useful for
subscribers, whose job duties require them to be in or around many different
work areas throughout the day.

The administrator configures the associated access codes and assigns the
Simultaneous Ringing feature to a subscriber’s DN (Directory Number), which
is referred to as the main DN in the following description. This main DN must be
registered with OpenScape Voice for the feature to operate.

After this step, either the subscriber or the system administrator creates a
screening list, known as a Simultaneous Ringing List, that contains up to six
DNs. These DNs represent the additional locations that ring when an incoming
call arrives at the main DN. To allow control from the endpoint, the administrator
has to create Feature Access Code for activation, deactivation and list editing.

After entering the Feature Access Code for list editing, the subscriber hears
an announcement that provides the feature name, its current status (active or
inactive), and the number of DNs currently on the list. OpenScape Voice then
prompts the user to specify one of the following actions to perform:

» Activate or deactivate the feature
* Hear the DNs that are currently on the list
* Add or delete DNs to and from the list

A confirmation tone or announcement is provided to acknowledge the
activation. If the subscriber’s serial ringing list is empty, OpenScape Voice
prompts the subscriber to enter DNs into the list. As soon as a valid DN is
entered, the feature is activated.

After the feature is activated, incoming calls cause the main DN and each
destination DN to ring. The first DN to answer is connected. If the call is
forwarded to another DN, such as voice mail, it rings until answered.
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NOTICE:

OpenScape Voice uses the subscriber’s dialing characteristics,
rather than the caller's, when it sets up calls to the numbers in
the Simultaneous Ringing List.

Related Features

» The Serial Ringing feature is similar to this feature, but it rings one location
at a time.

+ The Simultaneous Ringing - Remote Activation feature provides the
subscriber the capability to manage Simultaneous Ringing from locations
other than the subscriber’s station.

Related concepts

Feature Profiles on page 135

Serial Ringing on page 277

Feature Access Codes for User Mobility on page 284
Simultaneous Ringing Remote Activation on page 279
Night Bell Call Pickup on page 313

4.2.6 Simultaneous Ringing Remote Activation

The Simultaneous Ringing Remote Activation feature is an optional capability
of the Simultaneous Ringing feature. It provides the subscriber the capability
to manage the feature from locations other than the subscriber’s station - for
example, from home or from another work station.

The system administrator does the following:

» Creates a DN to use as the RFA (Remote Feature Access) number.

» Defines the remote activation PIN. This PIN can be unique to each
subscriber, or it can be shared by all subscribers using a given feature
profile.

The user accesses the simultaneous ringing feature remotely as follows:

1) The user dials the remote activation DN associated with the feature.

2) When OpenScape Voice detects a call to the remote activation DN, it
connects the caller to the media server. The media server prompts the caller
to enter the correct home DN and PIN.

3) The user dials the correct home DN (main number) followed by the correct
PIN. The media server collects these digits and passes them to OpenScape
Voice.

4) OpenScape Voice confirms the PIN and provides a confirmation tone or
announcement to the user.

After performing these steps, the user has the same access to the simultaneous
ringing feature as if it were accessed from the home DN. However, local (non-
PSTN extensions) must be prefixed with the digits 02. For example, if the local
extension is 1020, the user must enter 021020 for the change to take effect.
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Requirements

To subscribe to this feature, the subscriber must also have the Simultaneous
Ringing feature.

NOTICE:

In a multiple branch environment it is strongly recommended
that the PACs (Prefix Access Codes) for remotely accessible
services such as Simultaneous Ringing are the same for all NPs
(Numbering Plans). Otherwise the remote access DNs for each
NP must be provisioned to ensure that the call arrives from the
PSTN via a gateway in the same NP.

Related concepts
Feature Profiles on page 135
Simultaneous Ringing on page 278

4.2.7 Teleworking

The teleworking feature provides a solution that permits OpenScape Voice
users who work remotely to have access to the telephone features they can
access while at their primary office locations.

Contact your Unify representative about the availability of teleworking solutions
applicable to other SIP endpoints.

4.2.8 One Number Service

The One Number Service (ONS) features are a group of CSTA (Computer
Supported Telecommunications Applications) capabilities that permit CSTA-
and ONS-enabled applications to take on the responsibility of routing users’
calls. This advanced CSTA service permits ONS-enabled applications to create,
route, track, and provide call control for multiple inbound and outbound calls
using CSTA OpenScape Voice call control services for any device, located
anywhere, for the entire duration of the call.

ONS functionality is especially suitable for mobile users with multiple associated
devices, including external devices such as mobile telephones. It permits the
application to hold, consult, transfer during consultation, single-step transfer,
alternate, and conference the ONS call, even if one or both of the connected
parties are located in the public network. In addition, it enables features such
as:

* Personalized workflow using rules-based call routing
» Single point of contact on inbound and outbound calls
» Setting preferred devices on inbound and outbound calls

Examples for CSTA and ONS-enabled applications are HiPath ComAssistant
and OpenScape UC (Unified Communications) Application.

NOTICE:
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ONS should not be used in parallel with Hot Desking

IMPORTANT:

If a subscriber number is assigned as ONS you should not
delete the subscriber from OSV because it will create an
inconsistent state in UC database. The subscriber with assigned
ONS can be unassigned from the user and removed from UC
database by using CMP-UM or HPUM.

Supported CSTA Call Control Services

ONS supports the following standard CSTA call control services:

*  Make Call

* Clear Connection
» Accept Call

» Deflect Call

* Answer Call

* Hold Call

* Retrieve Call

» Transfer Call

» Single Step Transfer Call

* Consultation Call

+ Alternate Call

* Reconnect Call

» Conference Call

» Generate Digits from any associated device

Standard CSTA call control events are sent for ONS calls, including the Offered
event on inbound calls. An offered call suspends call processing for two
seconds, which gives the CSTA-enabled application time to move the call to a
specific associated device.

Requirements

Each ONS subscriber should be provisioned for the following:

 CSTA service

» Call Forwarding - Unreachable (in case the link to the ONS-enabled
application is not functioning)

» Call Transfer (so transfers can be performed)

In addition, all caller ID services should be set properly.
Functional Sequence

For outbound calls, the subscriber uses the CSTA application interface to
originate a call through any associated device, anywhere - for example, a PBX
telephone, a mobile telephone, a hotel telephone, or a home telephone. For the
called party, the call appears as if it were placed from the subscriber's business
phone number.

For inbound calls, the CSTA application provides the functionality to correctly
route these calls to any of the subscriber’s preferred associated devices,

A31003-H80A0-F100-16-7618, 07/2024
Feature Description, Feature Description 281



Mobility and Collaboration

including voice mail. For the calling party, the call appears as if it were
answered from the subscriber's business phone number.

When an external associated device is involved in either type of call,
OpenScape Voice processes consultation calls initiated by the CSTA and ONS-
enabled application such that a second call leg is not created to the gateway.
An external device is any device connected through a SIP- or SIP-Q gateway -
for example, a PSTN, another OpenScape Voice system, OpenScape 4000, or
HiPath 3000 or a third-party PBX.

Related concepts
Feature Profiles on page 135
Hot Desking on page 273

4.2.8.1 Manually Triggered Consultation Calls for Internal ONDs

282

Several features that can be manually invoked at an OND (One Number
Service Device) during an active ONS (One Number Service) call, result in
establishing an additional call leg to the OND. For some of them - and if the
involved OND is internal (i.e. a registered subscriber device in the OpenScape
Voice) - the second call leg will be identified as a consultation call associated
with the active ONS call. This enables subsequent manual feature activations
for consultation calls.

For an internal OND involved in an ONS call, the following manually invoked
features will result in a consultation call associated with the existing ONS call
(ONS consultation call, for short):

» Direct consultation call via keypad dialing or rep-dial key
» Directed Call Pickup
» Call Pickup Group

NOTICE:

A direct call from a secondary line or another contact of the OND
is not associated with an existing ONS call.

Once an ONS consultation call is stable, the call service normally available on
each call leg will be available via CSTA. and the following subsequent manual
feature activations become possible:

» Alternate (Toggle)

* Reconnect held call (clear and return)
* Hold / Retrieve

* Clear Connection

» Complete Transfer (screened)

» Blind Transfer

» Conference
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4.2.8.2 OND Consultation

The OND (One Number Service Device) Consultation feature allow a CSTA/
ONS application to initiate a consultation call from an external OND (e.g. cell
phone, home phone ...) without creating a second call leg to the OND device.

NOTICE:

External means that the OND device is not a registered
subscriber device in the OpenScape Voice.

In normal 3PCC (3rd party call control) consultation initiated via
CSTA a new call leg to the consulting device is created.

OND Consultation is controlled entirely by the OpenScape Voice, including
alternating between the parties, reconnecting to the held party, music on hold.

Application Scenario

ONS applications such as OpenScape enable users to choose a preferred voice
device to use in inbound or outbound calls depending on user-specified rules.

In some cases, the preferred device is outside the OSV switching domain, for
example a device in the PSTN such as a cell phone or home phone.

OpenScape Voice Subscribers’
Registered Devices (ONS device ID)

PSTN

SIP +
uaCSTA

r—
F—

I:_. CSTA+ONS SIPG @. g 5

ONS Application OpenScape Voice HiPath 4000 (or 3000)
(e.g. OpenScape v3)
SIP 1 SIP-Q

OpenScape VYoice

External Associated Devices
(External OND)

Consider the following setup:

» Subscriber A is provisioned on the OpenScape Voice with CSTA and ONS
» Device D is a cell phone owned by subscriber A

» Devices B and C are the registered devices for subscribers B and C
respectively.

Now assume that user A (ONS) uses a click-to-dial CSTA application to call
user B using device-D (OND). This is a standard ONS-10 Outbound call which
uses 3PCC to set up the prompting call leg to device D on behalf of subscriber
A. When device-D answers the prompting-call, the OSV extends the call to
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device B. User B sees the incoming call with user A's identity and answers the
call.

The voice media for the call is now established between devices D and B
(represented by the solid blue line in the figure below). Note that this call uses
the services of subscriber A, even though the registered device for subscriber A
(i.e. device A) is not involved in this call.

The resulting call is reflected as A|D <--> B.

With OND Consulting, when the CSTA ONS application initiates a consultation
call, the OpenScape Voice will not create a second call leg to the gateway.
Instead, the OSV will put the existing ONS call (A|D<-->B) on hold and it will
use the existing call leg to the OND device for the new consultation call. If
subscriber A is provisioned for central Music on Hold (MOH), device B will be
connected to the Media Server. Otherwise, device B is put in local hold.The
figure below illustrates this behavior. Note that the consultation call A|D<-->C
reuses the original call from the External OND device (represented by the solid
blue line).

QpenScape Voice

ONS Application )
Media Server

(central MOH)

V—
i

LAN

The initial cell phone connection
is re-used for the consultation

callto C
PSTN ﬁ

D (OND)

A (ONS)

NOTICE: It is not supported to Alternate/Reconnect between
incoming calls established on a preferred device being an
External OND e.g. a mobile phone. Alternating between these
calls can only be administered via the external OND.

4.2.9 Feature Access Codes for User Mobility

284

Feature Access Codes enable subscribers to control Mobility Features from
their endpoints. A Feature Access Code can either be dialed or it can be
assigned to a function key on the subscribers’ phones, providing seamless
access to server-side features.

The required access codes are usually created during the initial installation of
the OpenScape Voice system; however, additional codes can be added at any
time.

Technically, a Feature Access Code is a special instance of a PAC (Prefix
Access Code), defining a sequence of keys (0-9, #, *) that enable callers to
invoke a specific server-side feature. It can be created either globally (i.e. in
the Global Numbering Plan) or locally (i.e. in a Private Numbering Plan). In
OpenScape Voice Assistant such a "Feature PAC" has to be created with

» Prefix Type: Vertical Service
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* Nature of Address: Unknown
» Destination Type: Service

and one of the available Service destinations.

NOTICE:

In a multiple branch environment it is strongly recommended
that the PACs (Prefix Access Codes) for remotely accessible
services such as Simultaneous Ringing are the same for all NPs
(Numbering Plans). Otherwise the remote access DNs for each
NP must be provisioned to ensure that the call arrives from the
PSTN via a gateway in the same NP.

Table 27: User Mobility related Service destinations

Feature Action Service Example PAC
Hot Desking activate HD Activate  *35
deactivate HD *36
Deactivate
Serial Ringing Screening List Editing | Serial *40
(via TUI) Ringing SLE
Simultaneous Ringing activate SRS Activate *41
deactivate SRS *42
Deactivate
control via TUI SRS Edit *43

TUI = Telephone User Interface

Related concepts
Serial Ringing on page 277
Simultaneous Ringing on page 278

4.2.10 RTP System Parameters

Certain aspects of Mobility services are controlled on a systemwide basis by
RTP (Resilient Telco Platform) system parameters. Any changes made to these
parameters affect all business groups and their members. Typically, these
parameters are set during initial system configuration, to enforce global system
policies and ensure proper feature interworking.

For example, the following properties can be modified by setting RTP system
parameters:

e The maximum times a call can be forwarded

» Whether a subscriber hears a tone or announcement to confirm that a
particular service is activated or deactivated
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OpenScape Voice-based Call Forwarding Features

While some of these parameters affect all types of CF services, others control
only certain types.

The following table presents the Mobility related RTP system parameters.
Default values are shown in bold type.

Table 28: RTP System Parameters related to Mobility services

Parameter

Srx/Main/
SRCFDATimeout

Values Description Relevance

0-30

When Enhanced CF (Call Forwarding), CF - No Simultaneous

seconds Reply or CF - Voice Mail is active, this parameter | Ringing

is used to extend the value of the Ring Duration
field for the related CF service(s). This additional
time interval provides the time necessary for calls
to progress - for example, the next destination to
be rung on a serial ringing list - so the call is not
forwarded too soon.

For example, assume the following:

* The Ring Duration is defined as 20 seconds.
» This RTP parameter is defined as 10 seconds.

The two time intervals are added together,
resulting in a total time interval of 30 seconds
before a call is forwarded to the destination this
service specifies.

Furthermore, the CSTA related RTP parameters have to be set appropriately in
order to operate the One Number Service.

Related concepts
RTP Management via OpenScape Voice Assistant on page 961

4.3 OpenScape Voice-based Call Forwarding Features

286

OpenScape Voice-based call forwarding features provide a means to customize
the handling of calls when a subscriber is unavailable to answer them.

All OpenScape Voice-based call forwarding features can be provisioned at the
feature profile level with possible modifications at the subscriber level.

OpenScape Voice vs. Endpoint-Based Call Forwarding

Unify SIP endpoints also provide the capability to configure and control local call
forwarding. However, it is strongly recommended that the endpoint-based call
forwarding features are not used simultaneously with call forwarding features
that reside in OpenScape Voice.

The following are the recommendations for usage of this feature:

» OpenScape Desk Phone CP endpoints should use OpenScape Voice-based
station call forwarding because it provides a more consistent call flow with
better feature interaction checks.

» All other endpoints should use endpoint-based call forwarding.
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Station-Controllable Call Forwarding

For some call forwarding features, the subscriber may be allowed to control the
call forwarding behavior to a certain extent. For instance, he may be allowed to

+ activate and deactivate the feature
+ specify the forwarding destination

Station control is possible via feature access codes or OpenScape Desk Phone
CP CSTA (Computer Supported Telecommunications Applications) over SIP.

Requirements

The following are the forwarding target requirements:

* The number must be a routable destination in the private network or in the
PSTN - for example, it cannot be a feature access code.

» The number must be compatible with any toll and call restrictions in effect for
the called subscriber.

Note that the called DN’s dialing characteristics, rather than the caller's, are
used when forwarding the call.

Accounting

When a call is forwarded, CDRs (Call Detail Records) are generated as follows:

» One standard CDR for the call leg that takes place between the original
calling party and the final forwarded-to (connected) party. This CDR type is
generated for all calls.

» One call forwarding CDR for each call leg created when the original call is
forwarded.

Because OpenScape Voice permits up to five forwards per call, up to five of
these CDRs can be generated. For example, assume that party A calls party B.
Party B forwards to party C; party C then forwards to party D. In this scenario:

» A standard CDR is generated for the A-to-D call.

 Individual call forwarding CDRs are generated for the B-to-C and C-to-D call
legs.

Intermediate CDRs provide backup information to allow partial charging for
long duration calls (calls lasting longer than 30 minutes) if a standard CDR

is not generated due to some type of failure. As soon as a standard CDR is
available for a call, any intermediate CDRs are no longer needed, so they are
automatically discarded.

Related concepts

Feature Profiles on page 135

Hot Desking on page 273

DLS Mobility on page 274

Solution Comparison: Hot Desking versus DLS Mobility on page 275

4.3.1 Call Forwarding - Unconditional (Station-controllable)

The station-controllable Call Forwarding - Unconditional (CFU) feature,
sometimes known as Call Forwarding - All Calls, provides the capability to
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redirect all calls intended for the subscriber to another destination. This feature
can be controlled from the station.

If the subscriber is not permitted to modify the forwarding destination, the
resulting forwarding logic is also known as Fixed Call Forwarding.

The administrator specifies:

»  Whether the feature is always active, or if the subscriber is permitted to
activate and deactivate it

» The forwarding destination. The administrator can also configure the feature
such that the subscriber can supply or modify the forwarding destination

Related concepts

Call Forwarding - Remote Activation on page 288

Call Forwarding - Return on page 299

Selective Call Forwarding (Station-controllable) on page 290
Enhanced Call Forwarding on page 292

Call Forwarding - Voice Mail

CFSIE - All Calls on page 297

Call Forwarding Restrictions on page 301

OpenScape Desk Phone CP Feature Access on page 303
Feature Access Codes for Call Forwarding on page 304
RTP System Parameters on page 305

Keyset Operation Modes on page 264

4.3.2 Call Forwarding - Remote Activation

288

The Call Forwarding - Remote Activation feature, sometimes known as
RACF (Remote Activation Call Forwarding), is an optional capability of the
Call Forwarding - Unconditional feature. It allows subscribers to control Call
Forwarding - Unconditional from any location.

This capability permits the subscriber to manage station call forwarding options
and change forwarding destinations from home or from another work location.

Remote Activation is one of the OpenScape Voice features that provides
support for mobility solutions. It ensures that employees have full control over
their telephone calls even when they are offsite.

The administrator sets the RTP (Resilient Telco Platform) parameter Srx/Main/
RACFCfmTreat to specify if tones or announcements should be used on a
systemwide basis to confirm that the feature has been successfully activated.
After doing so, the administrator:

* Creates a DN to use as the RACF access number.

» Defines the RACF PIN. This PIN can be unique to each subscriber, or it can
be shared by all subscribers using a given feature profile.

Requirements
« A DN has to be defined as the RACF access number.
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» The subscriber must also have the Unconditional Call Forwarding feature.

NOTICE:

In a multiple branch environment it is strongly recommended
that the PACs (Prefix Access Codes) for remotely accessible
services such as Unconditional Call Forwarding are the same
for all NPs (Numbering Plans). Otherwise the remote access
DNs for each NP must be provisioned to ensure that the call
arrives from the PSTN via a gateway in the same NP.

Related concepts

Call Forwarding - Unconditional (Station-controllable) on page 287
RTP System Parameters on page 305

User Mobility on page 272

RTP Management via OpenScape Voice Assistant on page 961

4.3.3 Call Forwarding on Busy (Station-controllable)

The station-controllable Call Forwarding on Busy (CFB) feature, sometimes
known as Call Forwarding - Busy Line (CFBL), provides the capability to
redirect calls intended for the subscriber to another destination when the
subscriber’s station is in use.

If the subscriber is not permitted to modify the forwarding destination, the
resulting forwarding logic is also known as Fixed Call Forwarding.

The administrator specifies:

»  Whether the feature is always active, or if the subscriber is permitted to
activate and deactivate it

» The forwarding destination. The administrator can also configure the feature
such that the subscriber can supply or modify the forwarding destination

Related concepts

Call Forwarding - Return on page 299

Enhanced Call Forwarding on page 292

CFSIE - Busy on page 298

Call Forwarding - Voice Mail

Call Forwarding Restrictions on page 301

OpenScape Desk Phone CP Feature Access on page 303
Feature Access Codes for Call Forwarding on page 304
RTP System Parameters on page 305

Hunt Groups

4.3.4 Call Forwarding on No Reply (Station-controllable)

The station-controllable Call Forwarding on No Reply feature, sometimes
known as Call Forwarding - Don’t Answer (CFDA), provides the capability to
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redirect calls intended for the subscriber to another destination if the call is not
answered after a preset number of rings.

If the subscriber is not permitted to modify the forwarding destination, the
resulting forwarding logic is also known as Fixed Call Forwarding.

The administrator specifies:

»  Whether the feature is always active, or if the subscriber is permitted to
activate and deactivate it

* The ring duration
« The forwarding destination. The administrator can also configure the feature
such that the subscriber can supply or modify the forwarding destination

Related concepts

Call Forwarding - Return on page 299

Enhanced Call Forwarding on page 292

Call Forwarding - Voice Mail

CFSIE - Don’'t Answer

Call Forwarding Restrictions on page 301

OpenScape Desk Phone CP Feature Access on page 303
Feature Access Codes for Call Forwarding on page 304
RTP System Parameters on page 305

Serial Ringing on page 277

4.3.5 Selective Call Forwarding (Station-controllable)

290

The station-controllable Selective Call Forwarding (SCF) feature allows to
selectively forward calls based on the caller’s identity. This is achieved by
preparing a list of numbers (screening list) that may either serve as White List or
Black List.

Selective Call Forwarding is independent of other call forwarding features.
Calls from DNs that cannot be determined, or that are not on the list, can be
forwarded to a destination defined in another call forwarding service.

The administrator

* may activate/deactivate the feature on behalf of the subscriber
+ defines the forwarding destination
» defines the role of the associated screening list:

— White list: Calls from the numbers appearing on the list are forwarded
— Black list: Calls from numbers not appearing on the list are forwarded
* may add calling numbers to the screening list.

The subscriber uses the corresponding feature access code to

» activate or deactivate the feature
* add or remove numbers from the screening list

Note that the subscriber can neither change the forwarding destination nor the
screening list role.
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Requirements

In order to enable station control, the corresponding feature access code (SLE
Select CFwd) has to be created at the business group level.

Functional Sequence

When a caller's number matches a number on the screening list, call handling
depends on the defined usage of the screening list.

If it is a white list, the call is forwarded to the redirect number. This can be
another telephone, another subscriber, voice mail, or an announcement. When
the caller's number is not on the forwarding list, the call is completed as usual.

If it is a black list, the call is completed to the subscriber.

System Specific Information

The screening list may contain up to 32 entries.

Related concepts

Call Forwarding - Unconditional (Station-controllable) on page 287
Call Forwarding - Return on page 299

Enhanced Call Forwarding on page 292

Call Forwarding - Voice Mail

CFSIE - All Calls on page 297

Call Forwarding Restrictions on page 301

Feature Access Codes for Call Forwarding on page 304

RTP System Parameters on page 305

4.3.6 Call Forwarding - Dependable / Unreachable

The Call Forwarding - Dependable feature, also known as Call Forwarding

- Unreachable , provides the capability to forward calls for the subscriber's

line to another line when the destination is unreachable due to being either
unregistered, not responding (unplugged) or audit blocked. Different forwarding
targets can be specified for internal calls (from within the business group) and
external calls (from outside the business group).

NOTICE:

Because an increasing number of enterprise users are

mobile users, which may result in their home DNs being
unregistered for substantial periods of time, it is imperative that
a Call Forwarding -Dependable / Unreachable destination be
provisioned for all subscribers.

The administrator activates and deactivates the feature and provides the
redirect numbers for internal and external calls.

If Call Forwarding - Dependable / Unreachable is activated and the subscriber
receives a call while he or she is unreachable, then:

» If the call is internal and a routable redirect number is configured, the call is
forwarded to this internal redirect number.
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» If the call is external and a routable redirect number is configured, the call is
forwarded to this external redirect number.

* In any other case, the feature is not invoked.

Feature Interaction

The Call Forwarding -Dependable / Unreachable feature overrides several of
the station or system forwarding events that would otherwise take place while
the subscriber is in the unreachable state.

If a subscriber is unreachable, the OpenScape Voice-based call forwarding
types have the following precedence, if activated:

1) Call Forwarding - Unconditional

2) Call Forwarding - Dependable / Unreachable
3) Call Forwarding - No Reply

4) Call Forwarding - Busy

Related concepts

Call Forwarding - Return on page 299
Call Forwarding Restrictions on page 301
RTP System Parameters on page 305

4.3.7 Enhanced Call Forwarding

292

The Enhanced Call Forwarding (ECF) feature, sometimes known as Call
Forwarding - Time-of-Day (CF-ToD), provides sophisticated call forwarding
based on a configurable schedule, on the forwarding condition (unconditional,
busy, no answer) and on the caller identity.

This feature is useful if an enterprise wants to set up a fixed schedule for
handling incoming calls - for example, calls to the customer service department.
By specifying a schedule, calls can be routed differently based on the time of
day or day of the week. Calls received after normal business hours might route
to a voice mailbox or to another location that is currently open.

OpenScape Voice’'s multiple time zone support capabilities ensure that the
correct date and time information is used.

NOTICE:

It is not necessary for the related DN to subscribe to CF -
Unconditional, CFBL (Call Forwarding - Busy Line), or CFDA
(Call Forwarding - Don’t Answer) in order to use Enhanced Call
Forwarding.

The administrator defines:

*  Whether the feature is active
* The ring duration (for no answer condition)
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» A time-of-day schedule that provides the following information:

— The day of the week and the start and end times that the forwarding will
be done. The schedule entries cannot overlap.

IMPORTANT:

For the OSV Assistant starting from UC V7 R3.0.8 the end
time 12:00 am is allowed even if the start time is not the
same (12:00 am). For the OSV starting from V7R1.48.1,
the end time as 12:00 am is allowed and OSV calculates
that as 24h (00:00:00-23:59:59). This means that the
following two cases are now available:

12:00am - 12:00am = all day (00:00:00 - 23:59:59) and
xx:xx - 12:00am = From xx:xx until end of day (23:59:59).

For example, adding the following ECF: DAY Monday,
Start time 12:00am - End time 12:am, OSV will handle it
as a call forward for Monday 00:00:00-23:59:59

— The forwarding condition, which can be one of "Always", "Line is Busy",
"No Answer" or "Busy no answer" (i.e. busy or no answer)

— The Forward-to DN to be routed to when forwarding.

— The affected caller group, i.e. whether to forward all calls, or only those
contained in the Caller List, or only those not contained in the Caller List

» A configurable Caller List that can be used for selective forwarding.

There is an RTP-parameter, Sr x/ DB/ | sTi mneZoneGMILi nuxDef aul t , which
can revert the + to - and the - to + for GMT-timezones. This parameter indicates
whether to use the default POSIX-style signs in the Zone names and the output
abbreviations. POSIX has positive signs west of Greenwich, but many people
expect positive signs east of Greenwich. For example, TZ=Etc/GMT+4 uses

the abbreviation GMT+4 and corresponds to 4 hours behind UTC even though
many people would expect it to mean 4 hours ahead of UTC.

Related concepts

Call Forwarding - Unconditional (Station-controllable) on page 287
Call Forwarding on Busy (Station-controllable) on page 289

Call Forwarding on No Reply (Station-controllable) on page 289
Selective Call Forwarding (Station-controllable) on page 290

Call Forwarding - Return on page 299

Call Forwarding - Voice Mail

Call Forwarding Restrictions on page 301

RTP System Parameters on page 305

4.3.8 Call Forwarding - Voice Mail

The Call Forwarding - Voice Mail (CFVM) feature provides the capability to
redirect calls intended for the subscriber to the voice mail system and -more
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important - it ensures that MWI (Message Waiting Indication) is delivered to the
SIP endpoint when a new voice mail message is present.

CFVM Redirecting conditions
A call is redirected to the voice mail when one of the following occurs:

» the called station is in use

» the call remains unanswered for a preset number of rings

« the call is rejected by the user. (Optional condition defined by the
Administrator)

» the call is rejected by the Do Not Disturb status. (Optional condition defined
by the Administrator)

CFVM can be used independently, or it can be used in conjunction with other
call forwarding features:

» Ifitis used independently, all unanswered, busy calls, calls rejected by the
User or by DND are forwarded to voice mail, and the user receives MWI.

» Ifitis used in conjunction with other call forwarding features, different targets
can be assigned to different scenarios, and the user receives MWI for the
calls that were routed to voice mail. This capability is useful, for example, if
a user wants unanswered calls to route to an assistant, and busy-forwarded
calls to route to voice mail.

The administrator can also specify the conditions under which a MWI indication
from the voice-mail system is considered valid. Based on the subscription state
and status of the subscriber’s CFVM feature:

« If CFVM is not subscribed, the user does not receive MWI

* If CFVM is subscribed but inactive, the acceptance of an MWI indication for
a voice mail subscriber is based on the setting of the RTP (Resilient Telco
Platform) parameter Srx/Main/MwiOnVMInactive:

— When set to True, an MWI indication is accepted and processed.
— When set to False, an MWI indication is ignored.
» If CFVM is subscribed and active, a MWI is accepted and processed.

CFVM in Combination with CFB and/or CFDA

The administrator sets the RTP parameter Srx/Main/CFVMCompatibility to
specify if it is allowed to combine CFVM with any of the station-controlled call
forwarding features CFB (Call Forwarding - Busy) or CFDA (Call Forwarding -
Don’t Answer).

If set to False, CFVM can not be combined with CFB or CFDA. This is the
default.

If set to True, these combinations are allowed, i.e. CFVM and CFB and/or
CFDA can be assigned to the same subscriber. Note that if CFVM and CFB/
CFDA are active, the latter take precedence in a busy line/no answer situation.

4.3.8.1 Message Waiting Indication

294

The MWI (Message Waiting Indication) feature permits the reception of a
subscriber’s MWI status from a voice mail system via SIP. In a multiple-platform
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environment (for example, when a OpenScape 4000 is present), OpenScape
Voice sends and receives MWI over SIP-Q.

Depending on the type of SIP endpoint the subscriber uses, the following
indications are possible:

* Audible message waiting indication, which provides a special dial tone
(sometimes called message-waiting dial tone)

*  VMWI (Visual MWI), which illuminates a light (indicator) on the telephone

* Both

Functional Sequence

When a call cannot be answered by a subscriber of a voice mail system
(sometimes known as a message storage and retrieval [MSR] system), the
following takes place:

+ If the voice mail system is connected to OpenScape Voice via SIP:
Whenever a call is automatically redirected by a station call forwarding
feature from the subscriber's DN to the voice mail system, the caller is
automatically redirected to the called party’s voice mailbox.

+ If the voice mail system is connected to OpenScape Voice via SIP-Q (the
voice mail system is located in the OpenScape 4000 SIP-Q network): The
caller is automatically redirected to the called party’s voice mailbox. After
the call is redirected, the calling party can then leave a message for the
voice mail system subscriber. After the voice mail system sends a request,
OpenScape Voice updates the status of the MWI in order to provide the
subscriber notification of the waiting message.

OpenScape Voice supports the message waiting indicator notification function
according to the mandatory requirements of GR-866-CORE. VMWI is supported
according to GR-1401-CORE.

The indications are provided through signaling and interworking with Unify or
third-party voice mail systems.

Other Characteristics

OpenScape Voice ensures that subscribers continue to receive accurate MWI in
any of the following circumstances:

» The SIP endpoint loses power temporarily.
» Arrestart of the SIP endpoint becomes necessary.

» A temporary WAN outage prevents an update of the MWI when a message
was left for the subscriber.

» A hot desking subscriber logs in at a remote office telephone.

» The SIP endpoint is not registered at the time the SIP message would
otherwise be sent.

4.3.9 Call Forwarding System-Internal/External (CFSIE)

The Call Forwarding System-Internal/External (CFSIE) features provide

administrators the capability to redirect calls intended for the subscriber's line to
another line. Different forwarding targets can be specified for internal calls (from
within the business group) and external calls (from outside the business group).
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The administrator specifies whether any of the four CFSIE features (CFSIE - All,
CFSIE - Busy, CFSIE - No Answer, and CFSIE - Do Not Disturb) are enabled for
a given subscriber.

At the forwarded-to subscriber (Subscriber C), the Calling Number is updated
with the DN of the originator (Subscriber A, when A calls B and B is forwarded
to C).

When an incoming call is forwarded due to one of the CFSIE features,
additional information on the forwarding is sent to each subscriber involved in
the forwarding. Depending on the endpoint configuration, the following displays
and tones are possible:

» Calling party name and number display
* Forwarded-to party name and number display

Both visible and audible indications can be separately activated and
deactivated.

CFSIE and Station-controllable Call Forwarding

The administrator allows the end user to configure different call forwarding
destinations for internal calls and external calls on his phone or from a CSTA
application. The CSFIE feature is exposed via the CSTA/uaCSTA interface, so
uaCSTA-enabled phones and CSTA applications “endpoints” can access it.

The privilege to configure CFSIE from endpoints is controlled by the
administrator at the subscriber level. According to the CSTA standard each

of the internal or external variations of a CFSIE type can be turned on/off
separately. As a consequence the privilege to configure the internal or external
variation of a CFSIE type is also granted separately by the administrator.

The privilege to configure the CFSIE feature is sent to the endpoint so it can
adjust the Ul dynamically to indicate to the user which features are configurable.

The end user can access the Call Forwarding features assigned to the endpoint
with the following privileges:

» For the configurable CF features the user can enable/disable them, change
their destinations.

» For the un-configurable features the user can view their current status and
their forwarding destinations.

IMPORTANT:

If the configuration of a CFSIE feature is changed from the
administrator side (i.e. via Assistant), the endpoint is informed so
it can update the display with latest information.

The Cal forwarding types that can be configured by the end-user (if permitted by
the Administrator) are the following:

» Call Forwarding Unconditional (also referred to as call forwarding-immediate,
call forwarding-all or CFU)

» Call Forwarding Busy (also referred to as CFB)

» Call Forwarding No Answer (also referred to as call forwarding-no reply,
CFNR, or CFNA).

IMPORTANT:
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When active, station-controllable call forwarding supersedes
system-level call forwarding.

Internal Call vs. External Call

The following indicates how all CFSIE features classify a call:
* Internal call (within the same business group):

— Subscribers with a configured DN
— Subscribers in a gateway (such as theOpenScape 4000), where the SIP/
SIP-Q protocol indicates that the calling party is private
» External call:

— Subscribers in another business group

— Subscribers in a gateway (such as the OpenScape 4000), where the SIP/
SIP-Q protocol does not indicate that the calling party is private or that it
is marked as public only

— Subscribers in a gateway (such as the OpenScape 4000), where the SIP/
SIP-Q protocols indicates that the calling party is public

From V7 onwards in case of a Blind Transfer (the call is transferred without
notifying the recipient or checking if he is busy) the administrator can choose
if the CFSIE classifies the call as Internal or External is according to the
transferring or transferred party.

E.g. A calls B, B is blind transferred to C, C has CFSIE activated
A is the Transferred party

B is the Transferring party

C is the Transferred-to party

IMPORTANT:

This feature only works if the transferring party and transferred-
to party are in the same OSV. If the call is transferred to the
OSV by another OSV or 4K, the first OSV is not aware that the
transfer happened on the remote side thus the calling party
(transferring party) will always be used by CFSIE to determine
an internal/external call.

NOTICE:

In previous to V7 versions and for attendant and semi-attendant
call transfers the call is classified by CFSIE as internal or
external only according to the Transferred party.

The CFSIE-AIll (Call Forwarding System-Internal/External - All Calls) feature
provides administrators the capability to redirect all calls intended for the
subscriber's line to another line. Different forwarding targets can be specified for
internal calls and external calls.
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4.3.9.2 CFSIE - Busy

When a caller dials the DN of a station that has CFSIE-AIl active, OpenScape
Voice forwards the caller to the predetermined forwarding target. The subscriber
can continue to originate calls.

Related concepts

Call Forwarding - Unconditional (Station-controllable) on page 287
Selective Call Forwarding (Station-controllable) on page 290

Call Forwarding System-Internal/External (CFSIE)

Call Forwarding - Return on page 299

CFSIE - Busy on page 298

CFSIE - Don’'t Answer

CFSIE - Do Not Disturb on page 299

Call Forwarding Restrictions on page 301

RTP System Parameters on page 305

The OpenScape Voice-based CFSIE-Busy (Call Forwarding System-Internal/
External - Busy) feature provides administrators the capability to redirect calls
received when the subscriber’s station is in use. Different forwarding targets can
be specified for internal calls and external calls.

When a caller dials the DN of a station that has CFSIE-Busy active, one of the
following occurs:

» If the destination is idle, the subscriber is alerted normally.

+ If the destination is busy, OpenScape Voice forwards the caller to the
predetermined forwarding target.

Related concepts

Call Forwarding on Busy (Station-controllable) on page 289
Call Forwarding System-Internal/External (CFSIE)

CFSIE - All Calls on page 297

Call Forwarding - Return on page 299

CFSIE - Don’t Answer

CFSIE - Do Not Disturb on page 299

Call Forwarding Restrictions on page 301

RTP System Parameters on page 305

4.3.9.3 CFSIE - Don’t Answer

298

The CFSIE-DA (Call Forwarding System-Internal/External - Don’t Answer)
feature provides administrators the capability to redirect calls that remain
unanswered for a certain time. Different forwarding targets can be specified for
internal calls and external calls.

CFSIE-DA also requires the administrator to specify the Maximum Time to Ring
before forwarding the call.

From version V7 onwards timers for CFSIE-DA are configurable separately for
external and internal calls.
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Functional Operation

When a caller dials the DN of a station that has CFSIE-DA active, the
subscriber is alerted normally the call is classified as Internal or External
and the Maximum Time to Ring timer for the Internal or External call starts.
Depending on the progress of the call, one of the following occurs:

» If the subscriber answers the call before the timer expires, the caller is
connected to the subscriber and the call progresses normally.

» If the subscriber does not answer the call before the relevant timer expires,
OpenScape Voice forwards the caller to the predetermined forwarding target,
depending on the call classification (i.e Internal or External).

4.3.9.4 CFSIE - Do Not Disturb

The OpenScape Voice-based CFSIE-DND (Call Forwarding System-Internal/
External - Do Not Disturb) feature provides administrators the capability to
redirect calls received while the caller has OpenScape Voice-based DND active.
Different forwarding targets can be specified for internal calls and external calls.

When a caller dials the DN of a station that has DND and CFSIE-DND active,
OpenScape Voice forwards the caller to the predetermined forwarding target.

Requirements

In order to get CFSIE-DND to work, the system administrator has to set the RTP
(Resilient Telco Platform) system parameter Srx/Main/CFSIECompatibility to
True. This is the default value.

If this parameter is set to False, calls received are directed to intercept
treatment, rather than forwarded.

Related concepts

OpenScape Voice-based Do Not Disturb on page 154

Call Forwarding System-Internal/External (CFSIE)

CFSIE - All Calls on page 297

CFSIE - Busy on page 298

CFSIE - Don’t Answer

Call Forwarding - Return on page 299

RTP Management via OpenScape Voice Assistant on page 961

4.3.10 Call Forwarding - Return

Call Forwarding - Return allows the forwarded-to station to call the forwarding
station and override (ignore) the forwarding.

This occurs even when calling party information is not delivered to the
subscriber.

Related Features

Call Forwarding - Return is an inherent capability of the following OpenScape
Voice-based call forwarding features:
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» Call Forwarding - Unconditional

» Call Forwarding - Busy

« Call Forwarding - No Answer

» Call Forwarding - Voice Mail

» CFSIE (Call Forwarding System Internal/External) - All
* CFSIE - Busy

+ CFSIE - DND (Do Not Disturb)

* CFSIE - DA (Don’t Answer)

» Selective Call Forwarding

* Enhanced Call Forwarding

Call Forwarding - Return is also an inherent capability of Call Forwarding

- Unreachable; however, it operates in a different manner than it does for
other call forwarding features. For example, assume that station A has Call
Forwarding - unreachable to station B. If station B calls station A while the
station is unregistered, station B hears an announcement that the subscriber is
not available.

This feature is particularly useful in executive-assistant groups for the following
reasons:

« |t allows the assistant to call the executive even when the executive’s
telephone is forwarded to the assistant.

* In the case of Call Forwarding - Unreachable, it notifies the assistant that the
executive is unavailable rather than providing a busy tone.

Related concepts

Call Forwarding - Unconditional (Station-controllable) on page 287
Call Forwarding on Busy (Station-controllable) on page 289
Call Forwarding on No Reply (Station-controllable) on page 289
Selective Call Forwarding (Station-controllable) on page 290
Call Forwarding - Dependable / Unreachable on page 291
Enhanced Call Forwarding on page 292

Call Forwarding System-Internal/External (CFSIE)

CFSIE - All Calls on page 297

CFSIE - Busy on page 298

CFSIE - Don’'t Answer

CFSIE - Do Not Disturb on page 299

4.3.11 Remote Call Forwarding

300

The Remote Call Forwarding (RCF) feature provides the capability to redirect
calls placed to a particular access number (the RCF DN) to a fixed destination.

This feature is similar to OpenScape Voice-based Unconditional Call
Forwarding with the following exception:
* No physical telephone is associated with the base DN ("Virtual DN").

Call Forwarding Displays are provided for the calling and forwarded-to parties
in case of RCF. OSV always sends 181 Call Is Being Forwarded to the calling
party whenever there is a diversion (for example, Call Forwarding - All Types).
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The SIP 181 response contains a "P-Asserted-Identity" (PAIl) header-field with
the display information of the diverting/forwarding party (B).

When reception of more than one simultaneous call is desired, the forwarded-
to DN associated with the RCF DN can be the pilot number of a hunt group.
Although OpenScape Voice does not require that this be the case, doing so
permits the forwarded-to party to receive and process simultaneous calls. Call
forwarding takes place regardless of the status of the forwarded-to party. If

all lines are busy, the calling party might hear busy tone or can alternately be
routed to the voice mailbox associated with the DN.

When the DN is being used for station RCF, it cannot be subscribed to any
other services.

The system administrator configures the station RCF feature by specifying the
following:

+ The RCF DN that serves as the access number dialed by outside callers.
The RCF DN does not originate.

» The forwarding destination for all calls to the RCF DN.

NOTICE:

RCF to MLHG pilot number is not recommended when the Hunt
Group is controlled by OpenScape Contact Center (OSCC).
When a Hunt Group is controlled by the OpenScape Contact
Center (OSCC), you must configure the SIP subscriber number
with Call forwarding unconditional, instead of RCF, for each pilot
number.

4.3.12 Call Forwarding Override

Call Forwarding Override (CFO) feature allows an OSV subscriber to dial a
Prefix Access Code + DN in order to reach a called party, and meanwhile
bypass all call forwarding features configured for that called party.

The usage of CFO is limited to users that belong to the same Business Group.
The user that has been assigned the CFO feature doesn’t have the capability to
override a feature of another user that belongs to a different organization (BG).
The percentage of users in a BG which can be assigned with the CFO feature is
not limited.

End users are not allowed to assign the Call Forwarding Override feature to
themselves, it can only be done by the administrator.

Once the feature is assigned to a subscriber it is automatically activated.

4.3.13 Call Forwarding Restrictions

With the Call Forwarding Restrictions feature, certain traffic types can be
excluded from being used during Call Forwarding execution. System-wide and
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subscriber specific restrictions can be enforced and apply to both OpenScape
Voice-based and endpoint-based call forwardings.

Traffic Types and Classes of Restriction

Traffic type restrictions are declared in so-called Classes of Restriction that are
used in the Toll and Call Restrictions feature, the Call Forwarding Restrictions
feature, the Account Code feature and the BG Authorization Code feature.

The procedure to set up a Class of Restriction can be roughly described in the
following way:

1) Define custom Traffic Types, if necessary

2) Assign Traffic Types to new and existing Destination Codes and Code
Indexes

3) Create the required Classes of Restriction, comprising those traffic types that
shall be restricted in any of the related features

Feature Provisioning

Classes of Restriction for Call Forwarding can be configured globally (system-
wide) and for individual subscribers.

Functional Sequence

Upon execution of Call Forwarding, the destination number is validated and the
call may not be forwarded due to existing Call Forwarding Restrictions.

Only the Administrator is able to control Call Forwarding Restriction provisioning
and not the station user.

When a subscriber attempts to set a call forwarding destination in the
OpenScape Voice, the system validates the destination number to see if the
subscriber is allowed to forward calls to this destination. If no call forwarding
restrictions are specifically assigned to the subscriber, OpenScape Voice
checks for a system-wide default Class of Restriction and a default restriction
for call forwarding to emergency traffic types.

Activation of call forward local in the SIP endpoint or in the OpenScape

Voice via non-validating mechanisms (e.g. the Media Server) can occur. It is
suggested the user should initiate a test call after forwarding is active to validate
that call forwarding is working.

IMPORTANT:

The Call Forwarding Restrictions feature for Subscribers and
System-wide restricts more than just Call Forwarding. It also
restricts:

*  Hunt Group Overflow DN

* Hunt Group Night Service DN
* Hunt Group Rerouting DN

+ SCA Redirect

» CT Security target

« Static OND
« SRS
+ SERRNG
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Related concepts

Call Forwarding - Unconditional (Station-controllable) on page 287
Call Forwarding on Busy (Station-controllable) on page 289
Call Forwarding on No Reply (Station-controllable) on page 289
Selective Call Forwarding (Station-controllable) on page 290
Call Forwarding - Dependable / Unreachable on page 291
Enhanced Call Forwarding on page 292

Call Forwarding - Voice Mail

Call Forwarding System-Internal/External (CFSIE)

CFSIE - All Calls on page 297

CFSIE - Busy on page 298

CFSIE - Don’t Answer

Classes of Restriction on page 555

Traffic Types

4.3.14 OpenScape Desk Phone CP Feature Access

OpenScape Desk Phone CP endpoints can be configured such that their call
forwarding and DND (Do Not Disturb) keys control the OpenScape Voice-based
Call Forwarding - Unconditional, Call Forwarding - Busy, Call Forwarding - Don’t
Answer and DND state rather than their endpoint-based counterparts.

Using Server Based Features instead of endpoint-based features is
recommended for all OpenScape Desk CP phones because it provides a more
consistent call flow with better feature interaction checks.

Note however that the Server Based Features option applies to all four of the
features listed above. For example, it is not possible for the endpoint to control
OpenScapeVoice-based call forwarding, but use endpoint-based DND.

Requirements

In addition to the required CF and DND features, the subscriber has to be
provisioned for CSTA Access, with a CSTA type of CSTA over SIP.

Configuration is also required at the OpenScape Desk Phone CP endpoint to
allow uaCSTA (User Agent CSTA) and Server Based Features.

NOTICE:

Since OpenScape Voice Version 4.0R1 the recommended
way to manage essential phone settings is via the Integrated
DLS Device Management. From there you can easily activate
uaCSTA and Server Based Features by selecting the
corresponding options. This will automatically enable the
required services for the related subscriber (CSTA, CF, DND).

If no DLS is available (for the related BG), the required
configurations have to be performed manually at the Assistant
and the phone.

To enable uaCSTA at the switch, the RTP (Resilient Telco Platform) parameter
Srx/Sip/UaCstaEnable has to be set to True, which is its default value.
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Supported CSTA Call Control Services

The implementation makes use of the following standard CSTA (Computer
Supported Telecommunications Applications) call control services:

» Get Forwarding
» Set Forwarding
* Get Do Not Disturb
» Set Do Not Disturb

Related concepts

Call Forwarding - Unconditional (Station-controllable) on page 287
Call Forwarding on Busy (Station-controllable) on page 289

Call Forwarding on No Reply (Station-controllable) on page 289
RTP Management via OpenScape Voice Assistant on page 961

4.3.15 Feature Access Codes for Call Forwarding

304

Feature access codes enable subscribers to activate or deactivate station-
controllable CF (Call Forwarding) services and set CF-related properties
from their endpoints. A feature access code can either be dialed or it can be
assigned to a function key on the subscribers’ phones, providing seamless
access to server-side features.

Feature Access Codes are required for OpenScape Desk CP phones to invoke
call forwarding features inaccessible by CSTA.

The required access codes are usually created during the initial installation of
the OpenScape Voice system; however, additional codes can be added at any
time.

Technically, a Feature Access Code is a special instance of a PAC (Prefix
Access Code), defining a sequence of keys (0-9, #, *) that enable callers to
invoke a specific server-side feature. It can be created either globally (i.e. in
the Global Numbering Plan) or locally (i.e. in a Private Numbering Plan). In
OpenScape Voice Assistant such a “Feature PAC” has to be created with

» Prefix Type: Vertical Service
* Nature of Address: Unknown
» Destination Type: Service

and one of the available Service destinations.

NOTICE:

In a multiple branch environment it is strongly recommended
that the PACs (Prefix Access Codes) for remotely accessible
services such as CF - Unconditional are the same for all NPs
(Numbering Plans). Otherwise the remote access DNs for each
NP must be provisioned to ensure that the call arrives from the
PSTN via a gateway in the same NP.
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Table 29: CF (Call Forwarding) related Service destinations

Feature Action Service Example
PAC
CF - Unconditional activate CFU Activate *72
deactivate CFU Deactivate *73
CF - Busy activate CFB Activate *90
deactivate CFB Deactivate *91
CF - No Reply activate CFNR Activate *92
deactivate CFNR Deactivate *93
CF - Selective edit screening list SCF SLE *63
CF - Voice Mail activate CFVM Activate *78
deactivate CFVM Deactivate | *79
DND activate DND Activate
(related to CFSIE-DND) | geactivate DND Deactivate

Related concepts

Call Forwarding - Unconditional (Station-controllable) on page 287

Call Forwarding on Busy (Station-controllable) on page 289
Call Forwarding on No Reply (Station-controllable) on page 289
Selective Call Forwarding (Station-controllable) on page 290

4.3.16 RTP System Parameters

Certain aspects of CF (Call Forwarding) services are controlled on a

systemwide basis by RTP (Resilient Telco Platform) system parameters.
Any changes made to these parameters affect all business groups and
their members. Typically, these parameters are set during initial system
configuration, to enforce global system policies and ensure proper feature

interworking.

For example, the following properties can be modified by setting RTP system
parameters:

*  The maximum times a call can be forwarded

*  Whether a subscriber hears a tone or announcement to confirm that a
particular service is activated or deactivated

While some of these parameters affect all types of CF services, others control
only certain types.

The following table presents the CF related RTP system parameters. Default
values are shown in bold type.
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Table 30: RTP System Parameters related to Call Forwarding

Parameter Values Description Relevance
Srx/Main/ 1 (Tone), This parameter defines the confirmation  all station-
CFACckTypeActiv type (tone or announcement) the controllableCF
2 (Announcement) ; o .
subscriber hears after activating any call services
forwarding service.
Srx/Main/ 1 (Tone), This parameter defines the confirmation all station-
CFAckTypeDeact type (tone or announcement) the controllableCF
2 (Announcement) ; L .
subscriber hears after deactivating any  services
call forwarding service.
Srx/Main/ 1,2,3,4,5 This parameter limits the number of all CF services

CFMaxDiversions

(CF Max Diversions)

times a call can be forwarded.

Srx/Main/
CFSIECompatibility

RTPTrue (True)
RTPFalse (False)

This parameter defines whether calls
received are forwarded or directed to
intercept treatment.

*  When set to True, calls are forwarded
to the configured destinations.

*  When set to False, calls are directed
to intercept treatment.

CFSIE - DND

Srx/Main/
CFVMCompatibility

RTPTrue (True)
RTPFalse (False)

This parameter indicates whether CF

- Busy, CF - No Reply, or both can be
assigned to a subscriber at the same

time CF - Voice Mail is subscribed (for
compatibility with older versions).

When set to True:

* CF - Busy and CF - Voice Mail can
be assigned to a subscriber. When
both are assigned and active, CF-
Busy takes precedence in a busy-line
situation.

* CF - No Reply and CF - Voice Mail
can be assigned to a subscriber.
When both are assigned and active,
CF - No Reply takes precedence in a
no-answer situation because the no-

answer timer for CF - Voice Mail does

not start.

When set to False, only CF - Voice Mail
can be assigned to a subscriber.

CF -
Busy,
No Reply,

Voice Mail
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Parameter

Srx/Main/
MwiOnVMInactive

Srx/Main/RACFCfmTreat

Srx/Main/
SRCFDATimeout

Srx/Main/
UseBglExtension
OnCFToVoiceMail

Values

RTPTrue (True)
RTPFalse (False)

1 (Tone),

2 (Announcement)

0 - 30 seconds

RTPTrue (True)
RTPFalse (False)

Description

This parameter defines whether an MWI
(Message Waiting Indication) is accepted
for a voice mail subscriber when call
forwarding to voice mail is not active.

*  When set to True, an MWI indication
is accepted and processed.

*  When set to False, an MWI indication
is ignored.

This parameter defines the confirmation
type (tone or announcement) the
subscriber hears after remotely
activating Unconditional CF

When Simultaneous Ringing is active,
this parameter is used to extend the
value you specify in the Ring Duration
field for the related CF services. This
additional time interval provides the
time necessary for calls to progress - for
example, the next destination to be rung
on a serial ringing list - so the call is not
forwarded too soon.

For example, assume the following:

* The Ring Duration is defined as 20
seconds.

» This RTP parameter is defined as 10
seconds.

The two time intervals are added

together, resulting in a total time interval
of 30 seconds before a call is forwarded
to the destination this service specifies.

This parameter indicates whether
extensions should be used in redirecting
numbers sent to the voice mail DN.

*  When set to True, the BGL extension
is used for the Original Called Party
Number or Redirecting Number field
in the Setup message.

*  When set to False, the E.164 DN is
used instead.

Relevance

CF - Voice Mail
in combination
with CFSIE

CF - Remote
Activation

CF -
Enhanced,
No Reply,

Voice Mail

CF - Voice Mail
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Call Pickup

Parameter Values Description Relevance

Srx/Main/ string (blank) This parameter is relevant only if the CF - Voice Mail

VoiceMailDnList
ForBglExtensions

4.4 Call Pickup

308

previous parameter is set to True. It
contains the Voice Mail DN(s) that
require the use of BGL extensions when
redirecting numbers sent to the voice

mail DN.
The string must be in the form
DN1::DN2::...::DNlast. Ifthe BGL

extension associated with the called
party DN appears in this string, that
extension is sent in the Diversion Header
rather than the E.164 DN.

Related concepts

Call Forwarding - Unconditional (Station-controllable) on page 287
Call Forwarding - Remote Activation on page 288

Call Forwarding on Busy (Station-controllable) on page 289

Call Forwarding on No Reply (Station-controllable) on page 289
Selective Call Forwarding (Station-controllable) on page 290
Call Forwarding - Dependable / Unreachable on page 291
Enhanced Call Forwarding on page 292

Call Forwarding - Voice Mail

Call Forwarding System-Internal/External (CFSIE)

CFSIE - All Calls on page 297

CFSIE - Busy on page 298

CFSIE - Don’'t Answer

RTP Management via OpenScape Voice Assistant on page 961

The Call Pickup features of OpenScape Voice allow subscribers to answer calls
on behalf of other subscribers.

The Call Pickup Group (CPG) feature permits stations to be combined into
pickup groups, which allow one group member to answer a call on behalf of
another member.

The Directed Call Pickup feature provides subscribers the capability to answer
any ringing, manually held or camped-on station within the business group.

The Night Bell Call Pickup feature permits alternate routing of inbound calls to a
night bell such that everyone in the building can hear the alerting call, and can
answer the incoming call from any SIP endpoint.

NOTICE:

Call Pickup is limited to lines within the same Business Group.

Networking
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Since release 4.0R1 of OpenScape Voice, it is possible to configure CPGs
whose members are located at different OpenScape Voice and OpenScape
4000 nodes, i.e. call pickup groups may span the SIP-Q network.

Related concepts
Bridged Calls and Privacy

4.4.1 Call Pickup Groups

The Call Pickup Group (CPG) feature permits to combine several subscribers
of the same BG (Business Group) into a pickup group, which allows one group
member to answer a call on behalf of another member.

A pickup group can consist of a combination of different user endpoint types,
such as DFTs (Digital Feature Telephones) or keyset telephones. A call to
any member in the group can be picked up at any other station in the group.
When two or more members in the group are ringing at the same time, calls
are answered in order of arrival; therefore, the call ringing the longest is
automatically picked up first.

For each group, up to eight ringing lines are queued for pickup. If a ninth call
rings, it cannot be picked up even if other calls leave the queue or it later
becomes the only ringing line in the pickup group.

If there are no alerting calls for the group, and a pickup is attempted, the
member who attempts the pickup receives an error indication. This indication
might be an interrupted dial tone, a message on the display, or an error tone.

Network-wide Call Pickup Groups

With OpenScape Voice it is possible to configure CPGs whose members are
located at different OpenScape Voice and OpenScape 4000 nodes, i.e. a CPG
may span across the SIP-Q network.

Administrative Tasks

The administrator configures the pickup groups and creates feature access
codes for call pickup initiation from the endpoints. Furthermore, these feature
access codes can be assigned to function keys on the group members’ phones.

NOTICE:

Call Pickup Groups can also be administered via the CMP under
User Management > Administration > User & Resources

CPG network access and routing must be administered and managed across
the network (i.e., source-BG access code, destination access codes and
destination group numbers).

'Waiting Queue Directory Number' setting for Call Pickup Group

» The selection button for the waiting queue will open a list with all the
available Manual-Application Controlled Hunt Groups within the same
Business Group
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» The user shall be able to select any HG from the list and assign it to the
waiting queue for the CPUG.

» Setting a Pilot DN will enable the waiting queue functionality to the
unregistered CPUG members

— The HG must be empty without any agents added
— Otherwise the request shall be rejected.

» The user shall be able to disable the waiting queue functionality by clearing/
removing the Waiting Queue Directory Number field

Related concepts
Feature Profiles on page 135
Feature Access Codes for Call Pickup

4.4.1.1 Network-wide Call Pickup Groups
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Since release 4.0R1 of OpenScape Voice it is possible to configure Call
Pickup Groups whose members are located at different OpenScape Voice and
OpenScape 4000 nodes, i.e. a CPG (Call Pickup Group) may span across the
SIP-Q network.

Each local call pickup group is capable of adding a list of associated remote
CPGs located elsewhere in the private SIP-Q network, but within the same BG
(Business Group) in the logic of private SIP-Q networking.

Provisioning

The network-wide CPG feature relies on a feature activation and routing
mechanism that is based on network-wide unique Access Codes being
assigned to the involved OpenScape Voice Business Groups and OpenScape
4000 nodes. For a OpenScape 4000 this Access Code corresponds to its Node
ID.

NOTICE:

The provisioning of network-wide unique Access Codes and
network-wide CPGs must be carefully planned and administered
as a network-wide service at each participating network entity.

On the OpenScape Voice side, the following actions have to be performed:

1) For every local BG (Business Group) that shall be provisioned with a
network-wide CPG, the unique Access Code has to be configured as a
PAC (Prefix Access Code), pointing to the Network-wide Feature Activation
Service (Network Feature). Furthermore, the Access Code has to be
assigned to this BG as its BG Access Code.

2) The Destination Access Codes (i.e. Access Codes of remote OpenScape
Voice BGs or OpenScape 4000 nodes) have to be made routable across
the network. PACs with appropriate destinations have to be created in the
appropriate numbering plans.

3) When configuring a network-wide CPG, the associated remote CPGs have
to be specified by the Access Code of their enclosing administrative entity
(BG or Node) and their identifying number within this entity. Because Access
Codes are unique across the network and the identifying numbers are
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unique within the enclosing entity, all CPGs can be properly addressed in
this way.

Remote groups may be assigned to only one local group.
Point-to-Point Scenario (Example)

The following figure displays an example for a network-wide CPG, spanning
across two OpenScape Voice switches (OSV-1 and OSV-2) and a OpenScape
4000:

» Subscribers S and T are located at CPG 1 in BG A of OSV-1
e Subscribers X and Y are located at CPG 5 in BG B of OSV-2
* Subscriber Z is located at CPG 1 of OpenScape 4000

In order to provison the network-wide CPG, the BG Access Codes and
Destination Access Codes have to be configured at both OSVs.

CPG

Member Member
BG A F X BG B

Access

Access
|I L] Code: ll Ll |IEI Code:
@ +q @ +ip

\ / siPQ \
cPe CPG

ID:1 ID:5

Network-wide CPG
members: 5, T.X,Y.Z

n CPG
BG Access Code 1 createdas (o Wb

Required Configuration at OSV-1:
1.

PAC for the Network Feafure
setvice and assigned to BG A
2. Destination Access Codes **2
and **3 created as PACs and
linked to routes to OSV-2 and

HiPath 4000, respectively 1D: 1
3. CPG 1 provisioned with local
members S and 7 and Remote
Groups (Remote Access Code, HiPath 4000 ¥ Node ID **3

Remote Group Number)=(**2,5)
for OSV-2 and (**3, 1) for HiPath
4000

Figure 36: Network-wide CPG (Example)
Tandem Scenario (Example)
The following figure displays an example for an OpenScape Voice acting as a

(true) tandem node for calls related to a network-wide CPG. Even though the
tandem node is not part of the CPG, the access code routing has to be enabled.
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BG A
Access
Code:

**1 E
CPG
ID: 1
HiPath 4000 Node ID **3

ﬂo SW

Required Configuration at Tandem-0SV:
Destination Access Codes **1 and **3 created as PACs and
linked to routes to OSV-1 and HiPath 4000, respectively

Figure 37: Network-wide CPG - Tandem Scenario (Example)(

HiPath DX Remote Groups
A network-wide pickup group owned by OpenScape Voice works in dual mode:

» For local subscribers and any remote group which are not located in HiPath
DX.

« For HiPath DX remote groups.

The main difference between HiPath DX and HiPath 4K regarding the group
pickup feature is HiPath DX does not support Group Indication On/Off feature.
OSV does not send Group Indication On/Off to HiPath DX remote groups and
does not receive such notifcation from these remote groups. Instead, members
of this group must depend on being within hearing distance of a group pickup
member that is ringing to indicate that a group pickup is possible.

Moreover when an OSV group member is ringing and a remote DX group
member attempts to pick up the call, OSV assigns this caller the group pickup of
a ringing user. On the other hand, when a remote group member is ringing and
an OSV group member attempts pickup, OSV searches for a local ringing group
member. If it finds none, each HiPath DX remote group is serially receiving the
pickup request until it is accepted or the last remote group member node rejects
the request.

4.4.2 Directed Call Pickup
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The Directed Call Pickup feature, sometimes known as Call Pickup - Directed,
provides subscribers the capability to answer any ringing, manually held or
camped-on station within the business group.

For example, this feature is useful if a subscriber is expecting a call, but will
be out of the office for a few minutes. During that time, another subscriber can
answer the unavailable subscriber’s calls from his or her own station.
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If the picking subscriber is in a call, he can add the picked-up line to the
call, creating a 3-way conference. Adding the picked-up line to an existing
conference is also possible.

Functional Operation

The administrator provisions the subscriber for Directed Call Pickup and creates
a DIR-PICKUP key on the user’s OpenScape Desk CP phone or defines a
Prefix Access Code (PAC) for this service.

To perform a Directed Call Pickup, the picking subscriber can do one of the
following:

* Press the DIR-PICKUP key and enter the internal number of the target
station

* Press the right arrow key to access the context menu, then follow the
prompts

» Dials the "Call Pickup Directed" PAC and enter the internal number of the
target station

If a call was put on manual hold on a shared line, then on every keyset that
has an appearance of this line, Directed Call Pickup can also be accomplished
by pressing the DIR-PICKUP key followed by the target line key (provided that
the primary line was provisioned for Directed Call Pickup) or by dialing the "Call
Pickup Directed" PAC followed by the internal number of the target station.

Keyset-specific Use

Keyset users can employ the Directed Call Pickup feature to move a call
from one line to another, which is a typical requirement in Executive/Assistant
arrangements. Consider, for instance, the following scenario:

» A secretary has a keyset with a primary line and a secondary line for her
executive

* A PSTN user makes a call to the executive’s DN; the secretary answers the
call using the executive’s line appearance

» The secretary then decides to move the call from the executive’s line to her
primary line. In order to achieve this, she proceeds as follows:

— Puts the call on the executive’s line on manual hold

— Presses the line key for her primary line, followed by the DIR-PICKUP
key, followed by the line key for the executive’s line or Dials the "Call
Pickup Directed" PAC and enters the internal number of the executives’s
line.

4.4.3 Night Bell Call Pickup

The Night Bell Call Pickup feature permits alternate routing of inbound calls to
a predefined CPG (Call Pickup Group) such that everyone in the building can
hear the alerting call, and can answer the incoming call from any SIP endpoint.
Each BG (Business Group) can have a single Night Bell CPG.

Because this feature is assigned to the BG as a whole, it can be used by all
business group members and does not require pickup group membership.

The Night Bell Call Pickup feature doesn’t interfere with the ability to assign Call
Pickup to lines in the BG. There are different access codes defined and used.
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In order to provide the Night Bell Call Pickup feature, the administrator has to
perform the following tasks:

1) Create a Call Pickup Group that comprises all night bell lines.

2) If multiple bells are to ring simultaneously, assign the Simultaneous
Ringing feature to one of them ("Line A"), with the other lines placed into its
Simultaneous Ringing list.

NOTICE:

Note that this limits the size of a Night Bell Call Pickup group
to the maximum size of a Simultaneous Ringing list.

3) Assign the Night Bell Call Pickup service to the BG, pointing to the
previously created Call Pickup Group.

4) Assign a Night Bell Call Pickup access code: this is a PAC (Prefix Access
Code) for the vertical service Night Bell CPU

5) Optionally, assign a function key on the users’ phones

Typically, "Line A" of the Night Bell Call Pickup group will be assigned as the
Night Service DN for a MLHG (Multiline Hunt Group), e.g. the MLHG for the
attendants in a BG. However, other subscribers could also individually forward
calls to "Line A" of the Night Bell Call Pickup group.

Related concepts

Feature Profiles on page 135
Simultaneous Ringing on page 278
Feature Access Codes for Call Pickup
Hunt Groups

Night Service on page 324

4.4.4 Feature Access Codes for Call Pickup
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Feature Access Codes enable subscribers to initiate Call Pickup from their
endpoints. A Feature Access Code can either be dialed or it can be assigned to
a function key on the subscribers’ phones, providing seamless access to server-
side features.

The required access codes are usually created during the initial installation of
the OpenScape Voice system; however, additional codes can be added at any
time.

Technically, a Feature Access Code is a special instance of a PAC (Prefix
Access Code), defining a sequence of keys (0-9, #, *) that enable callers to
invoke a specific server-side feature. It can be created either globally (i.e. in
the Global Numbering Plan) or locally (i.e. in a Private Numbering Plan). In
OpenScape Voice Assistant such a "Feature PAC" has to be created with

« Prefix Type: Vertical Service
* Nature of Address: Unknown
» Destination Type: Service

and one of the available Service destinations.
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Table 31: Call Pickup related Service destinations

Feature Action
Call Pickup Group initiate call pickup
Night Bell Call Pickup initiate call pickup

Directed Call Pickup initiate call pickup

4.5 Hunt Groups

Service
Call Pickup Orig
Night Bell CPU

Directed Call
Pickup

Hunt Groups

Example PAC
*22
*38
*74

A Hunt Group (HG), sometimes also referred to as Multiline Hunt Group
(MLHG), permits the distribution of incoming calls to associated subscribers
(members). If a member is busy or does not accept an incoming call, the call is
automatically routed to another member of the hunt group.

The HG can be reached at a single DN, the so-called Pilot Number of the HG. A
Hunt Group is uniquely identified by its Pilot Number, which cannot be changed

after the Hunt Group has been created.

NOTICE:

It is also possible to assign a modifiable, descriptive name to
each hunt group, which facilitates its identification in filters, lists,

etc.

Pilot DN types

Possible Pilot DN Types:
» Master Hunt Group

If the Pilot Number is related to a station (i.e. it is assigned to a SIP phone
subscriber), the HG is also referred to as Master Hunt Group. The respective
station is called Master Station and provides access to certain features that

control the hunt group.
+ Pilot DN

If the Pilot Number is not related to a station (i.e. it is assigned to a profile-
only subscriber) and is used only as an access number, the HG is also

referred to as Pilot DN.

NOTICE:

If the Pilot DN is assigned to a Branch Office the Branch Office
Name is populated in the respective MLHG field.

Hunting Types

The hunting types below have the relative hunting sequence:
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Circular Hunting

An incoming call causes OpenScape Voice to progressively search for

an idle station within the hunt group, starting with station position stored
when the previous call to the hunt group was made. When a line is selected
to complete a call to the group, the line that is one past it in the group is
marked to become the starting point for the hunt on the next call to the hunt
group. For example, if the last line in the group was chosen for the previous
call, this is the first line in the group for the next call.

Linear Hunting

An incoming call causes OpenScape Voice to progressively search for an
idle station within that hunt group. The hunting sequence starts with the
first member and ends with the last member in the group. The first available
member is chosen to present the call to.

The calls are routed to the overflow destination only if the hunting passes the
last group member and there either is no queue, the queue is full or the call
has been queued for too long.

UCD - Uniform Call Distribution

OpenScape Voice routes an incoming call to the station within the hunt
group that has been idle the longest.
Parallel - Call Pickup Model

All available members of the Hunt Group are alerted simultaneously (similar
to a Call Pickup Group) whenever a new call arrives at the Hunt Group.

NOTICE:

When a subscriber is already a Member in a Hunt Group
that has Type = "Parallel - Call Pickup Group Model", the
subscriber cannot be also added as a Member in a Call
Pickup Group (an error comes from soapServer preventing
this action). Therefore, since the subscriber is not added as
a Member in the Call Pickup Group, the action of sending the
Group Pickup URI in dis is also prevented.

NOTICE:

The Parallel - Call Pickup Model type is currently not
applicable for groups with their members being circuit users.

Parallel — Simultaneous Alerting Model

All available members of the Hunt Group are alerted simultaneously (similar
to the Simultaneous Ringing feature) whenever a new call arrives at the Hunt
Group.

Manual — Application Controlled hunting

OpenScape Voice does not perform the distribution of calls to agents, and all
incoming calls are queued. For the distribution to work:

— The hunt group must be provisioned as a pilot hunt group.

— The Pilot Number must be marked for CSTA and must be monitored by
a CSTA application, which allows an external application to be notified of
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calls going into the queue, and to subsequently retrieve (reroute) those
calls.

For example, the Concierge application, which is now part of the OpenScape
Voice solution, uses Hunt Groups provisioned for Manual Hunting to allow
attendants to pick up waiting, unanswered or parked calls.

Conditional / Unconditional

The following two overflow handling "modes" are supported by OSV from V7
onwards for all hunting types except for the Manual — Application Controlled
hunting:

» Conditional, where calls are routed to the overflow destination only if the
hunting passes the last group member and there either is no queue, the
queue is full or the call has been queued for too long.

This is the traditional Linear Hunting mode.

» Unconditional, where calls are immediately routed to the overflow
destination, if the hunting passes the last group member.

This behavior is preferable if the overflow destination is again a Hunt Group,
e.g. on another switch (network-wide Hunt Group).

If no overflow destination has been provisioned, then the Conditional mode
will be used.

Parallel - Call Pickup Model Hunt Groups distribution flow
Parallel - Call Pickup Model hunt group has the following restrictions:

1) A subscriber cannot be a member of a regular Call Pickup Group and a
member of a parallel Hunt Group at the same time.

2) A subscriber cannot be a member of more than one Parallel - Call Pickup
Model Hunt Groups.

Call distribution is performed as follows:

1) If there are members available and there is no other call being distributed,
the procedure is:

+ Search for the next available HG member using the Circular algorithm.

+ Send the call to the selected member. If the call is not successful, find the
next member using the Circular algorithm once again.

*  When the selected member receives the call, a Call Pick Up (CPU)
notification is sent only to all other available members. The CPU
notification indicates that this is a call to the MLHG Pilot DN.

* Once the call is answered or picked-up and if there is a queue and at
least one available agent, the next call in the list is being distributed.

2) If no HG members available, the processing of calls to the Parallel HG is
the same as the existing Hunting Types. This means that the call may be
queued, deflected to Overflow Destination, Deflected to Night Service DN or
Rejected, all according to the HG configuration.

3) A parallel Hunt Group can only distribute one call at a time. Therefore, if a
call arrives to the Hunt Group and there is already a call being distributed,
the new call is handled as if there are no members available.

4) If a HG member becomes available while there is a distributed call alerting
other members, a CPU notification is sent to the member that just became
available.
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INFO:

Direct calls to a HG member does not trigger any CPU
notifications (i.e they are not presented to the other members).
The CPU notifications are only sent for calls to the HG Pilot.

NOTICE:

All members must be subscribed to the Call Pickup Group
feature.

Parallel - Simultaneous Alerting Model Hunt Group’s distribution flow

Parallel - Simultaneous Alerting Model (Parallel - SA) hunt group doesn’t have
the restrictions of the Parallel - Call Pickup Model Hunt Group.

NOTICE:

Successful agent hunting for "Parallel — Simultaneous Alerting
Model" MLHGs requires a successful call routing translation of
the Pilot DN in the Pilot DN’s numbering plan. The translation
starts in the Pilot's numbering plan using the full Pilot DN
number (with type of number "Unknown") and is supposed to
lead to the actual HomeDN of the Pilot number.

Call distribution is performed as follows:

1) Create a Parallel Alerting List (PAL) containing all available members of the
group.

2) MLHG service invokes call setup to all PAL members, in a similar fashion to
the Simultaneous Ringing Service. Parallel — SA does the following:

If the call setup to one or more PAL members fails then the member is
released and alerting continues with the remaining PAL members

If the call setup fails on all members then all members are cleared and
the call shall follow the overflow provisioned attributes provisioned for the
group.

During Parallel - SA Hunt Group distribution if a PAL member’s phone
invokes redirection (SIP 3xx) then MLHG shall release that member from
the PAL.

Once the call is answered or picked-up and if there is a queue and at
least one available agent, the next call in the list is being distributed.

3) If no HG members are available, the processing of calls to the Parallel -
SA HG is the same as for the existing Hunting Types. This means that the
call may be queued, deflected to Overflow Destination, Deflected to Night
Service DN or Rejected, all according to the HG configuration.

4) A Parallel - SA Hunt Group can only distribute one call at a time. Therefore,
if a call arrives to the Hunt Group and there is already a call being
distributed, the new call is handled as if there are no members available.

NOTICE:
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When the Pilot DN type is “Master Hunt Group” and the Type is
“Parallel-Simultaneous Alerting Model” the connection type of
Pilot DN should not be SIP but Profile-only

Busy Status

A hunt group is busy when one of the following conditions are present:

» There are no idle members in the group to present the call to, and there are
no idle positions in the queue.
» ltisin night service.

Upon determining busy, the sequence of treatment is as follows:

1) If the group is in night service, the call is routed to the night service DN.

2) Otherwise, if there is an associated queue with idle positions in the queue,
queuing will be performed.

3) Otherwise, if Call Forwarding - Busy Line is active on the group via the pilot
DN, the call is forwarded.

4) Otherwise, if an Overflow DN is present, the call is routed to it.,if an Overflow
DN is not present then check if a Night Answer DN is provisioned and use
that for overflow.

5) Otherwise, busy tone is given. This is the default.

Blocking Status

The blocking status of the hunt group and its members is determined as follows:

» If the pilot DN of the hunt group is dialed, only the blocking state of the pilot
DN is checked. If the pilot DN is blocked, hunting does not occur - no matter
what the blocking state of the group members is. If it is not blocked, normal
hunting occurs.

» If amember's DN is dialed directly, the blocking state of the member’s DN is
checked.

Networking

» All members of a hunt group must reside in the same Business Group.

» Calls delivered to members of pilot hunt groups cannot overflow or forward
to a remotely located voice mail system.

» Calls originated by a hunt group member can route over a network interface.
» Calls arriving over a network interface can route to a hunt group interface.

» If the pilot line is associated to a PBX, all hunt group members must reside in
this very PBX.

System-Specific Information

OpenScape Voice supports up to 25,000 hunt groups. Each hunt group can
contain up to 2,048 stations. A station (DN) can be a member of up to 32 hunt
groups. Although each station has its own DN, the system administrator can
designate it as non-external.
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4.5.1 Queuing

4.5.2 Overflow

320

Each Hunt Group can optionally have an associated overflow queue to which
calls are routed if there are no idle members in the group to present the call to.
Queued calls are distributed to the next available line in the Hunt Group as it
becomes available (on a first-in, first-out basis).

Queuing provides an enhancement to the basic Hunt Group overflow on busy
treatment, modifying both the determination and handling of busy conditions
for the group. See the Hunt Group feature description for details about how
busy conditions are determined, along with the sequence of treatment upon
determining busy.

When a Hunt Group line becomes idle, each group it belongs to must be
searched to determine if there are any calls queued that can be processed by
that line. The sequence to search the queues is based on the priority of the
queues for that member, with the lower-numbered priorities checked before a
higher-numbered priority queue. Queues with the same priority can be checked
in any sequence.

If the optional Maximum Time in Queue is not specified, a call remains in queue
until either the caller abandons or a Hunt Group member becomes idle and

the call is distributed. If it is specified, a call remains in the queue only for that
maximum duration.

The sequence of treatment upon exceeding that duration in queue is as follows:

1) If there is an overflow DN, the call is routed to it.
2) Otherwise, if there is a night service DN, the call is routed to it.
3) Otherwise, busy tone is given.

The administrator can specify the following for each Hunt Group queue:

* Maximum number of callers that can be simultaneously queued (up to 511)

* Audible treatment heard by a caller while in queue (for example,
customizable sequences of ringing, music, announcements, or combinations
of these items). A media server is required to provide the audible treatment.

*  Maximum time in queue threshold (0 [unlimited time] up to 43,200 seconds
[12 hours]). This value is optional.

NOTICE:

It is possible to obtain the calling party information of a queued
call via CSTA (Computer Supported Telecommunications
Applications).

Related concepts
Overflow on page 320
Night Service on page 324

The Overflow feature permits an overflow DN to be assigned to a Hunt Group.
This DN is used as destination DN to which unanswered incoming calls are sent
when the queue is full.
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By assigning an Overflow DN, the administrator modifies the treatment of busy
handling within the group, providing a fixed destination for routing the call.

Since OpenScape Voice Version 5 the overflow destination of a linear hunt
group can not only be a local number (required in earlier releases and still
required for other routing algorithms), but can be located in the SIPQ network.
Any network routable number (with or without prefix digits depending on number
modification rules) is accepted. For other destinations, OpenScape Voice
returns an error for an invalid number.

Related concepts

Queuing on page 320

Accounting on page 324

RTP System Parameters on page 327

4.5.3 Network-wide Hunt Groups

4.5.4 Make Busy

Since Version 5 the overflow number in an OpenScape Voice Hunt Group can
be a destination in the private SIP-Q network, e.g. a master or pilot hunt group
in @ OpenScape 4000.

An option for the linear hunting type to be subject to conditional (i.e. legacy)
or unconditional (i.e., no conditions placed on advancement) operation is
provisionable. This type of call distribution is used widely by call centers.

Call Center
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[ ]
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The Make Busy feature permits a station to appear busy to incoming calls that
hunt to the line. Calls to a line’s non-hunt DN are still permitted, as are call
originations.
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4.5.5 Post Call Timer

To activate the make busy feature, the subscriber goes off-hook, receives a

dial tone, and either enters the correct activation access code or presses the
Hunt Make Busy key. When the subscriber goes on hook, the call is released. If
the subscriber used an access code for the activation, OpenScape Voice also
provides an announcement to confirm the activation.

To deactivate the make busy feature, the subscriber goes off-hook, receives

a dial tone, and either enters the correct deactivation access code or presses
the Hunt Make Busy key again. When the subscriber goes on hook, the

call is released. If the subscriber used an access code for the deactivation,
OpenScape Voice also provides an announcement to confirm the deactivation.

The subscriber can also enter the make busy toggle access code to switch back
and forth between activated and deactivated status.

Auto Make Busy

Make Busy feature is also activated when the Auto Make Busy option is chosen
and the No Answer Advance Timer expires.

If the hunting type is Parallel - Call Pickup Model or Parallel — Simultaneous
Alerting Model, only the member that received the actual call is made busy. All
other members that receive Call Pick Up notifications are available.

The feature only works for Hunt Group Members that have the Can make the
hunt group bus option set.

The Post Call Timer option allows the administrator to define the period of
time (max 43200sec) before a hunt group member can receive a new call after
releasing the previous call.

NOTICE:

If the hunting type is Parallel - Call Pickup Model or Parallel
— Simultaneous Alerting Model the Post Call Timer is also
applicable for scenarios where the member “answers” the call
via Call Pickup.

4.5.6 Send Pilot’s Display Information to Hunt Group Members

322

This feature allows you to send the Pilot’s display information to the Hunt Group
members when a call is hunted.

NOTICE:

If the hunting type is Parallel - Call Pickup Model or Parallel
— Simultaneous Alerting Model the Post Call Timer is also
applicable for scenarios where the member “answers” the call
via Call Pickup.

If this feature is activated, the SIP INVITE message towards the Hunt Group
members shall contain a Diversion header-field with the Pilot's Name and
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Number. This will affect the display on the member’s phone in case it supports
the Diversion header field, like the OpenScape Desk CP phones.

Example

For instance, consider a call from 815615551234 to a Hunt Group Pilot with
Name="Sales” and Number = 51000. In this case, the display on the Hunt
Group member’s OpenScape Desk CP phone would be as follows:

« If the feature is inactive:

815615551234
« If the feature is active:

815615551234 -->51000 Sales

The stop hunt feature provides the ability to terminate all hunting within the
group when encountered on an authorized member of the hunt group. It is
checked during the hunt before moving to the next line in the hunt sequence.
Calls to a line’s private DN are still permitted, as are call originations.

To activate the stop hunt feature, the subscriber goes off-hook, receives a dial
tone, and enters the correct access code or presses the Stop Hunt key.

To deactivate the stop hunt feature, the subscriber goes off-hook, receives a dial
tone, and enters the correct access code or presses the Stop Hunt key again.

The subscriber can also enter the stop hunt toggle access code to switch back
and forth between activated and deactivated status.

NOTICE:

If the hunting type is Parallel - Call Pickup Model or Parallel —
Simultaneous Alerting Model the Stop Hunt feature is ignored.

4.5.8 No Answer Advance

The No Answer Advance feature is assigned to each Hunt Group’s pilot DN.
When a hunted-to station does not answer, this feature causes a resumption
of the hunt from the non-answering station’s position following the defined hunt
sequence for the group.

This treatment can occur multiple times during the same termination attempt.
Each time a call hunts to an idle line, the No Answer Advance timer is set, which
permits the feature operation to occur upon a subsequent no-answer. When

the No Answer Advance feature is assigned, Auto Make Busy is allowed as an
option. When it is assigned, a non-answering line subscribed to the hunt make
busy feature is automatically marked Hunt Make Busy.

NOTICE:

If a hunt group is configured for manual hunting and the pilot
DN is monitored by a CSTA application, No Answer Advance
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does not occur when a queued call is deflected to a hunt group
member.

Parallel - Call Pickup Model Hunt Group / Parallel — Simultaneous Alerting
Model Hunt Group

If the hunting type of the Hunt Group (HG) is set to Parallel - Call Pickup
Model or Parallel — Simultaneous Alerting Model, the No Answer Advance
timer defines the duration for which a distributed call alerts the HG members. If
this timer expires, the call is immediately moved to the Overflow Destination. If
there is no Overflow Destination configured the call is dropped.

4.5.9 Accounting

The CDRs (Call Detail Records) generated by OpenScape Voice provide

rich information about calls to a MLHG (Multiline Hunt Group). They allow to
reconstruct the related calls, i.e. to have complete knowledge of each call from
the time it enters the hunt group until it is successfully handled or missed.

The following details are available:

*  MLHG calls are marked with an MLHG flag in the "per call feature extension”
» The "destination party" field contains the number of the hunt group member
that answered the call or the party that picked up the call via Call Pickup.

+ If the alerted member does not answer, an additional CDR is created before
the call advances to the next available member. This additional CDR shall
be marked with a new "MLHG advance no answer" flag in the "Call Event
Indicator" field. The "destination party" field contains the currently alerted

member, i.e. the member who missed the call.

* If acall to a MLHG overflows, an additional CDR is generated. This
additional CDR is marked with a new "MLHG overflow" flag in the "Call Event
Indicator" field, contains the overflow DN in the "destination party"” field and
the MLHG pilot DN in the "called party" field.

» If a MLHG call is forwarded to Night Service, the CDR for the forwarded call
contains a "MLHG Night Service" flag indicating that this was originally an
MLHG call.

» The field "Total Hold Time" in the CDR which contains the total time the call
was on hold in tenths of a second. If the held party hangs up while on hold, a
"held party hung up" flag shall be set in the "Call Event Indicator" field in the
CDR. If the holding party hangs up while the other party is on hold, a new
"holding party hung up" flag shall be set in the "Call Event Indicator" field in
the CDR.

Related concepts
Overflow on page 320
Night Service on page 324

4.5.10 Night Service

The night service feature permits to route calls to predefined night stations or
other answering devices - for example, to voice messaging, to an automated
attendant application, or to a night bell device.
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The administrator specifies the night service DN.
The feature can be activated by either or both of the following methods:
» Automatic activation:

This takes place when all members of the hunt group are in "make busy"
state.

* Manual activation:
This takes place when the administrator activates the feature.
Night answering positions have the capability to:

» Extend calls to other destinations within the private network or to external
destinations

+ Camp on to busy stations
* Berecalled
* Access external trunk resources

The following are other characteristics associated with this feature:

» Authorized users can pick up calls alerting at night service destinations.

» Although calls alerting at night answer destinations are not prioritized by
OpenScape Voice, prioritization may occur within applications monitoring
night calls queued at hunt groups.

Related concepts

Night Bell Call Pickup on page 313
Queuing on page 320

Accounting on page 324

4.5.11 Subscriber Rerouting Interaction

A HG (Hunt Group) can be configured to allow three Subscriber Rerouting
options to take place for its members. If any of the Subscriber Rerouting options
is allowed it will take precedence over the HG distribution logic, otherwise only
the HG distribution logic is applied.

The following Rerouting options are available for HG:
* Enhanced Subscriber Rerouting

Enhanced Subscriber Rerouting will be attempted in case a distributed call
to a Hunt Group member is rejected due to Call Admission Control before
advancing to the next member.

NOTICE:

It SHALL NOT be possible to enable the Enhanced
Subscriber Rerouting for Hunt Groups with Hunting
Type set to Parallel - Call Pickup Model or Parallel —
Simultaneous Alerting Model

NOTICE:

A Hunt Group is NOT allowed to have the Enhanced
Subscriber Rerouting activated if the call to the agent is
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deflected to an OND which is a registered phone and ONS
is not equal to OND. This rule is independent on how RTP
parameter Srx/Main/AllowSubsReroutingForOND is set.

+ Basic Subscriber Rerouting

Basic Subscriber Rerouting will be attempted in case a distributed call

to a Hunt Group member is rejected due to Call Admission Control or
WAN Failure. The default value for this parameter shall be disabled before
advancing to the next member.

NOTICE:

It SHALL NOT be possible to enable the Basic Subscriber
Rerouting option for Hunt Groups with Hunting Type set to
Hunting Type set to either Manual, Parallel - Call Pickup
Model or Parallel — Simultaneous Alerting Model.

+ Overflow Destination if No Rerouting

An Overflow destination is defined in case a distributed call to the Hunt
Group member is rejected due to Call Admission Control or WAN Failure
AND Subscriber Rerouting (Enhanced or Basic) either fails or is not allowed
before advancing to the next member.

NOTICE:

The Overflow Destination if No Rerouting option is
applicable for distributed calls to all Hunt Group members.
It is not exclusive for calls distributed to the last Hunt Group
member.

NOTICE:

If the HG is provisioned to allow any of the above Subscriber
Rerouting options, the Subscriber Rerouting will only take place
for members that are provisioned for Subscriber Rerouting.

If none of the three available rerouting options are not provisioned to the HG,
Subscriber Rerouting will not be attempted - even for HG members that are
provisioned for Subscriber rerouting.

4.5.12 No Intercept Announcement (Local Ring Back)

The No Intercept Announcement feature allows calls queued in an MLHG to
receive a local ring back response from the MLHG service. On direct calls to the
hunt group, when this option is active, no announcement is provided from the
OSV platform media server toward the queued party. Instead the queued party
will hear local ring back provided by the network or subscriber device.

When configured for local ring back, the MLHG does not seize any media
server circuits for the purpose of providing ring back or any other announces.
Instead the MLHG service provides the local ring back to the queued party, if
only the No Intercept Announcement feature is enabled.
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When activated the following features are disabled for this MLHG:

* Intercept Announcement
*  Queue Position Announcement Interval
*  Queue Position Announcement

4.5.13 RTP System Parameters

Certain aspects of the Hunt Group service are controlled on a systemwide basis
by RTP (Resilient Telco Platform) system parameters. Any changes made to
these parameters affect all business groups and their members. Typically, these
parameters are set during initial system configuration, to enforce global system
policies and ensure proper feature interworking.

For example, the following properties can be modified by setting RTP system
parameters:

* The maximum number of Hunt Groups
* The maximum total number of Hunt Group members

The following table presents the Hunt Group related RTP system parameters.
Default values are shown in bold type.

Table 32: RTP System Parameters related to Hunt Groups

Parameter Values Description

Srx/MIhg/ maxMIhgTblSize 0-15,000,000 This parameter defines the hunt group table size in

(15,000,000) the hunt.group shared memory. In ord.er to support
the maximum number of hunt groups in a system

(25,000), this parameter must be set at 15,000,000.

Note: The UCE processes must be restarted in
order for the MLHG service to implement the new
values.

Srx/MIhg/ maxMIhgTermTblSize | 0-70,000,000 This parameter defines the hunt group terminal
table size in the hunt group shared memory. In
(70,000,000) order to support the maximum number of hunt
group members in a system (150,000), this
parameter must be set at 70,000,000.

Note: The UCE processes must be restarted in
order for the MLHG service to implement the new

values.
Srx/Mlhg /mlIhgCACRetryTimer | 30-unlimited This parameter defines the time in seconds when
call admission control (CAC) restriction without
(60) .
rerouting occurs on a selected hunt group member.
Srx/Mlhg/ 1-720 This parameter defines the maximum number of
MLHGOverflowMaxDiversions redirections to MLHG overflow DN that are allowed

for a call.

The MLHG service will disallow a redirection to the
configured overflow DN when the maximum value
has been reached.
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SILM (Silent Monitoring)

Related concepts
RTP Management via OpenScape Voice Assistant on page 961
Overflow on page 320

4.5.14 Feature Access Codes for Hunt Groups

Feature Access Codes enable Hunt Group members to influence the hunting
logic from their endpoints. A Feature Access Code can either be dialed or it can
be assigned to a function key on the members’ phones.

The required access codes are usually created during the initial installation of
the OpenScape Voice system; however, additional codes can be added at any
time.

Technically, a Feature Access Code is a special instance of a PAC (Prefix
Access Code), defining a sequence of keys (0-9, #, *) that enable callers to
invoke a specific server-side feature. It can be created either globally (i.e. in
the Global Numbering Plan) or locally (i.e. in a Private Numbering Plan). In
OpenScape Voice Assistant such a "Feature PAC" has to be created with

» Prefix Type: Vertical Service
» Nature of Address: Unknown
« Destination Type: Service

and one of the available Service destinations.

Table 33: Hunt Group related Service destinations

Feature Action Service Example PAC
Make Busy activate Make Busy Activate *26
deactivate Make Busy *27
Deactivate
toggle Make Busy Toggle *28
Stop Hunt activate Stop Hunt Activate  *24
deactivate Stop Hunt *25
Deactivate
toggle Stop Hunt Toggle *29

Related concepts
Make Busy

4.6 SILM (Silent Monitoring)

The SILM feature allows executives or supervisors with sufficient privileges to
silently listen to an audio call or conference that a subscriber to be monitored
participates in. Once in a silent monitoring session, the executive or supervisor
can either barge into the conversation (via CSTA or feature key) or terminate
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the monitoring without affecting the ongoing conversation. It is also possible to
barge in without prior "passive" monitoring.

The displays of the monitoring party (supervisor(s)) shall show the monitored
party’s name and number even if the monitored party has name and/or number
presentation restricted (either permanent restriction or per-call restriction) during
the entire duration of the monitoring session.

NOTICE:

The target subscriber is not informed about being silently
monitored during the lifetime of the call. This might be prohibited
by applicable law.

NOTICE:

When Silent Monitoring is invoked, no features assigned to
the monitored party (e.g. DND, CFW, SR, SRS, CPU, CW) are
invoked.

SILM restrictions

Note that Silent Monitoring of an ONS subscriber requires the CSTA variant.

The SILM features make use of the following information to allow device

monitoring:

1) both monitoring subscriber and monitored subscriber reside on the same
OpenScape Voice switch and within the same BG

2) SILM is enabled at the BG level

3) the monitoring subscriber is provisioned with the SILM service

4) the subscriber to be monitored is not protected from monitoring

IMPORTANT: SILM may fail for a number of reasons, including
bandwidth limitation, media server resources, execution of call
control services that do not interact with Silent Monitoring. In any
case, the original call is not affected and the monitoring device is
played a prompt or an error tone and is dropped gracefully.

The Role of the Media Server

The monitored call will be mediated through the media server:

* monitoring a basic call (one monitored party) requires five (5) conference
connections.

* monitoring a conference calls requires one additional connection for
each monitoring entity (supervisor, recording device) added to an existing
monitoring session.

Following Silent Monitoring solutions/options are supported in OSV Version 7
onwards:
Passive Silent Monitoring

This mode of silent monitoring uses the Silent Monitoring Tagging option
when configuring the Silent Monitoring Agent feature and it forces the payload
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go through the Media Server. This mode is used by passive recording solutions
like HiCorder.
Continuous Silent Monitoring

This solution may be used by supervisor(s) and recording applications. The
supervisor (or recording device) follows the active call of the agent — e.g.
consultation, alternate, conference. Continuous Silent Monitoring session
shall remain active until it is terminated by the supervisor (or the recording
device).

The Continuous Silent Monitoring can be invoked by :

» using the Silent Monitoring Prefix Access Code (PAC) from a the
supervisor’s phone or from a SIP recording device .

» a CSTA application using the JoinCall Service

Per Call Silent Monitoring

This way of monitoring can ONLY be invoked via CSTA . When the Per Call
Silent Monitoring is used, the agent will be monitored ONLY while he is in a
stable call. This way of monitoring is used by ASC solutions.

Multiple Monitoring Parties Per Agent

An agent can simultaneously be monitored by one or more Supervisors and one
or more Active Recording devices.

Multiple Monitoring Parties Per Call

Two monitored agents are being simultaneously silently monitored by their
supervisors and/or their recording devices.

Barge-In

Supervisor has the ability to barge-in (either transitioning from silent monitoring
mode or via a new call) on the monitored agent’s call. The result shall be a
Large conference with the agent the supervisor and other party where each one
is allowed to bring new parties in the conference.

Barge-in solution is activated with one of the following ways:

« The supervisor can barge-in in the agent’s call by initiating a call towards the
SILM Barge-In Prefix Access Code (PAC)

» Activation via CSTA in which the the supervisor can barge-in in the agent’s
call in two ways:

- JoinCall service request with participation type active
or

- ChangeConnectioninformation from an existing Silent Monitoring session

NOTICE:

Transition form Barge-In to Silent is not allowed.

» Activation via Toggle Key in which the supervisor that is silently monitoring
an agent, he/she can press a predefined Toggle Key to barge-in in the call.
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Tone Monitoring

This solution allows you to configure initial and periodic tones that are applied
to all parties (monitored party and partner) in the call during a silent monitoring
session.

This is configured in the Silent Monitoring Agent feature and on a subscriber
basis.

4.6.1 On-demand and Continuous Recording

SILM can also be used for on-demand and continuous recording of
conversations and (encrypted) conferences.

On-demand recording can be activated from the recording device by dialing a
silent monitoring feature access code and the directory number of the line to be
monitored.

In order to support on-demand and continuous recording via a third party
application, the recording device as well as the monitored device have to be
provisioned as CSTA-enabled subscribers. A third party application may invoke
recording from the recording device whenever the CSTA events indicate that the
line intended to be monitored is active in a call. Note that the recording device
will be activated on a per call basis and continuous monitoring is possible only
from a third party application.

4.6.2 SILM Service Provisioning

The SILM service has to be provisioned both at the BG (Business Group) and at
the subscriber level. Furthermore, the Feature Access Codes for monitor/barge-
in have to be created in the affected numbering plans and/or CSTA has to be
activated for the monitoring subscribers.

BG Level Provisioning

At the BG level, SILM can be globally activated or deactivated.

» If deactivated, SILM will not be available for this BG.

» If activated, it is possible to define the maximum number of subscribers
that may be provisioned with the Tagged for Monitoring flag; see below for
details. When an administrator attempts to tag a subscriber, the system will
check if the current number of monitored tagged subscribers within the BG
exceeds the limit, in which case the attempt will fail.

For untagged subscribers, a basic call is not established via the media server.
The call will be mediated through the media server as soon as silent monitoring
is requested.

For tagged subscribers, even basic calls are established via media server
mediation, which will make a subsequent silent monitoring activation more
reliable: the monitoring party is simply added to the media server conference
bridge as a listen only partner.

NOTICE:
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In order to ensure optimal operation, it is recommended that the
Maximum Number of Subscribers Tagged for monitor shall
be set to a value of no more than 20% of the total media server
conference channels available to the BG.

Filter for Silent Monitoring Subscribed Features

Subscribers search for Subscribed Feature drop down list includes the following
Silent Monitoring features

« Silent Monitoring Supervisor
» Silent Monitoring Agent

Silent Monitoring Whisper

The Silent Monitoring Whisper feature is a similar mode to the Continuous
Silent Monitoring feature, which enables the supervisor (the monitoring party)
to "whisper" to the agent (the monitored party) while being already in a silent
monitoring condition. In order for the Whisper to be successful the following
preconditions must be met:

» Supervisor is authorized with Whisper attribute of Silent Monitoring
Supervisor feature.

» Agentis provisioned with Whisper-To attribute of Silent Monitoring Agent
feature.

» Supervisor has established a Continuous Silent Monitoring Session against
the Agent.

« Agentis in a stable active two party call or is actively participating in a large
conference call.

A privileged OSV subscriber is silently monitoring another OSV subscriber who
is involved in an active call with a third party. At the same time, the privileged
OSV subscriber can escalate to Whisper feature and "whisper" in the monitored
OSV subscriber’s earpiece without the third party being able to detect it. The
whispering party is able de-escalate the Whisper feature and automatically
return to the silent monitoring state or terminate the silent monitoring session by
disconnecting.

The Whisper feature is required in call centers where the Supervisor may wish
to "whisper" to the monitored Agent for coaching purposes. This feature is also
required in Executive/Assistant scenarios where the executive can "whisper" in
the assistant’s earpiece without the other party being able to detect it.

The Whisper feature can be invoked from the phone via a feature key while in
continuous silent monitoring session. By pressing the same key, the user is able
to return to the continuous silent monitoring. It will also be possible to alternate
several times from silent to whisper mode and vice versa. The feature can also
be invoked from CTI application (via CSTA) while in a silent monitoring session
and toggle (using a whisper feature access code) between whisper and silent
mode.

NOTICE:

The Whisper feature access code can be only used by pressing
the feature toggle key. An attempt to dial the whisper feature
access code will be rejected.
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Additionally, several advisors can invoke whisper concurrently while silent
monitoring the same monitored party. The "whispering" can be heard by all
silent monitoring and whispering parties as well as the monitored party but it will
not be heard by the other party. Supervisors that monitor one party of the call
and supervisors that monitor the other party of the call can also simultaneously
whisper to both monitoring parties.

Similarly to the silent monitoring session, the displays of the agent will not be
affected when whisper is invoked against him/her. In addition, the displays of
the supervisor will continue showing the agent’s name and number even if the
agent has name and/or number presentation restricted.

When the monitored party’s call is released or becomes inactive (agent places
the call on hold or is placed on hold by the other party) the supervisor will be
returned automatically from whisper to silent mode.

IMPORTANT:

For information regarding enabling the Whisper Mode, please
refer to chapter “How to Enable the Whisper Mode for all
cnf-Circuits” of the document OpenScape Media Server,
Administrator Documentation

4.6.3 Feature Access Codes for SILM

Feature access codes enable subscribers to start SILM (Silent Monitoring)

or barge in to an existing call or conference from their endpoints. A feature
access code can either be dialed or it can be assigned to a function key on the
subscribers’ phones, providing seamless access to server-side features.

The required access codes are usually created during the initial installation of
the OpenScape Voice system; however, additional codes can be added at any
time.

Technically, a Feature Access Code is a special instance of a PAC (Prefix
Access Code), defining a sequence of keys (0-9, #, *) that enable callers to
invoke a specific server-side feature. It can be created either globally (i.e. in
the Global Numbering Plan) or locally (i.e. in a Private Numbering Plan). In
OpenScape Voice Assistant such a "Feature PAC" has to be created with

» Prefix Type: Vertical Service
» Nature of Address: Unknown
» Destination Type: Service

and one of the available Service destinations.

Table 34: SILM (Silent Monitoring) related Service destinations

Action Service Example
PAC

start "passive" silent monitoring SILM Monitor ~ *72

start "active" silent monitoring SILM Barge-in  *73
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Related concepts
SILM Service Provisioning

4.7 Executive/Assistant Groups

334

The Executive/Assistant (E/A) Group feature allows executives to streamline
their calling processes with the support of one or more assistants. Assistants
control and manage calls for executives, providing support with a great degree
of flexibility, but without compromising privacy.

One or more assistants can answer all incoming calls, handling them exactly as
the executive wants.

In some E/A configurations, incoming calls for the executive are directly
forwarded to the assistant, where they are answered, put on hold, or transferred
to the executive’s line.

In other E/A configurations, both the executive and assistant are signaled
simultaneously. The assistant handles calls for the executive using shared line
appearances of the executive.

In all E/A configurations, the assistant can monitor all incoming calls on the
telephone with an acoustic or visual signal and react accordingly. Executive
and assistant may sit at different locations, far away from each other, and still
communicate without any restriction or loss of functionality.

NOTICE:

The standard E/A configurations require the use of OpenScape
Desk Phone CP 400, CP 600, CP 600E, CP 700 or CP 700X
endpoints.

Basic Features

All E/A Group configurations offer the following features:

» The assistant can activate or deactivate the OpenScape Voice-based
Unconditional Call Forwarding for the executive’s primary line (Call
Forwarding - Remote Activation feature).

If Unconditional Call Forwarding is activated in an E/A arrangement, all
incoming calls for an executive are forwarded to an assistant’s primary line.

* Incoming calls for the executive are signaled (acoustically and visually) at
the assistant’s telephone.

* Anincoming call for the executive is usually answered by the assistant and
then transferred to the executive’s primary line.

+ Signaling of a camped-on call on the executive’s telephone is via the
assistant’s telephone only.

« Activation of the Call Completion on Busy Subscriber/No Reply (callback)
function when the executive’s telephone is free.

» If the executive is busy, the assistant can put a call on manual hold until the
executive is ready to take it.

» If the executive’s primary line is represented as a secondary line appearance
on the assistant’s telephone, the assistant sees the status (idle, busy,
ringing, or hold) of the executive’s telephone at all times. This makes
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it possible for the assistant to react in different ways depending on the
executive’s preferences.

4.7.1 E/A Arrangements

E/A (Executive/Assistant) Groups can be deployed in various arrangements,
limited to a maximum of four executives and two assistants.

The following figure introduces the standard E/A arrangements supported
by OpenScape Voice. These configurations can be set up easily using the
OpenScape Voice Assistant’s E/A Wizard.

Assistant

Assistant Assistant

Executive

i

Executive Executive

ARRANGEMENT | | [ARBRANGEMENT Il

12Executive 2=Executive
1zAssistant 2zAssistant

Executive

i

Assistant Assistant Assistant

Executive Executive Executive

ARRANGEMENT Il [ARBRANGEMENT IV

2=Executive 4=Executive
1=zAssistant 2zAssistant

Default Main Relationships Default Substitute Relstionships

Figure 38: Typical Executive/Assistant Arrangements

Larger E/A Groups are technically feasible but unsupported by the E/A Wizard.
They require extensive manual configuration at OpenScape Voice, the DLS
(Deployment Service) and the related OpenScape Desk CP phones. They can
be provided on a project-specific basis.
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Related concepts
E/A Wizard on page 340

4.7.2 Standard E/A Configurations

The E/A (Executive/Assistant) arrangements can be implemented in several
ways that differ in their functionality and flexibility, allowing enterprises to
choose the configuration for each executive that best meets that executive’s

needs.

The following figure introduces the standard E/A configurations supported
by OpenScape Voice. These configurations can be set up easily using the
OpenScape Voice Assistant’s E/A wizard.

Rollover <

SeINjes ] [eUONIPPY

Enhanced <

EXECUTIVE:

ASSISTANT.

* Rollover Line &
Call Deflect key
+ EfA Cockpit not supported

+ Rollower Line

* Rollover Line Appearance of other
assistant, if available

+ Secondary Line Appearance for &
Repertory dial key to each executive
{instead of DSS-D key)

+ Secondary Line Appearance of &
Repertory Dial key to other assistant
{instead of DSS-D key), if available
* Immediate Ring key™

+ Private Line

+ Query Line & Repertary Dial
key to each assistant

+ DSS-D key to other
executives, if any

* Deputy key for each executive

+ Cluery Line & Repertory Dial key to
each executive

+ Cluery Line Appearance of other
assistant, if available

+ Ring Transfer OnfOff keys « E/A Cockpit supported
* EfA Cockpit supported
P : :
* Frimary Line
+ DSS-D key to each executive
+ Primary Line + DSS-D key to other assistant, if
Basic < + 0SS key to each assistant available
» Shift key * Ring Transfer OnfOff keys for each
+ E/A Cockpit suppaorted executive
+ Shift key
+ E/A Cockpit supported

Figure 39: Standard Executive/Assistant Configurations on OpenScape

Voice

NOTICE:

The Rollover configuration is not supported by OpenScape UC
Application and hence cannot be used with E/A cockpit.

Related concepts
E/A Wizard on page 340
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4.7.2.1 Basic E/A Configuration with Call Waiting

In the Basic E/A (Executive/Assistant) configuration a maximum of one
additional caller can be handled at the same time. An easy-to-use key layout
with a minimum number of keys guarantees an efficient handling of calls.

This solution is recommended for executives who prefer to give their attention to
mainly one calling party at a time. It offers the following default features:

» Primary line for each the executive and the assistant.

» DSS (Direct Station Selection) from executive to assistant.

+ DSS-D (DSS-Direct) from assistant to executive.

* Remote activation/deactivation of call forwarding from the executive’s
telephone to the assistant’s telephone via the Ring Transfer On/Off keys at
the assistants’ phones.

The following figure displays the key layout for an arrangement with two
Executives and two Assistants.

Primary Line

Primary Line

IS5 Assistant 1 DSS-D Executive 1

XSS Assistant2 DSS-D Execulive 2

DS Assistant 2

Ring Transfer On Ex 1 Ring Transfer O Ex 1

Ring Transfer OnEx 2 Ring Transfer O Ex 2

Shifl Shift

Executive 1 Assistant 1

NOTE: The key layout for Executive 2 NOTE: The key layout for Assistant 2is the same as for Assistant 1,
is the same as for Executive 1. except the keys labeled “Assistant 2" are changedto read “Assistant
5"

Figure 40: Key layout for Basic E/A Groups with 2 Executives and 2
Assistants

If the E/A Cockpit Application is used, some functionalities are moved from the
function keys to the E/A Cockpit graphical user interface.

4.7.2.2 Enhanced E/A Configuration with Call Waiting

In the enhanced E/A (Executive/Assistant) configuration, query lines for the
executives and the DSS-D (Direct Station Selection - Direct) keys from one
executive to another executive improve the handling of calls significantly. In
addition, executives are provisioned with a private line.

However, these conveniences do not detract from the focus of the executive’s
primary line, where dedication to the calling party is key and only one additional
caller can be handled simultaneously.
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This configuration is recommended for executives who require a great
deal of flexibility due to frequently changing deputy assistants, but without
compromising privacy. It offers the following features:

Communication between executives and assistants via query lines instead of
primary lines.

DSS-D from one executive to another executive.

Deputy key for assistants. This permits any other internal user to take over
an assistant’s functions.

Secondary line appearance of the executive’s primary line at the assistant’s
telephone to indicate the call forwarding status of the executive at all times.
Secondary line appearance of one assistant’s primary line at the other
assistant’s telephone in combination with an Immediate Ring key to handle
incoming calls when the first assistant is away from the desk (the default
DSS-D key for calls to the first assistant is replaced by a Repertory Dial key).
Each executive has a private line with its own unique number for making and
receiving calls. This line is not shared with the assistants.

The following figure displays the key layout for an arrangement with two
Executives and two Assistants.

Executive 1

Primary Line

NOTE: The key layout for Executive 2 is the
same as for Executive 1, except the keys labeled
‘Executive 2" are changedto read "Executive 17,

DSS Assistant 1

DSS Assistanl 2

DSS-D Executive 2

Query Line RepDial Query L. As 1
Privaie Line RepDial Query L. As 2
Ring Transier On Ring Transfer Off

Shil

[Shift Level Key Module] Assistant 1

Primary Line Query Line Assl 1 RepDial Query L. Ex 1

NOTE: The key
layout for Assistant 2
is the same as for
Assistant 1, except
the keys labeled
“Assistant 2" are
changed to read

“Assistant 1".

DSS-D Exec 1
HepDial Exac {

Query Line Assl 2 RepDial Query L. Ex 2

DSS-D Execuiive 2

Secondary Line Exse 2
DSS Assislani 2

Depuly Execulive 1

RepDial Assistant 2 Depuly Execulive 2

Ring Transfer On Ex 1 Ring Transfer OffEx 1

Immediale Ring

Ring Transfer On Ex 2 Ring Transfer Off Ex 2

Shitt Shit ShiH

Figure 41: Key layout for Enhanced E/A Groups with 2 Executives and 2

Assistants

If the E/A Cockpit Application is used, some functionalities are moved from the

function keys to the E/A Cockpit graphical user interface.
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4.7.2.3 Rollover E/A Configuration

The E/A (Executive/Assistant) Solution with Rollover is recommended for
executives who are focused on a high degree of availability and fast call
handling.

It offers the following additional features:

* Rollover line and Call Deflect key for the executive.
* Rollover line for the assistant.

* Rollover line appearance of the assistant’s rollover line at the other
assistant’s telephone to handle additional incoming calls when the first
assistant is busy or away from the desk.

The following figure displays the key layout for an arrangement with two
Executives and two Assistants:

Executive 1

Primary Line DSS Assistani 1 —
NOTE: The key
layout for Executive
2 is the same as for
Executive 1, except
the keys labeled
“Executive 2" are
changed to read

Rollover Line DSS Assistani 2

DSS-D Execulive 2

Call Deflect Key

“Executive 1".
Query Line RepDialQuery L. As 1
Private Line RepDial Query L. As 2
Ring Transier On Ring Transfer Off
Shift
[Shift Leval Key Madule] Assistant 1
Primary Line Query Line Assi 1 RepDial Query L. Ex 1 -
NOTE: The key

Rollover Line RepDial Query L. Ex 2 layout for Assistant 2
is the same as for
Assistant 1, except
the keys labeled
“Assistant 2" are
changed to read

“Assistant 1"

Query Line Asst 2

DSS-D Executive 1

DSS-D Executive 2
DSS Assislant 2

BepDial Assistant 2 Depuly Execulive 1

Deputy Execulive 2

Rollover Line Asst 2

Immediale Ring

Shift

Ring Transfer OnEx 1

Ring Transfer OnEx 2

Shift

Ring Transfer Off Ex 1

Ring Transfer Off Ex 2

Shift

Figure 42: Key layout for Rollover E/A Groups with 2 Executives and 2
Assistants

IMPORTANT:
The E/A Cockpit Application does not support this configuration!
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4.7.3 E/A Wizard
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Since Release 4 of OpenScape Voice the creation and maintenance of E/A
groups is significantly simplified by an enhanced E/A wizard, available at the
OpenScape Voice Assistant. The E/A wizard automatically (re-)configures
the involved subscribers and OpenScape Desk CP phones according to the
selected configuration type and hence disburdens the administrator from
extensive and error-prone manual configuration.

NOTICE:

In order to get the highest benefit from the E/A wizard, a DLS
server has to be available. Otherwise, the key setup at the
involved phones has to be done manually.

If a DLS is present and E/A Cockpit shall not be used then all the phone
configurations are done by the E/A Wizard. If the E/A Cockpit shall be used,
then E/A Cockpit must first be configured on the phone before the rest of the
configuration is done by E/A Wizard.

Apart from phone configurations the E/A Wizard also performs Subscriber and
BG (Business Group) configurations:

»  With respect to subscribers this includes adding line appearances for the
lines the subscriber will have access to and also enabling and configuring
the required services. The call forwarding settings will be modified to suit the
E/A group and calls from executives will be forwarded to assistants after the
creation of the group.

The only prerequisite is that the related subscriber lines were created and
correctly declared as Primary Keyset or Phantom Lines

» Similarly, services are enabled for the BG.

A prerequisite for the BG configuration is creating PACs (Prefix Access
Codes) for Unconditional Call Forwarding and an Access Number for the
RACF (Remote Activation of Call Forwarding) service.

If “with E/A Cockpit” is checked in the wizard, the phone configuration is altered
in that some keys are not created on the phones, since the corresponding
functionality will be provided by the E/A Cockpit application. Also, the call
forwarding service will be enabled but calls will not be forwarded automatically
from executives to assistants, because this will also be handled by the E/A
Cockpit application.

If no DLS is available, the group can still be created and stored, the line
appearances will be set and the services will be configured. But the phone
configuration has to be performed manually: either locally or via OpenScape
Desk CP’s web interface.

Related concepts
E/A Arrangements on page 335
Standard E/A Configurations on page 336
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The E/A (Executive/Assistant) Cockpit feature significantly simplifies the control
of an existing E/A (executive/assistant) group from any of its member phones.
It is implemented as an OpenScape Desk Phone CP XML application hosted at
OpenScape server, creating a rich user interface at the OpenScape Desk CP
phone.

Status Management and Dynamic Call Forwarding

The E/A Cockpit introduces an advanced dynamic call forwarding logic that is
based on the statuses of the E/A group’s members.

From the E/A Cockpit Ul (User Interface), an executive can easily

» deactivate call forwarding

» activate static (unconditional) forwarding to her mobile phone, to her voice
mail, or to a variable destination that can be set from the Ul

» activate dynamic call-forwarding "to assistant", that chooses the forwarding
target according to the statuses of her assistants

An assistant can signal

* being "at desk" (available to the E/A group, unconditional call forwarding
deactivated) or

* being "off desk" with call-forwarding either deactivated, to his mobile phone,
to his voice mail, or to a variable destination that can be set from the Ul.

In addition he can configure and activate a deputy that shall serve the
executive in case he and no other assistant is "at desk".

Both executives and assistants can modify their own status as well as the
statuses of their related assistants and/or executives from the client Ul or,
consistently, by using traditional means (feature codes or function keys).

The E/A Cockpit server synchronizes the members’ statuses with the
OpenScape Voice and propagates status changes and call events to the client
Uls.

NOTICE:

For UC Application users, the E/A Cockpit status is
synchronized with the UC Application Presence and Preferred
Device status.

Remote Activate To Mobile

The "Remote Activate To Mobile" feature allows an executive to remotely
activate and deactivate call forwarding "To mobile" by calling her E/A Cockpit
phone from a preconfigured mobile number.

Audible Notification

In case an incoming call for an executive is forwarded to the assistant, it is
possible to create a notification popup at the executive's phone, to give the
executive a chance to pick up the call although it has been forwarded.
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In case an incoming call for an executive is not forwarded to the assistant, it
is possible to create a notification popup at the assistant's phone, to give the
assistant a chance to pick up the call although it has not been forwarded.

With the visible popup an audible alert tone is also generated on the affected
phone. Definition of the exact tone as well as tone volume is configured only
with the phone.

Further information

Further information can be obtained from the appropriate parts of the UC
Application documentation set, e.g. the Executive/Assistant Cockpit, Installation
Guide.

4.8 Intercom / Speaker Control

342

InterCom Calls, also known as Speaker Control Calls (1-way and 2-way), are
used for many applications such as Medical Centers, Executive/Assistant
arrangements, automotive industry, chemical and energy sector, emergency
response centers, and by OScAR-Pro (OpenScape Alarm Response -
Professional, formerly known as DAKS). For Intercom calls, the speaker (and
microphone) on the destination device is automatically turned on when the call
is connected.

Since Version 5, OpenScape Voice supports Intercom functionality over SIP-Q
and locally. This includes:

* One-way Intercom, variable and fixed (i.e. invoked via repertory dialing)
» Two-way Intercom, variable and fixed (i.e. invoked via repertory dialing)
*  Community Groups

NOTICE:

This feature is non-standard, i.e., based on proprietary CorNet-N
and NQ, and will not interwork with ISO/IEC or ECMA standard
implementations.

Intercom Features are accessible from idle, dial, talk, and consultation dial
states. OSV delivers an Intercom Call to an idle destination.

When the intercom caller or called party is not provisioned for Intercom correctly
or the called party disallows an Intercom call from the calling party, the Intercom
call will fail. The caller may re-dial the called party normally to speak with

that user. If the called partie’s device is not equipped with automatic intercom
facilities, the call reverts to a 2-party normal call.

Limitations

» SIP devices supporting Intercom are restricted to OpenScape Desk CP
models and OpenScape PE (Personal Edition) clients (when equipped with
an intercom speaker and microphone).

Devices that do not support intercom calling deliver a normal basic call when
terminating a speaker call.

» Shared keyset lines cannot be used for Intercom
* A'rejection' key used to close a speaker call is not supported
* Network-wide members in survivability mode can not access this feature
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Use Cases
The primary scenarios where Intercom is required:
» Executive/Assistant environment:

Executive is able to push a phone key and give a message to the Assistant
» Alarming Application Environment

The Intercom Feature can be used to make alarm announcements (e.g. via
DAKS).

Interworking

Several feature interactions are blocked at both the originating and terminating
user. Interworking includes the capability for an incoming call to indicate
override (e.g., CF, DND). Intercom depends on that capability, for example,
when the destination has activated Call Forwarding or Do Not Disturb.

4.8.1 One-way Intercom

The One-way Intercom feature provides an authorized originating party the
capability to initiate an Intercom Call automatically with a 1-way connection
(send path only from the originator) to a local destination, another OpenScape
Voice or a destination located over SIP-Q.

An OpenScape Voice subcriber can originate a 1-way call to another member of
his/her Community Group by dialing

1) an access code and
2) the destination’s 1- or 2-digit index number within his/fher Community Group

or via a programmed repertory dial key (Fixed 1-way Intercom).

NOTICE:

OScAR-Pro (OpenScape Alarm and Response - Professional)
Intercom calls are not applicable to Intercom Community
Groups. OScAR-Pro can make an intercom call to any OSV
subscriber (device-speaker/mic eqgipped or reverts to normal
call).

Once the Intercom Call is established, the caller's voice or announcement is
broadcast through the speaker for all in hearing distance to hear. The caller
goes on-hook and the call clears without the destination communicating back to
the caller.

Tones and Audio Path Safeguarding

For One-way Intercom calls originated by an OSV subscriber, an initial tone is
provided as illustrated in the example figure below.
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Figure 43: One-way Intercom zip tone

The conference circuit at the originating side is retained during the call in order
to prevent the calling party from receiving audio from the called party.

The system-wide Terminating Intercom Control parameter specifies whether
OpenScape Vocie shall safeguard terminating One-way Intercom Calls in a
similar fashion. It is implemented as follows:

* On (default setting)

The OSV creates a(nother) conference circuit at the terminating side to
prevent the called party from sending audio to the calling party.
« Off

The switch of the terminating subscriber shall not create a MS conference
circuit to control the speech path for 1-way intercom calls.

This may be used to conserve limited Media Server resources, e.g. when
OScAR-Pro sends broadcast messages via 1-way intercom calls to multiple
subscribers.

NOTICE:

Currently OScAR-Pro only supports Two-way Intercom, so
One-way Intercom calls are either OSV-local and inter-OSV.

Feature Access Code

In order to invoke 1-way Intercom, a Prefix Access Code for the Vertical Service
One-Way Intercom has to be created in the appropriate numbering plan(s).

4.8.2 Two-way Intercom

The Two-way Intercom feature has similar functionality and activation logic as
the One-way Intercom, with the added capability of bidirectional communication
(with both send and receive paths) automatically using the speaker and
microphone facilities at the destination.

As for One-way Intercom, an OpenScape Voice subcriber can originate a 2-way
Intercom Call to another member of his/her Community Group by dialing an
access code and the destination’s Community Group member number or via a
programmed repertory dial key (Fixed 2-way Intercom)..

NOTICE:

OScAR-Pro (OpenScape Alarm and Response - Professional)
Intercom calls are not applicable to Intercom Community

A31003-H80A0-F100-16-7618, 07/2024
344 Feature Description, Feature Description



Mobility and Collaboration

Groups. OScAR-Pro can make an intercom call to any OSV
subscriber (device-speaker/mic eqipped or reverts to normal
call).

Tones

For a Two-way Intercom call, if provisioned, the terminating OSV lets the Media
Server provide a periodic tone as shown in the example figure below. When the
intercom call is disconnected, OSV clears the Media Server connection.

Media Server

. 1N
periodic tone
\‘f' Connection mode =

Wil

Originating
User

Terminating
User

Connection made =
Send and receive

Figure 44: Two-way Intercom periodic tone

Feature Access Code

In order to invoke 2-way Intercom, a Prefix Access Code for the Vertical Service
Two-Way Intercom has to be created in the appropriate numbering plan(s).

4.8.3 Community Groups

Community Groups are used to configure bilateral Intercom Calling capabilities
and to provide fast dialing for Intercom Calls.

Any OSV subscriber that shall originate or terminate Intercom calls, has to be
provisioned with a personal Community Group, defining the allowed Intercom
targets/origins.

NOTICE:

OScAR-Pro (OpenScape Alarm and Response - Professional)
Intercom calls are not applicable to Intercom Community
Groups. OScAR-Pro can make an intercom call to any OSV
subscriber (device-speaker/mic eqipped or reverts to normal
call).

An OSV Subscriber S is able to initiate a 1-way or 2-way speaker call to a
destination T locally or over the SIP-Q network

* Tis a member of S's Community Group

» Sis an unblocked member of T's Community Group (if T is an OSV
subscriber)

+ Tis in the same BG (Business Group) as S (either locally or during call setup
T's gateway is in the same BG as S)

* T's device/client is equipped with a loudspeaker (1-way) or loudspeaker and
hands-free microphone (2-way) with Auto-answer enabled

+ Tisidle
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Otherwise, the call may fail or revert to a normal basic call.

Provisioning

Apart from the group members, the group is provisioned with a Timer for
Periodic Tone that applies to all terminating two-way Intercom Calls. Possible
values are:

e 0,i.e.notoneor
¢ avalue between 5 and 180 seconds

The default is 120 seconds.

The table below is a stylized members table:

Table 35: Community Group members table (example)

COM# Destination Number | Destination Name Incoming Block
0 4931700 Dennis no

1 54321 Mickey no

etc.

98 23456 Peter yes

99 67890 Jeff no

The COM# (Community Group Member Number or COM Number for short) is
the (index) number to be dialed after the one-way or two-way intercom access
code. This column is searched to identify the destination (member).

For local members, the Destination Number should be the member’s fully
qualified directory number. For remote members, the member’s calling party
number (fully qualified directory number or display number, if configured) must
be used instead.

NOTICE:

For incoming intercom calls from remote members, the
members table is searched for the calling party number to verify
that the calling party is an unblocked member.

In any case this number must be routable according to the subscriber’s
numbering plan.

The Destination Name field is for descriptive purposes only and is not used for
call processing.

The Incoming Block flag is set on a Community Group member if intercom
requests from this person shall be blocked. When blocking is assigned the
intercom fails, but doesn't give the caller an indication, instead just rings the
target. The call has reverted to a regular call.

Related concepts
Please select the appropriate help topic on page 656
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4.8.4 Intercom: OScAR-Pro Support

OpenScape Voice can distinguish between OScAR-Pro (OpenScape Alarm and
Response - Professional, formerly known as DAKS) and subscriber Intercom
Calls. If an Intercom Call originates at OScAR-Pro, it shall be delivered to

the idle called subscriber without restrictions. In particular, the called party's
Community Group is ignored.

OScAR-Pro has a broadcast intercom feature, for example, to make an
emergency announcement by invoking Two-way Intercom calls.

NOTICE:

Future releases of OScAR-Pro will support One-way Intercom as
well.

OScAR-Pro makes outgoing calls over SIP-Q to a pre-defined list of users. It is
possible for OScAR-Pro to make a conference call, i.e., where two people are
involved in the intercom call with OScAR-Pro.

OScAR-Pro plays an initial tone in-band to the called party equipment. A
periodic tone can be provided by the terminating system. At the OpenScape
Voice Assistant, the insertion interval can be set with the DAKS Periodic Tones
system-wide property.

For details, please refer to the OScAR-Pro Documentation.

4.9 DLS Device Management Integration

With the DLS (Deployment Service) Device Management Integration feature,
OpenScape Voice Assistant was enhanced to coordinate OpenScape Voice
subscriber management and DLS-based device management. With this feature
DLS plug&play is now fully supported by the Assistant.

For configuration changes that are performed from the Assistant, settings are
consistently applied in either direction:

* when a subscriber is created, a virtual device is seamlessly created in DLS

» when a subscriber is updated, the corresponding DLS devices (virtual and
registered) are updated accordingly

» when a subscriber’s device configuration is updated, the subscriber’s
configuration is updated accordingly

« when a subscriber is deleted, the administrator decides whether deletion of
related devices and line keys in DLS shall take place

NOTICE:

In order to use DLS Device Management Integration it is
necessary to assign a DLS to the related Business Groups.

DLS Plug&Play

The goal of DLS Plug&Play is to automatically provide the supported workpoints
with the parameters required for registering at a gatekeeper or SIP server.
It is implemented using virtual devices, i.e. a set of device attributes that are
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inherited by a real device upon registration to DLS. In particular, when a device
registers to DLS, a lookup is made in the DLS DB for a virtual device matching
the Terminal Number (E.164) or the Device ID (MAC address) of the registering
device. If a match is found, the real device downloads the configuration of the
virtual device.

OpenScape Voice Assistant is able to create virtual devices in two ways:

» At the time a subscriber is created
» By explicit creation at the integrated Device Management GUI

Simplified DLS Server Assignment

The association between subscribers and DLS is carried out at the BG
(Business Group) instead of the subscriber level. The BG’s configured (default)
DLS server is used for all the subscribers that belong to this BG. It is also
possible to provision a BG without an associated DLS server, but of course this
will disable Integrated Device Management.

At the system level, it is possible to define a Default DLS Server, which

» will be proposed (preselected in the GUI) as the associated DLS server for
Business Groups created via Assistant and

» will be used as the associated DLS server when a new Business Group is
retrieved by Assistant during Synchronization.

4.9.1 Data Consistency: OpenScape Voice --> DLS Devices

348

During subscriber/device management at the OpenScape Voice Assistant,
system-wide as well as subscriber specific OpenScape Voice data are passed
to the DLS in order to create/update the related devices. To minimize the load
on the DLS, the Assistant monitors whether changes on the relevant attributes
were made and updates devices only when needed.

At the time a virtual device is created, both system-wide and user-specific
parameters are passed to the DLS.

When a subscriber is deleted via OpenScape Voice Assistant GUI the
administrator can select whether deletion of devices in DLS shall also take
place. This includes all devices using the Directory Number of the deleted
subscriber as the Terminal Number or the AoR of a Line/DSS key.

Device configuration is updated seamlessly following subscriber configuration
updates. This includes the update of virtual devices as well as the installed
devices that are already registered to DLS and use the subscriber number as
the terminal number or the AoR (Address of Record) of a line/DSS key. During
updates only the user specific parameters are set.

In particular, for devices using the DN of the updated subscriber as the Terminal
Number, all user specific parameters must be updated. For devices using the
DN of the updated subscriber as the AoR in a Line/DSS key, only parameters 7,
8 and 9 of the table below are updated.

The table below presents the OpenScape Voice parameters that are passed to
the DLS during subscriber/device management at the Assistant.
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Table 36: Data Consistency: OpenScape Voice Data --> Device Datal

Device OSV Data Source Type
Attribute(s)
1 Reg-address |SIP-SM 1 IP  Assistant DB System Wide
address
2 SIP registrar |SIP-SM 1 IP  Assistant DB System Wide
server address
3 SIP server - 'OpenScape Voice' System Wide
type
4 Reg-port - UCD/TCP: 5060 User Specific
) (Depends on
TLS: 5061 Transport Protocol)
5 SIP registrar | Srx/Sip/IpPort Assistant DB User Specific
port or (Depends on
Transport Protocol)
Srx/Sip/
TLSPort
6 Time Zone Time Zone OSV Subscriber User Specific
Data
7 SIP Realm SIP Realm OSV Subscriber User Specific
Data
8 Password Password OSV Subscriber User Specific
Data
9 Local Country | Country Code OSV Subscriber User Specific
Code Data
10 |Local Area Area Code OSV Subscriber User Specific
Code Data
11 | Local District |Local Office OSV Subscriber User Specific
Code Code Data
12 | Terminal Internal Name OSV Subscriber User Specific
Name Data
13 |Register by - FALSE User Specific
Terminal
Name
14 |Language Language OSV Subscriber User Specific
Data
15 | Call Pick up PAC with OSV Numbering System Wide
URI destination = Plans
Call Pick Up A
16 | Callback on PAC with OSV Numbering System Wide
Busy URI destination = Plans
CCS
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Device OSV Data Source Type
Attribute(s)
17  Callback on PAC with OSV Numbering System Wide
No Reply URI destination = |Plans
CCSs
18 Cancel PAC with OSV Numbering System Wide
Callback URI destination = |Plans
DCCS
19 Conference PAC with OSV Numbering System Wide
URI destination = | Plans
Large conf
NOTICE:

When you want to add /edit a Business Group List, all User
Name values, Display Name, Unicode Display Name, External
Display Name and Unicode External Display Name, will not be
transmitted through API to DLS

When determining the PACs (Prefix Access Codes) that are available to the
subscriber, private, common and global numbering plans are examined one
after the other until a match is found.

PACs are not really system-wide parameters, but for device update purposes
they must be treated as such. That is, update of these parameters must not
take place every time a subscriber is modified

4.9.2 Data Consistency: DLS Devices --> OpenScape Voice
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Provisioning of certain device attributes also requires modifying the related
subscriber. If performed from the integrated device management, the subscriber
configuration is updated at the time the features are activated on the device.

CSTA Related Settings

The table below presents the CSTA-related device attributes that can be
managed from the integrated device management. The required subscriber
settings are automatically performed by the Assistant.

Table 37: Data Consistency: Device Data --> OpenScape Voice Data

Device Attributes Required Subscriber Features
1 | Allow Auto Answer = TRUE CSTA with appropriate type
assigned

2 | Allow Beep on Auto Answer = TRUE CSTA with appropriate type
assigned

3 | Allow Auto-Reconnect = TRUE CSTA with appropriate type
assigned
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Device Attributes Required Subscriber Features
4 | Allow beep on Auto-Reconnect = CSTA with appropriate type
TRUE assigned
5 |Allow uaCSTA = TRUE CSTA with appropriate type
assigned
6 | Server-based features CSTA with type = CSTA over SIP
assigned

(OpenScape Desk CP phones only)
AND

CFB (Call Forwarding Busy)
assigned with 'activate via = all'

AND

CFNR (Call Forwarding No Reply)
assigned with 'activate via = all'

AND

CFU (Call Forwarding
Unconditional) assigned with
‘activate via = all'

AND
DND (Do Not Disturb) assigned

The appropriate CSTA type depends on the involved device:

+ If the device is an OpenScape Desktop Client, the CSTA type is set to Type
1

» If the device is an OpenScape Desk CP phone, the CSTA type is set to
CSTA over SIP

* In all other cases, CSTA is set to Normal

Line Key Related Settings

Furthermore, when line keys are added to a device via Assistant, subscriber
configuration is seamlessly updated with the corresponding line appearances.
For instance, when adding a primary line to a device via the device
management GUI, the Assistant sets the subscriber’'s Keyset Use parameter to
Primary Line. When adding a secondary line to a device, Assistant must add it
a line appearance to the respective subscriber.

4.9.3 DLS Device Management Integration: GUI

The DLS Device Management is integrated in OpenScape Voice Assistant’s
subscriber management. On its graphical user interface it permits the display,
creation and essential configuration of multiple virtual devices per subscriber.

Default DLS Server

A new attribute is introduced to the DLS list maintained in the OpenScape Voice
Assistant to indicate which DLS server shall be used as the "system default".
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DLS-BG association

At the time a Business Group is created from Assistant via Add or Quick Add
BG, the BG attribute 's Default DLS Server is initially set to the system-wide
Default DLS server, or null, if the latter doesn’t exist. The administrator may
select another (or no) DLS server at any time.

Device Plug&Play Settings in Subscriber Creation Dialogs

When creating a new subscriber in either the Add Subscriber or Quick Add
Subscriber dialog, the administrator decides whether or not a Phone or Client
shall be created. If so, he may further specify the device’s ID (=MAC address for
phones). In the Add Subscriber dialog it is also possible to assign an existing
DLS device profile to the device.

Device List

DLS Device Management comprises a list view, which displays all DLS devices
using the directory number of a preselected subscriber as the Terminal Number
or line/DSS (Direct Station Selection) key as well as the devices that are
registered in OpenScape Voice and missing from DLS. Information about
registration to the OpenScape Voice is also incorporated, to facilitate quick
diagnosis of device/subscriber configuration inconsistencies that may result in
registration problems.

Device Management

The Device Management user interface allows an administrator to add, display,
edit and delete devices for an existing subscriber. In addition to basic device
settings, it is also possible to view and edit the device’s key layout. On the edit
side, only a limited set of features and Line/DSS (Direct Station Selection) keys
are supported.

For subscribers who belong to the main office, the administrator is able through
the Device Management menu to create device in deployment server, after
having selected a default deployment server at business group level.

For subscribers who belong to a branch office, the administrator is able to use
the Device Management functionality to create device in deployment server in
the following cases:

» If the branch office inherits the default deployment server from the business
group (see Override the default deployment server of business group) and
there is a default deployment server configured at business group level.

 If the branch office overrides the configured deployment server at business
group level and there is a non empty default deployment server configured at
branch office level.

NOTICE:

Whenever th administrator moves subscribers from a branch
office to another or changes the assigned default deployment
server at branch office or business group level, the deployment
servers are not automatically updated according to these
changes. Manual intervention of the administrator is needed to
update the device management functionality.
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4.10 Synchronization of OpenScape Voice - OpenScape Branch

Some feature data that is common on both OSB and OSV can be provisioned
on OSV via OSV Assistant and synchronized with OSB, thereby eliminating
the provisioning separately on OSV and OSB and enhancing the validity of the
data.

The OSV feature data that can be synchronized with OSB is the following:

* Hunt Group Pilot DN

* Hunt Group Pilot DN type

*  Hunt Type

* Hunt Group Member Data

» Emergency Calling Subnet Specific Configuration Data

A new data table is created in the OSB database to maintain the data that is
being deleted in the OSV via Mass Provisioning, so that the corresponding
data from the OSB can be deleted via synchronization process. The retention
period of the table is one month. After that period all the table entries are being
deleted.

4.11 Authorization Codes Group

The Authorization Codes Group is a feature that allows the administrator to
create groups of authorization codes. It is configurable through the OpenScape
Voice Assistant.

INFO:

Authorization codes are assigned to subscribers to allow them
set up certain off-net calls. When attempting to set up a call of
a restricted traffic type, the subscriber has to enter (dial) a valid
authorization code.

For each Authorization Codes Group the administrator can assign a class of
restriction that contains the traffic types for which the authorization codes of
the group can be used to make outbound calls. The administrator will configure
all the affected subscribers with the Authorization Code service such that

an authorization code is requires to be dialed for all traffic types that are not
allowed to be used by default (probably all traffic types).

Authorization Codes Toll Restriction Override service

The Authorization Codes Toll Restriction Override service allows the subscriber
to use his/her authorization code to override the toll restrictions applicable to the
call in progress. It can be activated for the entire system through the System-
wide settings.

Description

When activated, all off-net destinations marked with a generic traffic type
(i.e. non-emergency traffic type) will be restricted unless the traffic type is
listed in a class of restriction assigned to the authorization group to which the
authorization code entered on the call belongs.
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Broadcast Groups / 1-way Speaker Broadcast

After the validation of an entered authorization code, the Authorization

Code Toll Restriction Override service when activated, matches the entered
authorization code against the Authorization Code Group keys. A key matches
an authorization code if its digits are leading digits of the authorization code
given.

* If no key matches, then no toll restrictions will be overridden, i.e. the
currently traffic types will remain in effect and the call will be released as if it
was restricted by the toll restriction service.

» If one key matches, then the traffic type of the call will be looked up in the
class of restriction that is associated to the key. If it is listed, then the call
may proceed. If it is not listed, the call will be released as if the call was
restricted by the toll restriction service.

» If more than one keys matches, the best matching key (based on key
length) is used. The traffic type of the call will be looked up in the class of
restriction that is associated to the matching key. If it is listed, then the call
may proceed. If it is not listed, the call will be released as if the call was
restricted by the toll restriction service.

Limitations

Only a single class of restriction can be associated to an authorization code
group key. An alternate class of service is not necessary, because a valid
authorization code needs to be dialed already to make a call.

Related concepts
Business Group Authorization Codes
Classes of Restriction on page 555

4.12 Broadcast Groups / 1-way Speaker Broadcast

354

A new feature is available from V8 onwards called “"1-way Speaker
Broadcast™. This feature introduces a new group entity called Broadcast
Groups. The members of these groups are OpenScape Voice subscribers
belonging to the same business group.

This feature is activated by lifting the handset and pressing a pre-programmed
feature key followed by the group number.

The system administrator has the option to restrict which subscribers will have
permission to initiate broadcast calls.

Each member of the group shall be provisioned with a role that shall indicate if
this member:

» Caninitiate a 1-way speaker broadcast call against the other members of
this group

» Can receive a 1-way speaker broadcast call from other members in this
group

« Can initiate and receive a 1-way speaker broadcast call to/from the other
members of this group

An OSV subscriber can be a member of many broadcast groups concurrently
and its role may vary in the different groups.
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Limitations

* The maximum number of members per broadcast group is 50. A broadcast
group must have at least two (2) members.

* The maximum number of broadcast groups per system is 500.

» OpenScape Mobile and Profile Only subscribers cannot be members of a
Broadcast Group.

IMPORTANT: If a 1-way speaker broadcast call is invoked
against a broadcast group which has already an active 1-way
speaker broadcast call, then the invocation shall fail and the
initiator shall get a busy tone.

Group members excluded from a 1-way speaker broadcast call

Under certain conditions some member’s phones shall not receive the 1-way
speaker broadcast call. Such conditions are the following:

* The member’s phone is busy during the 1-way speaker broadcast call.

» If the member has multiline appearances ONLY the device of the primary
line shall receive the 1-way speaker broadcast call.

+ If the member has multiple registered contacts or has a primary line
registered on multiple devices then the 1-way speaker broadcast call shall
not be presented to this member.

Group members against which a 1-way speaker broadcast call will fail

Under the following conditions a 1-way speaker broadcast call against a
member will fail and the call leg towards this member shall be released:

+ The member’s phone does not support the auto-answer feature or has been
configured to ignore it.

» The member has activated DND (Do Not Disturb) service.

*  When a member’s phone answers and OSV attempts to create a connection
on the conference bridge allocated for this 1-way speaker broadcast call, if
there are no Media Server or CAC resources then the call leg towards this
member’s phone shall be released.

NOTICE:

In all the above cases, since OSV cannot know before forking
the call to these members that it will fail, the call leg shall

be released immediately as soon as OSV detects the error
condition.

1-way speaker broadcast calls and Security

Each party of a 1-way speaker broadcast call shall affect the global security
status of the call.

If all parties have secure connections (end-to-end) with the Media Server then
the broadcast will be considered as secure and it will be presented as secure to
all the participants.

If one (or more) party(s) doesn’t have secure connection (end-to-end) with the
Media Server then the broadcast will be considered as non-secure and it will be
presented as non-secure to all the participants.
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If a broadcast receiver drops out from the 1-way speaker broadcast call and
this affects the global security status of the call, then all the remaining parties’
security indication will be updated.

NOTICE:

The receivers shall display the security zone of the initiator. The
initiator shall display the lower security zone from the security
zones of the receivers that answered the broadcast.
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5 Media Services

The OpenScape Voice media services are provided by at least one independent
Media server. The functions of this Media Server are controlled by OpenScape
Voice via the Media Gateway Control Protocol (MGCP).

The Media Server respectively used provides OpenScape Voice with the
following general media services:

» Playback of tones and system announcements
* Playback of music-on-hold

» Managing device-controlled audio conferences of OpenScape Voice (large
conferencing)

» Monitoring the telecommunication according to Communications Assistance
for Law Enforcement Act (CALEA)

In this media service context the following general features or technologies are
also supported:

» Mixing of media streams for conference applications
* Transcoding

* Creation of DTMF tones to support CSTA-compatible applications of
OpenScape Voice.

* Inband recognition of DTMF tones
» Support of the following audio codecs:

- G.711 A-Law
- G.711 p-law
- G.729

* QoS-Features

» Universal allocation of protocol ports for playing tones / system
announcements / greetings and for conferences.

5.1 Supported Media Servers

OpenScape Voice can be operated with different selected Media server
products.

For the time being it is:

* OpenScape Media Server

5.1.1 OpenScape Media Server

The OpenScape Media Server can be shortly described as Apache Tomcat
web server for voice and video applications. It does not use special hardware
and is based exclusively on software, of which the main interfaces use Java
technology. As integrated Media server of OpenScape Voice it is administered
via the Common Management Platform.

In addition to the described general Media server functions the OpenScape
Media Server at OpenScape Voice supports the following features:
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» Secured payload transmission by Session Description Protocol Security
(SDES), Multimedia Internet Keying (MIKEY) and the Secure Real Time
Transport Protocol (SRTP)

» Internal Support of Language Varieties

You can use the OpenScape Media Server also as Media server under
OpenScape UC Application. In this case the OpenScape Media Server supports
the following features in addition:

» Conference portal
* Voice portal

» Secured signaling transmission by the protocol Transport Layer Security
(TLS)

NOTICE:

You can also operate the OpenScape Media Server in parallel at
OpenScape Voice and OpenScape UC Application.

OpenScape Media Server at OpenScape Voice

The OpenScape Media Server can be used at OpenScape Voice in all operating
modes that have been released for OpenScape Voice.

If the performance data of a single OpenScape Media Server do not comply
with the desired performance or redundancy requirements, you can also
connect a Media server farm with several parallel OpenScape Media Servers
to an OpenScape Voice system. In doing so you need to install the same Media
server components on all computer systems of the OpenScape Media Server.

The OpenScape Voice system distributes in this case the load among the
various OpenScape Media Server.

The OpenScape Media Server supports at OpenScape Voice the following
interface protocols:

* Media Gateway Control Protocol (MGCP)

* Real Time Transport Protocol (RTP) / Secure Real Time Transport Protocol
(SRTP)

» Simple Network Management Protocol (SNMP) v2¢c

OpenScape Media Server at OpenScape UC Application

The OpenScape Media Server can be used under OpenScape UC Application
in all operating scenarios that have been released for OpenScape UC
Application.

If the performance data of a single OpenScape Media Server do not comply
with the desired performance or redundancy requirements, you can also
connect a Media server farm with several parallel OpenScape Media Servers
under OpenScape UC Application. In doing so you need to install the same
Media server components on all computer systems of the OpenScape Media
Server.

The OpenScape Voice system distributes in this case the load among the
various OpenScape Media Server.

The OpenScape Media Server supports under OpenScape UC Application the
following interface protocols.

* Media Resource Control Protocol (MRCP)
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* Real Time Transport Protocol (RTP) / Secure Real Time Transport Protocol
(SRTP)

» Session Initiation Protocol (SIP)

+ Simple Network Management Protocol (SNMP) v2c

» Voice Extensible Markup Language (VoiceXML)

5.2 Media Server Farm

If the performance data of a single Media server do not comply with the desired
performance or redundancy requirements, you can also connect a Media server
farm with several parallel Media servers to an OpenScape Voice system. In

this case, the OpenScape Voice system distributes the load among the various

Media servers.

NOTICE:

If you use the OpenScape Media Server under OpenScape UC
Application, a Media server farm cannot comprise more than a
maximum of four OpenScape Media Server.

5.3 Media Server Redundancy on OpenScape Voice

OpenScape Voice supports various redundancy options for connecting Media
servers. In this support, any combination of RadiSys and OpenScape Media
Server can be used.

Owing to this combinability, the Media server that complies with the respective
performance requirements can be used anywhere in the OpenScape system.

OpenScape Voice supports the following redundancy options for connecting
Media servers:

* 141 redundancy
* N+1 redundancy
* N+Kredundancy

Local Media servers can be configured in branches for the redundancy options
N+1 and N+K. In this configuration, tones and system announcements need
not be transmitted via the WAN, but are available locally. This optimizes the
bandwidth use for the WAN.

Redundancy Software Support

Software support of the redundancy mechanism refers to the following main
functions:

» Administration of the Media servers, so that they can provide security for
each other. Depending on the type of redundancy used, the requirements
differ slightly.

* A heartbeat mechanism that interconnects OpenScape Voice and the
Media servers via keep-alive messages. This mechanism detects failed
connections between systems or their recovery. It also ensures that
OpenScape Voice automatically switches over to the connection to another
Media server if the connection to the preferred Media server fails.
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The following is required for providing this feature:

» The OpenScape Voice feature automatic Media server audit must be
active. This enables the automatic audit between OpenScape Voice and all
Media servers. Furthermore, the following features must have been defined:

— The number of failed audits before the Media server is locked

— The number of successful audits before the Media server is put into
operation again

— The control signal interval, which indicates the interval for sending the
audits

* An audit circuit must be provided for each Media server. This circuit provides
OpenScape Voice with a path for checking the statuses between the single
Media servers. This audit circuit enables the control signal for the respective
Media server.

* The Multi Homing flag must have been disabled for the single Media
servers. This flag indicates that the Media server does not have an internal
redundancy, and that an IP address is assigned to each fully qualified
domain name.

The redundant Media servers must be administered in the same way. Example:

* The announcements IDs of all provided Media servers should match, so that
the user does not notice any functional difference when a Media server is
taken out of operation.

* The number of ports of the local backup Media server of a branch must
correspond to the number of ports of the primary Media server.

» The central backup Media server should contain all languages used by the
Media servers it supports.

Bandwidth Administration

The use of redundant Media servers enables in the following way the
administration of the bandwidth between the two OpenScape Voice nodes and
between branches:

»  Within OpenScape Voice, load balancing occurs between the MGCP
signaling managers by even distribution of the subscribers among the two
nodes. The MGCP signaling manager of the caller's node is selected.

» For branches, bandwidth administration is achieved in the following way:

— Installation of a local Media server in each branch
— Assignment of a tariff zone to each branch
— Creation of an origin destination for the tariff zone. This destination
indicates that the local Media server of the branch is to be used

* In case of geographically separated OpenScape Voice nodes, a Media
server that is located at the same branch as the node or is integrated in
this node can be configured as primary Media server for local subscribers
through use of tariff zones. In this case, the Media server on the other node
acts as backup Media server for local subscribers.

5.3.1 1 + 1 Redundancy for Media Servers

360

In this redundancy option, one Media server is assigned to each OpenScape
Voice cluster node. Each of the two Media servers acts as backup for the other
one.
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The following figure shows the Media server redundancy in the 1+1
configuration with OpenScape Voice cluster nodes at the same branch.
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The Media servers are found at the same branch as the OpenScape Voice
cluster nodes. The primary Media server is operable and handles the entire
Media server traffic of OpenScape Voice.

The following figure shows a comparable redundancy with geographically
separated OpenScape Voice cluster nodes.
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The Media servers are usually found at the same branch as the OpenScape
Voice cluster nodes. In normal operation one of the following configurations is
possible:
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» The Media server of branch A is operable and handles the entire Media
server traffic of OpenScape Voice. The Media server of branch B serves as
backup.

» At both branches the Media servers are primary ones, serving as backup for
each other. This option enables the load balancing, since the subscriber load
can be distributed among the two Media servers.

In case of a failure and depending on the failure type, the following happens:
* Node failure

If an OpenScape Voice node fails, the other one takes over. The MGCP
signaling manager of the partner node still uses the same Media server as
before the node failure.

¢ Media Server Failure

If the primary Media server fails, OpenScape Voice switches new Media
server traffic to the backup Media server automatically. Existing connections
to the failed Media server are not switched over and drop away.

* Failure of a Branch or Building

If branch A fails completely, the OpenScape Voice partner node registers this
event and uses the Media server of branch B from then on.
Support of Several Languages

Both Media servers must be configured for all required languages.

5.3.2 N + 1 Redundancy for Media Servers

362

In this redundancy option, several (N) Media servers provide local support for
branches, and a central Media server serves as backup for all other servers.

In case of the N+1 redundancy, N represents the number of primary Media
servers. These are the Media servers that are in top position in the list of Media
servers at a destination with Media servers. If N is greater than 1, an origin
destination must be created for setting up a specific Media server for a specific
branch. This number corresponds to the number of branches and headquarters
that have a local Media server.

The following two figures show the N+1 redundancy for Media servers:

» If the OpenScape Voice cluster nodes share the same branch

» If the OpenScape Voice cluster nodes are geographically separated

In both figures, three active and one backup Media server are available for a
3+1 redundancy.
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Figure 46: N+1 redundancy — OpenScape Voice cluster nodes
geographically separated

In case of a failure and depending on the failure type, the following happens:

364

Node failure

If an OpenScape Voice node fails, the partner node adopts its function. The
MGCP signaling manager on the partner node still uses the Media servers
like it did before the failure.

Media Server Failure

If the Media server in a branch fails, OpenScape Voice registers this event
and the branch uses the central backup Media server from then on. Existing
connections to the failed Media server are not switched over and drop away.
The other branches carry on using their own Media servers.

Failure of a Branch

If a branch fails completely, the other branches carry on using their own
Media servers and are not affected by the failure.

WAN Failure

If the WAN connection to a specific branch collapses, the branch concerned
cannot receive tones and system announcements. The subscribers isolated
in the branch can still use the Media server inasmuch as they are registered
with an OpenScape Voice edge system anew.

The other branches are not affected by the failure.
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Support of Several Languages

The backup Media server must be configured for all languages required by the
different Media servers of the branches.

5.3.3 N + K Redundancy for Media Servers

In this redundancy option, several (N) Media servers provide local support
for branches. In addition to a central backup Media server, some branches
have dedicated backup Media servers. The number of backup Media servers
assigned to a primary Media server is represented by K.

In case of an N+K redundancy, N and K represent the following:

* N — Number of primary Media servers
» K- Number of backup Media servers for a specific primary Media server.
This number may differ for various primary Media server.

The following two figures show the N + K redundancy for Media servers:

» If the OpenScape Voice cluster nodes share the same branch
+ If the OpenScape Voice cluster nodes are geographically separated
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Figure 47: N+K redundancy — OpenScape Voice cluster nodes at the same
branch
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Figure 48: N+K redundancy — OpenScape Voice cluster nodes
geographically separated

Both figures contain the following elements:

Each branch has its own Media server for altogether three primary Media
servers.

On each of the OpenScape Voice cluster nodes you find a central backup
Media server.

Branches A and C have their own backup Media servers, too. These two
branches may represent bigger field offices, while branch B may be a
smaller field office that does not require a local redundancy.

As a result, branches A and C have two backup Media servers; branch B
has one.

In this scenario the Media servers in the large branches are locally redundant,
and the smaller branches use a backup Media server located on one of the
OpenScape Voice cluster nodes. In normal operation, the Media servers are
operable in all branches and process the entire Media server data traffic of
OpenScape Voice. Load balancing is achieved for a branch by assigning it an

additional Media server and configuring all Media servers of the branch for load
balancing.

In case of a failure and depending on the failure type, the following happens:
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* Node Failure

If an OpenScape Voice node fails, the partner node adopts its function. The
MGCP signaling manager on the partner node still uses the Media servers
like it did before the failure.

* Media Server Failure

If one of the three active Media servers fails, OpenScape Voice registers
this event. If the branch has its own backup, OpenScape Voice uses this
Media server from then on. If the branch does not have its own backup or
the backup server fails as well, OpenScape Voice uses the central backup
Media server. Existing connections to the failed Media server are not
switched over and drop away.

» Failure of a Branch

If a branch fails completely, the other branches carry on using their own
Media servers and are not affected by the failure.
*  WAN Failure

If the WAN connection to a specific branch collapses, the branch concerned
cannot receive tones and system announcements. The subscribers isolated
in the branch can still use the Media server inasmuch as they are registered
with an OpenScape Voice edge system anew.

The other branches are not affected by the failure.

Support of Several Languages

Each local backup Media server must be configured for all languages required
by the different associated Media servers of the branches. The central backup
Media server must be configured for all languages required by the different
Media servers of the branches.

5.4 Media Server Deployment Scenarios at OpenScape Voice

OpenScape Voice supports different alternatives for connecting Media servers.
The defined, general routing mechanisms of the OpenScape Voice system
determine the Media server that OpenScape Voice supports in the respective
situation.

Depending on the general arrangement of the OpenScape Voice system and its
load behavior, various realization alternatives exist for the following areas of the
Media server planning:

» Assignment of a Media server to a specific area

» Assignment of a Media server to a specific branch
» System redundancy

* Load distribution

» Backup in case of an error

Though this freedom in planning offers a large number of realization alternatives
for Media servers, each selected alternative can be assigned to one of the
following basic Media server deployment scenarios:

» Central Media server deployment scenarios
» Distributed Media server deployment scenarios

The respective Media server deployment scenario determines in which way
OpenScape Voice must be configured for the selected realization alternative.
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Central Media server deployment scenarios

A central Media server deployment scenario is based on one of the following
routing mechanisms:

* In case of deployment scenarios with a single Media server, calls are directly
routed to the configured Media server gateway.

Intercept

Treatment Media Server
R ——

The following OpenScape Voice deployment scenarios are based on a
central Media server deployment scenario with a single Media server
gateway:

— Integrated Simplex and Standard Simplex deployment scenarios

— Standard Duplex deployment scenarios without geographic separation
with a single external OpenScape Media Server

— Any other individual OpenScape Voice deployment scenario that uses a
single Media server gateway

* In case of deployment scenarios with several Media servers, call routing is
based on destinations. The Media servers work as redundancy or for load
distribution in all routing areas.

Intercept

Treatment - Destination
Media Server
Route 1 — Site A
Media Server
Route 2 — Site B

The following OpenScape Voice deployment scenarios are based on a
central Media server deployment scenario with destinations:

— Integrated Duplex deployment scenarios without geographic separation
with two integrated OpenScape Media Servers

— Any other individual OpenScape Voice deployment scenario that uses
two or more Media servers for redundancy or for load balancing, and that
does not require routing.

Distributed Media server deployment scenarios

Distributed Media server deployment scenarios route calls on the basis of an
origin destination. Routing occurs according to the routing areas of the following
units that are involved in a call, and according to the assigned Media server
destination:

e Subscriber
* Location
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* Branch

Intercept

|— Treatment Origin

Destination

l— Routing Area A | Destination A
— Route 1 —1 Media Serve A
— Route 2 —— Media Server A+
— Route 3 —v Mediia Server A++
—{ Routing Area B (= Deslination B
Route 1 —1 Media Server B
Route 2 | Med‘\aaag:i\pfer B
L— Routing Area C === Destination C
Route 1 —— Media Server C
Route 2 — Media Server C+

The following OpenScape Voice deployment scenarios are based on a
distributed Media server deployment scenario:

» All geographically separated systems with routing based on routing areas of
subscribers or locations

» All systems that use the branch concept

* Any other individual OpenScape Voice deployment scenario with more than
one Media server gateway and routing based on routing areas

Related concepts

Conferences on page 405

5.4.1 Configuration of a Central Deployment Scenario with One Media
Server

In case of a central Media server deployment scenario with a single Media
server, calls are directly routed to the configured Media server gateway.
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Intercept

Treatment Media Server

R ——

Figure 49: Configuration Representation of a Central Deployment Scenario
with One Media Server

The depicted example shows the following structure:

* One Media server has been configured.
» One dropping consists of up to three consecutive treatments.
« Each treatment is assigned to the Media server.

The configuration of a central Media server deployment scenario with a single
Media server is divided into the following steps:

» Step 1: How to add a Media server

» Step 2: How to edit Extended options

» Step 3: How to configure circuits

» Step 4: How to assign treatments to the Media server
» Step 5: How to activate the Audit

5.4.2 Configuration of a Central Deployment Scenario with Several Media

Servers

370

In a central Media server deployment scenario with several Media servers, calls
are routed based on destinations. The Media servers work as redundancy or for
load distribution in all routing areas.

Intercept

Treatment - Destination
Media Server
Route 1 — Site A
Media Server
Route 2 — Site B

Figure 50: Configuration Representation of a Central Deployment Scenario
with Two Media Servers

The depicted example shows the following structure:

» Two Media servers are configured as redundancy to each other or working in
the load balancing.

* One dropping consists of up to three consecutive treatments.
» Each treatment is assigned to a target.
» Two routes are connected to the destination — one per Media server.
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The configuration of a central Media server deployment scenario with several
Media servers is divided into the following steps:

» Step 1: How to add Media servers

» Step 2: How to edit Extended options

» Step 3: How to configure circuits

+ Step 4: How to add a destination

» Step 5: How to configure the redundancy / load balancing
+ Step 6: How to assign treatments to the destination

+ Step 7: How to activate the audit

From V7 onwards if the first connection to an Media Server (MGCP MS) fails
OSV attempts to connect to a different Media Server.

5.4.3 Configuration of a Distributed Deployment Scenario without
Branches

In a distributed Media server deployment scenario without branches, calls are
routed to the desired Media servers on the basis of subscriber-related routing
areas.

Intercept

|— Treatment Origin

Destination
l— Routing Area A | Destination A
— Route 1 — Media Serve A
— Route 2 —— Media Server A+
— Route 3 l—{ Media Server A++
—{ Routing Area B (= Deslination B
Route 1 — Media Server B
Route 2 | Med?:g:i&er B
L— Routing Area C === Destination C
Route 1 —— Media Server C
Route 2 —— Media Server C+

Figure 51: Configuration representation of a distributed deployment
scenario without branches

The depicted example shows the following structure:
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» Two Media servers are configured as redundancy to each other or working in
the load balancing.

» One dropping consists of up to three consecutive treatments.

« Each treatment is assigned to an origin destination according to the routing
area of the caller.

» Several routing areas are assigned to the origin destination.
» One destination is assigned to each routing area.
» Several routes are connected to the destination — one per Media server.

The configuration of a distributed Media server deployment scenario without
branches is divided into the following steps:

+ Step 1: How to add Media servers

» Step 2: How to edit Extended options

» Step 3: How to configure circuits

» Step 4: How to add destinations

» Step 5: How to add an origin destination

« Step 6: How to configure the redundancy / load balancing
» Step 7: How to assign treatments to the origin destination
» Step 8: How to activate the audit

5.4.4 Initial Configuration of a Distributed Deployment Scenario with

Branches

372

The branch concept enables the configuration of several Media servers for each
branch. But this concept also always requires the configuration of at least one
central Media server that is independent from branches. This server is used

for subscribers not configured in branches. This Media server also serves as
redundancy for the Media servers at branches.

NOTICE:

You can migrate an existing Media server deployment scenario
to a distributed Media server deployment scenario with
branches. The decisive advantage of such a migration against a
complete reconfiguration is: You transfer existing announcement
adjustments for default and individual treatments to the new
deployment scenario.

In a distributed Media server deployment scenario with branches, not every
Media server needs to provide all available lines. Instead, announcements can
e. g. be provided by the respective Media servers of the branches, while the
central Media server enables the conference feature. Since the central Media
server operates as redundancy for the Media servers of the branches, you need
to configure all circuits for this server that are configured for the single Media
servers of the branches.

The configuration of a distributed Media server deployment scenario with
branches is divided into the following steps:

» Step 1: How to Add Media Servers

+ Step 2: How to Edit Extended Options

» Step 3: How to Configure Circuits
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» Step 4: How to Modify / Add Routes to the Central Media Server

» Step 5: How to Assign Media Servers to a Branch

» Step 6: How to Configure Redundancy / Load Balancing

» Step 7: How to Assign Announcement Treatments to their Origin Destination
» Step 8: How to Activate the Audit

You can configure the appropriate treatments for this Media Server deployment
scenario automatically via the nsconf . sh script.

NOTICE:

For more information about the automated configuration, refer to
OpenScape Media Server V7, Administrator Documentation

5.4.5 Migration of an existing Deployment Scenario to a Scenario with
Branches

You can migrate an existing Media Server deployment scenario to a distributed
Media Server deployment scenario with branches. The decisive advantage of
such a migration against a complete reconfiguration is: You transfer existing
announcement adjustments for default and individual treatments to the new
deployment scenario.

We divide the migration of an existing deployment scenario to a distributed
deployment scenario with branches into the following steps:

» Step 1: How to Modify / add Media Servers

» Step 2: How to Modify / Configure Lines

» Step 3: How to Modify / add Routes to the Central Media Server

» Step 4: How to Assign Media Servers to a Branch

+ Step 5: How to Configure Redundancy / Load Balancing

+ Step 6: How to Activate the Audit

» Step 7: How to Change the Destination for Announcement Treatments

Related concepts
Initial Configuration of a Distributed Deployment Scenario with Branches

5.5 Configuration Concept of the OpenScape Media Server

The configuration concept of the OpenScape Media Server is based on the
configuration of the following areas: configuration of the provider modules,
configuration of the address bindings, system resource management.

» Configuration of the provider modules

Defines the behavior of different provider modules of the OpenScape Media
Server. The following providers of the OpenScape Media Server have
settings that you can configure:

— MGCP provider

The MGCP provider makes available an interface of the Media
Gateway Control Protocol (MGCP), that corresponds to standard RFC
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2705. It interprets the commands sent via the MGCP interface to the
OpenScape Media Server for controlling. Playback requests or standard
announcement creation is thereby transferred to the relevant services of
the OpenScape Media Server. These services then take over the further
processing.

Streaming provider

The Streaming provider manages and processes the payload of existing
real-time connections edited by the OpenScape Media Server. For the
Real Time Transport Protocol (RTP) streaming it uses the native auxiliary
process Native RTP Unit. This maximizes the number and quality of
media streams that are processed by the OpenScape Media Server in
real time.

SIP provider

The OpenScape Media Server uses the SIP provider to control
connections that are based on the Session Initiation Protocol (SIP). The
SIP provider also contains all features for registering SIP devices.

NOTICE:

Configuring the SIP provider in the OpenScape Media
Server is only possible if the OpenScape Media Server is
used under OpenScape UC Application.

MRCP provider

Via the MRCP provider the OpenScape Media Server can control
external TTS software. The MRCP provider uses the Media Resource
Control Protocol (MRCP) for this purpose.

NOTICE:

Configuring the MRCP provider in the OpenScape Media
Server is only possible if the OpenScape Media Server is
used under OpenScape UC Application.

Prompt-Database provider

The Prompt-Database provider replicates customized welcome and name
announcements of the voice portal automatically to all other OpenScape
Media Server of a Media server farm.

NOTICE:

Replicating voice portal announcements by the Prompt-
Database provider can only be configured in the
OpenScape Media Server if the OpenScape Media Server
is used under OpenScape UC Application.

Resource Management provider

You can use the system resource management of the Resource
Management provider to proportionately assign operation-critical system
resources to individual media applications of the OpenScape Media
Server.
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A terminal is merely a logical configuration unit within the OpenScape Media
Server. It can be best compared with the logical configuration of a terminal

device in a PBX.

NOTICE:

Configuring terminals in the OpenScape Media Server is
only possible if the OpenScape Media Server is used under

OpenScape UC Application.

» Configuration of the address bindings

Specifies which media applications of the OpenScape Media Server can be
reached under which phone number.

NOTICE:

Configuring address bindings in the OpenScape Media
Server is only possible if the OpenScape Media Server is
used under OpenScape UC Application.

Configuration of the provider modules

You configure the provider modules of the OpenScape Media Server in the
Common Management Platform of OpenScape by default. The settings

performed in this way are not stored in the Common Management Platform
itself, though, but in the different configuration files of the provider modules.

The following table provides an overview of the configuration files available in
the OpenScape Media Server for provider modules.

Providers Configuration Storage location
file 4
MGCP provider | mgcp.xml /
application host/
providers/
mgcp
Streaming streaming- /
provider mps.xml application host/
providers/
streaming-mps
SIP provider ° sip- /
connectivity.xml  application host/
providers/
sip-
connectivity

Besides the settings that you can make in the Common Management Platform,
further expert settings exist for the OpenScape Media Server, which are
also managed in the described configuration files. These expert settings are

4 |s based on the directory in which you install the OpenScape Media Server.

5 Only available in combination with OpenScape UC Application.
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already preconfigured in a way that they need not be modified during the usual
OpenScape Media Server operation.

Configuration of the address bindings

NOTICE:

Configuring address bindings in the OpenScape Media Server
is only possible if the OpenScape Media Server is used under
OpenScape UC Application.

Which OpenScape Media Server media application can be reached under
which phone number is specified in the so-called address bindings. You
configure address bindings in the Common Management Platform of
OpenScape UC Application.

Each address binding contains the following information:
* Aterminal

A so-called terminal is assigned the Uniform Resource Identifier (URI) of a
media application and at least one phone number expression. This results
in an individual assignment of URI and phone number expressions. The
terminal is solely a logical configuration unit within the OpenScape Media
Server. It can be best compared with the logical configuration of a terminal
device in a PBX, which is also assigned specific attributes — e. g. phone
numbers.

* Binding attributes

Specify different properties that determine the communication behavior of
the relevant address binding. The binding attributes include, for example,
security and codec settings.

» General properties

Specify media-application-individual settings transferred to the relevant
media application when being invoked. Via these settings you can e. g.
control the default language of the voice portal.

General properties influence only the behavior of the media application and
do not serve any other purpose in the OpenScape Media Server.

» At least one phone number expression

Each phone number expression specifies at least one phone number under
which the relevant media application is to be reached in the OpenScape
Media Server.

Example: regexp:sip:+492404901100Q.*

NOTICE:

Specify phone numbers always fully qualified in the Global
Number Format (GNF) when you use the OpenScape Media
Server at OpenScape Voice — example: +492404901100.

Related concepts
System Resources Management on page 409
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5.6 Expert Settings of the OpenScape Media Server

Besides the OpenScape Media Server settings, which you can configure in
the Common Management Platform, there are more expert settings for various
OpenScape Media Server providers. These expert settings are administered in
the configuration file of the relevant provider.

The following sections show all expert settings that influence the behavior of the
different OpenScape Media Server provider.
For the time being, this concerns the following providers:

» SIP provider

NOTICE:

Configuring the SIP provider in the OpenScape Media Server
is only possible if the OpenScape Media Server is used
under OpenScape UC Application.

» Streaming provider

5.6.1 Expert Settings of the SIP Provider

The following list shows all expert settings that influence the SIP provider
behavior.

The expert settings are administered in the following configuration file:

<MS4n§aH6>/application_host/providers/sip—connectivity/
sip-connectivity.xml

NOTICE:

Configuring the SIP provider in the OpenScape Media Server
is only possible if the OpenScape Media Server is used under
OpenScape UC Application.

» fallbackToMasterSipServerTime

— Default setting: 0 [seconds]
— Possible values:

<1 ... 604800> [seconds]
0 — deactivates the fallback mechanism

If the Master SIP server is not operable any more, the SIP provider uses an
alternative SIP server (if configured).

fallbackToMasterSipServerTime specifies the period after which the SIP
provider falls back to the Master SIP server, provided, this server is operable
again. Start time for the timer is the switch-back to the alternative SIP server.

6 setup directory of the OpenScape Media Server: /enterprise/mediaserver/ or /opt/siemens/
mediaserver/.
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* InboundConnectionAcceptanceTimeout

— Default setting: 4000 [ms]
— Possible values:

<Time> [ms]

0 — deactivates the time-out mechanism

NOTICE:

This setting must not be modified!

Specifies the period within which the SIP provider expects a reply to inbound
calls from internal applications. If an internal application does not answer
within this period, the SIP provider transfers the incoming call to other
internal, available processes or rejects it as impossible to rout (SIP response
“Not found”).

* InboundConnectionOfferTimeout

— Default setting: 600 [ms]
— Possible values:

<Time> [ms]

0 — deactivates the time-out mechanism

NOTICE:

This setting must not be modified!

Defines the period within which a correct address binding must be
determined for incoming calls. If no correct address binding can be
determined within this period, the SIP provider transfers the incoming call
to other internal, available processes or rejects it as impossible to rout (SIP
response “Not found”).

+ keepAliveRequestinterval

— Default setting: 180 [ms]
— Possible values:

<Time> [ms]
0 — deactivates the Keep-Alive mechanism

The SIP provider uses a keep-alive mechanism to check whether the Master
SIP server is still operable.

keepAliveRequestinterval defines in which intervals the SIP provider sends
keep-alive-requests to the Master SIP server.

A31003-H80A0-F100-16-7618, 07/2024
378 Feature Description, Feature Description



Media Services

* keyStore

— Default setting: t1s-keystore.jks
— Possible values: <path and file name of the keystore>

Defines the name of the keystore the certificate of which is used by the
OpenScape Media Server for the TLS communication.

The specified keystore must contain a valid certificate for the OpenScape
Media Server, which is signed by the root CA and a root certificate of
OpenScape Voice.

The keystore used must be contained in the following directory:

osgilconfig-beans\host\providers\sip-connectivity
» keyStorePassword

— Default setting: —
— Possible values: <password>

To access the keystore configured under keyStore, the OpenScape Media
Server uses the “password” password by default.

If the configured keystore uses another password, you need to add the
setting keyStorePassword to the configuration file and configure in it the
password of the keystore used.

* keyStoreType

— Default setting: —
— Possible values: <file suffix>

To access the keystore specified under keyStore, the OpenScape Media
Server uses the database type jks by default.

If the configured keystore uses another keystore type, you need to add
the setting keyStoreType to the configuration file and configure in it the
database type of the keystore used.
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listeningPoint

— Default setting:
<listeningPoint>*:5060/UDP</listeningPoint>
<listeningPoint>*:5060/TCP</listeningPoint>

<listeningPoint>*:5061/TLS</listeningPoint>
— Possible values: <list of single listening points>

NOTICE:

For each available transport protocol you can configure one
listening point at the most.

Defines the communication settings for the inbound OpenScape Media
Server SIP communication in the form of so-called listening points.

Each listening point consists of the following settings:

— IP address via which the OpenScape Media Server communicates for the
listening point.

If the host name of the associated computer system can be resolved
into an IP address in the network, you can also enter the associated fully
qualified host name instead of the IP address.

— Port on which the OpenScape Media Server receives the data for the
relevant listening point.

— Transport protocol the OpenScape Media Server uses for the listening
point.

These single settings are combined in the form of a listening point, with the
OpenScape Media Server using the following format:

<IP address / host name> : <port number> / <transport protocol>

If you configure the * character as IP address/host name of a listening point,
the OpenScape Media Server uses for the relevant listening point the IP
address of the first network board in the computer system.

outboundProxy

— Default setting: —
— Possible values:

<IP Address>
<fully qualified host name>

The SIP server may only be accessible via an outbound proxy server. In
such a case you can add the outboundProxy setting in the configuration file
to configure the address of the outbound proxy server.
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» sipServer

NOTICE:

Is configured via the Common Management Platform.

Defines the data of the SIP servers that the OpenScape Media Server uses
for outgoing SIP communication. The following information is specified for
each SIP server used:

— |P address of the SIP server

If the host name of the associated computer system can be resolved
into an IP address in the network, you can also enter the associated fully
qualified host name instead of the IP address.

— Port to which the OpenScape Media Server sends the data for the
relevant SIP server.

— Transport protocol that the OpenScape Media Server uses for the
relevant SIP server.

These single settings are compiled for each SIP server in the following
format and specified in one line:

<|P address / host name> : <port number> / <transport protocol>

The preferred SIP server appears in the first line.
+ sipSessionTimerExpiration

— Default setting: 0 [seconds]
— Possible values:

<time> [seconds]
0 — deactivates the Keep-Alive mechanism

The SIP provider can send refresh requests for SIP
connections.sipSessionTimerExpiration defines, in which intervals the SIP
provider sends these refresh requests.

5.6.2 Expert Settings of the Streaming Provider

The following list shows all expert settings that influence the Streaming provider
behavior.

The expert settings are administered in the following configuration file:

<MS4nﬁaH7>/application_host/providers/streaming—mps/
streaming-mps.xml

7 setup directory of the OpenScape Media Server: /enterprise/mediaserver/ or /opt/siemens/
mediaserver/.
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aliveTimeout

— Default setting: 60
— Possible values: <time> [seconds]

Controls the watchdog process, with which the Java Media Framework
monitors the process of the native RTP unit.

aliveTimeout defines a period in which the native RTP unit process must
answer. If it fails to do so, it is automatically restarted.

defaultLocale

— Default setting: en
— Possible values: <language code>

Defines the language the greetings and tones of which the Streaming
provider uses if no language has been specified when OpenScape Voice
requests a playback.

defaultOptions

— Default setting: -a 0x000700040 -k
— Possible values: <command>

Specifies a text string that is transferred to the native RTP unit as command
line command.

The command interface of the native RTP unit determines the commands
that can be transferred here.

eventThreadpoolSize

— Default setting: 5
— Possible values: <number>

Specifies the size of the event thread pool for the Java Media Framework.
This pool processes all events sent to the Java Media Framework by the
native RTP unit.

fallbackLanguage

— Default setting: 5
— Possible values: Comma-separated list of the format:

<four-digit language code > = <language code >

NOTICE: This can only be used for languages for
which a language version has been prioritized with
preferredLanguage.

The OpenScape Media Server can play tones and announcements of the
respective country from a language packet that contains individual tones as
well as individual announcements of this country.

If a language packet contains only the individual tones of the respective
country, the OpenScape Media Server can access only the associated
tones. So that also announcements can be played in the relevant language,
you need to configure from which alternative language package it shall take
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them. The announcement language of this alternative language packet is
also called fallback language.

Example of Hongkong:
<preferred-language>zh hk </preferred-language>

Defines that the OpenScape Media Server uses the language variety
Hongkong for Chinese.

<fallbackLanguage>zh hk=en us</fallbackLanguage>

Defines that the OpenScape Media Server uses (US) English greetings for
the language variety Hongkong.

» icmpMonitoringEnabled

— Default setting: false
— Possible values:

true — activates the ICMP monitoring
false — deactivates the ICMP monitoring

Network components use the Internet Control Message Protocol (ICMP) for
exchanging diagnostics data via the internet protocol. A router may return
e.g. ICMP messages to a data source if it needs to dismiss packets of this
data source.

icmpMonitoringEnabled defines whether or not the OpenScape Media
Server ICMP monitoring is active.

When the ICMP monitoring of the OpenScape Media Server is active, the
OpenScape Media Server reacts to ICMP messages it receives from the
network. If the number of received ICMP messages exceeds a threshold,
the Media Server sends appropriate messages to its applications. The
applications can to react to this by temporarily stopping or reducing the send
activities.

The described threshold is determined by icmpMonitoringEnabled.
» icmpUnreachableCount

— Default setting: 200
— Possible values: <time> [seconds]

If the OpenScape Media Server ICMP monitoring is active
(icmpMonitoringEnabled = true), the OpenScape Media Server
reacts to ICMP messages it receives from the network. If the number of
received ICMP messages exceeds a threshold, the Media Server sends
appropriate messages to its applications. The applications can to react to
this by temporarily stopping or reducing the send activities.

icmpUnreachableCount defines the amount of the described threshold.
The counter for this threshold is reset after a period defined by
icmpRecoveryTime.

» icmpRecoveryTime

— Default setting: 10
— Possible values: <time> [seconds]

If the OpenScape Media Server ICMP monitoring is active
(icmpMonitoringEnabled = true), the OpenScape Media Server
reacts to ICMP messages it receives from the network. If the number of
received ICMP messages exceeds a threshold, the Media Server sends

A31003-H80A0-F100-16-7618, 07/2024
Feature Description, Feature Description 383



Media Services

384

appropriate messages to its applications. The applications can to react to
this by temporarily stopping or reducing the send activities.

icmpRecoveryTime defines the time after which the counter for the
described threshold is reset.

internalFormatList

— Default setting: audio/L16 audio/PCMU audio/PCMA audio/G729

— Possible values: Blank-separated list of settings of the following list in the
form audio/<format setting>:

L16 — Linear16 Bit
PCMU — y-Law G.711
PCMA — A-Law G.711
G729 —-G.729

Defines the audio formats to be used by the OpenScape Media Server.
ipAddrMediaServer

NOTICE:

Is configured via the Common Management Platform.

Defines the IP address that the OpenScape Media Server uses on the
computer system for the RTP communication.

If the host name of the associated computer system can be resolved into an
IP address in the network, you can also enter the associated fully qualified
host name instead of the IP address.

keep-session-open
— Default setting: false
— Possible values:

true — TTS session stays open during the connection.

false — TTS session will be closed after the TTS playback.

NOTICE:

Set the false option here. This reduces the number of TTS
licenses the system requires for operation.

Defines how the OpenScape Media Server handles a connection to the TTS
system:

— Whether it closes the connection after the requested greeting was played
via the TTS system.

— Whether it keeps the connection open until the phone connection that the
OpenScape Media Server has opened for the relevant TTS connection is
closed.

maxG729Proportion

— Default setting: 100
— Possible values: <0 ... 100> [%]

Defines which proportion of numRtpPorts the OpenScape Media Server
may use for G.729 channels at the most. When calculating the increased

A31003-H80A0-F100-16-7618, 07/2024
Feature Description, Feature Description



Media Services

computing power for a G.729 channel against a G.711 channel please note:
A G.729 channel requires the computing power of three G.711 channels.

Example: numRtpPorts = 500 [channels], maxG729Proportion = 35 [%]

This results in a proportion of 500 x0,35 = 175 G.711 channels for G.729
channels.

Since each G.729 channel requires the computing power of three G.711
channels, up to 175/ 3 = 58 G.729 channels can be used in this example.

*  multipart-support

— Default setting: -
— Possible values:

true — Send Multipart MIME messages
false —do not send any Multipart MIME messages

Defines whether the OpenScape Media Server can send multipart MIME
messages to the ASR or TTS system used.

» nativeRtpUnitUse10msSched

— Default setting: false
— Possible values:

true—10ms
false—-20ms

Defines the package size used by the OpenScape Media Server.
+ nativeRtpUnitUseLowPrioScheduling

— Default setting: 0
— Possible values:

0 — REALTIME_PRIORITY_CLASS
1 — HIGH_PRIORITY_CLASS

Specifies the process/thread priority used by the native RTP unit.
» nativeRtpUnitUseRtcClock

— Default setting: true
— Possible values:

true — Linux RealTimeClock

false — SystemClock

IMPORTANT:

This setting must not be modified in productive systems!

Defines how the OpenScape Media Server synchronizes the RTP
communication.

* noRtpStreamTimeout

— Default setting: 15
— Possible values: <time> [seconds]

Defines a period in which the Streaming provider expects an RTP packet
for and RTP connection. If the Streaming provider does not register an RTP
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package in this period, it may send RTP-Stream-Absent messages to the
application layer.

Sending the above RTP-Stream-Absent messages is activated by the
rtpStreamMonitoringEnabled setting.
numberOfProxyObjects

— Default setting: 5000

Specifies the maximum size of the MFW-Object-Request-Brocker.
numMaxRtpPorts

— Default setting: 500
— Possible values: <= numRtpPorts

IMPORTANT:

Depends on the hardware you use for the OpenScape Media
Server.

Defines the maximum permissible number of RTP channels that may be
configured for the OpenScape Media Server RTP communication.

The value set here thus represents the top limit of the setting under
numRtpPorts.

numRtpPorts

NOTICE:

Is configured via the Common Management Platform.

Defines the maximum number of UDP ports that the OpenScape Media
Server uses for the RTP transmission of media streams.

preferred-format

— Default setting: -
— Possible values:

G711u
G711a
G729

Defines the RTP streaming format that the OpenScape Media Server
announces to the MRCP server as preferred format.
preferred-language

— Default setting: -
— Possible values: Comma-separated list <four-digit language codes >

Several language varieties can be installed on the OpenScape Media Server
for one OpenScape Voice language ID. For example, the language varieties
India (en_in) and USA (en_us) for the OpenScape Voice language ID en.

In this case the preferred-language setting lets you define the language
varieties to be used for the associated OpenScape Voice language ID. This
is reasonable when you want to use a language variety the code of which
consists of four letters for a basic language.
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* recordingSensitivity

— Default setting: 50
— Possible values: <0 ... 100> [%]

The OpenScape Media Server uses a voice recorder for voice recordings.

If this voice recorder operates in the automatic recording mode,
recordingSensitivity defines the sensitivity for detecting the end of the
recording.

* rfc2833-payload-type

— Default setting: -
— Possible values: <encoding according to RFC 2833>

Defines the payload type used by the Streaming provider for sending RFC
2833 events to the ASR engine.

* rootFolder

— Default setting: root:///resources/waveRoot
— Possible values: <directory path>

Defines the directory on the OpenScape Media Server computer system
in which the greetings and tones for OpenScape Voice are stored.

The Streaming provider uses this specification to form absolute path
specifications from relative ones.

The root schema defines that the specified path refers to the root directory
of the Application Host. As alternative to the rootFolder setting you can also
use the file schema.

* rtpPortRangeStart

NOTICE:

Is configured via the Common Management Platform.

Defines the first UDP port of the port range used by the OpenScape Media
Server for the RTP-based transmission of the media streams.

* rtpBlacklistedTime

— Default setting: 500
— Possible values: <0 ... 100>

The OpenScape Media Server uses an RTP port scanner to detect and fend
off Denial-of-Service attacks. Using this scanner the OpenScape Media
Server searches all officially free RTP ports for suspicious communication in
a round-robin process. The suspicious communication may be caused by a
client with wrong communication behavior or a Denial-of-Service attacker.

If the RTP port scanner could not detect any suspicious communication on a
checked RTP channel, it marks this port as safe and the OpenScape Media
Server can use it for its communication. If the RTP port scanner detects
suspicious communication on a checked RTP channel, this port is integrated
in a black list and not be used by the OpenScape Media Server for a specific
period.

rtpBlacklistedTime specifies how long an individual RTP port is not used
by the OpenScape Media Server when the RTP port scanner has detected
suspicious communication on this port. After expiration of this period, the
port can be used by the OpenScape again.
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rtpScanDuration

— Default setting: 500
— Possible values: <0 ... 100>

The OpenScape Media Server uses an RTP port scanner to detect and fend
off Denial-of-Service attacks. Using this scanner the OpenScape Media
Server searches all officially free RTP ports for suspicious communication in
a round-robin process. This involves groups of RTP ports.

If the RTP port scanner could not detect any suspicious communication on a
checked RTP channel, it marks this port as safe and the OpenScape Media
Server can use it for its communication.rtpScanDuration defines, how long
the RTP port scanner searches a group of RTP channels for suspicious
communication per round-robin cycle.

rtpScanWindowSize

— Default setting: 500
— Possible values:

0 — deactivates the RTP port scanner
<1 ...100>

The OpenScape Media Server uses an RTP port scanner to detect and fend
off Denial-of-Service attacks. Using this scanner the OpenScape Media
Server searches all officially free RTP ports for suspicious communication in
a round-robin process. This involves groups of RTP ports.

If the RTP port scanner could not detect any suspicious communication on a
checked RTP channel, it marks this port as safe and the OpenScape Media
Server can use it for its communication.rtpScanDuration defines, how long
the RTP port scanner searches a group of RTP channels for suspicious
communication per round-robin cycle.

rtpStreamMonitoringEnabled

— Default setting: false
— Possible values:

true — Activates the RTP package monitoring
false — Deactivates RTP package monitoring.

Defines whether the Streaming provider sends RTP-Stream-Absent
messages to the application layer if no RTP packages have been registered
for an RTP connection with in a specific period.

rtpTypeOfService

NOTICE:

Is configured via the Common Management Platform.

Defines the quality of service (QoS) used for the RTP communication
between OpenScape Media Server and telephones. You can choose from
the standardized service qualities.
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+ socketManagerRxPort

— Default setting: 7000
— Possible values: <port number>
Specifies the receiving port via which the Java portion of the Media
Framework receives information from the native portion.
+ socketManagerTxPort

— Default setting: 7001
— Possible values: <port number>

Specifies the send port via which the Java portion of the Media Framework
sends information to the native portion.

» zombiObjectTimeout

— Default setting: 86400
— Possible values: <1 ... 604800> [seconds]

The Media Framework uses a so-called “zombie” scanner that checks in
60-second intervals all assigned / active MFW objects for their topicality.
If the scanner finds an object in this search the age of which exceeds a

specified period, it is removed from the internal assignment table as so-
called “zombie”.

zombiObjectTimeout defines the length of the described period.

You can see whether the “Zombie” scanner finds outdated MFW objects
when you configure the log level FINEST for the following log category:

com.siemens.media.mfw.native.MfwNativeObjectManager
Search the log for a line of the following format:

start scanning for possible outdated MFW zombi-objects
(zombis detected till now: '<xxx>' - items 1n alloc-list
'<zzz>'

In smooth operation, value 0 should always be displayed for <xxx>.

If the “Zombie” scanner finds outdated MFW objects, an error message of
the following format is issued:

15:02:43,365 ERROR native.MfwNativeObjectManager[]!

MFW object zombi detected .. will be freed!

5.7 Tones for OpenScape Voice

One of the most prominent Media server features is to provide tones for
OpenScape Voice when required. Tones are country-specific; in each country
individual requirements on tone frequency, tone duration and pause intervals
between the single tone sections apply for tones.

Each tone is realized by a sound file. In such a file, several tone frequencies of
different playback length can be combined with specific pause intervals.

Depending on the signaling exchanged between the Media Server and the
following instances, a large number of tones can be played:
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» Subscriber endpoints

The Media server plays simple telephone tones when the signaling indicates
that this is not possible at the endpoint. Examples of such tones are ringback
tone, dial tone, busy tone and call-waiting tone.

* Remote gateways

The Media Server plays network tones when the signaling indicates that this
is not possible at the remote gateway. An example is here the network busy
tone, which indicates that calls can currently not be made via the network.

Furthermore, the Media Server is always in charge of playing specific tones —
for example:

* An EG-internal busy tone is played under specific error conditions — for
example, when the subscriber dials an invalid destination.

*  When a person joins or leaves a conference, a zip tone is played.

5.7.1 Supported Countries

The OpenScape Voice system is released for various countries. Consequently,
it supports the country-specific tones for each released country.

The country the tones of which OpenScape Voice plays can be specified
system-wide for all subscribers or individually for the single subscriber. This
specification is valid for tones and system announcements.

The following table shows for which countries OpenScape Voice provides
country-specific tones and which Media Server needs to be respectively used.

NOTICE:

The languages listed here do not describe the language support
of the media applications provided by the OpenScape Media
Server under OpenScape UC Application.

Country OpenScape Media
Server

Argentina v
Australia

Belgium

Bosnia and Herzegovina

Brazil

Bulgaria

Chile

China

L NI NI U N NN

Colombia
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Country OpenScape Media
Server

Denmark v
Germany
Ecuador
Estonia

Finland

France

Greece

Great Britain

Hong Kong

India
Indonesia
Ireland
Italy
Japan
Canada
Korea

Croatia

Latvia

SISIK KSR KIKISNISNINIRSKR A

Lithuania

Luxembourg

Malaysia

{

Morocco

{

Mexico

{

New Zealand

Netherlands

Norway

Austria

AR N NN

Peru
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Country OpenScape Media
Server

Philippines v
Poland
Portugal

Romania

Russia

LS S X

Sweden

Switzerland

Serbia
Singapore
Slovakia
Slovenia
Spain

South Africa

Taiwan

Thailand

Czech Republic

Turkey

Hungary
USA
Venezuela

United Arab Emirates

L S A N N L N I U N I NI N U U N N

Vietnam

5.8 System Announcements for OpenScape Voice

392

One of the most prominent Media server features is to provide system
announcements for OpenScape Voice when required. Every system
announcement exists for all languages that OpenScape Voice supports. The
system announcements can thus be used for each country in which one of the
supported language is spoken.

NOTICE:
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The system announcements described here are independent
from those that the OpenScape Media Server manages for the
voice and conference portal of OpenScape UC Application.

A system announcement of OpenScape Voice consists of at least one sound
segment played to a subscriber. Besides the sound segments, additional
settings can be defined in OpenScape Voice for a system announcement — e.
g. how often a sound segment is played to a subscriber or the playback pause
between the single sound segments.

OpenScape Voice requests the Media server to play system announcements
appropriate for selected events or states. These requests comprise information
about the sound files and the relevant target subscriber.

OpenScape Voice is shipped with many default system announcements that
can be administered via CLI or OpenScape Voice Assistant. Furthermore,
customer-individual system announcements can be created and managed by
the system administrator.

Each Media server provides for each supported language a so-called Basic-
Announcement-Unit-Set (BAU-Set). These BAU-sets are used for system
announcements playback and contain in most cases the following:

» Cardinal numbers

* Ordinal number

» Date and time specifications

* Names for weekdays and months

» Currency names

+  Commonly used words — e. g. and, the, etc

The Media server system announcements can be divided in the following main
categories:

* Intercept announcements
* Interactive announcements

5.8.1 System Announcement Categories

Media server system announcements can be divided into two categories:
intercept announcements and interactive announcements. During the system
announcement handling the Media server is controlled by OpenScape Voice for
both system announcement types.

Intercept Announcements

OpenScape Voice uses intercept announcements in particular to react to
dropped calls. In this way OpenScape Voice can create error announcements or
other notes that are played to a subscriber when he/she sets up a connection.

Intercept announcements can be grouped as follows:

+ System Announcements with a permanent content — e. g. The called
subscriber is currently not available. Please hang up and try again later.

» System Announcements with variable contents include at least one
individual parameter — e. g. The phone number 321-9876 you have dialed
has changed. The new phone number is 321-6789.
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A OpenScape Voice intercept announcement can consist of up to three tones,
system announcements or a combination of these that are all controlled by
OpenScape Voice. After OpenScape Voice has requested the Media server to
play the system announcement, the Media server performs all required activities
independently.

Interactive announcements

Interactive announcements assume caller actions — e. g. pushing telephone
keys to generate DTMF tones or entering voice commands (IVR ). Example:
The phone number 321-9876 you have dialed has changed. The new phone
number is 321-6789. If you want to be connected to the new phone number,
push 1.

The caller's reaction to the system announcement determines how OpenScape
Voice subsequently handles the connection.

5.8.2 System Announcement Playback

394

OpenScape Voice controls the Media server in a way that it plays system
announcements as they are appropriate for individual events or circumstances.
In the scope of this control, information is transferred that defines the respective
system announcements and the relevant target device.

The following figure illustrates how this controlled announcement playback
works by the example of a subscriber who has entered wrong phone numbers.
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IP Telephone OpenScape Voice Media Server

&

| SIP: INVITE | OpenScape Voice |
(1) I----------------------*I & detects an invalid I (2)
| | number |
| SIP: TRYING | |
(3) Gr=—mmcmemmmcmmccsm—=——— o _
| | MGCP: Create Connection |
| l--.--.--.--.-.--.--.--...l (4)
| | |
| | MGCP: OK |
S RLLEE LT E T ()
SIP: PROGRESS | |
(6) |hr=m=mmmmmmcemmmm = |
| | MGCP: Request Notification |
| R | ™
| | |
| | MGCFP: OK |
@ mmmmmmmmmrn e (8)
| | |
| |
| RTP: Announcement Playing 9)
| |
| T
MGCP: Molification
| D | o
| ' |
I I MGCP: OFK FI (1)
I ______________________
| SIP: CANCEL | |
(12) pemeeeccecccsscccaa == |
| | MGCP: Delete Connection |
[ro====ee=ecscesecaeaapl (13)

SIP: QK I

{14: r‘.....................'

|
| | MGCP: OK |
l*----------------------1 {15]

1) The terminal device establishes a new communication connection via
the SIP protocol. In doing so it uses the INVITE command to transfer the
desired target phone number to OpenScape Voice.

2) OpenScape Voice identifies the transferred phone number as an invalid
information.

3) With a TRYING message, OpenScape Voice signals the terminal device
that the desired connection setup is being processed.

4) The system announcement for an incorrect phone number entry must
be transferred by OpenScape Voice to the terminal device. To this,
OpenScape Voice establishes an individual MGCP connection to control
the OpenScape Media Server.

5) The accepts this connection request.

6) With a PROGRESS message, OpenScape Voice signals the terminal
device that the requested connection setup is still being processed.
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7)

8)
9)

10)
11)
12)
13)
14)

15)

OpenScape Voice sends the command REQUESTNOTIFICATION to the
OpenScape Media Server and induces it in this way to send the desired
system announcement to the relevant terminal device. In this process the
following information is transferred:

» the ID of the system announcement the OpenScape Media Server is to
transmit to the terminal device.

» the ID of the language in which the system announcement is to be
played.

+ the IP address of the terminal device to which the specified greeting is
to be sent.

The OpenScape Media Server confirms receipt of the sent information.

Subsequently, the OpenScape Media Server transmits the specified
system announcement to the terminal device through an independent RTP
connection.

After the greeting has been transmitted, the OpenScape Media Server
informs the OpenScape Voice in a NOTIFICATION message accordingly.
OpenScape Voice confirms receipt of the sent message.

The terminal device closes the connection to OpenScape Voice.
OpenScape Voice closes the connection to the OpenScape Media Server.
OpenScape Voice confirms that the connection to the terminal device is
closed.

OpenScape Media Server confirms that the connection to OpenScape
Voice is closed.

5.8.3 Supported Languages for System Announcements
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The OpenScape Voice system is released for various countries. Consequently,
it supports the country-specific tones for each released country. In contrast,
country-specific system announcements are not provided for each released
country. If no system announcements are available in a country-specific
language, an alternative announcement language can be configured for this
country. This can be a language also commonly used in the relevant country.

The language in which OpenScape Voice plays system announcements can be
specified system-wide for all subscribers or individually for the single subscriber.

Thi

s specification is valid for tones and system announcements.

The following table shows:

For which countries OpenScape Voice is released
Which announcement language / alternative announcement language is
recommended for the respective country

Which Media server supports the respective announcement language /
alternative announcement language

NOTICE:

The languages listed here do not describe the language support
of the media applications provided by the OpenScape Media
Server under OpenScape UC Application.
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Country

Argentina
Australia
Austria
Belgium

Bosnia and Herzegovina

Language / alternative
language

Spanish (Argentina)
English (UK)

German

French, German, Dutch

Serbian

OpenScape
Media Server

v
v
v

<
<
AN

IV

<

Brazil Portuguese (Brazil) v
Bulgaria Bulgarian v
Canada French (Canada) v
Chile Spanish (Argentina) v
China Chinese v
Colombia Spanish (Mexico) v
Croatia Croatian v
Czech Republic Czech v
Denmark Danish v
Ecuador Spanish (Mexico) v
Estonia Estonian v
Finland Finnish v
France French v
Germany German v
Great Britain English (UK) v
Greece Greek v
Hong Kong English (U. S.) v
Hungary Hungarian v
India English (UK) v
Indonesia English (U. S.) v
Ireland English (UK) v
Italy Italian v
Japan English (U. S.) v
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Country Language / alternative OpenScape
language Media Server

Korea English (U. S.) v

Latvia Latvian v

Lithuania English (UK) v

Luxemburg French

Malaysia English (U. S.) v

Mexico Spanish (Mexico) v

Morocco French v

Netherlands Dutch v

New Zealand English (UK)

Norway Norwegian v

Peru Spanish (Mexico) v

Philippines English (U. S.) v

Poland Polish v

Portugal Portuguese v

Romania Romanian v

Russia Russian v

Serbia Serbian v

Singapore English (U. S.) V4

Slovakia Slovakian v

Slovenia Slovenian v

South Africa English (UK) v

Spain Spanish / Catalan / Basque ./ v

Sweden Swedish v

Switzerland French, German, Italian

Taiwan English (U. S.) v

Thailand English (U. S.) V4

Turkey Turkish v

United Arab Emirates Arabic v
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Country Language / alternative OpenScape
language Media Server
USA English (U. S.) v
Venezuela Spanish (Mexico) v
Vietnam En