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1 INTRODUCTION
1.1 Scope

This manual is intended for DLS and OpenStage Test Teams, Service Technician and
Customers with interest in HTTPS Deployment.

The manual describes how the user should configure the HTTPS Server and DLS in order to
use HTTPS Deployment. Sections 2 and 3 focus on HTTPS configuration in a Microsoft
Windows environment.Section 4 of this guide embraces the HTTPS configuration for a SUSE
Linux based server / OpenSUSE environment.

2 Configuration

2.1 Software Requirements

— ASP 2.0 OR PHP
—11S 5.1/6.0/7.0 OR xampp (Apache HTTP Server)

— For 1IS Application Servers, Microsoft .NET Framework Version 2.0 (see [9] for
download)

— Service Packs: download and install available service packs, it is recommended to
update the Windows OS using Microsoft Update to the current security patch level.

2.2 HTTPS Server

The following subsections describe how the HTTP Server should be prepared for HTTPS
Donwloads in DLS. Only the XAMPP Apache HTTP Server, IIS 5.1, IIS 6.0 and IIS 7 are
tested with DLS.

2.2.1 Apache 2.2.3 (XAMPP)

Download and install XAMPP [1]

See the instructions to make XAMPP secure in [6]

You can either enable or disable directory listing. This behavior can be configured
from <xampp>\apache\conf\httpd.conf. The Indexes directive must be added to the
Options keyword if directory listing is desired (e.g., Options FollowSymLinks Includes
ExecCGI Indexes).

K. httpd.conf (C:\Program Files\xampplapache\conf) - GV¥IM
File Edit Tools Syntax Buffers Window Help

QERE 9@ B RRED I3SA T ?2 A

it The Options directive is both complicated and important. Please see
# http://httpd.apache.org/docs/2.2/mod/core.htmlitoptions

# for more information.

# Indexes

Options FollowSymLinks Includes ExecCGI

211,5 50%

Figure 1 Apache Directory Listing (disabled)
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4. For Apache HTTPS Server only, if directory listing is disabled, the dls directory lister
script (PHP) must be added to the HTTPS Base defined in DLS (see sections 3.1 and
3.2)

2.2.211S5.1

1. Install IS from ,Add/Remove Programs” @00< “Add Remove Windows Components”.
In the Windows Component Wizard, select Internet Information Services (lIS) and
follow the instructions.

Windows Components Wizard @

Windows Components
You can add or remove components of Windows XP.

To add or remove a component, click the checkbox. A shaded box means that only
part of the compaonent will be installed. To see what's included in a component, click
Details.

Components:

L] F?Indexing Service D.OMEB »
@ Internet Explorer 0.0 MB

g Intemet Information Services [IIS) 135MB

O gb Management and Monitoring Tools 20MB
[ 2 Messane Rueuinn nnme ¥

Description:  Includes Web and FTP support, along with support for FrontPage,
transactions, Active Server Pages, and database connections.

Total disk space required: 21.6MB
Space available on disk: 3527 MB

[ ¢ Back ][ Nest > I [ Cancel ]

Figure 2 IIS installation
See Security configuration section in [7].

From the Control Panel, go to “Administrative Tools” and then “Internet Information
Services”.

4. Configure your Web Site as follows:
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Default Web Site Properties

| Directory Security | HTTP Headers

Custom Errors

. ASPNET

| WebSite | ISAPIFilters Home Directory

“When connecting to this resource, the content should come from:
(®)i directory located on this computes
() & share located on another computer
() A redirection to a URL

\ Documents

Local Path: \ c:hinetpubhwwwroot

[ Script source access
Read

[wérite
Directory browsing

Application Settings

Log wisits
Index this resource

‘ Browse... |

Application name: fDefault Application

[ J

Remove

Starting point; <Default Web Sitey

Execute Pemissions: [ Scripts only v ‘

Application Protection: | Medium [Pooled)

Configuration...

Ok ][ Cancel ]

Apply

Figure 3 1IS Configuration

5. Please note that, you can enable or disable the Directory browsing and Indexing of
the resource.

6. In the Directory Security tab create a Server Sertificate using the Web Server
Certificate Wizard. To create a Certificate you can donwload 11S Resources [2] and

use SelfSSL (for details see Reference [3]).
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Default Web Site Properties

‘weh Site l ISAPI Filters I Horne Directorny

?Ix

Documents i

Directory Security | HTTPHeaders |  CustomEmors |

ASP.NET |

Anonymous access and authentication control

Enable anonymous access and edit the
w authentication methods for this resource. [ Edit.

IP address and domain name restrictions

Secure communications

Require secure communications and
enable client certificates when this

i Server Cerlificate... |

resource is accessed.

| View Cettficate... |

| Edt...

)

[ oK ][ Cancel ] Apply

Figure 4 1IS Server Certificate creation

7. Copy the dis directory lister script (ASP) to the HTTPS Base defined in DLS (see
sections 3.1 and 3.2)

8. Make sure that you are using ASP 2.0. Check this in the ASP.NET tab:
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http://asp.net/

Default Web Site Properties ?]X

! Web Site | ISAPI Filters ‘ Horme Directory _ Documents
| Directory Security HTTP Headers CustomErrors | ASP.NET ‘
%
net

ASP.NET version: |2.0.5021 5 _"J

Wirtual path: |Default ‘Web Site

File location; Ic: inetpubwnmwrootiweb. config

File creation date: |Date nat available,

File last modified: |Date not available,

—— T

Figure 5 1IS ASP.NET version
9. Check in DLS if you can access the HTTPS Server, and create an image.

2.2311S6.0

1. Install 1S 6.0 from Add/Remove Programs @0P><  Add/Remove Windows Components
AN Application Server (see [8] for details on how to install ASP.NET). Make sure that
you select ASP.NET in the Application Server section (see Figure 6).
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http://asp.net/
http://asp.net/

( —y_
Application Server

To add or remove a componert, click the check box. A shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subgomponents of Application Server:

i ﬁ% Application Server Console 0.0 MB
vl B3 ASPNET 0.0MB |
(& Enable network COM= access 0.0 MB

| ] ) Enable network DTC access 0.0 MB
% Intemet Information Services (IIS) 18.1 MB

|[[] =2 Message Queuing 6.5MB

Description:  Allows this computer to run ASP.NET applications.

Total disk space required: 10.5 MB
Space available on disk: 26865 MB

OK ] [ Cancel

Figure 6 - Select ASP.NET and IS
Configure the 1S Server (see Figure 3)
See Security configuration section in [7].

Create Server Certificate (see Figure 4). To create a Certificate you can donwload 1S
Resources [2] and use SelfSSL (for details see Reference [3]).

5. Inthe IS Manager, go to Web Service Extensions, and make sure that Active Server
Pages is set to “Allow”, and that its version is ASP 2.0.

Right-click on the Web-Sites Tree-Node, and click Properties.
Go to the “HTTP Headers” Tab, and click on Mime Types.

8. Make sure that File-extensions to be downloaded are supported (e.g., .img). If the
.img extension is not in the list defined the extension as application/octet-stream

Associated extension; | .img ‘

Content type [MIME]: application/octet-strear| ‘

[ 0K ][ Cancel ]

Figure 7 defining the img extension

9. Copy the dis directory lister script (ASP) under the HTTPS Server URL defined in DLS
(see sections 3.1 and 3.2). Please note that you cannot access the contents of the IIS
Server without this script (even if directory listing is enabled).

10. Check in the browser if the URL of the software image and the dlIs directory lister is
accessible. If a 404 (The page is not found) error is given, you should check your
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HTTP Server configuration. Neither DLS nor the phone will be able to access the

image.

22411S7.0

1. On Windows Versions which support IIS 7 (like Windows 2008 R2) Install IS 7.0 from Start
An><  Administrative Tools @P0><  Server Manager. Select “Roles” in the tree and select
“Add Roles” in the Right Mouse Popup Menu. The “Add Roles Wizard” Opens.

Click Next to reach following screen where you select “Web Server (IIS)”

H_,. Server Manager

Fe Action \iew Help

e | Am

—_—
N Server Manager (5t

&2 51 Features

[¥ @ Diagnostics
@ 3} Configuration
[# 5 Sterage

ﬁ Select Server Roles
"

Betore You Beghn

Web Server (IS)
Role Services

Confemation

Progress

Resuts

Select ane or more roles to install on this server.

Roles: Description;

[] Active Directary Cerliticate Services

[ ] Active Diractary Federation Services

[[] Active Directory Lightweight Drectory Services
[] Active Direclory Rights Mansgement Services
] Applcstion Server

|| DHCP Server

] ONS Server

[[] Fax Sarver

[] File Services

] Hyper-v

[7] Network Palicy and Access Services

[] Print ard Document Services

[] Wincows Server Undate Services

= Pravious " fexd = I rists

b Server (IS)
manageskle, and scalable \Wab
[} Active Directary Domain Services eppicgon infrastructure.

o e G e —

provides & reable,

Cancel

[Action: T progress. .

74 Refrasn disabled whie wizard in use

Click Next:
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i Add Roles Wizard K

Web Server (lIS)

Before You Begin Introduction to Web Server (liS)

Server Roles \Weh servers are computers that have specific software thet allows them to accept requests from client

computers and return responzses to those requests. Web servers let you share information over the Internet, or
) through intranets and extranets. The Weh Server role includes Internet Information Services (IS) 7.0, a unified
Hole Sevsiices Weh platform that integrates IS 7.0, ASP.NET, and Windows Communication Foundation. IS 7.0 also features
enhanced securlty, simplified diagnostics, and delegated administration.

Confirmation
Progress Things to Hote
i Using Windows System Resource Manager (WWSRM) can help ensure equitable servicing of Web server
Resutts trattic, espacially when there are muttiple roles on this computer.
i+ The default installation for the Weh Server (IS) role Includes the installation of role services that enable you
to serve static content, make minor customizations (such as default documents and HTTP errors), monitor
and log server activity, and configure static content compression.
Additional Information
Qverview of Web Server (IS)
IS Checkiists
Common Administrative Tasks in IS
ryiewy of
< Previous I hext = | rrstall Cancel
Click Next
10/2019
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Add Roles Wizard [ x|

= _
! Select Role Services

Before Yiou Begin

Server Rolss

Select the role services to install for Wiek Server (15):

Eole services:

Description:

Weh Server (IIS)

Confirmation
Frogress

Results

£l [E wveb Server

=l IE Comman HTTP Festures
[V] static Cortent
[¥/] Detault Document
lz Directory Browsing
E HTTF Errors
[] HTTP Redirection
[ wwebD.axy Publishing

Bl [E spplication Development

[¥] MET Extensinilty

[] asp

[] co

[¥] 154PI Extensions

[V] 154P1 Fiters

|: Terver Side Includes
=l [E Heatth and Diagnostics

[] HTTP Logging

|: Logging Tools

[¥] Reguest Mantar

[ Tracinm

hore about role services

LSP MET provides a server side ohbject
oriented programming environment for
building ¥Web stes and Yveh
applications Lsing managed code.
ASP MET i= not simply & new version
of ASP, Having keen entirely re-
architected to provide a highly
productive programming experignce
bazed onthe MET Framework,

ASP MET provides a robust
infrastructure for building wweb

= applications.

=

< Previous Il Mext = I Iristal Cancel

Keep the defaults and select “ASP .NET” and “ASP” in addition.

Click Next and Install on th

at screen.
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Add Roles Wizard

=
fl Installation Results
8=

Before You Begin
The following roles, role services, or features were installed successfully:
Server Roles

|»

Web Server (IS) ~ Web Server (lIS) ‘(:)‘ Installation succeeded

Role Services The following role services were installed:
Web Server
Common HTTP Features
Haptz=s Static Cortent
Resufts Default Document
Directary Browsing
HTTP Errors
Application Developmernt
ASPMNET
NET Extensibiity
ISAPI Extensions
ISAPI Filters
Health and Diagnostics

Confirmation

HTTP Logging

Request Monitor
Security

Request Fikering
Performannes L]

Prirt, e-mall, or save the installation repott

< Previous et = l | Clgse I cance I

2. Add a mime type

Click on “Internet Information Services (IIS) Manager ” below Roles->Web Server (1IS) in
the Server Manager, Select the entry below “Start Page” on the “Internet Information
Services (IIS) Manager” Screen named as the system’s hostname, “SOKRATES” in the
example below, Right Click “Mime Type” and “Open Feature” in that popup:
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[ server Manager
| He  Action Vew Help

[[5]x]

| =p "I— 7]

S Server Manager (SOKRATES)
£ @ Roles = -
8 €3 web Server (115) @.;) 9 b SOMRATES »
_ N IremetInformation Services (IT -
@ &5 Features
K,~Diq“&5 e- | d | |e\
3 Configuration o TS
® % xom:e ; & Start Page )
=¥ SCHRATES (SOKRATES
-2 Poplication Fools
=% Stes
=P Detaukwien Ste.
3 7] aspeet_clen
d |

Fier.
ASPNET
=) \‘
) g
NET NET
Authonzeti...  Complistion
ab #}
Cormecton  Wachine Key
Strings
s
£
f\E') }4»
Authenbication  Comeression
[
L :
HTTP |1SAP st O
Respon Restrictions
ol =
> &
Ouput Recpest
Caching Fiterng
Management
g @
Configuration  Festure
Eciter Detegation

O’z‘ SOKRATES Home

-

Shared
Confiquration

- | ) [Trsrmven ], oo i

L4

NET

Clobelizetion

&

Providers

Drectory
Browsing

L

Logging

Xy
Vorker
Processes

ghce - Eshowal |Growby:

. v
& E
NET Trust
Levetz

& =

SessicnState  SMTP E-mai

Appication
Settngs

(&l &
Ervor Pages Harcler
Mappings

R i

1> b

Internet Information Services (11S) Manager

| -
detow

Open Feature
Manage Server

o Restant

P Stard

@ sop
View Appication Pools
View Stes

@ s

Onine Help

Open Feature

o Restart
Stad

| S»

Visw Apphcstion Pocks

View Stes

& Hep

Onine Help

Click “Add” on the screen that opens and add following mime type:

Extension: .img

MIME type: application/octet-stream
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E_Server Manager

Fla  Action Wiew Help

e=n|xm
T Server Manager (SOKRATES) Internet Information Services (T15) Manager
8 ;v Reles
1 '€ Web Server (115)
W1 tnternet Information Servces (I
&3 Features
S i Duagnostics &.-H 121 |8 eﬂ MIME Types
& g ;c:::;mnn S Stert Poge Liaa this festura to the izt ot fi stenains and asscciated content @ Hep
* = ae eature to mani B Name e Sions BE20CH
2 0; migmm“m‘w) types thet are served a?:teﬁc 1823 by the Web server, Crine Help
E-e Group by, No Groupmg -
Edenzion_~ [ e Ty | Exdry Typs | |
323 lexthizs Local
aaf spplicstionioctetstr..  Local
aca agolicationioctet-tr...  Local
padrmerype g
bss  Local
File name extension; Les  Loca
ng - Local
ME type: . Local
| E T np——— B oo
Local
Lecal
i R
Lecal
art AN Lecal
asd applicationoctet-str..  Lecal
.asf videohema-aat Local
asi spplicationiociet-=ir... Local
asm textiisin Local
asr videohems.asi Local
.asx ideolx-me-ast Local
atom epplicetionfetomexml  Loeal
au SAoRESIC Lecal
vl videolmsvideo Lecal
oxs epplicet onddlescript Local
bas textiisin Local
bep appiicationfc-bopio Local
bn spplicstionoctet-=r...  Local :j
" | ] [ restures view |- Content view

3. Similar as above open “Server Certificates” -> “Open Feature”

Seavicos (I15) Manager

O‘H SOKRATES Home

Fae

T 5
1ET HET T Eroe
Buthuot Compldhn  Poges  kkelzion

= ) =l
2 kb F

Aglcsicn  Cconecthn Machiekey  Peges ond
Setings St Corkeks

il
Seston Stae TP Enad

£
o

e Congravscn  DefwAl
CacuTant

# & B §

et WP ISOP e CH EAAFRers
Wrgrgs  Mepon.  Pestrcions

oM o E

NVETes  Mosder Request

Véuker
Pricenss

v |G onmiver

—— |
[Prws 2.

7. Male sute that Flle-extensions to be downloadzd are supporied [eg.. Img). If the
img extension is nct in the list defined the exterrsion 3= applicabion/octet-stream

Pax 6 Sl 100 A MAonn3 QL RCC TR O7 oo Engehiuk GE

Bow| | 8 OWEC w0 D | eemeo. | rmhtedn | [NTENEII oo | neom . | o adensrnd | ewimecn- . | IReowe. | Jawinsme | oo e 2 [mOdgeE wa
| BAalAG o d Bl vheows ... |y esiinsk.. | ‘a velen -Fe.. [ veltogei.. v kraawers | B taoebctico.. | [ Mot . o Y ntiea-pare | ’ OB fovertag

Click Import on the next screen and import a server certificate and password (.pfx)
extension:
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untitled - Paint

JuJ
[File EditPie w Ins colorlp
REY MR 5 valhugs 43390 - Remate Desitop N E
o . 5o Lot G
-I 1 IFile Action Mem  Help A
i 40 K :
T A |} | isenver Manager (SOKRATES) Internet Information
T A Roles —-
N| ¢ [B] e 4T3 vsensenerurs) 6@ ©1 0 sorEst | -
E itt Internet Inf ormatron Services (Il
M Feaues [
[=} 12 Magnus., o172 |8 lap Server Certificates ot
E  Configuration
-SarPege . Cet,. Request
1_g Storage LiS8 tiis tab.. to request and manage certficates that the Web server can use - Rea
m 4 “‘\Ap':; (SiKRlATEDA"‘"”“"a‘E’) WM Web sEes oonlitiured for SSL. Complete CedlicVie Request _
it.g Pools NN —————
[0 saes - | o to ()| rem——
E  DetteliNiein Ste ——
" rinetcherti (Create Self-Smned Certicate
@ eip
HE Qrketep
Certificats s (gt
o lowtdskelt cort o
Braword,
[soeees]
s
7 Biow ttis cortcate to be e parled
o ] oms |
e L}
. 1 a TVEGTeM |/ cotertvew |
I |
~ bkysA 1 o | @' :» KLlaN255 : v
1z
r—=Irrnrawrarma
IFor Help,cick Help Topics onthe Help Menu. | | 4

Select the "Default Web Site", click on "Bindings" and add https providing port

tled - Paint
[Ele Edit Omit Image colors Bern

3390 - Remote Desklop
rver Mannger

Poe Acton Beni Help

-LUITLLL

iServer Manager (SOKRATES)
Roles.
‘WebSener(HS)

%I Internet Inf ormeten Services (Il
Features
Diagnostics
Configuration

___Storage

€| % 18
G sten P
=-95 so

Add Site Binding

Trpe:

P ackiers.

[foes

Host nane

5 C=

SSU ceificate:
[T -| - |

| maswa|

]

Management

ht Explore
E. PertniSSIOnS,
Ecirt Srle
Bindings

= Basic Semngs...

Mery Appro.°.
Mery VBual Olredorles

'Menage Web:
* Restart
Ir Start
« Stop

Browse Miele Site
7 Browne r.80 (1 oP)

Advanced Setngs
Configure:
Links

G
Qe

-Features Mew | Contart Vi

‘e W.TZillA I AI

BEHRRPRIRM

For Help, chck Help Topics oo the Help Meoa,

and certificate:
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4. Copy the dls directory lister script (ASP) under the HTTPS Server URL defined in DLS
(see sections 3.1 and 3.2). Please note that you cannot access the contents of the IS
Server without this script (even if directory listing is enabled).

5. Check in the browser if the URL of the software image and the dls directory lister is
accessible. If a 404 (The page is not found) error is given, you should check your
HTTP Server configuration. Neither DLS nor the phone will be able to access the

image.

2.3 DLS

Configure the HTTPS Server from Administration @M<  Server Configuration @I HTTPS
Server Configuration. Provide the HTTPS Server URL like https://<url>/<path>. Non secure
paths are also allowed if respectively configured on the other end. For more information on
configuring DLS, please consult DLS’s documentation and also chapter 3.5 in this document.

3 Common Problems
3.1 Where is the PHP/ASP Script?

The PHP and ASP scripts can be found in the DLS CD under the tools directory. The scripts
are named:

—dIs_directory_reader.asp —
dis_directory_reader.php

3.2 Where should the PHP/ASP Script from the CD
copied to?

The script must be copied under the root directory defined as “HTTPS Server URL” in DLS.

3.3 What to do when it does not work in DLS?

—If no dialog comes up, or if the Dialog is empty, when the browse button is pressed
o Check that the Server is running.
o Testif DLS can access the server from the configuration page
— File extension is not recognized.
o Check that the file is accessible from a browser
— Software Deployment Job failed
o Check that the phone software supports HTTPS

3.4 Can another HTTPS Server be used?

Technically, yes. You can use any HTTPS Server, as long as you use the ASP or PHP script.
Therefore, you need to make sure that your server is correctly configured, and supports either
ASP 2.0 or PHP. It is, however, not guaranteed that DLS or the OpenStage device
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works with this HTTP Server, because it was not tested. Extensive testing using a FreeNAS

WebSe

rvice has also been successful in cooperation to DLS. Script presence is still required

in this configuration. See point 5 in Ch 3.5 below.

3.5 HTTPS Servers and scanning requirements

Find below some restrictions when deploying phone firmware and media files using an

HTTPS

server via DLS:

Deployment via the HTTPS method is only supported by DLS for OpenStage phone
firmwares and OpenStage-related media files (screensavers, ringertones, logos). The
scanner will ignore the presence of . app files for optiPoints. This is by design and
customers should use the FTP method if required to deploy optiPoint firmwares.

Ringertones must not exceed 1Mb in size while screensavers/logos should not be
larger than 300kb. If not, the files will not be visible in the scanner thus available for
deployment. The functionality of the HTTPS server and the DLS scanner itself will not
be affected though by the presence of the files. For more details on file deployment
restrictions and possible limitations by the devices, please consult the corresponding
documentation.

MIME types should be configured accordingly from within the HTTPS server to allow
all necessary possibilities.

File file map.xml inside C:\<installation path>\DeploymentService
\Tomcat5\webapps\DeploymentService\WEB-INF\classes\ describes
the file coverage level from within DLS. As an example, .gif files are not
supported for screensavers/logos.

The HTTPS server should allow Directory Listing in order to be able to scan subfolder

contents. Additionally, copy d1s directory reader.asp Of

dls directory reader.php file (depending onthe HTTPS server

implementation followed), from within the installer DLS folder \Tools into the root

directory of the HTTPS server.

In order to check whether or not directory listing is enabled, DLS checks for some
trings |rhthe resgonse of the server which are n tstandasrdlzed So this only works
or Apache Tomcat Apache Webserver (XAMPP

. Other solution like for
example the use of a FreeNAS implementation may use other strings to indicate
directory listing hence there might be still a need to use the php/asp scripts even if
directory listing is enabled from within FreeNAS.

Please also follow our file/folder naming scheme requirements as much as possible -
mentioned in the Release Notes of DLS - in order to avoid failed scans. As an
example, special characters should be avoided inside file names.

Since DLSV3R0 CV744 onwards, files/directories with spaces are now allowed and
recognised. Scanned result entries will be fetched with spaces being replaced by the
"%20" symbol.
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0 For configuring trusted certificates, please refer to the corresponding documentation
for additional information.

3.6 Permission Problems in root path of IIS

DLS recursivly scans through all directories below the path configured as “HTTPS Server
URL” in DLS. Since DLS stops the scan in case of errors, any directory which does not allow
anonymous access will stop the query of DLS resulting in no or not all firmware images /
other device files found from DLS. To avoid this problem it is highly recommended to define a
dedicated subdirectory in 1IS to store device specific files and provide a URL including this
path as “HTTPS Server URL” in Screen “HTTPS Server Configuration” to DLS, e.g.
https://downloadserver.com/dls instead_https://downloadserver.com.

4 HTTPS for a Linux based environment

The following sections outline a procedure to deploy an HTTPS server for DLS software deployment in
a Linux-based server. The benefits of using such an approach is that the customer can rely on an
open-source based solution to provide the same functionality and services as by using a proprietary IS
server.

4.1 Prerequisites/Requirements

The basic prerequisite for deploying an Apache-based HTTPS server is any physical or virtual
machine that hosts one of the following OSes:

- OpenSuSE 11.4 (or higher)
OR

- SLES 11 SP1 (or higher)

In case, such a server does not exist, the SLES 11 SP1 setup DVD that is used to deploy UC servers
can be utilized. However a procedure that outlines the deployment of a SUSE/SLES-based server is
beyond the scope of this document.

Depending on whether an OpenSuSE or SLES Linux-based operating system is been deployed, the
end-user should obtain the corresponding setup medium (for example a DVD or ISO image or a
software repository reachable within the customer’s network infrastructure).

The candidate server that will be used to deploy the Apache HTTPS server should be reachable within
the same network as the DLS server and should normally have an FQDN name configured.

Respectively the configured FQDN name should be resolvable using a DNS server.

All actions described in this document need to be held as user root.

Even though a thorough knowledge of administering a Linux-based environment is not required, the
end-user should at least be able to logon/logoff via a console and be able to use a command-line based
text editor likevi or nano.
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4.2 Installation of Apache packages

Prior of configuring an Apache Server, the end-user must install its corresponding software
package(s), either by using the setup DVD medium or a SUSE/SLES software repository.

1. Open a console, login as root to the server and

execute: 4.3 yast

2. By using the TAB and arrow keys, navigate and select: Software @0  Software Management

into Directory

Configuration

3. Go to the “Search Phrase” text field, type the keyword “apache” (without the quotes) and hit
<ENTER>.

Bl [Viewp] [Extrasp

4. On the right side of the screen, the end-user will be presented with all available packages
found using the “apache” keyword. By utilizing the TAB and arrow keys, navigate and select
the “apache2” package and hit <ENTER>.
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Select the “ apache2” and the “ apache2-mod_php5” packages.

The YaST tool will automatically resolve if any additional packages are required.

iEation

Perl for
11l=e for &

yvthon Module
] £

[(Multi-Fr
ime (ALPR) Lihrary

Libra

5. By using the TAB and arrow keys, navigate and select the “Accept” button and then hit
<ENTER>.

[ EEEEEEEE——————————
apache? — The Apache Weh Server WVersion 2.0

[Verzion: 2.2.10-2.:24.5

Size: 2.3 MiB Media Mo.: 1

License: The Apache Software License

Package Group: Productivity /NetworkingsWeh/Servers

Source Package: apache2-2.2.10-2.24.5

iuthors: Too many to list here —— see fusr/share/doc/packages/apachez/ABOUT APACHE

6. Hit “OK” to proceed
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MPM (Multi-Pre

d updatina the

ng Module)

Installation of required packages will initiate

Exit the YaST tool by using the TAB

210f 35

and Arrow keys and selecting "Quit"
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9. Check the status of the “apache2” service. Execute:

/etc/init.d/apache2 status

Normally it should be in status “unused”.

hecking for httpd:
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4.3 Firewall Settings

Prior of deploying the HTTPS service, the end-user needs to check if the firewall is up and
running and apply changes accordingly. This section outlines the steps required to make such
changes.

1. The end-user needs to check if a firewall is up and running. Execute the following commands:
- Check the operating status of the firewall

service: rcSuSEfirewall?2 status

- If the above command indicates that a firewall is running, then check what is being allowed
and configured by issuing the following command:

iptables -L

2. Make sure that access is allowed to the HTTP(s) ports and thus, the server can be reached.
The supplied configurations are called apache2 and apache2-ssl. They can be enabled
either:

- Via YaST, by adding them to FiW _CONFIGURATIONS EXT in
/etc/sysconfig/SuSEfirewall?

OR
- By issuing the following commands,

sysconf addword /etc/sysconfig/SuSEfirewall2 FW_CONFIGURATIONS EXT
apache?2

sysconf addword /etc/sysconfig/SuSEfirewall2 FW CONFIGURATIONS EXT
apache2-ssl

rcSuSEfirewall?2 restart
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4.4 Starting the server in HTTP mode

Start the server and configure it to automatically start at boot time (enable its operation at runlevels 3
and 5).

Execute the following commands:

rcapache2 start
chkconfig -a apache2

AatomLinuxHTTES

At this point the apache server should run in HTTP mode. Currently, the default DocumentRoot where
files can be put, is at /srv/www/htdocs

To check what version of Apache is installed and important files/directories are located for this box,
execute:

httpd2 -V

enahled)
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4.5 Enable SSL and generate self-signed keys

In order for the apache server to operate in HTTPS mode, the end-user needs to make sure that
Apache starts with certain modules enabled.

1. Enable the SSL module. Execute the following

command: a2enmod ssl

The “a2enmod” command adapts APACHE MODULES in /etc/sysconfig/apache?2
If a message is displayed indicating that the module is already present, ignore it.
2. Check if the “php” module exists (if not, it will be enabled) Execute:
aZ2enmod phpb
If a message is displayed indicating that the module is already present, ignore it.
3. Insert the “rewrite” module. Execute:
aZ2enmod rewrite
If a message is displayed indicating that the module is already present, ignore it.
4. The next step would be enabling the SSL module within Apache with a script called
“aZenflag”. Similarly to the command above it changes APACHE SERVER FLAGS. Execute:

a2enflag SSL

The “a2enflag” command modifies the “/etc/sysconfig/apache2” file from:
APACHE SERVER FLAGS=""
to

APACHE SERVER FLAGS="SSL"

5. Restart Apache. Execute:
rcapache?2 restart

6. Check if the machine listens for http and https traffic.
Execute: netstat -1lpt | grep "http"

utomlinuxHTTPS:~ # netstat -1lpt | grep "http”
http Hak LIZTEN

D *:https LR LISTEN

7. Generate self-signed keys. Execute the following command, by providing the
appropriate information:
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gensslcert —c <COUNTRY PREFIX> -s <STATE/REGION> -1 <CITY> -o
<COMPANY> -u <ORGANIZATIONAL UNIT>

Reference Example:

gensslcert -c GR -s Attiki -1 Athens -o Unify -u Automation

hic long modulus
et

=lutomlLinuxHTTF sl LAddr rfAntomlLinuxHTTES

Based on the flags used for the “genssicert” command, it can be noted that as a “Common
Name” (aka CN), the certificate uses automatically the FQDN of the server. If no FQDN has been
defined, then as a “Common Name” the server’s IP address is utilized.

The “gensslicert” command (over)writes these files:

/etc/apache2/ssl.crt/ca.crt

/etc/apache2/ssl.key/server.key
/etc/apache?2/ssl.crt/server.crt
/etc/apache?2/ssl.csr/server.csr

A copy of ca.crt is also created at /srv/www/htdocs/ and becomes available for download.
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4.6 Create a Virtual host

In order for the Apache server to operate in HTTPS mode, a virtual host needs to be created. This
section outlines the steps required to accomplish this task.

1. The virtual host configuration files are located at the /etc/apache2/vhosts.d/ directory.

Go to that directory:

cd /etc/apache2/vhosts.d/

As it can be noted, there are two configuration templates, one for use with ssl and one
without ssl .

The template with ssl will be used.

2. Define a virtual host
There are two ways to define a virtual host:
- Using a configured FQDN (method 1)
- Using the server’s IP address (method 2)
METHOD 1:

If an FQDN has been configured for this server , then make a copy of the
sample configuration file vhost-ssl.template t0 <hostname>.conf and
create the corresponding to-be-utilized directory

Execute:

cp vhost-ssl.template <hostname>.conf
mkdir -p /srv/www/vhosts/<hostname>/

Reference example:

cp vhost-ssl.template AutomLinuxHTTPS.conf
mkdir -p /srv/www/vhosts/AutomLinuxHTTPS/
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METHOD 2:

If no FQDN has been configured OR the end-user does not want to use an FQDN, then as
a simpler approach make a copy of the sample configuration file vhost-ssl.template to
<ipaddress>.conf and create the corresponding to-be-utilized directory.

To find the IP address, execute:

ifconfig | grep "inet addr" | awk -F: '{print $2}' | awk '{print $1}'
| grep -v '127.0.0.1"

OR

ifconfig | grep -Eo 'inet (addr:)?([0-9]1*\.){3}[0-9]1*' | grep -Eo
"([0-9]1*\.){3}[0-9]*" | grep -v '127.0.0.1"

Make the copy and create the corresponding directory, execute:

cp vhost-ssl.template <ipaddress>.conf
mkdir -p /srv/www/vhosts/<ipaddress>/

Reference example:

mkdir -p /srv/www/vhosts/10.10.72.33/

3. Whether “<hostname>.conf” or “<ipaddress>.conf configuration file has been created
in the previous step, it needs to be edited as outlined below.

If METHOD 1 has been used (hostname) from the previous step , then

a. Open the <hostname>.conf file using a text editor (located at
the /etc/apache2/vhosts.d/ directory).

b. Find the following line:

DocumentRoot "/srv/www/htdocs"

And change it to:

DocumentRoot "/srv/www/vhosts/<hostname>"
Reference Example:

DocumentRoot "/srv/www/vhosts/AutomLinuxHTTPS"
c. Then, find the following XML element:

<Directory "/srv/www/cgi-bin">
SSLOptions +StdEnvVars
</Directory>

Below the “</Directory>” closing tag, add the following XML Element:
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<Directory "/srv/www/vhosts/<hostname>">
Options Indexes
AllowOverride None
Order deny,allow
Allow from all
SSLOptions +StdEnvVars
</Directory>

Reference Example:

<Directory "/srv/www/vhosts/AutomLinuxHTTPS">
Options Indexes
AllowOverride None
Order deny,allow
Allow from all
SSLOptions +StdEnvVars
</Directory>
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If METHOD 2 (IP address) has been used from the previous step , then

a. Open the <ipaddress>.conf file using a text editor (located at
the /etc/apache2/vhosts.d/ directory)

b. Find the following line:

DocumentRoot "/srv/www/htdocs"

And change it to:

DocumentRoot "/srv/www/vhosts/<ipaddress>"

Reference Example:

DocumentRoot "/srv/www/vhosts/10.10.72.33"

c. Find the following XML element:

<Directory "/srv/www/cgi-bin">
SSLOptions +StdEnvVars
</Directory>

Below the “</Directory>” closing tag, add the following XML Element:

<Directory "/srv/www/vhosts/<ipaddress>">
Options Indexes
AllowOverride None
Order deny,allow
Allow from all
SSLOptions +StdEnvVars
</Directory>

Reference Example:

<Directory "/srv/www/vhosts/10.10.72.33">
Options Indexes
AllowOverride None
Order deny,allow
Allow from all
SSLOptions +StdEnvVars
</Directory>

4. As a final modification step, the end-user needs to add the following lines at the
“<hostname>.conf” or “<ipaddress>.cont” file (depending on which of the two methods
has been used). This change will ensure that HTTP will be automatically re-directed to
HTTPS:

Find the following 2 lines:
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<IfDefine SSL>
<IfDefine !NOSSL>

And just below them, add the following ones:

RewriteEngine on
RewriteCond %{SERVER PORTS} !"443$%
RewriteRule "/ (.*)$ https://%${SERVER NAME}/$1 [R,L]

FewvriteEngine
ERVEFR_PO

HewvriteRule */[.*]§ http: ERVER NAME!:/51 [R,L]

<WVirtualHost

DocumentEoot

LEngine

5. If method 1 is used (hostname) for the creation of the virtual host configuration file, then
by using software like WinSCP or Filezilla, phones’ firmware should be placed at the
following directory (as created at step 2):

/srv/www/vhosts/<hostname>

Reference Example:

/srv/www/vhosts/AutomLinuxHTTPS

If method 2 is used (IP address) for the creation of the virtual host configuration file, phones’
firmware should be placed at the following directory (as created at step 2):

/srv/www/vhosts/<ipaddress>
Reference Example:
/srv/www/vhosts/10.10.72.33
6. The apache service needs to be restarted in order for the changes to be digested. Execute:

/etc/init.d/apache2 restart
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4.7 Providing an additional Listening port

In case an additional listening port needs to be configured (which will be automatically redirected
to the default secure one (443), the following steps outline how to accomplish such a task. In
this case, port 444 is utilized. However, the end-user can define any desired port nhumber as
long as it is not reserved.

1. Go to the following directory:
cd /etc/apache?2

2. Using an editor, open the file “listen.conf”

3. Find the following line:

And just below it, add the following:

Listen 444

4. Close the editor. In for the Apache server to digest the changes, it needs to be
restarted. Execute:

/etc/init.d/apache?2 restart

5. Check that the Apache server now listens to an additional port.

Execute: netstat -1lpt | grep "http"

AutomLinuxHTTRS: /ece/apache? # netatat -1lpt grep "htop'

0 *:uww-http : LISTEN
0 *inttps now LISTEN

o *rsnpp L LISTEN
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4.8 Troubleshooting
Any generated error messages can be read when the “apache2” service has started. Reproduce what is
not working and see how it is reflected in the logs. The log files can be monitored in a root shell by
issuing the following command:

tail -F /var/log/apache2/*

To check the SSL Virtual Host setup, execute:
httpd2 -S -DSSL
To check which shared modules are present, execute:

httpd2 -M
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Table 1 Bibliography

Abbreviations / Definitions / Glossary / Terminology

Abbreviation Definition

AMO Administration and Maintenance Order (HiPath 4000)

BLS Back Level Support

DHCP Dynamic Host Configuration Protocol

DLS Deployment Service

DNS Domain Name System

FDB Feature Documentation Building Block

FTP File Transfer Protocol

GVS Global Vendor Support

GUI Graphical User Interface

HiISPA HiPath Serviceability Platform for Applications

HOT HiPath One Tool, service tool to service the HiPath 4000 system

HTS HiPath Tele Service

HUGT H@Path Universal Generation Tool, service tool to generate the
HiPath database

HW Hardware

ID Request-Number, e-g- RQ00012345

MAC Moves, Adds and Changes

MTBF Mean Time Between Failures

MTTR Mean Time To Repair

Netlnfo Configuration Management for FDBs

NLS National Language Support

OEM Original Equipment Manufacturer

Prisma System to archive SW

RAS Reliability, Availability, Serviceability

RAS Remote Access Service

SIRA Secure Infrastructure for Remote Access

SMP System Maintenance Package

SMR System Maintenance Release

SW Software

SWS Software Supply Server

TAP Techniker Arbeitsplatz, notebook used by the service technician

Toplinfo-R Configuration Management for change requests

Ul User Interface
Table 2 Abbreviations / Definitions / Glossary / Terminology
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