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1 Introduction

This guide describes how to properly install and maintain certificates within an
OpenScape solution. This includes the following products:

e OpenScape Voice

* OpenScape UC Applications

e OpenScape Branch

* OpenScape SBC

* OpenScape Deployment Service

* OpenStage, Optipoint, and Soft-Client Phones

e OpenScape Xpressions

* OpenScape Trace Manager

e OpenScape Web Collaboration

* OpenScape Mobile

e OpenScape 4000/HiPath 4000/RG83xx

* RG8700

*  Mediatrix

* Attendant Supervisor Console

Each of these products contains its own documentation for certificate
management. However, each product does not provide a solution overview. This
document intends to provide a single comprehensive overview of how certificates
work in Unify solutions. It will detail why our products need certificates, how they

are related to security, and what is required to replace them with customer specific
versions.

NOTICE: This guide may be applied to version 4, 5,6, 7,8 and 9
OpenScape solutions.
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1.1 Acronyms and Glossary of Terms

Acronyms and Terms

Definition

Asymmetric encryption

A type of encryption comprised of two mathematically
linked keys, a public and private key — a key pair. The
public key can be used to encrypt data which only the
private key can decrypt. Also known as public key
cryptography. In the scope of this document the public
key is part of the certificate.

CA

Certificate Authority — “An authority trusted by one or
more users to create and assign public-key certifi-
cates. Optionally the certification authority may create
the users' keys.”[1] See also definitions for root and
subordinate CA.

Certificate (X.509)

“[Dlata structures that bind public key values to sub-
jects. The binding is asserted by having a trusted CA
digitally sign each certificate. The CA may base this
assertion upon technical means (a.k.a., proof of pos-
session through a challenge-response protocol), pre-
sentation of the private key, or on an assertion by the
subject.”[2] Subject information typically contains
identifying information such as country, state, locality,
email address, and etc. Also referred to as X.509 cer-
tificates.

Certificate Validation

“The process of ensuring that a certificate was valid at
a given time, including possibly the construction and
processing of a certification path, and ensuring that all
certificates in that path were valid (i.e., were not
expired or revoked) at that given time.” [1] Also
referred to as certificate chaining.

Common Name (CN)

A field within the subject and issuer name sections of
a certificate. This field typically contains basic identifi-
cation information, such as the name of the issuing
CA, a person’s name, company name, an IP address
or DNS name. Commonly a FQDN or DNS name is
placed in this field, but is not required.

CRL

Certificate Revocation List — “A signed list indicating a
set of certificates that are no longer considered valid
by the certificate issuer.” [1] This list is produced by
the certificate authority responsible for the certificates.

DER

Distinguished Encoding Rules — A binary format for
storing a public key certificate and its associated attri-
butes and values. A single DER file can only contain
one certificate.

Distinguished Name

A unique identifying string used to define some entity.
Distinguished names are defined by the X.500 stan-
dard (not discussed here). Examples include the sub-
ject and issuer fields in an X.509 certificate.
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Acronyms and Terms

Definition

DNS

Domain Name System — A system that resolves
domain names — such as www.example.com — to IP
addresses.

FQDN

Fully Qualified Domain Name — E.g. www.exam-
ple.com

Issuer Name

“The issuer field [within a certificate] identifies the
entity that has signed and issued the certificate. The
issuer field MUST contain a non-empty distinguished
name (DN).” [2] Issuer information typically contains
identifying information such as country, state, locality,
email address, and etc.

JKS

Java Key Store — A Java standards data type than can
hold and manage private keys and their associated
X.509 certificates as well as trusted CA certificates.

Key pair

Refers to the associated public and private key
defined by asymmetric encryption and public key cryp-
tography.

Keystore

A generic term for data structures that can hold public
and private keys. Examples include the Java key store
and PKCS#12 format.

MTLS

Mutual Transport Layer Security — A form of TLS
where the transmitting party requests the client’s cre-
dentials. If both parties can establish trust in the other
then the connection is called mutually authenticated —
also referred to as client authenticated. This adds
another layer of security by also authenticating the cli-
ent party.

PEM

Privacy-Enhanced Mail - A character based format for
storing a public key certificate and its associated attri-
butes and values. A single PEM file may contain one
or more certificates.

PFX

Another name for the PKCS#12 format. See
PKCS#12. The PFX file extension is used in Microsoft
operating systems. [3]

PKCS#12

Personal Information Exchange Syntax — A standard
defined by RSA Laboratories for storing private keys
and their associated certificates. [4] Often referred to
as a keystore due to its ability to store more than one
key and certificate pair. May also contain CA certifi-
cates.

PKI

Public Key Infrastructure — “The infrastructure able to
support the management of public keys[,] [...] authen-
tication, encryption, integrity or non-repudiation ser-
vices.” [1] Includes “hardware, software, people,
policies, and procedures needed to create, manage,
distribute, use, store, and revoke digital certificates.”

(3]
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Acronyms and Terms

Definition

Private Key

The secret key used in asymmetric encryption and
public key cryptography. This key is used to decrypt
information encrypted with its associated public key.
The secret key should never be shared.

Public Key

The publicly known key used in asymmetric encryp-
tion and public key cryptography. This key is used to
encrypt information. Only its associated private key
can decrypt this information.

Root CA

The top level CA in the CA hierarchy. The certificate of
a root CA is self-issued and self-signed. Meaning, it
has the same issuer and subject name. Also known as
a trust anchor.

Self-signed/issued Certificate

A certificate signed using its own private key. In prac-
tice this is reserved for root CA certificates at the top
of the certificate hierarchy. Root CA certificates are
self-issued, meaning they have the same issuer and
subject name.

Note: Many products ship with self-signed self-issued
certificates. These are not root CA certificates. They
simply allow a product to work out-of-the-box. These
certificates should not be trusted.

SSL

Secure Sockets Layer — Predecessor to TLS. See
TLS.

Subject Alternative Name (SAN)

“The subject alternative name extension allows identi-
ties to be bound to the subject of the certificate. These
identities may be included in addition to or in place of
the identity in the subject [name] field of the certifi-
cate.” [2] Typical identities include DNS, URI names,
or IP addresses. Example, a URI of https:/
www.example.com or a DNS of www.example.com.
There is no defined limit on the number of entries in
the subject alternative name field.

Subject Name

“The subject field identifies the entity associated with
the public key stored in the subject public key field.
The subject name MAY be carried in the subject field
and/or the subjectAltName extension.” [2] Subject
information typically contains identifying information
such as country, state, locality, email address, and etc.
The subject name field must be unique for certificates
signed by the same CA.

Subordinate CA

Also known as an intermediate CA. A certificate
authority granted certificate authority privileges by a
root or other subordinate CA. A subordinate CA can
perform the same functions as any other CA. It does
not have any authority over CAs or certificates above
its hierarchy level.

Symmetric Encryption

A type of encryption comprised of a single key, typi-
cally just a password. Any user who knows the pass-
word can decrypt the data.
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Acronyms and Terms Definition

TLS Transport Layer Security — A protocol “to provide pri-
vacy and data integrity between two communicating
applications.” [6] Makes use of X.509 certificates to
identify the transmitting party and negotiate a common
shared secret for connection encryption. Supersedes
SSL.

Trust Anchor The final authoritative entity in the certificate trust hier-
archy. Also know as a root CA.

Truststore A type of keystore that only contains CA or other
trusted certificates. [7] A program may reference a
truststore to find a CA certificate to verify an end entity
certificate. File format is typically PKCS#12 or JKS.

X.509 A standards based framework initially put forth by the
ITU-T that “defines a framework for public-key certifi-
cates and attribute certificates.” [1] This framework is
further built on by the IETF standards body. [8]
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2 Overview

This section explains the relationship between transport layer security (TLS) and
certificates. It will explain why new certificates and proper certificate management
are required to guarantee security within the OpenScape solution.

2.1 Transport Layer Security (TLS) Overview

TLS is an industry standard transport layer security protocol “designed to prevent
eavesdropping, tampering, or message forgery”.[6] It replaces SSLv3 and SSIv2
which are now considered deprecated. There are currently three versions of TLS,
TLSv1.0, TLSv1.1 and TLSv1.2. Most products today support TLSv1.0. TLSv1.1
and TLSv1.2 are still not widely supported. Changes to standards for TLSV1.2
have been made as late as 2011. TLS runs on top of transport layer protocols,
such as TCP. It is best suited to protect client/server application level protocols,
such as HTTPS and SIP.

All OpenScape products support TLSv1.0. However, not all protocols used by
OpenScape products support TLS. Examples include CSTA and MGCP. At this
time these protocols should be secured using IPSec. Future versions of our
products will support newer TLS versions and may include TLS support for these
other protocols.

To provide encryption TLS depends on public key certificates (certificates will be
discussed in the next section) to negotiate and exchange an encryption key
between the client and server. As part of this exchange the client can verify the
received certificate from the server using the CA certificate(s) that signed the
server certificate. If the client cannot verify the received certificate it may decide
to not allow the connection to proceed. The best example of a client failing to
verify a server certificate is a user accessing a web site where the web server’s
certificate information is not correct, expired, or no CA certificate(s) exists on the
client side for verification. The client’s web browser would then prompt the user if
they would like to proceed.

2.1.1 Transport Layer Security — Server Authentication (TLS)

Below is a general overview of a TLS handshake.
¢ The client sends a CLIENT HELLO message to the server.

¢ The server responds with a SERVER HELLO, its CERTIFICATE, and a
SERVER HELLO DONE.

* The client generates a pre-master secret key that will later be used to encrypt
the data flow. The client encrypts this using the server’s certificate. The client
then returns this to the server in a CLIENT KEY EXCHANGE message.

¢ Both the client and server use other exchanged data in the previous
messages to generate a common secret key that will be used to encrypt the
data stream.

¢ Both sides then send a CHANGE CIPHER SPEC and FINISH message
letting each other know they are ready to proceed.
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Figure: 1: Simple TLS handshake.The client authenticates the server.
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2.1.2 Transport Layer Security — Server and Client Authentication (MTLS)

Mutual TLS is the same as regular TLS, except in the handshake between the
server and the client the server also requests the client send its certificate back to
the server so the server can verify who it is communicating with.This is also
referred to as client-authenticated TLS. If either end of the connection is unable
to verify the others certificate then the connection will not be established. While
MTLS can be used for regular user clients, it is typically reserved for server-to-
server communication.

Below is a general overview of a MTLS handshake. Differences from a TLS
handshake are highlighted.

The client sends a CLIENT HELLO message to the server.

The server responds with a SERVER HELLO, its CERTIFICATE, a CERTIF-
ICATE REQUEST, and a SERVER HELLO DONE.

The client generates a pre-master secret key that will later be used to encrypt
the data flow. The client encrypts this using the server’s certificate. The client
then returns this to the serverin a CLIENT KEY EXCHANGE message along
with its CERTIFICATE and a CERTIFICATE VERIFY.

Both the client and server use other exchanged data in the previous
messages to generate a common secret key that will be used to encrypt the
data stream.

Both sides then send a CHANGE CIPHER SPEC and FINISH message
letting each other know they are ready to proceed.
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Figure: 2: Mutual TLS handshake. The server also requests the client's certificate. The
client and server both authenticate the other’s identity.
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NOTICE: The OpenScape Mobile Pro application performs
mutual TLS (MTLS) client certificate validation using the SBC IP
address and not its domain name. Therefore, the client
certificate must include a Subject Alternative Name (SAN) entry
with the SBC IP address.

Please see chapter 6.2 Creating a SAN Certificate for further
information.

2.1.3 OpenScape TLS/MTLS Communication Overview

Most protocols in the OpenScape product portfolio employ TLS to provide
security. Since our products are heavily interconnected it can be difficult to
visualize just how important TLS really is for our product security. Below is a
graphic detailing TLS connections amongst our products. The graphic attempts to
show a detailed example but does not contain all possible TLS connections within
our products.
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Figure: 3: Example set of TLS connections in OpenScape products.
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2.2 Certificates and PKI

A certificate is a way to certify the identity of an end entity. A certificate contains
a public key and organizational information bound to this public key. This allows
for security while at the same time identifying the end party with whom the
connection is being established. This certificate is signed by some known trusted
entity. These trusted entities are called certificate authorities and the process of
them signing the certificate tells the end user verifying the certificate that some
mutually trusted third party — the certificate authority — has taken the time to
ensure the information is true.

A certificate has an associated private key. Together, the certificate and private
key are referred to as a key pair. The certificate is considered public information.It
can be freely distributed. The key must be kept secret. To communicate securely
information can be encrypted using the certificate and then transmitted to the end
entity. The end entity then uses their private key to decrypt the message. Only the
private key can be used to decrypt the message. This type of encryption, where
a public and private key are required, is known as asymmetric encryption, or
public-key cryptography.

Management of certificates is a difficult task. Many issues need to be addressed,
such as distribution of certificates, signing certificates, certificate usage policies,
revocation status, validity checking, and etc. Any infrastructure put in place to
support this kind of cryptography and provide support for its management
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functions is called a Public Key Infrastructure (PKI). Well known examples of PKls
are trusted third party certificate authorities, such as Verisign.Organizations may
also have their own internal PKI.

2.2.1 Certificates and TLS

How do certificates apply to TLS? Certificates allow TLS to do three things at
once, encrypt the data stream, verify the end users, and sign the data to insure
that it has not been tampered with. However, there are some problems with using
a certificate based system, such as performance and no guarantee everyone has
a certificate.

Asymmetric cryptography has a higher performance overhead than regular
symmetric encryption (encryption where a single key can be used by both sides
to encrypt and decrypt). To overcome this, certificates are used to securely
communicate a symmetric encryption key. Once this key has been negotiated
symmetric encryption is then used. This can be seen in Fig. 1 and Fig. 2.The
negotiated common secret was securely communicated to each party using
asymmetric encryption with the use of certificates. Each party will now use this
new securely transmitted symmetric key and thus the performance problem is
avoided.

All parties do not require a certificate in order to achieve secure communication.
Public key cryptography was designed to have a public component which anyone
could use to initiate a secure channel to the receiving party. This type of setup
allows the few devices which need to provide the secure communication to
require a certificate, such as web servers. However, these few devices often
communicate with thousands of different clients. If these devices also wish to
authenticate their clients then each client would also need their own unique certif-
icate. Correctly distributing thousands of certificates can be difficult. For this
reason mutual authentication is often left to niche situations or to organizations
with their own PKI.

2.2.2 General Certificate Hierarchy Overview

Fig. 4 shows an example certificate hierarchy structure.In any certificate hierarchy
there is always a single trusted root certificate authority (CA). From this, the root
CA can sign end entity certificates or other subordinate CA certificates. In
environments where many certificates must be created and/or there are more
complicated organizational issues, it's best practice to create subordinate CAs
(also called an intermediate CA).Subordinate CAs can be used to delegate
responsibility or to sign certificates of a certain type, such as email certificates.

As we can see in Fig. 4 there is one root CA, three CAs subordinate to the root
CA, and three CAs subordinate to the USA CA. Under the engineering CA a certif-
icate was issued. Each CA has the power to create certificates or more certificate
authorities (if allowed). Each subordinate certificate or CA is signed by the CA
above them in the hierarchy. For example, the engineering certificate is signed by
the engineering CA. The engineering CA is signed by USA CA, the USA CA is
signed by the root CA, and finally the root CA is signed by itself. This is called the
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chain of trust. When verifying certificates each level in the chain is verified until a
final self-signed certificate is reached, the root CA. If each step is successful then
the certificate is trusted.If a single step fails then the certificate cannot be trusted.

Public certificate authorities such as VeriSign will never sign a subordinate CA for
end user use. If they did then users could use their subordinate CA to sign any
certificate they wanted. For example, they could use their CA to sign a duplicate
certificate for a secure website at www.unify.com. This would allow a nefarious
user to possibly impersonate the website. This would completely break the chain
of trust model public signing authorities are dependent on. For this reason public
signing authorities strongly protect their own root and subordinate CAs.

To get around this, larger companies will have their own in-house public key infra-
structure to create and distribute their own certificates. There is nothing wrong
with this. It simply allows them to create subordinate CAs to better manage their
organization and avoid the cost public signing authorities charge for certificate
creation.

Figure: 4: An example certificate hierarchy.
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Multiple subordinate CAs and levels are possible. An end entity verifying a certif-
icate must verify each signing CA. The chain of trust flows up the tree to the root
CA.

2.2.3 OpenScape Products Certificate Hierarchy

It is suggested all products in the OpenScape solution have their certificates
created from a single source. Fig. 5 shows an example of this. There are some
exceptions. However, for guaranteed operation it's best to use a single signing
CA.
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Three different CA scenarios exist for the OpenScape solution:

* A public certificate authority. This solution can be cost prohibitive. As we can
see in Fig. 5 there are many products in a solution. The cost would add up.

¢ Anin-house certificate authority and PKI environment provided by the
customer. No cost to create certificates.Certificates would conform to the
company’s certificate policy.

* A small self-created certificate authority for the purpose of just creating certif-
icates for the OpenScape solution. This is very similar to the previous option.
However, this scenario assumes there is not a PKI environment in the
customer’s network and that certificates will be created and managed
manually.

Figure: 5: OpenScape solution certificate hierarchy.
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Subordinate €4 Subordinate

Certificates
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Any number of subordinate CAs can be used. However, all certificates must
originate from the same CA. No additional CAs should be used to create certifi-
cates for the solution.
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3 Replacing Certificates in an OpenScape Solution

Certificates can be created using a number of different methods. Examples are a
well known trusted third party certificate authority, such as VeriSign, an internal
organizational certificate authority, or certificate authorities and certificates can be
created manually using simple third party tools. This section assumes certificates
have already been created for all products and are available to the installer. The
installer will need the key pair (certificate and the private key) as well as the certif-
icate authority certificates used to sign the key pair. This includes any subordinate
CAs.

What certificates should be replaced? All of them. All OpenScape products come
with default certificates. Some are auto-generated and others are the same
across each product install. Therefore, for security reasons, they should all be
replaced. If only some are replaced then certain functions may no longer work. An
example of this is the MTLS connection between the OSV and UC (Fig. 3). There
exists a current restriction where each side must be signed by the same certificate
authority. If not then the connection will fail.

Note:

* Certificates can come in different formats. The basic format is PEM formatted
certificates and keys. The key portion can also be encrypted with a password
to protect it in case of loss or theft. The OpenScape solution certificate
requirements vary from product to product. Therefore each product may
require the certificate and key be in a specific format before it can be correctly
installed. Examples include PEM format, PKCS#12 keystore, JKS keystore,
and etc. If you find you need to convert from one format to another then
please consult Section 5, "Formatting Certificates", for conversion proce-
dures. Each product below does define what format is required.

* We assume one certificate for each physical device. For physical devices that
operate as one logical unit then only one certificate is required. This one certif-
icate will be installed on each physical node in the logical configuration. These
are typically redundant devices that provide failover in case one device fails.
Examples include the OpenScape Voice, OpenScape SBC and OpenScape
Branches operating in failover configurations.

* An attempt should be made to use certificates created by the customer. Many
customers will have their own internal certificate authority and will want/need
to integrate OpenScape products into their certificate strategy. Please consult
with the customer first before manually creating certificates. If you find you
need to create your own certificate authority and certificates then please
consult Section 6, "Creating Your Own Root CA", for instructions.

* Be aware that all commands in this section are on a single line. Due to the
length of some commands they may wrap around to another line in this
documentation.

* Important: Products in the OpenScape solution have differing filename
requirements. Some require specific file names while others may have any
name. In the sections below areas where filenames are not specific will be
enclosed with <> brackets, <example_file_name>.
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3.1 Certificate Restrictions and Requirements

Certain products in the Unify solution contain certain restrictions or requirements
that will directly affect certificate creation and usage for other products. These
restrictions or requirements must be considered when deploying certificates in
your solution.

3.1.1 What Certificate Authorities Should be in a Certificate

According to RFC 5280, each certificate should contain a copy of each issuing CA
in the chain of trust up to, but not including, the root CA.

For example, looking at Figure 4, "An example certificate hierarchy," the certif-
icate signed/issued by the development CA, which in turn was signed/issued by
the USA CA, which in turn was signed/issued by the root CA, should also include
the development CA and USA CA certificate, but not their private keys.

The only private key to be included is for the server certificate.

3.1.2 OpenScape Branch and SBC

3.1.3 Mediatrix

3.1.4 OSV

The V8 OpenScape Branch and V8 OpenScape SBC cannot interpret certificates
with any extensions marked as critical other than the basic constraints field.

If a certificate is received by the OpenScape Branch or OpenScape SBC with any
other field marked as critical, the TLS connection will fail.

For example, if the OpenScape Voice certificate contains any field marked as
critical, other than the basic constraints field, then the communication between
the OpenScape Voice and OpenScape Branch or OpenScape SBC will fail.

Mediatrix devices require that their certificates contain the extended key usage
fields TLS Web Client Authentication and TLS Web Server Authentication. If
these fields are not present in the Mediatrix certificate, then the Mediatrix will fail
to communicate via TLS.

The "Netscape Cert Type" certificate extension is not supported by OpenScape
Voice.
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3.1.5 SHA1 and SHA2

Starting with OpenScape Solution V8 (incl. UC V7) the use of SHA-2 (SHA-256)
signatures in certificates is recommended since SHA-1 is no longer considered
secure.

Version 7 solutions commonly interact with or contain version 4, 5, or 6 compo-
nents, and SHA-2 signatures have not been widely tested in version 7. Certain
products or services may fail when using SHA-2.

Versions 4, 5, and 6 do not support SHA-2 signatures in their certificates. SHA-1
is the only recommended signature.

3.1.6 Year 2038 Problem

Many computer systems store time in a 32-bit clock. This clock is set to expire in
early 2038. Certificates should not be created which have a date extending into
or past 2038. Many systems will not accept certificates with these dates.

3.2 OpenScape Voice

Certificate format: PEM - Key not encrypted.

Used for CA, server and client certificates. Private keys for server and client certif-
icates should be provided in non-encrypted format.

Purpose: Secure communication between the OpenScape Voice and all
products.

INFO: The "NetscapeCertType" certificate extension is not
supported by OpenScape Voice.

OSV does not impose any additional restrictions on installed certificates as long
as they are supported by OpenSSL. For additional information on verifications of
received certificates from peers during connection establishment please refer to
OpenScape Voice V10 Administration Guide on the certificates validation
sections.

Supported Certifactes:

CA-Certificates up to the following specifications are supported:
*  RSA4096 bit signed with sha512WithRSAEncryption signature algorithm
* RSA3072 bit signed with sha256WithRSAEncryption signature algorithm

Perform the following steps on both nodes of the OpenScape Voice:
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Step by Step
1) Loginto CMP.

Navigate to Configuration > OpenScape Voice and from the dropdown list
select your switch.

2) Click on the Administration button and under Certificate Management
select Trusted CA Certificate Stores.

3) On the pop-up window click on the checkbox next to .../root.pem and then
click Edit.

4) On the next pop-up window click Browse... navigate to the location where
root.pem file (containing the CA certificates) is stored and then click
Upload...

5) After closing all pop-up windows navigate to Certificate Management and
select Certificate Key Stores.

6) On the pop-up window click Browse... navigate to the location where
server.pem and client.pem are stored and then click Upload...

INFO: For more infromation regarding the server.pem and
client.pem files, please refer to sections 5.1 Example Certificate
File with Concatenated Certificate Chain, 61. Simple Certificate
Creation and 6.2 Creating a SAN Certificate.

If the certificates were replaced properly after navigating to Certificate
Management > Certificate Monitoring the old certificates will show under Status
CertRemoved. The new certificates will show under Status CertInstalled and
under NodelD Both.

INFO: Please wait a few minutes until the list is updated.

INFO: If you want to delete a CA certificate you have to manually
modify the root.pem file.

3.2.1 Certificate Requirements

OpenScape Voice nodes support two individual certificates, client.pem and
server.pem, one for each task. By default, a single certificate used for server as
well as for client authentication is sufficient.

Each node should get its own certificate (even if they are coupled on layer 2)

Changing the certificate configuration requires a restart of the ttud process.
Although the restart is much faster in most cases, it can take up to 30 minutes in
the worst case. So a maximum downtime of one hour must be scheduled for
changing the certificates on both nodes of a duplex system (to avoid outages, first
change node A and then node B).
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Combined Client-Server certificate

Requirements for certificates that can be used for the server role as well as for the
client role at the same time are following.

Attribute

Value

X.509 version

3

Signature algorithm

SHA-256 / SHA384 / SHA512 signature
with RSA encryption

RSA encryption is the default
ECDSA could be used as well

Issuer (filled automatically by the issuing CA)

Validity 10 years

Subject For JITC environment:
The subject can be a FQDN, IPv4, or IPv6
address:
For non JITC environment:
CN=<nickname>, e.g. CN=osv-node1.voip
Do not enter DNS names or IP addresses
here
NOTICE: Atthis time the identity claimed in
an X.509v3 certificate Subject Common
Name can be a FQDN, IPv4, or IPv6
address.

Public key RSA 2048 / 3072 / 4096

INFO: The public key can be ECDSA

Basic Constraints

CA = false for client/server certificates

CA = true for CA certificates

Key Usage

digitalSignature, keyEncipherment

CRL Distribution Point

For phones TLS connection:

CRL-URI’s are not parsed by OpenStage
and OptiPoint phones. You may include
aCRL distribution point, but remember that
it's not checked by these phones.

Authority Information Access

OCSP:http://<OCSP-URI>

Do not enter DNS names or |IP addresses
here

Extended Key Usage

serverAuth or clientAuth

A31003-S11A0-M100-21-76A9, 05/2025
OpenScape Solution Set V10, Certificate Management and Transport Layer Security (TLS), Administrator Documentation 25




Attribute

Value

Subject Key Identifier

(filled automatically by the issuing CA)

Subject Alternative Name

DNS:< FQDN1>
DNS:< FQDN2>
DNS:< FQDN3>
IP:<IP1>
IP:<IP2>
IP:<IP3>

For all SIPSM, SOAP and CSTA interfaces,
include their IP addresses here. If you use
DNS entries to access these interfaces (or
are planning to do so), also add the corre-
sponding FQDNSs here. In a layer 2 cluster,
also include the IP addresses and host-
names of the other OSV node, because it
might take over the IP addresses of the
other OSV node in case of an outage.

Authority Key Identifier

(filled automatically by the issuing CA)

Server only certificate

Requirements for certificates that can be used only for the server role are
following. This is the same as the combined client-server certificate, minus the

client capabilities.

Attribute

Value

X.509 version

3

Signature algorithm

SHA-256 signature with RSA encryption

MD5 signature with RSA encryption does
not work any more since OpenScape Voice
V7.

Issuer (filled automatically by the issuing CA)

Validity 5 years

Subject CN=<nickname>, e.g. CN=osv-node1.voip
Do not enter DNS names or IP addresses
here

Public key RSA 2048 Bit

Basic Constraints CA = false

Key Usage

digitalSignature, keyEncipherment

CRL Distribution Point

CRL-URI’s are not parsed by OpenStage
and OptiPoint phones. You may include
aCRL distribution point, but remember that
it's not checked by these phones.
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Attribute Value

Authority Information Access OCSP:http://<OCSP-URI>
Do not enter DNS names or IP addresses
here
Extended Key Usage serverAuth
Subject Key Identifier (filled automatically by the issuing CA)
Subject Alternative Name DNS:< FQDN1>

DNS:< FQDN2>
DNS:< FQDN3>
IP:<IP1>
IP:<IP2>
IP:<IP3>

For all SIPSM, SOAP and CSTA interfaces,
include their IP addresses here. If you use
DNS entries to access these interfaces (or
are planning to do so), also add the corre-
sponding FQDNSs here. In a layer 2 cluster,
also include the IP addresses and host-
names of the other OSV node, because it
might take over the IP addresses of the
other OSV node in case of an outage.

Authority Key Identifier (filled automatically by the issuing CA)

Client only certificate

Requirements for certificates that can be used only for the client role are following.
This is the same as the combined client-server certificate, minus the server

capabilities..
Attribute Value

X.509 version 3

Signature algorithm SHA-256 signature with RSA encryption
MD5 signature with RSA encryption does
not work any more since OpenScape Voice
V7.

Issuer (filled automatically by the issuing CA)

Validity 5 years

Subject CN=<nickname>, e.g. CN=osv-node1.voip
Do not enter DNS names or IP addresses
here

Public key RSA 2048 Bit

Basic Constraints CA =false

Key Usage digitalSignature
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Attribute

Value

CRL Distribution Point

CRL-URI’s are not parsed by OpenStage
and OptiPoint phones. You may include
aCRL distribution point, but remember that
it's not checked by these phones.

Authority Information Access

OCSP:http://<OCSP-URI>

Do not enter DNS names or IP addresses
here

Extended Key Usage

clientAuth

Subject Key Identifier

(filled automatically by the issuing CA)

Subject Alternative Name

DNS:< FQDN1>
DNS:< FQDN2>
DNS:< FQDN3>
IP:<IP1>
IP:<IP2>
IP:<IP3>

For all SIPSM, SOAP and CSTA interfaces,
include their IP addresses here. If you use
DNS entries to access these interfaces (or
are planning to do so), also add the corre-
sponding FQDNSs here. In a layer 2 cluster,
also include the IP addresses and host-
names of the other OSV node, because it
might take over the IP addresses of the
other OSV node in case of an outage.

Authority Key Identifier

(filled automatically by the issuing CA)

3.2.2 How to add certificates issued by different Certification Authorities

It is suggested that all of the certificates that are used for the products of an
OpenScape Solution are issued from a single Certification Authority. However it
is possible to use certificates from different sources by performing the following

steps.

Prerequisites

* The OSV certificates have been uploaded following the procedure described

in Section 3.2 "OpenScape Voice".

Step by Step
1) Loginto CMP.

Navigate to Configuration > OpenScape Voice and from the dropdown list

select your switch.

A31003-S11A0-M100-21-76A9, 05/2025

28 OpenScape Solution Set V10, Certificate Management and Transport Layer Security (TLS), Administrator Documentation



2) Click on the Administration button and under Certificate Management
select Trusted CA Certificate Stores.

3) On the pop-up window click on the checkbox next to .../root.pem and then
click Edit.

4) On the next pop-up window click Browse... navigate to the location where the
*.pem file with the CA is stored and then click Upload...

If the certificates were uploaded successfully after navigating to Certificate
Management > Certificate Monitoring the new certificates will show under
Status CertInstalled and under NodelD Both.

INFO: Please wait a few minutes until the list is updated.

3.3 OpenScape UC (All Deployments)

3.3.1 Assistant

The OpenScape UC server contains numerous locations where the same certif-
icate for each individual service must be placed. You need a separate certificate
for each device but not for each service on a single device. For example, with an
OpenScape UC small deployment, the same certificate can be used for each
service since all services exist on the same physical machine. For an OpenScape
UC large deployment, individual certificates would be needed for the backend,
frontend, and media server. The exception is frontend servers in large deploy-
ments. All frontend servers are managed by a single certificate placed on the
backend server. See the WebClient large deployment section for more infor-
mation.

Replacement of a certificate on a UC system requires that symphonia be
restarted before it becomes active. To avoid multiple restarts of the OpenScape
UC system, replace the certificate in all locations and then restart symphonia
once. All actions are performed as the root user.

Certificate format: PKCS#12 formatted keystore.
Purpose: Secure SOAP communication between the Assistant and OSV.
OpenScape Voice Assistant V10 or later reads the configuration from

symphonia-client-config.properties in order to communicate with the OSV via
TLS.

NOTICE: The generateKeyStore.sh script is obsolete in V10.
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INFO: For Small, Large and Very Large deployments, the
<SymphoniaHome> path is:
/opt/siemens

INFO: For Integrated Simplex deployments, the
<SymphoniaHome> path is:
/enterprise/

Step by Step
1) Backup the existing keystore:

cp <SymphoniaHome>/common/conf/axis soap tls/
osvkeystore.pl2 <SymphoniaHome>/common/conf/
axis soap tls/osvkeystore.pl2.bak

2) Copy in the new keystore:

cp <path to new>/osvkeystore.pl2 <SymphoniaHome>/common/
conf/axis soap tls/osvkeystore.pl?2

3) Encode the keystore password.

The Assistant needs the keystore password in order to access the keystore
and load the certificates. Run the following command and provide the
password you used for the keystore. The output will be a long string that will
be used in step 4.
<SymphoniaHome>/servicetools/cmp/encodePassphrase.sh
Provide passphrase to protect:

Repeat passphrase:

4) Edit the symphonia-client-config.properties file and replace the value of
keystorePassword with the string that was generated in step 3:

vi <SymphoniaHome>/assistant ssl/symphonia-client-
config.properties

INFO: The default keystorePassword and trustorePassword is
importkey.

5) Upload the OSV CA certficate (in PEM format) to the system and then
execute the following command:

<SymphoniaHome>/share/ibm-java-<version>/jre/bin/keytool
—-importcert -file [RootCACertificatelLocation] -alias
<aliasname> -keystore <SymphoniaHome>/common/conf/

axis soap tls/osvtrustore.jks
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* Please note that you cannot overwrite an existing certificate. You have to
delete it first with the following command by specifying an alias:

<SymphoniaHome>/share/ibm-java-<version>/jre/bin/
keytool -delete -alias <aliasname> -keystore <Sympho-
niaHome>/common/conf/axis soap tls/osvtrustore.jk

* When executing the import command of this step, you are prompted to
type "Y/N" for to proceed. You can overpass this prompt by adding the
noprompt part in the command above.

<SymphoniaHome>/share/ibm-java-<version>/jre/bin/
keytool -importcert -file [RootCACertificateLocation]
-keystore / opt/siemens/common/conf/axis soap tls/
osvtrustore.jks -alias —-noprompt

NOTICE: The last argument is the path of the truststore file and
can be found in the symphonia-client-config.properties file
(e.g. truststore=<SymphoniaHome>/common/conf/
axis_soap_tls/osvtrustore.jks).

When prompted type the trustorePassword (default is importkey).

INFO: You can import the Sub CA certificate with the same
command that imports the RootCA.

6) Test if the import was successful using the following command:

<SymphoniaHome>/share/ibm-java-<version>/jre/bin/keytool
-list -keystore <SymphoniaHome>/common/conf/
axis soap tls/osvtrustore.jks

Enter keystore password:
You can list more details by adding the option -v.
7) Change ownership and permissions of the certificate files:
chown sym:sym <SymphoniaHome>/common/conf/axis soap tls/
osvkeystore.pl?2

chmod 0644 <SymphoniaHome>/common/conf/axis soap tls/
osvkeystore.pl?2

chown sym:sym <SymphoniaHome>/common/conf/axis soap tls/
osvtrustore.jks

chmod 0644 <SymphoniaHome>/common/conf/axis soap tls/
osvtrustore.jks

8) Restart symphonia daemon.

3.3.2 Bcom

Certificate format: PEM — Key not encrypted.
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Step by Step

3.3.3 CMP

Important: Only PKCS#1 format is supported. For details on how to convert a
PKCS#8 certificate to PKCS#1, refer to Chapter 5 "Formatting Certificates”.

Purpose: Secure SOAP communication between the OpenScape UC and
OpenScape Voice

Note: At this time, this only secures SOAP communication between OpenScape
UC and OpenScape Voice for OpenScape Mobile related functions.

Note: This certificate MUST have the same certificate authority as the
OpenScape Voice certificate.

Note: The private key section should begin with ----BEGIN RSA PRIVATE KEY-
--- and end with ----END RSA PRIVATE KEY----.

INFO: For Small, Large and Very Large deployments, the
<SymphoniaHome> path is:
/opt/siemens

INFO: For Integrated Simplex deployments, the
<SymphoniaHome> path is:
/enterprise/

1) Onthe UC server, concatenate the certificate and key into one temporary file
and then run the following script. Note: Once the script is run, the concate-
nated file will be automatically deleted.

cat <new_uc_cert> <new uc_key> > <temp file>

<SymphoniaHome>/servicetools/bcom/bcomImportCert.sh
<temp file>

Script will automatically create a backup of current jar under /tmp/

e.g. /tmp/osa-bcomssl-current.jar

If you need this jar for future use please back it up in an external folder.

If you want to restore this jar, you can replace it under <SymphoniaHome>/
scs_bcom/1lib/

2) In order to activate the new certificate for the connection between Bcom and
OSV a symphonia restart is needed.

Certificate format: PKCS#12 formatted keystore also containing the certificate
authority certificate(s).

Purpose: Secure communication between the CMP and web browser.
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INFO: For Small, Large and Very Large deployments, the
<SymphoniaHome> path is:
/opt/siemens

INFO: For Integrated Simplex deployments, the
<SymphoniaHome> path is:
/enterprise/

Step by Step

1) Create a new PKCS#12 formatted keystore named ‘tomcat-keystore.p12’.
Refer to Section 5, "Formatting Certificates", to convert your certificate and
key to a PKCS#12 keystore.

2) Backup the existing keystore.

cp <SymphoniaHome>/common/conf/tomcat-keystore.pl?2

<SymphoniaHome>/common/conf/tomcat-keystore.pl2-backup
3) Copy in the new keystore.

cp <path to new>/tomcat-keystore.pl2 <SymphoniaHome>/
common/conf/tomcat-keystore.pl2

4) Encode the keystore password. The CMP needs to access the keystore in
order to load the certificates. To do this, it must know the keystore password.
The CMP stores the keystore password in an encrypted format. We use a tool
to encrypt the password and then we store it in a file. Run the following
command and provide the password you used for the keystore. The output
will be a very long string. Note: This step does not apply to versions 4 and 5.

<SymphoniaHome>/servicetools/cmp/encodePassphrase.sh
Provide passphrase to protect:
Repeat passphrase:

5) Store the output from step 4. Edit the server.xml file and replace the existing
keystore password. This password is stored with the variable name keysto-

rePass="". Remove the existing password and store the password from step
4) between the “’. Note: This file contains settings for more than one service.
Take care to edit the connector with name CMP_https. Note: If using versions

4 or 5, then use the password of the keystore file.
<SymphoniaHome>/share/tomcat/conf/server.xml

<Connector .. keystoreFile="<SymphoniaHome>/common/conf/
tomcat-keystore.pl2"

keystorePass="place new password here"
keystoreType="PKCS12"

name="CMP_ https" port="443"

...... </Connector>
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6) Edit the trust-store.properties file and replace the existing keystore
password. This password is stored with the variable name keystorePass="".
Remove the existing password and store the password from step 4 between
the " Il‘

<SymphoniaHome>/common/conf/application-external/trust-
store.properties

7) Set correct ownership and permissions.

chown sym:sym <SymphoniaHome>/common/conf/tomcat-
keystore.pl2

chmod 0644 <SymphoniaHome>/common/conf/tomcat-
keystore.pl2

8) Restart the TomcatServletContainer to activate the new certificates:
/etc/init.d/symphoniad restart TomcatServletContainer

3.3.4 SPML Responder

Certificate format: PKCS#12 formatted keystore also containing the certificate
authority certificate(s).

Purpose: Secure communication between SPML and SPML enabled devices.

INFO: For Small, Large and Very Large deployments, the
<SymphoniaHome> path is:
/opt/siemens

INFO: For Integrated Simplex deployments, the
<SymphoniaHome> path is:
/enterprise/

Step by Step

» The steps in this section are exactly the same as those in section 'CMP’. The
only difference is the keystore is named ‘spmiresponder-keystore.p12’.
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Simply make a copy of the tomcat-keystore.p12 keystore. Edit the same xml
file and use the same password.

Note: This file contains settings for more than one service. Take care to edit
the connector with name spmliresponder_https_connector:

spmlresponder https connector.

Instead of replacing the existing keystore password for tomcat-keystore.p12
as it is being described in step 5 of 3.3.3 CMP you are going to edit the
following:

<SymphoniaHome>/share/tomcat/conf/server.xml

<Connector ... keystoreFile="<SymphoniaHome>/common/conf/
spmlresponder-keystore.pl2”

keystorePass="place new password here”
keystoreType="PKCS12"”

name="spmlresponder https connector" port="9943"

...... </Connector>

3.3.5 UCMA

Certificate format: X.509.

Purpose: Secure communication between the OpenScape UC Application and
the UCMA Proxy Web Service.

For details please refer to Section "Importing the Certificate to the OpenScape
Application Computer" in OpenScape UC Application V10 Configuration and
Administration, Administrator Documentation guide.

3.3.6 WebClient - Simplex and Small Deployments

Certificate format: PKCS#12 or JKS formatted keystore also containing the
certificate authority certificate(s).

Purpose: Secure communication between the WebClient, web browsers,
OpenScape Desktop Enterprise Edition (WE) client, and OpenScape Fusion
client.

INFO: For Small, Large and Very Large deployments, the
<SymphoniaHome> path is:
/opt/siemens

INFO: For Integrated Simplex deployments, the
<SymphoniaHome> path is:
/enterprise/
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Step by Step

1) By default, the WebClient uses a JKS keystore. You can continue to use a
JKS keystore. However, to do so requires you first create a PKCS#12
keystore and then convert it to JKS. These instructions will only use a
PKCS#12 formatted keystore.

Backup the existing keystore and supporting files to a safe location:
<SymphoniaHome>/HiPathCA/distribution/.keystore

<SymphoniaHome>/HiPathCA/config/services/default/Httpd/
CAMgmt/ssl.cfg

<SymphoniaHome>/HiPathCA/config/services/default/Httpd/
Portal/ssl.cfg

2) Rename your certificate file to .keystore and replace the existing one with the
new by copying the latter to <SymphoniaHome>/HiPathCA/distribution

chown sym:sym <SymphoniaHome>/HiPathCA/distribution/
.keystore

chmod 0644 <SymphoniaHome>/HiPathCA/distribution/
.keystore

3) Edit the CAMgmt ssl.cfg file to set the keystore type and password.
<SymphoniaHome>/HiPathCA/config/services/default/Httpd/CAMgmt/ssl.cfg
keystoreFile=.keystore
com.siemens.ca.server.SSLport.keystoreType=PKCS12

com.siemens.ca.server.SSLport.keystorePass=<password>

INFO: The password needed here is the one provided by the
certificate issuer, which was used when creating the new certif-
icate.

4) Repeat step 2) and edit the portal ssl.cfg file to set the keystore type and
password.Use the same type and password. Note: This file also contains a
section for APR SSL.It is not used.

<SymphoniaHome>/HiPathCA/config/services/default/Httpd/
Portal/ssl.cfg

keystoreFile=.keystore
com.slemens.ca.server.SSLport.keystoreType=PKCS12

com.siemens.ca.server.SSLport.keystorePass=<password>

INFO: The password needed here is the one provided by the
certificate issuer, which was used when creating the new certif-
icate.
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5) Set correct ownership and permissions for the CAMgmt and Portal ssl.cfg
files.

chown sym:sym <path to files here>

chmod 0644 <path to files here>

3.3.7 WebClient - Large and Very Large Deployments

Certificate format: PKCS#12 or JKS formatted keystore also containing the
certificate authority certificate(s).

Purpose: Secure communication between the WebClient, web browsers,
OpenScape Desktop Enterprise Edition (WE) client, and OpenScape Fusion
client.

Large and very large deployments utilize frontend servers to handle all WebClient
connections. The backend server also has a WebClient process, but is not
accessed directly. The backend server is responsible for managing the certifi-
cates on all frontend servers. When a frontend server starts up it consults the
backend server for its certificate (along with other configuration information). The
backend server does not maintain separate certificates for each frontend server.
All frontend servers receive the same certificate. Therefore, it is important to
include all FQDNSs for all frontend servers in one certificate. If another frontend
sever is added then a new certificate will need to be created to include this
server’s FQDN.

There is one keystore used for both backend and frontend servers. It is located
under the <SymphoniaHome>/HiPathCA/distribution directory and should be
named ".keystore". CAMgmt ssl.cfg and Portal ssl.cfg should be modified in
order to adjust to the keystore that was produced.

INFO: For Small, Large and Very Large deployments, the
<SymphoniaHome> path is:
/opt/siemens

INFO: For Integrated Simplex deployments, the
<SymphoniaHome> path is:
/enterprise/
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Step by Step
1) Backup the default keystore and supporting files to a safe location:
<SymphoniaHome>/HiPathCA/distribution/.keystore

<SymphoniaHome>/HiPathCA/config/services/default/Httpd/
CAMgmt/ssl.cfg

<SymphoniaHome>/HiPathCA/config/services/default/Httpd/
Portal/ssl.cfg

2) Editthe CAMgmt ssl.cfg file to set the keystore name, type, and password for
the backend.

<SymphoniaHome>/HiPathCA/config/services/default/Httpd/
CAMgmt/ssl.cfg

keystoreFile=.keystore
com.siemens.ca.server.SSLport.keystoreType=PKCS12

com.siemens.ca.server.SSLport.keystorePass=<password>

INFO: The password needed here is the one provided by the
certificate issuer, which was used when creating the new certif-
icate.

3) Editthe Portal ssl.cfg file to set the keystore name, type, and password for the
frontend. Note: This file also contains a section for APR SSL. It is not used.

<SymphoniaHome>/HiPathCA/config/services/default/Httpd/
Portal/ssl.cfg

keystoreFile=.keystore
com.slemens.ca.server.SSLport.keystoreType=PKCS12

com.siemens.ca.server.SSLport.keystorePass=<password>

INFO: The password needed here is the one provided by the
certificate issuer, which was used when creating the new certif-
icate.

4) Set correct ownership and permissions for the CAMgmt ssl.cfg, Portal ssl.cfg,
backend.keystore, and frontend.keystore files.

chown sym:sym <path to files here>
chmod 0644 <path to files here>

5) Restart WebClient services on the backend first, and then the frontend
servers.

/etc/init.d/symphoniad restart WebClient BE

/etc/init.d/symphoniad restart WebClient FE
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3.3.8 Apache

Certificate format: PEM — Key Encrypted.

Purpose: Secure communication for phone firmware delivery between the UC
and DLS, UC and phones, UC and OpenScape Branch, and Ul patching on large
and very large deployments.

Note: Applies only to versions 6 and 7.

Note: The Apache server is used for secure communication between nodes in a
large or very large deployment when the Ul patching feature is used. In this case
the certificate on the backend server must contain the FQDN returned by the
command ‘hostname —f’ executed on the backend server. To allow for flexibility,
this FQDN can be placed in the subject alternative name field of the certificate
along with any other FQDNSs used by the Apache/Backend server.

Note: If the Ul patching feature is used then prepareupdate.sh must be run again.
Follow the instructions in the section titled “Updating using the CMP (Ul Patching)
instead of osc-setup” in the OpenScape UC Installation and Upgrade guide.

INFO: For Small, Large and Very Large deployments, the
<SymphoniaHome> path is:
/opt/siemens

INFO: For Integrated Simplex deployments, the
<SymphoniaHome> path is:
/enterprise/

Step by Step
1) Backup the default certificate, key, and CA certificates file.
/etc/apache2/ssl.crt/sen cert.pem
/etc/apache2/ssl.crt/sen cacert.pem
/etc/apache2/ssl.key/sen key.pem

2) Concatenate your CA certificate into the existing CA certificate file. Note: The
double arrows “>>” in the below command are important.

cat <CAName> >> /etc/apache2/ssl.crt/sen cacert.pem

3) Rename and copy your certificate and key into the locations described in step
1).Change ownership and permissions. Note: The key needs to be password
protected. See Section 5, "Formatting Certificates", to convert your key to an
encrypted format.

chown root:root sen cert.pem, sen key.pem, and sen
ca_cert.pem

chmod 0644 sen cert.pem, sen key.pem, and sen ca_cert.pem
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4) Encode the key password. Apache needs to access the key in order to load
the certificates. To do this it must know the key’s password. Apache stores the
key password in an encrypted format. We use a tool to encrypt the password
and then we store it in a file. Run the following command and provide the
password you used for the key. The output will be a very long string.

<SymphoniaHome>/servicetools/cmp/encodePassphrase.sh
Provide passphrase to protect:
Repeat passphrase:

5) Store the password from step 4) in the following file.Remove the existing
password from the file first.

/etc/apache2/ssl.key/apache httpd pass

6) Issue the following command to restart the Apache service. Note: Symphonia
does not need to be restarted.

rcapache?2 restart

3.3.9 Regeneration of UC certificates in default keystore

The following procedure is used for regenerating the default certificates included
in the default container-keystore 5da1e680-f1e0-11d9-bbed-0002a5d5¢c51b-
localhost.p12 (or container-keystore_ XXXXXXXXX-XXXX-XXXX-XXXX-
XXXXXXXXXXXX.P12).

The regeneration will result in certificates with:

Subject: "Generated by Unify Software and Solutions GmbH & Co. KG."
Signature Algorithm: SHA-256 signature with RSA 2048bit encryption
Validity: 5 Years

NOTICE: ltis not supported to replace the certificates contained
in the default keystore with custom certificates generated and
signed by customer infrastructure.

INFO: For Small, Large and Very Large deployments, the
<SymphoniaHome> path is:
/opt/siemens

INFO: For Integrated Simplex deployments, the
<SymphoniaHome> path is:
/enterprise/

The following has to be executed on a BE node:
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* Stop Symphonia:
/etc/init.d/symphoniad stop

* Locate the file:
<SymphoniaHome>/servicetools/install/installlib/
antext.xml

* Make a backup copy of the file (make sure to maintain its access rights)
cp <SymphoniaHome>/servicetools/install/installlib/
antext.xml <SymphoniaHome>/servicetools/install/
installlib/antext.xml.backup

e Edit <SymphoniaHome>/servicetools/install/installlib/
antext.xml
locate the following line:
<target name = "-securitylnstaller.reconf"
Modify this entry by removing the "-", i.e. the line should look like this:
<target name = "securitylnstaller.reconf"
save the file.

* Execute:
<SymphoniaHome>/servicetools/install/bin/installlib.sh
securityInstaller.reconf

* Revert to the original file
cp <SymphoniaHome>/servicetools/install/installlib/
antext.xml.backup <SymphoniaHome>/servicetools/install/
installlib/antext.xml

After the above steps have been executed the following certificates will be
renewed:

default-truststore.jks
default-ca-keystore.pl2

container-keystore 1d499ad3-bd53-4174-886¢c-
ddf5£f1d9485e.pl2 B

When UC default certificates are changed the following actions should take

place depending the case:

— If Tomcat and SPML certificates need to be re-generated to default,
proceed to case 1.

— If there is no need to re-generate Tomcat and SPML certificates (either
custom or default), proceed to case 2.

Case 1:
In case it is required to regenerate to default values the Tomcat and SPML
responder keystores, execute the following:

NOTICE: This procedure will also re-generate and replace any
custom certificates introduced by the customer
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— Tomcat:

sh <SymphoniaHome>/servicetools/install/bin/
installlib.sh installplugins.execute
-Dinstallplugin.name=mgmtportalinstall
-Dinstallplugin.action=reconfigure

— SPML:

sh <SymphoniaHome>/servicetools/install/bin/
installlib.sh installplugins.execute
-Dinstallplugin.name=spmlresponderinstallplugin
-Dinstallplugin.action=reconfigure

Case 2:

Otherwise, in case there is no need to re-generate the existing certificates or
in case of custom certificates introduced by the customer, execute the
following:

sh <SymphoniaHome>/servicetools/install/bin/
installlib.sh installplugins.execute
-Dinstallplugin.name=mgmtportalinstall
-Dinstallplugin.action=reconfigureStatement

e Start Symphonia
/etc/init.d/symphoniad start

The following needs to be executed on the remote nodes (all UC Frontend and
Media Server nodes):

e Stop Symphonia:
/etc/init.d/symphoniad stop

¢ Copy the security configuration files produced in the BE <Symphoni-
aHome>/common/conf into the remote node’s <SymphoniaHome>/
common/conf folder.
Files:
— authenticationauthority config.xml
— AuthenticationAuthorityKeyStore.sks

— container-keystore XxXXXXXXXX-XXXX—XXXX-XXXX-
XXXXXXXXXXKX . P12

(last container keystore generated in the BE, not the one ending with
localhost! ,easily list-able by executing "1s -1tr"in the <Symphoni-
aHome>/common/conf folder)
— default-truststore.jks
— symom.config.xml
— VerifierKeyStore.sks
¢ Execute <SymphoniaHome>/servicetools/install/bin/
installlib.sh securityInstaller.updateServiceStatements
e Start Symphonia
/etc/init.d/symphoniad start
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In case UC Conferencing feature is used it may be necessary to additionally
execute the following command on UC Media Server nodes:

<SymphoniaHome>/servicetools/install/bin/installlib.sh
installplugins.execute -Dinstallplugin.name=conferencingap-
plets -Dinstallplugin.action=reconfigure

NOTICE: After the regeneration of the UC internal default certifi-
cates, the steps in chapter 3.5.1 Facade to UC need to be
executed again.

OSB/SBC grace period

When only UC certificates are regenerated, all SBCs and OpenScape Branches
that use UC as a License server, will no longer be able to get any License info and
will get in Grace period. To avoid this situation the administrator should run one
shell script in order to initialize the process where SBC/OSB retrieve valid Authen-
tication Statement from the respective Assistant.

These scripts are:

* <SymphoniaHome>/openbranch/artf/scripts/resetOb.sh
This script resets the status of all Open Branches that use UC as license
server.

* <SymphoniaHome>/sbc/artf/scripts/resetSbc.sh
This script will do the same for all SBCs.

The scripts do not need any arguement, so a succesfull execution would have the
following output:

<SymphoniaHome>/openbranch/artf/scripts/resetOb.sh
Action completed.

In case an error occurs the administrator will be informed to check the relevant
log file in order to fix the problem:

<SymphoniaHome>/sbc/artf/scripts/resetSbc.sh

Failed to reset mode, please check /tmp/resetSbc.log file

NOTICE: SBCs and OSBs will remain in Unsecured Mode until
AuthentificationStatement are auto-renewed in a maximum
timeframe of 24 hours.

3.3.10 Certificate Requirements

OpenScape UC supports individual certificates that must meet the following
requirements:

Changing the certificate configuration requires a restart of the ttud process.
Although the restart is much faster in most cases, it can take up to 30 minutes in
the worst case. So a maximum downtime of one hour must be scheduled for
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changing the certificates on both nodes of a duplex system (to avoid outages, first

change node A and then node B).

Attribute

Value

X.509 version

3

Signature algorithm

SHA-256 signature with RSA encryption
MD5 signature with RSA encryption does
not work any more since OpenScape Voice
V7.

Issuer (filled automatically by the issuing CA)

Validity 5 years

Subject CN=<nickname>, e.g. CN=osv-node1.voip
Do not enter DNS names or IP addresses
here

Public key RSA 2048 Bit

Basic Constraints CA = false

Key Usage

digitalSignature, keyEncipherment

CRL Distribution Point

CRL-URIs are not parsed by OpenStage
and OptiPoint phones.

You may include a CRL distribution point,
but remember that it is not checked by
these phones.

Authority Information Access

OCSP:http://<OCSP-URI>

Do not enter an https URI here!

Extended Key Usage

serverAuth

Subject Key Identifier

(filled automatically by the issuing CA)

Subject Alternative Name

DNS:< FQDN1>
DNS:< FQDN2>
DNS:< FQDN3>
IP:<IP1>
IP:<IP2>
IP:<IP3>

For all SIPSM, SOAP and CSTA interfaces,
include their IP addresses here. If you use
DNS entries to access these interfaces (or
are planning to do so), also add the corre-
sponding FQDNSs here. In a layer 2 cluster,
also include the IP addresses and host-
names of the other OSV node, because it
might take over the IP addresses of the
other OSV node in case of an outage.

Authority Key Identifier

(filled automatically by the issuing CA)
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3.4 OpenScape Media Server

Certificate format: PKCS#12 formatted keystore also containing the certificate
authority certificate(s).

Purpose: Secure communication between the OSV and Media server.

INFO: You only need to change the OpenScape Media Server
certificate if the communication between the OpenScape Voice
and OpenScape Media Server is SIP and TLS. The MGCP and
CSTA protocols are not secured by TLS.

INFO: The integrated media server in simplex deployments does
not require a certificate. SIP communication between the
OpenScape Voice and OpenScape Media Server is internal.
However, if TLS is still desired change the path entries in the
below steps from /opt/siemens/ to /enterprise/.

INFO: These steps are for OpenScape Media Server V6 or later.
Version 5 and earlier systems will need to generate a certificate
signing request (CSR) using the keytool command and have this
signed by a CA. These steps are not defined here. Contact next
level of support. Another option is to perform the below
commands on a different system using JRE1.6 or greater and
then copying the resulting keystore to the OpenScape Media
Server.

By default the OpenScape Media Server keystore format is JKS. This format is
similar to PKCS#12. If replacing the OpenScape Media Server's certificate a
PKCS#12 keystore will be imported into the OpenScape Media Server's JKS
keystore.

3.4.1 Adding/Delete a CA from the Keystore

The keystore can utilize more than one CA. This allows the OpenScape Media
Server to trust certificates from differing CAs.

3.4.2 Adding a CA

This will add a new CA to the keystore. Simply provide a generic name for the
alias field and the filename the CA is stored in. The CA will be imported in to the
keystore.
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Step by Step
1) Change to the following directory.

/opt/siemens/mediaserver/application host/providers/sip-
connectivity

2) Add the new CA.

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool
-import -trustcacerts -alias <CAName> -file <CAfile> -
keystore tls-keystore.jks

3) Verify the CA was added.

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool -
list -v -keystore tls-keystore.jks
-storepass <password>

4) Restart the Media Server. Note: If this is a simplex or small deployment there
will be a complete UC outage.

/etc/init.d/symphoniad restart

3.4.3 Deleting a CA

It may be necessary to delete a CA from the keystore if trust has been lost in this
CA orifthe CA has expired. The CA’s alias name must be provided. The keystore
may need to be examined first to determine the correct alias name. Note: If a
Polycom CA certificate is found it may be safely removed.

Step by Step
1) Change to the following directory.

/opt/siemens/mediaserver/application host/providers/sip-
connectivity

2) Locate the CA to be removed by alias name.

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool
-list -v -keystore tls-keystore.jks —-storepass <password>

3) Remove the CA.

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool -
delete -alias <CAName> -keystore tls-keystore.jks
-storepass <password>

4) Restart the Media Server. Note: If this is a simplex or small deployment there
will be a complete UC outage.

/etc/init.d/symphoniad restart
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3.4.4 Adding a New Certificate to the Keystore

Step by Step

The OpenScape Media Server’s server certificate can be replaced at any time.
However, only one certificate should exist in the keystore at a time. The old certif-
icate must be removed before the new certificate is added. The keystore may
need to be examined first to determine the correct alias name of the old certificate.

1)

?)

3

Change to the following directory.

/opt/siemens/mediaserver/application host/providers/sip-
connectivity

Locate the old certificate by alias name.

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool
-list -v -keystore tls-keystore.jks —-storepass <password>

Remove the old certificate.

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool
-delete -alias <CertName> -keystore tls-keystore.jks -
storepass <password>

4) Add the new certificate. This step requires the certificate is already stored in

a PKCS#12 keystore. This PKCS#12 keystore will be imported into the media
server’s JKS formatted keystore.

a) Follow this step only if the certificate to be imported is not in a PKCS#12
format. This step can also be found in the Section 5, "Formatting Certifi-
cates".

openssl pkcsl2 -export -in mediaserver.crt -inkey
mediaserverkey.pem -name mediaserver -out media-
temp.pl2

b) Import the PKCS#12 keystore into the OpenScape Media Server’s
keystore. Note: srcstorepass is the password of the PKCS#12 keystore.

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool
-importkeystore -deststorepass <password>
-destkeystore tls-keystore.jks -srckeystore
<pkcsKeystore>.pl2

-srcstorepass <password> -srcstoretype PKCS12

c) Verify that the PKCS#12 keystore was imported.

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool
-list -v -keystore tls-keystore.jks —-storepass
<password>

d) Restart the OpenScape Media Server. Note: If this is a simplex or small
deployment there will be a complete UC outage.

/etc/init.d/symphoniad restart
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3.4.5 Replacing the default certificate in the MS Tomcat keystore

Step by Step

The OpenScape Media Server’s Tomcat (port 7443) server certificate can be
replaced at any time.

However, only one certificate should exist in the keystore at a time. The old certif-
icate must be removed before the new certificate is added. The keystore may
need to be examined first to determine the correct alias name of the old certificate.

1)

2)

3

4)

Change to the following directory.

/opt/siemens/mediaserver/application host/providers/
tomcat/tomcat-home/conf/

Locate the old certificate by alias name (default is "ms-tomcat").

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool
-list -v -keystore keystore.jks -storepass <password>

Remove the old certificate.

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool
-delete -alias <CertName> -keystore keystore.jks -
storepass <password>

Add the new certificate. This step requires the certificate is already stored in
a PKCS#12 keystore. This PKCS#12 keystore will be imported into the media
server’s JKS formatted keystore.

a) Follow this step only if the certificate to be imported is not in a PKCS#12
format. This step can also be found in the Section 5, "Formatting Certifi-
cates".

openssl pkcsl2 -export -in mediaserver.crt -inkey
mediaserverkey.pem -name mediaserver -out media-
temp.pl?2

b) Import the PKCS#12 keystore into the OpenScape Media Server’s
Tomcat keystore. Note: srcstorepass is the password of the PKCS#12
keystore.

opt/siemens/share/ibm-java-<version>/jre/bin/keytool
-importkeystore -deststorepass <password> -destkey-
store keystore.jks -destalias ms-tomcat -srckeystore
<pkcsKeystore>.pl2 -srcstorepass <password> -
srcstoretype PKCS12

c) Verify that the PKCS#12 keystore was imported.

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool
-list -v -keystore keystore.jks -storepass <password>
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d) Restart the OpenScape Media Server. Note: If this is a simplex or small

deployment there will be a complete UC outage.
/etc/init.d/symphoniad restart
Note: The <password> is stored in the config file

/opt/siemens/mediaserver/application host/providers/
tomcat/tomcat.component.xml

e.g. <component name="tomcat"
class="com.cycos.media.host.tomcat.TomcatPro-
viderImpl" lazy="false">

<tomcatHome>tomcat-home</tomcatHome>
<connectors>

<connector enabled="true">
<maxThreads>111</maxThreads>
<bindAddress>0.0.0.0:8070</bindAddress>
</connector>

<connector enabled="true">
<maxThreads>111</maxThreads>
<bindAddress>0.0.0.0:7443</bindAddress>
<tls enableTLS="true">
<keystorePass>changeit</keystorePass>
<clientAuth>false</clientAuth>
<keystoreFile>conf/keystore.jks</keystoreFile>
<keystoreType>JKS</keystoreType>

<keyAlias>ms-tomcat</keyAlias>

3.5 OpenScape UC Facade Server

Certificate format: PKCS#12 formatted keystore also containing the certificate
authority certificate(s).

Purpose: Secure communication between the Fagade server and mobile
devices, such as Apple and Android based phones.

The Fagade server utilizes two different TLS connections. The first is the private
facing TLS connection between the Fagade and UC server. The second is the
public facing TLS connection between the Facade server and mobile users.
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3.5.1 Facade to UC

These steps retrieve the internal CA certificate from the UC backend server and
store it in the Fagade's truststore. Note: Commands are on a single line.

INFO: These steps may need to be executed again after
upgrading the UC backend servers.

INFO: These steps may need to be executed again after
upgrading or updating the Fagade server.

INFO: If step five is executed again then a new alias name should
be used.

Step by Step
1) On the Fagade server execute:
echo "" | openssl s client -showcerts -prexit -connect
<backendipaddress>:4709 2>/dev/null | sed -n
'/BEGIN\ CERTIFICATE/, /END\ CERTIFICATE/p' | tac | sed -
n -e
'1,/BEGIN/!d;p"' | tac > uccacert.pem

2) On the Fagade server execute:

openssl x509 -modulus -noout -in uccacert.pem | openssl
md5

This will produce a value needed in step 4).

3) On the UC backend server execute:

echo "" | openssl s _client -showcerts -prexit -connect
<backendipaddress>:4709 2>/dev/null | sed -n

' /BEGIN\ CERTIFICATE/, /END\ CERTIFICATE/p' | tac | sed -
n -e

'l,/BEGIN/!d;p' | tac > uccacert.pem

4) On the UC backend server execute:

openssl x509 -modulus -noout -in uccacert.pem | openssl
mdb
Compare this value with that of step 2).

If they are the same then the UC CA certificate can be safely installed on the
Facade server in the next step.
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5) On the Fagade server execute:

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool -
import -trustcacerts -alias ucCAcert -file uccacert.pem -
keystore /opt/siemens/share/ibm-java-<version>/jre/lib/
security/cacerts -storepass changeit

INFO: This command will ask you to confirm the action. Answer
yes. The UC CA certificate has been installed on the Fagade
server.

6) Restart the Facade server.

/etc/init.d/facaded restart

3.5.2 Facade to Mobile Users

Note: Commands are on a single line.

Step by Step
1) Backup the existing keystore.

/user/local/tomcat6/conf/0SC-Facade-Server-Default-
Cert.pl?2

2) Create a new PKCS#12 formatted keystore using the certificate, key, and
certificate authority certificates. When prompted for a password use the
default Fagade server password, "ge13.eq31". Reference Appendix,
Formatting Certificates, for instructions.

INFO: If you wish to use a different keystore password then you
can edit the server.xml file in the same folder as the keystore.
Replace the 'keystorePass' variable with a password of your
choosing.

3) Copy the keystore created in step 2) to the keystore folder. Use the same
name as the default keystore. Check permissions and ownership.

cp New-Facade-Server.pl2 /usr/local/tomcaté6/conf/0OSC-
Facade-Server-Default-Cert.pl2

chown sym:sym OSC-Facade-Server-Default-Cert.pl2
chmod 0644 OSC-Facade-Server-Default-Cert.pl?2

4) Restart the Fagade server.

/etc/init.d/facaded restart
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3.5.3 Creating certificates without password protection for HAProxy
unattended startup

This is for cases where HAProxy is used within the same system as the Facade
server and unattended startup of HAProxy is required e.g. after Linux system
boot. Then it is necessary to use a certificate without password protection and
store itin a secure location.Please refer to chapter Creating certificates without
password protection for HAProxy unattended startup in document
OpenScape UC Application V10 Configuration and Administration.

3.6 OpenScape UC Openfire Server

Certificate format: PEM — For the CA certificate, Openfire certificate and
Openfire key.

Purpose: Secure communications between OpenScape UC and Openfire,
between Openfire servers operating in a federated environment, and the Openfire
web interface and web browsers.

Note: Openfire servers use a sub-domain named ‘conference’ when they are
participating in a federated environment (Openfire to Openfire communication).
Therefore the certificate for the Openfire server should also contain this sub-
domain. For example, if the domain name is openfire1.example.com then the
sub-domain name would be conference.openfire1.example.com. Certificates for
Openfire servers should contain both domain names.

Step by Step
1) Stop the Openfire server.

/etc/init.d/openfire stop

2) Import the CA certificate into the Openfire truststore. The alias is just a
reference. Supply an alias name similar to the common name of the CA certif-
icate.

NOTE: All CA certificates in the certificate chain must be imported.

3) Navigate to /opt/openfire/resources/security and then execute the following
command.

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool -
import -alias <CA name> -file <path to CA cert> -keystore
truststore —-storepass changeit

4) Start the Openfire server.
/etc/init.d/openfire start

5) Login to the Openfire administration console. Navigate to Server > Server
Settings > Server Certificates.

Example: https://<IP_of _Openfire_Server>:9091
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6) Click on Import. The Import Signed Certificates screen opens. Paste the
contents of the private key and certificate into their respective fields. Click
Save.

NOTE 1: Contents of the certificate should also include the contents of the
rootCA. First copy the contents of the certificate and then the contents of the
rootCA.

NOTE 2: The common name of the certificate should be the same as the
hostname of the openfire server.

NOTE 3: Two certificates should be added: one with RSA algorithm and one
with DSA algorithm.

7) Once saved you are returned to the Server Certificates window. The new
certificate should now show in the list. Delete the original certificates, both the
RSA and DSA.

NOTE: If the new certificate is not showing in the list then the entire certif-
icate’s CA chain was not imported or the Openfire server was not restarted
after importing the CA certificates. Openfire may also present a message
stating it “failed to establish chain from reply”. Ensure that all CAs in the certif-
icate chain were imported.

8) Once the old certificates are deleted restart the HTTP server by clicking on
here in the restart prompt dialogue in the same screen. Once the server
restarts the new certificate will be active.

3.7 OpenScape Mobile (Apple and Android)

Certificate format: PEM — For the CA certificate.A PKCS#12 formatted keystore
also containing the certificate authority certificate(s) for client side certificates.

Purpose: Secure communication between the OpenScape Mobile devices and
OpenScape Fagade, OpenScape Session Border Controller, and OpenScape
Voice servers.

By default OpenScape Mobile does not require any certificates to be installed.
The OpenScape Mobile device will still communicate over TLS to the OpenScape
Facade, Session Border Controller, or Voice servers. However, it is strongly
recommended to perform certificate validation to further protect the TLS
connection. To perform certificate validation the CA certificate used to sign the
OpenScape Fagade server must be installed on the OSMO device. This will allow
the OpenScape Mobile device to verify the HTTPS connection to the OpenScape
Facade server only.

Note: Future versions of OpenScape Mobile will allow for server certificate
validation against the OpenScape Session Border Controller and Voice servers.

For the iOS (Apple) there is:
e OSMO

NOTICE: OSMO is no longer supported for newer versions.

e OSMO Pro
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NOTICE: OSMO Pro will replace OSMO.

e MDM

3.7.1 Installing and Using the OpenScape Mobile CA Certificate on iPhone

Step by Step

Certificate format: PEM — For the CA certificate.A PKCS#12 formatted keystore
also containing the certificate authority certificate(s) for client side certificates.

Purpose: Secure communication between the OpenScape Mobile / OpenScape
Mobile Pro devices and OpenScape Fagade, OpenScape Session Border
Controller, and OpenScape Voice servers.

Note: The CA certificate must use the ‘“.crt’ flename extension in order for the
installation/import to work.

1) Open an email containing the attached CA certificate.Open the attached CA
certificate. Note: Take care to verify the email sender is trusted. Installing a
CA certificate from an unknown source can result in compromised communi-
cations.

2) The Install Profile screen will appear and will contain the name of the CA
certificate. Click on Install. The Install Profile dialogue will open to confirm the
installation. Click on Install Now.

3) The certificate will be installed and should now show as trusted. Click on
Done to return to your email.

4) Once the certificate has been installed navigate to the advanced settings tab
in OpenScape Mobile. Set the Allow Invalid Certificates option to Off.

5) Certificates can be viewed and removed from the iPhone by navigating to
Settings > General > Profiles.

3.7.2 Installing and Using the OpenScape Mobile CA Certificate for Android

Certificate format: PEM — For the CA certificate.A PKCS#12 formatted keystore
also containing the certificate authority certificate(s) for client side certificates.

Purpose: Secure communication between the OpenScape Mobile devices and
OpenScape Fagade, OpenScape Session Border Controller, and OpenScape
Voice servers.

Note: The CA certificate must use the ‘“.crt’ flename extension in order for the
installation/import to work.
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Step by Step

1) Open an email containing the attached CA certificate. Open the attached CA
certificate. Note: Take care to verify the email sender is trusted. Installing a
CA certificate from an unknown source can result in compromised communi-
cations.

2) Browse to the Android download folder. Click on the downloaded certificate.
The Name the certificate dialogue will open. Enter a name and press OK.
The certificate is now installed.

3) Once the certificate has been installed navigate to the advanced settings tab
in OpenScape Mobile.Uncheck the Allow Invalid Certificates option.

4) Certificates can be viewed and removed from the Android phone by
navigating to Settings > Personal > Security > Trusted Credentials > User
tab.

3.7.3 Installing and Using the OpenScape Mobile Client Certificate

OpenScape Mobile has the ability to import and use client certificates. This allows
the server side to also verify the OpenScape Mobile user (a mutually authenti-
cated connection). This feature is only released for certain deployments.
Customers should first contact technical support.

Step by Step

1) On the OpenScape Mobile device, open an email containing the client certif-
icate. The certificate will have an extension of type <filename>.osmc.

2) OpenScape Mobile will prompt you to install the certificate. This is simply a
password protected PKCS#12 keystore containing the client’s certificate, key,
and certificate authority certificates. The password should be delivered via a
new email or other method.

3.8 OpenScape Mobile Client for Windows Phone 8

Certificate format: CER, P7B, PEM or PFX - For the CA certificate. Only server
side authentication is supported for the OpenScape Mobile Client for Windows
Phone 8 application.

Purpose: Secure communication between the OpenScape Mobile Client for
Windows 8 devices and OpenScape Fagade server.

Note: The CA certificate must use the '.cer, .p7b, .pem, or .pfx' filename extension
in order for the installation/import to work.

OpenScape Mobile Client for Windows Phone 8 communicates over a secure
connection, i.e. https. In order to use this secure connection, the CA certificate
used to sign the Facade server certificate must first be installed on the Windows
phone. These instructions are detailed below.
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OpenScape Mobile Client for Windows Phone 8 does not have the ability to import
and use client certificates in order to establish a mutually authenticated
connection to the OpenScape Facade server. Therefore, the OpenScape Fagade
server must not be configured to allow client side certificates in deployments that
support the operation Windows Mobile devices.

In general, all required certificates (e.g., Root CA and Intermediate CA Certifi-
cates) can be installed on the Windows phone using either of the following two
methods:

- Installing certificates via email.

- Installing certificates via Internet Explorer.

3.8.1 How to Install a CA Certificate via email

Step by Step

1) Using the default email client, open an email from your system administrator
that contains the root CA certificate (and intermediate CA certificates) as an
attachment.

2) Tap on the email attachment to install the certificate. You can then review and
install the certificate. Depending on the format of the certificate - '.cer, .p7b,
.pem, or .pfx' - a password may be required to open it. The root CA and inter-
mediate CA certificates have been installed on your phone.

3.8.2 How to Install a CA Certificate via Internet Explorer

Step by Step

1) Using Internet Explorer installed on your phone access the URL from which
you can download the root CA (and intermediate CA) certificate.

2) When you access the page and tap the certificate it will be opened on the
device. You can inspect the certificate and choose to continue. If you continue
the certificate will be installed on the device. The root CA and intermediate CA
certificates have been installed on your phone.

3.9 OpenScape Xpressions

In an OpenScape solution OpenScape Xpressions is installed as a voice-only
configuration. This means all of the UC components which are already included
in separate OpenScape products are not installed. This is the intended configu-
ration method and therefore this section will only cover components which are
part of voice-only solution. At this time this document covers the IPApl, SMTPAplI,
and WebApl. Please reference Appendix C of the OpenScape Xpressions Server
Installation guide for instructions on installing OpenScape Xpressions as a voice-
only configuration.
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The IPApI can have its certificate information placed in any directory on the
OpenScape Xpressions server. However, the SMTPApl and WebApl certificate
location is coded in a Windows registry entry. To avoid copying the same certif-
icate to different locations we will point the IPAplI to this location to allow for easy
certificate management. This location is <XPR Install>\res\certs, which is by
default located at C:\Siemens\xpr\res\certs.

To change the certificate location of the SMTPApl and WebApl reference
Appendix E.1.2 — Global Entries, in the OpenScape Xpressions Server Adminis-
tration guide.

3.9.1 IPApI

Certificate format: PEM — Key not encrypted.

Purpose: Secure communication between OpenScape Xpressions and
OpenScape Voice, OpenScape Xpressions and third party email servers, and
OpenScape Xpressions and web browsers.

Step by Step

1) Place the certificate, key, and any CA certificates in the default certificate
location of C:\Siemens\xpr\res\certs or C:\OpenScape\xprires\certs. The
names of the certificate, private key and CA certificate should be the
following:

» certificate: server.crt
* private key: server.key

e CA certificate: root.crt

INFO: Xpressions can trust multiple CAs. Place each CA to be
trusted in a separate file. All CA certificates should be in one file.

2) Log into the Xpressions monitor and navigate to IPApl > Advance Settings
> Device > SIP Protocol Stack > Edit > Security.

3) In the Certificate Directory field, enter the folder location defined in step 1).
4) Inthe Own Certificate field, enter the file name of the Xpressions certificate.
5) In the Own Private key field, enter the file name of the Xpressions key.

6) In the Trusted Certificate Authorities field, click on Add and enter the file
name of the <CA certificate file>. These are the CA file names defined in step
1) above. Note: If there is more than one CA to be trusted repeat this step for
each CA file.

7) Check the Peer Authentication checkbox.Remember, secure endpoints on
the OpenScape Voice are MTLS connections. Also known as peer authenti-
cated connections.

8) Navigate to the SIP tab and check the TLS radio button.
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3.9.2 SMTPApI

Step by Step

3.9.3 WebApl

9) Click OK close the IPApl settings window. The IPApl will automatically restart.
Monitor the Default Logging window for this restart and any errors related to
enabling of TLS and certificates.

Certificate format: PEM — Key not encrypted.

Purpose: Secure communication between OpenScape Xpressions and
OpenScape Voice, OpenScape Xpressions and third party email servers, and
OpenScape Xpressions and web browsers.

1) Place the <certificate>, <key>, and any <CA certificates> in the default certif-
icate location of C:\Siemens\xprires\certs. All CA certificates should be in
one file.

2) Log into the Xpressions monitor and navigate to SMTPApI >Edit Settings a
Secure Sockets.

3) Inthe Certificate file field, enter the file name of the Xpressions <certificate>.
4) In the Private Key file field, enter the file name of the Xpressions <key>.

5) In the Trusted Certificates List field, enter the file name of the <CA certifi-
cates> file.

6) Clear the Passphrase for Private Key field. Remember, in these instruc-
tions the IPApl is using the same certificate as the SMTPApl and WebApl and
the IPApl does not support encrypted private keys.

7) Check the Enable Secure Sockets checkbox.

8) The Verify Client and Server Certificates checkboxes do not need to be
checked.

9) Click OK to close the SMTPApI settings window. The SMTPApI will automat-
ically restart.

Certificate format: PEM — Key not encrypted.
Purpose: Secure communication between OpenScape Xpressions and

OpenScape Voice, OpenScape Xpressions and third party email servers, and
OpenScape Xpressions and web browsers.
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Step by Step

1)

2)

3)
4)
5)

6)

7)

Place the <certificate>, <key>, and any <CA certificates> in the default certif-
icate location of C:\Siemens\xpr\res\certs. All CA certificates should be in
one file.

Log into the Xpressions monitor and navigate to WebApl > Edit Settings >
SSL.

In the Certificate file field, enter the file name of the Xpressions <certificate>.
In the Private Key file field, enter the file name of the Xpressions <key>.

In the Trusted Certificates List field, enter the file name of the <CA certifi-
cates> file.

Clear the Passphrase for Private Key field. Remember, in these instruc-
tions the IPApl is using the same certificate as the SMTPApl and WebApl and
the IPApl does not support encrypted private keys.

OK to close the WebApl settings window.The WebApl will automatically
restart.

3.10 OpenScape Trace Manager

Certificate format: PEM — Key not encrypted.

Purpose: Secure communication between the OpenScape Voice Trace Manager
and web browsers.

Step by Step
1)
2)
3)

4
5)

6)

Rename the new certificate file to “server.crt”.
Rename the new key file to “server.key”.

Make backups of the existing certificate and key in the folder C:\Program Files
(x86)\Apache Software Foundation\Apache2.2\conf\

Copy the new certificate and key into the folder defined in step 3).

Restart the Apache web server, Option 1: Start > All Programs > Apache
HTTP Server > Control Apache Server >Restart

Restart the Apache web server, Option 2: Start > Administrative Tools >
Services

Right-click on the Apache 2.2 service and select Restart

3.11 OpenScape Web Collaboration

By default the Web Collaboration server employs a small executable that allows
clients to securely participate in Web Collaboration sessions. Itis also possible for
clients to participate in Web Collaboration sessions using their web browsers. For
browser-based sessions to work a separate installation of the Web Collaboration
Web Client server must be performed. This Web Client server is an instance of
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the Windows based IIS server. By default, this Web Client server installation
operates over HTTP and not HTTPS and is therefore not secure.

Note: If you are not using browser based sessions, you can still install certificates
on the base Web Collaboration servers to allow for secure download of the
executable client.

Before proceeding with these steps it's expected the Web Collaboration Web
Client server has already been installed and proper function verified.
Outline:

* Install the CA certificate(s). This applies to all web collaboration servers in the
setup. Note: It's possible this step may be skipped if your server certificates
are signed by trusted third party signatories, such as VeriSign or Thawte.
Microsoft’s internal certificate store already contains many trusted third party
certificates.

¢ Install the server certificate for the base Web Collaboration server.

¢ Install the server certificate for the Web Client IIS web server.

e Enable HTTPS support in the Web Collaboration server.

e Enable HTTPS support in IS and choose a new binding port (default 443).

e Configure the settings.ini file for the web collaboration server (not the Web
Client).

3.11.1 Install the CA Certificate(s)

Certificate format: PEM — For CA certificates.

Purpose: Secure communication between the Web Collaboration Web Client
server and the base Web Collaboration servers. Secure communication between
the Web Collaboration Web Client server and web browsers. Secure download of
the executable client from the Web Collaboration servers.

Step by Step
1) Click Start, click Run..., type mmc, and then press ENTER.
2) On the File menu, click Add/Remove Snap-in.
3) Under Available snap-ins, click Certificates, and then click Add.

4) Under This snap-in will always manage certificates for, click Computer
account, and then click Next.

5) Click Local computer, click Finish, and finally click OK.

6) In the left hand pane navigate to Certificates > Trusted Root Certification
Authorities.

7) Right-click the Trusted Root Certification Authorities and navigate to All
Tasks > Import....

8) Follow the steps in the Certificate Import Wizard to import the <CA certif-
icate>.
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3.11.2 Install the Web Collaboration Server Certificate

Certificate format: PKCS#12 formatted keystore also containing the certificate
authority certificates (if installing the Web Collaboration Web Client server).

Purpose: Secure communication between the Web Collaboration Web Client
server and the base Web Collaboration servers. Secure communication between
the Web Collaboration Web Client server and web browsers. Secure download of
the executable client from the Web Collaboration servers.

Step by Step
1) Click Start, click Run..., type mmc, and then press ENTER.
2) On the File menu, click Add/Remove Snap-in.
3) Under Available snap-ins, click Certificates, and then click Add.

4) Under This snap-in will always manage certificates for, click Computer
account, and then click Next.

5) Click Local computer, click Finish, and finally click OK.
6) In the left hand pane navigate to Certificates > Personal.
7) Right-click Personal and navigate to All Tasks > Import....

8) Follow the steps in the Certificate Import Wizard to import the <server certif-
icate>.

3.11.3 Install the Web Client Server Certificate

Certificate format: PEM — For CA certificates. PKCS#12 formatted keystore also
containing the certificate authority certificates (if installing the Web Collaboration
Web Client server).

Purpose: Secure communication between the Web Collaboration Web Client
server and the base Web Collaboration servers. Secure communication between
the Web Collaboration Web Client server and web browsers. Secure download of
the executable client from the Web Collaboration servers.

Step by Step

» Repeat the steps in the previous section (and for any other Web Collaboration
server, if any).
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3.11.4 Enable HTTPS in the Web Collaboration Server

Step by Step
1)

2)

3

4)

5)

Click Start, All Programs, Web Conference Server, and then Certificate
Installer. This will open a window for installing the Web Collaboration server
certificate.

Click Select Cert. A window will open asking you to choose the certificate you
previously installed. Select the certificate for the Web Collaboration server
and click OK.

Under IP Address, enter the IP address of the Web Collaboration server. You
can also use the drop down box.

Click Install Cert. The certificate for the Web Collaboration server has now
been installed.

Restart the Web Collaboration server.

3.11.5 Enable HTTPS in the Web Client Server

Step by Step

1)
2)

3

4)

5)

6)

Click Start, click Administrative Tools, and then click Server Manager.

Under Roles, select Web Server (lIS), and then Internet Information
Services (IIS) Manager.

Under the Connections pane, expand your computer name, expand Sites,
right-click on webclient and select Edit Bindings....

Select Add. Under Type select https.

Important: Under IP Address, choose the IP address assigned to the Web
Client, not the web collaboration server. Under Port, set to port 443.

INFO: You can use a port of your choosing. This port must be the
same as defined in the Web Collaboration settings.ini file variable
WebclientURLBase.

Under SSL Certificate, select the certificate you previously installed. Click
OK and then Close.

Under the Connections pane, click on your computer name, and then under
the Actions pane under Manage Server, click Restart..

IIS setup is now complete.
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3.11.6 Configure the settings.ini File

Step by Step
1) Open the settings.ini file for editing.

This is located under C:\Program Files (x86)\WebConference-
Server\settings.ini.

2) Atthe end of the file, modify the following line, (changing from http to https).

INFO: If you are using a port other than 443, then this port
number must also be defined on this line. This port number will be
the same as defined in step 4) in the previous section. Both possi-
bilities are shown below.

WebclientURLBase=https://<ip address of web client>/
joinclient.aspx?inv=%1

or

WebclientURLBase=https://
<ip address of web client>:<port number>/
joinclient.aspx?inv=%1

3) Restart the Web Collaboration server.

Click on Start, Administrative Tools, then Server Manager. Expand
Configuration and then click on Services. Scroll down, right click on Web
Conference Server and select Restart.

At this point your web conferencing sessions are now secure.

3.11.7 OpenScape Web Collaboration Mobile App

Mobile users can participate in and create Web Collaboration sessions via the
OpenScape Web Collaboration app available in the Apple and Android App
stores. This web app connects to the OpenScape Web Collaboration Web Client
server. If the OpenScape Web Collaboration Web Client server is accessed via a
secure connection (HTTPS), then the Apple or Android phone must have the CA
certificate used to sign Web Client server certificate installed. If this CA certificate
is not installed then the OpenScape Web Collaboration mobile app will be unable
to connect.

Step by Step

» Please refer to the section 'OpenScape Mobile (Apple and Android)’ in this
document for instructions on installing the CA certificate.
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3.12 OpenScape Deployment Service (DLS)

Deployment Service

Phone

The OpenScape Deployment Service certificate functions operate differently than
other Unify products. In order to support distribution of mass certificates to phones
and clients the OpenScape Deployment Service supports its own internal public
key infrastructure (PKI). This internal PKI operates like most other PKis. It can
create its own CA, create certificates signed by this CA, and even automatically
distribute these certificates. On top of this, it can also maintain more than one
internal PKI to allow for certificate management of different functions within the
phone. Figures 6 and 7 show example certificate and PKI hierarchies.

The OpenScape Deployment Service also supports integration with an external
Microsoft certificate authority. In this case, the Deployment Service PKI depends
on the Microsoft CA to manage and create certificates while the DLS handles the
distribution aspect. Use of the Microsoft CA is not discussed in this document.
Instead please refer to the OpenScape Deployment Service PKI Basic Configu-
ration guide. Fig. 7 shows an example certificate hierarchy using a Microsoft
certificate authority.

Figure: 6: Example Deployment Service certificate hierarchy (1)

Cptional
Subordinate

CA

DLS Internal DLS Internal DLS Internal
PKI1 PKI 2 PKI3 .0

In the above case, the Deployment Service's public facing interfaces employ a
certificate from the customers CA while the phones’ certificates are managed by
the Deployment Service’s internal PKI. The Deployment Service can maintain
more than one PKI to manage different phones functions requiring certificates. A
single internal PKI can also be used.
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Figure: 7: Example Deployment Service certificate hierarchy (2)

DLS Internal

Deployment Service

Phone

In the above case the Deployment Service uses a single internal PKI to manage
both public facing Deployment Service interfaces and all phone functions
requiring certificates.
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Deployment Service

Phone

Figure: 8: Example Deployment Service certificate hierarchy (3)

Microsoft CA

i

Optional
Subordinate
Microsoft CA

i

DLS Internal
PEl

In the above case, the Deployment Service’s internal PKI uses an external
Microsoft certificate authority to provide all PKI functions. Usage of a Microsoft
certificate authority is not discussed in this document.

3.12.1 Creating a New PKI

3.12.1.1 Internal CA

Note that it is possible to create more than one PKI. Different PKls can be used

for different purposes. For example, one PKI could manage all WBM certificates
while another could manage RADIUS server certificate distribution. Or, one PKI

could manage all certificates.

Creation of a new PKI follows three basic steps. Together they create a new PKI.
* Create a new Internal CA

¢ Create a new Plug-In Configuration

¢ Create a new Connector Configuration

Certificate format: PKCS#12 formatted keystore or use of the Deployment
Service’s internal PKI infrastructure.

A31003-S11A0-M100-21-76A9, 05/2025

66 OpenScape Solution Set V10, Certificate Management and Transport Layer Security (TLS), Administrator Documentation



Purpose: Secure communication between the Deployment Service and phones/
clients, Deployment Service and OpenScape Voice Assistant, and the
Deployment Service and web browsers.

Step by Step
1)

2)
3)

4)

5)

6)

7)

8

Log into the Deployment Service and navigate to Administration > PKI >
Internal CA.

Click on New and enter a CA Name and CA Description. Click on Save.
Click Create CA. Enter Subject/lssuer DN information.

This step defines the identity information of the CA and will also be seen in
any certificate created by this CA. Certificates should at least include country,
state or province, organization, organizational unit, and common name infor-
mation.

Example:C=US,ST=FL,L=Boca Raton,O=Unify,OU=Sales,CN=MyNewCA

Alternate to step 3). It is also possible to create a new internal CA using a
predefined CA. This CA certificate can be imported into the Internal CA.

Click on Import CA. Browse for the CA keystore. The keystore must be in a
PKCS#12 format. Enter the keystore Passphrase and click on OK.

Set Key Algorithm to RSA. Set Key Size to 2048.

INFO: 1024 and 4096 are also possible.

Set Valid from and Valid to dates.

Default lifetime is 1 year time. Set this to a more acceptable lifetime for a CA,
such as 10 years.

Click OK.
The new CA is created and this information can now be seen.

Finally, check Enable Internal CA and then Save.

3.12.1.2 Plug-In Configuration

Certificate format: PKCS#12 formatted keystore or use of the Deployment
Service’s internal PKI infrastructure.

Purpose: Secure communication between the Deployment Service and phones/
clients, Deployment Service and OpenScape Voice Assistant, and the
Deployment Service and web browsers.

Step by Step

1)
2

Create a new Internal CA as done in the prior section, "Internal CA".

Navigate to Administration > PKI > Plug-In Configuration.
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3)

4)

5)

6)

7)

8)

Click on New and provide a name and description in the PKI Connector
Plug-In and Description fields. Click on Save.

Navigate to the Plug-In Properties tab and select the Table view radio
button.

There are two default certificate values that should be changed,
internal.default.validity.days and internal.x509name.template.

Select internal.default.validity.days.

This field defines the number of days certificates created by the Deployment
Service are valid for. A typical length is 3 years. Click on Save.

Select internal.x509name.template.

This field defines the subject information for certificates the Deployment
Service will create. This field acts as a template. Most information is filled,
except for the common name (CN). When issuing a certificate the
Deployment Service will automatically input the CN based on the end points
IP address or FQDN. This allows for easy point and click or automated certif-
icate deployment. This template should match the issuer name information
supplied for the root CA in step 1, except for the CN field. The CN field MUST
contain a'?". Click on Save.

Example:C=US,ST=FL,L=Boca Raton,0=Unify,OU=Sales,CN="?
Click on the Issuing CAs tab. Click Synchronize.

This will pull in all of the enabled internal CAs. We will only used the internal
CA we created in step 1). This will be seen in the next steps.

Finally, check Enable Plug-In and Click on Save.

3.12.1.3 Connector Configuration

Step by Step

Certificate format: PKCS#12 formatted keystore or use of the Deployment
Service’s internal PKI infrastructure.

Purpose: Secure communication between the Deployment Service and phones/
clients, Deployment Service and OpenScape Voice Assistant, and the
Deployment Service and web browsers.

1)

?)
3

4

5)

Create a new Internal CA and Plug-In Configuration as done above in
sections ’Internal CA’ and 'Plug-In Configuration’.

Navigate to Administration > PKI > Connector Configuration.

Click on New and provide a name and description in the Configuration
Name and Description fields. Click Save.

Select Plug-In Configuration. Select the name of the Plug-In Configuration
created in section 'Plug-In Configuration’ and click on OK and then Save.

Select Issuing CA Name. Select the name of Issuing CA created in section
‘Internal CA’ and click on OK and then Save.
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6) Select the Trust-Anchor tab, click on Import Certificate. Select the PKI
radio button and under Import from Connector select the name of the
issuing CA created in section 'Internal CA'. Click OK and OK again. The CA
defined in section ’Internal CA’ is now the trust anchor (root CA) for this PKI.
The trust anchor fields should now show this.

7) Navigate to the Request Parameter tab. The default settings should be
acceptable. Click on Test.The Deployment Service will internally create and
sign a new certificate to ensure proper operation. A success message should
be returned.

8) Finally, check Enable Connector and then Save. At this point a new internal
PKI has been created for the DLS. This new PKI can be used to create and
deploy certificates to phones and clients.

3.12.2 Deploying the Signaling and Payload Encryption (SPE) Certificate

The SPE CA certificate is simply the CA certificate (or chain of CA certificates)
used to sign the OpenScape Voice certificate. When this CA certificate is placed
on the phones and soft clients, it allows the phones and soft clients to identify and
verify the OpenScape Voice based on the certificate received from the
OpenScape Voice. By default, phones and soft clients perform no certificate
verification. Phones and soft clients can still connect to the OpenScape Voice via
TLS and place secure calls.

In case phones and soft clients connect to the OpenScape Voice via MTLS an
additional SPE certificate and a key are required in order to perform certificate
verification.

Before enabling certificate verification for all phones and soft clients it is advised
to manually place the certificate on a couple of devices and enable certificate
verification. If the test fails, the device will fail to register against the OpenScape
Voice. If the test succeeds, then automatic or manual certificate deployment can
be used to distribute the certificate to all phones and soft clients.

INFO: ltis suggested that all of the certificates that are used for
the products of an OpenScape Solution are issued from a single
Certification Authority. However it is possible to use certificates
from different sources, if the CA certificate from the Certification
Authority that issued the private certificate for the devices, is
added to the Trusted CA Certificate Stores in CMP for OpenScape
Voice. The same way phones should have a client certificate and
a CA certificate from the authority that signed the OpenScape
Voice certificate to validate the server certificate.

For further information please refer to Section "How to add CA
certificates issued by different Certification Authorities" in this
document.
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3.12.2.1 Manual Deployment (TLS)

Certificate format: X.509 formatted keystore or use of the Deployment Service’s
internal PKI infrastructure.

Purpose: Secure communication between the Deployment Service and phones/
clients, Deployment Service and OpenScape Voice Assistant, and the
Deployment Service and web browsers.

A PKI does not need to be created in order to execute this section.

Step by Step
1)

2)
3

4)

5)

Navigate to IP Devices > IP Phone Configuration > Signaling and Payload
Encryption > SPE CA Certificates tab.

Click on Import Certificate.

Check Import certificates to DLS and activate on device (1-step). Select
Import using:File. Click on Browse and locate the file containing the CA
certificates.

Finally, click OK.

The certificate will be imported and a new entry will appear containing the CA
certificate information.

You can now enable certificate verification. See section 'How to Enable SPE
Certificate Verification’.

3.12.2.2 Manual Deployment (MTLS)

Certificate format: PKCS#12 formatted keystore. X.509 for the CA certificate.

Purpose: Secure communication between the OSV and phone(s).

Step by Step
1)

2)
3

4)
5)
6)
7)

Navigate to IP Devices > IP Phone Configuration > Signaling and Payload
Encryption > SPE Certificates tab.

Click on Import Certificate.

Check Import certificates to DLS and activate on device (1-step). Select
Import using:File. Click on Browse and locate the file containing the certifi-
cates.

Click OK.
Select the SPE CA Certificates tab.
Click on Import Certificate.

Check Import certificates to DLS and activate on device (1-step). Select
Import using: File. Click on Browse and locate the file containing the CA
certificates.
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8) Click OK.

9) You can now enable certificate verification. See section '"How to Enable SPE
Certificate Verification’.

3.12.2.3 How to Enable SPE Certificate Verification

The phones support three levels of certificate verification: none, full, and trusted.
Each level performs more stringent checks. If a check fails on either the trusted
or full levels, the phone will not be able to register against the OpenScape Voice
or other SIP servers.

None: The default option. No checking of the received certificate is performed.
The received certificate is only used to provide an encrypted connection. A CA
certificate is not required to be loaded on the phone.

Trusted: The phone checks the chain of trust for the received certificate. A CA
certificate is required to be loaded on the phone. The expiration date and
revocation status are also check. Revocation is only check if an OCSP server has
been defined.. No other fields are checked.

Full: Everything performed in “trusted” plus correct identity and correct use of all
extensions marked as critical. Identity checks compare the FQDN, IPv4, or IPv6
address in the Common Name or Subject Alternative fields of the certificate.

To enable verification perform the following steps. Note: OpenStage phones
running firmware version V3 or later will perform step 1).Older firmware versions
and OptiPoint phones will perform step 2).

Step by Step

1) Navigate to IP Devices > IP Phone Configuration > Security Settings >
Certificate Policy tab. Under SIP Server Authentication Policy choose a
verification level. Click Save.

2) Navigate to IP Devices > IP Phone Configuration > Signaling and Payload
Encryption > SIP Settings tab. Check TLS server validation.

3.12.3 Deploying New Web Based Management (WBM) Certificates to
Phones

Unify phones are administrable via a secure web based management interface
and all phones ship with a default certificate. Certificates for the WBM interface
can be deployed manually or automatically by the Deployment Service.
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3.12.3.1 WBM Certificates to Phones via Manual Deployment

Certificate format: PKCS#12 formatted keystore or use of the Deployment
Service’s internal PKIl infrastructure.

Purpose: Secure communication between the Deployment Service and phones/
clients, Deployment Service and OpenScape Voice Assistant, and the
Deployment Service and web browsers.

Step by Step

1) Navigate to IP Devices > IP Phone Configuration > Security Settings >
WBM Server Certificate tab.

2) Click Import Certificate. For Certificate Type select WBM Server Certif-
icate. Check Import Certificate to DLS and activate on device (1-step).
Check Import Using: PKI. Under Import from PKI select the PKI you wish
to use. Finally, click OK.

3) The certificate will be generated by the DLS and deployed to the phone
automatically. Wait a few seconds then click on Refresh. You should now see
the Imported and Active Certificate fields contain new certificate information.
If only the Imported Certificate fields contains information then its possible the
activate on device option was not selected in step 2). In this case check
Activate Certificate and click on Save. This will activate the certificate on the
phone.

3.12.3.2 WBM Certificates to Phones via Automatic Deployment

Certificate format:PKCS#12 formatted keystore or use of the Deployment
Service’s internal PKI infrastructure.

Purpose: Secure communication between the Deployment Service and phones/
clients, Deployment Service and OpenScape Voice Assistant, and the
Deployment Service and web browsers.

A certificate deployed using automatic methods will only be visible under the
active certificate field and not the imported certificate field. The imported certif-
icate field is used for manual deployments. If you have deployed certificates in the
past using the manual method then an older certificate may still be present. This
does not impact the currently active certificate.

Step by Step
1) Navigate to Administration > Automatic Certificate Deployment.
2) Click on New. Under Location select a location. Under Certificate Type
select WBM Server Certificate (IP Phone). Click Save. Note: All phones

defined by this location will receive new WBM certificates. Locations can be
defined under Administration > Server Configuration --> Location.

3) Click Import Certificate. Check Import using: PKI. Under Import from PKI
select your PKI. Click OK.
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4) Under Deploy Date select a date and time to deploy the certificates. Click
Save.

5) Check the Activate Certificate / PKI Configuration checkbox. Click Save.

Once you click save the Deployment Service will automatically create jobs to
deploy new WBM certificates to all phones defined by this location. Job
completion can be monitored under Job Coordination > Job Control. Once the
job is complete new certificate information can be viewed by navigating to IP
Devices > IP Phone Configuration > Security Settings > WBM Server Certif-
icate tab.

3.12.4 Phone Secure Mode Operation

By default, phones communicate with the Deployment Service using a standard
TLS connection. However, if greater security is desired, phones can be set to
communicate with the Deployment Service in secure mode. In secure mode
communication takes place via mutual TLS (MTLS). MTLS offers the benefit of a
mutually authenticated connection, meaning the Deployment Service verifies the
phone and the phone verifies the Deployment Service. If either side cannot verify
the other then the connection fails. This method provides an extra layer of
protection for the phone as it will not allow another Deployment Service to connect
it and manage the phone.

3.12.4.1 Set the Workpoint Interface Configuration PKI

Certificate format:PKCS#12 formatted keystore or use of the Deployment
Service’s internal PKI infrastructure.

Purpose: Secure communication between the Deployment Service and phones/
clients, Deployment Service and OpenScape Voice Assistant, and the
Deployment Service and web browsers. This section changes the PKI used for
secure mode operation of phones.

Step by Step
1) Create a new PKIl or use an existing one. See section 'Creating a New PKI'.
2) Navigate to Administration > Workpoint Interface Configuration.

3) In the Secure Mode tab, under Server Credentials, select PKI Configu-
ration. Select your PKI and click OK and then Save.

4) Next click Create. This creates a new server credential for the Deployment
Service based on the PKI chosen in step 1. A new entry will appear in the
table. It should be active by default. If it is not click on it and click Activate.

5) Repeat steps 2 and 3 for Client Credentials

6) After the new PKI has been activated, you can safely delete the default
credentials.
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3.12.4.2 Set the Phones to Secure Mode

Certificate format: PKCS#12 formatted keystore or use of the Deployment
Service’s internal PKIl infrastructure.

Purpose: Secure communication between the Deployment Service and phones/
clients, Deployment Service and OpenScape Voice Assistant, and the
Deployment Service and web browsers.

Step by Step

1) Set the PKIl in the Workpoint Interface Configuration. See previous section
'Set the Workpoint Interface Configuration PKI'.

2) To place phones in secure mode, navigate to IP Devices > IP Device
Management > IP Device Configuration > DLS Connectivity tab.

3) Under Security Settings check Secure mode required. For PIN Mode you
can choose between No PIN, Default PIN, or Individual PIN.

A PIN encrypts the phones certificate information as it is being transferred to
the phone. The default option is Default PIN. This uses the PIN generated by
the DLS. This can be found under the Workpoint Interface Configuration
screen. If a PIN is used, then the PIN must be entered on the phone before
secure mode operation is complete.

4) Click Save.

The Deployment Service will communicate new certificate information to the
phone. If a PIN was used, then the PIN must be manually entered on the
phone to complete the secure mode setup.

On an OpenStage phone login as admin and navigate to Admin > Network
> Update Service (DLS).

The Security Status field will say Awaiting PIN. Enter the PIN in the Security
PIN field. Once the PIN is entered Save & Exit.Secure mode setup is now
complete.

5) Transition from insecure to secure mode can be monitored under the
Security State Protocol tab. A phone can be removed from secure mode by
un-checking the Secure mode required checkbox.

INFO: If aphoneis in secure mode and is unable to communicate
with a DLS, itis possible to manually take the phone out of secure
mode.

On an OpenStage phone, login as admin and navigate to Admin
> Network > Update Service (DLS) > Options and select
Default Security.

This will reset the phone it its default security mode. The phone
will now be able to communicate with any Deployment Service.

If the phone is to communicate again with the existing
Deployment Service, then the Deployment Service must also take
the phone out of secure mode.
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3.12.5 Replacing the Deployment Service’s Web Interface and API
Certificates

Certificate format: PKCS#12 formatted keystore or use of the Deployment
Service’s internal PKIl infrastructure.

Purpose: Secure communication between the Deployment Service and phones/
clients, Deployment Service and OpenScape Voice Assistant, and the
Deployment Service and web browsers.

The Deployment Service contains a web and API interface. These interfaces are
used to communicate with a web browser or the OpenScape Voice Assistant. For
this reason, it may be desirable to have these interfaces participate in the
customer’s PKI rather than the Deployment Service’s internal PKI.

Step by Step

1) Navigate to Administration > Server Configuration > TLS Connector
Configuration.

2) Click Import and Activate Certificate. Select DLS Client GUI. Select Import
using: File and then Browse for the PKCS#12 formatted keystore. Click OK.
The certificate is imported and activated.

3) Repeat step 2) for the DLS API. Use the same PKCS#12 keystore.

3.13 OpenScape Branch and OpenScape SBC

This section covers replacing the certificates for the web interface of the
OpenScape Branch and OpenScape SBC. It does not yet cover certificate
management for the VoIP interfaces in these devices. Please refer to the
OpenScape Branch or OpenScape SBC administrator documentation for VolP
interface certificate management.

3.13.1 Replacing the Web Interface Certificate

3.13.1.1 Creating a HTTPS Profile

Certificate format: PEM — Key not encrypted.

Purpose: Secure communication between the OpenScape Branch or
OpenScape SBC and web browsers.
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Step by Step
1)

2)

3)

4)
5)

6)
7)
8

9)

Login to the OpenScape Branch Management portal and navigate to
Security > Certificate Management.

Certificates must be uploaded before creating the profile.

Under Certificates Upload you must upload the <CA certificate>, the
<HTTPS certificate>, and the <HTTPS key>. This is performed under the sub-
options CA Certficates, X.509 Certificates, and Key Files, respectively.

Once the file have been uploaded, click on Add under Certificate Profiles.
The certificate profile window will open.
For the Certificate Profile Name, enter a desired name.

For the Local Server Certificate File, select the <HTTPS server certificate>
uploaded in step 2).

For the Local CA File, select the <CA certificate> uploaded in step 2).
For the Local Key File, select the <server key> uploaded in step 2).

Click on Save. The certificate profile window will close. The new profile will
now appear under certificate profiles.

Click on Save again.

The certificate management window will close and the main window is
displayed.

10) Click on Apply Changes to save the new certificate profile. If this is a

redundant system all changes will be automatically copied to the redundant
node. Allow up to 10 minutes for this to occur.

3.13.1.2 Applying the New HTTPS Profile - OpenScape Branch

Certificate format: PEM — Key not encrypted.

Purpose: Secure communication between the OpenScape Branch and web
browsers.

Step by Step
1)

2)
3

Navigate to Security. Under PKI Configuration, check the Enable PKI
Configuration box. This will activate the PKI Configuration button. Click on
the PKI Configuration button. The PKI Configuration window will appear.

Under HTTPS PKI Configuration, select the desired HTTPS Profile.

Click on Save. The PKI Configuration window will close and the main window
is displayed. Click on Apply Changes to activate the HTTPS profile.

If this is a redundant system all changes will be automatically copied to the
redundant node. Allow up to 10 minutes for this to occur.
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INFO: The web management portal will restart automatically.
Access to the web management portal will be lost as the new
certificate is applied. You may need to refresh your browser. Call
processing is not affected. Allow up to 10 minutes for this to occur.

3.13.1.3 Applying the New HTTPS Profile - Session Boarder Controller

Certificate format: PEM — Key not encrypted.

Purpose: Secure communication between the OpenScape Session Boarder
Controller (SBC) and web browsers.
Step by Step

1) Navigate to Backup/Restore. Click Export to export the latest configuration
file.

2) Open the exported file into a text editor. Search for the string httpscert-
profile. The result may appear in the following two formats:

<httpsCertProfile />
<httpsCertProfile>profile name</httpsCertProfile>

3) Using the name assigned to the newly created HTTPS profile, modify this
string to include this name.

For example, if the name of the HTTPS profile is ‘HTTPS-New’, the new
string would look as follows. Note: The entry is case sensitive.

<httpsCertProfile>HTTPS-New</httpsCertProfile>
4) Save the modified configuration file.
5) Navigate to Backup/Restore and click on Import.
The Import XML window will open.
6) Click on Apply Changes to activate the HTTPS profile.

If this is a redundant system, all changes will be automatically copied to the
redundant node. Allow up to 10 minutes for this to occur.

INFO: The web management portal will restart automatically.
Access to the web management portal will be lost as the new
certificate is applied. You may need to refresh your browser. Call
processing is not affected. Allow up to 10 minutes for this to occur.

3.14 OpenScape 4000/HiPath 4000/RG83xx

Certificate format: PEM - CA certificate and server certificate and key are PEM
format.
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Purpose: Secure communication between the OpenScape 4000/HiPath 4000/
RG8300 and OpenScape Voice.

The instructions in this section provide steps for adding or replacing signaling and
payload encryption (SPE) certificates for SIP trunking in OpenScape 4000/
RG83xx versions, V7 and V8 and V10. It does not provide instructions for any
other certificate areas. Refer to the individual product manuals if certificates are
needed in these other areas.

3.14.1 Adding a CA Certificate

Step by Step

The OpenScape 4000/HiPath 4000/RG83xx can utilize more than one CA certif-
icate at a time. This allows the OpenScape 4000/HiPath 4000/RG83xx devices to
interact with multiple endpoints signed by different certificate authorities.

Perform the following steps to add a CA certificate.

1) Login into the desired board and navigate to Explorers > Security >
Signaling and Payload Encryption (SPE) > SPE CA Certificate(s).

2) Right-click SPE CA Certificate(s) and select Import trusted CA Certificate.
The Load a SPE CA Certificate via HTTP window will appear.

3) Click on Browse and locate the <CA certificate> to be imported.

4) Click View Fingerprint of Certificate.
This will display the contents of the certificate.

5) Click OK to close this window.

6) Click Import Certificate from File.

The <CA certificate> will be imported. A new entry will be seen under the SPE
CA Certificates menu.

7) Click the Diskette Icon on the bottom of the screen to save changes.

8) Click the Reset Icon on the bottom of the screen to reboot and activate
changes.

INFO: If also adding a new server certificate then add and save
that certificate before restarting.

3.14.2 Adding or Replacing the Server Certificate

The OpenScape 4000/HiPath 4000/RG83xx can only have one server certificate.
Therefore, this certificate can only be added if a certificate was not previously
installed, or it can be replaced. After this certificate is installed the system will
require a restart.
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Perform the following steps to add or replace the server certificate.

Step by Step

1) Login into the desired board and navigate to Explorers > Security >
Signaling and Payload Encryption (SPE) > SPE Certificate.

2) Right-click SPE Certificate and select Import SPE certificate plus private
key.

The Load a SPE Key Certificate via HTTP window will appear.

3) Click on Browse and locate the <server certificate> file to be imported. Both
the certificate and key must be in the same file.

4) Click View Fingerprint of Certificate.

This will display the contents of the certificate.
5) Click OK to close this window.
6) Click Import Certificates from File.

The <server certificate> will be imported. The entry under the SPE Certifi-
cates menu will be updated with the new certificate.

7) Click the Diskette Icon on the bottom of the screen to save changes.

8) Click the Reset Icon on the bottom of the screen to reboot and activate
changes.

3.15 RG8700

Certificate format: PEM - CA certificate and server certificate and key are PEM
format.

Purpose: Secure communication between the RG8700 and OpenScape Voice.

The following steps will replace the CA certificate, server.pem, and client.pem
files on the RG8700 series.

INFO: We are not updating the dh1024.pem file. This file can be
left as is.

Step by Step

1) Obtain the proper CA certificate for your solution and rename it to
CAcert.pem.

2) Concatenate your server certificate and key into a single file and name it
server.pem.

cat rg8700key.pem rg8700cert.pem > server.pem

3) Copy server.pem to client.pem.
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INFO: The client.pem file is designed for users who distinguish
the usage of their certificates between server and client only
connections. This requires the server.pem certificate contain an
extended key usage setting for "TLS Web server authentication”
and for client.pem to contain an extended key usage setting for
"TLS Web client authentication”. In practice, most people do not
set these values, or they contain both values. This allows the
certificate to be used for both purposes. If you did not set these
values or do not know then simply copy server.pem to client.pem.

4) Open a SFTP session to the RG8700 and upload all three files (CAcert.pem,

5)

3.16 Mediatrix

server.pem, and client.pem) to the folder /ad0/data/ssl/certs.

Restart the RG8700 for the new certificates to take effect.

Certificate format: PEM - CA certificate and server certificate and key are PEM
format.

Purpose: Secure communication between the Mediatrix and OpenScape Voice.

Mediatrix devices can support multiple CA certificates and server certificates at
the same time. However, once a second server certificate is loaded, the Host
Certificate Associations should not overlap. Meaning, do not use more than one
server certificate for a single service.

3.16.1 Adding a CA Certificate

Step by Step

1)
2)

3

4

Login to the Mediatrix and navigate to Management > Certificates.

Under Certificate Upload Through Web Browser, select Type of Other and
then click Browse and select the <CA certificate> to be uploaded.

Once the certificate has been selected, click Upload Now.

The new CA certificate will appear on the same screen under Other Certifi-
cates and Certificate Authorities.

Activate the new CA certificate by navigating to System > Services. Under
User Services, services which need to be restarted will be highlighted in bold
and also have the text Restart needed. Restart these services.

An outage will occur. After services have restarted the newly uploaded CA will
be active.
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3.16.2 Adding a Server (Host) Certificate

Step by Step

INFO: Please reference the Mediatrix requirement at the
beginning of this chapter.

The <file> to be uploaded must have the certificate and key in a single file. The
certificate should be first, followed by the key, and then followed by any CA certif-
icates making up the trust chain.

1)
2

3

4

Login to the Mediatrix and navigate to Management > Certificates.

Under Certificate Upload Through Web Browser, select Type of Host and
then click Browse and select the <server (host) certificate> to be uploaded.

Once the certificate has been selected, click Upload Now.

The new server (host) certificate will appear on the same screen under Host
Certificates.

Proceed to the next section before restarting services.

3.16.3 Setting the Host Certificate Associations

Step by Step

Once any number of server (host) certificates have been uploaded it is possible
to assign a certificate to individual services. However, multiple certificates should
not be assigned to the same service..

1)
2

3
4

Login to the Mediatrix and navigate to Management > Certificates.

Under Host Certificate Associations, check which service will use a certif-
icate. If only a single certificate is used, then check all services.

Click the Submit button to save changes.

Restart services. Navigate to System > Services. Under User Services,
services which need to be restarted will be highlighted in bold and also have
the text Restart needed. Restart these services.

An outage will occur.

3.17 Attendant Supervisor Console (ASC)

Certificate format: PEM - CA certificate and server certificate and key are PEM
format.

Purpose: Secure communication between the ASC and OpenScape Voice.
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INFO: This certificate MUST have the same certificate authority
as the OSV certificate.

3.17.1 Import the Certificate of OpenScape Voice to the Attendant
Supervisor Console (ASC)

Note: The installation requires administrator rights to be carried out.

Step by Step
1)

2)

3
4

5)
6)
7)

8)

Copy the certificate file root.pem of OpenScape Voice (/usr/local/ssl/certs/)
to the recording server via WinSCP.

Navigate to the C:\Program Files (x86)\ASC\ASC Product Suite\scripts
directory and execute certimporter.exe.

In the displayed window, select PBX Trust on the side menu.

Click on the ... button next to the Certificate X.509 field and point to the
root.pem file that you have copied from the PBX. Then click Open.

Click Open.
In the pop-up window specify the alias for the certificate and click OK.

A second pop-up window is displayed after root.pem is successfully
imported. Click OK to proceed.

Click Exit in order to close the program.

3.17.2 Import the Certificate of the Attendant Supervisor Console (ASC) to
OpenScape Voice via CMP

Step by Step

1)
2)

3
4)
5)
6)

Backup the OSV root.pem from both OSV nodes.

Navigate to Configuration > OpenScape Voice > Certificate Management
> Trusted CA Certificate Store.

Select the root.pem and click Edit.

Click Browse, select the ASC certificate and click Upload.
Click Save.

Verify that root.pem was updated for both OSV nodes.
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3.18 OpenStage, OptiPoint, and OpenScape Soft-Clients

OpenStage, OptiPoint, and the OpenScape soft-clients - such as OpenScape PE,
OpenScape WE, and OpenScape Fusion - register with SIP endpoints, such as
OpenScape Voice, OpenScape SBC, or OpenScape OSB.

OpenStage and OptiPoint devices will require a SPE CA certificate if they are
connecting via TLS or a SPE and a SPE CA certificate if they are connecting via
MTLS.

INFO: OpenScape soft-clients do not perform certificate
validation of SIP endpoints at this time.

To deploy CA certificates for OpenStage and OptiPoint devices please refer to
Section "Deploying the Signaling and Payload Encryption (SPE) Certificate” in
this document.

OpenScape soft-clients - such as OpenScape WE and OpenScape Fusion clients
- always connect via HTTPS to the OpenScape UC WebClient. If the CA certif-
icate which signed the OpenScape UC WebClient server certificate is not installed
on the client's PC, then the soft-clients will report certificate errors. These errors
cannot be suppressed. A valid CA certificate must be installed. Please reference
the section titled "Importing CA Certificates into Internet Explorer" in this
document.

3.19 OpenScape Contact Center

3.19.1 OpenScape Contact Center - Application Server

The Application Server is responsible for providing access the OSCC web
services. For the Agent Portal Web, it connects to the Corporate E-mail Server to
download the e-mail content to the agent and it also connects the LDAP Server
for Directory Search.

3.19.1.1 Web server

A certificate set for the web server, including the CA Certificate, Server Certificate
and Private Key is required
Certificate format:

* PEM - For the CA certificate, server certificate and private key (non
encrypted), or

* PKCS#12

Purpose: This certificate shall be used by the Application Server as web server.
It shall secure the following connections to the Application Server:

* Agent Portal Web
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¢ Mobile Supervisor

¢ Web Supervisor

e REST SDK

¢ OpenMedia Connector

* Web Manager

The OpenScape Contact Center Application Server uses a keystore in format
JKS or PKCS12. In order to replace the default certificate by a certificate

generated by a Certificate Authority in the OpenScape Contact Center Application
Server, the following process should be followed:

INFO: In the following file paths, please note that the double
quotes (") symbols are usually required in Windows systems if
there are blank spaces in the directory names.

¢ Obtain Certificate from the Authority.

* Identify the Java instance which is being used by Tomcat in the Application
Server. Verify environment variable JRE_ HOME

¢ Move to the JRE_HOME folder, as for example:
cd "\Program Files (x86)\Java\jrel.8.0 161"

NOTICE: In OpenScape Contact Center V10, IBM Java is used
and JRE_HOME folder by default is:\Program
Files\OpenScape\Contact Center\Java\IBM\jre.

¢ Import the Chain Certificate (CA Certificate) into the keystore (only if not
already there):
bin\keytool -import -alias root -keystore
$JRE_HOMES%\lib\security\cacerts -trustcacerts -file
<file name of the chain certificate>
The cacerts file is located in the following path:
$JRE HOMES$\lib\security

e "Ifthe certificate is not in a pkcs12 keystore, create the pkcs12 keystore from
certificate and private key .pem files:openssl pkcsl2 -export -in
.\<server certificate> -inkey .\<server private key> -out
mystore.pl2 -name tomcat
By executing this command a password will be requested for the pkcs12
keystore (mystore.p12)

» Tomcat can access the Certificate and Private key in two ways: as a pkcs12
keystore or as a Java keystore:

— Ifthe decision is to use the pkcs12 keystore (mystore.p12), just configure
the server.xml file with the proper keystore path plus password, as for
example:
<Connector port="443"
protocol="org.apache.coyote.httpll.HttpllNioProtocol"
maxThreads="150" SSLEnabled="true" scheme="https"
secure="true" clientAuth="false" sslProtocol="TLS"
keystoreFile="${catalina.base}\conf\mystore.pl2"
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keystorePass="<PKCS#12 keystore password>"
keystoreType="PKCS12"/> keystorePass="<PKCS#12
keystore password>" keystoreType="PKCS12"/>

— If the decision is to use a Java keystore, then the pkcs12 keystore must
be imported into a Java keystore. The following command shall be used:
bin\keytool.exe -importkeystore -srckeystore
<path>\mystore.pl2 -srcstoretype PKCS12 -destkeystore

"S${catalina.base}\confl\keystore.jks" -deststorepass
<Java keystore password> -storepass <Java keystore
password>

NOTICE: By executing this command a password will be
requested for the pkcs12 keystore (mystore.p12).

NOTICE: No alias parameter shall be entered.

The keystore name and the corresponding keystore password shall be
configured in the file Server.xml which is also in the conf folder as in the
example below: <Connector port="443"
protocol="org.apache.coyote.httpll.HttpllNioProtocol"
maxThreads="150" SSLEnabled="true" scheme="https"
secure="true" clientAuth="false" sslProtocol="TLS"
keystoreFile="${catalina.base}\conf\keystore.jks"
keystorePass="<Java keystore password>"
keyPass="<PKCS#12 keystore password"/>

3.19.1.2 E-mail IMAP Client

The CA certificate which was used to sign the certificate of the corporate e-mail
server must be installed in the Java trusted keystore.

Certificate format: DER (extension .cer) - For the CA certificate.

Purpose: This certificate shall be used by the Application Server to validate the
certificate which is received from the Corporate E-mail Server.

In order to install the CA Certificate, follow this procedure:
e Obtain the CA Certificate from the Corporate E-mail Server.

* Identify the Java instance which is being used by Tomcat in the Application
Server. Verify environment variable JRE_HOME

* Move to the JRE_HOME folder, as for example:
cd "\Program Files (x86)\Java\jrel.8.0 161"

* Execute the following command to install the certificate in the trusted keystore
of Java
bin\keytool.exe -keystore lib\security\cacerts -
importcert -alias <aliasname> -file <file.cer>alias -
enter a name which identifies the certificate in the
keystore
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3.19.1.3 LDAPS Client

¢ Restart the service.

NOTICE: In OpenScape Contact Center V10, IBM Java is used
and the JRE_HOME folder is by default:
\Program Files\OpenScape\Contact Center\Java\lBM\jre.

The CA certificate which was used to sign the certificate of the LDAP server must
be installed in the Java trusted keystore.

Certificate format: DER (extension .cer) - For the CA certificate.

Purpose: This certificate shall be used by the Application Server to validate the
certificate which is received from the LDAP Server.

In order to install the CA Certificate, follow this procedure:

¢ Obtain the CA Certificate from the LDAP Server

¢ Identify the Java instance which is being used by Tomcat in the Application
Server. Verify environment variable JRE_HOME.

* Move to the JRE_HOME folder, as for example:
cd "\Program Files (x86)\Java\jrel.8.0 161"

NOTICE: In OpenScape Contact Center V10, IBM Java is used
by default and the JRE_HOME folder is: \Program
Files\OpenScape\Contact Center\Java\IBM\jre

¢ Execute the following command to install the certificate in the trusted keystore
of Java:
bin\keytool.exe -keystore lib\security\cacerts -
importcert -alias <aliasname> -file <file.cer>alias -
enter a name which identifies the certificate in the
keystore

¢ Restart the service OpenScape Contact Center Application Service.

3.19.1.4 Call Recording REST Client

The CA certificate which was used to sign the certificate of the OpenScape
Contact Media Service web server must be installed in the Java trusted keystore.

Certificate format: DER (extension .cer) - For the CA certificate.

Purpose: This certificate shall be used by the Application Server to validate the
certificate which is received from the OpenScape Contact Media Service server.

In order to install the CA Certificate, follow this procedure:

¢ Obtain the CA Certificate from the OpenScape Contact Media Service Web
Server
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* |dentify the Java instance which is being used by Tomcat in the Application
Server. Verify environment variable JRE_HOME.

* Move to the JRE_HOME folder, as for example:
cd "\Program Files (x86)\Java\jrel.8.0 161"

NOTICE: In OpenScape Contact Center V10, IBM Java is used
by default and the JRE_HOME folder is: \Program
Files\OpenScape\Contact Center\Java\IBM\jre

* Execute the following command to install the certificate in the trusted keystore
of Java:
bin\keytool.exe -keystore lib\security\cacerts -
importcert -alias <aliasname> -file <file.cer>alias -
enter a name which identifies the certificate in the
keystore

* Restart the service OpenScape Contact Center Application Service.

3.19.2 OpenScape Contact Center - OpenFire Server

Certificate format: PEM - For the server certificate and private key (non
encrypted).

Purpose: Secure communications between the Agent Portal and the OpenFire
server for Chat between agents or between agents and supervisors and for the
access to the administration web interface.

IMPORTANT: Two default self-signed certificates, being one for
RSA (<hostname>_RSA), the another one for DSA
(<hostname>_DSA) and private key are installed automatically on
the OpenFire machine as part of the installation process.
However, these files must be replaced with a trusted certificate
obtained from a recognized certification authority. All other self-
signed certificates will be rejected.

Installing a certificate for the OpenFire Server:

1. Go to the configuration web site of the OpenFire server.
2. Log in to the configuration site under the admin user account.
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3. Click on the tab TLS/SSL Certificates.
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Open the key file with a text editor and copy-paste the content to the area
labeled as Private Key.
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9. Delete the default certificates.
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10. Restart the Openfire service.

3.19.3 OpenScape Contact Center - Web collaboration server

Certificate format: PEM - For the CA certificate
PKCS12 - For the server certificate and private key (password is optional).

Purpose: Secure communications between the Corporate Web Server and the
OpenScape Contact Center Web Interaction Server.

To install a certificate for a secure Web connection:

1. Ensure that SSL security is enabled on the corporate Web server. For details,
see the OpenScape Contact Center - System Management Guide.

2. In the Manager application, an SSL-enabled port must be selected for the
Web connection. Default port is 8443.

3. The common name of the certificate must be the host name of the
OpenScape Contact Center main server machine. The same host name must
be configured in the OpenScape Contact Center Web components on the
corporate Web server.

NOTICE: In a high availability (warm standby) environment, the
common name of the certificate must be the cluster Server Name
in the HPPC Group Resources (Client Access Point) and the
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certificate must be installed on both the primary and backup
server machines.

4. Log on to the OpenScape Contact Center main server machine under the
hppc user account.

5. Use the Microsoft Management Console to import the certificate and install
the certificate in the My certificate store (the personal certificate store).

NOTICE: It may be necessary to install the CA Certificate on the
Corporate Web Server on which the OpenScape Contact Center
Web Chat component is running.

NOTICE: If the policy "System cryptography: Force strong key
protection for user keys stored on the computer” is set to "User
must enter a password each time they use a key" and a new certif-
icate must be installed for the Web Interaction Server, the policy
must be changed to "User input is not required when new keys are
stored and used" before installing the certificate. After the certif-
icate is installed the policy can be set back to "User must enter a
password each time they use a key".

The Import option "Enable strong private key protection. You will
be prompted every time the private key is used by an application
if you enable this option." on the Certificate Import Wizard screen
must be unchecked.

This is the sequence of actions to install the certificates in the OpenScape
Contact Center server via mmc:

a) Inthe mmc, navigate to File > Add-Remove Snap-in... and select
Certificates.

Consolel - [Console Ro

@
ga:tion View Favorites Window Help
&

New Ctrl+N

Open... Ctrl+0

Save Ctrl+S . .
There are no iterms to show in th

Save As...

Add/Remove Snap-in... Ctrl+M

Options...

1 Consolel.msc

Exit
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b) Click the Add > button and select to manage certificates for My user
account.

@ File  Action ‘iew Favorites Window Help

@ |mll=Him

Add or Remove Snap-ins

Theare ara r ke

You can select snap-ins For this console: from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Avalable snap-ins: Selected snap-ins:
| Snap-in Vendor [= [ Canscle Root Edit Extensior
~'| AckiveX Control Microsoft Cor.,. — —
ﬁamﬂszn Manager Microsoft Cor... Hemoye
Certificates Microsoft Cor...
. Component Services  Microsoft Cor... T
%Caﬂmﬁer Mansgem... Microsoft Cor... __| —
5| Device Mansger Microsoft Cor... ficv e Dow
&= Disk Management Microsoft and. .. Add > | N
Bl Eventt viewer Microsoft Cor...
| Folder Microsoft Cor.,

o PO . Ptk e

&, 1P Security Moritor  Microsoft Cor...

-S]F‘Sgtu:typtkym... Micrasoft Cor... This snap-in will abways manage cerlificates for:
= Link to Web Address  Microsoft Cor.

e
& | ocal Users and Gro...  Microsaft Cor...

 Semvice accolnt
Dreccription: ol

The Certificates snap-in allows you to browse

c) Click the Add > button again and select to manage certificates for the
computer account.

d) Import the certificate (*.cer file) into both the personal certificate store of
the current user and the CA certificate into the trusted root CA store for
the local computer.

P Consolel - [Console Root!Certificates - Current User'\PersonalCertificates]

@ Fle  Ation Wiew Favodbes  Window Help
s A im0l .= im

| Console Root Tssued To_+ | tssued By | Exxpiration by
| ol CA Lalvmh3dit2s trangobest.com irh3dk2s brangotest.com 7i3jz014

®

| Enterprise Trust

| Inkermediate Certification Authorities

| Aictive Diractory Ussr Objact

. Trusted Publishers

| Unitrusted Certificates

| Third-Party Root Certification Authoriies -

| Trusted People View b
& 7 Smart Card Trusted Rocts

= [ Certficates (Local Computer) Arvngo Jeoms ¥

&

BEEHE

=

B e

. Trusted Root Certificaton Authorities

| Inkermediate Certiication Authonties

ERCEE

] Trusted Publishers
3 ) Untrusted Certificates
& | Third-Party Root Certification Authorities
@ [ Trusted People
# | Remote Deskbop
® ] Smart Card Trusted Roots
# ) Trusted Devices
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e) Make sure that sure the "Client Authentication" is not selected (check
certificate properties).

Certificate Properties

General | Cross-Certificates | OCSP | Extended Vakdstion |

Eriendly narms: |
Description: |

Certificate purposes

" Enable all purposes For this certificate
(" Disable all purposes For this certificate
* Enable only the Following purposes

Mobe: You may onby edit certificate purposas that are allowed by
the certification path.

= therticatio =
] cherit authertication :‘
Code Signing

Secure Email

Time Stamping

Micrasoft Trust List Signing

4

Mlicrossoft Time Stamping | x
¥

Learn more about cert¥icate proparties

oxlcml&pdvl

3.19.4 OpenScape Contact Center - Network Communication

Certificate format: PEM - For the CA certificate, server certificate and private key
(non-encrypted).

Purpose: Secure communications between the client applications, that means

Agent Portal, Manager and System Monitor and the OpenScape Contact Center
Main Server.

To install a certificate for a network communication:
* Log on to the main server machine under the hppc user account.

Stop the OpenScape Contact Center service on the main server machine.
Wait for the service to completely shut down before proceeding.

Replace the default self-signed certificate (oscc cert.pem)and private key
(oscc_privkey.pem) from Unify with your own certificate and private key.
Start the OpenScape Contact Center service on the main server machine.

NOTICE: A known Certificate Authority shall already be included
in the default trusted keystore of Java on the Agent Portal
computers. If the CA Certificate is not included in the default

trusted keystore, it is possible to add the CA Certificate to the
trusted keystore.
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The certificates for Network Communication can also be created from an Own
Root CA for OpenScape Contact Center.

INFO: This description was adapted from the chapter Creating
Your Own Root CA of this document. This procedure uses
OpenSSL commands. You can use other third party PKI tools to
create a CA and manage certificates. They will be much easier to
use and manage.

NOTICE: You must install the RSP SSH software package from
the utilities/OpenScapeServicePlugin folder on all relevant
machines to secure the OpenScape Contact Center Newtork
communication.This software package is used to encrypt the
communication between the OpenScape Contact Center Main
Server and the Application Server.

Simple Certificate Creation

e Create the CA configuration file. Copy the contents of the below text into a file
named ca.cnf.
## CA configuration file. #HOME = . [ req ] default bits
= 2048 default md = sha256 distinguished name =
req distinguished name x509 extensions = v3 ca [
req distinguished name ] countryName = Country Name (2
letter code) countryName default = US countryName min = 2
countryName max = 2 stateOrProvinceName = State or
Province Name (full name) localityName = Locality Name
(eg, city) organizationName = Organization Name (eg,
company) organizationalUnitName = Organizational Unit
Name (eg, section) commonName = Common Name (eg, CA name)
commonName max = 64 [ v3 ca ] keyUsage = keyCertSign,
cRLSign subjectKeyIdentifier=hash authorityKeyIden-
tifier=keyid:always, issuer:always basicConstraints =
CA:true #EOF

* Create the server configuration file. Copy the contents of the below text into
a file named server.cnf.
## Server configuration file. If you are creating certif-
icates for # more then one server and are using subAltName
then you should # create a copy of this file for each
server. #[req] default bits = 2048 default md = sha256
distinguished name = req distinguished name
req_extensions = v3 req [reqg distinguished name]
countryName = Country Name (2 letter code)
countryName default = US countryName min = 2
countryName max = 2 stateOrProvinceName = State or
Province Name (full name) localityName = Locality Name
(eg, city) organizationName = Organization Name (eg,
company) organizationalUnitName = Organizational Unit
Name (eg, section) commonName = Common Name (eg, FQDN)
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commonName max = 64 [v3 req] keyUsage = keyEncipherment,
digitalSignature, nonRepudiation subjectKeyIdentifier =
hash basicConstraints = CA:false #EOF

» Create the root CA certificate. This single step will create a self-signed root
CA that will be used to sign server certificates. You will be prompted to enter
organization information such as country, state, city and etc. Be aware that
the file names used in this command will be used in following steps.
openssl req -new -x509 -keyout cakey.cer -out cacert.cer -nodes -days
3650 -config ca.cnf

* The file server.cnf is a generic configuration file that can be used to create
many server certificates. You will be prompted to enter organization infor-
mation such as country, state, city and etc. The final prompt will ask for the
common name.

NOTICE: The organization information which is provided for the
generation of the root certificate must be different from the organi-
zation information which is provided for the generation of the
server certificate.

— Create the key and signing request. openssl req -new -keyout
serverikey.pem -out serverireq.pem -nodes -config server.cnf

— Sign the request using the CA certificate and key created in step 3.
openssl x509 -req -sha256 -CA cacert.cer -CAkey cakey.cer -CAcreate-
serial -extfile server.cnf -extensions v3_req -in serverireq.pem -out
servericert.pem -days 3650

— View your newly created certificate using the following command: openssl|
x509 -text -noout -in servericert.pem

* Follow the procedure described above in this section to replace the certificate
in the OpenScape Contact Center main server.

* Add the root certificate file (cacert.cer) to the Windows Trusted Root Certifi-
cation Authorities on the server which is running the OpenScape Contact
Center server Control Panel > Network and Sharing Center > Internet
Options > Content > Certificates

* Add the root certificate to the keystore of the JDK in the clients on which Agent
Portal is running. Go to jdk\jre\lib\security folder and import the
certificate via the following command:
keytool -keystore cacerts -importcert -alias <common name> -file
cacert.cer.

The default password of the jdk keystore is changeit

When prompted to trust this certificate, respond by typing y.Run the following

command to ensure the CA certificate has been successfully imported:

keytool -list -keystore cacerts

3.19.5 OpenScape Contact Media Service

Certificate format: PEM - For the CA certificate, server certificate and private key
(non-encrypted)
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Purpose: secure communication for
¢ OpenScape Contact Media Service web interface for configuration.

e Communication between OpenScape Contact Media Service and the
OpenScape Contact Center main server - in this interface the OpenScape
Contact Media Service is always the TLS server.

¢ Communication between OpenScape Contact Media Service and the
Communication System - in this interface the OpenScape Contact Media
Service is always the TLS client.

The certificates for the OpenScape Contact Media Service are installed by means
of the web interface, by selecting Security Configuration and then Certificates.

To install the certificate for the web interface, the certificate files and private key
file shall be selected and uploaded to the corresponding fields Public Certificate,
Private Key and CA Certificate for HTTPS Certificates.

NOTICE: If the certificate was not generated by a well-known
Certificate Authority, the CA Certificate must be installed in the
browser.

To install the CA Certificate for the client application to the REST SDK connection
to the OpenScape Contact Center, the CA Certificate file shall be selected to the
CA Certificate field for HTTPS Certificates.

To install the certificate for the interface to the OpenScape Contact Center Main
Server, the certificate files and private key file shall be selected and uploaded to
the corresponding fields Public Certificate, Private Key and CA Certificate for
RPC/TLS Certificates.

NOTICE: if the certificate was not generated by a well-known
Certificate Authority, the CA Certificate must be installed in the
Windows certificate repository of the OpenScape Contact Center
Main Server.

To install the certificate for the interface to the Communication Systems
(OpenScape Voice, OpenScape 4000 and OpenScape Business), the Certificate
Authority certificate file shall be selected and uploaded to the corresponding field
CA Certificate for SIP/TLS Certificates.

3.19.6 Facebook Connector

During the installation of the Facebook Connector, the user is requested to install
the certificates. All the certificate and key files must be copied into a folder:

For the Webhook interface

¢ ca.crt (CA certificate),

e server.crt (server certificate)

* key.crt (private key)
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For the Administration Web interface

ca.pem (CA certificate),
server.pem (server certificate)
key.pem (private key)

The path of the folder must be entered in the Certificates Configuration screen.

3.19.6.1 Webhook Interface

NOTICE: If the certificates must be changed after installation the
procedure described in the following chapters, must be followed
for each specific interface.

Certificate format: PEM (.crt extension) - For the CA certificate, Connector
server certificate and Connector private key (non encrypted)

Purpose: Secure communications between Facebook Connector and Facebook
Server.

NOTICE: This certificate is used for Facebook Webhook feature,
which requires that the Facebook Connector has a web server to
receive the notifications about published ports and received
messages to the monitored Company Facebook Pages.
Facebook requires that this connection uses HTTPS and that the
web server provides a valid certificate.

The certificates must be renamed to ca.crt (CA Certificate), server.crt
(server certificate) and key . crt (private key).

The certificate files and the Key files must be copied to . . .\social-
media-hub-api\cert, replacing the old certificate files.

The Facebook Connector must be restarted.

3.19.6.2 Administrator Web Interface

Certificate format: PEM - For the CA Certificate, Connector server certificate
and Connector private key (non encrypted).

Purpose: Secure communications between the Facebook Connector and the
Facebook Server.

The certificates must be renamed to ca . pem (CA certificate), server.pem
(server certificate) and key . pem (private key).

The cerificate files and Key files must be copied to . . .\ facebook-
connector\cert, replacing the old certificate files.

The Facebook Connector must be restarted.
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3.19.7 Twitter Connector

Certificate format: PKCS#12 - for the CA certificate, Connector server certificate
and Connector private key with password.

Purpose: Secure communications for the Webhook connection from the Twitter
server, for Webhook connection from the Application Server and for the adminis-
tration of the Twitter Connector.

To configure certificate in Twitter Connector execute the following steps:

¢ Open the files application_oscc.properties and
application_twitter.properties in the installation folder. The default is:
C:\Program Files\OpenScape\Contact
Center\OpenMedia\TwitterConnector

e  Fill the parameters:
server.ssl.key-store with path to the keystore containing the certificate;
server.ssl.key-store-password with the password used to generate the
certificate.

e Save changes.

¢ Restart Twitter Connector service.

3.19.8 WhatsApp Connector - Web Interface

Certificate format: PKCS#12 - for the CA certificate, Connector server certificate
and Connector private key with password.

Purpose: Secure communications for the Webhook connection from the
WhatsApp Broker server, for Webhook connection from the Application Server
and for the administration of the WhatsApp Connector.

To configure the certificate in WhatsApp Connector execute the following steps:

¢ Open the files application_oscc.properties and
application_whatsapp.properties in the installation folder. The default is:
C:\Program Files\OpenScape\Contact
Center\OpenMedia\WhatsAppConnector

e Fill the parameters:
server.ssl.key-store with path to the keystore containing the certificate;
server.ssl.key-store-password with the password used to generate the
certificate.

e Save changes.

¢ Restart WhatsApp Connector service.

3.19.9 Agent Portal Java

For the communication with the OpenScape Contact Center Main Server, refer to
section OpenScape Contact Center - Network Communication.
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3.19.9.1 E-mail IMAP Client

The CA certificate which was used to sign the certificate of the corporate e-mail
server must be installed in the Java trusted keystore.

Certificate format: DER (extension .cer) - For the CA certificate.

Purpose: This certificate shall be used by the Application Server to validate the
certificate which is received from the Corporate E-mail Server.

In order to install the CA Certificate, follow this procedure:

* Obtain the CA Certificate from the Corporate E-mail Server.

* Identify the Java instance which is being used by Tomcat in the Application
Server. Verify environment variable JRE_HOME

* Move to the JRE_HOME folder, as for example:
cd "\Program Files (x86)\Java\jrel.8.0 161"

» Execute the following command to install the certificate in the trusted keystore
of Java
bin\keytool.exe -keystore lib\security\cacerts -
importcert -alias <aliasname> -file <file.cer>alias -
enter a name which identifies the certificate in the
keystore

e Restart the service.

3.19.9.2 LDAPS Client

The CA certificate which was used to sign the certificate of the LDAP server must
be installed in the Java trusted keystore.

Certificate format: DER (extension .cer) - For the CA certificate.

Purpose: This certificate shall be used by the Application Server to validate the
certificate which is received from the LDAP Server.

In order to install the CA Certificate, follow this procedure:

¢ Obtain the CA Certificate from the LDAP Server

* Identify the Java instance which is being used by Tomcat in the Application
Server. Verify environment variable JRE_HOME.

* Move to the JRE_HOME folder, as for example:
cd "\Program Files (x86)\Java\jrel.8.0 161"

* Execute the following command to install the certificate in the trusted keystore
of Java:
bin\keytool.exe -keystore lib\security\cacerts -
importcert -alias <aliasname> -file <file.cer>alias -
enter a name which identifies the certificate in the
keystore

e Restart the service.
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3.19.10 Email Relay Server

The Email Relay Server is used to be a relay between the OpenScape Contact
Center components and the Corporate Email Server.

The following OpenScape Contact Center components can connect to the
Corporate Email Server via the Email Relay Server: OSCC Email Server, Appli-
cation Server and Manager Application.

The Email Relay Server plays the role of TLS server for the connection with
OpenScape Contact Center components and it plays the role of TLS client for the
connection with the Corporate Email Server. In order to play the role of a TLS
Server, a Certificate must be installed in the Email Relay.

Certificate format: Java Keystore or PKCS12.

In order to configure the certificate keystore, three parameters are required to be
set on the XML configuration file (emailrelay.xml):

* keystoreFile: the absolute path for the keystore file;

* keystoreType: the type of the keystore file (such as JKS or PKCS12);

¢ keystorePassword: the password of the keystore file.

INFO: The CA which was used to sign the certificate must be
trusted on the TLS server and also on the TLS client.

In order to install the CA Certificate on the Email Relay Server, follow this

procedure:

¢ Obtain the CA Certificate from the Email Relay Server.ldentify the Java
instance which is being used by Email Relay Server. Move to the Java home
folder, as for example:cd "\Program Files
(x86) \Java\jrel.8.0 161""

» Execute the following command to install the certificate in the trusted keystore
of Java:
bin\keytool.exe -keystore lib\security\cacerts -
importcert -alias <aliasname> -file <file.cer> alias -
<enter a name which identifies the certificate in the
keystore>

Regarding to the clients, the following procedure shall be followed:

¢ OSCC Email Server and Manager Application - the CA certificate shall be
installed as a Trusted Certificate in Windows.

e Agent Portal Web

For more information refer to section E-mail IMAP Client.

3.20 OpenScape Composer

Certificate format: OS Composer V2 uses two JKS formatted certificate reposi-
tories:

¢ cmpKeyStore.jks:used to store private keys and own identity certificates
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* cmpTrustStore.jks, : used to store certificates from trusted Certificate
Authorities.

INFO: Both Keystore and Truststore are located under /opt/
cmpnext/app/

Purpose: Secure communication between:
e OS Composer and the Browser
* OS Composer and the BE SOAP servers (OSV, DLS, etc.).

INFO: Both Keystore and Truststore are located under /opt/
cmpnext/app/

The default installation of OS Composer comes with one self-signed identity
certificate, which is used from OS Composer as server certificate. Additionally, the
default Certificate Authority certificate of OSV is by default installed in the Trust-
store.

For more information regarding certificates of OpenScape Composer V2, please
refer to Chapter 9: Managing Certificates in OpenScape Composer of
OpenScape Composer V2, Administration Guide.

3.21 OpenScape Concierge

After the installation of OpenScape Concierge, you can find the OSC default
certificate loaded in System Management.

Exchange the standard certificate for a customer certificate. as presented in the
figure below:
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m Manage: - OpenSca ncierge

File Action »ols Info

Basics ~

Customer Information

Configuration Database Current Certificate
Basic Services
Name  CN=Default Certificate for 0SCCE Components - pleasa update, O=Unify Software and Solutions Gmbt
Resources ~ Validity | 10/30/2015 - 1132039
Servers
e Certificate Information
PABX Connections
Contact Center Connections OSC Default Certficate. This certificate is not trusted by any authority.
Applications - - "
Conderge - Load from Store... |y Load from Fie... |- Show Certificate...
a  Advanced Security Settings
Supported Security Protocols: &/ Use secure ciient connections
Fl s | Certificate Vakdation for Client Applications:
e RemoteCertificateName ” .
« Use client authentication

I Undo Changes |

| B Instaliation Designer |2 Control Center

L] manager - logged-o

Installation data updated

You can either load the certificate
¢ from a store

or
e from a file

Importing a certificate from a file is possible with a PKCS12 formatted certificate.
It should contain the server certificate and the private key.

Those files end with p12 or pfx and are normally password protected.

The certificates can be loaded by the System Management on the OSC Main
Server.

In case the System Management application is able to check the installed
certificate against the system chain, the certificate information is shown with a
green background, as displayed in the figure below:

Certificate Information
This certificate is trusted.
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For hostname verification, OSC needs the hostname and FQDN (Full Qualified
Domain Name). Those entries should be located under the X509v3 Subject
Alternative Name extensions parameter.

NOTICE: In case of multiple servers:
All servers share the same certificate, so make sure you enter the
details as described above for all servers.

For example:

X509v3 Subject Alternative Name: DNS:<servername>.test.local, DNS:
<servername>

Under Advanced Security Settings please select the settings matching the
certificate you loaded.

Supported Security Protocols:

For OpenScape Concierge TLS 1.2 is recommended / TLS 1.1 is also supported
(depending on the Client configuration).

Certificate Validation for Client Applications

* None
Client applications will accept all certificates and will not verify hostnames or
certificate authorities.

* Remote Certificate Name
Client application will verify the hostname.

* Remote Certificate Chain
Client application will check against certificate chain. Certificate authority
must be present.

* Remote Certificate Name and Chain
Client application will check the certificate against the chain and verify
hostname
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4 Importing CA Certificates into a Web Browser

Once CA certificates have been replaced solution wide it may be necessary to
also install these CA certificates into the user’s web browser. Unify products such
as OpenScape Desktop Web Embedded Enterprise Edition, OpenScape Desktop
Personal Edition, and OpenScape Web Collaboration make use of the end user’s
web browser for secure connections. Therefore, to allow Unify products to fully
trust the connection, the CA certificates must be imported into the web browser.

All settings assume the browser is running on Microsoft Windows. OpenScape
Web Embedded Enterprise, Personal Editions and Fusion only run on Microsoft
Windows.

4.1 Importing CA Certificates into Internet Explorer

Step by Step
1)

2
3

4)

5)

6)

Open Internet Options. How this is done may vary based on the version of
Internet Explorer being used.

Click on the Content tab and then click on Certificates button.

Click on the Trusted Root Certification Authorities tab and then click on
Import..

Click on Next. On the next screen click on Browse and locate the root certif-
icate to be imported. Once selected click on Next.

On the next screen select Place all certificates in the following store. The
Certificate store should be of type Trusted Root Certification Authorities.
If it is not then click on Browse and select this.

Click on Next and then Finish. A success message should pop-up. The new
root certificate should now show in the list.

INFO: If you are only using IP addresses in your solution, then
Internet Explorer may still show a certificate error even after the
CA certificate has been imported — even if the IP address is
placed in the subject alternative name (SAN) field of the certif-
icate. To avoid this, place the IP address of the server in the
common name (CN) field of the certificate. However, the best
practice is to use FQDNs in certificates. If FQDNs are used, then
no special changes need to be made to the certificate.
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4.2 Importing CA Certificates into Firefox

Step by Step

1)

?)
3

4)
5)

6)

Open Firefox Options. How this is done may vary based on the version of
Firefox being used.

Click on Advanced > Encryption > View Certificates button.

The Certificate Manager window opens. Click on the Authorities tab and
then click on Import.

Locate the root certificate to be imported and then click on Open.

A window will open asking for what purposes this certificate should be trusted.
The option Trust this CA to identify websites must be checked. It is safe to
check all options.

Click on OK. The new root certificate should now show in the list. Click OK
and then OK to close the Firefox options.

4.3 Importing CA Certificates into Chrome

Chrome on Windows uses the Internet Explorer facilities for certificate
management. Follow the instructions for importing CA certificates into Internet
Explorer.

4.4 Browser Proxy Settings and FQDNs

If your web browser uses a proxy to connect to the internet AND you use a proxy
exception list to access local resources, then you may need to add FQDNSs to the
proxy exception list in order to access these local resources. Example, you want
to access your server at www.example.com which is a local server. This FQDN
may resolve to the IP address 10.10.10.10 which is already in your proxy
exception list. However, when trying to access this resource via the FQDN, the
browser may not first resolve the IP address and thus will not use the proxy
exception list. Therefore, it may be necessary to also add the FQDN to proxy
exception list.
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5 Formatting Certificates

This section details how to convert certificates to different formats. These
commands are executed on a Linux host. OpenSSL comes installed on all Linux
distributions. The keytool command is specific to Java. Commands using the
keytool can also be executed on all Linux distributions.

Note: You are not required to use these commands to convert certificates. Third
party tools are also allowed.

PEM to PKCS#12

Note: PKCS#12 keystores are also called pfx keystores.

openssl pkcsl2 -export -in mycert.crt -inkey mykey.key -out
keystore.pl2 -name "tomcat"
-<CAfile> mycacert.crt -caname myca —-chain

or, without the CA certificates

openssl pkcsl2 -export -in mycert.crt -inkey mykey.key -out
keystore.pl2 -name "tomcat"

PKCS#12 to PEM

Output the client certificate(s) and key(s) into one file, with the key not encrypted
(-nodes).Add the —nokeys command for certificate only or the —nocerts command
for key only.

openssl pkcsl2 -in keystore.pl2 -nokeys -clcerts -out
cert.pem

openssl pkcsl2 -in keystore.pl2 -nocerts -clcerts —-nodes-out
key.pem

PKCS#12 to CAs
Output the certificate authority certificates into one file.

openssl pkcsl2 -in keystore.pl2 -cacerts -out cert.pem
—nodes

PKCS#8 to PKCS#1

openssl rsa -in server.key -out server new.key

Note: Do not use this command on the .pem file which contains the key and the
certificate. Extract the private key from the .pem file to a new file and execute the
command on this new file. Then you can import the new PKCS#1 key to the .pem
file.
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PEM to DER
Use ‘X509’ for a certificate and ‘rsa’ for a key.

openssl x509 -outform DER -in pemcert.crt -out dercert.crt

DER to PEM
Use ‘X509’ for a certificate and ‘rsa’ for a key.

openssl x509 -inform DER -in dercert.crt -out pemcert.crt

Non-Encrypted Key to Encrypted Key

openssl rsa -in nocrypt.pem —-des3 -out crypted.pem

Encrypted Key to Non-Encrypted Key

openssl rsa -in crypted.pem -out nocrypt.pem

Viewing Certificates and Keys

openssl x509 -in cert.pem -noout -text

Viewing Certificates in a Keystore

Note: It's difficult to determine if a keystore is JKS formatted or PKCS#12. Try the
command below with and without the —storetype command.

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool -list
-v -storetype pkcsl2 -keystore tomcat keystore.pl2

Import PKCS#12 to JKS Keystore

This is a long command.Anywhere you see ‘password’ you should use your
password.

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool
-importkeystore -deststorepass <password> -destkeypass
<password> -destkeystore keystore.jks -srckeystore
keystore.pl2 -srcstoretype PKCS12 -srcstorepass <password> -
alias tomcat
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Import CA certificate to a JKS Truststore

/opt/siemens/share/ibm-java-<version>/jre/bin/keytool
—import -trustcacerts -alias <ca name> -file
<path to ca cert> -keystore <path to truststore>

5.1 Example Certificate File with Concatenated Certificate Chain

Below is an example certificate file with a PEM encoded certificate, private key,
and certificate authority trust chain (if any).

NOTES:

e There are no new lines between each entry.

* The key has to be in RSA format. If not, then it has to be converted.

e The EOL (End of Line) of the certificate has to be Unix-style. This mean every
line has to end on LF (Line Feed) instead Of CR - LF (Carriage Return - Line
Feed).
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MIIE/TCCRuWgAwIBAgIEFTANEgkghkiGIw0EAQ=FADBYMO=wCOYDVOOGEWIVUZEQD i .
The server or client certificate.
MA4GA1UECEMHRmxveml kY TETMRE GAL UEBXMKOMS J ¥ SESYXRvb] EOMAWGA1 UEChME
VW5pZnkxEjAOBgNVBAMTCUFuc21ibGVIOTAe FwdxNDAKMD I yMTO4MzNa Fwd yNDAx
MDIyMTQ4MzNaMEAxCzATEgNVEAYTALVIMRAWDGYDVOQIEwdChE S yaWRhMRMWEQYD
VQOHEWPChZNhIF ThdGIuMQ4wDAYDVOOKEWVVbnlme TEaMBgGA1 UEAXMRYWN ] LTAxX

LWTyaWFuUzgtdXMwggEiMADGCSqES Ib3DOEEAQUAL S IEDwhwggEKAo IERODIUEYR.

MIIEpAIBARKCAQELyFBGEeLesPStSyIGEL YA FonHndMOs0swSTulgkIT+yIEym .
The server or client key.
igTzgld4k0SZtYZE3NPBiZrrkVARATrxRITaZgs6sJEB/19LkaEsenVEvrEyyZSoToxm
ZbANZAIK]13ILEL9eURxWIkwNDEPlbNbwtdEamkHmu jMRCHEXpPIWNW It lkbgmhEDC
JJI+ADRETHHI IDUydoQ¥YGET4bz / JrdyWyVe+0Zla ONOPuGx+ETITT3T1VSoXGMIx1T
kuElhohNauaENLs2cKEWRL/ VwauzT7ftELDIMIGHMS cvmRHOODW T £+0G+pHd0+GnuS

gn¥JS/uelvaniny+3jrricK0aGhwl4EknafLtOIDAOAEL0IBAE]l JYZRYMEHE /O

MIIE/TCCAuWghwIBAgIEFTANEgkghkiGIwOEAO=FADEYMOswCOYDVOOGEWIVIZEQ . . . s
= = et The intermediate CA certificate which signed the

MA4GA1UECEMHRmxvem] kY TETMBEGA1 UEBxMKOmS § YSBSYKRvbJEOMAWGRAIUECKME | cerver/client certificate, and then the

VWSpZnkxEjAQEGNVEAMTCUFuc2 1ibGVIQTAe FwOxNDAXMDIyMTQ4M=NaFwOyNDAx | intermediate CA certificate which signed the

MDIyMTQ4MzNaMEAKCzATEgNVEAYTAL VIMRAWDGYDVOQTEWdGhES yaWRhMRMWEQYD | PTEVIOUS intermediate CA
There could be further intermidiate CAs, each

VOQHEWPChZNhIF ThdG3uM04wDAYDVIOKEWVVbnlme TEaMEGEAL UEAKMRYWN ] LTAx o .
signing the previous.

LWTyaWFuUzgtdXMwggEiMADGCSqES Ib3DOEEAQUAL S IEDwhwggEKAo IERODIUEYR.

MIIE/TCCAuWgAwIBAgIEFTANBgkghkiGIwlEAQsFADBYMOswCOYDVOOGEWIVTIZED ,
The root CA certificate.
MA4GA1UECEMHRmxveml k¥ TETMEEGA 1 UEBXMKOmS § ¥SESYXRvbj EOMAWGA1UEChME
VHSpZnkxEjAOBgNVBAMTCUFuc21ibGVDQTAe Fw0xNDAXMDT yMTO4M=Na Fwl yNDAx
MDIyMTQ4MzNaMGAxCzATEgNVEATTAlVIMRAWDGYDVOOQIEwdGhES yaHRhMRMEEQYD
VOOHEwpCb2NhIF ThdG3uM0O4wDAYIVOOKEWVVbml me TEaMEgGA] UEAXMRYWN LTAx

LWTyaWFuUzgtdXMwggEiMADGCSqES Ib3DOEEAQUAL S IEDwhwggEKAo IERODIUEYR.

The administrator can check the server.pem / client.pem certificates of OSV
using the following:

# /unisphere/srx3000/srx/bin/check certs
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6 Creating Your Own Root CA

The following sections detail how to create your own simple CA and certificates.
These sections use OpenSSL commands executed on a Linux operating system.
All Linux operating systems should come with OpenSSL by default.

You can use other third party PKI tools to create a CA and manage certificates.
They will be much easier to use and manage.

NOTICE: Starting with OpenScape Solution V8 (incl. UC V7) the
use of SHA2 (SHA-256) signatures in certificates is recom-
mended.

6.1 Simple Certificate Creation

Step by Step

#
#CA configuration file
#

HOME

[req]

default_bits
default_md
distinguished_name

x509_extensions

[ req_distinguished_name ]
countryName
countryName_default
countryName_min
countryName_max
StateOrProvinceName
localityName

organizationName

1) Create the CA configuration file. Copy the contents of the below text into a file
named ca.cnf:

2048
sha256

req_distinguished_name

v3_ca

= Country Name (2 letter code)
=US

=2

=2

= State or province name (full name)
= Locality (city)

= Organization Name (Company)
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organizationalUnitName = Organizational Unit Name (section)

commonName = Common Name (CA Name)
commonName_max =64

[v3 ca]

keyUsage = keyCertSign, cRLSign
subjectKeyldentifier = hash

authorityKeyldentifier = keyid:always,issuer:always
basicConstraints = CA:true

#EOF

2) Create the server configuration file. Copy the contents of the below text into
a file named server.cnf:
#
# Server configuration file. If you are creating certificates for more than one server

# and are using subAltName then you should create a copy of this file for each server.

#

HOME =.

[req]

default_bits =2048

default_md = sha256

distinguished_name = req_distinguished_name
x509_extensions =v3_req

[ req_distinguished_name ]

countryName = Country Name (2 letter code)
countryName_default =US

countryName_min =2

countryName_max =2

StateOrProvinceName = State or province name (full name)
localityName = Locality (city)

organizationName = Organization Name (Company)
organizationalUnitName = Organizational Unit Name (section)

A31003-S11A0-M100-21-76A9, 05/2025
OpenScape Solution Set V10, Certificate Management and Transport Layer Security (TLS), Administrator Documentation111



commonName

commonName_max

[v3 ca]

keyUsage
subjectKeyldentifier
authorityKeyldentifier

basicConstraints

= Common Name (CA Name)

= 64

= keyEncipherment, digitalSignature, nonRepudiation
= hash

= keyid:always,issuer:always

= CA:false

# README: If you decide to use subjectAltName you must uncomment

# the following line and AT LEAST one of the lines under [alt_names].

# subjectAltiName

[alt_names]

= @alt_names

# You can define more DNS, IP, URI names etc. . Just follow the order.

# DNS.1
# DNS.1
# URI1
#1P.1
#1P.2048

# EOF

3)

4)

= www.pls.com

= www.fmm.com

= https://plm.com

=192.168.1.168

= 001:0db8:85a3:0000:0000:8a2e:0370:7334

Create the root CA certificate.

This single step will create a self-signed root CA that will be used to sign
server certificates. You will be prompted to enter organization information
such as country, state, city and etc. Be aware that the file names used in this
command will be used in following steps.

openssl req -new -x509 -keyout cakey.pem -out cacert.pem
-nodes -days 3650 -config ca.cnf

The file server.cnf is a generic configuration file that can be used to create
many server certificates.

You will be prompted to enter organization information such as country, state,
city and etc. The final prompt will ask for the common name.
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Create the key and signing request:
openssl req -new -keyout serverlkey.pem -out
serverlreq.pem -nodes -config server.cnf

Sign the request using the CA certificate and key created in step 3).
openssl x509 -req -CA cacert.pem —-CAkey cakey.pem -
CAcreateserial -extfile server.cnf -extensions v3 req
-in serverlreq.pem -out serverlcert.pem -days 1825

View your newly created certificate using the following command:
openssl x509 —-text —-noout —-in serverlcert.pem

5) Repeat step 4) to replace the certificate in the OpenScape Contact Center
main server.

6) Add the root certificate file (cacert.cer) to the Windows Trusted Root Certifi-
cation Authorities on the server which is running the OpenScape Contact
Center server from.

Control Panel > Network and Sharing Center > Internet Options >
Content > Certificates

7) Add the root certificate to the keystore of the JDK in the clients on which Agent
Portal is running. Navigate to jdk\jre\lib\security folder and import
the certificate via the following command:keytool -keystore cacerts
—-importcert -alias <common name> -file cacert.cer

The default password of the jdk keystore is changeit.
* When prompted to trust this certificate, respond by typing v.

* Run the following command to ensure the CA certificate has been
successfully imported:keytool -list -keystore cacerts

6.2 Creating a SAN Certificate

What if | need to create more certificates and want to include more IP addresses
or DNS names in the certificate?

This extra information is stored in a field in the certificate named subject alter-
native name. Certificates that contain subject alternative name information are
often referred to as SAN certificates.

A perfect example of this is the OpenScape Voice. The OpenScape Voice uses
multiple signaling addresses across both nodes. Since we only need one certif-
icate for both nodes of the OpenScape Voice, then it makes sense to include all
of these signaling IP addresses in a single certificate. The same can be done for
FQDNs. For example, lets assume the SIP, secure SIP, and CSTA IP addresses
on the OpenScape Voice each have their own FQDNSs; osv_sip.example.com,
osv_ssip.example.com, and osv_csta.example.com. All of these FQDNs can be
combined into the same certificate.
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Step by Step
1) To create a SAN certificate make a copy of the server.cnf file.
Open the file for editing and uncomment the subjectAltName field and at least
one DNS or IP field.

In the example below we will uncomment the two DNS fields. This will allow
us to create a SAN certificate with two FQDNSs.

subjectAltName = @alt names
[ alt names ]

#You can define more DNS, IP, URI names, and etc.Just
follow the order.

DNS.1l= www.foo.com
DNS.2= www.bar.org
URI.1= https://www.foo.com
#IP.1= 192.168.1.1
#IP.2= £d00:10:45:237::16
2) Repeat step 4) in previous section 'Simple Certificate Creation’ to create the
certificate. Be sure to use the new configuration file. When viewing your certif-
icate, you will see your SAN information.
X509v3 Subject Alternative Name:

DNS:www.foo.com, DNS:www.bar.org, URI:https://
www.foo.com
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7 Activating TLS in Web Browsers

Starting with version 7 of Unify products, Transport Layer Security (TLS) is the
only supported secure communication protocol. Older Secure Sockets Layer
protocols SSLv2 and SSLv3 are no longer supported. TLS has been an industry
standard for many years there should be no problems with existing third party
products communicating with Unify products. The most notable exception may be
the use of older web browsers. All modern browsers support TLS by default.
However, some older browsers support TLS but do not have it enabled by default.
The instructions below detail how to enable TLS in our supported browsers.

Firefox:

Opening the Firefox options window will vary based on the operating system and/
or version of Firefox being used. Once the options window has been opened
navigate to Advanced > Encryption tab. Make sure “Use TLS 1.2” is checked.

Internet Explorer:

Opening the Internet Explorer internet options window will vary based on the
version of Windows and Internet Explorer being used. Once the internet options
window has been opened, navigate to the Advanced tab. Scroll down until you
see the option “Use TLS 1.2”. Make sure this is checked.
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